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Cloud Components Smart House Components Security Components
MQTTc, JSON/XML etc ECHONET Lite Ubiquitous TLS

Base protocol
ARP, DHCPc, DNSc, NTPc, HTTPd, POP, SMTP, TELNET, MQTT

TCP/IP Securus

Driver

Operating System (Ubiquitous Network OS)

File System, Timer, Calendar

Renesas RA SCE (Secure Crypto Engine)
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Cipher Suite (lESX1—b)

TLS1.3

TLS_AES_128 GCM_SHA256
TLS_AES 256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
TLS_AES_128 CCM_SHA256

TLS1.2 (AEAD)

TLS_RSA WITH_AES 128 GCM_SHA256

TLS_RSA WITH_AES_256_GCM_SHA384
TLS_DHE_RSA WITH_AES_128 GCM_SHA256
TLS_DHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES 256_GCM_SHA384
TLS_RSA WITH_AES 128 CCM

TLS_RSA WITH_AES 256_CCM

TLS_DHE_RSA WITH_AES_128 CCM
TLS_DHE_RSA WITH_AES_256_CCM
TLS_ECDHE_ECDSA WITH_AES_128 CCM
TLS_ECDHE_ECDSA_ WITH_AES_256_CCM
TLS_ECDHE_RSA_WITH_CHACHA20 POLY1305_SH
A256

TLS_ECDHE_ECDSA WITH_CHACHA20_POLY1305_
SHA256

TLS_DHE_RSA_ WITH_CHACHA20_POLY1305_SHA2
56
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TLS1.0/1.1/1.2

TLS_RSA WITH_RC4 128 MD5

TLS_RSA WITH_RC4 128 SHA

TLS_RSA WITH_DES_CBC_SHA

TLS_RSA WITH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA WITH_AES 128 CBC_SHA

TLS_RSA WITH_AES 256 _CBC_SHA

TLS_RSA WITH_AES 128 CBC_SHA256

TLS_RSA WITH_AES 256_CBC_SHA256
TLS_ECDHE_ECDSA WITH_RC4_128 SHA
TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_RC4_128 SHA
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384
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