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RZ/G2L, G2LC, G2UL, G3S
Release Note for RZ/G Multi-OS Package V2.0.2

Introduction

This software package provides user with easy way to establish multi-OS (i.e., CIP Linux running on
Cortex®-AS55 and FreeRTOS running on Cortex-M33) environment and sample program showing how to
implement Inter-Processor Communication between those CPU cores.

This package consists of RZ/G Flexible Software Package (hereinafter referred to as RZ/G FSP) and Inter-
Processor Communication Feature Package for RZ/G Verified Linux Package (hereinafter referred to as
RZ/G VLP) or RZ/G3S Linux Board Support Package (hereinafter referred to as RZ/G3S Linux BSP).
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RZ/G Series

Here are brief descriptions of each component of RZ/G Multi-OS Package:

* RZ/G FSP supporting RZ/G2L, RZ/G2LC, RZ/G2UL and RZ/G3S

The software package consists of production ready peripheral drivers, FreeRTOS and portable
middleware stacks and the best in-case HAL drivers with low memory footprint.

* OpenAMP

The framework includes the software components needed for Asymmetric Multiprocessing (AMP)
systems such as Inter-Processor Communication.

Target Device
RZ/G2L, RZ/G2LC, RZ/G2UL, RZ/G3S
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RZ/G2L, G2LC, G2UL, G3S

Release Note for RZ/G Multi-OS Package V2.0.2

1. Specifications

Table 1-1 lists the on-chip peripheral modules to be used in this application.

Table 1-1. List of used Peripheral Modules

Peripheral Module

Usage

Message Handling Unit (MHU)

Configures Inter-Processor Interrupt.

Serial Communications Interface with FIFO (SCIFA)

Performs standard serial communications sending
and receiving console messages.

Interrupt controller (INTC)

Configures interrupt settings; the processor will
receive interrupts during buffered serial
communications, and in the MHU module when
Inter-Processor Interrupt is fired.

General Purpose Input Output (GPIO)

Configures I/O lines used by serial communications.

General Timer (GTM)

Configures the tick for FreeRTOS.

2. Verified Operation Conditions

Table 2-1. Verified Operating Conditions for RZ/G2L, G2LC, G2UL and G3S

Item

Contents

Microprocessor used

RZ/G2L, RZ/G2LC, RZ/G2UL, RZ/G3S

Integrated Development Environment

e? studio 2024-04

C compiler

GNU Arm Embedded 10.3 2021.10

Compiler Options (except directory path):

o Release
-D_RENESAS_RZG_ -mthumb
-mcpu=cortex-m33+nodsp+nofp (Note)
-fdiagnostics-parseable-fixits -O2
-fmessage-length=0 -fsigned-char
-ffunction-sections -fdata-sections
-Wunused -Wuninitialized -Wall
-Wextra -Wmissing-declarations -Wconversion
-Wpointer-arith -Wshadow -Wlogical-op
-Waggregate-return -Wfloat-equal
-Wnull-dereference -g -std=c99 -mcmse

e Hardware Debug
-D_RENESAS_RZG_ -mthumb
-mcpu=cortex-m33+nodsp+nofp (Note)
-fdiagnostics-parseable-fixits -Og
-fmessage-length=0 -fsigned-char
-ffunction-sections -fdata-sections
-Wunused -Wuninitialized -Wall -Wextra
-Wmissing-declarations -Wconversion
-Wpointer-arith -Wshadow -Wlogical-op
-Waggregate-return -Wfloat-equal
-Wnull-dereference -g -std=c99 -mcmse

Note: For RZ/G3S CM33 w/ FPU core, cotex-m33+nodsp will be specified.
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3. Sample Program Setup

3.1 RZ/G Flexible Software Package Setup
Please refer to Getting Started with Flexible Software Package.

3.2 OpenAMP related stuff Integration for RZ/G2L, RZ/G2LC and RZ/G2UL

This section describes how to integrate OpenAMP related stuff to RZ/G Verified Linux Package 3.0.6
(hereinafter referred to as “VLP/G”) for RZ/G2L, RZ/G2LC and RZ/G2UL. For details on how to build the
VLP/G for RZ/G2L, RZ/G2LC and RZ/G2UL, please refer to SMARC EVK of RZ/G2L, RZ/G2LC, RZ/G2UL
Linux Start-up Guide incorporated in it.

1. Install the package needed for building VLP.

$ sudo apt-get update

$ sudo apt-get install gawk wget git-core diffstat unzip texinfo \
gcc-multilib build-essential chrpath socat cpio python python3 \
python3-pip python3-pexpect xz-utils debianutils iputils-ping \
libsdll.2-dev xterm p7zip-full libyaml-dev libssl-dev bmap-tools

2. Configure your Git.

$ git config --global user.email "youlexample.com"
$ git config --global user.name "Your Name"

3. Create a working directory at your home directory and extract VLP/G there.

mkdir ~/rzg vlp <pkg ver> (Note 1)

cd ~/rzg vlp <pkg ver>

unzip <VLP/G download dir>/RTKOEF0045Z0021AZJ-<pkg ver>.zip (Note 2)
tar zxvf RTKOEF0045Z0021AZJ-<pkg ver>/rzg vlp <pkg ver>.tar.gz

vy Uy Uy 0

Notes: 1. <pkg ver> stands for the version number of VLP/G (e.g., 3.0.6).
2. <VLP/G download dir> stands for the path to directory where VLP/G package is downloaded.

4. Download Multi-OS Package (r01an5869ej0202-rzg-multi-os-pkg.zip) to working directory and run the
commands stated below:

$ cd ~/rzg vlp <pkg ver>
$ unzip <Multi-OS download dir>/r01an5869ej0202-rzg-multi-os-pkg.zip (Note)
$ tar zxvf r0l1an5869ej0202-rzg-multi-os-pkg/meta-rz-features multi-os v2.0.2.tar.gz

Note: <Multi-OS download dir> stands for the path to the directory where Multi-OS Package is downloaded.

5. Initialize Build Environment

$ cd ~/rzg vlp <pkg ver>
$ TEMPLATECONF=S$PWD/meta-renesas/meta-rzg2l/docs/template/conf/ \
source poky/oe-init-build-env

6. Add the Multi-OS layers.The command below is adding paths to bblayers.conf.

$ bitbake-layers add-layer ../meta-rz-features/meta-rz-multi-os/meta-rzg2l

7. Start a build by invoking the commands for building VLP/G.

$ MACHINE=<board> bitbake core-image-<target> (Notel) (Note2)
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Notes: 1. Please replace <board> in the above command as follows in accordance with the board you use:
RZ/G2L Evaluation Board Kit PMIC version  smarc-rzg2|
RZ/G2LC Evaluation Board Kit smarc-rzg2lc
RZ/G2UL Evaluation Board Kit smarc-rzg2ul
2. <target> stands for any of minimal, bsp or Weston.

3.3 OpenAMP related stuff Integration for RZ/G3S
This section describes how to integrate OpenAMP related stuff to VLP/G for RZ/G3S.

1. Install the software component needed for building BSP to your Linux Host PC.

$ sudo apt-get update

$ sudo apt-get install gawk wget git-core diffstat unzip texinfo \
gcc-multilib build-essential chrpath socat cpio python python3 \
python3-pip python3-pexpect xz-utils debianutils iputils-ping \
libsdll.2-dev xterm p7zip-full libyaml-dev libssl-dev bmap-tools

2. Configure your Git.

$ git config --global user.email "you@example.com"
$ git config --global user.name "Your Name"

3. Create a working directory (e.g., rzg3s_vlp_v3.0.6) at your home directory and extract VLP/G there.

mkdir ~/rzg3s vlp <pkg ver>

cd ~/rzg3s_vlp <pkg ver>

unzip <VLP/G download dir>/RTKOEF00452Z0021AZJ-<pkg ver>.zip

tar zxvf ./RTKOEF0045Z0021AzZJ-<pkg ver>/rzg vlp <pkg ver>.tar.gz

Ur U U

4. Download Multi-OS Feature Package (r01an5869ej0202-rzg-multi-os-pkg.zip) to your working directory
and run the commands stated below:

$ cd ~/rzg3s vlp <pkg ver>
$ unzip <Multi-O0S download dir>/r01an5869ej0202-rzg-multi-os-pkg.zip
$ tar zxvf r0l1an5869ej0202-rzg-multi-os-pkg/meta-rz-features multi-os v2.0.2.tar.gz

5. Initialize Build Environment

$ TEMPLATECONF=$PWD/meta-renesas/meta-rzg3/docs/template/conf/ \
source poky/oe-init-build-env build

6. Add the layer for Multi-OS Package.

$ bitbake-layers add-layer ../meta-rz-features/meta-rz-multi-os/meta-rzg3s

7. Start a build by invoking the commands for building VLP. Building an image might take up to a few hours
depending on the user’s host system performance.

$ MACHINE=smarc-rzg3s bitbake core-image-<target>

Here, the allowable value for <target> is either minimal or bsp.
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3.4 Note for integration to RZ/G VLP

On VLP, the peripherals which is NOT used enters Module Standby Mode. That means the peripherals used
on CM33 side might NOT become worked implicitly. To avoid this situation, we prepare for the patch below
for RZ/G2Lx, RZ/G2UL and RZ/G3S, respectively:

e 0006-clk-renesas-r9a07g044-Set-SCIF1-SCIF2-OSTM2.patch for RZ/G2L and RZ/G2LC
e 0008-clk-renesas-r9a07g043-Set-OSTM2.patch for RZ/G2UL
e 0001-Set-SCIF1-and-OSTM1-OSTM2-as-critical-clock.patch for RZ/G3S

For example, 0006-clk-renesas-r9a07g044-Set-SCIF1-SCIF2-OSTM2.patch prevents SCIF and GTM(OSTM)
used in the RPmsg Sample Program from entering Module Standby Mode. If you have any other peripherals
which should NOT enter Module Standby Mode, please apply the following modification in red to the patches.

drivers/clk/renesas/r9%9a07g044-cpg.c | 3 ++
1 file changed, 3 insertions (+)

diff --git a/drivers/clk/renesas/r9a07g044-cpg.c
b/drivers/clk/renesas/r%9a07g044-cpg.c

index e27caal75af7a..£f3cda2e05757f 100644

--- a/drivers/clk/renesas/r9a07g044-cpg.c

+++ b/drivers/clk/renesas/r9%9a07g044-cpg.c

@@ -449,6 +449,9 @@ static const unsigned int r9a07g044 crit mod clks[]
__initconst = {

MOD CLK BASE + R9A07G044 IA55 PCLK,

MOD CLK BASE + R9A07G044 IA55 CILK,

MOD CLK BASE + R9A07G044 DMAC ACLK,

MOD CLK BASE + R9A07G044 SCIF2 CLK PCK,
MOD CLK BASE + R9A07G044 OSTM2 PCLK,
MOD CLK BASE + R9A07G044 SCIF1 CLK_ PCK,
MOD CLK BASE RO9A07G044 xxxx,

+ 4+ 4+ o+

+

+

+

+
bi

The line number should be revised in accordance with the number of lines you added.

With respect to the allowable value for xxxx above, please refer to the source code below:

https://github.com/renesas-rz/rz_linux-cip/blob/rz-5.10-cip41/drivers/clk/renesas/r9a07g044-cpg.c#L221-
L398

3.5 Deployment of RZ/G VLP

You need to deploy Linux kernel, device tree and root filesystem referring to SMARC EVK of RZ/G2L
RZ/G2LC, RZ/G2UL Linux Start-up Guide and/or SMARC EVK of RZ/G3S Linux Start-up Guide.

4. Sample Program Invocation on RZ/G2L, RZ/G2LC and RZ/G2UL SMARC EVK

41 RZ/G2L, RZ/G2LC and RZ/G2UL Hardware Setup

1. Connect J-Link to RZ/G2L SMARC EVK. For details, please refer to Getting Started with Flexible
Software Package.

2. Connect Pmod USBUART to the Pmod 1 of SMARC Carrier Board as shown below for securing the
console for the program running on CM33. (Note)

Note: There is no valid SCIF channel connected to Pmod 0 or Pmod 1 on RZ/G2UL Smarc EVK.
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Figure 4-1. Connection between RZ/G2L SMARC EVK and Pmod USBUART

4.2 RZ/G3S Hardware Setup

1. Connect J-Link to RZ/G3S SMARC EVK. For details, please refer to Getting Started with Flexible
Software Package.

2. Connect Pmod USBUART to the upper side of PMOD 3A connector of Smarc EVK as shown below for
securing the console for sample program.

PMOD 3A

Figure 4-2. Connection between Pmod USBUART and RZ/G3S SMARC EVK

4.3 CM33 Sample Program Setup

Please carry out the following procedures for setting up demo program running on CM33.

1. Extract r01an5869ej202-rzg-multi-os-pkg.zip on your development PC.

2. Extract <device>_rpmsg_demo.zip there. Here, <device> should be either of rzg2l_cm33, rzg2lc_cm33,
rzg2ul_cm33, rzg3s_cm33 or rzg3s_cm33_fpu.

3. Open €2 studio 2024-04 and click File > Import.

4. Double-click General and select Existing Projects into Workspace as shown in Figure 4-2:
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Figure 4-2. Import sample project (1)

5. Input the path to the folder <device>_cm33_rpmsg_demo, press Enter key and click Finish button.
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Figure 4-3. Import sample project (2)

6. Build the project from Choose Project > Build Project.
7. If the build is successfully completed, the following files should be generated in Debug and/or Release
folder in accordance with the active Build Configuration.
e <device>_rpmsg_demo.elf (Note1)
e <device>_rpmsg_demo_non_secure_code.bin (Note 2)
e <device>_rpmsg_demo_non_secure_vector.bin (Note 2)
e <device>_rpmsg_demo_secure_code.bin (Note 2)
e <device>_rpmsg_demo_secure_vector.bin (Note 2)
e <device> rpmsg_demo.srec (Note 3)
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Notes: 1. The possible string is any of rzg2l cm33, rzg2lc_cm33, rzg2ul_cm33, rzg3s_cm33 and
rzg3s_cm33_fpu.
2. The possible string is any of rzg2l_cm33, rzg2lc_cm33 and rzg2ul_cm33.
3. The possible string is either of rzg3s_cm33 or rzg3s_cm33_fpu.

4.4 CM33 Sample Program Invocation

441 CM33 Sample Program Invocation with Segger J-Link
You need to follow the following steps to invocate CM33 sample program with Segger J-Link.

1. Choose <device> cm33_rpmsg_demo Debug_Flat or <device> cm33_rpmsg_demo Release_Flat from
the drop-down list indicated by a red arrow in Figure 4-4.

R || %5 || @ | | 4 Debug v _?;r;gzl_cmaa_rpmg_demoDebug_; -

v 125 rzg2l_cm33_rpmsg_demo [Debug]
¥ Binaries

i) Includes
@ rzg
§8 rzg_gen

@B src

Figure 4-4. Select of Debug Configuration

2. Click the debug button indicated by a red arrow in Figure 4-5.

e Wo’i_ - ¥ studio
File E MNavigate Search Project RenesasViews Run Window Help

Q l s ' @ | 15 Debug v | | [E7] rzg2)_cm33_rpmsg_demo Debug_F v
E;j I,.y ‘ sunch in ‘Debug’ mode L F (o v o |
45 Debug 52 |i» § = B

Figure 4-5. Debug Function Launch

If “Confirmation Perspective Switch” window below appears, please press “Switch” to go ahead.

ﬁ Confirm Perspective Switch X

9 This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective supports application debugging by providing views for
displaying the debug stack, variables and breakpoints.

Switch to this perspective?

[[] Remember my decision

Figure 4-6. Confirmation window to open the Debug Perspective

3. When the debug perspective is opened, Program Counter (PC) should be located at the top of
Warm_Reset_S function. Then, you need to press the button indicated by a red arrow in Figure 4-7.
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Figure 4-7. How to start to debug sample program (1)

4. The program should stop at the top of main function. Then, click the same button as the previous step.
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Figure 4-8. How to start to debug sample program (2)
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5. Now that CM33 sample program has been started, the following message is shown on the console
connected to Pmod USBUART: (Note)

Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully

probed IPI device

open uio device: 42F00000.rsctbl.

added memory device 42F00000.rsctbl.
open uio device: 43000000.vring-ctlO.
added memory device 43000000.vring-ctlO.
open uio device: 43200000.vring-shmO.
added memory device 43200000.vring-shm0.

Initialize remoteproc successfully.
creating remoteproc virtio

initializing

rpmsg vdewv

At this point of time, CM33 program is waiting for the establishment of rpomsg channel between CM33 and

CA55.

Note: There is no valid SCIF channel connected to Pmod 0 or Pmod 1 on RZ/G2UL Smarc EVK and so,
any message won’t be shown with RG/G2UL.

4.4.2 CM33 Sample Program Invocation with u-boot

On RZ/G2L, G2LC and G2UL SMARC EVK, you can invoke RPMsg sample program from u-boot by
following the procedure described below:

1. Copy <device>_|

rpmsg_demo_secure_code.bin, <device>_rpmsg_demo_secure_vector.bin,

<device>_rpmsg_demo_non_secure_code.bin and <device>_rpmsg_demo_non_secure_vector.bin
generated at 7 of section 4.2 to microSD card.
2. Insert the microSD card into CN10 of SMARC carrier board.

w

Turn on SMARC EVK by pressing reset button (i.e., SW14)

4. You should now see the following message in the console connected to CN14 of SMARC carrier board:

U-Boot 2021.10 (Sep 20 2023 - 02:21:30 +0000)

CPU: Renesas Electronics K rev 1.0

Model: smarc-

rzgzl

DRAM: 1.9 GiB
WDT : watchdogl0000000012800800

WDT : Started with servicing (60s timeout)
MMC : sd@11c00000: 0, sd@11cl10000: 1
Loading Environment from MMC... OK

In: serial@1004b800

Out: serial@1004b800

Err: serial@1004b800

U-boot WDT started!

Net: ethO:

ethernet@11c20000

Hit any key to stop autoboot: 2

=>

Then, you need to hit any key to stop autoboot within 3 sec.

5. Load the binary files listed in 1. from microSD card to RAM by executing the commands below on the
console. Here, N denotes the partition number in which you stored those binaries.
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dcache off
mmc dev 1
fatload mmc

N 0x0001FF80 rzg2l cm33 rpmsg demo_ secure vector.bin
fatload mmc 1:N Ox42EFF440 rzg2l cm33 rpmsg demo secure code.bin
fatload mmc N 0x00010000 rzg2l cm33 rpmsg demo non secure vector.bin
fatload mmc 1:N 0x40010000 rzg2l cm33 rpmsg demo non secure code.bin
cm33 start debug 0x1001FF80 0x00010000
dcache on

[

6. Now that CM33 program has been started to run. With respect to the behavior of sample program, please
see 4.5.

4.4.3 CM33 Sample Program Invocation with BL2 of Trusted Firmware-A

On RZ/G3S SMARC EVK, you can invoke RPMsg sample program from BL2 of Trusted Firmware-A by the
procedure stated below:

1. Apply the following modification in red character to meta-renesas/meta-rzg3s/recipes-bsp/trusted-
firmware-a/trusted-firmware-a.bbappend.

require trusted-firmware-a.inc
COMPATIBLE MACHINE rzg3s = " (rzg3s-dev|smarc-rzg3s)"

PLATFORM rzg3s-dev = "g3s"
EXTRA FLAGS rzg3s-dev = "BOARD=devl4 1 lpddr PLAT SYSTEM SUSPEND=vbat"

PLATFORM smarc-rzg3s = "g3s"
EXTRA FLAGS smarc-rzg3s = "BOARD=smarc PLAT SYSTEM SUSPEND=vbat
PLAT M33 BOOT SUPPORT=1"

2. Rebuild Trusted Firmware-A.

3. Re-program the resultant BL2 and FIP binary files using FlashWriter.

4. Program rzg3s_cm33_rpmsg_demo.srec using FlashWriter with the parameter stated below:

¢ On Boot Mode 1

Partition Area Start Address in sector Program Start Address
1 1000 23000

e On Boot Mode 2

Address to load to RAM Address to save to ROM

23000 200000

4.5 CAS55 Sample Program Invocation
You need to follow the procedure shown below to invoke CA55 sample program running on Linux.

1. Boot up Linux by executing the following command on u-boot:

run bootcmd

2. Login as “root”

smarc-<device> login: root
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3. Run CA55 sample program by executing the following command on Linux.

root@smarc-<device>:~# rpmsg sample client

4. Then, you can see the following message on the console associated with Pmod USBUART. Be sure that
you invoke CM33 program in advance.

[XXX]

metal:

[XXX]

metal:

[XXX]
[XXX]

metal:

[XXX]
[XXX]

metal:

[XXX]
[XXX]

metal:

[XXX]
[ XXX]

metal:

[XXX]
[XXX]

proc_id:0 rsc_ id:0 mbx id:0
info: metal uio dev open: No IRQ for device 10400000
Successfully probed IPI device

info: metal uio dev open: No IRQ for device 42f00000.

Successfully open uio device: 42f00000.rsctbl.
Successfully added memory device 42f00000.rsctbl.

info: metal uio dev open: No IRQ for device 43000000.

Successfully open uio device: 43000000.vring-ctlO.
Successfully added memory device 43000000.vring-ctlO.

info: metal uio dev open: No IRQ for device 43200000.

Successfully open uio device: 43200000.vring-shmO.
Successfully added memory device 43200000.vring-shmO.

info: metal uio dev _open: No IRQ for device 43100000.

Successfully open uio device: 43100000.vring-ctll.
Successfully added memory device 43100000.vring-ctll.

info: metal uio dev open: No IRQ for device 43500000.

Successfully open uio device: 43500000.vring-shml.
Successfully added memory device 43500000.vring-shml.

info: metal uio dev open: No IRQ for device 42£01000.

Successfully open uio device: 42f01000.mhu-shm.
Successfully added memory device 42f01000.mhu-shm.
Initialize remoteproc successfully.

proc _id:1 rsc id:1 mbx id:0

Initialize remoteproc successfully.

proc id:0 rsc id:0 mbx id:1

Initialize remoteproc successfully.

proc_id:1 rsc_id:1 mbx id:1

Initialize remoteproc successfully.

KAKAKKAKAAA IR A A I AA I A AR A A I A A I A A AR A A A A h Ak h kK

* rpmsg communication sample program *
R IR IR I e dh b dh Ib b db Sb b 2 db b b S I b 2 Ib b b db b b IR Sh b S db b dh Sb b dh S b

1. communicate with CM33 chO

2. communicate with CM33 chl

3. communicate with CM33 FPU chO

4. communicate with CM33 FPU chl

5. communicate with CM33 ch0 and CM33 FPU chl
e. exit

please input

>

.mbox-uio.

rsctbl.

vring-ctlO.

vring-shmO.

vring-ctll.

vring-shml.

mhu-shm.

5. Input the number which performs the communication you would like to try on the console.

4.6 Overview of Sample Program Behavior
The behavior of sample program is as follows:
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1. Wait until a communication channel between CA55 and CM33 is established.

2. Once the communication channel is established, CA55 sample program starts to send the message to
CMB33 with incrementing its size from the minimum value 17 to the maximum value 488. At that time, the
message like the following should be shown in the console connected to CN14 of SMARC carrier board:

Sending payload number 148 of size 165

3. When CM33 receives the message sent from CA55, the echo reply is sent back to CA55.
4. When CAD5S5 receives the echo reply, the message below should be displayed in the console connected to
CN14 of SMARC carrier board:

echo test: sent : 165
received payload number 148 of size 165

5. After the message which has 488 bytes sized payload is sent from CA55 to CM33 and CM33 sends back
the echo reply, the message for terminating the communication channel is sent from CA55 to CM33.
Then, CA55 and CM33 sample programs output the following log messages to the corresponding
consoles respectively when receiving the termination message.

e Termination message on CA55 side

Ahkhk Ak kA hhkkhkdrhkhk Ak hkrhkhkhAhkkhkhkrhkhkhxhkhkxkk*x*x

Test Results: Error count = 0
R A i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 4

Quitting application .. Echo test end
Stopping application...

e Termination message on CM33 side
De-initializating remoteproc
Then, CM33 side re-waits for the establishment of connection channel. You can see the following log on
the console a short time later:

creating remoteproc virtio
initializing rpmsg vdev

5. Reference Documents

o RO1AN5924: Getting Started with RZ/G Flexible Software Package

e RO01US0553: RZ/G Verified Linux Package Version 3.0.6 Release Note

¢ R01US0616: SMARC EVK of RZ/G2L, RZ/G2LC, RZ/G2UL Linux Start-up Guide
¢ R01US0645: SMARC EVK of RZ/G3S Linux Start-up Guide
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an I/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between VL
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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