1LENESAS Getting Started Guide

RL78/G23

Connecting AWS Cloud with FreeRTOS Getting Started Guide for
RL78/G23-128p Fast Prototyping Board

Contents

L © 1YY 1 PP 3
P2 o = 1o = T I D L=t g o] o) o 4
20t T I - = 15 1 o 1 SRR 4
D T 411 o o = (o USRS 4
2.3 Hardware requirements to run FreeRTOS demO ..........uuviiiiiiiiiiiiieee e 4
2.3.1  Standard Kit CONTENES ......oueiiiiiiii et e e e e et e e e e sn e e e e nte e e e e nteeeeeneeeeeennees 4
D I U F =T ol o )Y/ o =T 1 (=T o o TSR 4
2.3.3  3rd Party purchasable IEMS..........ooo e 5
2.4 Additional Hardware RefEr&NCES........ooooi i e e e e e e e e e eeeeae s 5
3. Set up your Development ENVIFONMENT..........uuuiuiiiiiee e e e e e e e e e e e e e 6
TRt S W oo o o 1 USSR 6
K 0 o To ] ]2 = 1 o PSR 6
3.3 Establishing a serial CONNECHION ...........uuiiiiiiiiii e e eatebeeeeeeessesessesnsssnsnsnsnsnsnnnnns 6
3.4  Other software required to develop and debug applications for the device..........cccccvveiiiiiiciiiieiieecee, 6
3.4.1  To dOWNIOAd SHArKSSL.......coiiiiiiiiiiiie e ettt e e e s b e e e e e nnbe e e e e nnbe e e e e nnreeeeannees 6
I T 2 o Yo (oY o1 (o =T B 1= = =Ty oSO 6
S T A 0T o Yo 10 g T o 1V 7= T Y 7
o B = 11 (o] Te ][0 [ 1 o RSP 7
I N (= = To] (o =T o o o [P PUPPRPPPRR 8
4.3 To connect the Wi-Fi-Pmod-Expansion-Board...............ii e 10
44 TOTrECEIVE DEDUQG LOPS ....eiiiiiiiiiiiiie ettt ettt ettt e e st e e st e e e nnee s 11
4.5 WO E SY S OM . —————— 11
5. Setup your AWS account and PermiSSIONS..........cc.uuuuiiiiiiiiiiiiiiiieiee e 12
5.1  To attach the AmazonFreeRTOSFullAccess policy to your IAM USEr .........cccooiiiiiiiiiiiiniee e 12
5.2 To attach the AWSIOTFuUllAccess policy t0 YOUr JAM USET .........coiiieiiiiiiiieiee e 12
6. Provision the device With AWS 10T .......uuiieii e a e e e e e e e e e aa e 13
6.1  Tocreate an AWS [OT POICY .....uuiiiiiiiiie it 13
6.2 To create an loT thing, private key, and certificate for your device ..........ccccccoeveiiiiiiiii e, 16
7. To write the private key and certificate into Wi-Fi-Pmod-Expansion-Board ................ccccuue... 20
8. Download FreeRTOS and import demo ProjecCt .........oooeeviiiiiiiiie e, 25

R0O1QS0060EJ0100 Rev.1.00 Page 1 of 34
Oct.20.21 RENESAS



RL78/G23
Connecting AWS Cloud with FreeRTOS Getting Started Guide for RL78/G23-128p Fast Prototyping Board

9. Configure FreeRTOS ... .ot e e e e e e e e e e e e e e e e e e e ee 27
S T B o [ To =Y o 1Y P P PP POPPPPPPPPRRPRt 27
9.2  The endPOiNt iN AVVS 0T .....uuuiiiiiiiiiiiiiiiiititeiee e e et aaa aaetaae e teasbebebebabsbstsbssssssssasssssssssssssssnsssnsnsnsnsnsnsnnns 28
10. Build the FreeRTOS deMO0.......cooiiiiiiii e e e e e 29
11. Runthe FreeRTOS demoO PrOJECL .......iiiiiieieece e 30
P B o P= T e (=T o g To R oo To [ T ST PPPPPR PRI 30
11.2 Receive MQTT MeSSAgEs DY AWS 10T .....oiiiiiiii ettt ettt e s e e e s nnnee s 30
A B 1= o 18 o o T PSSP 31
L2 B O o 1= o W=V (0o [ o3 (o JNo [ o 18 o [P PRR TP 31
L =T = I (=4 o TSP UPPPT TP 32
G T (o100 =T oo ] 11T S 33
G T B B L= = U] (o =Ty o] TP PPPPRP TP 33
REVISION HISTOIY ...ttt nnnnnnnnnne 34
R01QS0060EJ0100 Rev.1.00 Page 2 of 34

Oct.20.21 RENESAS



RL78/G23
Connecting AWS Cloud with FreeRTOS Getting Started Guide for RL78/G23-128p Fast Prototyping Board

1. Overview

This tutorial provides instructions of connecting AWS Cloud with FreeRTOS for getting started with
RL78/G23-128p Fast Prototyping Board. If you do not have the RL78/G23-128p Fast Prototyping Board, visit
the AWS Partner Device Catalog, and purchase one from our partners.

This document explains how to configure AWS loT Core and FreeRTOS to connect your device to the AWS
Cloud.
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2. Hardware Description

2.1 DataSheet
Table 2-1 DataSheet

Device

Link

RL78/G23-128p Fast
Prototyping Board

https://www.renesas.com/document/mat/ri78g23-128p-fast-prototyping-
board-users-manual-rev100?language=en&r=1496636

Wi-Fi-Pmod-Expansion-
Board

https://www.renesas.com/document/gsg/wi-fi-pmod-expansion-board-
quick-start-quide?r=1261746

2.2 Schematic
Table 2-2 Schematic

Device

Link

RL78/G23-128p Fast
Prototyping Board

https://www.renesas.com/document/bdf/r|78g23-128p-fast-prototyping-
board-schematics-rev100?language=en&r=1537821

Wi-Fi-Pmod-Expansion-
Board

https://www.renesas.com/products/microcontrollers-
microprocessors/ra-cortex-m-mcus/wi-fi-pmod-expansion-board-
80211bgn-24g-wi-fi-pmod-expansion-board

Wi-Fi Pmod-Design Package > wi-fi-pmod-v2-schematics.pdf

2.3 Hardware requirements to run FreeRTOS demo

2.31

Standard Kit Contents

Table 2-3 Standard Kit Contents

Device

Link

RL78/G23-128p Fast
Prototyping Board

https://www.renesas.com/rl78923-128p fpb

Wi-Fi-Pmod-Expansion-
Board

https://www.renesas.com/products/microcontrollers-microprocessors/ra-
cortex-m-mcus/wi-fi-pmod-expansion-board-80211bgn-24g-wi-fi-pmod-
expansion-board

E2 emulator Lite

https://www.renesas.com/software-tool/e2-emulator-lite-
rte0t0002Ikce00000r

2.3.2 User Provided items

1. Mini-B USB cables x2.

These cables can be used to connect the PC to the RL78/G23-128p Fast Prototyping Board.

2. E2 emulator Lite (required).

For supported devices of RL78/G23, please check the specification of E2 emulator Lite.

pow

Jumper wires x3.
5. 14-pin connector.

The Digilent Pmod USBUART.
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2.3.3 3rd Party purchasable items
The Digilent Pmod USBUART

Purchase from https://digilent.com/reference/pmod/pmodusbuart/start?redirect=1.

2.4 Additional Hardware References
See Documentation section in the following RL78/G23 page.

https://www.renesas.com/products/microcontrollers-microprocessors/rl78-low-power-8-16-bit-mcus/rl78g23-
new-generation-rl78-general-purpose-microcontrollers-further-refined-low-power-performance-and
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3. Set up your Development Environment
3.1 Support IDEs

We support e? studio as IDE.

1. Go to the Renesas e? studio installer download page and download the offline installer.
2. You are directed to a Renesas Login page.
If you have an account with Renesas, enter your username and password and then choose Login.
If you do not have an account, choose Register now, and follow the first registration steps.
You should receive an email with a link to activate your Renesas account. Follow this link to complete
your registration with Renesas, and then login to Renesas.
3. After you log in, download the e? studio installer to your computer.
4. Open the installer and follow the steps to completion.

For more information, see the €2 studio on the Renesas website.

Note: Host machine running Windows 8.1 or 10. Linux and MacOS are not supported.

3.2 Toolchains

1. Go to the RL78 Family C Compiler Package, and download the v1.10.00 package.
https://www.renesas.com/document/ucm/rl78-compiler-cc-rl-v11000?language=en&r=488776

2. Open the executable and install the compiler.
For more information, see the C RL78 Family C Compiler Package Family on the Renesas website.

Note: The compiler is available free for evaluation version only and valid for 60 days. On the 61st day, you
need to get a License Key. For more information, see Evaluation Software Tools.

3.3 Establishing a serial connection
Serial communication is used for communication. Configure the serial port settings as follow:
® Baud rate: 115200bps
Data: 8 bits
Parity: none
Stop: 1 bit
Flow control: none

3.4 Other software required to develop and debug applications for the device

3.41 To download SharkSSL

Following free software program to convert certificate data to the required format. Go to
https://realtimelogic.com/downloads/sharkssl/ and choose SharkSSL for Windows to download the
software.

3.4.2 To download Tera Term
Go to https://ttssh2.0sdn.jp/index.html.en to download the software.

R0O1QS0060EJ0100 Rev.1.00 Page 6 of 34
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4. Set up your hardware
In this section, provide instructions for setting up the platform's hardware.

Note that administrator privileges are required to install the drivers.

4.1 Before soldering

Following board pictures are original board that need to be soldered to establish connections between pins.
The purpose of soldering is to set up the connection for emulator. To connect the emulator, change circuit as
follow:

e J11: 14-pin connector must be mounted.

e J15, J16, and J19: pins 2-3 are short-circuit
e Pattern for cutting [TOOLO_USB]: removed
o Pattern for cutting [RESET]: removed

o Pattern for cutting [T_RESET]: removed

J15: Pins 2-3 J16: Pins 2-3
short-circuit short-circuit
- o 3 O O o-o O0O0
(©0 o0 0 0 o of[oc[o]o]o O D A
(=) &o) E] gH R _E_EE n- 000 3
C:E E; i-[l]] (- F
w35 0) SIelels
Touch |[=Z=5= & Ol R 0 "’
Button 2l -l ; 0 ¢ [ -
= - (@ | | -
Touch |8 ; o
Buttoni i) @®
jm A
J11: 14-pin J19: Pins 2-3
connector short-circuit

Figure 4-1 Settings for Use with the Emulator Connector (Top Side)
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Pattern for cutting
(TOOLO_USB):
removed

Pattern for cutting
(T_RESET):

removed

Pattern for cutting
(RESET):
removed

00000
00000

O
O

Figure 4-2 Settings for Use with the Emulator Connector (Soldered Side)

4.2 After soldering
The following pictures indicate RL78/G23-128p Fast Prototyping Board after soldering.
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Figure 4-3 RL78/G23-128p Fast Prototyping Board after soldering (Top Side)
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Figure 4-4 RL78/G23-128p Fast Prototyping Board after soldering (Soldered Side)
For the detail, see to section 5.20 Emulator Connector in user’s manual of RL78/G23-128p Fast Prototyping
Board.
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4.3 To connect the Wi-Fi-Pmod-Expansion-Board

Connect the Wi-Fi-Pmod-Expansion-Board to the RL78/G23-128p Fast Prototyping Board. The Wi-Fi-Pmod-

Expansion-Board connects to PMOD1.

Figure 4-5 Connect the Wi-Fi-Pmod-Expansion-Board to the RL78/G23-128p Fast

Prototyping Board
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4.4 To receive Debug Logs

Connect the Digilent Pmod USBUART to the RL78/G23-128p Fast Prototyping Board to PMOD2, that leads

to receive debug logs.

Figure 4-6 Connect the Digilent Pmod USBUART to the RL78/G23-128p Fast Prototyping Board

4.5 Whole system
The following picture indicates whole system.

Wi-Fi

USB power supply type

{

\\
Z Ether or Wi-Fi

PC

Figure 4-7 Whole system

R0O1QS0060EJ0100 Rev.1.00
Oct.20.21 RENESAS

Page 11 of 34




RL78/G23
Connecting AWS Cloud with FreeRTOS Getting Started Guide for RL78/G23-128p Fast Prototyping Board

5. Setup your AWS account and Permissions

To create an AWS account, see Create and Activate an AWS Account

User needs to create AWS account. Refer to the instructions at Set up your AWS Account. Follow the steps
outlined in these sections to create your account and a user and get started:

® Sign up for an AWS account.
® Create a user and grant permissions.
® Openthe AWS loT console.

Pay special attention to the Notes.
If user created AWS account already in the past, please skip this step.

To add an IAM user to your AWS account, see IAM User Guide. To grant your IAM user account access to
AWS IoT and FreeRTOS, attach the following IAM policies to your IAM user account:

® AmazonFreeRTOSFullAccess
® AWSIoTFullAccess

Note:
The policy examples in this document are intended only for dev environments. All devices in your fleet
must have credentials with privileges that authorize only intended actions on specific resources. The
specific permission policies can vary for your use case. ldentify the permission policies that best meet
your business and security requirements. For more information, refer to Example policies and
Security best practices.

For more information about IAM and user accounts, see |AM User Guide.

For more information about policies, see IAM Permissions and Policies.

5.1 To attach the AmazonFreeRTOSFullAccess policy to your IAM user

1. Browse to the IAM console, and from the navigation pane, choose Users.

2. Enter your user name in the search text box, and then choose it from the list.

3. Choose Add permissions.

4. Choose Attach existing policies directly.

5. In the search box, enter AmazonFreeRTOSFullAccess, choose it from the list, and then choose Next:
Review.

6. Choose Add permissions.

5.2 To attach the AWSIoTFullAccess policy to your IAM user

1. Browse to the IAM console, and from the navigation pane, choose Users.

2. Enter your username in the search text box, and then choose it from the list.

3. Choose Add permissions.

4. Choose Attach existing policies directly.

5. In the search box, enter AWSIoTFullAccess, choose it from the list, and then choose Next: Review.

6. Choose Add permissions.
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6. Provision the device with AWS loT
Refer to Registering MCU board.

6.1 To create an AWS loT policy
Follow 1= 6 under the heading To create an AWS loT policy.

1. Note that the AWS region for your account can also be found in the drop-down between the account
name and Support drop-downs in the top menu bar.

US East (N. Virginia)
US East (Ohig) us-east-2
US West (N, California) us-west-1

Asia Padific ([Hong Kong) ap-east
Asia Pacific (Mumbai) ap

Asia Padific (Seoul) ap-northeast-2

Asia Padific (Singapore) ap-southeast-1

Asla Pacific [Sydney) ap

Asia Pacific (Tokyo) ap-ne

Canada (Central) ca-central-1

Europe (Frankfurt) ou
Europe (reland) eu-west-1

Europe (London) cu-west-2

EumpE {Paris) su-west-3

Europe (Stockhelm) eu-north-1

Middle East (Bahrain) me

South America (530 Paulo) sa-east-1

Figure 6-1 AWS region

2. Type loT Core in search bar and click lIoT Core.

AWS  Services v Q 10T Core

AWS Mana

Features (3)

Documentation (190,881)
AWS services y connected to yo!
Marketplace (33)

Figure 6-2 AWS loT Core Selection
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3. Go to Secure~>Policies.
Click on Create to create a policy

AWS loT

aitar

* Dabsard

» Manage

* Flect Hub

» Graengrass

¥ Sedure

%

WS 1o

Policies

Nama

4. In the Name field, enter a name for the policy.

Figure 6-3 Create policy

Then, change to Advanced mode

¥ Manage
Things
Types
Thing groups
Billing groups
Jobs
Job templates

Tunnels
» Fleet Hub
» Greengrass

¥ Secure
Certificates
Chs
Role Aliases

Authorizers

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about loT policies go to the AWS 10T Policies documentation page.

Name

Add statements

Policy statements define the types of actions that can be performed by a resource.

Action

iot:Connect

Resource ARN

Effect

Allow | Deny

Advanced mode

Figure 6-4

Give a policy name
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5. Add following text to Advanced mode.

{

"Version": "2012-10-17",

"Statement™:

[

"Effect": "Allow",
"Action": "iot:Connect",

"Resource™: "*"

"Effect"”: "Allow",
"Action": "iot:Publish",

"Resource": "*"

"Effect": "Allow",
"Action": "iot:Subscribe",

"Resource": "*"

"Effect": "Allow",
"Action": "iot:Receive",

"Resource™: "*"

Figure 6-5

Add statements for policy
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6. Create a policy.

» Greengrass

¥ Secure
Certificates
Policies
CAs
Role Aliases

Authorizers

» Defend

b Act

¥ Test

» Device Advisor

MQTT test client
Software
Settings —I

Learn

Figure 6-6 Create a policy

Note:
The examples in this document are intended only for dev environments. All devices in your fleet must
have credentials with privileges that authorize only intended actions on specific resources. The
specific permission policies can vary for your use case. ldentify the permission policies that best meet
your business and security requirements. For more information, refer to Example policies and
Security Best practices.

6.2 To create an loT thing, private key, and certificate for your device
Follow steps 16 under the heading To create an loT thing, private key, and certificate for your device.

1. Create a Thing
Select Manage—-> Things—>Create to create a thing

AWS loT X @ Introducing the new AWS loT console experience

Were updating the console experience for you. Learn more [ Try the new experiences and let us know what you think. You can tumn off the new experience from the navigation menu.

Monitor
AWSIoT > Things
Activity

» Onboard Things St

Types

Thing groups Name Type

Figure 6-7 Create a thing
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2. Select the Create a single thing

AWS loT Things Create things

Creating AWS loT things

An |oT thing is a representation and record of your physical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn mare.

Register a single AWS loT thing

Create a thing in your registry

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or Create many things
register devices so they are ready to connect to AWS loT.

Cancel Create a single thing

Figure 6-8 Create a single thing

3. Add name to thing and Next

AWS loT Things Create things Add your device to the thing registry

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type
Groups / Create group Change

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes o that you can search for your things in the registry.

Attribute key Value

Provide an attribute key, e.g. Manufacturer Provide an attribute value, e.g. Acme-Corporation

Show thing shadow ~

o 1

Figure 6-9 Add name to a single thing
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4. Add a certificate for thing

AWS loT Things Create things Add your device to the thing registry Add certificate

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS IoT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS 10T's certificate
authority.

Create with CSR

L. Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate
Get started
Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate
loT.

Figure 6-10 Create a certificate for thing

5. Attach a policy to thing:

o Click the Download button next to each of the certificates, keys and save in local PC or host
machine.

o Click the Activate button to activate the certificate.
e Select Attach a policy and choose the policy you created in 6.

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A Feﬂiﬁ:a[e for this «cert.pem Download
thing

A public key .publickey Download
A private key .private.key Download

You also need to download a root CA for AWS 1oT:
A root CA for AWS loT Download

Cancel Attach a policy

Figure 6-11 Attach a policy

R0O1QS0060EJ0100 Rev.1.00 Page 18 of 34
Oct.20.21 RENESAS



RL78/G23
Connecting AWS Cloud with FreeRTOS Getting Started Guide for RL78/G23-128p Fast Prototyping Board

6. Register policy to thing

AWS loT » Things Create things Add your device to the thing registry Add certificate  » Add authorization to certificate

CREATE A THING

Add a policy for your thing

Select a policy to attach to this certificate:

Search policies

Figure 6-12 Register policy to thing

If the device has a secure element, provide explicit details with examples. Refer to Developer-mode key
provisioning for an example.
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7. To write the private key and certificate into Wi-Fi-Pmod-Expansion-Board

Follow 15 under the heading To write the private key and certificate into Wi-Fi-Pmod-Expansion-

Board.

We need to write the certificate and private key to Wi-Fi module to connect to AWS servers. The TCP/IP and
SSL/TLS with mutual authentication and secure storage are offloaded to the Wi-Fi module. This architecture
allows to build secure connected Internet of Things (loT) devices using small MCU like RL78.

1. Obtain a CA List (Class 2 Root CA)
°

In Microsoft Edge, Settings -> Privacy, search, and services -> Manage certificates ->

Certificates -> Trusted Root Certification Authorities, then export Starfield Class 2

Certification Authority.

Certificates

Intended purpose: <All=

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ 4 | *

pes

R

Issued To

Slsophos web Applia...
4 Starfield Class 2 Ce...

Expiratio...
af13/2027
6/30/2034

Issued By

Sophos Web Appliance
Starfield Class 2 Certi...

Friendly Mame

<MNone >
Starfield Class 2....

Slstarfield Root Certi...  Starfield Root Certific...  1/1/2038 Starfield Root C...
Slstarfield Services R...  Starfield Services Roo...  1/1/2038 Amazon Services...
[SstartCom Certificati... StartCom Certification... 9/18/2036  StartCom Certifi...
__qJS'NiSSSign Silver CA... SwissSign Silver CA -G2  10/25/2036  SwissSign Silver ...
__qJS\,rmantec Enterpris... Symantec Enterprise ...  3/15/2032  <MNone:x
__qJﬂ'lawte Primary Ro... thawte Primary Root CA 7172036  thawte
__qJThawte Timestampi... Thawte Timestamping... 1/1/2021 Thawte Timesta,., ¥
Import... Export... Remove Advanced
Certificate intended purposes
Client Authentication, Code Signing, Secure Email, Server Authentication
View

Cloze

Figure 7-1 Export Starfield Class 2 Certification Authority
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® Select Base 64 encoded X.509 (.CER).

€ L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

(C) DER encoded binary ¥.509 {.CER)

(®) Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P7E)
Indude &ll certificates in the certification path if possible

Personal Information Exchange - FKCS #12 (FFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store ((35T)

Figure 7-2 Select Base 64 encoded X.509 (.CER)

Enter a file name of your choice, and export the certificate

=

=* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

| | Browse..

Mext

Cancel

Figure 7-3 Enter a file name

R01QS0060EJ0100 Rev.1.00

Oct.20.21

RENESAS

Page 21 of 34




RL78/G23
Connecting AWS Cloud with FreeRTOS Getting Started Guide for RL78/G23-128p Fast Prototyping Board

2. Convert the Certificate and Secret Key to SharkSSL Binary Format
Run the following command from the command prompt to convert the certificate and private key to
SharkSSL binary format.
SharkSSLParseCert xxxxx-certificate.pem.crt xxxxx-private.pem.key —b cert1.bin

Note:
xxxxx represents the file name of certificate.pem.crt and private.pem.key.
Need to fill in the exact name “cert1”.

3. Convert the CA List to SharkSSLPerseCAList Binary Format
Run the following command from the command prompt to convert the CA list to SharkSSLPerseCAList
binary format.
SharkSSLParseCAList.exe -b calist1.bin yyyyy.cer

Note:
yyyyy represents the CA List file name that created in previous section Figure 7-3 Enter a file name.
Need to fill in the exact name “calist1”.

4. Connect Wi-Fi module to PC to write the Certificate to the Wi-Fi-Pmod-Expansion-Board
Write the converted certificate and CA list (binary files) to the Wi-Fi-Pmod-Expansion-Board. Connect the
PC to the TX and RX pins of the Wi-Fi-Pmod-Expansion-Board via a USB-to-serial converter and use AT
commands to write the data. Use a baud rate of 115200 bps.
As an example, settings for writing the certificate and CA list using a terminal emulator (Tera Term) are
given below. Make sure to use version 4.105 or later of Tera Term.

[Serial port settings in Setup tab]
e Baud rate: 115200 bps
o Data: 8 bits
e Parity: none
e Stop: 1 bit
¢ Flow control: none

[Terminal settings in Setup tab]
¢ New line code Receive: CR
e New line code Transmit: CR
e Local echo: Unchecked

As an example, connections between the Digilent Pmod USBUART and Wi-Fi-Pmod-Expansion-Board
are shown below. The connector on the Wi-Fi-Pmod-Expansion-Board has two rows. Connect wires from
the Digilent Pmod USBUART to the top-row connectors on the Wi-Fi-Pmod-Expansion-Board.

e Short the VCC and SYS jumpers of DIGILENT Pmod usbuart

(power supply from Digilent Pmod USBUART to Wi-Fi-Pmod-Expansion-Board).

e DIGILENT Pmod usbuart 2-pin (RxD) and Wi-Fi-Pmod-Expansion-Board 3-pin (TxD)

e DIGILENT Pmod usbuart 3-pin (TxD) and Wi-Fi-Pmod-Expansion-Board 2-pin (RxD)

e DIGILENT Pmod usbuart 5-pin (GND) and Wi-Fi-Pmod-Expansion-Board 5-pin (GND)

e DIGILENT Pmod usbuart 6-pin (VCC) and Wi-Fi-Pmod-Expansion-Board 6-pin (VCC)
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Figure 7-4 Connect between the Digilent Pmod USBUART and Wi-Fi-Pmod-Expansion-
Board

Write the Certificate to the Wi-Fi-Pmod-Expansion-Board
Run the following command to write certificate and private key.
ATNSSLCERT=cert1.crt, < binary file size of converted certificate>

Example: ATNSSLCERT=cert1.crt, 1768
Within 30 seconds, send the binary file converted as described in “Converting the Certificate and Secret

Key to SharkSSL Binary Format” by file transfer from Tera Term.
Note: Make sure that Binary is checked under Option.

YL Tera Term: Send file X
Loakin: | bin v| o T M
MName Date medified ~
[7] certd_bin 1/21/202109:35
| T certl.bin 12/15/2020 17:23
[ certz.bin 1/18/2021 15:26
Sl classZrootCA.cer 12/15/202012:07 v
< *
File name: |cert1 hin | | Open |
Files of type: |AII(" *1 v | Cancel
Option
inarg-I

Figure 7-5 Transfer .bin file to Wi-Fi-Pmod-Expansion-Board

Run the following command to write CA List (Class 2 Root CA)
ATNSSLCERT= calist1.crt,< binary file size of converted CA list>
Example: ATNSSLCERT=calist1.crt,1059
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Within 30 seconds, send the binary file converted as described in “Converting the CA List to
SharkSSLPerseCAList Binary Format” by file transfer from Tera Term.
Note:
Make sure that Binary is checked under Option.
Need to fill in the exact name “cert1”’and “calist1”.

To confirm certificate/private key and CA List are written properly.

Run the “ATNSSLCERT=?" command and confirm that the following lines are displayed.
e calist1.crt
e certl.crt

Note: If you accidentally register a certificate, you can delete it by running the “ATNSSLCERT=<filename>,0"
command.
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8. Download FreeRTOS and import demo project

You can download FreeRTOS release package from e? studio and import demo project into workspace.

1.
2.

3.

—‘¢°.°°.“.°’

Launch e? studio from the Start menu.

On the Select a directory as a workspace window, browse to the folder that you want to work in, and
choose Launch.

The first time you open e? studio, the Toolchain Registry window opens. Choose Renesas Toolchains
and confirm that CC-RL v1.10.00 is selected. Choose Register, and then choose OK.

If you are opening e? studio for the first time, the Code Generator Registration window appears.
Choose OK.

The Code Generator COM component register window appears. Under Please restart e? studio to
use Code Generator, choose OK.

The Restart e? studio window appears. Choose OK.

e? studio restarts. On the Select a directory as a workspace window, choose Launch.

If showing welcome screen after launching e? studio, close welcome screen

Right-click the Project Explorer window and choose Import.

0 In the import wizard, choose General, Renesas GitHub FreeRTOS (with loT libraries) Project, and the

choose Next.

& import m} X
Select N
Renesas GitHub FreeRTOS (with 10T libraries) Project E A 5 I

Select an import wizard:

|t~,‘pe filter text |

2 Existing Projects into Workspace -
([} File System
[T] Preferences
() Projects from Folder or Archive
=% Rename & Import Existing C/C++ Project into Workspace
Tar Renesas CCRX project conversion to Renesas GCC RX
TP Renesas CS+ Project for CATBKOR/CATEKD
Ta¥ Renesas C5+ Project for CC-Ri and CC-RL
Ta Renesas GitHub FreeRTOS (with loT libraries) Project
v [ C/Cr

[E] C/C++ Executable
&% CfC++ Project Settings
[c] Existing Code as Makefile Project

= Code Generator

o Git

@ < Bach Next > Finish Cancel

Figure 8-1 General, Renesas GitHub FreeRTOS (with loT libraries) Project

11.Choose Browse to specify a folder to copy downloaded RTOS content in order to import project.
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12.In RTOS version setting, choose Check for more version... to see a list of all supported RTOS version.
On the FreeRTOS (with loT libraries) Module Download window, select the FreeRTOS version
(recommended: v202012.00-rI78-1.0.0) you want to work on by clicking the checkbox, then choose

Download.
& O ¥
FreeRTOS (with loT libraries) Module Download \
Select RTOS modules for download and specify downlead location J E ! 5 ]
(download path should be short, for example "Chafr")
Title Rev. lssue date A Select All

FreeRTOS (with |aT libraries) v202012.00-r78-1.000  2021-10-18 Deselect All
[l FreeRTOS (with [oT libraries) v202012.00-r-1.0.0 2021-10-07

[] FreeRTOS (with loT libraries) v202012.00-re-1.0.0 2021-08-10

[l FreeRTOS (with [oT libraries) v202002.00-r-1.0.5 2021-05-10

[] FreeRTOS (with loT libraries) w202002.00-r-1.0.4 2021-03-16

[l FreeRTOS (with [oT libraries) v202002.00-r173-1.0.3 2021-02-17

[] FreeRTOS (with loT libraries) w202002.00-re-1.0.3 2021-01-28

[l FreeRTOS (with [oT libraries) 202002.00-r78-1.0.2 2020-11-19

[] FreeRTOS (with loT libraries) 202002.00-m-1.0.3 2020-10-16

[l FreeRTOS fwith IaT likraries) A02002.00-r-1.0.2 A020-10-14 N

Module Folder Path:

| DARTOS _loT | Browse...
Cancel

Figure 8-2 FreeRTOS (with loT libraries) Module Download

13.0nce download is completed, choose Next in the Renesas GitHub FreeRTOS (with loT libraries)
Project window.

14.1f you are not using an empty folder, the Copy Resources warning message appears.
Choose Yes.

15.Choose the project aws_demos (${FOLDER_DIR}/projects/renesas/rl78g23-fpb-sx-
ulpgn/e2studio/aws_demos), then choose Finish.

Note:

® Windows has a path length limitation of 260 characters. The path structure of package is many levels
deep, so if you are using Windows, keep your file paths under the 260-character limit. For example,
download package to C:\ or D:\ or etc.

® You can also download the release from the release page on GitHub.
https://github.com/renesas/amazon-freertos/releases/tag/v202012.00-r178-1.0.0
Download the attached tar.gz which contains the source code in this repo and its submodules.
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9. Configure FreeRTOS

Follow the instructions under the heading Configuring the FreeRTOS demos for more details.

9.1 Header file
® Check aws_demos/demos/include/aws_clientcredential.h and confirm 4 settings:

clientcredentialMQTT_BROKER_ENDPOINT
e clientcredentiallOT_THING_NAME

¢ clientcredential WIFI_SSID

¢ clientcredentialWIFI_PASSWORD

For “clientcredentiallOT_THING_NAME?”, input name of the thing you created in section 6.2 To create
an loT thing, private key, and certificate for your device.

@ * FreeRTOS V282002.08[)

= #ifndef _ AWS_CLIENTCREDENTIAL_H__
#define  AWS CLIENTCREDENTIAL H

@ * [@brief MOTT Broker endpoint.
#define |clientcredentialMQTT_BROKER_ENDPOINT ™"

@ * f@brief Host name,[]
#define [clientcredentialIOT_THING NAME "" |

@& * [@brief Port number the MQTT broker is using.[]
#define clientcredentialMQTT_BROKER_PORT 8883

@& * [@brief Port number the Green Grass Discowery use for JS0ON retrieval from cloud is using.[]
#define clientcredentialGREENGRASS DISCOVERY _PORT 3443

@& * [@brief Wi-Fi network to join.[]
#define |clientcredentialWIFI_SSID i |
@ * @brief Password needed to doipn Wi-Fi petwork []
#define|clientcredentialWIFI_PASSWORD |

Figure 9-1 aws_clientcredential.h

R0O1QS0060EJ0100 Rev.1.00 Page 27 of 34
Oct.20.21 RENESAS



https://docs.aws.amazon.com/freertos/latest/userguide/freertos-prereqs.html#get-started-freertos-thing

RL78/G23

Connecting AWS Cloud with FreeRTOS Getting Started Guide for RL78/G23-128p Fast Prototyping Board

9.2 The endpoint in AWS loT

To find the endpoint for your account, use the AWS IoT console at console.aws.amazon.com/iot. In
the left panel, choose Settings. The endpoint is listed under Custom endpoint as following snapshot:

AWS loT
Monitor
Activity
» Onboard
» Manage
» Greengrass
» Secure
» Defend

¥ Act
Rules

Destinations

Test

Software

Learn

Documentation [4

@D New console experience
Tell us what you think

. ENABLED
Custom endpoint -

This is your custom endpoint that allows you to connect to AWS loT. Each of your Things has a REST API available at this endpoint.
This is also an impertant property to insert when using an MQTT client or the AWS loT Device SDK.

Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.

Endpoint

.amazonaws .com

DISABLED
Logs

You can enable AWS loT to log helpful information to CloudWatch Logs. As messages from your devices pass through the message
broker and the rules engine, AWS 10T logs process events which can be helpful in troubleshooting.

Role

Level of verbosity

Disabled

DISABLED
Event-based messages

AWS 10T can send event-based messages to pre-determined MQTT topics when specific service events occur.

Figure 9-2 The endpoint in AWS loT
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10. Build the FreeRTOS demo

Go to e? studio, from Project menu, choose Build All
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11. Run the FreeRTOS demo project

11.1 Flash demo code
Step-by-step instructions to flash and run the FreeRTOS demo code:

1. Confirm that you have connected your computer to the USB-to-serial port on RL78/G23-128p Fast
Prototyping Board.

2. From the top menu, choose Run, Debug Configurations....

3. Expand Renesas GDB Hardware Debugging and choose aws_demos HardwareDebug.

4. Choose the Debugger tab, and then choose the Connection Settings tab. Confirm that your connection
settings are correct.

5. Choose Debug to download the code to your board and begin debugging.

You might be prompted by a firewall warning for e2-server-gdb.exe. Check Private networks, such as my
home or work network, and then choose Allow access.

6. e? studio might ask to change to Renesas Debug Perspective. Choose Yes.
7. After the code is downloaded to the board, choose Resume to run the code up to the first line of the main
function. Choose Resume again to run the rest of the code.

11.2 Receive MQTT messages by AWS loT

Step-by-step instructions to verify that the FreeRTOS demo works successfully and MQTT messages are
being received by AWS loT.

You can use the MQTT client in the AWS loT console to monitor the messages that your device sends to the
AWS Cloud.

To subscribe to the MQTT topic with the AWS loT MQTT client

1. Sign in to the AWS loT console.

2. In the navigation pane, choose Test and then MQTT Test Client to open the MQTT client.
3. In Subscription topic, enter iotdemo/#, and then choose Subscribe to topic.

4. Successful demo run looks like following the picture.

Activity . o
» Additional configuration

» Onboard

¥ Manage

Things

Types Subscriptions # ‘ Pause H Clear H Export H Edit ‘

Thing groups

Billing groups

v Jexample/topic June 21, 2021, 09:55:45 (UTC+0900)
Jobs

Job templates

Tunnels

@ Message cannot be displayed in specified format.

» Fleet Hub
Hello World!

» Greengrass

» Secure v Jexample/topic June 21, 2021, 09:55:43 (UTC+0900)

» Defend - I -

Figure 10-1 Successful demo run

For the latest projects released by Renesas, see the renesas fork of the amazon-freertos repository on
GitHub.
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12. Debugging

12.1 Open e2 studio to debug
Make sure that debug configuration is same as the following setting.

eE

X B~
|t;.-'pefi|terte>¢ |

[©] C/C++ Application
[©] C/C++ Remote Application
= EASE Script
[ ] GDB Hardware Debugging
[©] GDB Open0CD Debugging
[t GDB Simulator Debugging (
0 Java Applet
[T Java Application
2 Launch Group
Z Remote Java Application

v [ Renesas GDB Hardware Deb

@ aws_demos HardwareDel

[c7 Renesas Simulator Debuggir

£ >
Filter matched 13 of 15 items

‘_?\I

H

Create, manage, and run configurations

Erase Flash on Start is Enabled. Please Disable this option after sucessful connection.

Mame: | aws_demos HardwareDebug

Main _ [ Startup | [] Common | & Source

Debug hardware:l E2 Lite (RL78) w I Target Device: R7F100GSN

GDB Settings Connection Settings  Debug Tool Settings
v Clock
Main Clock Frequency[MHz]
Sub Clock FrequencylkHz]

Menitor Clock System
w Connection with Target Board
Ermulator (Auto)
Low voltage OCD board MNo
mhe Emulstor (MAX 200mA) Mo |
Supply Voltage[V] 3.3
Hot Plug MNo
~ Hash
Current Security ID (HEX) 00000000000000000000
Permit Flash Programming Yes
Use Wide Voltage Mode Yes
Erase Flash ROM When Starting Yes
Program uses flash self programming Mo

Using Internal Clock
Using Internal Clock

£

€ € € «

Apply

Figure 12-1 e2 studio debug setting
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12.2 Tera term

Open tera term to check port, baud rate, Data, Parity, Stop and Flow control.

Tera Term: Serial port setup

Port:
Baud rate:
Data:
Parity:
Stop:

Flow control:

cOM12 -~
8 bit v
none ~
1 bit ~
none e

OK

Cancel

Help

Transmit delay

0 msec/char |0

msec/line

Figure 12-2 Tera term setting

R01QS0060EJ0100 Rev.1.00

Oct.20.21

RENESAS

Page 32 of 34




RL78/G23
Connecting AWS Cloud with FreeRTOS Getting Started Guide for RL78/G23-128p Fast Prototyping Board

13. Troubleshooting

13.1 The Build errors

Make sure that v202012.00-rl78-1.0.0 is located to C:\ or D:\ drive or etc. Windows has a path length
limitation of 260 characters. The path structure of FreeRTOS is many levels deep, so if you are using
Windows, keep your file paths under the 260-character limit. The build will be passed if file paths under the
260-character.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vin (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between ViL (Max.) and Vi (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.
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(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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