RENESAS SDAWIR03 Demonstration Kit User Manual for
the HS3001, FS2012, and ZWIR4512

Description Features

The SensorShare™ SDAWIR03 Demonstration Kit demonstrates = HS3001 Humidity and Temperature Sensor with 12C interface
using the IDT ZWIR4512 6LoWPAN Low-Power Wireless Module in the Sensor Cube

to communicate humidity, temperature, and flow sensor measure- « RHaccuracy: +1.5% RH typical (10% to 90% RH, 25°C)

ment data to the kit's 6LoWPAN-WiFi Hub, which functions as a
WiFi hub, allowing a linked device to display and graph the mea-
sured data in real time. The kit's Hub can also link to an end-user’s
WiFi hub, which also allows any network device to display and = FS2012 Flow Sensor with 12C interface in the Sensor Cube
graph the data in a web browser. The kit's Hub also permits send- « Gas or liquid mediums

ing the measurements to Amazon® Web Services with all the Robust solid isolation technology

required permissions and setup of the data to be viewed worldwide. . Resistant to surface contamination, vibration, pressure shock
The end-user only needs an Amazon Web Service account. . . ’ ’
No cavity to cause clogging

The SDAWIRO03 kit uses the IDT HS3001 Humidity and Tempera- . i
ture Sensor and the FS2012 Flow Sensor for the measurements. License-free 868/915 MHz frequency bands

« Fast RH response time (typical: 6 seconds)
» Temperature sensor accuracy: +0.2°C (typ.) at-10to +80 °C

The sensors are mounted in a 5¢m clear plastic cube that contains *  IPv6 module addressing
a ZWIR4512 Wireless Module to communicate with the Hub. The = 4 channels in EU mode; 10 channels in US mode
B6LoWPAN-WiFi Hub and the Sensor Cube are powered by a = Hub WiFi connections: 2.4GHz

separate AC/DC wall mount adapter. If using only the HS3001, it
can be powered from coin cell batteries.

The Hub utilizes a Raspberry Pl Zero W to provide the WiFi hub
function interfaced to the ZWIR4512 Wireless Module. The Hub
uses the Raspbian LXDE Lightweight Desktop Environment, which
is a Debian-based computer operating system for the Raspberry Pi.

= No software to install; apply power and WiFi link to the Hub to
view measurements

= The Hub can also link to a local WiFi hub to view measurements

= When linked to a local WiFi hub, the Hub can link to Amazon
Web Service (AWS) and write sensor data to AWS

Many of the Hub functions are written in Python. The Hub micro- = All the required setup is included to allow writing data to the
SD card is fully loaded and ready for operation. end-user's AWS account
The Sensor Cubes use the software modules provided with the IDT »  Over-the-air update (OTAU) functionality in the Hub and
ZWIR4512 6LoWPAN radio module. The sensor interface is either Sensor Cube; automatic OTAU from IDT if linked to AWS
12C or an analog voltage. The Cube can be expanded to operate = Multiple Cubes with sensors installed can communicate with
other 3.3V 12C capable sensors. the Hub and have results displayed
= Cubes automatically mesh if needed to complete the

Kit Contents communication path to the Hub
= 6LoWPAN-WiFi Hub operating with a Raspberry PI Zero W = The Hub and Sensor Cube operate from a 5.0V DC and micro-
= Sensor Cube including the HS3001 Humidity Sensor, FS2012 USB connector; wall-mount power supply adapters are included

Flow Sensor, and ZWIR4512 6LoWPAN RF Module = Wall-mount adapters have the AC mains connection plugs

commonly used worldwide or in North America

= Hose; USB and HDMI adapters i .
= Related datasheets are available online:

= 2 AC/DC Wall-Mount Adapters depending on the kit part code:

SDAWIR03-AMZ01-NA for North America; SDAWIR03-AMZ01- «  ZWIR4512: www.idt.com/ZWIR4512
GB for other locations o FS2012: www.idt.com/FS2012
o HS3001: www.idt.com/HS3001
/// '\),\‘
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Important Notes
Disclaimer
Integrated Device Technology, Inc. and its affiliated companies (herein referred to as “IDT”) shall not be liable for any damages arising out of defects resulting from
()  delivered hardware or software
(i) non-observance of instructions contained in this manual and in any other documentation provided to user, or
(i) misuse, abuse, use under abnormal conditions, or alteration by anyone other than IDT.
TO THE EXTENT PERMITTED BY LAW, IDT HEREBY EXPRESSLY DISCLAIMS AND USER EXPRESSLY WAIVES ANY AND ALL WARRANTIES, WHETHER
EXPRESS, IMPLIED, OR STATUTORY, INCLUDING, WITHOUT LIMITATION, IMPLIED WARRANTIES OF MERCHANTABILITY AND OF FITNESS FOR A

PARTICULAR PURPOSE, STATUTORY WARRANTY OF NON-INFRINGEMENT, AND ANY OTHER WARRANTY THAT MAY ARISE BY REASON OF USAGE
OF TRADE, CUSTOM, OR COURSE OF DEALING.

Restrictions in Use

IDT's SDAWIR03 Demonstration Kit consisting of the 6LoOWPAN-WiFi Hub, Sensor Cube(s), AC/DC Wall Mount Adapters, Hose; USB and HDMI adapters, and
the IDT Demo Software, are designed to provide a quick setup for taking Flow, RH%, and temperature measurements with the FS2012 and HS3001 only. IDT’s
SDAWIR03 Demonstration Kits and IDT Demo Software must not be used for any mission-critical applications, end-customer products, or measurement reference

source.
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1. Setup

1.1 Computer Requirements

Any device that can link to a WiFi hub and execute Java® script can display and graph the measured the sensor data from the SDAWIR03 Kit.
This has been evaluated and confirmed for many smart phones, tablets, and PCs using one of the various internet browsers. There is no
software to download or install on the computer or smart phone.

1.2 Kit Connections and Power Switch

Figure 1. G6LOoWPAN-WiFi Hub and Sensor Cube Connections

6LoWPAN-WiFi Hub Sensor Cube

Flow In
Flow Out
Micro-USB 5.0V Power
/ Micro-USB Keyboard-Mouse
(Optional)
Micro-SD Card Mini-HDMI
Loaded and Inserted (Optional) Power Source Selection Switch Micro-USB 5.0V Power

Left Position: Operation from USB Power
Right Position: Operation from Battery Power

Figure 2. Bottom View of Sensor Cube

ZWIR4512 6LoWPAN
Low-Power Wireless Module

The Hub is always operated from the AC/DC Wall-Mount Adapter, which is included in this kit.

If the FS2012 Flow Sensor is included in the Sensor Cube, the Sensor Cube must operate from the AC/DC Wall-Mount Adapter. If the FS2012
is removed and only the HS3001 Humidity Temperature Sensor is used, the Sensor Cube can function using only the internal batteries or using
the adapter. The internal battery holder is for two CR2032 coin cell batteries, which can support low-powered sensors, such as the HS3001.
The batteries are not included in the kit.

The optional connections permit the user to operate the Raspberry Pl Zero with its Linux-like operating system. These connections are not
required for the Hub application. If used, the optional connections do not interfere with the Hub’s functionality.

© 2019 Renesas Electronics Corporation 4 November 5, 2018
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1.3 Kit Power-On and Operation

Follow these procedures for setting up the Hub and Sensor Cube;

= Set up the user's computer device (PC, smart phone with WiFi, or tablet) as needed for use with the kit.

= Power-up the Hub. The boot process will begin, which takes about 2.6 minutes.

= Next, link the user's computer device to the Hub, which is named “ISG_Demo.” There is no password or other login needed.

= With the Sensor Cube’s power source selection switch in the battery-powered position (see Figure 1), connect the USB power, and then
switch to the USB-powered position to power-up the Sensor Cube. The blue LEDs in the Sensor Cube should begin to flash. The LED on
the FS2012 will light to indicate it is powered and operating. Place the Cube near the Hub such that the LEDs on the main board of the
Cube are visible.

= The two LEDs on the main circuit board indicate that a measurement is being read from the 12C devices (FS2012 and HS3001) and
communication is occurring with the Hub on the 6LoOWPAN wireless link.

= |f more Sensor Cubes are available, they may also be powered at this time and they will also appear in the browser.

= Open the internet browser on the WiFi-linked computer device. Navigate to http://demo.isg/

After a few seconds needed for the automatic download of the required Java script, the screen should display the Sensor Cube’s sensor

information and the actual sensor measurements (see Figure 3). The internet browser might store prior information, so it might be necessary

to refresh the browser to purge prior information. If the Hub has not been initialized to a wireless frequency band, the browser screen will

appear as shown in section 1.5. In this case, follow the instructions in section 1.5 to properly set the wireless frequency band.

Figure 3. Sensor Measurement Display

‘ IDT Sensor View

N ZWIR-Sensor ®
H3001 - Humidity & Temperature: 53.68%rH, 23.81°C

HS3001 Humidity and Temperature Graph:
. Red waveform is the temperature datain °C.
et o ,.s % Blue wavefom is the RH% data.

552012-1025:NG: 0.5TSLPM

Fle [BUPHY

7 FS2012 Flow Sensor Graph:

f\ Blue waveform is the flow data.

\ ’_J/ Flow data will be zero if there is no flow or if
1 data exceeds the range of the sensor causing

¥ — o an overflow condition.

The measurement display has the following features:

= The horizontal time axis can be changed from 30 seconds to 600 seconds with the user's mouse wheel.

= The vertical axes are auto-scaled.

= As new measurements occur, the previous data points scroll to the left and then are off the graph.

= The current digital value is shown above each graph.

= |f the Sensor Cube is not operating or not linked to the Hub, only the top line with the IDT logo and Sensor Demo appears.

© 2019 Renesas Electronics Corporation 5 November 5, 2018
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1.4 Kit Power Off

There is no special shutdown or power off sequence needed. Just remove power from the Hub and Sensor Cube.

1.5 Setting the Wireless Frequency Band for the ZWIR4512
On the first usage of the Demonstration Kit, the user will be requested to select the frequency band to use as shown in Figure 4.

Figure 4. Band Selection Menu

@IDT Region Configuration

Region Selection

This page allows you changing the radio frequency band that is used by this demonstator. Proper selection of the frequency is
required, as the different frequency in the range from 865 MHz to 924 MHz are assigned for short range communication in
different geographic regions.

Please select the regicn you're planning to operate this demonstrator in and click the Submit button. This dialog is shown for
initial selection of the frequency band only. In order to change the frequency band after initial activation, please click on the
flag in the top-right corner of the sensor view.

n Demeonstrator used in the European Union (868.3 MHz)

EI Demonstrator used in North America (906 MHz)

Select the region in the menu: “North America” for the higher frequency wireless band or “Europe” for the lower frequency band. Click on the
box for the correct frequency. This will highlight the box, and the change will take effect in about 60 seconds. Depending on the browser, the
browser may need to be refreshed.

The operating Cube will find the communication link is broken and will then search both wireless bands to determine if the Cube can link to the
Hub. The Cube follows the Hub’s selected band. The Cube does this wireless band search every time the Cube is powered up.

The Hub retains the previously set wireless band settings when powered up.

After the initial selection, the band select function is accessed by placing the web browser cursor on the top banner of the web page in the
region where the IDT logo and the display title are shown. This will cause an additional line to appear as shown in Figure 5.

Figure 5. Flag Icon for Changing the Frequency Band

‘ IDT Sensor View
Flag icon indicates the wireless band being
=1 used. Click this icon to change bands:
=1 =North America

Bl = Europe and other countries

The upper-right corner shows the wireless band being used. This icon can be clicked to change the wireless band. The menu will take several
seconds to load, and the browser will then show the band selection information and menu options as shown in Figure 4. The delay is because
the Python interpreter must enable in the Raspberry Pi and the browser information must be received from the Hub.

1.6 Altering the Cube Function and Performing a Reset

There is a reed switch located in front of the battery holder on the opposite side of the Sensor Cube relative to the switch and USB power
connector. This reed switch can be activated with a magnet.

= Activation for less than 3 seconds resets the Sensor Cube.

= Activation for more than 3 seconds sets the Sensor Cube to the Always-on Mode, even if the battery is used. The LEDs show the
activation status. For the first 3 seconds, both LEDs are always on; then one of the LEDs starts flashing rapidly, indicating that Always-on
Mode is active.

= To exit the Always-on Mode, reset the Sensor Cube or cycle the power.

© 2019 Renesas Electronics Corporation 6 November 5, 2018
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1.7 Operating with Only the HS3001 Sensor or Only the FS2012 Sensor

When the Sensor Cube is powered, the 12C addresses are scanned for the sensors that are connected. The kit is supplied with two sensors,
but either one can be removed. In this case, the Sensor Cube will only report the actual sensor installed.

The FS2012 Flow Sensor power requirements are higher, so it is not intended for battery operation. The HS3001 Humidity Sensor is fully
functional using only battery power. The Sensor Cube requires two CR2032 3V lithium coin cell batteries.

2. Usage Guide

2.1 The Web Browser Display

Figure 6. Overview of the Web Browser Display

Click here to contract or IpV6 address of the Sensor Cube

expand the sensor group. Ot po——
;WIR-Sensor/ °
\ Flashes each time a new set

) 2w Sensor o
R of data is logged.

H3001 - Humidity & Temperature: 54.28%rH, 23.17°C

Input DC voltage operating the ]
module: the USB voltage or the ‘
battery voltage.

The icon will indicate if the Sensor s Click here to open the menu to
Cube interprets the voltage as a : control the measurements.
USB source or a battery source. : : . ‘ :

The battery will be > 5.2V.

———

¥ .. 8 @
Click here to see the 6LoOWPAN registration information.

2.2 The Cube Browser Registration Display

The browser logs the date and time when the Sensor Cube is linked to the Hub. This example shows the registration and the response after
the measurement parameters for a sensor were changed. This history is reset when the browser is terminated.

Figure 7. Browser Registration Display Example

q IDT. Sensor View
ZWIR-Sensor Y
1eB0:211:7000:30: 1036
11: Ragistration message received
51 Pl Parameter update sent
1 /2018, 3:40:52 PM: Registration message received
¥ - &
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2.3 The Status and Measurement Control Menu

The status and control menu can be opened in the browser. This provides some read-only information and permits controlling the measurements
and display information. These measurement commands are wireless inputs to the Sensor Cube.

2.3.1 The Status Information

The first portion of the menu is read only. This area shows the information about the specific Cube shown in the IPv6 address on the top of the
display.

Figure 8. Status Information
‘ IDT Sensor View
. ZWIR-Sensor o
Firmware Version 1.37.0 (0.0.8967)
Hops to Sensor 0
Last hop RSS! a1
Hops to Hub 0
Last hop RSSI -50
Parameters active for mains power supply
Measurement interval [ms] 1000
¥ soov S
Table 1. Status Information Menu
Menu ltem Description

Firmware Version The version number of the Cube firmware.

Hops to Sensor The number of mesh hops from the Hub to the Sensor (Cube). In this example, this is a
direct Hub to Cube connection.

Last hop RSS! The RSSI (Received Signal Strength Input) in dBm at the input to the Sensor (Cube) radio
receiver. The intermediate meshed connections are not shown. The lowest level that could
be indicated is -110dBM, and this would be a marginal connection.

Hops to the Hub The number of mesh hops from the Sensor (Cube) to the Hub. In this example, this is a
direct Cube to Hub connection.

Last hop RSS! The RSSI (Received Signal Strength Input) in dBm at the input to the Hub radio receiver.
The intermediate meshed connections are not shown. The lowest level that could be
indicated is -110dBM, and this would be a marginal connection.

Device Name Name assigned to the type of device in the link.

© 2019 Renesas Electronics Corporation 8
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2.3.2 The Measurement Control

There are two sets of control information: one for USB power and one for battery power shown in sequence in the control menu (see Figure 9).
The control information allows adjusting measurement parameters to reduce power consumption; for example, only sending pertinent
information.

Figure 9. Measurement Control Menu

‘ IDT Sensor View ‘ IDT Sensor View

ZWIR-Sensor ) ZWIR-Sensor )
e80:211:7d00:30:1036 e80::211:7d00:30:1036

Parameters active for mains power supply - - -

) Transmission policy Tanemit each

Measurement interval [ms] 1000 ransmit each sample

;. ) Threshold value

Transmission policy Transmit each sample

Keep alive cycle count
Threshold value o

i Giveup count

Keep alive cycle count

. (Re-)connect interval [s]
Giveup count

Response timeout [10ms]
(Re-)connect interval [s]

Response timeout [10ms] 0 Reset

¥ s0v & ¥ 5.05v B

Use the scroll bar on the right of the menu to view all the features. The buttons at the bottom of the menu can be used to send new settings or
reset settings to the previous conditions. If the settings are changed, the new settings are stored in the Sensor Cube but are not stored in the
browser. Table 2 gives the descriptions for the menu items. Items that are R/W can be changed by the user.

For the Sensor Cubes with two sensors, the following settings have no practical meaning and are ignored:

= Transmission Policy: Transmit on relative change

= Transmission Policy: Transmit on absolute change

= Transmission Policy: Transmit on above threshold

= Transmission Policy: Transmit on below threshold

= Threshold Value

For Sensor Cubes with single sensors and two or more parameters being measured, this applies to the first reading only.

Table 2. Measurement Control Menu Settings

Note: See important notes at the end of the table.

Menu ltem Options Description RIW
Measurements interval (ms) - The time in ms between the triggers for new readings. RIW
Transmit each sample All measurements are transmitted. RIW

Transmit on relative change If (abs ((P —M) /P )>T), then send. ] RW

Transmit on absolute change | If (abs (P —M) > T) then send.[al RIW

Transmission policy Transmit on above threshold Measurements continue at the measurement interval but are RIW

only sent when the results are above the threshold value.

Transmit on below threshold | Measurements continue at the measurement interval but are R/W
only sent when the results are below the threshold value.
Threshold value - Value to be used as the threshold for the “Transmission Policy” | R/W
setting.

© 2019 Renesas Electronics Corporation 9 November 5, 2018
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amount of time in 10ms increments to receive an
acknowledgment back from the Hub before deeming this a
failed communication cycle.

Menu ltem Options Description RIW

Keep alive cycle count - When transmission policy is NOT “Transmit each sample,” this R/W
value specifies the maximum number of measurement cycles
allowed before a measurement is transmitted by the Sensor
Cube. This is independent of other policy rules.

Give-up count - The number of consecutive communication cycle failures that RIW
can occur before the link to the Hub is considered broken.

(Re-)connect internal (s) - When the linkage to the Hub is lost, this is the time in seconds RIW
that Sensor Cube will remain idle between attempts to link to
the Hub.

Response timeout (10ms) - The Sensor Cube sends information to the Hub and waits this RW

[a] P is the last value that has been transmitted successfully to the Hub; M is the current measurement result; and T is the value configured in

“Threshold Value.”

2.4 Function Change Menu

Added functions are accessed by placing the web browser cursor on the top banner of the web page in the region where the IDT logo and the
display title are shown. This will cause an additional line to appear. Point and click on the desired option and allow a few seconds for the menu

to load.

= “Sensor View” drop-down menu: Shows the connected sensor results; see sections 1 and 2 above.
= “Network Configuration” drop-down menu: Permits connecting the Hub to a local WiFi network. See section 3.

= “AWS Configuration” drop-down menu: Permits setting up the interface to Amazon Web Services sensor measurement database

collection options.

= Region flag icon: Permits changing the 6LoWPAN radio connection. See section 1.5.

Figure 10. Function Change Menus

@IpT

Senso w Network Configuration AWS Configuration

Sensor View

I,

© 2019 Renesas Electronics Corporation
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3. Logging onto a WiFi Network

The Hub will load the “Network Configuration” screen and will then try to log onto a prior connection if one has been previously achieved. The
menu will also load any available WiFi connections at 2.4GHz, and the networks SSID will be shown. The WiFi connection will be setup with
WiFi Protected Access (WPA). The connection is setup with Dynamic Host Configuration Protocol (DHCP), which is a client/server protocol that
automatically provides an Internet Protocol (IP) host with its IP address and other related configuration information such as the subnet mask
and default gateway.

If no connections have been set, the browser screen will look like Figure 11.

Figure 11. Network Configuration Display with No Connections

@Iipt Network Configuration

WiFi Connection Internet Connection
x Wifi is not connected x No intern

Available WiFi Networks

To make a connection, click on the desired SSID name. The screen will indicate the status of that SSID signal's quality and the WiFi channel
to be used, and it permits entering the password.

Figure 12. Network Configuration Display When Initiating a Connection

@IDT Network Configuration

WiFi Connection Internet Connection
x WiFi i not connected x No internet connection

Available WiFi Networks

Key in the password, and click on the “Connect” box. The display will then show in the “WiFi Connection” and “Internet Connection” box that a
connection attempt is being made as shown in Figure 13.
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Figure 13. Network Configuration Display during a Connection Attempt

OIipt

WiFi Connection

Loading data ...

-

Available WiFi Networks

TP-LINK_Guest_2A44
TP-LINK_2A44
WMe4e00b
WMe4dfc0

+++ Hidden Network +++

Network Configuration

Internet Connection

Loading data ...

-

Signal Quality: 78
Channel: 6
Password:

Leave empty to keep password

When a connection is achieved, the screen will then display the connection information as shown in Figure 14:

= The WiFi connection box is the local IP address that the Hub is using to connect to the local network. This is important to know for best

use of the Hub. This will change when future connections are made or the Hub is restarted.

IMPORTANT: For all further use of the Hub functions, close the browser session where the Hub was used as a WiFi hub.

= Re-open the browser, key in this local IP address,” and operate the Hub as a connection to the local WiFi. For this example, the user
would key in 192.168.0.21 into the browser. The “Internet Connection” box will show the internet address connection that must be active

for the AWS data logging options.

Figure 14. Network Configuration Display with a Valid Connection

@IDT

WiFi Connection
’ Connected to SSID TP-LINK_2A44
Local IP address: 192.168.0.21

Available WiFi Networks

WMe4e00b
WMe4dfcO
TP-LINK_2A44
TP-LINK_Guest_2A44

+++ Hidden Network +++

Network Configuration

Internet Connection

, Internet connection available
Public IP address: 24.56.192.175
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4. Amazon Web Services Operation

This section describes how the Hub can pass the measurement data from the Cubes to the AWS database. This process is completely
automated by the Cube, but this does require the user to have an AWS account. The examples here use a generalized IDT account for
illustration, and this is active. Remember this account is open to all users of this SDAWIR03 kit; therefore every user should open their own
account as soon as possible.

IMPORTANT: IDT reserves the right to modify and/or clear this demonstration account at any time.

4.1 Setting-up an AWS Account

To open an AWS account, open https://aws.amazon.com/ in the web browser, and then choose “Create an AWS Account.” This might be
unavailable in the user’s browser if the user has not previously signed into the AWS Management Console. In that case, choose Sign into a
different account, and then choose “Create a new AWS account.”

Follow these instructions for setting up the required admin account that will provide the CSV credential file.
1. Create a user account by entering contact details, credit card information, and all other required input.
2. Log on to the AWS Management Console.

e

Click on “Services” in the top menu bar and enter “IAM” in the search box that appears at the top of the menu. Click on “IAM” below or
simply press “Enter.”

Click on “Users” on the menu on the left side.
Click on the “Add user” button at the top of the page.

Enter a user name, e.g., “admin,” and select “Programmatic access” in the “Access type” selector. Click “Next: Permissions.”

N o o &

Select “Attach existing policies directly” and enable the checkmark on the policy name “Administrator access.” Ignore the “Set permissions
boundary” options below and click on “Next: Review”

i

Review and click on “Create User.”

9. This will result in a “Success...” message. On this page, click the “Download .csv” button to download the credential file. This file is later
used for the first step of the web frontend configuration.

IMPORTANT: This is the only opportunity to download the credentials file. If this page is closed or exited, there is no option to get the file
downloaded later. In this case, a new user account must be created.

Figure 15. Downloading the .csv Credential File

Services v Resource Groups + * [\ IDT-ISGDemo v  Global v  Support v

@ Success
‘You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time:

Users with AWS Management Console access can sign-in at: hitps//176020931475.signin.aws.amazon.com/console

&, Download .csv

User Access key ID Secret access key

» & SDAWIR03demo AKIAIXMZTUMSTSUGF3DA araress Show
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For the procedures in this manual the file name is SDAWIR03demo, and the .csv file appears as shown in Figure 16. This .csv file is located
on the IDT website with this manual.

Figure 16. The SDAWIRO3demo.csv File

A B C D E F
1 |User name Password Access key ID Secret access key Console login link
2 |SDAWIR03demo AKIAIXMZTUMSTSUGF3DA  zfbSa+5ilSq84RwhVOEKAPUPKYSLCELBFs2INSNS  https://176020931475.signin.aws.amazon.com/console
3

4.2 Opening the “AWS Configuration” Menu

In the web browser display, access the function change menu as described in section 2.4. Click on “AWS Configuration,” which starts a process
to log the Hub onto the user's AWS account and setup parameters so the data from the sensors in the Cubes can be viewed and displayed
graphically.

IMPORTANT: The Hub must be logged onto the local WiFi that has internet access. Do not attempt this when the Hub is operating in the
WiFi Hub Mode. The operations will timeout.

The first step is to see if the AWS credentials for the account are valid and will log on. Figure 17 shows a successful example with the green
checkmark. The “Change” button permits selecting a different credential or log in file. These are normally .csv files issued by AWS when setting
up an account (see section 4.1).

If an AWS credentials file has previously been selected, that will automatically be tried. Click on “Change” to select a new account. A green
checkmark will appear when the credential is accepted.

The “Thing Configuration” section will use the prior name or permit entering a new name. In this example, “IDT_SDAWIR03_Demo” was entered.

The AWS “Elasticsearch Configuration” will use the prior name or if a new AWS credential is used, then a new configuration will automatically
generate. As this generates, the “Messages” box will display the many AWS actions that are being completed.

The “AWS Status” can be changed. For automatic startup of the Hub, the “Start” options and then “Autostart Enabled” should be selected so
the menu shows “Running, Autostart enabled.”

The “Kibana” box will show the status of the AWS Kibana data handling.
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Figure 17. The AWS Configuration Display
@IpT AWS Configuration

AWS Credentials

Connected as SDAWIR03demo @ 176020931475

' | Change |

Thing Configuration

Device is connected as IDT_SDAWIR03_Demo

' | Change |

Elasticsearch Configuration

v

AWS Service Status: Stopped, Autostart enabled | Start | | Disable |

generated-new @ search-generated-new-an7mrtSmxxlbhg65ztexhikffy.us-west-2.es.amazonaws.com

| Change |

Kibana
Kibana provides a toolbox for visualization of data stored in ElasticSearch.
/ This instance of Kibana is configured properly. Please use the link below to generate gauge visualizations for demanstration pruposes.
Once generated, visualizations are listed in the Kibana Visualizations page.
9775711 sensor samples from 106 transmitters found in ElasticSearch.
| Create Visualizations
Messages
Obtaining own MAC address ... b8:27:eb:da:85:22 -
Checking if other things have been registered for address b8:2T:ebida:85:22 before ...
Removing certificates ... SUCC

Creating thing 'IDT_SDAWIR03_Demo ... SUCCSESS
Creating certificates for 'IDT_SDAWIRD3 _Deme’

Storing keys and certificate locally ... SUCCSESS
Creating thing policy ..
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4.3 Visualizing Data on AWS

To setup AWS so the data can be easily viewed, clock on the “Create Visualization” button in the “Kibana” box. This will control the process
and show messages in the “Message” box as the visualization is created for all the sensor transmitters. Figure 18 shows an example of the
message box when the process completes.

Figure 18. An Example of the “Message” Box

Messages

AL P W I L 1§ U T I 1 I T L §CE ST I L 1R R LU s
Creating visualization 'fe80:211:7d00:30:1031 -- F52012-1020-NG: Flow
Creating visualization 'fe80:211:7d00:30:4a01 -- Voltmeter: Voltage' ... SUCCSESS

Creating visualization 'fe80:211:7d00:30:1081 -- H3001 - Humidity & Temperature: Humidity' ... SUCCSESS
Creating visualization fe80:211:7d00:30:1081 -- H3001 - Humidity & Temperature: Temperature ... SUCCSESS
Creating visualization fe80u211:7d0M:30:1081 -- FS2012-1020-NG: Flow' ... SUCCSESS

Creating visualization 'fe80:211:7d00:30:3820 -- H3001 - Humidity & Temperature: Humidity' ... SU
Creating visualization 'fe80:211:7d00:30:38e0 -- H3001 - Humidity & Temperature: Temperature' ..
Creating visualization 'fe80:211:7d00:30:38e0 -- FS2012-1020-NG: Flow' ... SUCCSESS

Creating visualization "fe80:211:7d00:30:105F -- H3001 - Humidity & Temperature: Humidity ... SUCCSESS v

Further usage of AWS services and displaying data information will be found on the AWS support web page.

This is an example display of four Cubes -- two operating in IDT’s Penang, Malaysia facility and two operating in the IDT’s headquarters in San
Jose, CA, USA.

Figure 19. Examples of Displaying Cube Data via AWS

Dashboard 5 demo Full screen  Share Clone Eot BB Sseconds € @ Last 15 minutes )

BETY Symilan

Discover Add a filker +

Visualize

3J (node gel) SJ (node 1267) MY (node 3b25) MY (node 10cc)
Dashboard
Tameelion
D Topls
Management 43.62 39.46
Mode 2 Mode 3 Mode 4
Humidity [%RH] Hurnidity [3%RH] Humidity [%RH]
5J (node eel) 5J (node 1267) MY (node 3b25) MY (node 10cc)

> ™ N ™

27.04 27.04 26.39 28.97
Node 1 Node 2 MNode 3 Node 4
Température [°C] Ternperature [°C] Temperature [*C) Temperature [*C]
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5. Data Format to AWS and AWS Data Handling

The Hub sends data to AWS approximately every 5 seconds. The data sent is a single JSON document that includes information for all attached
sensors for which data has been received during the past 30 seconds.

Note that this specification uses parentheses to indicate optional data. Usually square brackets are used for this purpose, but to avoid confusion
with JSON array delimiters, this notation uses parentheses.

The data is sent to MQTT topic IDT6lowpan/<HUB_NAME>/SensorData and is formatted as specified below:
The root object contains CUBE_DATA objects for each cube that has been sending during the past 30 seconds:

CUBE _IPV6 ADDR: CUBE DATA

(revs)
(,CUBE_IPV6 ADDR: CUBE_DATA)

CUBE IPV6 ADDR is the lower case short representation of the sending Cubes IPv6
address

CUBE DATA is an object as described below:
{

"Name" : STRING,
"HopsToHub" : NUMBER,
"RSSIToHub": NUMBER,

"HopsToSensor": NUMBER,
"RSSIToSensor": NUMBER,
SENSOR NAME : SENSOR_DATA
(, SENSOR NAME: SENSOR DATA)
(, SENSOR NAME : SENSOR DATA)

SENSOR NAME 1is a string identifying a sensor type

SENSOR DATA is an object:
{
MEASURAND: MEASURAND DATA

Gees)
(,MEASURAND: MEASURAND DATA)

MEASURAND is a string naming the measured variable

MEASURAND DATA is an object:
{

"data": NUMBER,

"unit": STRING
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"fe80::211:7d00:30:1036": {

"Name" : "ZWIR-Sensor",
"HopsToHub" : 0,
"RSSIToHub": -41,
"HopsToSensor": O,
"RSSIToSensor": -44,

"H3001 - Humidity & Temperature": ({
"Humidity": {
"data": 84.038330078125,

"unit"™: "SrH"
}I
"Temperature": {
"data": 18.65592384338379,
"unit": "°C"
}
}
}I
"fe80::211:7d00:30:38b5": {
"Name" : "ZWIR-Sensor",
"HopsToHub" : 0,
"RSSIToHub": -47,
"HopsToSensor": O,
"RSSIToSensor": -50

"H3001 - Humidity & Temperature": {
"Humidity": {
"data": 53.067203521728516,

"unit": "SrH"
}I
"Temperature": {
"data": 20.589635848999023,
TamidE™g " UC
}
}l
"FS2012-1020-NG": {
"Flow": ({
"data": 0.6079999804496765,
"unit": "SLPM"

by

The data received is separated into smaller pieces (per-cube documents) and enhanced with information (the hub from which data this sample
has been received and the receive timestamp) before being stored in ElasticSearch. The data format can be seen by looking at the discover

page of Kibana as shown in the example given in Figure 20.
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Open one of the items in the “Time” column and click on the JSON tab as shown in Figure 21. Everything in the curly brackets after the “_source’
item is the result of extracting a single Cube’s information, enhancing it as described above.

Figure 20. Example of Data Formatting on Kibana

709 hits New Save Open Share C Auto-refresh <€ @ Last15minutes 3
‘ klbana Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

Discover Add a filter +
Visug idt-esi-data h October 8th 2018, 12:24:46.824 - October 8th 2018, 12:39:46.825 —  Auto w
Dashboard Selected Fields

? source h
Timelion 30

Available Fields -
T - ] | H Hﬂﬂﬂﬂ?ﬂﬂﬂﬂﬂ??ﬂﬂﬂ
Management # H3001 - Humidity... o I ) P A . P A—— Lo e . . o . rﬂ

-t.\'m'e-s(arap per 30 seconds .
# H3001 - Humidizy...

t id
Time _source
t index
» October Sth 2018, 12:39:46.694  sggress: feS0::211:7d00:30:1036 hub: IDTWAD2 rssiToHub: -41 rssiToSensor: -44 hopsToHu
# score
b: 0 hopsToSensor: O H3@81 - Humidity & Temperature.Humidity: 76.8 H3@01 - Humidity & Tempe
t  tvpe rature.Temperature: 23.17 timestamp: October 8th 2018, 12:39:46.694 _id: A7gxVWYBWItLER
O address vaT9wl _type: doc _index: idt-esi-data _score: -
=1 =
# hoosToHub » October 5th 2018, 12:39:42.608 ; :
ctober ’ P33sL. sddress: feB80::211:7d00:30:38b5 hub: IDTWAO2Z rssiToHub: -44 rssiToSensor: -47 hopsToHu
# hopsToSensor b: 0 hopsToSensor: O H3@81 - Humidity & Temperature.Humidity: 45.36 H3801 - Humidity & Temp
hub erature.Temperature: 25.1 FS52012-1828-NG.Flow: 0.5 timestamp: October 8th 2018, 12:39:42.
t u
608 _id: AbgxVWYBwItLERwgP9xu _type: doc _index: idt-esi-data _score: -
# rssiToHub
# rssiToSensor » October 8th 2018, 12:39:42.608 ,ggress: fes0::211:7d00:30:1036 hub: IDTWADZ rssiToHub: -41 rssiToSensor: -44 hopsToHu

b: O hopsToSensor: O H3@81 - Humidity & Temperature.Humidity: 76.8 H3@01 - Humidity & Tempe
@ timestamp
rature.Temperature: 23.17 timestamp: October 8th 2018, 12:39:42.608 _id: ArgxVWYBwJtLER

voTtzg _type: doc _index: idt-esi-data _score: -

Figure 21. Cube Information Shown on the JSON Tab for “idt-esi-data” in Kibana

Table JSON

"idt-esi-data”,
“doc",
D7 g6VWYBwItLERyq8-AD",

"hopsToHub
13 "hopsToSens

14 ~ "H3281 - Hum ty & Temperature™: {

15 "Humidity™: 45.31526565551758,
16 "Temperature”: 25.18162925728215
17 Ts

18 ~ "F52@812-1828-NG": {

19 8.531800215119312

28

21 "timestamp”: 1539928218518

22 Ts

23~ "fields": {

24~ "timestamp”: [

25 "2818-1@8-88T19:50:18.518Z"

26 1

7 b

28~ "sort": [

29 1539828218518

38 1

31}
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There is a second type of packet that is transmitted to AWS, which includes the Cube’s self-description and is sent only once after registration.

In the screen shown in Figure 20, on the menu item “idt-esi-data,” pull down and select the other option “idt-esi-reg.” In the “_source” column,
expand the item and select the JSON option.

Figure 22. Cube Information Shown on the JSON Tab for “idt-esi-reg” in Kibana

Table JSON
B K
2 " _index": "idt-esi-reg”,
3 "_type": "doc",
4 "_id": "fe8@::211:7d08:308:4978",
5
6
Fi :
8~ "libVersion®: [
g a,
18 a,
11 80867
12 1,
13 - "sensors": [
14 - {
15 "name": "Voltmeter",
16 = "parameters": [
17 = {
18 "upperBound”: 3588,
19 "dataType": 4,
28 "lowerBound”: null,
21 "measurand”: "Voltage",
22 "unit": "mv"
23 T
24 1s
25 "type": @
26 }
27 1,
28 "hopsToHub™: @,
29 "roa,
EL] v -84,
31 “fed@::211:7d4e8:38:4978",
32~ "fuwVersion": [
33 1,
34 37,
35 2
36 1,
37 "rssiToHub™: -87,
38~ "conf": {
39 "name "IWIR-5Sensor”,
40 - "mains™:
41 "conInterval®: 1,
43 "measInterval™: 5@a,
43 "giveup™: 5,
44 threshold a,
45 "keepAlive": 5,
46 "policy™: @,
47 "respTimeout™: 28
48 s
49 = "bat 1
5@ "conInterval®™: 1@,
51 "measInterval™: 2@8d,
52 "giveup™: 3,
53 "threshold™: ©8.19082802149811612,
54 ve": 1@,
55 "policy”: @,
56 "respTimeout™: 28
57 ¥
58 I
59 "msgType”: "reg",
62 "timestamp”: 1538753915218,
6l "source": "fed@::211:7d2@:38:4978"
62 ¥s
63 - "sort": [
&4 1538753015218
65 1
66 )
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6. Hub and Cube Firmware Update

The kit is designed to permit Over-The-Air-Updates (OTAU) using one of two methods. The update writes the new version to the device and
then verifies the new version that was written. If all is verified, the new version is enabled. No specific end-user action is required. When doing
the update, the two LEDs on the Cube will flash very rapidly, signifying the transmission and verification of the new firmware.

The update process will take several minutes. Normal Hub and Cube function will continue normally during the update process. The update
process assumes a background function.

6.1 End-User Firmware Update

IDT might provide updates to the Hub and Cube in the future. The update will be available on the IDT web site (see the last page) and will be
an .exe file that is executed from a Windows®-based PC to perform the update.

The normal procedure will be to use WiFi to link to the Hub and have the Hub linked to the Sensor Cubes. The Sensor Cubes should be on
USB power for this procedure. Execute the .exe. Then all the updates will be performed automatically. No wired connections are needed to the
Hub or Cubes.

6.2 AWS Automatic Firmware Update

If the Hub and one or more Cubes are connected to AWS, they will all be automatically updated. This update process will take several times
longer than the user firmware update time needed for the procedure described in section 6.1. If there are meshed Cubes, the update may take
hours.

7. Ordering Information

Orderable Part Number Description

SDAWIR03-AMZ01-NA | The SDAWIR03 Demonstration Kit for North America, including the 6LoWPAN-WiFi Hub, Sensor Cube with
HS3001 Sensor Module, FS2012 Flow Sensor, and ZWIR4512 Wireless Module, two AC/DC Wall Adapters
with North American Plugs

SDAWIR03-AMZ01-GB | The SDAWIR03 Demonstration Kit for other regions, including the 6LoWPAN-WiFi Hub, Sensor Cube with
HS3001 Sensor Module, FS2012 Flow Sensor, and ZWIR4512 Wireless Module, two AC/DC Wall Adapters
with common world plug options

SDAWIR03-CUBE-01 The Sensor Cube with an HS3001 Humidity Sensor, which can interface with other Cubes and the Hub in the
SDAWIR03 Demonstration Kit
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8. Revision History

Revision Date

Description of Change

November 5, 2018

Changed “Amazon World Services” to “Amazon Web Services”

October 22, 2018

Initial release.
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