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https://www.renesas.com/compiler_licenses

The compiler detects stack smashing by 
checking that the value in the monitoring area 
has not been overwritten.

Renesas provides standard and professional editions of the licenses for its CC-RL, CC-RX, and CC-RH compilers.
In addition to the features of the standard editions, the professional editions provide additional features which help to improve the 
quality of your programs and shorten development periods. The set of features is to be continuously extended in the future.

The compiler detects illicit indirect function calls by 
checking that the destination addresses of calls 
have been registered in the list of functions.

 Detection of Illicit Indirect Function Calls

The compiler reserves a monitoring area where an 
arbitrary value is stored on the stack and checks that the 
value is still the same after the execution of a function.
This method of preventing attacks on security allows the 
development of programs with improved safety.

 Detection of Stack Smashing

The compiler extracts information on the addresses of functions that 
may be indirectly called and registers them in a list of such functions, 
and checks whether or not the information has been registered in the list 
immediately before a function is called.
Preventing indirect function calls to non-trusted addresses allows the 
development of programs with improved safety.

Number of supported rules
(): Total number of rules

 Checking of Source Code against MISRA-C:2004/2012 Rules

Features of the Professional Edition CC-RL CC-RX CC-RH

Checking of Source Code against MISRA-C:2004/2012 Rules √ √ √

Detection of Stack Smashing √ √ √

Detection of Illicit Indirect Function Calls √ √ √

Enhanced Security for Dynamic Memory Management Functions √ √ √

Half-precision Floating Point   √

Synchronization Features in the Updating of Control Registers   √

√ : Supported.
: Support is not planned 

at present.

Classification of Rules MISRA-C:2004 MISRA-C:2012

Mandatory rules  7 (16)

Required rules 79 (121) 90 (108)

Advisory rules 13 (20) 27 (32)

Total number of rules 92 (141) 124 (156)

The compiler checks C source code against large sets of MISRA-
C:2004 or MISRA-C:2012 rules and outputs messages if the code 
violates the rules.
Checking against the rules during compilation enables efficient 
development and improved quality for programs.



Synchronization processing is inserted when control registers are 
successively updated to make the order of updating match that in 
which the relevant instructions are written in the source file.
This feature can reduce the load on users by relieving them of the 
need to determine the necessity of synchronization processing and 
its manual insertion.

 Enhanced Security for Dynamic Memory Management Functions

 Synchronization Features in the Updating of 
Control Registers

 Half-precision Floating Point

If the compiler determines that the condition 
below applies to a following instruction, 
synchronization processing will be omitted.
 Processing is to update a control register 

that belongs to the same peripheral group 
as control register A.

A 2-byte half-precision floating-point type is supported.

Where the use of this type is acceptable, this can allow the 
compiler to reduce the size of programs that contain large 
amounts of floating-point data. The __fp16 type is a 2-

byte half-precision 
floating-point type.

Checking that the values stored in the monitoring 
area have not been overwritten enables detection 
of smashing in the heap.

When part of the heap is reserved by a call of the calloc, malloc, or realloc 

function, monitoring areas in which arbitrary values are stored are set up 

before and after the given area of the heap, and the values are checked 

when that part of the heap is released.

Preventing problems such as releasing memory twice or overflows in the 

heap in this way enables the development of programs with enhanced 

security.

https://www.renesas.com/compiler_licenses

If you have a node-locked license for a standard edition, you 
can upgrade from the standard edition to a professional edition 
by additionally purchasing an edition upgrade license.
Note that this form of upgrade (of the edition) is only for node-
locked licenses; it does not apply to floating licenses and 
annual licenses.

Edition Upgrade License

 Part Numbers

For the part numbers, refer to the following web pages for the compiler packages.

CC-RL: https://www.renesas.com/rl78_c
CC-RX: https://www.renesas.com/rx_c
CC-RH: https://www.renesas.com/rh850_c

2 byte

4 byte

8 byte

This comes with examples of C source code that can be 
copied and pasted; and that demonstrate how you can make 
use of the various features of the professional edition.

Detailed 
information

Dummy reading of 
control register A and 
a syncp instruction 
are inserted.

You can use this feature by specifying the address 
ranges of peripheral groups with CC-RH language 
extension. If you are using an MCU which incorporates 
the G4MH core, the automatic generation of a file 
containing this language extension is available. 
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We provide an application note for the 
professional editions (using R20UT4026 as 
a search keyword).

https://www.renesas.com/rl78_c
https://www.renesas.com/rx_c
https://www.renesas.com/rh850_c
https://www.renesas.com/us/en/search/keyword-search.html#q=R20UT4026&genre=document
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Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products 
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of 
these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or 
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this 
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.

4. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The intended applications for
each Renesas Electronics product depends on the product's quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home 
electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key 
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas 
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to 
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system; 
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims 
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is 
inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.

6. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, "General Notes for
Handling and Using Semiconductor Devices" in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas 
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such 
specified ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific 
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability 
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products 
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury, 
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety 
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging 
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of 
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these 
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance 
with applicable laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is 
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations 
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

10. It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or 
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas 

Electronics products.

(Note1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled 
subsidiaries.

(Note2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.

(Rev.4.0-1  November 2017)

Corporate Headquarters Contact Information
TOYOSU FORESIA, 3-2-24 Toyosu,

Koto-ku, Tokyo 135-0061, Japan

www.renesas.com

For further information on a product, technology, the most up-to-date 

version of a document, or your nearest sales office, please visit:

www.renesas.com/contact/

Trademarks
Renesas and the Renesas logo are trademarks of Renesas Electronics 

Corporation. All trademarks and registered trademarks are the property 

of their respective owners.
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