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Protection

Asynmetric | Secure Key
Key Crypto Storage

Security Software Library

Threat
Product cloning Best
Product disruption
with malware injection Best
during update
Eaves-dropping during Best
update
Privacy threat by Best
firmware/data exposure
Add-on program to Best
damage or steal
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Best Best Limited
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Enable a Certifiable Root of Trust

« Measures and verifies software boot chain
« Performs device authentication

« Protects cryptographic keys
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Secure Key Provisioning and Generation

« Keys can be provisioned prior to manufacturing
to secure devices

 Generate keys via integrated Asymmetric Key
Generation Unit

« Keys held in secured and isolated memory
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USER FLASH

BLOB Payload
(User Application Code)

Signed HASH Placing authentication code
and key in Secured Flash
can provide better protection

against malicious overwrites

User Application

Malicious Code
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Renesas Synergy MCU
USER FLASH

BLOB Payload
(User Application Code)

Signed HASH

SECURED FLASH AREA

Customer Key

Customer
Authentication Code

Boot Firmware (Renesas)

Secure Flash -
Programming Authentication

Code Code
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Customer Key

Customer
Authentication Code
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Code

Subject to Change
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