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The term Functional Safety has become a topic of great interest. Functional Safety generally means that malfunctions of the operating systems or applications
that lead to any kind of thread or even accident have to be avoided. Of course this basically includes human health and environment, but also material integrity
can be of high interest. In other words functional safety is that part of the overall safety that depends on failure free operation of a system. Functional Safety
saves human lifes, saves a lot of money and enables innovation and market advantages for our customers.

Key for Industry 4.0

Industry 4.0 moves factories to intelligent and flexible production clusters. Separation and encapsulation
of safety critical workflow steps is continuously being reduced. Man and machine are working side by
side or even hand in hand. Autonomous systems in decentralized real-time production require build-in
safety functionality to allow such safe human-machine collaborations to reduce physical safety barriers
like safety locks or safety fences. All this leads to an increase in functional safety related applications.

To enable a seamless integration into safety applications, Renesas

provides certification packages for different microcontroller series. From low
to high-end performances Renesas offers Safety Solution for its RX MCU
family and for its Synergy MCU platform.

They include a safety manual containing the results from a comprehensive
analysis based on each function part of the microcontroller, and all relevant
information and procedures related to functional safety. A diagnostic
software library contains all necessary self-tests for the CPU core, for RAM

and ROM and depending on the solution even more.
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Since the diagnostic coverage of the CPU core is already proven by fault CERTIFIED

simulation tests, an effective system integration is enabled and system
development time is shortened.
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verification for a core self-test.
Renesas Safety Packages are certified compliant to [EC 61508 by TUV
Rheinland.

Pre-Certified SW and Tools

Safety system development is very complex. Therefore it will be very
important to build up an application piece by piece with prepared functional
safety considering hard- and software modules. Ideally the parts come with
a certification. Though every application is different the usage of modular
safety components, hard- as well as software, is less extensive workload for
safety developers.



Typical Target Applications

e Industrial Motor Drives
e Safety Controllers

* Programmable Logic Controllers

e Safety Sensors
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e |[EC62061 SILCL3
e Safety functions according to IEC61800-5-2(like STO, SLS, etc)

tional Safety IEC 61508

e Solution compliant to the safety standard IEC61508:2010

e Certified by TUV Rheinland

e Safety Manual with relevant information and procedures related to functional safety
e Diagnostic SW library containing test routines for CPU core, RAM, and ROM

M = Motor
E = Encoder

e High quality CPU core self-test, diagnostic coverage proven by fault simulation tests

* Diagnostic SW developed for SIL3 using IEC61508 compliant IAR Embedded Workbench® for
RX or Arm® or CC-RX compiler for €2 studio

e Certified by TUV Rheinland

e Key Benefits
Type
Approved

e Best in-class self test with proven coverage

T, * Certified tool suite enables safety application development
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e Reduced risks for system certification

» Saves development effort, limits TUV discussions and enables faster time-to-market
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The RX family of 32-bit microcontrollers are built around Renesas’ exclusive RXv1/RXv2 CPU core and combine excellent operation performance with superior
power efficiency.

It consists of four product series: the flagship RX700 series, with the fastest performance and most advanced functions; the standard RX600 series; the RX200
series, which delivers an optimal balance of power efficiency and high performance; and the entry-level RX100 series, with extremely low power consumption.
These four series encompass a range of products that provide seamless scalability from small-scale to large-scale applications.

Safety Solutions for RXv1 Cores available for RX63N, RX631 and RX111

Safety Solutions for all RXv2 Core devices coming 2018

Functional Safety Production License Certified Tools

* Diagnostics library for CPU, RAM, and ROM (Source Code) Funchional ® Renesas CC-RX Compiler
e Diagnostics Software User Guide _Sr:;ztv ¢ |AR Embedded Workbench® for RX
e Safety Manual Full Version . g feproved
i TUVRheinland Renesas CC-RX —
e Certificate & Test Report from TUV Rheinland www.tuv.com . —
ID 0600000000 Compiler —
V2.03.00IEC61508

SIL3 Certified SYSTEM S

Functional Safety Evaluation Kit (including Evaluation License)

e Renesas Starter Kit+ for RX63N or Starter Kit for RX111
e Diagnostics library for CPU, RAM, and ROM

e Diagnostics Software User Guide

e Safety Manual Evaluation Version

¢ |AR Installer EWRX-FS v2.42.4 (Evaluation Version)

e Quick Start Guide

* Video
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berform 1 To enable the Synergy platform for Functional Safety

applications Renesas developed its own Functional Safety
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Functional Safety Package for Synergy Certified Tools

o Self-Test Software Library: e User's Guide e |AR Embedded Workbench® for Arm®
— Self-Test for CPU, RAM, ROM e Safety Manual
— CAC Configuration SW e Assessment report
— IWDT Management SW o TOV certificates
— LVD Configuration SW e Safety Application Note*
— ADC12 Comparator SW
— TSN Management SW *not included in certification

Functional Safety Relevant Hardware Functions

e ECC in SRAM

e SRAM Parity

e Flash Area Protection

e ADC Diagnostics

e Clock Frequency Accuracy Measurement Circuit
e CRC Calculator

e Data Operation Circuit

e Port Output Enable for GPT

o |WDT

Express Logic Certification Packs @ SGS_ p runkrionaLe sicHeRHerT
GEPRUFT
Tud FUNCTIONAL SAFETY
e Express Logic ThreadX, NetX Duo and FileX are certification ready for IEC61508 m SAAR APPROVED
Duo

e Contents
e Complete testing and documented results for all ThreadX services m

e Process, design methodology & documentation Planning, Development, Verification, Configuration management, Quality assurance

e Test Source code of all tests, Test results, Code coverage and analysis, Unit/white-box, integration/black-box, acceptance testing, Plan for tool usage
¢ Results Unit & integration test reports
e Requirements trace matrix

e Safety Manual



Safety Application Development Support

Safety Reference Hardware Package
e Evaluation Board

e Manual
° BOM
Safety Reference Software Package Application layer
Various diagnostic SW for RX MCU peripherals
— Sample Source Code Middloware layer
e Middleware fro MCU peripherals
e Peripheral driver i ey rockage. (N
— API Specification ! ey | [ 0RRT] (gAY [0 [POR) (et

RX631/RX111 ]

Safety Reference Documentation Package (18 documents)

Documents & guideline for the concept phase Documents for diagnostic method Documents for safety validation

e Safety plan (SP) e [nter-MCU communication e FMEA, coverage computation and more
e \lerification and validation plan (V&V) e Software error diagnosis

e Safety requirements specification (SRS) e Power supply voltage diagnosis

e Safety concept (SC) e Other circuits diagnosis

Safety Design Partner
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RX63N RX631 Production License IAR YCERTIFY-IT-RX63N-PR
RX63N RX631 Production License CC-RX RTKOEF0040F01001SJ
RX63N RX631 Evaluation Kit (IAR) YCERTIFY-IT-RX63N-EV
RX111 Production License IAR YCERTIFY-IT-RX111-PR
RX111 Production License CC-RX RTKOEF0041F01001SJ
RX111 Evaluation Kit (IAR) YCERTIFY-IT-RX111-EV
IEC61508 Certification Kit for RX Compilers RTCRX0000TC02ZNR

RX631 Reference Kit Hardware RTKOEF0002D01001BJ
RX631 Reference Kit Software RTKOEF0004F01001SJ
RX111 Reference Kit Hardware RTKOEF0011D01001BJ
RX111 Reference Kit Software RTKOEF0017F01001SJ
RX111/RX631 Reference Kit Documentation RTKOEF0005Z01001ZJ

RENESAS Cs@nergyw

S3 Safety Solution + EL certification packs RTMOSY0000XFSPOT30UP
S5 Safety Solution + EL certification packs RTMOSY0000XFSPOT50UP
S7 Safety Solution + EL certification packs RTMOSY0000XFSPOT70UP

www.renesas.eu/safety
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Notice
1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semi products and examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the

design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other disputes involving patents, copyrights, or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information
described in this document, including but not limited to, the product data, drawing, chart, program, algorithm, application examples.

3. Nolicense, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copy or otherwise
misappropriation of Renesas Electronics products.

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The intended applications for each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard" Computers; office equipment; icati ; test and audio and visual equipment; home electronic appliances; machine tools; personal electronic equipment; and industrial robots etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical implantations etc.), or may cause serious property damages (space and undersea
repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all liability for any damages or losses incurred by you or third parties arising from the use of any Renesas Electronics product for which the
product is not intended by Renesas Electronics.

6. When using the Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, "General Notes for Handling and Using Semiconductor Devices" in the reliability handbook, etc.), and ensure that usage conditions are within the ranges
specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat radiation characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions or failure or accident arising out of the use of Renesas Electronics
products beyond such specified ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Further, Renesas Electronics
products are not subject to radiation resistance design. Please ensure to implement safety measures to guard them against the possibility of bodily injury, injury or damage caused by fire, and social damage in the event of failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures by your own responsibility as warranty for your products/system. Because the evaluation of
microcomputer software alone is very difficult and not practical, please evaluate the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please investigate applicable laws and regulations that regulate the inclusion or use of controlled substances, including
without limitation, the EU RoHS Directive carefully and sufficiently and use Renesas Electronics products in compliance with all these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with
applicable laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or regulations. You shall not use Renesas Electronics products or technologies for (1)
any purpose relating to the devel 1t, design, , USE, etc., of weapons of mass destruction, such as nuclear weapons, chemical weapons, or biological weapons, or missiles (including unmanned aerial vehicles (UAVs)) for delivering such weapons, (2) any purpose
relating to the development, design, manufacture, or use of conventional weapons, or (3) any other purpose of disturbing international peace and security, and you shall not sell, export, lease, transfer, or release Renesas Electronics products or technologies to any third party whether directly or
indirectly with knowledge or reason to know that the third party or any other party will engage in the activities described above. When exporting, selling, transferring, etc., Renesas Electronics products or technologies, you shall comply with any applicable export control laws and regulations

and by the of the countries asserting jurisdiction over the parties or transactions.

10. Please acknowledge and agree that you shall bear all the losses and damages which are incurred from the misuse or violation of the terms and conditions described in this document, including this notice, and hold Renesas Electronics harmless, if such misuse or violation results from your resale
or making Renesas Electronics products available any third party.

11, This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2)  "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics

(Rev.3.0-1 November 2016)

SALES OFFICES

Refer to "http://www.renesas.com/" for the latest and detailed information

Renesas Electronics America Inc. Renesas Electronics Hong Kong Limited

2801 Scott Boulevard Santa Clara, CA 95050-2549, U.S.A Unit 1601-1611, 16/F., Tower 2, Grand Century Place, 193 Prince Edward Road West, Mongkok, Kowloon, Hong Kong
Tel: +1-408-588-6000, Fax: +1-408-588-6130 Tel: +852-2265-6688, Fax: +852 2886-9022

Renesas Electronics Canada Limited Renesas Electronics Taiwan Co., Ltd.

9251 Yonge Street, Suite 8309 Richmond Hill, Ontario Canada L4C 9T3 13F, No. 363, Fu Shing North Road, Taipei 10543, Taiwan

Tel: +1-905-237-2004 Tel: +886-2-8175-9600, Fax: +886 2-8175-9670

Renesas Electronics Europe Limited Renesas Electronics Singapore Pte. Ltd.

Dukes Meadow, Millboard Road, Bourne End, Buckinghamshire, SL8 5FH, U.K 80 Bendemeer Road, Unit #06-02 Hyflux Innovation Centre, Singapore 339949

Tel: +44-1628-585-100, Fax: +44-1628-585-900 Tel: +65-6213-0200, Fax: +65-6213-0300

Renesas Electronics Europe GmbH Renesas Electronics Malaysia Sdn.Bhd.

Arcadiastrasse 10, 40472 Disseldorf, Germany Unit 1207, Block B, Menara Amcorp, Amcorp Trade Centre, No. 18, Jin Persiaran Barat, 46050 Petaling Jaya, Selangor Darul Ehsan, Malaysia
Tel: +49-211-6503-0, Fax: +49-211-6503-1327 Tel: +60-3-7955-9390, Fax: +60-3-7955-9510

Renesas Electronics (China) Co., Ltd. Renesas Electronics India Pvt. Ltd.

Room 1709, Quantum Plaza, No.27 ZhiChunLu Haidian District, Beijing 100191, P.R.China No.777C, 100 Feet Road, HAL Il Stage, Indiranagar, Bangalore, India

Tel: +86-10-8235-1155, Fax: +86-10-8235-7679 Tel: +91-80-67208700, Fax: +91-80-67208777

Renesas Electronics (Shanghai) Co., Ltd. Renesas Electronics Korea Co., Ltd.

Unit 301, Tower A, Central Towers, 555 Langao Road, Putuo District, Shanghai, P. R. China 200333 12F., 234 Teheran-ro, Gangnam-Gu, Seoul, 135-080, Korea

Tel: +86-21-2226-0888, Fax: +86-21-2226-0999 Tel: +82-2-558-3737, Fax: +82-2-558-5141

Renesas Electronics Corporation

© 2017 Renesas Electronics Corporation.

All right; d.
www.renesas.com Document No. R3OéIA901S7;e|ESfOr\1IEO



