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WHZE1) Y —R (Required Resources)
MQTT/TLS > I NT 7 U r—va & eV RLTEITT DI, UFDY Y —ARKETT,

RAEY—NVEYT U =T

o e2studio ISDE v6.2.1 £7- 1L LA, & L < X IAR Embedded Workbench® for Renesas Synergy™ v8.23.x &
X E N LA
https://www.renesas.com/jp/ja/products/synergy/software/tools.html

e Synergy Software Package (SSP) 1.5.3 F£ 7-13F 1L LA
https://www.renesas.com/jp/ja/products/synergy/software/ssp.html

e Synergy Standalone Configurator (SSC) 6_2_1 % 7-1ZZ #L LA

e https://www.renesas.com/jp/ja/products/synergy/software/tools/renesas-ssc.html

e Renesas Synergy™ USB CDC K 7 1 /X
https://www.renesas.com/jp/ja/products/synergy/software/add-ons/usb-cdc-drivers.html

/\*——}\“173:7

e Renesas Synergy™ PK-S5D9 % > |

e AE-CLOUDL % v K (Wi-Fi R — R23MF &)

e AE-CLOUD2 ¥ v |k (87 —7A—F (Pillar board) . Wi-Fi "— K, BG96 £/L7——/L | (Cellular
shield) 231 )®) (https://www.renesas.com/jp/ja/products/synergy/hardware/Kits/ae-cloud2.html)
Renesas Synergy™ $ > 7Ly Y rr— 3 % v b (AE-wifil)
(FE : AE-wifil [V R — hE2& T LTWET)

e Windows® 7 £7213% 10, TeraTerm = > Y — /L E 3BT 7V r—a v A4 A M—/LiE D Web
77 7% (Google Chrome, Internet Explorer, Microsoft Edge. Mozilla Firefox, Safari) 23&h{EL T\ % PC

e MicroUSB 7 —7 /v

o A—VXy  Nr—T7

HREH EXNEL—Y (Prerequisites and Intended Audience)

ZOT TV r—ar /) — ME, =—32)% Renesas €2 studio ISDE & Synergy ¥ 7 b7 =7 /%y - — (SSP)
OFABRBRNRH 2 = L &AL L TWET, 2—PFIHHRBROZR2WEAF, 2077V r—var/—Fh
DOFNEEFEITT a0, [SSP 2 —HF—X~v=a7 /] OFIEIZHEV [Blinky] By =7 FZE/LRLT
FEITLTLIEE Y, ZHUC LV, e?studio DT IAR & SSP OEAICHEL., B— K~DF /3y 7 )i
UNCHERB L TV Z e 2R TEL LRV ET, &6, 2077V r—r 3/ — ME, MQTT/TLS
LZOBETT ha VBT 2 E@EAH DL Z L bETRE LTNET,

%t4—H%, Renesas Synergy™ S5 %7213 S7MCU & U —X & MQTT/TLS £ = — /L& L., 77V
F—varERETLHELEEMEL TS —HF T,
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1. 259 FEHEDER (Introduction to Cloud Connectivity)

1.1 #E (Overview)

10T (£ / DA & —% v ) X, B (sensor) °A~— k7 > (smart-phone) 72 & D HEBICFIH S5
B4 World Wide Web (2856t 2 72 DIZHEH SN TW D ILEHIFRAFEDT 7 /v V—TCIME SN TWET,
10T T, AE, A>T VP> M fiECHREIZY V7 L, £/ (. 7310 R) EAOM., BXo=x
LB O (B A, M2M) THlEZIT OB LWFIEEZEBR L E7,

INBEDTNARAENTEIEL, A=y NMIERLET, ThoT A AR 24 L CEEO
BREEDOINVE LR AR T 2 E RO AT DI ZOFERIZCT 7B ATE, STV Faxz—H
PHEH LTI 2T AZ LN TEXET, 20728 AT, 10T A XNIKREOTFT—FEAERF L, 75
TRV a—T 4 U TIIEREINTET X BRETHTOORK AR TS LT, T X B EBETDHZ
EMTEET,

1.2 FEa FR—22 b (Major Components)

T 729 R YV a—Taid, UToOFEEa  R—3x o hTERINTHET,
1. 534 AE 7213 ¥ (Devices or Sensors)

. = Fv A (Gateway)

2
3. lIoT 7 Z 7 F¥—1t" & (loT Cloud services)
4, = Ra—HWmENFOT 7V r—a /A7 A (End user application/system)

Devices

Gateway

B1 1oTO25%9 FEROT7—FTIF~
FNA ZFE 1Tt Y (Devices or Sensors)

FRA AT, N—=FRu TV T7 b7 TEEENTEY, AL ESEBELET, £7 34 R TxR v b
T— 2L, TARALRAES L, FRIEHRLERAT AV r— a3 EBEXITVET, T/51 AL EH
M EIEENICA, X —xy MR TEET,

5 —+rv=xA (Gateway)

F—rUxA (gateway) ([ZE->T, £ ¥ —Fy MIE#EER SN TWRNWT AL A7 T 7 RPh—E 2R
ERFRATLZENTEET, ET A ANLOT—ZE, 77U RTT7y N7+ —AICHEFEIN, £ Tl
DT NA AIPBEFE LieT —20, MOEBUHT —2 L LIS, fAGbshET, 1FLAE—
B9 723815 7 — b 7 = A (communication gateway) (X, Wi-Fi, 4 —%>x v b, BT -7, HEOBET
7 /aY—%%R—hLET,
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10T 75 v K (loT Cloud)

<D 10T T ZFKREDT —HZAERLET, ZNOT /A ZADEH, [FHLHE L Z OFEMH DD,
NI, A7 —F TNpOMRa X M B IERBLETY, 7—4, Frlcty 77 —% (bigdata) DOFRfF, ALEE,
SEATISE. 7TV FEa LRISFEE RO 2 DRINE#ETT,

1.3 959 FK7an/4 FOWE (Cloud Provider Overview)

1.3.1 Microsoft Azure loT ¥ ') a—< 3> (Microsoft Azure IoT Solution)

Microsoft > K> —=x > K (End-To-End : €5 10T 77 » N 7+ — A K D588 loT ORI L -
T, 2L DT HZ—TF 4 X () R 10T VU 22— g LA REN ORISR, EBHT LR TExF
3, Azure loT YV =—3 3 0%, Azure loT Suite & Azure 0T Hub T SN THR Y, 7 77 KDL TDHE
NEERTDHIZENTEET, 2 X =TT XMAFTOT —F EREFICL > T, KEHR loT —E A,
Uy FF—2ELZFONIT, FNLDENA T L— gy (BE) 2#EBITXET, 10T Hub 2 H L7
HAH DY Y a— 3 OEEER, Azure 10T Suite (Azure 10T Hub & T0) RFEFOFRIZEF A Y V2 —a v
AL CGREZRBRFEAIT) 2 &N TEET,

Device |
Gateway
Dvicw

2 Microsoft Azure loT 2 3 FIZ&3YYa—3a Y

10T /~7 (10T Hub) :1oT Hub IE, $tE B D 10T 73514 A (A HEHFOA v —VEZEEITI) &
DYEfRE, Treva=v T FHREFTTHEOORG TCRERFIEZRIELET, 10T Hub X, 7/31 &
ECloud EO VY a—va rOfICfEdT 57U vy (bridge) THY, YU a—a BT —XDRES
T, T— RIS Z Y T VE A LATEITTED LI LET, 10T Hub (X 10T D433 TREIZ A < i
SN TW5 MQTT, HTTPS, AMQPS ® X 9 7eA—7 > 71 k=)L (open protocol) ZFIF L T, T34
AMBT T TR, TTT RNLT N ANOEF 27 TEEEOEWVIFEEZEH L ET,

74—V RHF—brU=A (Field Gateway) : Azure loT 7' & k2L — k7 =1 (protocol gateway) (X, KH
TR DT 73A A - 10T Hub MB{E 2179 BRI CTREr S 7' m harxs 7 L—AU—2 T, 7
FavF—h o xA1%, FEOT 0 haVEzEHT L7 31 A Z T ANDNAAL—a i R—R b

(pass-through component) T3, v haiA s — U= AL, AMQPLOZBEHAL TN 7 4 v (traffic)
Z1oTHub I27 U v U L 77,

Azure loT 7'a hanF— oA X, HEIZSCTMQTT 7' u ha OBz I A ¥~ A XT& 5 MQTT
Znr ka7 7% (protocol adapter) ZHEHE L TWET, 10T Hub 13X MQTTv3.1.1 7 h a /L& ¥ R— b
LTWES, 2o, MQTT 7' hav7 ¥ 72O aEE T 2 0B8R HL501%, v harnl AL
A ANRLEIRGEC, REZBINT 5720 OFFED BB L EIRGE DR TT,
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HABE LT T K —R x4 (Custom Cloud Gateway) : # AKX L7 T K47 — kx4 (custom cloud
gateway) T 25L. 77U NS —FU oA DEET R4 > b (communication endpoint) (ZFE#7
LENZ, 7v b a O DO D B 2 & LAV (custom processing) & Efii C&E 9, ZD X
I P AL DRI, TNAA A (L LLIET7 44—V KF— b oz A) IZXoTEREINDAMOT 7 k=2
NEELEENET, ZOfEMOT e Fa B LEOEDICA vy —VE 7 T RS — T oA 12H
KL, 79U RF— T ADDLT NS AZavy Reay ha—L A b=V %iRET HERICNETT,

1.3.1.1 ZEZ4HEEE (Key Features)
1) TNRARARDEF2YT21

10T 734 ZADERH (deploy) EEHEAITHOBRIC, X2 VT 413D CTEETYT, ZD7=H, loT Hub 1ZLL

Totx=2 U7 HEBEERIEL TWVET,

o T /34 AL Azure loT Hub O], F72134% — F v = A & Azure 10T Hub O DIE(E /S AL, EFUEHED
TLS (Transport Layer Security, 5 > AR —F LA ¥EF=VF 1) &, X509 Bk TRIFE 7= Azure
IOTHUWb IZE > TEFxF=2 U7 4 R L TNET,

o ROTWARWE(EERE (unsolicited inbound connection) 72>6 5 /XA A ZAfi#9 5 7= 12, Azure loT Hub
ST SA A~ AR Z 80 /A, WITT A AU G2 BAdA (initiate) L E,

e Azure I0T Hub T34 ZA~D A vt —T% | HAMEZFF-> TRIFL T, T, AL OEEREZRDH £
T, 20D, ZNbD vy i Azure IoT Hub 12 2 HRMEFESNVET, WEE LEGEOZD, 7
INA ATIRRAIIZ Azure IoT Hub &85 L C. 2~ RE2ZITED £9, X 512 Azure 1oT Hub 1347 3
A ADF = — (per-device queue) Z{RFFL £,

(2) TINARZTLDREEBEE (key authentication)
UToORIZ, %= UT 4 h—2 2 (security token) %f# 9% IoT Hub OFEFEZ R L £,

hz'eg ster Device

Provide Symmetric Key:

Connect with SAS Token

Generate A5 Toke HJ

3 w¥1UT4b—Y UEEAT SR

o TNRARE, THRAAZV RRA L b, TRALAID, BEIWR) 7T A~V %— (primary key : /34 A
Z 10T Hub (ZIBAN L7z & AR S NIZERO—) ML T, AT 7 A7 %F v (shared
access signature) (SAS) h—7 > & i L £9,

e loT Hub [ZHf5i 45 & &2, T34 A1 MQTT CONNECT £ vt — (message) W TZ D SAS h—7
ZXAT— R (password) & LCHRLET, 2—HFHADONEIL, T/XA A RERA U b, T/AA R
4. HIN 7 Azure TEFE T4 (additional Azure defined string) Z#lAA/bE7=H O TH,

e I0THub 728 SAS h—7 U ERGE L., T3 ZA&XEkT D &, B SN E T,

o 10T NTNI T —ZHEBALH O X FREE (symmetric key) Z 42t L 9,

e SAS h—7 UHIBREIN O G . B L b ET,
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1.4 MQTT 7R Fa)LOBME (MQTT Protocol Overview)

MQTT X, [Message Queuing Telemetry Transport] (A > t—UF o —A » ZEBEHIE b7 0 AR — K) O
MCd, MQTT X, 774 7 v M — 347 H 7 27 F A7 (publish-subscribe) IZLH A vE—T T T
Y AR— K7 k3L (messaging transport protocol) T, b TEE, F—7 Ty Ut yt—
Vo7 7a halcthh, EEEE L — b (low-bandwidth) | K& 22 B iERFR] (high-latency) | % 721315 #E
PEDIR R v T —2  (unreliable networks) @ KL 9 72 H EOHIFIDO KR ENWT ASA ZZHIETE D L 9 ITEK
FFEhTnEd, ThooBEEZEAL T, fIHOREVERE (WERa—FK7y F7U >k (code
footprint) 23/NEREL, % v U — 7 #HHE (network bandwidth) 723[RE &4 7= M2M (machine to Machine : %
WARA]) . 10T HiETo#lERE) CTOEMICHRETT,

MQTT 7 74 7 hid., 7 u—H— (broker) R THD I T4 7 MIERERITTDHZ ENTEET,
LI TAT U NPRED Ny ZICEALRH LGS, £DO7 747 MITae—h—RKREATZED M7
CH TR FA4 752 (R LAT) ENRTEXET, Tr—h—137 T 7 bORIELARBEHY L, FE
DINEY T T AT FAT LI TAT Y MR LT, BTSN AvE—VEEELET, ZORIT
(publisher) /Y7 A7 T A NRETFT LT, BEOI TAT LV FREILC MY 7 BT 5T — 22 RIT9DH2 &
LTEET, 7IAT VMR ZDORILC M 7Y TR I T LEBRAE, TOME v 7 IZBELTHRITESN
oA Y=V EZITRY £,

PUBLISH to Thing N/Data

Thing 2

PUBLISH to Thing N/Data
Thing 1
MQTT

Broker

SUBSCRIBE to Thing 1/Data

Thing N

SUBSCRIBE to Thing 2/Data

B4 MQTTHYSA4 7Y bORITIV IR 54 TETIL

ZOFET VT, FITHE (publisher) &% 7R 7 T A NORICEZEORERIZH Y A, FITIVT A7 T4
T VAT AOMBICKHET D70, MQTT IL—AIIZ, QoS (P —E X WE) OB O L~ VAR LET,
MQTT IZ1Z. BAF®D 35D QoS L~ iidh ) £4,

e K 11H (0) (At mostonce (0))
o f/N11E (1) (At least once (1))
e IEAEIZ 1171 (2) (Exactly once (2))

&K 1[E (0) (At most once (0))

A= UNZEANS L > TRIEMR (Ack) S D 2 &iFe< FEMCL > THRESHEESNDZ LD
HYEFE A,
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/N 1[E] (1) (At least once (1))

A=V EZEMC RN L FEIRET S Z ENRIESNET, 2720, 2O A v e— 3 EBEIO/UE 2 A
RETY ., FEMIL, ZEMS D PUBACK 2w v FERDOZEMER (Ack) #ZITIHET, Avk—TU%
HELET,

EREIZ 18] (2) (Exactly once (2))

A o=V EBERICERIZLEBIOLAEET S Z EA2HRIELET, ZNIERDELT, KHIEHEL QoS
~LTT, EEAESEMORCEELEEICLA 207 —%E LT, HRENTEINET,

1.5 TLS 7B FaJLOBE (MQTT Protocol Overview)

RS AF— R LA XXl T4 (TLS) 70 ha L L ZOME ThDEEF 2T V75 b LA ¥ (SSL) 1.
A2 — ARy N — I RATEX 2 7 RBEELERT AL ha LT,

TLS/SSL & Faiit, 2 oO@BETF I r—2 a b ORITTIA N — L EFEEEELET, LTOR
A2 7o T s B3H Y £,

W51k (Encryption) : 2 SDOWET 7Y r— g OMTRBREND A v — V3RS S ., o
TIAN—EFFELE£T, T — % OF{kIZ AES (Advanced Encryption Standard., = FERE 5L ELES) A 5
LET,

SREE (Authentication) : FEFAEZMH L CRIELOBRBIE R EZMIET 2 A =X L TT,

seetE (Integrity) : A v E—U Dk S A (tampering) °ekZ (forgery) NEMi Si- & X2 D & &2k
HT DA D =X LT, #HEOEFEMEZRFEL £9°, SHA (Secure Hash Algorithm, £% =7 /Ny 2713
A L) DX 9 72 MAC(Message Authentication Code, A v tE—VRBREaZ— R) ZHEH L, A vE—VO%E2ME
REELE 9,

TLS/SSLIETCP Z LM LT, HTTP°MQTT D L 57227 7 U r— a3 LA ¥ 7m k=L (application layer
protocol) (2 L ClBfEDEF 2V T 4 2R L £,

HTTP

I

B 5 SSL/TLS MERE

1.5.1 TF/NAL RFEBAE LR (Device Certificates and Keys)
ZOETIE, TN AGEBE (device certificate) | ABRSE L S, BLOENDL AT HHIETONT
AL E T,

1.5.1.1 T34 REFBAZE (Device Certificates)

10T 73514 ZAD R (deploy) L EBRAEZITHEE. X =2 U T 4 IXEE R EFE (critical concern) (2720 &
T, EH. 10T T3 AFZ7 70 REDOWBELEZFEITTE L L1220, @AfE#R (identity) Z /B L L
£, TUXNVAERFIL, TLS TUE—hARA R (remote host) ZFBFET 272 D b — kAR FHIETT,
TURNGERELIX, T R T 5@ R AR T 5 D O/ EOE RO LETT,
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TLS I Lils ., X509 LM En a4 LEd, Zid ITU-T (EREXEEES, BXEEEUELEM)

DRELERKTYT, 2770, TLS BIEEZITHOEBORZ FREET LA L. o OZEHEA#
HZEHTEET, X509 1%, GEAZEICEAT L AEMARER LS ESE Rz a—FT 1 T HFRAEERLT

BY, IROEFHLTCT X NVLEELERT L 2N TEET, TLS THHT D KED O X509 FEHEIL,
B DOB(EEEHER KL (telecomunication standard ) T 2 ASN.1 OJREMZEH L9, ASNL TS S F 7

TUXNTaA—T 4 T PER SN TWETA, TLS iEE TR b — M=y 2 —F 1 > 71X DER

(Distinguished Encoding Rules) #1#% T3, DER (% ASN.1 BER (Basic Encoding Rules) # f#lig{t L7=% 7+ > k

ThHH, DVEVIZHBRL, BITEEZICTHZEHEME L TRESNLTNET,

DER FEXDAA F USEHENRFEED TLS 71 b a L THEA SN TWET R, 2L EEOREEO =
a—F 4 T EFERH L CAERBIORETE, pem, crt, pl2 DX 577 7 A MEEFZE VY T TV E
T, b MR REBEOFHEZ 2 —F ¢ 71X, PEM T7, PEM (Privacy-Enhanced Mail, 7 1 /X
iR A — T HR) JERUE, DER T —F ¢ U VIR T 5. Basebd T A —F 4 T N—V g v
‘/C‘\‘é_o

BT 277V r—yailloTE, 2—PHFTOEHEFELAERT 22 b TEET, B, £0XoR
REIEIL, A= —CBUBE BRI NI b O, E7IEREH ORAER 2 HIEA LTZREE T,

1.5.1.2 TN RA~ADIEBHEDOO— F (Loading Certificates onto your Device)

NetX™ Secure 7 7'V r— 3 » CF VX VGEEAFEHT 510X, RAUNCFEAES N1 U DER IBRUTE
2 (convert) L., A7 a v CHETLRESHEZ A F U RERICEH L £9, @H ., PKCS#L E T, DER
Tra—T 4 TSN RSASEAEMEH LET, LM, FEIECMEREZ T M R Zr— KR35 FEIEE
TOFTLarnbBEIRTEET, 7993 aX—ADT7 7 ANV AT LEERT L. T—FN56CT L
4 (Carray) ZAERMLET (LInux® D Ixxd] DX H7Y—T, T-i] A7 a3V &ZBE), L Tar A
MZED, FEAELEEZTERT XL LTCT 7Y r—y a VICHBRIARE T,

SEAEA T S Al — R L%, TLSAPI ZEH L CIFAEL TLS kv o a VICBEEMIT 2 Z &N T
ij‘o

1.5.1.3 BCERIIAZEDER (Generating Self-Signed Certificates)

TAROHAMT, HEBLGEWE (self-signed certificate) Z#/ERT 25 HEEBIRTHZ LB TEET, 20D
KO MREEE AR T 22~y FiE, LFo LB TT,
openssl req -x509 -newkey rsa:2048 -keyout private.key -out cert.pem -days 365 -

nodes -subj "/C=US/ST=0Oregon/L=Portland/O=Company
Name/OU=0rg/CN=www.example.com"

ZOawy RT, HEB4AREHETH D www.example.com NAER S ET, FEHET 7 A LiL cert.pem, F
gk T 7 A VL private.key T3, Twww.example.com] % [llocalhost] ICEZ#L2 52 & T, m—/LEKR
MIHIGT 2EHE L AR TEET, ZOBA. A VA= 227 U F FOKRYIOFIH L LT localhost)
EHRELET,

152 TFTNAADEXa")T4ICBT5#BEEIE (Device Security Recommendations)
X2 T 4 IZBET DT OHEEHEIE L, Cloud IoT Core (IZ L » THH END LD TIEH D THEAN, TN
A R L BHRDOR R T WRT DT OITHHTT,
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o FHEEHEHIIMEEHRE LTIV,

e 10T 77U REBETHHAIXTLS12 2 L, /L— FEBEER (root certificate authorities) {3 f L T,
T —ROFEHENF CTHDH 2 L MR LET,

o KT NARE, —B (=—7) RAKBRMEFESTZENTLILERHY £5, BITEROT N1 X
TH—O#AHEFELTNT, ZNOLDTFAL ZAD—ORKBIZE L INTEHA. WEBE TR — O TR
EINTZTRTOTNA ARG L TRV TETZERNTETDHEIITRD ET,

. /.&F'a%%% Cloud 10T Core |Z%§k T 5 L &, X2 7 REEZHRFLET, WBEDPARBLZUIATLHZ

EEIJJL TuvYa = 7 HEESE (provisioner) ZIKWTABRSEE AN X, B - ABRSEE B L
t . TR, WEBEIIT AN AORDVICEIEE Eii T 5 L o1/ £,

. Cloud IoT Core (X L TT /A R &FRFET A0 L7287 13, tho Bagetho 7o b aicftif
L7722 TL7EE WY,

o HEEXTIRIET DT N1 ADHE J:o“C L BT R EHIMIICEE (rotate) 5L 9L TL
a0V, BEMNICE, A ATy l\?é i T _TOREZMEE (discard) LTL7EEW,
?N%xfﬁmv~74xa/XTA%iﬁLTwé%é\OS@Tyf?—%ﬁt#;7(ww@>ﬁ
FECET HMENH Y £9, Android Things (X, ExXF 27727 v 75— b 2FET D200 —E R
ERRELTCWET, ANV —T 4 VTV RATAEFEHAL T2 T AL 204, EBRKICES2Y
T 4 OREFFENRFE R INTHE, EX 2T RFETT A AET v 77— LT,

no

Synergy MQTT/TLS WY 5 FY1) a—< 3> (Synergy MQTT/TLS Cloud
Solution)

21 MQTT 23472 OBE (MQTT Client Overview)

NetX Duo MQTT 7 4 7> FE T = —/LX, MQTT (Message Queuing Telemetry Transport, £ v t&—
Xa—A U TEBHE NIV AR—R) TH FIaAN_X—ZADT T4 T M 5@k UED APl Z 2L L
£, MQTT 71 h=bid, TCPIP O LA TEIET 5D T, MQTT 2 A 7 > hiZ NetX Duo IP 35 L O
NetX Duo Packet 77— V@ LI CEEINTWET, NetXDuo IP1ZH B %, A —H% %>y b, Wi-Fi, B/
T—rp Y WYY v LA ICHERLET,

NetX DuoMQTT 7 A4 7 FEY a2 —/LE, BHEE— FEZ3xaT7E— FCHEATEET, #@EE—
KT, MQTT 72 A4 7 b7 e ——OMOBEEIFEXF 27 TlEd FHA, EX27F— FTIE
MQTT 7 FA4 7> h&7u——DOMO@EEIEX, TLS Ve ha itz L Texa 7127 £,

2.2 ERETICBE9 S#REIEIE (Design Considerations)

o TT74NNITIE, MQTT 7 747 & MITLS ZEMET, MQTT 7 747 M7 v—d1—DOMDIEE
TtEX=2T7TELY EHA,

e Synergy MQTT 7 7 A4 7> hiE, NetXDuo TLS v ¥ a7 my 7 #iBMLEH A, NetX Duo TLS HiE
71w 7 (common block) OAHEEMLET, ZD7 w7t NetX secure DB T T T 4 A F =
T DEFR LA Z R ZRNET,

o TLStEy Y a Ok, EXx =27 4 /37 A—ZDE, nxd mgtt client secure connect ()
APLIZE > TCIESND TLS By N7 v Fa—iy 7 ORICE# T 5ZEHERY FHicn— R4 5 {E%
X, 2—WIT TV r—vara— NMITHET2X4ERH D £97,

221 YR—FAROBEE (Supported Features)

NetX Duo MQTT 27 74 7 ~ME, LN O#mEs A — L TWET,

e 20144E10 H 29 H® OASISMQTT "— 3 > 311 ICHEIL L TWE 9, Z OfLARIE, http://matt.org/ (248
HIhTWET,

e SSP Ml T NetX Secure Zfi ] L CHEZ2EX 27123 560 E 50O HBT, TLS Z AN 54

TrarERELET,

QoS ZHAR— b L, A vE—YEFRITT HERITIEIRFTRERER O L~V 2@ IRT S BRE 2 12t L £ 77,

ZELIEAyE—VENI TNy 7 7 IRIF L, F2—2HRFLE T,

FHLWA v E—UrZE LT X2 a— NNy I BT HA N R LERME L FT,

Ta— =L ORI ER T L EZIZa— ARy VT ERGET DA D= A LR L ET,
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222 #EOI7A——4 2R (Operational Flow Sequence)

Application MQTT Client

Creates MQTT Client instance by calling nxd_mqtt_client_create()

Connectto MQTT broker using nxd_maqtt_client_connect()

Subscribe to topics using nxd_maqtt_client_subscribe() AP|

Publish to MQTT topics using nxd_maqtt_client_publish() API

Register callback on incoming MQTT messages using
nxd_maqtt_client_receive_notify_set() API

Receive_notify_callback() invoked on incoming MQTT messages

Retrieve incoming MQTT messages using nxd_mgqtt_client_message_get()

Disconnect MQTT client service using nxd_maqtt_client_disconnect()

Terminate MQTT client service using nxd_mqtt_client_delete()

6 Synergy MQTT 9347 bD7A——45F VR

23 TLSEya > OME (TLS Session Overview)

NetX Duo TLS v ¥ a &V a—/Lid, TLS 7’1 FAa_X—=2AD 7 T AT » MIHIST 2 E/KHED APl %
At L ¥4, Z o API X SCE (Synergy Crypto Engine, Synergy B 5-{b= > ) mfefit4 2 ¥ — b 2 &4 f
L. "—RuxT7727%TLb—a ik afb b E o b2 3L £7,

NetX Duo TLS v v a v E Y = —/bid, RFC 2246 (/13— 3 > 1.0) & 5246 (/X—T 3 > 1.2) OBEICH/ES T
SSL(ExaT7 Y7y hLAY) EZ2D0%MTHD TLS 7'u ha %5495 Express Logic @ NetX Secure
HRX—A L L TWET, F72, NetX Secure (FIEAN 72 X.509 (RFC 5280) ATkt ind B /0—F b5 L
TWE7, NetX SecureiX. 72 =7 kT ThreadX RTOS Z i+ 27 77— a3 ABELTWE

T
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2.3.1 E&EHCES9 2HRETEIE (Design Considerations)

NetX Secure TLS (. 15 L7V — SGEH % L TEEA SARRFE (basic path certificate) 7% E1T L %
T, BEARNRAKEENZET LIRS T, TLS X207 7 r—3 g U MEMT 23 EHEE o — 1Ny 7
ZEh L £,

FEFEICKR LD BIMBFEDEITIX, 77V r— a UM THST 2 0ERH D 4,

BINORGEEZ BFSZT H 72012, NetX Secure [FHEOMGEEIEEZ BHAY & L7 X509 /L—F &4k L C

WET, ZOHIZIE, DNS KFFHERES>, CRL (Certificate Revocation List, FERAZEZN U A ) OffEiBHEEE

BHYFET,

V7 N =T R=ADK AL, T ety AR T,

NetX Secure DY 7 k7 = 7 R_R—ZADHF ALV —F IMRERBILF A TTRN, #—F v b FavyHo

REIICE > Tk, EFICEBRBOBEREAETLZEB8HD 3, ~— K7 =T X— 20K 5LEEN

fEFICTx 534 . NetX Secure @ TLS MEREZ fciifb 5 72 DICZ OMEZ A L T 72 &0,

FIIABLT NN, ZOMWE . —EoT7 77— a A3 K TLS La— RY A4 XThHDH 16 KB ¥R —
27200V V) —RAZFFZRWAREERH D £77,

NetX Secure |, +5372 0 Y —ANFEHTE 57T /34 AT, 16KB L a— K& TEE T,

232 HR—FXROBEE (Supported Features)

RFC 2246 The TLS Protocol Version 1.0 (TLS 7'®r k 2/ 83— 3 > 1.0)

RFC 5246 The Transport Layer Security (TLS) Protocol Version1.2 (T > AR — b A ¥YE&F = U T 1 (TLS)
7m han -z 1.2)

RFC 5280 X.509 PKI Certificates (v3) (X.509 PKI FFBI 2 (v3))

RFC 3268 Advanced Encryption Standard (AES) Cipher suites for Transport Layer Security (TLS) (TLS A} =
B AL IR (AES) FF B A A — 1)

RFC 3447 Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version 2.1 (Z\BA#
I 5L A% (PKCS) #1: RSA s B{bAtAE N — 9 > 2.1)

RFC 2104 HMAC: Keyed-Hashing for Message Authentication (HMAC: £ v & — UFEAEH O#fl & N v 2)
RFC 6234 US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF) (£ ¥ =7 /"y v =27 /b3 Y X
2 (SHA 35 L UV SHA ~<— 2 ® HMAC & HKDF))

RFC 4279 Pre-Shared Key Cipher suites for TLS (TLS FZ a7 A #1551k 2 A — 1)
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233 BEDI7AR—>—4 2R (Operational Flow Sequence)
ZDOETIL, TLS N> Ry = A Z @i —/4 > A (handshake operational sequence) (Z2>W Tl L £,

2331 TLSNAYEY A4
LIFORINS, TLS = E 7 T4 T 2 FOMORENRTLS N> Ky =A 7 2R LET,

TLS Client TLS Server
_— ClientHello
—henmhieio
_
D
ServerHello - ]
Hello
-
4_-—-—'_'_.—7—._ =1
aE Certificate -
| ‘ertlicate
I
i ServerHelloDone -
erHelloDone
I—
-
e ________________gienikeyfxchange .
—
e
- ChangeCipherSpec P
-
—
T
———p
— Finished
—
__H
——
ChangeCipherSpec -
P
I—
«— i —
Finished -
 Finished
- _
. —_—
Application Data
- 4'
< -
— CloseNotify Alert
— orrony e
e
) D
CloseNatify Alert ]
_4_-—-—'_'_.—4_.__ .
- v
v

7 TLSN\Y RV (Y

o TLS NV Rz A 271X, TLS 7 I A4 7 b “TLS By v a VOB EMEL TWDH I &% R T
ClientHello A vt — % TLS H— NZ24F LR CRItR S E T,

o TDAYE—VF. VIAT U IREDE Y g L THAT A ELICET AERS, By v a s
ERRT D7 DIEHT AEREEM L TV ET,

e TLS #— 3% ClientHello (2%t LT, 7747 > bbbtk &Nz 54 7 v 3 IS GBI 208
4 ServerHello X v ¥ —Y 2 IETIE CEELET,

o TDHRIZ, VIAT YV NNV —ROEIEREFIETE D LI, —0E L0OHBIEHREZ AT D
Certificate GEIE) A v —U 0 £ 7,

o BRI — L, TN EY—"NDIEETH A v— U0\ L &R 7 ServerHelloDone A v & —
EEELET,
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TIGAT Y IR —RORA =TT RCEZEFELEREAT, 7947 Mty va v @gegk

T LD mREREAFLE L, TLSIX, 7V ~vAF¥——2 L v | (Pre-Master Secret) &9 |
KHEOT A LT =2y NeERTHHIETE Y Va VBOEREITOVET, ZOIXEER T,
WAL AN I o7t MBERGET X TEARTHTDD T — R (ELEOERER) & LTEHALE

R

TN R ——F Ly ME, —HD Hello X v E—THRELZABRET LT Y XA (RSA 72 L)
L V=D EH b OFEIE TR L AR A A G DY DB TSI ET,

b7 ~A % ——7 L v MM, clientKeyExchange X vE—YO—F & L TH— N2k

EENET, ¥ — 3% ClientKeyExchange # v & — Y22 LA TH O OMERAHEH L TS

U~ AH—1—27 Ly NORSZEMEEEL, RIZ TLS 7 747 v FEWITL TRy v a V#OAERIC

HHRET,

Hello 2 v — Y TRIRENT-FEHET LT XA (AES R &) 2 LT vy a VERAERESND

L. INUBORA vy =T RTERBELTHZENTEET, B bSNTW N RED A v

t—=ViE, ENLUBEOTRTOR v =V LT 2 2RI DIl IA4T o Feh—10

Wi 23241545 ChangeCipherSpec T,

WELSNTERIDOA v =T, TLS N Ry oA VOFREDA v =TT, 7747 hE&

P — O E N E(ET D Finished T, ZDORA v E—IF, EZFELETXTONY Ry f Y

A=V DONy T abEHLTWET, 2Oy a2 ZHLT, "y Ry IR LS
TDOA Y E=VIZBNWTHIARHENEELRDP T L 2R LET,

INT, 77V —va 3T — 2 OEZEEZRBTEET, EHLODNLOEFELED, T
TOTF—H T Hello A v =Y TEIR LNy Y2703 ) X2 HAL TR Ny v 2 b X,
WIGEIR LT v AL AR Ly va VAL TS bESnE T,

RBIZ, TLS By v a v B EHICK TEIEHLZENTEDLOE, 7747 R —n"olbhbn
DETEBIRLIEGEOHRTT, By ia B ERICKTIEDLITE, 77947 Med— 0l
J775 CloseNotify 77 — b2 =5 L, BT DM E N H Y 7,
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b

2.3.3.2 ##feD70——4 2R (Initialization Flow Sequence)
REMRTLS By v a vk 70—y —47 v A2 FIRLET,

Initialize the NetX TCP/IP stack

|

Create TCP Socket using nx_tcp_socket_create() API

Create TLS Session using nx_secure_tls_session_create()

TLS Server mode

API

TLS Client mode

Initialize a X.509 certificate and private RSA Key using
Nx_secure_x509_certificate_initialize() API

Add the initialized certificate as a local identity certificate
using nx_secure_tls_add_local_certificate() API

l

Initialize a trusted CA or ICA certificate, using
Nx_secure_x509_certificate_initialize() API

Add the trusted certificate to trusted control block using
nx_secure_tls_trusted_certificate_add() API

Allocate space for the incoming server certificate using
nx_secure tls remote certificate allocate()
API

8 Synergy TLS v >3 > OMHAL
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2333 F—A@ENIO—L—4 2R (Data Communication Flow Sequence)

Create a TCP connection using NetX/NetX Duo API \
Establish connection using nx_tcp_.server_socket_llsten() and TLS Session Start
nx_tcp_server_socket_accept() services (for TLS Server mode) or
the nx_tcp_client_socket_connect() service (for TLS Client mode)
Start the TLS session using nx_secure_tls_session_start() API /
_—
Allocate space for TLS header using nx_secure_tls_packet_allocate() TLS Packet Allocation
API
-
————
Application send data using nx_secure_tls_session_send() API TLS Session Send
[
—
Application receive data using nx_secure_tls_session_receive() API TLS Session Receive
_—
————
Application close TLS session using nx_secure_tls_session_end() API TLS Session End
_—

9 Synergy TLSty2ayvTF—2078—Y—47 2R
3. MQTT/TLS ®HY > FILT7F)r— 3> (MQTT/TLS Application Example)

31 TFFUHr—arnWE (Application Overview)

OV INT IV r—varyaye s ML, YA — KO Synergy MQTT/TLS ¥ = — V&M L7-
Renesas Synergy™ 10T Cloud ##: Y J 2—3a v DFEL A ML —3 a2 TF, TEOHMT, 2077V
r—a NI 70 K7 asq & L LT Amazon Web Services (AWS) & L TV E£3, MQTT @ Thing (<&
J T A R) & AWS 10T Core DRI O FEREFEA X 72— AL LT, A =¥y NEZITWI-Fi £720%
AE-CLOUD2 % v FDHNYR— 5L T—Ry U= 2L ET,

ZOFEFITIE, PK-S5D9 F v bk E72i% AE-CLOUD2 ¥ v b £ 7213 AE-CLOUD1 % v F % MQTT &/ — K/
F (TAAR) & LTEMEL. AWS I0T Core ([ZEHRIICHGE L TH b OIREDfE (PK-S5D9 F v F DILE)
Fo3A AR — R Y OfE (AE-CLOUD2 % v bk £7-1% AE-CLOUD1 O354H) Z#iAH L. AWS loT Core 56
T —HEEEITVET, £72. H S D User LED state MQTT (=—¥ LED JKE MQTT) bt v Z 2V T A7
T4 7 LET, 2—YILLED RE~DOEREZ Y E— FTHRITTHZ & T, =—H LED @ ON/OFF (#UAT/iH
T 20 EZHZENTEET, ZOT TV r—ya VFEHEHED LED OREAFHEAH L, =—+ LED
@ ON/OFF 28]V x££,

R11AN0337JU0102 Rev.1.02 17/48 R—T
2019.05.07 RENESAS




Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure 7 59 FiE#&EY ) 1— 3y

32 YILITT77—FXTIVFrDBME (Software Architecture Overview)

IFOKIC, Synergy 7 77 R 7 7V r—ar ¥ Frradl=r MIETHY 7 b =77 —F
T FxvERLET,

Application Console Thread MQTT Rx Thread MQTT Thread

CEEEE MQTT Client

Framework

el ey NetX Duo Network Stack
Framework

Framework

ThreadX®
RTOS Shared

Interface . NetX Duo Network (Wi-Fi/
SARTORVER Ethernet/Cellular) Driver

HAL
oo

Synergy MCU

10 Synergy 2 37 FES7 TS —2a OV I I P77—XTIF >
T IV =g DERY T I T ariR—3%2 MIUTDOEBY T,

e MQTTZF4 7>~ (MQTT Client)
o NetXDuoIlP A% w7 & ZFOHMERDA =Ry MRWI-Fi HORT A Na v R—x2 b
o 1Y —L 7L —ALTU—2 (Console Framework)

ZOT7 TV =gt UToOT7 U A— g TIER SR TWET,

e 1 Y—)LAL v K (Console Thread)
e MQTT AL v K (MQTT Thread)
e MQTTRx AL v F (MQTT Rx Thread)
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321 avY—JLALw F (Console Thread)

DALy R, a~<wr RIA A 27 x=—A (CL) ICEETHEMANFELE S, ZOALy Ridayr
V=T L —AU— T EFAL, 3V — LT L — AT — V| LFEET L — AT — I BLIOREFOHME L 5
USBXCDC FNR_A AEV a—aryR—3%y MERLET,

DALy FiE, =P ANEHmPALT, EOT—F52NET —4 77 v a2l IFLET, RIFLEIE
HIT MQTT A L 7% %12 Synergy Cloud ##5t 7 2 EATL L 9 & 45 L S ITHAMLET,

ZOALy FTIE. UFOCLI 2wy RAEF L a v 2HATXET,

e cwiz
e Demo start/stop

cwiz 2w R4 7 a3 (Cwiz command option)

Zoavwr REFvarEHEALT, UTOREOWTANEERLET,

1. /=Y Ry FROWI-Fi R EORy NU—I A F T x2—A, BIXOENLIZEET S IPE—F
(DHCP/static)

2. 10T 7 7 7 RDER (Azure)

3. 7T anbDBIERED K T

4, A=a2—0DKT

Demo start/stop 2~ K47+ 3~ (Demo start/stop command option)
Zoa~wy REF v a raEMH LT, Synergy Cloud 8kt 7 € 2 FE4TH& T L £,

322 MQTT RALvw F (MQTT Thread)
THUFTFERHIEHA Ly R T, LTFOEZEREREL LI L £,

1 BEA 7 = —A (A4 —H %> MWI-Filt L7 —) OHIHHE

2. 10T 777 FA v ¥ 7 =—ADOHIH1E

3. BT —20HEAHLE MQTT hE Y 7 ~DOF —F OEHB 2B AT
4, ZIELTEMQTT A vt —V DX A FITHESNT2— LED OIRFE%E F

U= AT T TIRAERZ . — 3 CLI (2 demonstration start/stop 2~ > KEZANT D E, ZDA Ly RiZEM
W GHIE)ICa—FASA X b7 F 7 (user input event flag) DIRAEZ MR L 9, CLI 5
demonstration start =~ > RARRITINTHE. 2O AL v RIIERREFAOL—FIERENTE T T v =
Mo L, TOREIMEEHRLET, TONBENAGREGE. 2O AL v RiX Synergy Cloud #fi7 €
ZBMR L £, demostop =~ RBFITINTHE. ZOALy RiZI0T 7 70 KA U Z2 7 = — 2D T
HEBIROWET,

323 MQTTRx AL w F (MQTT Rx Thread)

ZOALy RiX, MQTT 7 r—7%— (broker) 225 3EE L7 MQTT A v — V2B L E, FHLW MQTT
A=V EZELIZRERT, MQTT ALy R3a2—H¥a—/L/\y 7 receive notify callback() %

EELET, TO%, Z0a— Ny 7 idkE~7+ (semaphore) ZiE L. MQTTRx AL v KiZZ Dk~
74 EEMINCAR—Y 7 LET,

FLOWMQTT A v tE—U %55 LEFFA T, nxd mgtt client message get () API ZfEH L TA v
T=VEHEAHL, TOA =V L, XELIEA =V A FITESOTREL 97,

R11AN0337JU0102 Rev.1.02 19/48 R—
2019.05.07 RENESAS



Renesas Synergy™ 75w kZ7#4+—4  Synergy MQTT/TLS Azure ¥ 5 FiEfHEY ) a—>a Yy

3.3 10T 259 FDOERE (Azure) (1oT Cloud Configuration (Azure))

3.3.1 Azure Web IR—A JL~ADY A > 7 v T (Azure Web Portal Signup)

Microsoft Azure X, =—V T L ICEEERAT I b2 1o 2 AR IREELEd, Z 2 Tlk, kROEIC

HETeATIC, Azure Cloud 4 —E A T12DT7 AT v FEBEIC/ERR L7z Z L 2 M8E L TWET,

Azure 7 7 v N EERRT HIZIX, Web 77 UV TULTFO U > 7 2B& £,

https://azure.microsoft.com/en-us/account/ 4D HFIHEZ AN L, =2 —F T H v hZAFR L ET,

L - FOAMERAMEET 27202, 7 LYy M — FEREZEBINT DO OHEHEAERINET, Ty 77
L— R&Ei L2WRY , SREAMMO Y Hid7 LYy b — R~Of& LS A, FEM
EASIL, FRHEICFAIBE LG, YA 7y 7 LB AT o v MBMERSIVE T,

{ERD © Azure Web 777 7 > b & 10T Hub Z{ERT DB, 2D R¥a A v MIBRfL TWH AT v 7 a v b
EEBEDORTNEG VRS TNHLZENBVET, 207 Y 7 FOEELZEDHBRITIT, ZD X
DIEWREL D AMREMEICERE L TS ZE WY,

3.3.2 Azure R—BJLT® loT Hub MERL (Creating an 10T Hub on Azure Portal)

1. [Microsoft Azure Portal] (Microsoft Azure 78— # /L) T, [All services] (T _XTCHOH—ER) &7 U 7 L

F£ 9, [Internet of Things] (£ / OA > % —> v k (IoT)) 77 3 > C, [IoT Hub] (10T /~7) % &
RUET, OTHWDIIZT 7 AT 520D AF v T ay U TFTORIIRLET,

ysoft Azure /O Search resources, services, and docs

All services | By category ~
Create a resource

All services ; .
4 Machine Learning Model Management PREVIEW

)RITES

INTERNET OF THINGS (19)

Dashboard .'.%-l loT Hub *

All resources <'> Function Apps *

Resource groups

&% Time Series Insights environments *

11 Azure @ IoT Hub
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2. loT Hub % [Add] GEAN) L CTHERRT 572912, [Desired 1oT Hub name] (7™ loT Hub 4 ). [Region]
(H135). [Resource Group] (V — A Z/L—77), [Subscription] (}t 7 A7 U v a )& ASTLET,
Z— YO T T 584, [Create a free account] (BEEL T 7 > b DAERR) &9 7 4 v RN
9, [Start free] (BEEIRHADOBAE) 227V v 7 LTHEEI T o> ME/ERLET,

Microsoft Azure /O Search resources, services, and docs

» > |oT Hub

“:‘* Create a resource loT Hub

Default Directory

All services =2 Edit columns C) Refresh

¢

No subscriptions in Default Directory directory.

FAVORITES
No resource groups v
Dashboard .
0 items
All resources NAME TYPE

12 FEDEZMHMZEZERAL T IoT Hub #{ERE

3. Choose the name of the 10T hub (10T N7 DZBHEIR) : 10T T ZAERT S I21E, 10T NT 4| %
fHFARENHY £, ZOLFNI. TXTO 0T AT ORI T—EDMIZTHHLERNHY £4, X 13
WRTHEASAT T DITELL T 22 E I L T &N,

Choose the pricing tier (ffi# L)L DIRIR) : S1- Standard (S1- FE#E)

10T Hub Units (IoT "7 D=y ’&): 1 (T 7 + /L 1)

Device to Cloud Partitions (7 /3 267 U R~DEERED/—T 1 ¥ a ) 4 Partitions (4 {HD/\—F 1 23 V)
Subscription (%7 X 7 U 7’ 3 »): Visual Studio Enterprise

Resource Group (U Y — X 7' /L —7): Create new GHTBL1ERK)

Location (Hi#%): West US (Japan (F 7= 135 Hds 12 hE > C ik 2 78 4R1) )
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* Name
My-New-loT-Hub v
* Pricing and scale tier 5

S1 - Standard

* loT Hub units @
1

* Device-to-cloud partitions @

4 partitions v

* Subscription

Visual Studio Enterprise v

* Resource group @
@® ™y -
(®) Create new () Use existing

My-New-loT-Hub-RG|

* Location

Morth Europe v

Pin to dashboard

B 13 Azure loT Hub @ Subscription (FF R4 1) 74 3 V) B8R

FERD  Azure AR —Z L C 10T Hub 2B 21213, B EEL £,
3.3.3 AzureloT Hub ETO T/ 4 AD4ERL (Creating a Device on Azure 10T Hub)
Azure 10T Hub Z334R L CBR &, UL TFOFIEIZRES T loT Hub ETTF A Z&21ERL L £97,

Microsoft Azure

Dashboard 4 Mew dashboard A& Upload

Create a resource

All services

All resources

ALL SUBSCRIPTIONS

*  FAVORITES © Refresh

= Dashboard

N8l Resource groups

. App Services

B 14 {ERLT=10THUb Y2 FTINRFvTFoay bk

R11AN0337JU0102 Rev.1.02 22/48 R—T

2019.05.07 RENESAS



Renesas Synergy™ 75w kZ7#4+—4  Synergy MQTT/TLS Azure ¥ 5 FiEfHEY ) a—>a Yy

1. [Explorers] (=7 A7 v —7) ® FiZ& % [1oT Devices] (IoT 731 A) 227 U v 27 LET, K16 DX H 7
HLWZ L—1FK (Brade) NFEREINET, HLWT/3A X% [oT Hub (21BN 572912, [loT devices]
(10T /34 2) 7 L— R T, [+Add] RZ > %27 U » 2 LE7d. [Add Device] (F/5A ZDEM) %2 U
74 % & [Device ID] (734 % ID) <° [Authentication Type] GEFEZ A ) DL D IRT A AT LT v
>/ (device credential) Z# AJJT 572 DFH L WT L— RRAE £7,

EXPLORERS a

B ueryexplorer

B (0T devices

15 10T Hub A®D T /34 DB/

EXPLORERS Y
B Query explorer |
| J You can use this tool to wview,
W 10T devices I
Query @
AUTOMAT W2 DEWICE MAMATEMENT i SELECT * FROM dewices WHERE
oo loTEdge

% |aT device configuration

16 loT Hub IZ:BMM&Eh=F/R4 R
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2. ZOT TV lr—vary /) —hD—@Ilo> TWAT 7 r—yary7uy=7 hOf4a . [Authentication
Type] GRAESX A 7°) & LT [Symmetric Key] (xIFR#E) 2 L £, L TOMITRT K9 ICHMORES
ANB I ONEIR L7=t%, [Save] ((R{F) A¥ %27 U > 7 LET, 1oT Hub LICHIIOT SA A2 {ERT&
FF, 10T Hub ETER L7727 A ZADARF v T gy M R18IRLET,

* Device ID @
I device I \/|

Authentication Type @
ROl G A 4,500 Self-Signed | X509 CA Signed |

Sutn Generate Keys @

Connect device to [oT Hub @

Enahle

17 TINL ADERE

add Q) Refresh @ Delete

2 Pricing and scale
B Operstions monitoring ‘_. You can use this toal to view, create, update, and delete devices on yourloT Hub,

35 P Filter

Query @
A Corificates SELECT* FROM devices WHERE
= Properties
& locks
4 Butornation script
e
B Query esplorer DEVICE ID sTaTUS LAST ACTRVITY LAST STATUS UPDATE AUTHENTICATION TVPE CLOUD TO DEYICE MESSAGE COUNT
W 10T devices

deviced Enabled Sas

® 18 R LI=TI A1 ADRF v T3y bk

3. [device](T/3A R), T 72bb [devicedl 22X 7L 7 Vw7 LT, UFOLI R LWVWT L— REE
T, DT NA ZADFEFME LT, [Device ID] (7734 A ID). [Primary and Secondary symmetric shared
access Key]| (774~ U &t H XY OxIFAEAT 7 & A§E), [Primary and Secondary connection
string) (77 A~V e b &V OB ITFS) R ERFRRINET,

Wi . TS AUTT 7V r—va vy EFETTH E XD, $ERCUTAI D EAE L= [Primary Key] (777
A~ V) & [Hostname info] (R A F&IEHR) WMEHESNET, T M REa~v L RIA4 A4
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Tx—AEEMLTRET S LEIC, IhHOFFMBABEH S EY, FMcoVn T, 4412 %
THA L £,

Haome * synergy- 10T dewices *> Device Details

ice Details

Device |d @

Prirnary key
tg+5hHIjeUgDjepGEc O dkXubukoueFIpcenMyylLd=

Secondary key @
sOBEMCB2qUACh/dY Ees DRYCG/UC +p3680 +e UET/3EU=

Connection string (primary key) @
HostNameisynergy.azure—deuices.netIDeuiceId:deuiceU;SharedAccessKey:tg +5hHMjeUgDjep GEc OOk XubukoueFIpceniyylL0=

Connection string (secondary key) @
HostMarme=synergy.azure-devices.netDeviceld=deviced SharedAccesskey=s0BEMcB2qUACHS dY b ORTCEC +p3 630 +4e IET/3E =

Connect device to loT Hub @

Enable

19 T/ ZADEH
ZHAT, 10T Hub ETF A ZDERR &R ENTET LET,
4. MQTT/TLS 7TV r— 3 >DEFT (Running the MQTT/TLS Application)
41 FaPxzy bOAUR—F, ELF, 8&UA—F (Importing, Building, and
Loading the Project)

FIEIZSOWTIE, Z D8y =B LT\ % [Renesas Synergy™ Project Import Guide] (Renesas Synergy
TuYxl b R— A K) (rl1an0023eu0121-synergy-ssp-import-quide.pdf) # 2 L, 7By =7 k% €2
studio (24 ' AR— R LTEL RBLXOFETLET,

42 AE-CLOUD2 ¥v FFEf=IX AE-CLOUD1 v FDR— FHR— bRv 5 —U%F
E)TiEM (Manually Adding the Board Support Package for the AE-CLOUD2
Kit or AE-CLOUDI1 Kit)

421 AE-CLOUD2 ¥v k

1L 7ry=27 bR Rpb, BSP 77 AL THD
Renesas.S5D9 PILLAR ARDUINO MODULE.1.5.3.pack #RDIF£7,

2. e’studio = —HFDGAE, UTOKIZRLTHL 7 7 A%, LFOEFIcay—LET,
C:\Renesas\Synergy\e2studio v6.2.1 ssp vl1.5.3\internal\projectgen\arm\packs

» This PC » Windows7_05(C » Renesas » Synergy » edstudiove21_ssp w153 » internal » projectgen » arm » packs »

Mame Date mod\i/fied Type Size
u Renesas 5309_PILLAR_ARDUING _MODULE1.5.3,pack 12120191245 PR PACK File 26 KB I
| | Renesas, 5509 10T_BOARD.1.5.3.pack 121291245 K PACK File 26 KB

Bl 20 AE-CLOUD2 v F®D BSP NNy Fr—C%0O—FK
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3. IARZ—HFDEE, LUTOMIIRLTHDL 7 7 AV &, LFOLHFICar—LET,
C:\Renesas\Synergy\ssc_v6.2.1 ssp_v1.5.3\internal\projectgen\arm\packs.

» This PC » Windows7_05(C) » Renesas » Synergy > sscw621_ssp w153 » internal » projectgen » arm > packs

-~
Marne

Date modified Type Size
| ] Renesas.S509 10T_BOARD.1.5.3,pack 1/21/2M912:45 P PACK File 26 KB
u Fenesas 5309 PILLAR ARDUIMO_MODULE..5.3.pack 1/21/20912:45 P PACK File A |

B 21 AE-CLOUD2 ¥vw F®DBSP /v —2%0O—F

FERL © ? studio % 7213 SSC 2 BDBPFUCA ¥ A h—/b LIHIA, /Sy /r—U% 2 U —T B BTG 217
USFT 2T 5 LER B Y £,
422 AE-CLOUD1 %w b

1. Yoy Z N2 )G, Renesas.S5D9 10T _BOARD.1.5.3.pack % L2 £97,

2. e’studio = —HVOHE, UTOKIZRLTHDLI 7 7 A /VvE, LLTOLATICa—LET,
C:\Renesas\Synergy\e2studio_v6.2.1 ssp_v1.5.3\internal\projectgen\arm\packs.

» This PC » M¥indows7_05(C) » Renesas » Synergy » eZstudio w621 ssp w1.5.3 » internal » projectgen > arm > packs »

Mame Date mod\i;‘ied Type Size
[ ] Renesas 5500 PILLAR_ARDUIMGO_MODULE.1.5.3.pack 1/21/20191245 PM PACK File 2B KB
C Renesas, 5500, 0T BORRD.1.5.3.pack 72172010 1245 PM - PECE File I |
22 AE-CLOUD1 ¥v b®DBSP /w4 —U%A—F
3. IAR=Z—HFDHA, LFOMIZRLTHL 7 7 A VE, LLFOHFTNICaE—LET,
C:\Renesas\Synergy\ssc_v6.2.1 ssp_v1.5.3\internal\projectgen\arm\packs.
» This PC » Windows7 05 (C0 ¢ Renesas » Synergy » sso_wBZ1_ssp w153 » internal » projectgen » arm » packs
MNarme Date modified Type Size
I b Renesas S509. 10T BOARD.1.5.3.pack 1/21/201912:45 M PACK File 26 Kﬂ
[ ] Renesas.3508_PILLAR_ARDUINO_MODULE..5.3.pack 1/21/201912:45 PR PACK File 26 KE

23 AE-CLOUD1 v F®DBSP/y4Hs—o&O—F

EEC : e?studio £721F SSC ZRIDBATIZA A h—L LA, Ny r—2% a b —3 5T 56
CEiTERET O LERH Y £7,
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43 HR—FOERHEA (Powering up the Board)

EIR A R — NI 572912, SEGGER J-Link® 7 /N v % PC It L. "— K% PC @ USB 7R— R Z

BHLT, TNy 777V r—va B T L) AT, UTFTOFRIEEZFERLET,

1. PK-S5D9 " — Ri5 LY AE-CLOUD2 A — R4, & L Tu\v% USB 77— 7 /L ® Micro USB =2 r 7 ¥
% . PK-S5D9 7R — K J19 =2 % 7 # (DEBUG_USB) %£7-i% AE-CLOUD2 7R — K J6 == % 7 ¥
(DEBUG_USB) (2 f5#¢ L £,

USB7r—7 VDb 9 —FDaxy ¥aza—F@PCOUSBR— MIEHRLET,

HEF : 2% v hE, SEGGER J-Link® On-board (OB) % A > R — N5l L TuvE 9, J-Link 13,
PK-S5D9 7R — K3 L TN AE-CLOUD2 AR — FDETDTF Ny JHGEL 71 /T I o JHRER FHL L
7,

2. AE-CLOUD1R— KRiZoWTlE, fHgo 10 7F v MRV 7 —7 /1% AE-CLOUDL R— R J2 =
X7 B LR L, m—T LD 5 —F&fFEO J-LinkLite D 10 B~ I L £4, USB ¥ —7 L
DHLHI—FHDary XuE, 2—FDPC O USB R— MIEEH LET,

3. PMOD ~X—Z® GT-202 Wi-Fi € ¥ = —/L% PMOD =t 1 7 # |45t L £ (PK-S5D9 D4, PMOD-A
WCHEERELET),

4. AE-CLOUD2 % v b #{fH94 A4 . AE-CLOUD2 Arduino Connector @ BG96 /L7 — 3 —/L K& 5k
LET, RIZ, BT =T o7 F %2 LTET VT Fax 7 ZIZRY T TH5, GPS 777 % BG6
=V RDGNSS 7 T Fax s ZIZEY £,

5. 2%&%HB® MicroUSB 7—7 V%, T ¥y ML U TUTOax 7 2 IZ8wELET,

—AE-CLOUD2 R — K% L < I AE-CLOUD1 AR — R J9 =t x 7 &

—PK-S5D9 R— KD J5 =2 7 &

USBY7—7 LD ) —Haa—HFDPCOHDUSB R— MR LET, T 7 ar Yy — Lz
A+ 57201 ETT,

4.4  Azure loT Cloud ~D#E#HE (Connect to Azure loT Cloud)
LIF O, Synergy Cloud 8t 7 7 U r—> a7y =7 %37 L, Azure loT Cloud ([ZH4ft 9% )7
HEERLET,

ER . ZOBMT, 33FOFIEAZMH AL T, Azure loT 77 7 FOERE E . Azure 1oT Hub (& bW 7-5F
NRAZADEY T v 7TNETLTNWAZEZEEL TCWET,

o UUTOHHTIE, 77U FEFIHERAT AL L Z 72— A S L TAR— RERET IO a<w R
SA AT e—A (CLI) OFEAFEEZRLET,

o HHALTWAR—KRTOT Y r— a3 OFETHIC, —EoERIZOEWTn—FEEO A v ¥
Txz—A (f—%xv b, Wi-Fi, 23T —) AL TERATEEST, 2—FFIT7 7Y
=2 a VOFTOBRIER LI NA v X T 2= ADBREEBRMLETT, A —Y %y bEHHTS
AT, Wi-Fi £33 v T — i3l CE EFH A, DA X7 2 —ADOBREIZOWTHERET
7,

o FRENTWACLI A F v Fvay MM, BAT—%FHTX2 PK-S5D9 R — R L AE-
CLOUD1 AR—FED X oz, #MATER2WEERH £,

R"—F 1—9Ry b Wi-Fi IS —

PK-S5D9 PAR—FEND PR—FENLD FAR— kSN
AE-CLOUD1 PR—-FEND PR—-FEND FAR— S
AE-CLOUD2 PR—-FEND PR—-FEND PR—=FEND

1. FEINORETLTCWRWES, 3EOFIELZE T S8, 43 F|THA TPK-S5D9 ¥ v FH DX
AE-CLOUD2 % v F & 5\ AE-ALOUDL ¥ v FOEFRAZEAL, Yudx” h2r—RLTLFEE
VY, F v h® USB Device "— k&7 A k PCIZHiHE L £ 3, Windows 10PC #fFH L TW A5, v
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MIUSB U 7T A AL LTHBMICHRH SLET, Windows 7/8 PC 2 H L CW o854, BLF
DA VA=A KB L, Synergy USBCDC R7 A4 32— KL TLEEWN,
https://www.renesas.com/jp/ja/products/synergy/software/add-ons/usb-cdc-drivers.html

2. TeraTerm D L 5 U T Nay ) —L7 FUr— g %B %, PK-S5DY/AE-Cloud2 & » MCHEE L £
7T, TeraTerm OF 7 4 /L F&REIL8N-1L (T —FE8E Y b, NUT472L, Ay FEY MLIEY )
Thbh, A—L—F (baudrate) I 9,600 T9,

3. F—FR—FDOEnter ¥—%2MLET, YUTAaLY— L TOLYRTar 7 "RFERINET,

|

24 ARV R4 Favrr

HEE : AE-CLOUD2 X v &AL TWAEAS. BL5—0FF 4 (Cellular Modem) & GPS O#IH{LE T
PELET, T~10B000 £7,

4, X—AKR—FD 2] F—%2MLET, ULFORIZRT I, EHAMRE/R CLI 2~ KA T v a Rk
IRENET,

»7

Help Menu
cwiz @ Hetwork Cloud Configuration Menu
Usage: cui=

demo : StartsStop Synergy Cloud Connectivity Demo

Usage: demo <stavt> <{stop>

21 AT A=a—

441 SRED 1Y —FKA=—a1— (Configuration Wizard Menu)

U T aary—ib (serial console) (2 lewiz] 2~ KZAS L, Enter F—%2 L CHRTEA == —IB
TLET, Zoa~<r I, )Ry hU—7 A4 F 7 =—AX2) Azure loT Hub Service D% iE, £723) N
W7V alBEESNTOVBLURIORED X > T 44T ) DI L £,

Fowiz
HiHH T Main Menu H#Hd#HHEEHEEEEEEET T

1. Network Interface Selection

2. Azure IoT Hub Configuration

3. Dump previous configuration from flash
4_ Exit

Pleasze Enter Your Choice:Z>|

26 EA=a—

4411 RYPFPIT—94227—ADRR (Network Interface Selection)

Fy NT—=I A BT 2—AERETHIZIE, REA==2—TC 11 ¥—%2HLET, 2077V r—va
vraY e NCERATRER R Y NI = A B T 2 — AT a D—ERERINET, BIEETIO
TV r—varid, A=Y %y b, Wi-Fi, /L7 — (AE-CLOUD2 % v h & HT258E) DK% F% v b
U—JBEAS BTz — A5 Y R—F L TWET,

FRE: A—YHRBRRTEZRYEITI—=HI L4287 =R (&, —EIZ1DDHTT, =& ZIX, [Ethernet]
A=Yy k) ZBIRL-IBE. [Wi-Fi] ¥ [Cellular] (LS —) XERTEELA. HBLREAKTT,
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BIZIE, =R T ROEREDOA L Z T2 —AE L TA =Ry bRy NI —T A H T 2 — ADRIE
PRI L7256, 44127 ( Azure 10T Core D% E (Azure 10T Core Configuration) ) #EEZR L ET,
Wi-Fi B XL T7—DFE B FEEETT,

Fowiz

HEERiaaidia aididiidiaisdisy Main Menu #HHaddadtganitann iy

1. Metwork Interface Selection
2. Azure IoT Hub Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>1
Metwork Interface Selection:

1. Ethernet

2. Wi-Fi

B27 rRybI—04205837x—RABRAZ 02—

1) A1—YRY PR FIT—I4 22T —RADERE (Ethernet Network Interface Configuration)
A=Y Xy bRy NT—7 OFREZRINT 5121, [Network Interface Selection] (v h T —27 A X 7 = —
ADFR) A ==2—T, 1] F—ZMLET,

IP7 RUAREE— NBIROTLODH T A =a—nFK I E7, [IP Address Configuration Mode] (IP 7 K
VAREET—R) 2R ET, BRLIA—V Xy PREHBIINHB T 7 v 2 llRFSET, % T,
BEZOHET 2B ZOREHEXMEH S E T,

>ocuwiz
BLEAIE ISR AR N R R AR Main Menu HidEHHEEHEHEEAREHEH TR

1. Metwork Interface Selection

2. Azure [oT Hub Configuration

3. Dump previous configuration from flash
4. Exit

Pleasze Enter Your Choice:>1
Metwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Pleasze Enter Your Choice:2>1
Entered Hetwork Interface: Ethernet

Enter IP Address Configuration Mode
1. Static

2. DHCP

giease Enter Your Choice

H28 41— RY rRYPI)—DAL VB TI—ADREA=2—

>
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(2) Wi-FiRry FD—94 227 —ADEEE (Wi-Fi Network Interface Configuration)

Wi-Firy NT—2 %A # 7 2—RA L LTERINT SI21E, [Network Interface Selection] (x> N7 —2 A >
BT 22— ADER) A==2—7T, (2] F—%2MLET,

rowis

T St 1 Main Menu #EHHEHEGHETEGHETETHETYE

1. Metwork Interface Selection

2. Azure IoT Hub Configuration

3. Dump previous configuration from flash
4. Exit

Pleaze Enter Your Choice:>l
Metwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4_ Exit

Please Enter Your Choice:>2
Entered Metwork Interface: Wi-Fi

Wi—-Fi Configuration
Enter the SS5ID associated with the Metwork
>

29 Wi-FiRY FI—D AL VB3 T —ADBEA =2 —

R11AN0337JU0102 Rev.1.02 30/48 R—
2019.05.07 RENESAS




Renesas Synergy™ 75w kZ7#4+—4  Synergy MQTT/TLS Azure ¥ 5 FiE#HEY ) 1—> 3

v
Wi-Fi % EEH 2 A1+ 572912, [SSID]. [passphrase] (#¥4 7 L—X), [Security type] (E¥ =V T 1 % A
7). [IP Address Configuration Mode] (IP 7 R L AREET— R) R EDF T a URFRENET,
B L7z Wi-Fi iREHE RN T 7 v V2 IR FSNE T, ®%IFE, BEEZHIET 2B 2 6 O EHR
EREHENET,

Fowiz
LM IBiEISIRIBINIE EiNiBiRig N Iiniz] Hain Menu #i#HEHHEHTEHTETTEIHHEHH T

1. Metwork Interface Selection

2. Azure IoT Hub Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter ¥Your Choice:>1
Metwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Please Enter ¥Your Choice:>2
Entered NHetwork Interface: Wi-Fi

Wi—-Fi Configuration
Enter the S85ID associated with the Hetwork
>

vizitor

Enter the passphrase
*Renesas123@

Enter Security Type

i. UWEP

2. UPA

3. UPA2

4. HNone

Fleaze Enter Your Choice
>3

Entered Security Type: WPAZ2

Enter IP Address Configuration Mode
1. Static

2. DHCP

Fleaze Enter Your Choice

Metwork Configuration stored in
HH Main Menu iHHHHHEHEEE IR HE T

1. Hetwork Interface Selection

2. Azure IoT Hub Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice: 2]

B 30 Wi-Fi &%E

>
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Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

Q) BLSF—Fy NT—I A4 ET7—ADORE (Cellular Network Interface Configuration)

BALT—Ry NU—D %A F T x— AL LTEIRT HIZ1X, [Network Interface Selection] (v N7 —7 A

VHET 2 —ZADER) A =2 —T, 3] F—&MWLET,

UTOMD XS 722 >OBRE (K72 a ) BERSNET,

o A7 ar1L:SIMTubYa=27 (SIMprovisioning) OHE, 1) EANLET, Z0OHAE. SIM
N—REBRICHREL THLZ L2 HELTWVET,

o A7zl 2:SIMEE (SIMconfiguration) D4, 12) EAJILET, ATV oA U X T2 — A%
AL THH SIM B — RERETL2HE. 2047 v a 3 TT,

Powering up BG?6 Shield....Done
Initializing GPS: done
Jocuiz

Hi gttt Main Menu #i#g#gdiigags gt

1. MNetwork Interface Selection

2. Azure IoT Hub Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:l
Metwork Interface Selection:

1. Ethernet

2. Wi-Fi

3. Cellular

4_ Exit

Please Enter Your Choice:>3
Entered Metwork Interface: Cellular

it tataiiitt Cellular Modem Config Menu H#HiHHEHEHEHEHHGHY

1. Start Provisioning
2. Start S5IM configuration

B 31 #ILS—DEE

>
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Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

(@ F7REYa=2JoORtkA 7 3> (Start Provisioning Option)

[Cellular Modem Configuration Menu] (E/V 7 —DET AR EA =2—) T, UTFTOKD L HZAH T a
[1] Z334R L. [Start Provisioning] (72 Y a = 7 ORR) b7 A ==2—|Z AV £,

gttt Cellular Modem Config Menun HEHHHLHHHHBLHHHLH

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 1

GCellular Provisioning

Enter the APN associated with the Cellular Provider
>m2m.com.attz

Egter Context ID: Ualid range iz 1 to 5.

Enter PDP Tupe

i. IP

2. IPU4UG

Please enter your choice
pal

Entered PDP Type: IP

32 #L5—ETLDTOEY I =V AZa—
A7V —=ray ME, AT&T CKEO® VT —H3EH) O SIM I — KT 5 [Cellular] (E/V 7 —) D
FEHEAAZRLTOVET, EBEIZ, HFEOBLIT—FEEDOLDIEDETIEE N,
BT —REEEEZ AT 572012, [APN], [Context ID] (=27 % A I ID), [PDP type] (PDP % A ) 7¢
EOF T a v RRRINET,
JEFC : [APN name] (APN 4). [Context ID] (= > 7 % A I ID), [PDP Type] (PDP % - ) i%. Cellular Service
(BT =% —btR) T ZhbffianEd, BIICZnoOFREZEEL T 2546, CLI 2{f
AL TENLDEREATILET,

BIRLCBL T —REHB BN Y 7 v v allRFSNET, BT, @EA 7 7 =— 2208+ 551
INOLOREHEANMEMN S LT,

(b) BEE:HEHTASIMI—FEREL., BATF—ETLDFR bV a=r RETLTVSESICIT
4411 EBDOR)DL)EEZAFY L THENENERA, SIM ORERBA T3> (Start SIM
Configuration Option)

[Cellular Modem Configuration Menu] (t/V T —DET AR EA =2—) T, UTOKD LI AT a
[2] Z3ER L. [Start SIM Configuration] (SIM 5% E DBRLR) 7' A =2 —IZ AV £7°,

Eit: 77— 0xzT BRI 779 RTEAT—T V=AU —F A4 AX L ZAEBL DT, [Cellular
Configuration] (/L7 —f%iE) A =2 —IZADITITE A E L £7°,

ittt Cellular Modem Config Menu H#HHEHEHHHEHETTEH

1. &tart Provisioning
2. Start SIM configuration

Enter Your Choice: 2
Opening Cellular module instance....done

Haunagngagiidtit Cellular Configuration Menu HEHHHHHHHHHHHHHHHT
1. Manual Config wzing AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter your choice: ||

K33 EILS—DEREAA=—1—

>
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Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

IOF—RTAHF a1 2@RTE5E, ATa~< 2 Ry =Lb®2— RBEEd, 22T, H0 AT 2=
VREANL, EREITHOZENTEET, £/, BAT—HP—ERTa XA EBNEL L TWBIEFICE
DE,HBEOAT A~ a7 7y a AR VIRGETLHIEHTEET, A7 var R 28RT5L&,
HEEGFE L AT a2~ RU R NERELET,

Tt : 77— U7 BRI T RTCELVT—T =AU =0 A L AX A% DT, [Cellular
Configuration] (/L7 —f%/E) A =2 —ICADIZIFBEMEZHE L £,

F 7 a Il ZRIRLTAT a2y R = V2T 2 FEREE— FICALZ, 73 a v [2] Z@&RL
THEAMRFELIZAT 2~ FU R MR OBRIRAZIT) HEIREET— FITALZZENTEET, 20U X M,
FTFEHELITV. TORICEKLET,

AT a<> Ry = &2EH L-FERE (Manual Configuration using AT Command Shell)

A7 ar [l OHAE. LTFTOLIICAT a~v 2 Ry = /VIZAY 7, SIM A — RERET L7201, &F
SERATavr RERTZENTEET,

BG6 N T —EFLZEHLTCSIMI— RO abt a2 ETHEZOORXR—RAT 4L LT,
Renesas WABI L CWABLUTDOF Ly UR—ZADFTHEESZML T I,

https://en.na4.teamsupport.com/knowledgeBase/18027787

Please Enter Your Choice:=2>3
Entered Metwork Interface: Cellular

gttt Cellular Modem Config Menu HHEHEHHEHE T

1. Start Provisioning
2. 8tart SIM configuration

Enter Your Choice: 2
Opening Cellular module instance....done

#Hiuagtigiiiit Cellular Configuration Menu HitHiHdHHEEEEEEHES
1. Manual Config wsing AT cmd shell
2. Auto Config from Pre-stored AT cmd list

Enter your choice: 1
Entering AT command shell. Type ‘exit’ to terminate the shell

at_shell>>|}

34 ATaAY RV L

>
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Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

AT o~ Ry VZ2 RT3 5120%, Texitl] £k TEXIT] a~> FE2AALET, UTFTOKD X 5T,
AT o~ RERETLINE S hEa3hbivEd,

Please Enter Your Choice:>3
Entered Metwork Interface: Cellular

Hagataigiiitit Cellular Modem Config Menu HiHHHHHGHHEHEHE T

1. Start Provisioning
2. S8tart SIM configuration

Enter Your Choice: 2
ODpening Cellular module instance....done

gt Cellular Configuration Menu HUH#HRHHHHHHHHHHIEHE
1. Manuwal Config using AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter your choice: 1
Entering AT command shell. Type ‘exit’ to terminate the shell

at_shell>>AT
0K

at_szhell>>exit
Do you wish to store the AT commands for vour carrier? [Y-H1: |}

35 ATaATY Rz VOMERAE
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Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

AT o~V FORFERBIRL, #Tihb0a<r FEFEHLT, HTLWSIM I — FOHBIREZITE 9
ET2%E, Y EANLET, 20HE, UTFTOROXHIZ, AT a~ 2 ROEME AT D L )10k
RENET,

Please Enter Your Choice:}3
Entered Hetwork Interface: Cellular

Hunttniatitiitd Cellular Modem Config Menu Hit#fHidtdisitiis

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 2
Opening Cellular module instance....done

gttt Cellular Configuration Menu HHEHHEHEHHHEHEHHHEHT
1. Manuwal Config uwsing AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter your choice: 1
Entering AT command shell. Type ‘exit’ to terminate the shell

at_zhell>>AT
0K
at_shellX>exit

Do you wish to store the AT commands for vour carrier? [¥-/N1: ¥
xxxx Start Inserting AT Commands. Type exit to terminate??? seesesx

AT Command: cgdcont=1_.""IP"."m2m.com.attz"
Rezponze <case sensitivel>: 0K

Response Wait time in MilliSecond=s: 1888
Retry Count: 5§

Retry Delay in milli—seconds = 168

iR R R R R R
AT Command: cgdcont=1,"IP",."mZm.com.attz"

Rezponse string: OK

Response Wait time: 18688

Retry Count: 5§

Retry Delay: 1686

iR i i i R R g i i
Do you Want to save this AT Command 7 [ys/nl: ¥
e Start Inserting AT Commands. Tupe exit to terminate??? s

AT Command: exit
LB EIRIRIMIMININIBININIRIRIRiNiNiNIS MHain Menu #HiffHiHHE T ]

1. Hetwork Interface Selection
2. Azure IoT Hub Configuration
3. Dump previous configuration from flash

36 ATaAvY Y KRV ILEFERALEFEBIETE—FRE
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Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

HHRGELEZ AT a~<v > FU X Mk 2 BEERE (Auto Configuration from pre-stored AT command list)

[Cellular Configuration] (£/v 7 —®DFXE) A ==2—T, U FDOHO X H AT 3 [2] IR L, [Auto
configuration from pre-stored AT command list menu] (FRifRTFE L7 AT 2~ KU X M GE8ERE21T5 BEH)

WE) A==2—IZAD £T,

Please Enter Your Choice:=2>3
Entered Metwork Interface: Cellular

ittt nittiit Cellular Modem Config Menu #SiHHHHSHEHHIHEHETE

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 2
Opening Cellular module instance....done

ffiiiaididgigit Cellular Configuration Menu HEHHHHHHHHHHHHHHTH
1. Manual Config using AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter wvour choice: 2

g TS Cellular AutoCifg Menuw HHEHHHEHEEHEEEEEEH
1. Autocfg wsing stored user’s AT cmd list

Enter your choice: 1
R H R R R RS R R T R R R R
Command: AT

0K

37 ERMRFLEAT O FUR A GERZTS BEIRE

HARIFELIZ AT a~ > KRBT —ET DIEICIEE SN, T LANLDORENRa Y —)v Y 0 v RUICE

RENET,

R11AN0337JU0102 Rev.1.02
2019.05.07 RENESAS

37/48 R—T




Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

4.4.1.2 Azure loT Hub M (Azure loT Hub Configuration)

O T, 33T L= FIEABEIZEST L. Azure Cloud Platform N TF S 2 &{ERL L., 44.11FT
FHSNTOWAFEHLZVIEEA VX 72— AOERPET LI EE2BELTWES, FEEHRL TV
WA, BICEDRNZ, 33 BB L4411 ETHHAIN TV A FELZZE T IETIE I,

UTOMO X 512 [Main Menu] (A A > A==2—) T, [2] Z# L. Enter ¥—% 1 L T Azure Cloud loT
Core ' —E R &ZFE L £,

Fouwiz
gty Main Menu Hi###ddgaiiisaiitisniiis

1. Network Interface Selection

2. Azure IoT Hub Configuration

3. Dump previouwus configuration from flash
4. Exit

Please Enter Your Choice:>2
1. Azure IoT Core Setting Menu

2. Azure CertificatesHeys Setting Menu
3. Exit

Please Enter Your Choice: 1]

38 AzureloTHub R A =a1—

(1) AzureloT Core E8E A =a— (Azure loT Core Setting Menu)

[Azure 10T Core configuration] (Azure 10T Core % /&) A ==—"T 1] & Enter ¥—% L. Azure loT Cloud
DFEEZATVE T, [Azure 10T settings] (Azure 10T R E A == —) 121X, LFOKIZE RSN TS L1,
LTFOEREATTT DO T arBndbb 7,

Fouwiz
LLEIS IR IS IBiFi8 B IBISIBIEIHISISIE SIS Main Menu Hid##tddaiiigaiisaiiis

1. Network Interface Selection

2. Azure IoT Hubh Configuration

3. Dump previous configuration from flash
4. Exit

Pleaze Enter Your Choice:>2

1. Azure IoT Core Setting Menu

2. Azure CertificatesHeys Setting Menu
3. Exit

Pleaze Enter Your Choice:xl

Azure Cloud Settings Menu

1. Enter Azure Endpoint information:
2. Enter Azure Device ID =

3. Enter Azure Device Primary Hey:
4. Exit

Please Enter Your Choice:>

39 AzureloTHub FINAf ABEA=—a1—

>
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Renesas Synergy™ 75w k74 —J.  Synergy MQTT/TLS Azure ¥ 57 KRV ) 1— 3>

ERD
1. A7+ = > [1] @ [Enter Endpoint Information] (= > RARA > MERD AT)) 23R L7854
ToTHubName’.azure-devices.net] & AJJLFE7, ZOFERIL, 754 AFFEHORAF v 73w b
(K19 % ZH) ICERENTND X I, 10T Hub EDOT /31 ZAERRO—E & L CHERR S 7= 2
LTINS T L ENTEET,
FFL . TloTHubName] (X 10T N7 DARITTY,
2. 4+ 72 3 > [2] @ [Enter Device ID Information] (7 /34 A ID 1§D AT)) 28N L1254
Deviceld] & AN LET, ZDIEHIL. [Device details] (7 /31 ZFEM) OV T2 F v Fiay
FR19ICERSNTND L DI, BHFIINORGET LI L TEET,

3. 47> 3 > [3] @ [Primary Key Information] (77 1 ~ U #D1EH) 28R L7=54.  [Primary
Key] EATTLET, ZoFEHiT. K19 DAF v 7 3 v Fo [Device Details] (7734 A M) (2
TRINTWDH I, R IFIPORAETHZ b TEET,

4, LEO—FELTAT v Ty ay MURERTWS Azure 7 LT > v VIERITZY > AR TH
DVFELVA ML=y a Y ORMOEZOETOLOTT, ZHHOFERIT3IIFZEDO L LTERL
LTy MEREEBIHERSNAMNERS Y 7,

5. Azure IoT RED AT w7 a vy bEUTOX IR LET,

>ouis
LIgiBiaiE s Figiaiaiaisisiginias s Main Menu Hift#HHHEG ]

. Network Interface Selection

. Azure IoT Hub Configuration

. Dump previous configuration from flash
. Exit

Please Enter Your Chodice:>2

1. Azure IoT Core Setting Menu

2. Azure CertificatesKeys Setting Menu
3. Exit

Pleaze Enter Your Choice:>1

Azure Cloud Settings Menu
. Enter Azure Endpoint information:
. Enter Azure Device ID :

. Enter Azure Device Primary Key:
. Exit

Pleaze Enter Your Choice:>1
Enter Azure Endpoint information: synergy.azure—devices.net

Azure Cloud Settings Menu

1. Enter Azure Endpoint information:
2. Enter Azure Device ID :

3. Enter Azure Device Primary Key:
4. Exit

Pleasze Enter Your Choice:>2
Enter Azure Device ID: deviced

Azure Cloud Settings Menu

1. Enter Azure Endpoint information:
2. Enter Azure Device ID :

3. Enter Azure Device Primary Key:
4. Exit

Please Enter Your Choice:>3
Enter Azure Device Primary Key: tg+3-hHdJ4jelgDjepGEcOBkEubuKoueF3pcenNY yJLA=

fAzure Cloud Settings Menu
. Enter Azure Endpoint information:
. Enter Azure Device ID :
. Enter Azure Device Primary Key:
. Exit

Please Enter Your Choice:>

40 Azure loT Hub D TFNA ABREDRF v T av bk
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4.4.1.3 Azure DFEEAF/RBDETE A — 21— (Azure Certificate/Key Settings Menu)

[Azure 10T Hub configuration] (Azure 0T N7 E%E) A ==—"T [2] & Enter ¥—%ff L, [Azure
Certificate/Keys] (Azure G E & §f) O EZITWVET,

[Azure Certificate/Keys settings Menu] (Azure FERIE/FEDFRE) (21X, /L— b CA (REAER) & .pem JEZUTAT)
THEOOF T arnb £,
ZOT7TVr—=varyuYe s FO—fHELTHBLTWOHHOENEL T A b7 0 ¥ THE, =
E—=L Ty Y7 vasry — VB AT, Enter F—Z2 L £,

Azure Cloud (Z%t)&d %5 /Lb— b CA GEBHE (azure_rootCA.pem) (X, /Sv 77—y O —fE LR STV
EJ e

Fowering up BG?6 Shield....Done . . )
Initializing GPS8: done Tera Terrm: Clipboard confirmation

>ocuiz
s Mann ittt i - BEGIM CERTIFICATE----- ~
DIIEIZ SIS RN idiRNIg g iAiEE M 4| isinididiziyisidiy I oK I
ain flenu MIIDder CAl nAwIBAGIEAgAAUT ANBgk|
1. Network Interface Selection RTESMB&GALLEChMIgmFsdEikb3aIMRRy
2. Azure IoT Hub Configuration WQODEXIC W0 LvermlgQsizy JUenz (Camez

3. Dump previous configuration from Flash EEIESIGRNE)EVIANE SRR RGP et L]
4. Exit ZTETMBEGA1UEC:MKQ3Zx W cnzdDEM

¥HI1e3QgUmIwdDCCASIWDQY IKoZThwh
Please Enter Your Choice:>2 M XECTymeS 1 CnideivgLGws LuCkyma;
1. fAzure IloT Core Betting Menu 7340 5sBUNUIdIMEjSesUyi L agnnc+gR Ol
2. qure CertificatesKeys Setting Menu MY CO e Py ISy CEIVMCPCPWELE
3. Exit SMO-HEgYEILTAE 1 kC 1 FkYmEP 1 pheP gl

de93UkIzyZ AsuT 3l SNTPx Bk CFeESkpve s

Fleaze Enter Your Choice:-2>2
>

<

CertificatesKeys Settings Menu

1. Enter rootCA Certificate
2. Exit

Fleaze Enter Your Choice:->1

Enter rootCA Certificate: <paste r»ootCA and Press Enter key>

E 41 MBAE/BOBREA=—21—

=

=
HoMND X

=)

=

=
=
2

=
5

=
=
=

=

42 AzureloTHub @IL—F CADRF v TFTav bk

BN LR EEADPAT 7 7 v V2 IREFESINET, % T, 751 A0 Azure loT Hub I8 3 2B 2 @
REHEBMNMEAINET,
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4.4.1.4 VPRIOBRED S > T (Dump Previous Configuration)

[Main Menu] (A A v A=a—)nbA 7 ar Bl Z&IRTLHE, UUFTOK DL HIZ, URNTER L2 v
rU—27 R, Azure loT HUb " —E AR EDKEA T a VNI 7 7 v amb X o FINET,

RiEidisibiditihiziiiaiziinididinid] Main Menu #HtHHHHHEE T R

1. Hetwork Interface Selection

2. Azure IoT Hub Configuration

3. Dump previous configuration from flash

4. Exit

Pleaze Enter Your Choice:>3

HH R ] Flash Dump Starciiftbgii b i g g

Metwork Interface selected: WiFi
: DHCP

WiFi Configuration
881D

: wizitor
Key : Renesasi123@
Security = WPA2

Azure Endpoint: synergy.azure—devices.net
Azure Device ID: deviceB
Azure Device Primary Key: tg+S/hHJ4jelgDj6pGEcOBkEubuKoueF3pcenNY yJLA=

Hunnpananitiait Flash Dump End #SEEHESHIHEIEHHE ST

REREE Main Menu HHEHEHHEEHEHIHEEEEREEH T

1. Network Interface Selection

2. Azure IoT Hub Configuration

3. Dump previous configuration from flash
4. Exit

Pleaze Enter Your Choice:>

M43 BEA=2—DFVT
442 TEOBRWKMTATF (Demo Start/Stop Command)

Synergy Cloud £t 7 7'V r—< a » OFT € ZMET 5I121L, CLI =22 Y —/L T [demo start] =~ K%
AN LET,

»?
Help Menu
cwiz : Hetwork Cloud Configuration Menu
Usage: cwiz

demo : Start-s5top Synergy Clowd Connectivity Demo

Usage: demo <start> <{stopr

>demo staprt
*Initializing Metwork Interface

B 44 Azure TTEZEZELT
TV r—v a7 b—hU—7F, FAICRELERX Yy NT—I A H 72—, loT —ERARED
EFEA T a BN 77y vanbimtAH L, TNOLOREDOZLHEBRIELE T, NERRYRIGE.
TV = a7 =T =73 xy NI—I A2 72— AEHHE L, Azure loT Hub ZfEH L T
MQTT e & et LE 7,
ZOT TV = a3 EMP G I AT v L, ANAXR T T T OREEHR L ET,
CLI|Z [demo start/stop] Z~Y KEANTDHE, 77 7ORENREY hENTLIZRY EF, 2—WF
2N Tdemo stop] 2~ REANTDHET, ZOT7 7Y r— a3 XL FOKREZ EIICFATLET,

1. BRIZESWT, BEA VX 72— (A —YFy FERIZIWI-Fi £7213E07—) oj#1L,
2. Azure 10T Cloud A > % 7 = — Z D ¥k,

3. BB TF—Z DA LE MQTT hE v 7 ~Dt ¥ F— & O EMRI 21T,

4. ZZ L= MQTT A vt —Y D% A 72K T LED OIRAE % F 4T,

>
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[demo stop] 2~V RBWITINTGAE, 10T 77U KA U F 7 2 —AD T D%, MQTT A v&—
CORITEEIEL, BOOWNHF 2 —ICRFSNTOLHREFO MQTT A vE—Y 3 _XTE2 27 U7 LE
j—O
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45 TEODHESE (Verifying the Demo)

PLFOFBICHE, 2@ Synergy Cloud #2ft 7 7"V r—> a7 vy =2 bOKREZHER L T EEW,

A0 3.3 FEDOFHICHE S T, Azure Cloud 10T 70 7 > s OER%. Azure loT Hub I8 b8 72T A4 2D& >
cT o7 Ry NT—T I LT VORE. CLI L7 Azure loT GEBAEO/ERL. 77V
r—varadad hOa XA E PK-S5D9 % v k3 AV T AE-CLOUD?2 3 L. O AE-CLOUD1
Xy hA~DF T a—RRFET LTSI EEEELTHET,

45.1 Synergy Cloud ## 7T EMD=XEFT (Running the Synergy Cloud Connectivity

Demonstration)
TOT I I —a rDFEEETTAHICIE, YU T ALY —Z [demo start] 2v 2 RE AN LE
R
[demo start] #FEITL7-%. UTOBEBOLIIZ, ZOT7 7V r—vaiixy hKI—J A4 X T =—
ADFE, Azure 10T Hub & O OReSL, EMIR G R BT —X ORITEBB L ET,

>
Help Menu
cuwiz @ MNetwork-Cloud Configuration Menu
Usage: cwiz

demo : Starts/Stop Synergy Cloud Connectivity Demo
Usage: demo 4<start>~<{stopr

>demo start
*Initializing MNetwork Interface

Waiting for IP address.done

IP Configuration

Interface : Ethernet
Mode : DHCP

IP Address : 143.183.16.38
Hetmask : 255.255.255.128
Gateuway - 143,183 .16.2
DHCP Server : 143.1083.10.56

DHS Server : 143.16A3.18.62
B3 B BB B B B B

Initiali=zing Cloud Interface:Enter MQTT Azure open
connection to MQTT Endpoint Successfull

Subscribed to the following topics
devices deviceB- messages/devicebound i

Publish to the following topic
% iothub twinsPATCH properties reported ?5rid=08
i

“"xacc" : "-BA.A9".

Ilyaccll H .'8.34.',

Ilzaccll H .'9.96.',
"temperature' : "94_.33",
pressure’ : V997,72V,
“"humidity' : “2B8.49".
"longitude' = ',
"latitude' = "',

llSpl" H IIB-BBII

H

: "A.4@a",
"temperature’ = "'94. 37",
"pressure' @ "997.74%,
"humidity® = "28_43",
"longitude™ = ",
"latitude™ = ',
llsplll : IIE-BII
>
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452 TINMRE Azure MQTT FA—H—IZHITSH MQTT A v E—UDE=4A (Monitoring
MQTT messages on Device and Azure MQTT Broker)

TEERBLTRIE, B o7 —2 BN EHMIIC Azure 10T Hub SEICR TSN E T, BITShizT — 4 &%

RTHITE, 220047 va BRI TEET, DI AUTCLI v 7 &2EHLET, 2) 10T Hub 4l

T, T R B [Device Twin] (F/AA AV A ) #ERLET,

4521 TNAREITOE=42 (Monitoring on the Device Side)

TNRA A Ta~wy KT A4 X7 x=—A(CLI) i LT demo start #£17 L7=IKfC, 2> Y —/n1
T BT —2ONEEBRKEL., ZNOOT =487 70 RFEIZEITSNET, 10T Hub 257 /34 2%
HlE9 5, >F D LED @ ON/OFF (RUATHEAT) 2910 Bz 286, =—WFida Y — L TAye—T% B
TAHZIENTEET,

45.2.2 AzureloT Hub flITOE=4 (Monitoring on the Azure loT Hub)

TNA A A (device twin) ZEH LT, 1IoTHWb I TE 7 =2 42K -T2 b TEET, Zhb
D7 —421%, Treported] % 7 ® FIZISON XTSI NTWET, BT —XIZMA T, T34 AV
AT AEEM BRI TE £9, £9. [loT Hub] C[Device] (7 /31 A) Z 2 U » 27 L. [Device details] (7
INA AGERE) 7 L — R&EBH & 97, [Device details] (7 /31 A5EfH) 7 L — R [Device Twin] (7734 A A
NE7 Vw7 +5HE LTOR O XS, [Device Twin] (F/AA AV A V) 7T L— FBHE £T,

Microsoft Azure B Zearch resoureces, services,
Home > synergy - loT devices > Device Details > Device Twin
— —
Create a resource .5‘.;‘ Device Twin
9 devicell
All services
C) Refresh
* FEWORITES
I=| Dashboard
== All resources : J The device twin for 'dewviced' is shown below, You can add tags and desired properties to your device twin here,
N Resource groups B
. " . “statusUpdateTime™: "Gool-61-61Ta6:68:887,
App Services . w. o "
Pf - “connectionstate™: “Connected”™,
%> Function Apps "lastActivityTime™: "8861-81-81T88:88: 88",
- "cloudTolDeviceMessageCount™: &,
@ SQL databases "authenticationType™: “sas”,
" "#x589Thumbprint™:
& pzure o F— P .{ "
primaryThumbprint™: null,
B virtual machines "secondaryThumbprint™: null
¥
Q’ Load balancers "wersion™: &,
"properties™: {
= Storage accounts "desired": {
Virtual networks “$metadata®: {
"flastUpdated": "20818-69-85T23:56:05.53212812"
. Azure Active Directory I
: “fwversion™: 1
‘!} Monitor T
s . " epor‘ted:: {
“xacc™: "-8.18",
& Security Center “yacc™: "@.337,
“zacch: “o.97",
O Cost Managerment + Billing “temperature”: "93.27"

"pressure™: "908,33",
“humidity™: "29.82",
"longitude™: ™",
"latitude™: "™,
“spl*: “@.@8",
"fmetadata™: {
"flastUpdated": "2818-80-80T23:28:47.600966827",

'a‘ Help + support
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453 AzureloT Hub M50 MQTT A v tE—UMF1T (Publishing the MQTT message from
Azure 10T Hub)
UTOHRIZC, LED D EIERATRELFERT L MQTT A v E—YE2RLET, ZORA vE—VERIT
LT, PK-S5D9 &% b & %\ id AE-CLOUD2 £ X T AE-CLOUD1 % » b _Ed LED @ ON/OFF #4) v # 2 %
ZEMTEET,
HERL : LT O T [Message] SN SN TV DHE A v B —VIIRXFE/PXFERFTHOT, ZnbD
A v —T %M H LT LED @ ON/OFF (FUTHEAT) 280 Bz 5 & 210, RILF/PLFICHEEEL D

VR DY £,
%« 1 PK-S5D9 ¥ k33U & AE-CLOUDL & U AE-CLOUD2 ¥ ~LIZ$HS1—H LED M ON/OFF
DYYEX
LED 1Kf8 Ayt—
RO LED 23 54T {"state":{"desired":{"Red_LED":"ON"}}}
TR LED 28T {"state™{"desired"{"Red_LED":"OFF"}}
WD LED 25 AT {"state™:{"desired":{"Yellow_LED":"ON"}}}
A0 LED 23VHAT {"state":{"desired":{"Yellow_LED":"OFF"}}}
FkD LED 25 AT {"state":{"desired":{"Green_LED":"ON"}}}
FkD LED 23 HAT {"state":{"desired":{"Green_LED":"OFF"}}}

A=V ERITTHICE, LLFTOFIREZFEHLET,

1. [loT Hub] C[Device] (7341 ) &2 U v 7 L. [Device details] (7 /31 AFEfl) 7' L— R&B & £9°,
[Device details] (7731 AF£#l) 7' L— K@ [Message to Device] (7 /34 A3ED A vt—) %227 Vv 7 LE
T, LFOD X 512, [Message to Device] (7 /341 AFED A vt —) 7 L— RO E 7,

2. [Message Body] (A v &— YA L) @ FiZ, LED ® ON/OFF (AUTAEAT) Y0 B2 Ik D A vk —
ERAEY T ET, 72 & 2iE, {Ustate:{"desired":{"Red_LED":"ON"}}} T7, Z D%, [Send Message]
(AvE—VER)ZZ Yy LET,

R [Key] (88) & [Value] () D% 7 4 — /L RIFZEADOE FIZ LT ZE0,

3. EBEDOT AL A TA =Tk T 5 LED 2 ON (fikl) L2 Z L 2R TE £4, /-, 2V —L

(2 [ “Red LED ONJ (#RV)LED 2354T) &) A v —Y B3 sivE 7,

Microsoft Azure P Search resources, services, and docs l

Home > synergy - loT devices » Device Details > Message To Device

._K' Message To Device
|5

daviceil

[ Send Message
end Message

nized 35 a collection of key/value string pairs.

Message Body ©
{”state“‘(”des\red”:{“RediLED""‘ON“}}}‘

Properties @
Key @

ent + Billing

KEY VALUE

47 Azure loT Hub M T/IRL RAFBD A vt —CEEDRAFyvToay b
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4.5.4 Synergy Cloud ##7TEDfELE (Stopping the Synergy Cloud Connectivity
Demonstration)

TEEEITHIZIE,. [demo stop)] I~V FEANLET, ZOa~> RERITTHE IoTZ 7T R

A H T 2—AOHMPEOR Y E L, MQTT A v —YDRITOMEIE, HLONEF 2 —IZEFEENTND

REH DO MQTT A v b=V T XTI VT REMINET,

demo stop

B48 7IVS—2avDTEFLDY—r VR
5. R®DOFIE (Next Steps)
sy — b a—T7 4 VT ¢ OFEMIZ OV T,
https://www.renesas.com/jp/ja/products/synergy/software/tools.html # & < 72 Z v,
Y —nea—7 4 VT 4 &2F v rn— RT5203,

https://www.renesas.com/jp/ja/products/synergy/gallery.html % Z%& < 72 & vy,

Renesas Synergy Module Guides Béds# U > 7 : https://www.renesas.com/jp/ja/products/synergy.html

6. MQTT/TLS ®EEEH (MQTT/TLS Reference)

SSP 1.5.3 = —#— X~ =27 /L%, Renesas Synergy™ WEB
(https://www.renesas.com/jp/ja/products/synergy/software/ssp.html#) 725 % 7 > o — R CT& £
Azure 10T @ R = A >~ | https://docs.microsoft.com/en-us/azure/iot-hub/

7. BEHODOERE L HIPR (Known Issues and Limitations)

Wi-Fi B XL 7 —#ia A LN s 20T EE2FETLTWNDH—F R, demo stop 2~ REffif
LTCTEAZEILL-ZIZ demo start A~ REEHALTTELZH 9 ~EFTLLY L9756 &, TEIT
Google Cloud 10T MQTT 7 & — 4 —~O I I L £97,

BT, Azure loT N7 2 L7273 ZAHEROEHEBE TV R— S THWEtEA,
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R—LR—T EHR—FEO

UTFDOURLIZT ZEAL, Synergy 7 v b 7+ —LDFMAMHR L, BEETSH FFa Ay v a2F T n—

L, ¥AR—=hr2 ZEMASIZE N,

Synergy Y 7 b =T

Synergy Y 7 N = TRy r—
TN =TT RFv

V7 b =T HiE

B3 — v

Synergy /»— Ko =7
~A{/marhue—7

https://www.renesas.com/jp/ja/products/synergy/software.html
https://www.renesas.com/jp/ja/products/synergy/software/ssp.html
https://www.renesas.com/jp/ja/products/synergy/software/add-ons.html
https://www.renesas.com/jp/ja/products/synergy/software/ssp/glossary.html
https://www.renesas.com/jp/ja/products/synergy/software/tools.html

https://www.renesas.com/jp/ja/products/synergy/hardware.html
https://www.renesas.com/jp/ja/products/synergy/hardware/microcontrollers.html

MCU H & https://www.renesas.com/jp/ja/products/synergy/hardware/microcontrollers/glossary.html

THENRT A=Z TOREK
vk

Synergy Y U =—3 a3 > Gallery
N—rF—=Tuv=7 b
TV r—varyaves b

TN T —ERAYR—FY V—R
F¥=a= X b
F Ly U—Z[FAQ

https://www.renesas.com/jp/ja/search/parametric-search.html
https://www.renesas.com/jp/ja/products/synergy/hardware/Kits.html

https://www.renesas.com/jp/ja/products/synergy/gallery.htmi
https://www.renesas.com/jp/ja/products/synergy/gallery/partner-projects.html
https://www.renesas.com/jp/ja/products/synergy/gallery.html

(_L3C WEB ~— Y O il & 2 )

https://www.renesas.com/jp/ja/products/synergy/support.html
https://ja-support.renesas.com/knowledgeBase/category/30643

T4 —T b (B
T+ —7 5 (HAKGE)

https://renesasrulz.com/synerqgy/
https://japan.renesasrulz.com/cafe rene/

f—=1

https://www.renesas.com/jp/ja/support/training.html

|=abn https://www.youtube.com/playlist?list=PLgUXgPkOStPu uZCwn_1tM2QZIRDhcbCR

FAWE R & 85 (MyRenesas &k 4 2) https:/ja-support.renesas.com/dashboard
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