RE NESAS Application Note

RX65N Group
Visualization of Sensor Data using RX65N Cloud Kit and Azure RTOS

Introduction

This document offers sample code that the RX65N Cloud Kit from Renesas and the Wi-Fi module (SX-
SDMAC (from Silex Technology)) included in the kit are used to communicate with the Azure cloud service
(Azure loT Hub) using Microsoft's Azure RTOS.In addition, This document is described how to visualize the
temperature data uploaded to Azure 10T Hub via Wi-Fi using a web application.

Azure RTOS is a realtime operating system for connectivity, security, and over-the-air (OTA) updates.
Azure RTOS provided by Microsoft includes demo applications for demonstrating the functionality of Azure
RTOS. This demo application runs on the RX65N Cloud Kit.

In addition, the RX family is certified by Microsoft as Azure RTOS certified hardware. Therefore, it is
available free of charge when using Azure RTOS on RX family MCUs.

Click here for details.<https://github.com/azure-rtos/threadx/blob/master/LICENSED-HARDWARE.txt>

e? studio is a development environment based on the open-source Eclipse CDT (C/C++ Development
Tooling) project. In addition to a debugging interface, it provides support for building projects (editor,
compiler, linker control).

Target Device
RX65N Group (RX65N Cloud Kit)

® Visit the following webpage for information on boards, related programs and development environments
needed for development work using RX cloud solutions.
https://www.renesas.com/rx-cloud

® YouTube
The contents described in this application note explained with a video.
Azure RTOS Tutorial (1/3) RX65N Cloud Kit: ~ Development Environment Setup ~ -YouTube
Azure RTOS Tutorial (2/3) RX65N Cloud Kit: ~ Set up the program ~ -YouTube
Azure RTOS Tutorial (3/3) RX65N Cloud Kit: ~ Operate Azure Cloud ~ -YouTube

® Azure RTOS GitHub Sample Code
Azure RTOS Embedded IDE samples

https://github.com/azure-rtos/samples

Azure RTOS Plug and Play sample code
https://github.com/azure-rtos/samples/tree/PublicPreview/PnP

Azure RTOS ADU sample code
https://github.com/azure-rtos/samples/tree/PublicPreview/ADU
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RX65N Group Visualization of Sensor Data using
RX65N Cloud Kit and Azure RTOS

1. Overview

1.1 System Diagram

The system diagram below shows the steps from getting the sensor data of the RX65N Cloud Kit to
visualization and the use of the Azure loT Explorer service to control RX65N Cloud Kit.

RX65N Cloud Kit / r\:;zrrzsoft Azure Cloud
SX-ULPGN
«— “
-1, >
__\ 1 Azure |oT Hub
LY
Client
Azure loT Explorer < <
= 7
EI Web application
—= B 3
Figure 1.1System Diagram
“ C D lecalbost3000 N & » 4 i i
1 device wuessminadovicais Temperature & Humidity Real-time Data

T ikt = Huffaty

Figure 1.2 Visualization of sensor data
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2. Preparation

2.1 Hardware Configuration
The hardware configuration of the system is listed in the table below.

Table 2.1 Hardware Configurations

RX65N Cloud Kit)

RX Cloud Option
Board

ltem Content Provider Description
Board used Target Board for Renesas Evaluation board mounted with RX65N
(packaged with RX65N Electronics MCU™
P 9 Corporation

Cloud communication evaluation board
capable of connecting to Azure™

Silex Pmod Communication board mounted with
Module wireless LAN module™
Wi-Fi Wireless router - Wireless LAN standard: IEEE 802.11b/g/n
(2.4 GHz)
Encryption method: AES
PC Windows 10 - Recommended OS

Google Chrome

Web browser used

Note: 1. The target board for RX65N, RX65N cloud option board, and Silex Pmod module are included in
RX65N Cloud Kit.

RX65N Cloud Kit Web:

https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-

mcus/rx65n-cloud-kit-renesas-rx65n-cloud-Kkit

2.2 About Azure and Azure RTOS

Azure is a cloud computing service provided by Microsoft.

Azure RTOS, which is a real-time operating system for microcomputers provided by Microsoft, has a library
for connecting the microcomputer and Azure, and can manage and control 0T devices connected to the

cloud.

RO1AN6011EJO100 Rev.1.00

Aug.31.21

RENESAS

Page 4 of 41


https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/rx65n-cloud-kit-renesas-rx65n-cloud-kit
https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/rx65n-cloud-kit-renesas-rx65n-cloud-kit

RX65N Group

Visualization of Sensor Data using
RX65N Cloud Kit and Azure RTOS

2.3 Software Configuration
The software configuration of the system is listed in the table below.

Table 2.2 Software Configurations

Item Content Version
Integrated development environment e? studio 2021-04
Compiler GCC for Renesas RX 8.3.0.202004
Communication software Tera Term Version4.105
Tool for device interaction Azure loT Explorer Version 0.14.3
Tool for web application download Git 2.31.1

Tool for web application running node.js (npm) 14.17.0
Emulator E2 emulator Lite (on-board) -

The software download sites used in this system are shown in the table below.

Note: Link destinations are subject to change.

Table 2.3 Tool download sites

Content

Link

e? studio

https://www.renesas.com/kr/software-tool/e-studio

GCC for Renesas RX

https://llvm-gcc-renesas.com/rx-download-toolchains

Tera Term

https://osdn.net/projects/ttssh2/

Azure |oT Explorer

https://github.com/Azure/azure-iot-explorer/releases

Git

https://www.git-scm.com/download

node.js (npm)

http://nodejs.org

RO1AN6011EJO100 Rev.1.00
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3. Connecting to Azure

The following preparation is necessary in order to connect RX65N Cloud Kit to Azure.

3.1 Azure Preparation
3.1.1 Signinto Azure

1. Sign in to Azure.
+ Azure Sign-in page as follows.

https://azure.microsoft.com

If you do not have an Azure account, create one from the Free account on the screen.

We're in this together. Explore Azure resources and tooks to halp you navigate COVID-19

INVENT WITH PURPOSE

Azure. Because even superhero
developers need a sidekick.

ur security. Start exploring with a
lus a $200 credit.

Figure 3.1 Sign-in screen

2. After signing in, go to the Azure portal page.

B Azure ol Producs. Soltionsw Pritngw Pamnés - Resource

Wt in this together. Explore Azure resources and tools to help you navigats COVID-19 >

INVENT WITH PURPOSE

Azure. Because even superhero
developers need a sidekick.

/. Start exploring with a
credit.

Figure 3.2 Azure Portal selection screen
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RX65N Group

3.1.2 Create an Azure loT Hub

1. Click Create a resource.

Microsoft Azure 5 Zearch resources, services, and docs (G=/)

Azure services

¥ | & 2 8 o =E

Create s 15T Hub Subsonptans Users Cost Cost Event Hubs
Management  Management .

Recent resources

Figure 3.3 Create a resource

2. Enter “loT Hub” and click IoT Hub from the displayed candidates.

Microsoft Azure A Search resources, sarvices, and docs{G+/)

Create a resource

-
Get started loT Hub & Getting Started? Try our Quickstart center

Recently created 0T Hubs .,-I""']

0T Hub Device Provisioning Senvice

Categaries
Device Update for (0T Hub

Al + Machine Learnin w 2 x
A Crosear [oT Connaciivity & Streaming Analytics

Analytics e S

Blackchain

3. Click Create.

B Search resources, sarvices, and docs (G+))

Microsoft Azure

loT Hub #
Microzoft

loT Hub <7 Acd to Favarites

1 Microsaft
L o o U 4.2 (349 ratings)

Figure 3.5 10T Hub Create
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4. On the Basics tab, select the Subscription that suitable your environment then enter the Resource

group, Region and loT

Note: The loT hub name must be unique across the Azure cloud.

hub name* — Click Next: Networking >.

= Microsoft Azure R Search resources, services, and docs (G+/)
Home > Create a resource > loT Hub >
loT hub
Microsoft
Basics  Metworking Management Tags Review + create
Create an loT hub to help you connect, monitar, and manage billions of your 10T assets. Learn more
Project details
Choose the subscription you'll use to manage deployments and costs, Use resource groups like folders to help you
organize and manage resources.
Subscription* @ I subscription
Resource group * (D l (Mew) azure-seminar-ResourceGroupl
reate new
Region * (3 I East US
loT hub name * @ | az.1|'e-semir‘ar-iotf‘ub-OO'I|
< Previous l Next: Networking > I
[l
Figure 3.6 10T Hub Basics Information Settings — Next: Networking >
5. On the Networking tab, select Public endpoint — Click Next: Management >.
Microsoft Azure £ search resources, services, and docs (G+/)
Home > Create a resource > loT Hub >
loT hub
Microsoft
Basics Networking Management Tags Review + create
MNetwork connectivity
Connect to your lot Hub using public or private endpoints.
Connectivity method * @ I @ Public endpoint {all networks) I
O Private endioint
o All networks w\l have access to this loT hub.
Learn more abo\it connectivity methods.
‘ < Previous: Basics ‘ | mext management > |
Figure 3.7 Select Public endpoint — Next: Management >
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6. On the Management tab, select the Pricing and scale tier that suitable your environment —

Click Next: Tags >.

If you select a Pricing and scale tier other than the F1: Free tier, set the subsequent setting items as

necessary.

— Microsoft Azure R search resources, services, and docs (G+/)

Home Create a resource oT Hub
loT hub
Microsoft
Basics Networking Management  Tags Review + create

Each loT hub
maximum dail

uota of messages that you can send. Learn more

Scale tier and units

visioned with a certain number of units in a specific tier. The tier and number of units determine the

Pricing and scale tier* @ I F1: Free tier

~]

Mumber of F1 10T hub units (@

[ revious Networing

Next: Tags >

ose the rig

ht loT hub tier for your solution

1

Determines how your 10T hub can scale. You can change this later if your needs increase.

Defender for loT ® Off

Turn on Defender for loT and add an extra layer of threat protection to IgT Hub, IoT Edge, and your devices. Learn more

Prangandcalezer O ! Device-to-cfoud-massages Enabled
essages perday ( 8,000 fessage rduting Enabled

Costperme 0.00 JPY Cloud Hevice ds (@ Enabled

Defender for IcT @ Disabled T Edad Enabled

B &

Figure 3.8 Select the Pricing and scale tier — Next: Tags >

7. On the Tags tab, set tags as needed — Click Next: Review + create >.

This document does not require any input, so do not enter anything and click Next: Review + create >.

= Microsoft Azure B Search resources, services, and docs (G+/)

Home > Create a resource > loT Hub >

loT hub

Microsoft

Basics Networking Management Tags  Review + create

resource groups, Your tags will update automatically if you change your resources, Learn more

Name (1) Value @ Resource

| : | loT Hub

Review + create ‘ -« Previous: Management ‘ I ext: Review + create » |

Tags are name/value pairs. To categorize resources and consolidate billing, apply the same tag to multiple resources and

Figure 3.9 Set tags — Next: Review + create >
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8. On the Review + create tab, review your selection — Click Create if you are satisfied.

Creating an loT Hub takes a few minutes.

_ Microsoft Azure £ Search resources, services, and docs (G+/) I

Q Validation passed

Basics Networking

Home Create a resource oT Hub
loT hub
Microsoft

Management

Tags Review + create

Basics
Subscription
Resource group
Region

10T hub name

Networking

ethod

gint connections

Management

subscription
azure-seminar-ResourceGroup1
East US

azure-seminar-iothub-001

Public endpoint (all networks)

MNone

F1

m | < Previous: Tags |

Automation options

Figure 3.10 Review your selection — Create

9. Once the 10T Hub is created, click Go to resource.

Microsoft Azure

P Search resources, services, and docs (G+/)

Home

s, azure-seminar-iothub-001-76172937 | Overview #

Deployment
¥

[-_'.- kearch (ctri+/) | & B Delete (11 Redeploy () Refresh
% Overview @ We'd love your feedback! =
:- Inputs

Outputs @ Your deployment is complete

S Tempil

B} Template ) Ceployment name

bl Subscription: sub
Resource group!

v Deployment details (Download)
~  Next steps

s Recommended

routing rules for device me

re-seminar-icthub-001-76172937

Start time: 7/6/2021, 5:2
Correlation |ID: Obec2

30ing  Recommended

Figure 3.11 Go to resource
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10. Make a note of the Hostname with a text editor.
The Hostname information will be used later.

Microsaft Azure B Seaich resources senvices, and docs (G+/)

reome
, .

Y azure-seminar-iothub-001 = - *
- IeT My
[ & Bearch ici+ ] « =¥ Move v [ Delete (O Refresh
& Overview oA Esseniials
B Actvity log Rescurce group (change) Hostname

ATure-seminar-RetourceGnoup AruTe-semanar-thub-001 azure-ceaceinsl
f acceis control (1AM) Satus Pricing aned 1cabe tar

o Fi-F

® Ty Actrid o

Cusrent bocation Mumber of a7 Hisb unils
ﬂ Duagnose snd iobee problemd East US 1 l,}

Evisrild ‘ | Subsonption {change) Mimimium TLS Wesrsicen
I suibrscmption 1.0
Settings B subsoigtion iD
T Shared access policies

Figure 3.12 1oT Hub Hostname recording

3.1.3 Create an |0T Device

1. Click IoT devices on the left side of the screen — Click Add Device.

Microsoft Azure R Search resources, services, and docs (G+/)

Home > loT Hub > azure-seminar-iothub-001

i) azure-seminar-iothub-001 | loT devices =

loT Hub
‘ 2 Search (Ctrl+/) ‘ « View, create, delete, and update devices in your loT Hub.
@ Pricing and scale *  Device name

> MNetworking

A Certificates

@ Built-in endpaints

“« Failover
== Properties .

Device ID Status Last Status Update
B Locks

Explorers There are ne loT devices to display.

B query explorer

® (o7 devices I

F

Figure 3.13 10T devices — Add Device
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2. In Create a Device, enter and select the following information — Click Save.

— Device ID
— Authentication type
— Auto-generate keys — Put a check

— connect this device to an IoT hub — Enable

_ Microsoft Azure P search resources, services, and docs (G+/)

— Enter arbitrary name

— Symmetric key

Home » azure-seminar-iothub-001-76172937

oy Create a device
[ 9

Device ID* (D

> azure-seminar-iothub-001 >

o Find Certified for Azure loT devices in the Device Catalog

I azure-seminar-deviceid

Authentication type @

l Symmetric key I X.509 Self-Signed

X.509 CA Signed )

~

Primary key ©

Enter your primary key
Secondary key @

Enter your secondary key

Auto-generate keys @

Connect this device to an loT hub (@
(@ oisable )

Parent device @

Mo parent device
Set a parent device

Figure 3.14 Device ID information settings — Save

3. Make a note of the Device ID name with a text editor and click the Device ID.

The Device ID name information will be used later.

Microsoft Azure £ search resources, services, and docs (G+/)

Home > loT Hub > azure-seminar-iothub-001
® azure-seminar-iothub-001 | loT devices =
loT Hub

l((

| P search (Ctrl+/)

" DPrici i
€ Pricing and scale Device name

View, create, delete, and update devices in your IoT Hub.

4> Networking |_en.‘er device ID
A Certificates
EURC I Endgobty + Add pevice () Refresh elete

“ Failover
3= Properties )

Device ID Status Last Status Update
B Locks

Enabled

Explorers

Figure 3.15 Click Device ID
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4. Make a note of the Primary Key with a text editor.
The Primary Key information will be used later.

ey

Home > agure-seminar-iothub-001-76172937  azure-seminar-iothub-001 »

azure-seminar-deviceid = -

]
MY DIRECTORY W

Enable connection to 10T Hub

{®) enatte () Disable

b
azure-sermingr-iothub-001
B message o Device > Direct Method =+ add Module identity Device twin Manage keys () mefresh
Device I ) | azure-seminar-gaviceld D
Ib.u'nal'} ey @ =110 I
Secondary Key @ <Ny
Primary Connection String ) | p
Secondary Connection Siring ) o "

Figure 3.16 Device ID Primary Key recording
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3.2 Software Preparation

Follow the steps below to prepare the software for the demo program.

1. Download the sample project.

Download the Azure RTOS project for the RX65N Cloud Kit and GCC compiler combination from the Azure

RTOS sample page on GitHub.
+ GitHub sample page as follows.

https://github.com/azure-rtos/samples

Azure RTOS - Additional samples

This repository hosts additional samples for Azure RTOS,

Embedded IDE samples

Additional Azure 10T SDK Plug and Play API support can be found on the feature/iot_pnp branch.

You can find Embedded IDE (JAR Workbench and semi's IDE) sample projects in addition to the content in the getting-
started repasitory. Each board-specific sample project contains a series of projects that cover Azure RTOS components
(ThreadX, NetX Duo, GUIX, FileX and USEX) as well as connecting to Azure loT samples using Azure loT Middleware for

Azure RTOS depending on the actual capability of the board.

* Azure_RTOS_B.1_ATSAMES4-XPRO_IAR_Samples_2020_10_10.zip

* Azure_RTOS_B.1_ATSAMES4-XPRO_MPLab_Samples_2020_10_10.zip

*  Azure_RTOS_8.1_MIMXRT1060_IAR_Samples_2020_10_10.zip

* Azyre RTOS_6.1_ XRT1060_MCUXpresso_Samples_2020_10_10.zip

*  Azure_RTOS_B.1_STM32F746G-DISCO_IAR_Samples_2020_10_10.zip

* Azure_RTOS_B.1_STM32F746G-DISCO_STM32CubelDE_Samples_2020_10_10.zip
® Azure RTOS_6.1_STM32L4+-DISCO_IAR_Samples_2020_10_10.zip

*  Azure RTOS_6.1_STM32L4+-DISCO_STM32CubelDE_Samples_2020_10_10.zip

® Azure_RTOS_6.1_Renesas_RZA1_RSK_IAR_Samples_2021_04_28.zip

® Azure RTOS_6.1_Renesas_RZAT_RSK_E2Studio_2021_01_03.zip

* Azure_RTOS_6.1_Renesas_RXB5M_RSK_2MB_IAR_Sample_2021_01_08.zip

* Azure_RTOS_6.1_RX65M_Cloud_Kit_E2Studio_CCRX_Samples_2021_03_18.zip

I- Azure_RTOS_B.1_RX65M_Cloud_Kit_E2Studio_GNURX_Samples_2021_03_18.zip I
® Azure_RTOS_6.1_RX65M_Cloud_Kit_IAR_Samples_2021_04_05.zip

The following ZIP files can be downloaded from the release associated with this repository or the direct links:

* Azure_RTOS_6.1_Renesas_RXB5M_RSK_2ME_e2studio_ccrx_Sample_2021_01_08.zip
* Azure_RTOS_B.1_Renesas_RXB5M_RSK_2MB_e2studio_gnurx_Sample_2021_01_08.zip

Figure 3.17 GitHub sample page

2. Extract the project files from the archive and copy them to a suitable location. (In the description below,

the root folder containing the project files is designated as ${base_folder}.)

Note: After extracting the project files from the archive, copy them to a location with a short file path,
such as the root folder on the C: drive. If the file path is too long, a build error may result.

RO1AN6011EJ0100 Rev.1.00
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3. Launch e? studio and specify a workspace directory.

g e” studio Launcher ¥
Select a directory as workspace
&° studio uses the workspace directory to store its preferences and development artifacts.
Workspace: l| C:\eEworkspace_azurel VI Browse...
[] Use this as the default and do not ask again
Cancel
Figure 3.18 Workspace selection screen
4. Select File — Import....
Q e2workspace_azure - € studio
[ Edit Source Refactor Mavigate Search Project Renesas Views
Mew Alt+Shift+N > Configurations
Open File... )
(3 \ Open Projects from File System... 7
Recent Files >
lose Editor Crl+W
Chose All Editors Ctrl+Shift+W
Ctrl+5
Ctrl+Shift+5
F2
§ F5
Convert Line Delimiters To b
Print... Ctrl+P
l-é-‘ Impart... . I
3 Export.. .
Properties Alt+Enter
Switch Workspace >
Restart
Exit
Figure 3.19 Select File — Import...
RO1AN6011EJO100 Rev.1.00 Page 15 of 41
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5. Click General — Existing Projects into Workspace — Next >.
Q Import O %

Select

E\J 3
Choose import wizard.

Select an import wizard:

| type filter text |

i[> General A
e bile
(- Existing Projects into Workspace
(=} File System
[T] Preferences
(=} Projects from Rplder or Archive
= Rename & Impoyt Existing C/C++ Project into Workspace
e Renesas CCRX priject conversion to Renesas GCC RX
e Renesas CS5+ Projedt for CATBKOR/CATSKD
e Renesas C5+ Project\for CC-RX and CC-RL
e Renesas GitHub FreefYOS (with 10T libraries) Project
(= C/C++
(= Code Generator
(= Install
= Onmnh hd

@' < Back Finish Cancel

Figure 3.20 General — Existing Projects into Workspace — Next >

6. Click Browse..., specify ${base_folder}/rx65n-cloud-kit folder — select all of the sample project extracted
— Click Finish.

& import m} X

Import Projects

Select a directory to search for existing Eclipse projects.

(®) Select root directory: I Cihazure_rtos\rb3n-cloud-kit ~ | Browse... I
() Select archive file: Browse...
Projects:
filex (C:\azure_rtos\rxﬁm—c\oud—klt\eEstudlo_gﬂurx\flla] A Select All
neteduo_addens (Chazure_rtos\nb5n-cloud-kit\e2studio_gnun
netrduo (Chazure_rtosireBin-cloud-kithe2studio_gnurd\netxdu Deselect All
sample_azure_iot_embedded_sdk_pnp (Ch\azure_rtos\r3n-clo Refresh
sample_azure_iot_embedded_sdk (C\azure_rtos\mb3n-cloud-ki res
ample_filex_ramdisk (C:\azure_rtos\ neb3n-cloud-kit\e2studio_c
sample_netxduo_ping (C\azure_rtos\nf3n-cloud-kit\e2studic_
sample_pnp_temperature_controller (C\azure_rtos\mB5n-cloud
o S S VoY S VAP S SR RO S
< >
Options
[[]Search for nested projects
[] Copy projects into workspace
[] Close newly imported projects upen completion
[[]Hide projects that already exist in the workspace
Working sets
[[] Add project to working sets MNew...
Select...

@' < Back Mext > Cancel

Figure 3.21 Project import screen
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7. Define the following two macros in
{$base_folder}/rx65n-cloud-kit/e2studio_gnurx/sample_pnp_temperature_controller/src/main.c.
— WIFI_SSID — The SSID of the access point to connect to.

— WIFI_PASSWORD — The password of the access point to connect to.

(Makes sure to enclose the above macro definitions in quotes (" ") as shown in the figure below.

@ /= Copyright (c) Microsoft Corporation. All rights reserved. */

#include "nx_api.h"
#include "nxd_dns.h"
#include "nx_secure_tls_api.h"
#include <nx_wifi.h>

#include <democ_printf.h>
#include <r_wifi_sx_ulpgn_if.h>

/* Include the sample. */
extern VOID sample_entry(NX_IP* ip ptr, NX_PACKET_POOL* pool_ptr, NX_DNS* dns_ptr, UINT (*unix_time_callback) (ULONG *unix_time));

/* Define the Wi-Fi network parameters. Only WPA2 security is supported. */
= #i £ WIFT 551D

#define WIFI_SSID "SeminarAP" I

endit /7 WIFL_ 5510 7/
= #ifndef WIFI PASSWORD

#define WIFI_PASSWORD "seminarPassword” |
TF 7 WIFL_PRosWoRD

Figure 3.22 main.c

8. Define the following three macros in
{$base_folder}/rx65n-cloud-kit/e2studio_gnurx/sample_pnp_temperature_controller/src/sample_config.h.
— HOST_NAME — The hostname confirmed as described in 3.1, Azure Preparation.

— DEVICE_ID — The Device ID created as described in 3.1, Azure Preparation.
— DEVICE_SYMMETRIC_KEY — The Primary Key confirmed as described in 3.1, Azure Preparation.

ction string which is of format : HostName=<hostly;DeviceId=<devicel:;SharedAccesskey=<ki

DEVICE SYMMETRIC
#ifndef HOST NAME
#detine HOST_NAME Tazure=-seminar=-1othub-881.azure-devices.net”™ I

WENOLT 7 L ey

DEVICE ID
#define DEVICE ID “azure-seminar-deviceid” |
#endit /* DEVICE ID %/

#else /* |ENABLE DPS_SAMPLE */

* Required when DPS is used. */
#ifndef ENDPOINT
#define ENDPOINT o
#endif /™ ENDPOINT */

#ifndef ID SCOPE
#define ID_SCOPE "
#endif /= ID SCOPE =/

#ifndef REGISTRATION_ID
#define REGISTRATION ID i
#endif /* REGISTRATION_ID */

#endif /* ENABLE DPS5S_SAMPLE */

* Optional SYMMETRIC KEY. f
#ifndef DEVICE SYMMETRIC KEY
#define DEVICE_SYMMETRIC_KEY I
wendit UEWILE SYFFCTRIL_KEY

Figure 3.23 sample_config.h
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9. Save your changes and click Project — Clean....

Q e2workspace_azure - sample_pnp_temperature_controller/src/sample_config.h - € studio
File Edit Source Refactor Mavigate Search Renesas Views Run  Window Help
@ 45 Debug Open Project
= ~ lose Project
&=y~ ARE T EFHoD
g Blild All Ctrl+Alt+B
5 Project Explorer 3 = <§> 7 & = = . .
: - Bu\ld Configurations ¥
TS filex
T_rﬁ sclidisn Build Project Ctrl+B R
I netxduc_addons Builagorking Set b
T_,-§ sample_azure_iot_embedded_sdk I Clean... ,
J=% sample_azure_iot_embedded_sdk_pnp Build Aulf'ﬁamatica\ly
'5-5 sample_filex_ramdisk
lec sample_netxduo_ping Build Targets >
~ '5-5 sjample_pnp_temperature_controller [Hardw C/Ce+ Index s |
[t Includes
v & sic Update All Dependencies Alt+D P
== r_wifi_sx_ulpgn Change Device "
[z smc_gen ) ) =
W% C/C++ Project Settings Ctrl+Alt+P |2
[ compat.c C
[€ demo_printf.c Properties

Figure 3.24 Project — Clean...

10. Uncheck Clean all projects, check only sample_pnp_temperature_controller, click Clean, and

confirm that O errors are reported.

Q Clean

projects will be rebuilt frem scratch,

| []Clean all projects I

Clean discards all build results and states, The next time a build eccurs the selected

O *

E‘pe filtek text
\

[ =5 netxljuc_addens

O 'L’_—gsamp e_azure_jiot_embedded_sdk

O 'Lr_—',:rsampl -_azure_iot_embedded_sdk_pnp
O Iz_—?rsample filex_ramdisk

] L:C’sample_ ebeduc_ping
L’_—?’sample_pnp_temperature_controller I
L] =5 sample_thradx

[ S threadx

Start a build immediately
(®) Build the entire workspace
(O Build only the selected projects

Cancel

I Clean I

Figure 3.25 Clean setting screen

dec
698954

hss
186288

data
7848

text
585648

rx-elf-size --format=berkeley “sample_pnp_
hex filename
aaaB8 sample_pnp_temperature_controller.elf

15:52:89 Build Finished.| @ errors) 22 warnings. (tock 15s.654ms)

temperature_controller.elf”

Figure 3.26 Clean completion screen
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3.3 Running the Demo Program Preparation
Prepare to run the demo program.

3.3.1 Hardware Preparation

1. Remove the jumper from the EJ2 pins on the target board (bottom board).

2. Connect the ECN1 connector on the target board (bottom board) to the PC via a USB cable.
3. Connect the CN18 connector on the cloud option board (top board) to the PC via a USB cable.

QNSO MNAAARAMNDMADRAA AN DN ND T
l@ e e e e e T T T T T T T T T T T R e T |
5

5

e
N2 N LD =
Cloud Optien Board =

©
18

@
[E: =i RENESAS

ROT_ICAZ] -3
AaBNSDDADD AaDdeaIDD DS

BaBeIABeD

Figure 3.28 RX65N Cloud Kit (Bottom)
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3.3.2 Tera Term Preparation
Launch Tera Term and set as shown in the table below.

Table 3.1 Tera Term Settings

Item Setting
Baud rate 115,200
Data length 8bit
Parity none
Stop bits 1bit
Flow control none
RO1AN6011EJ0100 Rev.1.00 Page 20 of 41
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3.4 Running the Demo Program
Follow the steps below to run the demo program.

1. Click sample_pnp_temperature_controller HardwareDebug from the drop-down list in the upper left of
the e? studio window.

File Edit Source Refactor MNavigate Search Project RenesasViews Run  Window Help
R/ 35 || @ | | %% Debug IE sample_threadx HardwareDebug E | - |
: SR BT
e v L R E R [c¥] sample_thread: HardwareDebug ~
&5 Project Explorer 32 =9 S Y B e
= [c¥ sample_pnp_temperature_centreller HardwareDebug l
T filex
T neteduo [E7] sample_netxduo_ping HardwareDebug

Tt netxduc_addens

= sample_azure_iot_embedded_sdk

sample_azure_iot_embedded_sdk HardwareDebug
B sample_azure_iot_embedded_sdk_pnp
TS sample_filex_ramdisk sample_azure_iot_embedded_sdk_pnp HardwareDebug
1% sample_netxduo_ping

< : sample_filex_ramdisk HardwareDebug
~ J= sample_pnp_temperature_controller [Hardv

] B B &

¥ Binaries [£7] sample_netcduo_ping HardwareDebug v
[ Includes

w i sre MNew Launch Cenfiguration... k

rowsifi ey nilnan =

Figure 3.29 Hardware Debug selection
2. Click the Debug icon.

| % 7] %5 Debug E sample_pnp_temperature_controll
Figure 3.30 Debug

3. A message appears asking you to confirm that you wish to switch to the Debug perspective; click the
Switch button.

4. Click the Restart icon. After a short time execution pauses at the main function; click the Resume icon.
ature_controll - | =y - 5% > [Eiw < Em = i ﬁhl G t’f\ 1 { o I&‘é
Figure 3.31 Demo program execution

5. Confirm that the execution log is output on the Tera Term screen.

¥ 'aal Y T 7.
Vs - |

era Term VT

File Edit Setup Control Window Help

Tine server IP address: 132.246.148.3

Tine: 1625563825
Tina Sync successful.
[oTHub Host Mame: azure-seninar-iothub-001.azure-devices.net; Device ID: azure-seninar-deviceid.
Connected to loTHub.
Terp Controller Telemetry message send: { 'mrlzxrigliiet':lfié‘}}
Thernostat thermostatl Telenetry message send: {temperature
{

Thernostat tharmostat? Telemetry nessage send: {“tenperature™:22}.
Figure 3.32 Demo program execution log

RO1AN6011EJ0100 Rev.1.00 Page 21 of 41
Aug.31.21 RENESAS




RX65N Group Visualization of Sensor Data using
RX65N Cloud Kit and Azure RTOS

3.5 Communication confirmation by Azure lIoT Explorer
Confirm the uploaded data is sent to the Azure cloud.

1. Access the created loT Hub page on the Azure portal and the Shared access policies — iothubowner

— Get Primary connection string.
B Search resources, services, and docs (G+/) L 0 @ f MY DIRECTORY

Home > loT Hub > azure-seminar-iothub-001 iothubowner X
@ azure-seminar-iothub-001 | Shared access policies s  seseminariotue-001
¥ ieTHub

G) Regenerate primary key @ Regenerate secondary key Tl swap keys

-

| P Search (Ctrl+/) | «

Shared access policies are used to generate security tokens to ca  Primary key

;‘h‘ Overview

AR AR -G%| Ia)

‘ =~ Add shared access palicy () Refresh |

ity |
B Activtylog Secondary key
Ro Accesscontrolfan) 000 M s seseasaaeann
A Policy Name Permissions | = | D
@ Tags : ) Primary connection string
2 Diagnose and solve problems ol o Registry Read, = I n
Events ervice Service Conned| Secondary connection string @
Settings device Device Connect hd | D
I 1 Shared access policies
registryRead Registry Read Permissions
» Identity A Registry Read
@ Pricing and scale Registry Read, ' W pegistry write
“» Networking B seniice connect
A Certificates B Device Connect
@ Built-in endpoints
="« Failover
& Properties
Figure 3.33 shared access policies — iothubowner — Primary connection string
2. Launch Azure IoT Explorer and click Add connection.
@ Azure loT Explorer (preview) = m] x
File Edit View Window Help
Azure loT Explorer (preview)
Home > loT hubs
= | -+ Add connection I
&% loT hubs
No connections to display
&7 10T Plug and Play..
You will need to add an loT hub connection string. Connection strings are saved to application
- storage and can be edited or removed at any time by returning Home.
[] MNotification Center
Help:
Where do | get an loT hub connection string?
Figure 3.34 Azure loT Explorer
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3. Enter the got Primary connection string in Connection string — Click Save.

& Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explorer (preview) Notifications

Settings

Home > loT hubs
Add connection string
— Connection string *
Add \:C-n@j
, enter a connection string
ga loT hubs
No conne
oT Plug and Play..
= : You will ned
storage and
A N ation Center
Help:

et an 101 hub connection slnng.

| Cancel

Where do |{ Please do npt save your hub connection string to any unsafe locations

Figure 3.35 Enter the primary connection string in Azure loT Explorer — Save

4. Create a folder named models in your local folder.

5. Go to the 10T Plug and Play quickstarts web page and download the two model files into the models

folder.
« loT Plug and Play quickstarts web page as follows.

https://docs.microsoft.com/azure/iot-develop/set-up-environment

Download the model files

the sample model files:

1. Create a folder called models on your local machine.

2. Right-clicll TemperatureControllerjson & Iand zave the JSON file to the models folder.

3. Right-clic Thermostatjson ©7|and save the JSON file to the models folder.

The guickstarts and tutonals use sample model files for the temperature controller and thermostat devices. To download

Figure 3.36 Download model file
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6. Click 1oT Plug and Play components in Azure lIoT Explorer — Add — Click Local folder in the pull-

down.

P Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explorer (preview)

Home > loT Plug and Play components

Ja

a loT hubs

o

& loT Plug and Pla...

Model re the application looks to find loT Plug and Play model
~ definitio cation storage and can be edited or removed at any time
[l Notification Center o £ Local folder J}"|
y returd
Help:

? Help

to display
@ Conggurable repository

Figure 3.37 l1oT Plug and Play components — Add — Local folder

7. Pick a folder — Select the models folder where you saved the model file — Click Save.

@ Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explorer (preview)

Home > loT Plug and Play components

= ] X

&% loT hubs

o

loT Piug and Pla...

2

1 Notification Center

o

“) Revert 7 Help

Statement

Local Folder *

ISeIected folder‘ C:/models

Figure 3.38 Pick a folder — Select the models folder where you saved the model file — Save

8. Click IoT hubs on the left side of the screen — Created loT Hub.

@ Azure loT Explorer [preview)

File Edit View Window Help

Home > loT hubs

2
&2 loT hubs
= I

= Add connection

= . -
& 16T Plug and Play.. Iazure—semmar-:othub—ODI I ” B
= Host name
[l Notification Center
| azure-se hub-001.azure-devices.net ‘ oy
Shared access policy name
| wothubowner | [ia]

Figure 3.39 IoT Hub selection
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9. Click the Device ID name.

@ Aqure koT Explorer [preview) - [m] 0

File Edit View Wi

Azure loT

Home > azure-seminar-iothub-001 > Devices

B New () Refresh

Query by device 1D... D - | Y Add query parameter |

Device ID Status Connection st...  Authenticatio... Last status up... loT Plug and ... Edge device
e Enabled Disconnected Sas - dtmizcom:exam

deviceid

= ple:Temperatur

eController;1

Figure 3.40 Device ID selection

10. Click the 10T Plug and Play components.

& Azure loT Explorer (preview) - (m] *

File Edit View Window Help

Azure loT Explorer (preview)

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > Device identity

@, Manage keys

[J Device identity
Device identity
B Device twin
Device ID C
[ Telemetry
[ azure-seminar-deviceid | TD

& Direct method .
Primary key

0

Cloud-to-device ... [ B P 3| Dy

Module identities Secondary key ©

0
“ %

P PR P e -a-| 0y

&° loT Plug and Play..
g and Play

Primary connection string ©

Figure 3.41 Device ID selection
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Data using

11. Scroll down the page and click thermostatl from Components.

% Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explorer (preview

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > loT Plug and Play
components

= (O Refresh

[ Device identity

loT Plug and Play components ©
2 Device twin
Components Model content 2

[ Telemetry

Component Model ID
Direct method

Default compor
SRR IE companmn, dtmi:com:example:Temperatur

eController;1

P Module identities -
hermiostat]
R dtmi:com:example:Thermostat:

& loT Plug and Pla... 1

2 Cloud-to-device ...

thermostat2

dtmi:com:example:Thermostat:

Figure 3.42 thermostatl selection

12. Click the Telemetry.

File

Home > azure-seminar-iothub-001 > Devices >
components > thermostat1

& Azure loT Explorer (preview) - (]

Edit View Window Help

Azure loT Explorer (preview)

azure-seminar-deviceid > loT Plug and Play

=]
=}

-

Interface Properties (read-only) Properties (writable) Commands
o

Device identity

() Refresh &) Back
Device twin You model definition has been resolved from: Local Folder {53 Configure
Telemetry Interface Id
dtmizcom:example:Thermostat: 1 D

Direct method

Figure 3.43 Telemetry selection

13. Click the Start.

@ Azure loT Explorer (preview) - o b

File Edit View Window Help

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > loT Plug and Play
components > thermostatl

= Interface Properties (read-only) Properties (writable) Commands Tele_rr:ry
@ Device identity = R —_ E
[T] Show modeled events [ Show system properties ) Refresh =) Back
Bh Device twin
Telemetry ©
= Telemetry
Consumer group SDefault

Direct method

Figure 3.44 Telemetry started
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14. Confirm that the uploaded data is displayed in the Receiving events field — Click Stop.

File Edit

View Window Help

Azure loT Explorer (preview)

Notifications

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > loT Plug_and Play
components > thermostat1

El Device identity

3 Device twin

[ Telemetry

< Direct method

E= Cloud-to-device me...
@5 Module identities

&7 10T Plug and Play co...

Properties (writable) Commands Telemetry

Interface

Properties (read-only)

[J Show modeled events [_] Show system properties () Refresh [@ Clear events

Telermpetry ©

@
Consumek group ©

Specify enqyueue
time

(0]
0

® Back

@ Receiving events... 2

Thu Jul 08 2021 11:20:02 GMT +0900 (Japan Standard Time):

{
"body": {
"temperature": 22
"enqueuedTime": "Thu Jul 08 2021 11:20:02 GMT+0900 (Japan Standard Time)",
"properties": {}

}

Thu Jul 08 2021 11:19:57 GMT+0900 (Japan Standard Time):

{
"body": {
"temperature": 22
br
renqueuedTime”: “"Thu Jul 08 2021 11:19:357 CMT+0900 (Japan Standard Time)",

15. Click the Sto

Figure 3.45 Telemetry data confirmation

icon on the e? studio screen.

|

E sample_pnp_temperature_

(|

%5 Debug

Figure 3.46 Demo program stop
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4. LED ON/OFF operation by Azure lIoT Explorer
Follow the steps below to turning on/off LED1 on the RX65N Cloud Kit from the Azure cloud.

To operate LED1, you need to make changes to the sample project downloaded from the Azure RTOS
sample page on GitHub in 3.2 Software Preparation.Please refer to 8. Appendices for the changes.

1. Click the device ID created in Azure IoT Explorer — Click Device twin.

& Azire loT Explorer [prévew) - | *

File Edit View Window Halp

Azure loT Explorer (preview)

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > Device twin

e Refresh

Device identity

[ im ]

Device twin O

i

Device twin

felamatny “deviceld”: “pzure-seminar-deviceld®,

"gtag”: "AARARLLLARRS"

“deviceftog®: “MTEwNzkS00U2",

“status”: “enabled™,

“statusUpdateTine™: “0081-91-01700:09:022",
“connectionState™: “Connected™,

"lastActivityTise™: =2821-96-11T97:89:16.31689471",
“cleudTeDeviceMessageCount™: @,
"suthenticationType™: =sas™,

“ Direct method

E1 Cloud-to-dewce ..

R R R R

?-: Module denthes 11 - "*S0Thumbprint™: {
12 “prisaryThambpe int™: null,
13 “secondaryThusbprint™: null
# 1oT Plug and Play.. 14 '
15 "modelld®: “cted:com:example:TemperatureController;l®,

4

slaak. mem

Figure 4.1 Device twin screen

2. Add the following lines of code into desired properties — Click Save.

“LED": {
“LED1™: 1
}!
Figure 4.2 Message payload to turn on LED1
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& Azure loT Explorer (preview)

File Edit View Window Help

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > Device twin

Dewvice identity

Eh Device twin
= Telemetry
¥* Direct method

B Cloud-to-device ...

-
M D s 0N A e P b

€ Module identities 1-
1z
13

&7 1oT Plug and Play... i;
18
17 =
18~
18-
]

i
13-
4
25
ri R
7
L]
29~

) |
31~
a3

3%
B =
7

() Refresh B 53«.&

Device twin ©

"deviceld™: “azwre-seminar-devicela,
“stag~: “AARAAAAAABG",
“deviceftog™: "MTEwhzkS500US",
“status™: “enabled”,
“statuslpdateTime™: "9001-01-21Tda: 808",
“connectionState™: “Connected®,
"lastActivityTime™: "202)1-86-11T07:29:16. J1689477",
“cloudToDeviceMessagelount™: @,
"suthenticationType™: "sas”,
“x509Thusbprint™: {

"primaryThmbprint™: mull,

“secondary Thumbprint™: null

1

"modelld™: “dtei:com:example:Temperaturelontraller;l™,
“wersion®: 112,
“properties®: {
"gesired®: {

“thermostatl™: {

- g=s =g,

ETEEETE T ]
*$lastipdated™: “2021-06-10T02:145:36. 5083772,
“SlastUpaatedversion™: 29,
“thermostatl™: {
“SlastUpdated”: “20X1-86-19Te2:45:36.25883771,
“$lastUpdatedversion™: 29,
- =1
“SlastUpsated™: ~2021-06-10702:45:36, 15083771 ,
=flaztUpdatedVersion™: 25
¥
“targetTemperature®: {
“SlastUpdated™: “2021-06-10T02:45:36. 25083771°, -

Figure 4.3 Device twin setting state

3. Confirm that RX65N Cloud Kit LED1 turn on.

Figure 4.4 LED1 turn on
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4. Add the following lines of code into desired properties — Click Save.
“LED": {
“LED1": 0

Figure 4.5 Message payload to turn off LED1

5. Confirm that RX65N Cloud Kit LED1 turn off.

Figure 4.6 LED1 turn off
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5. Visualization of Sensor Data

Follow the steps below to visualizing the sensor data* uploaded from the RX65N Cloud Kit to the Azure cloud

using a web application.

Note: The demo program in this document uploads fixed values as sensor data.

5.1 Software Preparation

1. Go to the IoT Hub page you created on the Azure portal Built-in endpoints — Enter arbitrary name to

Create new consumer group — Click Save.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > azure-seminar-iothub-001

@- azure-seminar-iothub-001 | Built-in endpoints  # -

foT Hub
|}‘ Search (Ctrl+/)
N Overview
& Activity log
A Access control (1AM)

@ Tags

Event Hub Details

/ Diagnose and solve problems

i Partitions D

¥ Events I % e — B ‘

Settings Event Hub-c&zpahbla name O

1 Shared access policies | iothub: \ i-13259798: li’)‘
Identity Retain for @ \

© Pricing and scale e, [

o .
Networking Consumer Groups\®

A Certificates Consumer Group\s

@ Built-in endpoints I $Default

+* Failover \ﬁ Create new consumer group I

3E Properties

Figure 5.1 Consumer group creation

2. Make a note of the consumer group name with a text editor.

The consumer group name information will be used later.

3. Make a note of the Shared access policies — service — Primary connection string with a text editor.

The Primary connection string information will be used later.

O

erview

A Search resources, services, and docs (G+/)

ar-iothub-001 service
azure-seminar-iothub-001 | Shared access policies = — svesmosonbl

@ Reganerate primarykey @ Ragenerate secondary ke

Shared access policies are used to generate security tokens to cg  Primary key

]
MY DIRECTORY &

=

Activity log

P, Access control 1AM
Permissions

Policy Name

® Tags

Registry Read §

¢® Diagnose and solve problems

Events

Service Conned
Se

Settings

Shared access policies

Identity
@ Pricing and s Registry Read,
- icing and scale

Networking

B Certificates

Figure 5.2 Shared access policies — service — Primary connection string
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5.2 Running the web application
1. Start the command prompt and run the commands in the following order.

(1) Download the sample code of the web application for visualization from GitHub.

git clone https://github.com/Azure-Samples/web-apps-node-iot-hub-data-visualization.git

Figure 5.3 Web application sample code download

(2) Move the folder to the storage location of the sample code.

cd web-apps-node-iot-hub-data-visualization

Figure 5.4 Move sample code folder

(3) Set environment variables.

set lotHubConnectionString=[5.1 Software Preparation 3. Primary connection string]

set EventHubConsumerGroup=[5.1 Software Preparation 2. consumer group name]

Figure 5.5 Environment variable settings

(4) Launch website.

Enter Ctrl-C to exit the website.

npm install

npm start

Figure 5.6 Launch website

! B Command Prompt

Figure 5.7 Command prompt screen

2. Run the demo program according to the procedure in 3.4 Running the demo program.
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3. Start your browser and go to http://localhost:3000 to see the temperature data graph.

“ 2 D lecalbost3000 B o » 4
1 device wuesemin-coicais Temperature & Humidity Real-time Data
st [ ity
b
Figure 5.8 Web application screen
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5.3 Display of graph changes
The sample program allows you to change the value of the sensor data to be uploaded. The changed data
can be confirmed in the graph.

1. Go to the Device ID you created on the Azure portal — 10T Plug and Play components — Scroll down
and click thermostatl from Component.

% Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explor

er (preview

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > loT Plug and Play

components

[ Device identity
1 Device twin

[ Telemetry

Direct method

2 Cloud-to-device ...

Module identities

0
el

(D Refresh

loT Plug and Play components C

Components Model content 2

Component Model ID

Delaulk compion
S companast dtmi:com:example:-Temperatur

eController;1

dtmi:com:example:Thermostat;

o 1oT Plug and Pla...

1

dtmi:com:example:Thermostat:

2. Click Properties (writable).

Figure 5.9 Components screen

& Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explorer (preview)

Home > azure-seminar-iothub-001 > Devices > azure-seminar-deviceid > |oT Plug.and Play

components > thermostatl

[d Device identity
Bh Device twin
[ Telemetry

Direct method

Interface

Properties (read-only) Properties (writable) Commands Telenq@try

() Refresh

You model definition has been resolved from: Local Folder {5} Configure

Interface Id

dtmizcom:example:Thermostat;1

Figure 5.10 Properties (writable) selection
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3. Enter the temperature data in target Temperature — Click Update desired value.

P Asare BT Bplone | prwere] e a *

Fie bt Vaw Windes e

Home > azure-seminar-iothub-001 > Deviges » asure-seminar-dewviceid > [ol Flyg and Play
components > thermostatl

rerfsce Bropesties (resd-oniy) Properies (writable] Command: Telemetry
i i e i
Refreth = A
'_-:\, Diecice bw Hame (Display Mame 7 Tchema Unit Reporied Value [Ack
o o) e tadats]
Tebarietsy
targetTempevature (Target double degres 2
Thoept mithaod Tempovature | Allowi 1o oelihar At condi 200
ramately ipecify the <) Ack GHLCNPRUDN: LUC0ess
bk irilngd Targat i vewstore 5T
temperature. ]
o Module idantitie
LargetTempss abure
&7 BT Plug and Pla [zz I

tr Lipdate :I.n,;d wahe

Figure 5.11 Enter the temperature data — Update desired value

4. Go to http://localhost:3000 and check that the graph is changing.

i C (D tocalbost3000 E % » &
1 device e ssmina dovicoid Temperature & Humidity Real-time Data
: Tampa il e = Hurta®y :
10 L]
.:- (k) -'
g 215 o &

Figure 5.12 Check the sensor data change on the web application screen

5. Click the Stop icon on the e? studio screen to end the demo run.
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6. Important Note after Running Demo Program

Fees are incurred when are using the Azure Service. Make sure to delete your account if you will no longer
be using it.

7. Websites and Support
Azure RTOS: https://azure.microsoft.com/support/community/
Azure RTOS GitHub: https://github.com/azure-rtos

8. Appendices

The changes required for the sample program to perform 4. LED ON/OFF operation by Azure 10T Explorer
are shown below.

Note: The line numbers in the description indicate the number of lines in the sample program at the time of
download.

1. Make the following changes to “{$base_folder}/rx65n-cloud-
kit/e2studio_gnurx/sample_pnp_temperature_controller/src/sample_pnp_temperature_controller.c”.

(1) Add the following variable declarations.

1.143 static const CHAR sample_device_info_component[] = "devicelnformation";

static SAMPLE_PNP_THERMOSTAT_COMPONENT sample_led;

static const CHAR sample_led_component[] = "LED"; Add

static double sample_led_last_device_reported;

Figure 8.1 Changed sample_pnp_temperature_controller.c (1)

(2) Add elements for LEDs to the sample components array.
1.146 static const CHAR *sample_components[] = { sample_thermostat_1_component,

1.147 sample_thermostat_2_component,

Isample_led_component, I Add

1.148 sample_device_info_component };

Figure 8.2 Changed sample_pnp_temperature_controller.c (2)
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(3) Add a conditional expression to the following if statement of the sample_desired_property callback()
function.

1.811 if (component_name_ptr == NULL || component_name_len == 0)
1.812 {

(W%)
1.834

else if (sample_pnp_led_process_property_update(&sample_led,

(NX_AZURE_IOT_HUB_CLIENT *)userContextCallback,
component_name_ptr, component_name_len,

property_name_ptr, property_name_len,

&property_value_reader, version) == NX_AZURE_IOT_SUCCESS)

—

printf("property updated of led1¥r¥n");

1.835 else
1.836 { Add
}

Figure 8.3 Changed sample_pnp_temperature_controller.c (3)

(4) Add conditional expression to the following if statement of sample_components_init() function.
1.1232 if ((status = sample_pnp_thermostat_init(&sample_thermostat_1,

1.1233 (UCHAR *)sample_thermostat_1_component,
1.1234 sizeof(sample_thermostat_1_component) - 1,
1.1235 SAMPLE_DEFAULT_START_TEMP_CELSIUS)))
1.1236 {

1.1247

else if ((status = sample_pnp_thermostat_init(&sample_led,
(UCHAR *)sample_led_component,
sizeof(sample_led_component) - 1,
SAMPLE_DEFAULT_START_TEMP_CELSIUS)))

{
printf("Failed to initialize %s: error code = 0x%08x¥r¥n",
sample_led_component, status);
}
1.1248 Add
1.1249 sample_thermostat_1_last_device_max_temp_reported = O;
Figure 8.4 Changed sample_pnp_temperature_controller.c (4)
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2. Make the following changes to “{$base_folder}/rx65n-cloud-
kit/e2studio_gnurx/sample_pnp_temperature_controller/src/sample_pnp_thermostat_component.c”.

(1) Add include settings in platform.h file.
1.12 #include "sample_pnp_thermostat_component.h"

[ #include "platform.h” | Add

Figure 8.5 Changed sample_pnp_thermostat_component.c (1)

(2) Add a constant for the data key name LED1 that communicates with Azure.
1.36 static const CHAR temp_response_description_failed[] = "failed";

| static const CHAR led_property name[] = "LED1"; | Add

Figure 8.6 Changed sample_pnp_thermostat_component.c (2)

(3) Add 2 functions used for Device twin operation.

Last static VOID sample_send_led_report(SAMPLE_PNP_THERMOSTAT_COMPONENT *handle,
line NX_AZURE_IOT_HUB_CLIENT *iothub_client_ptr, double temp,
INT status_code, UINT version, const CHAR *description)
{
UINT bytes_copied,;
UINT response_status;
UINT request_id;
NX_AZURE_IOT_JSON_WRITER json_writer;
ULONG reported_property_version;
/* Build telemetry JSON payload */
if (nx_azure_iot_json_writer_with_buffer_init(&json_writer, scratch_buffer, sizeof(scratch_buffer)))
printf("Failed to create json writer¥r¥n");
return;
}
if (nx_azure_iot_pnp_helper_build_reported_property_with_status(
handle -> component_name_ptr, handle -> component_name_length,
(UCHAR *)led_property_name,
sizeof(led_property_name) - 1,
append_temp, (VOID *)&temp, status_code,
(UCHAR *)description,
strlen(description), version, &json_writer))
printf("Failed to create reported response¥r¥n");
else
bytes_copied = nx_azure_iot_json_writer_get_bytes_used(&json_writer);
if (nx_azure_iot_hub_client_device_twin_reported_properties_send(iothub_client_ptr,
scratch_buffer, bytes_copied,
&request_id, &response_status,
&reported_property_version,
(5 * NX_IP_PERIODIC_RATE)))
{
printf("Failed to send reported response¥r¥n");
}
}
nx_azure_iot_json_writer_deinit(&son_writer);
}
Figure 8.7 Changed sample_pnp_thermostat_component.c (3)-1
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Last UINT sample_pnp_led_process_property_update(SAMPLE_PNP_THERMOSTAT_COMPONENT *handle,

line NX_AZURE_IOT_HUB_CLIENT *iothub_client_ptr,
CHAR *component_name_ptr, UINT component_name_length,
UCHAR *property_name_ptr, UINT property_name_length,
NX_AZURE_IOT_JSON_READER *property_value_reader_ptr, UINT version)

double parsed_value = 0;
INT status_code;
const CHAR *description;

if (handle == NX_NULL)

return(NX_NOT_SUCCESSFUL);
}

if (handle -> component_name_length = component_name_length ||
strncmp((CHAR *)handle -> component_name_ptr,
(CHAR *)component_name_ptr, component_name_length) != 0)
{

}

if (property_name_length != (sizeof(led_property_name) - 1) ||
strncmp((CHAR *)property_name_ptr, (CHAR *)led_property_name, property_name_length) != 0)

return(NX_NOT_SUCCESSFUL);

printf("PnP property=%.*s is not supported on thermostat component¥r¥n",
property_name_length, property_name_ptr);

status_code = 404;

description = temp_response_description_failed,;

else if (nx_azure_iot_json_reader_token_double_get(property_value_reader_ptr, &parsed_value))

{

status_code = 401;
description = temp_response_description_failed;

}

else

{
status_code = 200;
description = temp_response_description_success;
if (parsed_value ==1) // LED ON

PORTB.PDR.BIT.BO = 1;
PORTB.PODR.BIT.BO = 0;

}
else /I LED OFF

PORTB.PDR.BIT.BO = 1;
PORTB.PODR.BIT.BO = 1;

}

sample_send_led_report(handle, iothub_client_ptr, parsed_value,
status_code, version, description);

return(NX_AZURE_IOT_SUCCESS);

Figure 8.8 Changed sample_pnp_thermostat_component.c (3)-2
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3. Make the following changes to “{$base_folder}/rx65n-cloud-
kit/e2studio_gnurx/sample_pnp_temperature_controller/src/sample_pnp_thermostat_component.h”.

(1) Add the declaration of the sample pnp led process property update() function.

1.65 UINT sample_pnp_thermostat_process_property_update(SAMPLE_PNP_THERMOSTAT_COMPONENT *handle,
.66 NX_AZURE_IOT_HUB_CLIENT *iothub_client_ptr,

1.67 UCHAR *component_name_ptr, UINT component_name_length,

1.68 UCHAR *property_name_ptr, UINT property_name_length,

1.69 NX_AZURE_IOT_JSON_READER *property_value_reader_ptr, UINT version);

UINT sample_pnp_led_process_property_update(SAMPLE_PNP_THERMOSTAT_COMPONENT *handle,
NX_AZURE_IOT_HUB_CLIENT *iothub_client_ptr,
UCHAR *component_name_ptr, UINT component_name_length,
UCHAR *property_name_ptr, UINT property_name_length,
NX_AZURE_IOT_JSON_READER *property_value_reader_ptr, UINT version);

Add

Figure 8.9 Changed sample_pnp_thermostat_component.h (1)
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSI is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of
your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the

use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.

or others.

No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics

You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,

manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
5. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
6. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.
"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home
electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key

financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas
Electronics disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas
Electronics product that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.

7. No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.

8. When using Renesas Electronics products, refer to the latest product information (data sheets, user’'s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc.
Renesas Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products

outside of such specified ranges.

9. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you
are responsible for evaluating the safety of the final products or systems manufactured by you.

10. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance

with applicable laws and regulations.

11. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

12. Itis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

13. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

14. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas

Electronics products.

(Notel) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
Www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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