RRENESAS FIUr—var/—t

RXZ77x)

Microsoft Azure ADU Z#{E>t=tHh 51 OTA7Z Yy I T— RSV TILa—
8

Z5
A7 T)r— 3>/ — Tl Microsoft Azure (LT, Azure EBELET) EDEIEFITS RX65N &

FALVT. RX65N & UART Tl nt-2 DEDOD T A avIZst LT, Azure @ loT H—E X #F|A L - OTA
I27—LOxF7T7vIT—rEFTSTEICDVTEHRIBALEY,

m System A\ Azure Cloud B e
EEEC I ,,
s Lo : &8
: : - @ ] 5 Azure loT Hub | DM
- mnonn : H i \ :
Target Board for oo Internet i ki' Azure loT
RX660 CK-RX65N ! ADU ' Explorer
(Non-OS) (AzureRTOS) | | | TTUUUUTUTUTOOY
with HS3001 sensor
&¢ -
Azure Storage New
Firmware
EMERERT/INM R
RR + MCU : RX65N
+Hh2%1) MCU : RX660
RIEER Y : HS3001
ENERERR AR — K
RR + MCU : CK-RX65N (RTK5CK65N0S04000BE)
+Hh>2%1) MCU : Target Board for RX660 (RTK5RX6600C00000BJ)
RIEER Y BIEE Y Pmod™ Board (US082-HS3001EVZ)
HEXE

RX 77 =) Microsoft Azure Y —EX #F|FH L= OTA DEHAE (ROIAN6928)

RXZ73Y Z27—L9xF7T7vFTF—rEDa1—)L Firmware Integration Technology (RO1AN6850)
RXZ77 31! AWS/Azure ZFIRLI-77—LDx7EHYV I bORAFKEH A F QE for OTA (R20AN0712)
RX65N Group CK-RX65N v1 User's Manual (R20UT5100)

RX660 4 JL— 7 Target Board for RX660 1—H—X< =217 /L (R20UT5068)

R0O1AN6925JJ0100 Rev.1.00 Page 1 of 46



https://www.renesas.com/jp/ja/document/apn/rx-family-how-implement-ota-using-microsoft-azure-services-rev100
https://www.renesas.com/jp/ja/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes-rev200
https://www.renesas.com/jp/ja/document/apn/rx-family-firmware-update-software-development-guide-using-awsazure-qe-ota
https://www.renesas.com/us/en/document/mat/ck-rx65n-v1-users-manual
https://www.renesas.com/jp/ja/document/mat/target-board-rx660-users-manual-rev100

RX 2731 Microsoft Azure ADU 2>t h 5 OTA7w IT—rEY U TILa—FK

EPA

I TR 4
B 1 L= - - RPN 4
B TN R I T B e 5
Y A N L I - - TR OO UR TR TR 6
A1 U T IV T O T LBEB oo ettt 6
VS s V2 A e 1V -3 P 7
A3 T R A R ettt ettt ettt ettt ettt 9
B T D E R oo e a et aaes 10
8. T D N T 0 T oo 10
8.l AN R T L T D B U R T T oo e 10
Lo = 7. N/ Y = AT 10
B.1.2 CK-RXBEN DU b T T 5 oottt ettt 11
6.1.3 TB-RX6B60 MY R T % T oottt ettt ettt ettt eeate e 13
B.2 U T R L T DA U N T T e ettt 17
Lo = - X - RS 17
6.2.2 e E Il Y T R D R T oo ettt ettt 17
6.2.3 CK-RX65N FADFEA T 7 — L T 7 DIERL E AT oot 18
6.2.4 TB-RX660 FADHHI T 7 — L T 7 DVER & BB T oot 21
6.3 TUHT—RABIEDTIZODE Y R T U T oottt 23
6.3.1  AzUre 10T EXPIOrer M A 2/ R B =)L oottt ettt st e et e e neee e et e e nneeeens 23
6.3.2 10T Plug and Play SEtlNgS D EXTE ....coiveieiriireeieitecteesteeteecteeteeteeeteete et e s be e e e steeteetesbeessesbesreesesbeensesras 23
B.3.3 10T HUD D BB e . oottt ettt ettt ettt et e ettt et e e et 24
6.3.4  Telemetry T — 2 D B B BB oottt 26
AR b =17p 1= o = - TR TRPRPTR 27
7L R BB D B E T oottt ettt 27
A O L N B A al N/ 1= = & PR TP 29
T21 FEHH T T s T T DAER oo ettt 29
7.2.1.1 CK-RXB5N DEF T 7 =L ™I T T DVER oottt 29
7.2.1.2 TB-RX660 DEIFT T 7 — Lo T T DVER oo et 29
722 R T T RR T T AILDVERL oo ettt ettt 30
7. 2.8 BRI T A oo 31
73 EAUFY) OTAT Y TT— FEITB OB .o 41
TA BEHUE Y OTA T U T T RO I E D oottt 42
7.5 AZUIE T T R U R DT ) = T 0 T e e e et 43
ST <O TR PP OTROTRT 45
ST 3= R B Ny Iy () B R e P X -+ SH R 45
82 TJ7— AT T T YT T R ED A= LB BT oo 45
8.3 Leaf /N — U 3 U B D FIBEIEIE ..ottt 45
RO1AN6925JJ0100 Rev.1.00 Page 2 of 46



RX 2731 Microsoft Azure ADU 2>t h 5 OTA7w IT—rEY U TILa—FK

Microsoft, Azure [&. K[E Microsoft Corporation.DKEH L U ZDMDEICH T 5F5HEED L < [XFEE
TY,

Pmod. PmodUSBUART [& Digilent Inc. DEETY .
TRTCOBEES L VEREEL. ThZThOMEBICRELET,

RO1AN6925JJ0100 Rev.1.00 Page 3 of 46



RX 2731 Microsoft Azure ADU 2>t h 5 OTA7w IT—rEY U TILa—FK

1. BE

T ETIE. Microsoft 23 5 loT #E_D OTA T v FT7— rH—EXTHS Azure Device Update
(ADU)ZFIF L. Azure 10T Hub & Ethernet fHTA 2 —3 v MEHK SN RX6BN I/ A VE LV, £
NIAaA2E UART TEfM SN2 2BDIAMAVDI7—LI9T 7D OTATYIF—F (UTF. EHY
FYOTATYTT—bEFMLET) OELEHRT LI ENTEET,

T AR7IYH5—232/—kTlE, AzureloTHub &4 V3 —xy MEFE SN/ %
MHost] . Host [C UART #fiisnti=2 DEDY A a2 % lLeaf] EMEMHRLET,

loT #EBIZIEEF 1) T A DREBEDEEBENL., SEHBLICIH LHEDT vy TT— RO LNFE
T, HEE., BEELTWA Host DOTAZ Y ITT—FEFTHL, AU F Y OTAT Y IT—F2FERT S
C & T, Leaf DIEBHEADHIGER T L XL TG —ERDT Y T5— bAARELGE K EZERTEE

EE

2. BMERERRSM

K7 TVr—230/—bOH TN TOTSALIZLTICRTEHETTEDEEERERALTULETD,

® 2-1 TEHERERSEH (RX65N)

I5H AE
FRA~YaY RX65N (R5F565NEHDFB)
FERAKR—F CK-RX65N (RTK5CK65N0S04000BE)
EMEEE 3.3V
RTOS Azure RTOS 6.2.1_rel-rx-1.2.0

#MERHXIRE (DE)

e? studio 2023-07
QE for OTA v1.10

cCavikf43 JLERHRERX 77 I A C/IC++a 784 5 CC-RX v3.05.00
GCC for Renesas RX 8.3.0.202202
759 aEBEZFAAY—IL Renesas Flash Programmer V3.12.00
= 2-2 TEHEHEZRSEH (RX660)

15H AR
FERAY/aY RX660 (R5F56609BDFP)
FERKR—F Target Board for RX660 (RTK5RX6600C00000BJ)
EEEE 3.3V
HMEMARIRE (IDE) e2 studio 2023-07
cCavikf43 JLERHRERX 77 I A C/IC++a 2784 5 CC-RX v3.05.00

GCC for Renesas RX 8.3.0.202202

7259y aEBEFRAAY—IL

Renesas Flash Programmer V3.12.00

MOT Z 7 A4 ILEHY—)L

Renesas Image generator (RX660 70 =4 MZ{fHE)

USB-UART O >/3\—4

PmodUSBUART™

= 23 TEHEEDREH (EoY)

IHH

RE

BEE Y R— F

US082-HS3001EVZ Board

RO1AN6925JJ0100 Rev.1.00
Aug.31.23

Page 4 of 46
RENESAS



https://www.renesas.com/jp/ja/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/rx65n-32-bit-microcontrollers-rxv2-core-large-capacity-ram-and-enhanced-security-connectivity-and-hmi
https://www.renesas.com/jp/ja/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/ck-rx65n-cloud-kit-based-rx65n-mcu-group
https://www.renesas.com/jp/ja/software-tool/e2studio-information-rx-family
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https://www.renesas.com/jp/ja/software-tool/renesas-flash-programmer-programming-gui
https://www.renesas.com/jp/ja/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/rx660-32-bit-microcontrollers-high-performance-and-excellent-noise-tolerance-5v-power-supply
https://www.renesas.com/jp/ja/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/rtk5rx6600c00000bj-target-board-rx660
https://www.renesas.com/jp/ja/software-tool/e2studio-information-rx-family
https://www.renesas.com/jp/ja/software-tool/cc-compiler-package-rx-family
https://www.renesas.com/jp/ja/software-tool/renesas-flash-programmer-programming-gui
https://digilent.com/reference/pmod/pmodusbuart/start
https://www.renesas.com/jp/ja/products/sensor-products/humidity-sensors/us082-hs3001evz-relative-humidity-sensor-pmod-board-renesas-quick-connect-iot
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https://www.python.org/
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https://learn.microsoft.com/en-us/azure/iot-hub-device-update/device-update-proxy-updates
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https://learn.microsoft.com/en-us/azure/iot-hub-device-update/device-update-proxy-updates
https://learn.microsoft.com/en-us/azure/iot-hub-device-update/device-update-proxy-updates
https://www.renesas.com/jp/ja/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes-rev200
https://www.renesas.com/jp/ja/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes-rev200
https://www.renesas.com/jp/ja/document/apn/rx65n-group-visualization-sensor-data-using-rx65n-cloud-kit-and-azure-rtos-rev100
https://www.renesas.com/jp/ja/document/apn/rx65n-group-visualization-sensor-data-using-rx65n-cloud-kit-and-azure-rtos-rev100
https://www.renesas.com/jp/ja/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes-rev200#page=7
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CC-RX
Compiler

=ik L)L (-optimize): Level 2: Performs whole module optimization
&#E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

Linker

=1k 2 4 7 (-nooptimize/-optimize): All

Library Generator

=ik L)L (-optimize): Level 2: Performs whole module optimization
&#E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

% 4-1 31— FH% 4 X (CC-RX)

Jolzy bk ROM RAM
ck_rx65n_demo_bootloader 35KB 45KB
ck_rx65n_azure_2ndota_demo 570KB 224KB
rx660_tb_demo_bootloader 27KB 13KB
rx660_tb_2ndota_demo 49KB 22KB

GCC
i1k L R JL: Optimize for debug (-Og)
® 42 31— F¥4 X (GCC)

pA=DZ 2/ S ROM RAM
ck_rx65n_demo_bootloader 62KB 47KB
ck_rx65n_azure_2ndota_demo 652KB 234KB
rx660_tb_demo_bootloader 59KB 17KB
rx660_tb 2ndota_demo 91KB 37KB
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6.1.1 2AKRDERK
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EFBRBLTLLESD, UBTEFAFAOR—FKDtEY b7y THERICDODWTELLLEHEBALET,

Ethernet or WiFi

USB micro
PmodUSB
UART

MCU header CN2

USB micro pin 12,20,22

(T\b Ethernet . u

Azure Internet

CK-RXB5N 10,11 TB-RX660

E 6-1 ATED/N— K™Y 7LAER
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6.1.2 CK-RX65N Dty k7 v THE
CK-RX65N Dty b7y TAZEERLET,
(1) TB-RX660 &M UART @IERT— 7 ILiEk:

TB-RX660 & UART &IE%1T 5 1= D TXD, RXD, GND I& CK-RX65N 0 J8, J3 AR 2 DLTDIHFIZ
FYHTTLET, 6.1.3(3)ITRY TB-RX660 HIDifF & LLTRD K 312 UART ES DX IGZEER > THEf L
TLEEL,

= 6-1 Y432 UART ¥#Aix (CK-RX65N € Pmod >4 1HR— K © TB-RX660)

CK-RX65N GE1) HS3001 Pmod I/F TB-RX660 Pmod I/F
J8 Pin 1: DO/RX (RXD7) Pin9: TXD (G 1) & | Pin 9: TXD9
J8 Pin 2: D1/TX (TXD7) Pin 10: RXD (1) & | Pin 10: RXD9
J3 Pin 7: GND Pin 11: GND & | Pin 11: GND
£1:HS3001 oY AR— FOMIGEFIXEHELEDT-. TB-RX660 M Pmod IIF DAEAEETEHZS N
TEFEY,

OUTOOOR — INDOOR BAROMETRIC TEMP &
ADI PRESSURE® JHumiolTY  cdweo

TB-RX660
GND

@40HINGISGY

’ LIIIIIIIlllllIIIII(III"I"H“"IIN" : - TB-RX660
b ; RXD

n; xe: : “° : e; 2 LE
Js21 b LEDL é L
CK L R X 6 5N ns ».nmmm
o

Jig R/N RTKSCKSSNOCOOOOOBF
L bd renesds com/rx/ck-% xss..com,m
Version 1 ° ~ (=]

ooooo

E@«--v-u 3

MAC ADDRESS

BIOMETRIC SENSOR 03]

. .
“ eX1022-063
K :

3

K 6-2 CK-RX65N MDY A O fE UART BIEIZERT dimFhiE
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(2) PC~AORTEARBT—TILVIES
PC & CK-RX65N @ USB < 1) 7)La 1% 4 (micro USB Type-B)Z USB 4 —JILTHEHKELET .

[

6-3 PC~DRASJHANEAD USB i

(3) EREHE - TNV H L DESR
PC & CK-RX65N O E20B Debugger 3% 4 (micro USB Type-B)%# USB 7 —J/LCHEHKLET,

6-4 BEMB - T2 L—2FHD USB &

(4) A v8—2v MERA®D LAN 77— J)LEE#kR
CK-RXE5N DA —H Ry bAXRI ZZA VZ—Ry FITHEBESNTVS LAN 7—J L EHELFT.

e
jiﬁ 8

e

6-5 41 —H 3y FMZKBERA 2 —3y MES
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(5) T ¥ >s$J16 % DEBUG fllIz4E#T 3

CK-RX65N T /8y JE— FIZT BF=HIZP v >/\VJ16 % DEBUG fill(pin 1-2)I2FEHE LET,

OQUTDOOR lux)ouw BAROMETRIC TEMP &
1

MU

Aol PRESSURE" HUMIDITY  COMBO
& 3 :

. ME 8
NE—
IOREF
RESET
<33

I ol P o
Uijmmmmmm‘

L1l
g &
L3

?’6";

@
&

PWR
et A

d

5V E R
GND é 4
GND-&—

b Xi
VIN

=
ialalalelals

3

ORTIY

- ® e

INSIAE

G0Z¥at
A40HINS 9545

ool
A% §

S
o

4
¢5

MOD2__I5

111111,

|

£8

6-6 v >/NJ16 DHLE

6.1.3 TB-RX660 Dty b7 v THE
TB-RX660 Dty b 7w T HEZRLET,

(1) ErRTEE

HEREDAR— FIX, RIL—FR—ILITAY ALY F TN TR =8, UTOEREHREZL TS

LYo

o TB-RX660 1—H—XI=a7ID 513 TIaL—4 Uty rAvS] Z8BL. NS EUERIT
TS,

e TB-RX660 1—H—XI=a7/)L® 1514 ERER~AV S| 5B L. 33VERHEMBENTEEL LS L
TLEEW, KTETIERX660 # 3.3V TEESEET,

e TB-RX660[ZCN2 a9 B2 ZEFIFTLIEELY,

(2) HS3001 /R— KD#EHE
TB-RX660 M Pmod 3% 412 HS3001 h— KZEEHELET,

RENESAS
Made in Japan

RIIO,R57,
e

o [E7R21
®

DHPOPOOH

]
®
=
D
D

npog Juprmg 1o
2-780SN

CN2
©

6-7 TB-RX660 @ Pmod a4%9 4 &+ o9 R— FOESE
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(3) CK-RXB5N &M UART @IEAY — J LS

CK-RX65N & UART @15 %175 =D TXD, RXD, GND I TB-RX660 @ Pmod 2149 2 D LI T DiFFI
BYYBTTLWET, 6.1.2(1)I25RF CK-RX65N DifFF &K 6-1 DL 512 UART EE DRI EE > THEML
TLZELY,

Pin1 Pin7
1

CK-RX65N
RXD

TXD
GND

}
Pin 6 Pin 12

6-8 TB-RX660 M7 4 3 UART BIEIZERT 3imFAE

(4) PCAQRTHARL ) TIVEEDT—TILiER

PCALY ZIEETASTHAT B1=60 TXD, RXD, GND [&. TB-RX660 ® MCU N4 CN2 DLLT®D
BEIZEY Y TTWLVET, PModUSBUART O VN— 42 DHFELUTOESLURD & 512 UART EED %
ISERM-OTEHRKLTLESL,

PmodUSBUART M <+ > /8 JP1 [ VCC-LCL fllZ @K L TL &Ly, THhlZk Y. micro USB M 5D
TIRIZEY UARTIIFEEZ 33VIZLET,

& 5(Z. PC & PmodUSBUART 3 > /3—%4 M micro USB Type-B I %4 2% USB Y —JILTHEHELE
ERS

% 6-2 TB-RX660 & PmodUSBUART I 2 /\—4& DiEsRF %

TB-RX660 MCU Header CN2 | PmodUSBUART Pmod I/F
Pin 12: GND Pin 5: GND
Pin 20: RXD1 (MCU P30) Pin 3: TXD
Pin 22: TXD2 (MCU P26) Pin 2: RXD

Pin12 Pin20 Pin22

6-9 TB-RX660 M PC~A~DBSHARDLY ZILBEDT—TILIEHKAE
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(5) BREHKAT—JILER
PC & TB-RX660 M micro USB Type-B a9 2% USBA—JILTHEHKLET,

SAS
Japan

6-10 TEMIHB - T I 2L —4%HD USB &

6) TZaL—4UtEy rAYFIO)EHKT S
TB-RX660 DT X al—2 Uty bAYAIO)EHRBMLET,

RENESAS CNI=
Made in Japan 5 GN{E,J
[j MCU_VCC Y, °
R56 \*’
oo U gsp i
RaslidoICN1
s

1-hos ‘¥R

)

Rl

DOHDODD

6-11 ITZalL—4aJty rAYFTI)DIE

ULETTEZERTH5-ODN—FI2z70Ey b7V TEETTY, 6-12 [T T ERHDEKER Z
RLET,
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62 YIrHIzT7OEY TV T
LBOFIEIEZ, K7 FTV5r—a>/—bTEREBLTWACCRXaAVNRASAHDY YT LTOS Y
TERELETH. GCCRNTOC Y FrTHLFIBIZEEETT,

6.2.1 ERi&ElE
TETCHERTDIVILIZTDA VA M—=ILZEFTVWET, BFEREFHFDEFNENDY T LI T DI/IN—
TIaVIER 24 TSBESLN,

(1) QEforOTAMA ¥R k—JL

e2studio M * —a—/3\—M 5, [Renesas Views] — [Renesas QE]ZFE. QE for OTAMNA VX b—JL &
NTWWBEMHERLET, OTA Main (QE), OTA Manage loT Device (QE)ABdNIEAS VR Fk—ILFEH T,

|NMEEAIX IRX 773 AWS/Azure ZRIB L7 7—LDTT7E#HYV 7 FOBEFEHA K QE for OTA]
D 2.1QEfor OTADA VA r—J)L] BEZSHL., QEfor OTAZA VR F—JLLTLEELY,

oject Renesas Views Run Window Help

C/Cr+ >l & v dRE WS - Sl
) Code Generator » _
A Mai Debug 5 Lh X
Partner OS >
Renesas QE > { Measuring Current Consumption (QE)
Smart Configurator > 4 OTA Main (QE)
Solution Toolkit > & OTA Manage loT Device (QE)

*  Renesas Software Installer : -
—n—cm-crrwcrcu—cvut—s,lgner‘ public key.

%

6-13 QEfor OTA A A Y R b—LEN TS M HEER

(2) Python EITIREDA VX b—JL
Python [&. https://www.python.org/ M5 AFTEET,

F1=. Python @ pycryptodome 54 75 ) ZFEALFET, Python 24 VX b—JLR. UTDpipa~v>
F#ETL, 1 >R F—=JLLTLIEELY,

> pip install pycryptodome

(3) Renesas Flash Programmer @4 > X —JL

Renesas Flash Programmer [&. Renesas Flash Programmer (Programming GUI) | Renesas M AF T

EFET,

6.2.2 —IFILY T FDOERTE
S FIBEEZFEEFOVHEAZFABICA—SFILY T+ (Bl : TeraTerm %) ARETT, LLTFIZY
JF7ZILHR—rDHREZRLET,

= 6-3 YUTFIKR—IPERE

15H BRE
R—L—Fk 115,200 bps
T—4 8-bit
N T4 7L
Aby7 1-bit
70—l L
RO1AN6925JJ0100 Rev.1.00 Page 17 of 46
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6.2.3 CK-RX65N FAD#EA 7 7 — L™ = 7 DERL & EFT

QE for OTA %{# > T CK-RX65N FID#MHA T 7 — Loz 7 E4ER L. e?studio TTN\YITETLET, U
TICFIEZRLET,

1) Faszs boqrR—+F

A7TVr—2av/—brTHUTLa—FELTRBLTLS, CK-RX65N D T— ~O—4THD
ck_rx65n_demo_bootloader 7AY ¥y b& . 2—HTF045 5 L THS ck_rx65n_azure_2ndota_demo
FOodxy FEe?studio 124 R—FLET,

1 iR— rEIE. T2 3 >® TCopy projects into workspace] DF = v 9 E4 L TLIEELY,

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help Q Import [m] X
New Alt+Shift+N >
Open File.. - & Select \
() Open Projects from File System. - ) o ) A
& 3 & Create new projects fram an archive file ar directory. H
Recent Files >
Close Editor Ctrl+W
Close All Editors Curl+Shift+W g existing code Select an import wizard:
Save Ctrl+S ‘ty)ef ter text ‘
Save As..
ens v = General ~
Save Al Ctrl +Shift+S P I
Revert - =
- Existing Projects into Workspace
Move.. —T e
[ B2 = [~ Preferences
ZEWES'] —_—— T S (7} Projects from Folder or Archive
onvert Line Delimiters To > . .
I=* Rename & Import Existing C/C++ Project into Workspace
Print... Ctrl +P a¥ Renesas CC-RX project conversion to Renesas GCC RX.
[« Import. Taw Renesas CS+ Project for CA78KOR/CATSKO
[ " &% Renesas CS+ Project for CC-RX, CC-RL and CC-RH
Properties Alt+Enter la» Renesas GitHub FreeRTOS (with loT libraries) Project
" Sample Projects on Renesas Website
Switch Workspace > e
Restart & C/Crr
Exit (= Code Generator w

@ < Back Finish Cancel

6-14 Z7ACzH kDA vik— D

& Import [m] x
Import Projects =
Select a directory to search for existing Eclipse projects. { ‘
(@) Select root directory: | C:Ar01an6925xx0100-communication\Demo Browse...
() Select archive file: Browse...
Projects:
ck_m63n_azure_2ndota_demo (C:\r01an6925xx0100-communicati Select All

ck_rx65n_demo_bootloader (C:\rd1an6325xx0100-communication!
[[] m660_tb_2ndota_demo (C:\r01an6925%x0100-communication\Der Deselect All

[] mE60_th_demo_bootloader (C:\r)1an6925xx0100-communication) Refresh

< >

Opticns
[ |Search for nested projects

[] Copy projects into workspace

L[ Close newly imported projects upon completion
[ Hide projects that already exist in the workspace

Working sets
[] Add project to working sets New...

Select...

@ < Back Next > Cancel

6-15 F7AZx Y bDA2KR—+QD
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(2) QE for OTA B %k <
e2 studio M * —a1—/\—M 5. [Renesas Views] — [Renesas QE] — [OTA Main (QE)]Z:&IRL £ 3,

oject Renesas Views Run Window Help
C/C++
Code Generator

™[ dE T %5~

W W

A Mai Debug h =
Partner OS . P L
Renesas QE > ¢ Measuring Current Consumption (QE)
Smart Configurator > «& OTA Main (QE)
Solution Toolkit > A OTA Manage loT Device (QF)

*  Renesas Software Installer . -
—Fcﬁ-cncvutu—tvut—Jlgner‘ public key.

*

6-16 QE for OTA EIE &<

(3) [QE for OTA] 1. Cloud Settings

[RX 773" AWS/Azure 2F|A L7 7—LDT7EHYV I FDRAFKEHA F QE for OTAl M 4.3
Cloud MEETE] ZED Azure DFIEEZEFTLET, LY Azure 59 FAIDEENTETLET .

(4) [QE for OTA] 2. Prepare projects — Select projects

% (FE & e? studio (T4 > 7R— k L 7= ck_rx65n_demo_bootloader 7B x5 k&
ck_rx65n_azure_2ndota_demo A Y FEFIRLET., HICOTATO Y bEA VR— T D0
EEIHYFEEA,

& OTA Main (QF) X g =g
A @ Cloud © Prepare ©) ToT @ OTA
) e A~
1.Cloud Settings - = Select projects
@ Sign-in to Cloud
. Create new OTA project(refer guide)
@ Cloud resource setting
Select created projects
2.Prepare projects -
. Boot Loader ck_rx65n_demo_bootloader v I
@ Select projects I
@ Select provisioning Firmware I ck_rx65n_2ndota_demo ~ I
3.Manage IoT device ¥ [nformation of firmware project
i Device:
@ Manage IoT device
@ Create initial firmware
@ Write program to IoT devices Prepare OTA project(Azure)
4.0TA hd * OTA project (firmware)
o Creat i ject
@ Create update firmware N ~reale New poject
o Change settings
@ Execute OTA and check status ° Mp@]e_ct
* OTA project (boot loader)
o Create new project
o Change settings
o Build project
» Troubleshooting
o Not install component in Smart Configurator N
3
6-17 ATy FOER
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(5) [QE for OTA] 2. Prepare projects — Select provisioning
JOEY 3= S A%KE LT, TSource code includes credentials (symmetric keys) | #:&IRLET,

A Cloud Prepare IoT OTA

1.Cloud Settings -~ |~
v

Select provisioning

Sign-in to Cloud

Seleet a provisioning.

Cloud resource setting

2 Prepare projects hd Provisioning | Spurce code includes credentials (symmetric keys)-

Select projects

Select provisioning

6-18 JOET 3= I AEDER

(6) [QE for OTA] 3. Manage loT device

[RX 77 3Y AWS/Azure Z8ALI-T77—LDzT7EHYV I FOBERFEHA K QE for OTAl @ 4.510T
TINARADEE] ED Azure DFIEZEITLET., ThIckY., Azure 95D FADT/INA AD &k E CK-
RX65N DHEA 7 7 — L9 T 7 DEZTAANPTETLET,

(7) ENfEHERR
6-6 M+ /8 J16 & RUN f(pin 2-3)I4E#& LE T,
—I IV T FEREFL. 6-19 DL S IzaIdAHEAShTLINRIE CK-RX65N DEfFIXTET TI .

al COMS5 - Tera Term VT - [m] X ‘
File Edit Setup Control Window Help

LOnN
[INF
Ma

: NO_EMBEDDED_VER_INFO.

6-19 CK-RX65N ) O 4 E@E
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6.2.4 TB-RX660 FD#HAT 7 — L =7 DIER & E1T
TB-RX660 DA 7 7 —L™ = 7 %/Em L. Renesas Flash Programmer TY A QA VICEERAHFFET,
UTICFIEZRLET,

1) FaSzY hoA K-t

FIFED CK-RX65N AR TAD Y FERKRIC, K7 TYr—23 v/ —bTHUTILa—FELTER
#tLTLA, TB-RX660 D T— O—4THS rx660_tb_demo_bootloader 7RV xzH b&, 2—H 7T
0455 LTHh5 rx660_tbh_2ndota_demo FAS xH b % e?studio IZ4 Y R—FLET,

2 7RV FOELFR

rx660_tb_demo_bootloader 7B =4 k& rx660_tb_2ndota_demo 7AY Y FZEEI KL, MOT 77
AIWVEERLET, MOT Z7ALIETRID Y T+ LAETD HardwareDebug 7 #+ LA [THER SN E
ER

(3) WHEAT7—LY 7 DK

R S 1= rx660_th_demo_bootloader & rx660_tb_2ndota_demo ® MOT 7 7 4 L& #E& L T TB-
RX660 ADWA T 7 —L 7 E#HERLET, MOT 774 ILD#EEIZIE Renesas Image Generator % &
L %9 . Renesas Image Generator & [RX 773! J7—LDxF7F7yvIFT—F L a—)L Firmware
Integration Technology Rev.2.00] IZftE3 %Y —ILTT, EMICDOWTIE, £V I9%DT7 T 45—
3>/ — bk® TRenesas Image Generator] % ZSB &0,

rx660_tb_2ndota_demo¥RenesasimageGenerator 7 A LA TUTDIT > FEFETL. 77 —L4
= 7 initial_firm.mot #/ER L £ 7,

> python .¥image-gen.py -iup ..¥HardwareDebug¥rx660_tb_2ndota_demo.mot -

ibp ..¥..¥rx660_tb_demo_bootloader¥HardwareDebug¥rx660_ tb_demo_bootloader.mot -
o .¥initial_firm -key .¥keys¥secp256rl.privatekey -

ip .¥RX660_Linear_Half_ImageGenerator_PRM_ 2ndota_demo.csv -vt ecdsa
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(4) WEAT7—LITT7DEEFRAH

Renesas Flash Programmer #FAWL\T, ETHERLE=#EAT 7 —LD = 7 initial_firm.mot % TB-RX660 [
EERAHFET,

rx660_tb_2ndota_demo¥rfp 7 #+ JLZ W@ Renesas Flash Programmer 7B < £ 4 bk rx660_program.rpj %
B E. Program File [Z5(E E4ERL L 1= RX660 AD#HA 7 7 — L = 7 initial_firm.mot Z#§%E L T. Start &
2w LTLESLY,

s Renesas Flash Programmer V3.12.00 - x
File Target Device Help
Operation Operation Settines Block Settings Flash Options Gonnect Settings  Unique Code
Project Information

Gurrent Project: rxfi60_proeramrpj

Microcontroller: RX Group Endian:  Little v

Program File
azure-prnxy—adu-demn¥rx56D,lhjndma,demo!!RenesasImageGeneratm¥inma|jirm\mnll Browse.. I
CRGC-32 : 14B6CCAF

Flash Operation

Erase >> Program > Verify

Start ‘l

Renesas Flash Programmer V3.12.00 [3 July 2023]
Loading Project (C¥ws¥azure-proxy-adu-demo¥rx660_th_2ndota demo¥rfp¥rxBB0_programrpj)

Clear status and message

6-20 Renesas Flash Programmer TOHMEAT 7 —L I 7 DEEAH

(5) ENfEHERR
TB-RX660 DT I al—4 Yty hAYRIB)EEHEKLET,

—SFILVT FEEFHL. 6-21 DL SITEEDENAO T HASINTLNIL TB-RX660 DEfRILTT
T3,

¥ COMS - Tera Term VT - ] X
File Edit Setup Control Window Help

er [with buffer] wver 1.0.0 ====

6-21 TB-RX660 M O 4 E®&
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6.3 oY T—RABRLDI-HDEY FT VT

6.3.1 Azure loT Explorer DA > X k—JL
Azure 10T Explorer D4 X b—J)LAZES L CFEAFEICOVTIETRY VI ESRBLTLIZEL,

Azure loT THRXRJO—5—%A4A A —J)LLTHEAT S - Azure 0T | Microsoft Learn
AK7T)Vr—232 /) —bTlEHost BEET BT —2DHEERAEDHETHLTLET,
Azure loT Explorer (ETFEE) VIV MBAFLTTELY,

Releases - Azure/azure-iot-explorer (github.com)

6.3.2 loT Plug and Play Settings M%7
Azure loT Explorer 28 L £ 3,

E@ID A Za—H 5 10T Plug and Play Settings Z:#iR L. L&A =21 —5 5 Add = Local folder %2R
LET,

Pick a folder %4 ') w4 L. ck_rx65n_azure_2ndota_demo¥model 7 # LA %:&IR L £ T,
Save 27 v Y LEEEZHRELET,

7 Azure loT Explorer (preview) - O *

File Edit View Window Help
Azure loT Explorer

q Settings
(preview) s

Home > loT Plug and Play components

= E save I - Add “) Revert 7 Help

aw loT hubs _ _ _ o _
Model repository locations specify where the application locks to find loT Plug and Play model

definitions. Locations are saved to application storage and can be edited or removed at any time.
57 loT Plug and Play Settings

Help:
[l Notification Center
What is loT Plug and Play

Model Repository Locations:

We'll lock for your model definition in the following order. Please drag and drop to change it
Click "Add’ to enable more ways to can resclve your model definitions.

Before enabling us to retrieve model definition from a local folder, please read Microsoft Privacy

Statement
Public Repository X
The iot-plugandplay-models GitHub repository includes DTDL models that are made publicly available

on hitps://devicemodels.azure.com.

Repository endpoint | hitps://  devicemodels.azure.com

Local Folder X
Use your local folder as o mode! repository. The model definition files you wish to use should have a json
extension. The first JSON file with an '@id" property matching the digital twin model identifier (DTMI)
will be refrieved,

Selected folder | C:/r01an6925x40100-communication/ck_r65n_azure_2ndota_demo/made ‘

Pick a folder

6-22 10T Plug and Play Settings D&%
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https://learn.microsoft.com/ja-jp/azure/iot/howto-use-iot-explorer
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6.3.3 loT Hub M FE

T59H T Azure R—Z ILEBE. EB LTz I0THUb D5 TS5 4 T ) ERXFINEAFLET .

Azure IR—A L TUTDIEIZERLET,

Azure loT Hub = Shared access policies = iothubowner = Primary connection string

Home > Resource groups > qe_ota_resource_group > qe-iot-hub-20230731144749726

. - iothubowner
qe-iot-hub-20230731144749726 qe-iot-h
L

qe-iot-hub- 1144749

| Shared access policies = #

Search

[ File upload

2 Failover

@ Pricing and scale

Il Properties

B Locks

Security settings

Identity

> Networking

A Certificates

Defender for loT

Q Overview
@ Security Alerts
= Recommendations
B Settings
Monitoring
B Alerts

M Metrics

@ Regenerate primary key

@ Regenerate secondary key

Tl swap keys

Shared access policies may be used to generate security tokens to consume loT hub functionality. Learn more
Primary key

Connect using shared access policies

Secondary key

Primary connection string

Manage shared access policies Secondary connection string

=B

Permissions

Permissions

ll

Policy Name

1

Registry Read, Registry Write, Service Connect, Device Connect

Registry Write

Device Connect

Registry Read

Registry Read, Registry Write

bogonoof

Registry Read, Service Connect, Device Connect

B Disgnostic sartinge . Cancel
6-23 T34 IVEHEXFIDOAF

Azure loT Explorer DZEI 4 =2 —Mm 5 loT hubs ZEIRLET,

l'Connect via IoT Hub connection stringl 22 J v 49 LET,

P Azure loT Explorer (preview)
File Edit View Window

Azure loT Explorer

Help

(preview)

Home
|

&5 loT hubs
Welcome to Azure loT Explorer, a cross-platform Ul for interacting with devices attached

&7 10T Plug and Play Settings to Azure loT Hub
Choose an authentication method and connect to an Azure oT hub. 16T Hub uses permissions to grant access to

0 Notification Center
each loT hub endpoint. Permissions limit the access to an loT hub based on functionality. Learn more

Connect via Azure
Active Directory

Connect via loT Hub
stri

connection string

6-24 loT Hub & D¥E#E A EEIR
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F'Add connection] 2 ) vy 9 LET,

& Azure loT

File Edit Vi
Azure loT Explorer

Explorer (preview)

ew Window Help

(preview)

]

Home > loT hubs

&2 loT hubs
" 10T Plug and Play Settings

Q) Notification Center

Settings

t Add connection | © Switch authentication method

No connections to display

You will need to add an loT hub connection string. Connection strings are saved to application
storage and can be edited or removed at any time by returning Home.

Help:

Where do | get an IoT hub connection string?

6-25 loT Hub & DIEHERTE

Connection string [CAF L=TS5A4 T U EGEXFIEAALET,
Save 27 Yy LET,

# Azure loT Explorer (preview)

File Edit View

Window Help

Azure |oT Explorer

(preview)

loT hubs

loT hubs

Add connection string

Connection string *

No connections to di

an le

Where do | get an loT hub connection string?
Please do not save your hub connection string to any unsafe locations

Host name
/W
Shared access policy name

| iothubowner | I
Shared access policy key

| ] B

- |

6-26 TS A4 T UEHKXFEIDAD
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Azure 0T hub 2B SN TS TS ZA—ENKRFTEINET,
RrEnf=-Device DDY O EHV v LET,

> Azure loT Explorer (preview) - O X
File Edit View Window Help

Azure loT Explorer o
Settings

(preview)

Home > qe-iot-hub-20230731144749726 > Devices

New () Refresh

‘ Query by device ID... L2 = ‘ (Y Add query parameter

Device ID Status ™ Connectio... »  Authentica... ~ Laststatus... ™~ loTPlugand... ~ Edge device
Enabled Disconnected Sas - dtmi:com:example
:Thermostat;4

6-27 loT Hub @

kg
it
ct
._d

6.3.4 Telemetry T—%4% DZ{EEAA
EfAZa2—h5 Telemetry Z:E&IRLE T,

Start 22 ) w o $5HE Host hhioEbNTEF= Telemetry T—2 DR TERIBLET .

2 Azure loT Explorer (preview) — O hed

File Edit View Window Help
Azure loT Explorer

Settings

(preview)

Home > qe-iot-hub-20230731144749726 > Devices > ck_rx65n_2ndota_demo > Telemetry

[> Start Show system properties [i] Clearevents {} Simulateadevice T Customize Content Type

B Device identity
Telemetry You can monitor telemetry that the device sends to the loT hub
B Device twin

Consumer group & SDefault
[ Telemetry

Specify enqueue
< Dir i
>¢ Direct method time

@ ) No

=1 Cloud-to-device message

Use built-in event hub

& Module identities e Yes

&7 loT Plug and Play components

6-28 Telemetry T—742 D2 {SFALA
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7. TEDETFIE
FTEEZEITTAFIBIZOVTHBELES,
7.1 #ERREEDENERESR
6EDNDTENDEY F7YTHNETLTWNSIRET, TB-RX660 DYty A A v F(RESET)ZHT L/\—
FOoxz7Uty FE2ETLET, BHERIZCK-RX6EN L)y FRA Y FSDEHTLN—FDOz 7)Y
FEETLET,
—SFIYITFTREIAAUILDOATEHERELET,

7-1IC CK-RX65N DAV EEE R LET, HS3001 Lo HDEET—INHAIN TSI L 2R
LES,

W COMS - Tera Term VT - [m} X ‘

File Edit Setup Control Window Help

7-1 CK-RX65N A4 HEmE

RIZ. 7-2 12 TB-RX660 DAV EEZRLET, HS3001 LU HDBET—E2DARTINTWNS I &
=HALET,

E1-. YHPREETIL TB-RX660 M LEDO WM& LET,

A COMS - Tera Term VT - O X

Contrel Window Help

7-2 TB-RX660 O O4EM@
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=E&IC, 7-3 12 Azure 10T Explorer DEIE %~ L E¥F, HS3001 £ UM o BBLIZEET—2 KRR

ENTWAHZLZHELFET,

File Edit View Window Help
Azure loT Explorer

(preview)

Settings

| Home > qe-iot-hub-20230731144749726 > Devices > ck_rx65n_2ndota_demo > Telemetry

| B Device identity

| B Device twin
[ Telemetry

| >¢ Direct method

| = Cloud-to-device message
& Module identities

¥ 10T Plug and Play components

M stop [ Show system properties [i] Clearevents {} Simulate a device

Telemetry You can moniter telemetry that the device sends to the loT hub

Consumer group ©

Specify enqueue o
time -

(@ Receiving events

Wed Aug 02 2023 02:00:34 GMT+0900 (Japan Standard Time):

{
"body": {
"humidity": 55.31

1,

"engueusdTime": "Wed Aug 02 2023 02:00:34 GMT+0%00

)

Wed Aug 02 2023 02:00:29 GMT+0900 (Japan Standard Time):

{

"body™: {
"humidity": 55.33

1,

"enqueuedTine”: "Wed mug 02 2023 02:00:29 GMT+0$00

}

(Japan Standard Time)"

(Japan Standard Time)"

7-3 ®HhUH1) OTA 7w 7TT— MBI Azure loT Explorer ®F L A k1) &R

CORENEHVF ) OTAT Y TT7— FETRIOIMEIRETT,

RO1AN6925JJ0100 Rev.1.00
Aug.31.23

RENESAS

Page 28 of 46




RX 2731 Microsoft Azure ADU 2>t h 5 OTA7w IT—rEY U TILa—FK

7.2 OTA7 Y 7TF— bDELT
721 BHI7—LITTDER
7.2.1.1 CK-RX65N DEF T 7—L =7 DIERK

[RX 7731 AWS/Azure ZFIALET77—LD 7 EHYV I FOBRFEHA K QE for OTAl M M4.6.1
B I77—LIzT7DER] ED Azure DFIEZETLET, BHI7—LozT7D/N—2a vk
r2.00] £LTLEELY,

(2} Specify version of firmware

vie =l Elp [

7-4 BHI7—LOTT7D/IN—23a Y

kg
it

HIZEKY CK-RX65N DEH 77— LDz 7HERRTEET,

lck_rx65n_azure_2ndota_demo¥QE-OTA¥apl¥v2.0.0¥<I0T T/3f R£&>] 7AW FIZH B [<loT T/A4
RE>rsul Z7AIL%E.

ck_rx65n_azure_2ndota_demo¥tools¥AzureDeviceUpdateScripts 7 #+ JL A
[2aE—L. 7Z74I/)LD4%I% host_update firm 2.0.0.rsul [CEELZET,

7.2.1.2 TB-RX660 DE#H 7 7—LD 7 DIERK
(1) rx660_tb_2ndota_demo 7O x4 hDY—ROA—KNDZLEHRE

rx660_tb_2ndota_demo/src/rx660_th_2ndota_demo.c @ MEASURE_TEMPERATURE DY Y O % (1)IZtEw +
LEY,

Ff-. #FOT O DEMO_VER_MAJOR, DEMO_VER_MINOR, DEMO VER BUILD 2Z®EJ 5 & T. ETHEICA
JRERSINDN—DaVEEERETEET,

#define MEASURE_HUMIDITY (1)
#define MEASURE TEMPERATURE (1)
#define DEMO VER MAIJOR (2)
#define DEMO VER MINOR (@)
#define DEMO_VER_BUILD (@)

(2) BHI7—LozF7MOT 774 ILEBR)DER
rx660_tb_2ndota_demo 7O Y FEEJIL KL, MOT 274 ILEERLET,
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B) B#HI77—LIzF7(RSU Z74A4ILEX)DIERK

{ER S 11z rx660_tb_2ndota_demo @ MOT 7 7 1 JL%. Renesas Image Generator Z{#F L T RSU #
KOEHFI7—LITTICERLET,

rx660_tb_2ndota_demo¥RenesasimageGenerator 7 A LA TUTD AT FEFE{TL. RSUBXDEH
7 7—L 2 7 leaf_update_firm_2.0.0.rsu Z/ER L E T,

> python .¥image-gen.py -iup ..¥HardwareDebug¥rx660_tb_2ndota_demo.mot -

0 ..¥..¥ck_rx65n_azure_2ndota_demo¥tools¥AzureDeviceUpdateScripts¥leaf update_firm_2.0.
0 -key .¥keys¥secp256rl.privatekey -

ip .¥RX660_Linear_Half ImageGenerator_PRM_2ndota_demo.csv -vt ecdsa

722 RZIJIRAMIT7AILDER

Windows PowerShell ##2&j L. ck_rx65n_azure_2ndota_demo¥tools¥AzureDeviceUpdateScripts 7 # JL
ATUTOAT U RERTL. N2 T A LI 7ML EERLET,

.¥CreateRX65NRSKUpdate.psl

Version, HostPath, LeafPath MAHNERHLNDT=H. TREFNUTDELSIZAALET,

e Version: 2.0.0

RZTTARAMI7ANDN—=230TY, EI7—LIITT7DN—2 3V EFRILTVET,
e HostPath: host_update_firm_2.0.0.rsu

7211 THERLIZRSU 7274 TY,
e LeafPath: leaf_update_firm_2.0.0.rsu

7.21.23) T LI=RSU 274 J)LTT,

.\CreateCKRX65NUpdate.psl

cmdlet CreateCKRX65NUpdate.psl at command pipeline position 1

Supply values for the following parameters:

(Type !? for Help.)

Version: 2.0.0

HostPath: host_update_firm_2.0.0.rsu

LeafPath: leaf_update_firm_2.0.0.rsu

Preparing update RENESAS.CK-RX65N.2.0.0

Preparing child update RENESAS.CK-RX65N-Leaf.2.0.0

Preparing child update manifest RENESAS.CK-RX65N-Leaf.2.0.0

Saving child manifest files and payload to .\RENESAS.CK-RX65N.2.0.0 ..

Preparing parent update RENESAS.CK-RX65N.2.0.0
Generating an import manifest RENESAS.CK-RX65N.2.0.0 ...
Saving parent manifest file and payload(s) to .\RENESAS.CK-RX65N.2.0.0 ...

B 75 Y=—J7xARAMI7AILDERK

FITE T35 ¢& [RENESAS.CK-RX65N.2.0.0] Z#IILEHNEREN, I FRHNIZTYI=ZT R T7A
IWEBH I 7—LY T 7PHAEREINET,
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723 BHFOTITAA
(1) T34 RIZ ADUGroup 4 ¥ %380

TS99 T Azure R— 2 ILZEZHE, 0THUb MDEA=Za—h 5 Devices] #BIRLET,
6.2.3(6) T QE for OTA TR L71= Device ID [CFz v Y # AN, [Assigntags] 22V vo LET,

Home > qe-iot-hub-20230731144749726
f} qe-iot-hub-20230731144749726 | Devices ¢ = X
o Hut
View, create, delete, and update devices in your loT Hub.
|- Add Device == Editcolumns () Renen [i] Delete [ Find devices using a query
T enter device ID Types: Al + Add filter
B Access cantrol (IAM)
® Tags
M Deviced Type Status Last status update Authentication type €20 messag...  Tags

&2 Diagnose and solve prablems

— @ ck_n65n_2ndota_demo loT De..  Enabled Shared Access Signature 0
Device management

G [oTEdge

& Configurations + Deployments

7-6 TINAREERLAE T ZIEM

Name IZ TADUGroup] . Value [Z TOTADemoGroupl] &AAL, Save 9wy LET,

Assign tags X

Assign tags to 1 device

Tags are name/value pairs that enable you to categorize devices by applying the same tag to multiple devices. Device tag names and values are
case sensitive. Learn more

Tags

Basic  Advanced

Name Value
I\ ADUGroup | [ orabemocroud || @
| eg. environment | | eg.production |
Device

|=| ck_rx65n_2ndota_demo

110 be added (O

‘ Cancel ‘

7-7 ADUGroup % ¥ M3E1n
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(2) BEHOIERDEM
0T Hub OR—TIZRY ., ERIA=—a—M,M5 lUpdates) ZFIRLET .
BEOEET7AaF7 )y L, RIRSNE=MELE LD [View account details] 21 v o LET,

Home > ge-iot-hub-2023073114474972¢
@ qe-iot-hub-20230731144749726 | Updates » + X
* ol Hut

Search (D) Please ensure the Azure Device Update service principal has req an. Key management actions like deployment creation and new device registration will otherwise be blocked. After granting permission, initiate a

Device Sync operation from the Diagnostics tab & er any d aned befare permission was granted.
X Overview
Updates Groups and Deployments Diagnostics Get started
-] ity log
A Access control (IAM) Import, view, and delete updates. View 'Groups and Deployments’ to deploy. This loT hub is currently connected
10 Device Update instance: qe-

@ Tags adu-instance

View account details

£ Diagnose and solve problems
Events Provider Name Version Descriptive label

Device management

B Devices (D You do not have permission 10 view updates.

@ 0T Edge

S

. Configurations + Deployments
I ¢ Updates I

B queries

Hub settings

Built-in endpaints

7-8 Updates XR—IhH\i5 Device update 7ho Y ER—D(2EH)

Device update 7AW > FOR—IUHFLC 128, EfIA =2 —h 5 TAccess control(IAM)] 5 1) v
L. TAdd)] # 7Mm 5 TAddrole assignment] ZERLET,

Home > qe-adu-20230731144749726

o) qe-adu-20230731144749726 | Access control (IAM) %

Device Update for loT Hub

\p Search \ « |+ Addl ' Download role assignments () Refresh A Feedback
@ Overview Add role assignment
nts Roles  Deny assignments  Classic administrators
& Activity log Add co-administrator
I Ao Access control (IAM) I My access

View my level of access to this resource.

Check access

L Tags

/2 Diagnose and solve problems

Settings . .
9 Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more '

Identity
o

&> Networking

il Properties

Grant access to this resource View access to this resource View deny assignments
ﬂ Locks

Grant access to resources by assigning a role. View the role assignments that grant access View the role assignments that have been
Instance Management Learn more (' to this and other resources. denied access to specific actions at this

Learn more (] scope.
@ Instances = P
Learn more =

Monitoring
BN Alerts

X 7-9 IAME@EA 5 A—)LEEMN
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A—)LO—EM 5 Device Update Administrator] ZER L.

Next] #2vy 2 LEY,

Home

Add role assignment

ess control (IAM)

X
Role embers * v + assign
A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn
Assignment type
Job function roles  Privileged administrator roles
Grant access to Azure resources based on job function, such s the ability to create virtual machines.
Search by role r descriptior Type : All Category : All
Name T Description T4 Type Tu Category T Details
Reader View all resources, but does not allow you to make any changes. BuiltinRole General View
App Compliance Automatien Administrator Create, read, download, meodify and delete reports objects and related other rescurce objects. BuiltinRole None
Gives you full access to management and content operations BuiltinRole Internet of things View
Update Content Administrator Gives you full access to content operations BuiltinRole Internet of things
Update Content Reader ives you read access to content operations, but does nat allow making ¢ BuiltinRole Internet of things
Device Update Deployments Administrator Gives you full access to management operations BuiltinRole Internet of things
Device Update Deployments Reader Gives you read access 1o management operations, but does not allow making changes BuiltinRole Internet of things View
Device Update Reader Gives you read access to management and content operations, but does not allow making changes BuiltinRole Internet of things View
og Analytics Contributor Log Analytics Contributor can read all monitoring data and edit monitoring settings. Editing monitoring settings includes a... BuiltinRole Analytics View
Log Analytics Reader Log Analytics Reader can view and search all monitoring data as well as and view monitering settings, including viewing th... BuiltinRole Analytics e
Manaaed Application Contributer Role Allows for creatina managed application resources, BuiltinRole Management + Gover, h
ack
E':b ~ . . s
7-10 B—)L—EH b Device Update Administrator A—)L R
mem w2 L PDTHIU b+ LTYUvoLZE
Select members &% 1) v . B2 v E Y o
Home > ge-adu-20230731144749726 | Ac Select members X

Add role assignment

Role  Members®  Review + assign

Selected role

Assign access to

(O Managed identity

Device Update Administrator

User, group, or service principal

Object ID Type

Select ©

Members

Name

No members selected
Description Optional

oo ][]

Selected members:
No members selected. Search for and add one or more
members you want to assign to the role for this resource

Close

7-11 A—ILETHA T B A N—DERD
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BRDT7HhI bAERESA TS /AL, Select] 20U v I LET,

Home > qe-adu-20230731144749726 | Access control (IAM Select members x
Add role assignment
Select (O
: —
Role  Members Review | assign
N group: rvice principals found.

Assign + inc pal
Membe

Name Object ID Type

o members selecled
Description " lected

Previous Select

7-12 O—JILETHA VT EHAUN—DFIROQ

BRDT Ho 2 bhH Members ITRIREIN TS LB L. [Review +assign] #2)v I LET,

Home » qe-adu-20230731144743726 | Access control (IAM)
Add role assignment X
Role  Members  Review + assign
Selected role Device Update Administrater
Assign access to ® User, group, o service principal
(& wanaged identity
Members t select members
Name Object ID Type
I . L ) I
Description Optiona
A Feedback

| Review + assign | Previous Next

7-13 Device Update Administrator B—JLD 7 YA >
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(3) EH®DA R—

0T Hub MR—JIZRY ., EA=Za—h 5 lUpdates] ZRIRLET,

MNmport a new update] %2 v o LET,

Microsoft Azure O Search resources, services, and docs (G+/)

Home > ge-iot-hub-20230731144749726

%) ge-iot-hub-20230731144749726 | Updates = #
loT Hub

| pel bgamh | « @ Please ensure the Azure Device Update service principal has required permission. Key management actions like deployment creation and new device registration will otherwisi
Device Sync operation from the Diagnostics tab to register any devices provisioned before permission was granted.

2N Overview =
Updates Groups and Deployments Diagnostics Get started

Activity log
Ao Access contral (IAM) Import, view, and delete updates. \View ‘Groups and Deployments’ to deploy.
¢ Tags .

I Import a new update O Refresh  [ll] Remove @ View import history

/2 Diagnose and sclve problems

Events D Provider Name Version Descriptive label

Device management

i Devices There are no updates to display.
€& |oT Edge

& Configurations + Deployments

@ Updates

B Queries

Hub settings

®

Built-in endpoints

©

Message routing

iz

File upload

®

Failover

7-14 HLWEHITOTSLDA vk—k

l'Select from storage container] =2 1) w9 LET,

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > ge-iot-hub-20230731144749726 | Updates >

Import update

qe-iot-hub-20230731144749726

Import an update by selecting update files and import manifests.

Descriptive label

enter a descriptive label

I |- Select from storage container I

7-15 A bL—avTH—Hm5ER
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6.2.3(3) T QE for OTA TR L 7= lStorage account] #:&R L. TN 1= Containers [EE T

Container ##{RLE7,

Home > Import update > Storage accounts

Storage accounts «

—+ Storage account () Refresh

[ search storage accounts |

[ Show classic storage accounts
Name

¢s1100320011¢906090

rx65nstrage0

Containers

qestor20230731144749726

+ Container () Refresh | &7 Give feedback

[P Bearch containers by prefix

Name

qestor-blob-container

Last modified

7/31/2023, 3:01:32 PM

Public access level Lease state

Private Available

FRE N1z Container BEIE T Upload #2 J v L., 722 ETHER LT

7-16 Container MR

TAILEFRADT7AN—REZTyTO—FLZET,

[RENESAS.CK-RX65N.2.0.0]

qestor-blob-container

Authentication method
Location: gestor-blob-c

t Add filter

Name

No results

Home > Import update > Storage accounts > Containers

Upload blob

T Upload 0 Refresh B Give feedback
key (S Azure AD User Accour

Modified Access tier Archive:

D

Drag and drop files here

7-17 RZITIARMIF7ANEBHI7—LIF7DTyTA—FK
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Home Import update > Storage accounts Containers Upload blob @ Successtully uploaded blob(s) %
qestor-blob-container

T upload () Refresh 57 Give feedback

Authentication method: Access key (Switch to Azure AD User Account ( 1~

Location: gestor-blob-container

Drag and drop files here

r

*7 Add filter
[ overwrite if files already exist
Name Modified Access tier Archive ¢
[J & host_update_firm_2.0.0.5u 8/1/2023, 2:25:09 AM Hot (Inferred) " Advanced
[J & leaf_update_firm_20.0.su 8/1/2023, 2:25:08 AM Hot (Inferred) o
H Y RENESAS.CK-RX65N-Leaf.2.0.0. importmanifest.json 8/1/2023, 2:25:08 AM Hot (Inferred) :
[ [ ReMNESAS.CK-RXE5N.2.0.0importmanifest json 8/1/2023, 2:25:08 AM Hot (Inferred) uploads

host_update_firm_2.00.su (@ 960 KiB / 960 KiB
leaf_update_firm_2.00.5u @ 60.25 KiB / 60.25 KiB
RENESAS.CK-RX65N.2.00.. @ 23KiB/23KiB

RENESAS.CK-RX65N-Leaf.. @ 1.72 KiB / 1.72 KiB

7-18 YZIJIARRMIF7AINEEHI7—LOTT7ND7 Y TO— Kb

Fy7A—RENE=2TDI7ALNDF IRV IRIZFT I EAN, Select 9y LET,

Home > Imp ate > Storage accounts > Cont

qestor-blob-container

T upload () Refresh £ Give f

Authentication method: Access key (Switch to Azure AD User Account)
Loeation: gestor-blob-container

Search blobs by prefix (case-sensitive)

(® ) show deleted blobs
o Add filter
Name Modified Access tier Archive status Blob type Size Lease state
Pl host_update._firm_2.0.0.rsu 8/1/2023, 2:25:09 AM Hot (Inferred) Block blob 960 KiB Available
) leaf_update_firm_2.0.0.rsu 8/1/2023, 2:25:08 AM Hot (Inferred) Block blob 60.25 KiB Available
) RENESAS.CK-RX65N-Leaf.2.0.0.importmanifestjson 8/1/2023, 2:25:08 AM Hot (Inferred) Block blob 172KiB Available
) RENESAS.CK-RX65N.2.0.0importmanifest json 8/1/2023, 2:25:08 AM Hot (Inferred) Block blob 23KiB Available

7-19 RZTJTARAMI7AINEEHFI7—Lo T T7OER
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Import update #7 ) v LE9,

Home > Import update

Import update X

1144749726

qe-iot-hub-2

Import an update by selecting update files and import manifests

Descriptive label

1 descriptive label

|- Select from storage container

v RENESAS | CK-RX65N | 2.0.0

RENESAS.CK-RX65N.2.0.0.importmanifest jsc

host_update_firm_2.0.0.rsu
~ RENESAS | CK-RX65N-Leaf | 2.0.0
RENESAS.CK-RX65N-Leaf.2.0.0.importmanifest json

eaf_update_firm_2.0.0.rsu

[ o] I

K 7-20 EHI7—LIoTT7DA Rk— b+

AUVR— MR TTHEEHOBHBOIRTEINES, DENTETIEHETHIM D ENHYFET,

Home > ge-iot-hub-20230731144749726

™) ge-iot-hub-20230731144749726 | Updates » *

loT Hub

‘ R Search ‘ « @ Please ensure the Azure Device Update service principal has required permission. Key management actions like deployment creation and new device registration will otherwise be blocked. After granting
Device Sync operation from the Diagnostics tab to register any devices provisioned before permission was granted.

X Overview
Updates Groups and Deployments Diagnostics Get started
@ Activity log e

A Access control (IAM) Import, view, and delete updates. View "Groups and Deployments’ to deploy.
€ Tags

b Import a new update () Refresh D View import history
& Diagnose and solve problems

Events []  Provider Name Version Descriptive label

Device management I [] renesas CK-RX65N 200 - Details

Devices

€ 0T Edge

Configurations + Deployments

S

@ Updates

Queries

7-21 BEHFOA vR— MR
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(4) BEHFOTITOA

Groups and Deployments 2 7 %:#R L. 7.2.3(1) TRk L= TOTADemoGroupl Y IL—F%45 v o L
F9, JIL—THRRRINLZWGAX, CK-RX65N O RESETRA VEBT L, T/84 X% loT Hub IZFH##
#ek. BELD Refreshz2 ) v LTLFZELY,

Q qe-iot-hub-20230731144749726 | Updates = x X

carch s fike deployment creation and new device registration will otherwise be blocked. After granting permission, initiate a

@ Tags -
Updates  Groups and Deployments  Diagnostics  Get started
2 Diagnose and solve problems _—

Events View compliance information for devices connected to Device Update for loT Hub.

Device management

igurations + Deployments
@ Updates

B Queries

View device groups and deploy updates to member devices. Dev

ice groups are automatically created based on device tags. Learn more
Hub settings oups are automatically created based on device tags

C It-in endpoints d
Built-in endpoint ") Refresh

[ ] Group name | Created Device count Status
2 Failover e 5 2
8/1/2023, 5:10:38 PM GMT+9 1 One or more new updates are available for this group. Deplo
@ ericing cale
"
a8

7-22 TIL—TEFTOALBEETYIL—TEER

Deploy 22 ) v 2 LEY,

esource groups > qe_ota_resource_group > ge-iot-hub-20230731144749726 | Updates
Home > Resource groups > ge_ota_resource_groug ot-hub 1731144749726 | Update New updates X
ilee qe-iot-hub-20230731 144749726
Group details: OTADemoGroup - e
qe-iot-hub-20230731144749726
iat-hul View best available updates for devices in the group,
Group basics  Currentupdates  Deployment histor
Zrotp e i e Y Provider RENESAS
N CK-RXB5N
Group details ame B
200
Name OTADemoGroup | New updates available: 1
, o fetail
Type 0T Hub tag based group | Updates in progress: 0
. | on latest update: 0
Created 8/1/2023, 5:10:38 PM GMT+9 S Target devices
Totak: 1
(0} One or more new updates are available for this group. 3 Deploy
Deploy

Device list

() Refresh

device ID or device ID followed by a 'space’ and module iD. Deployment status: All
Name Deployment status Installed update Last attempted update On late:
k_rx65n_2ndota_demc NA NA NA No

7-23 BEFHOTITOA
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Create #7 Jvo L, BHET A4 LET,

Create deployment

qe-iot-hub-20230731144749726

Create a new deployment targeting devices in this group.

Update properties

Provider RENESAS
Name CK-RX65N
Version 200

Group name

OTADemoGroup

Specify when this deployment should start.
@ Start immediately.

O Start at a scheduled date and time

D Rollback all applicable devices in the group to a different update if rollback criteria is met

‘ Cancel ‘
7-24 T7OA DER
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7.3 THAUEY OTA7 Y TT5— FEITHDOENMERESR
T7O0A4DERILEH~-HTHZFZETOTATY T T— R E Y EFT, CK-RX65N & TB-RX660 Dl
AL, EhUFY OTAZ vy ITF—b#ESNOTHEHShET,

\RITE called.

TE called.

7-25 7y FT— hR{THD CK-RX65N DAY

¥ COMS - Tera Term VT - m} X ‘
File Edit Setup Control Window Help

7-26 7w 7 T— hE{THO TB-RX660 DAY
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7.4 ®HUEY) OTAT7 Y TT— FEDENMERESR
727127 v 7T— FE®D CK-RX65N MOV EEEZ R LET, HS3001 o TREFLEEET—42IC
MZT, FHIZEET—INRREINATWS I LEHETEET,

. COMS - Tera Term VT

File Edit Setup Control

me:

celry
JHUMI:61.

try me

01JHUMI
11 JHUMI
elemetry me
)1 JHUMI
)1 JHUMI

11 THMI

7-27 77—LI Tz TEHED CK-RX65N OO 5 E®E

RIZ, 7-28 IZ TB-RX660 MOSEEZR LET, TB-RX660 77 —LI T 7EHIZAIT S L.
HS3001 oY CEELBEDAET—2#WMELET,

Ff-. VIHPRETABLTULV - LEDOIZAMA T LEDL H i@ LET,

1 COM9 - Tera Term VT

File Edit Setup Control

A ArAr A rAr Ar AraAr ar araAr ar A r ararararararr—r—

44[R
i [RHI,
.44[RH],
HI,

Window Help

H1.,
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R#%IZ, B 7-29 IZ Azure loT Explorer DEIE %R LE Y, HS3001 oM oG LI-IRE S REEDHR
ET—ANRRRINTWNAI EEHATEET,

P Azure loT Explorer (preview) - [m] X
File Edit View Window Help

Azure loT Explorer .
Settings

(preview)

Home > qe-iot-hub-20230731144749726 > Devices > ck_rx65n_2ndota_demo > Telemetry

- B Stop [ Show system properties  [i] Clear events {} Simulate a device

B Device identity

Telemetry You can monitor telemetry that the device sends to the loT hub
B Device twin

Consumer group ©

[ Telemetry

Specif time ©
¢ Direct method pedly enqueue time

£ Cloud-to-device message

A Module identities
@ Receiving events...
&7 10T Plug and Play components
Wed Aug 02 2023 02:56:39 GMT+0900 (Japan Standard Time):

"enqueuedTime": "Wed Aug 02 2023 02:56:3% GMT+0800 (Japan Standard Time)"
}

Wed Aug 02 2023 02:56:33 GMT+0900 (Japan Standard Time):

perature": 28.25,
"humidity": 56.81
I
"engueusdTime": "Wed Aug 02 2023 02:56:33 GMT+0900 (Japan Standard Tims)"
N

® 729 £hHUH1) OTA 7w TT— %D Azure loT Explorer @ Telemetry &R

TEBEFULEELGY FET,

75 Azure V59 RYY—ADY)—2TF7v T
UEDTEBETHER LI Azure DY SO R Y—RZHIBRLET,

Azure 7R—#% )L/ 5 Resource groups Y—ERBEREZHAEET, YUY —RITIL—TH—ERTIhB1=
O, TETHERLEZUY—RTIL—T%5)vo L. BRREIN-EET lDelete resource groupl %45 ') v
JLFET,

Microsoft Azure DEAKRICE > TIEX, TETHER LI DR Y—XIZE > THELRKET HIH5EMN
HYUET, ERLEBLELSEHCEDIC, TEEBRIIERLEISORFED) Y—RZHIBRITEEEH
#HOHLET,
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Home > Resource grou
Resource groups [-4) OtaResGroup-n = X
+ creste € Manage view v Fhearh ] + Create €3 Manage view v () Refresh L Exporttocsv %S Open query
A Essentials fie
Filter f i
Name T vity log
ss contrel (IAM) Jtion
Japan East
I+ Resource visualizer
Events
Resources Recommendations
Settings
2 Deployments x
Type equals all X Location equals all X T Add filter
QO Security
Showing 1te 3 of 3 records. [_] Show hidden types © No grouping w | | 22 List view ~
ment stacks —
] Name T Type T Location Ty
Il Properties (] & roHubn oT Hub Japan East
B Locks (] @ toTHubDU Device Update for IoT Hub Southeast Asia
[J] = storagenak Storage account Japan East
Cast Management -
Cost analysis
Budgets
& Advisor recommendations Page | 1 v |of1 &P Give feedback

Page | 1 v |of1 Monitoring
hitps://portal azure.com/# -
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8. w&E

8.1 FHIBVILMIITDIA 2 RAIER
LTDY I bz 7&FERALTHWVET,

e TinyCrypt Cryptographic Library
— 914X https://github.com/intel/tinycrypt/blob/master/LICENSE

e Azure RTOS
— 914 tUR https://github.com/azure-rtos/threadx/blob/master/LICENSED-HARDWARE.txt

82 I77—LDzTTFTYvIT—FrEDI—ILEEHEFFR

rx660_tb_demo_bootloader 7R x4y FTHEALTWVWS 77 —LDIT7T7yv I T—rED2—ILD
r_fwup.c R, 37 {TE® FWUP_COPY_BUF_SIZE %#. RX660 D75 v L1 EEAHEMIZAEHE T 256U [ZF
BLTWET,

32

34 #® Macro definitions[]

36 #define FWUP_READ_BUF_SIZE (128U)

37 #define FWUP_COPY BUF SIZE (256U) // modified for RX660)|
38 #define FWUP_VERI_BUF_SIZE (128U)

39 #define FWUP_WRITE_HEADER_BUF_SIZE (128U)

40 #define FWUP IMAGE FLAG (OXFEU)

41 #define FWUP_HASH_BYTES (32U)

K 81 Z7—L9xF77yvIT—hrED1—ILEEREHMR

8.3 Leaf /\—2 3 UiBEIROFIREIE
7.212Q3)THEMKT S5 RSU 77 M ILAICIXLUTOHIRLHY £9,
774 4% : leaf_update_firm_2.0.0.rsu ® 2.00] [ELeaf DT 7—LITT7DN—avERLTW
T, AU TLaA— RTHEN—S 3 v DEHE 0~ ETISHBLTULET, 20 2 HiLl LO%TF
FEALGLTSEEL,
R fERM -
leaf_update_firm_10.0.0.rsu / leaf_update_firm_1.10.0.rsu / leaf_update_firm_1.0.10.rsu

UTDaAY YV RFEERETEH_ETHASNBRSU J7MIILEREERTEET,

> python .¥image-gen.py -iup ..¥HardwareDebug¥rx660 tb_2ndota_demo.mot -

o ..¥..¥ck_rx65n_azure_2ndota_demo¥tools¥AzureDeviceUpdateScriptsiIeaf_update_firm_z.0.0|—

key .¥keys¥secp256rl.privatekey -ip .¥RX660_Linear_Half _ImageGenerator_ PRM_2ndota_demo.csv -vt
ecdsa

8-2 Renesas Image Generator A< > REBEERT
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