RE N ESAS Application Note

RX Family

How to implement FreeRTOS OTA using Amazon Web Services in RX65N
(for v202210.01-LTS-rx-1.1.3 or later)

Preface

This application note explains how to use the OTA demo application on FreeRTOS (with IoT Libraries). For
details about security, see the Renesas MCU Firmware Update Design Policy (RO1AN5548)

Note : The procedures described in this application note apply to v202210.01-LTS-rx-1.1.3 and later of iot-
reference-rx, a FreeRTOS reference project for RX MCUs. For earlier versions, see How to
implement FreeRTOS OTA by using Amazon Web Services on RX65N (RO1ANS5549).

Note : This application note shows an implementation example based on the operating environment of the
CK-RX65N v1 board and the RYZ014A PMOD module,
but it can also be utilized with other boards and communication control combinations.
For each board and communication control combination, please see:

[GitHub] iot-reference-rx/Getting_Started Guide.md at main - renesas/iot-reference-rx (github.com)

Note : Renesas announces to discontinue the existing Sequans-sourced LTE module known as the part
number RYZ014A and will no longer be shipping this product.
With the discontinuation of RYZ014A, the CK-RX65N v1 board will also be discontinued.
If you are using RYZ014A in a current design or production, the Sequans part numbers, GM01Q is a
pin and functionally compatible replacement for RYZ014A.

Below Cellular driver of RX family works the below alternate product combination.
- RYZ014A Cellular Module Control Module : Sequans GM01Q is the compatible module.

Regarding EOL notice of the RYZ014A, please see :
[The link] https://www.renesas.com/document/eln/plc-240004-end-life-eol-process-select-part-
numbers?r=1503996
[The product page] https://www.renesas.com/products/wireless-connectivity/cellular-iot-
modules/ryz014a-Ite-cat-m1-cellular-iot-module

Target Devices
RX65N and RX651 groups

Hardware
CK-RX65N

Related Documents
Renesas MCU Firmware Update Design Policy (RO1AN5548)
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1. Overview

1.1 System Overview

This section shows an overview of implementing OTA using a RX65N microcontroller that supports the dual
bank function and has the CK-RX65N cloud kit installed.

The dual bank function divides the ROM of the microcontroller into an execution area and a temporary area.
By dynamically swapping the execution area and the temporary area, updated firmware can be written to
ROM while the existing software continues to run in the execution area.

The following explains how memory is allocated during OTA updates, and what happens when memory
banks are swapped using the dual bank function.

(1) Intial state (2) Initial firmware write (3) Initial firmware verify (4) Initial firmware boot

0xFFEO 0000

Temporary area | — {Mp bank1 bank1

OxFFFD 0000
} 64KB
L]

0xFFFO 0000 —piENEEENENEEENEEE NN N

bank1

..........

| RSU Header |
DXFFFO 0300 CITL LT lll\IIIILII\III\IIHIIIII . TTTTTTTT R
Initial itii Initial
Execution area e bank0 firmware 3 T

OXFFFF Q000 —Pfrremsemsermssassemasescassmasenass e ees O

OxFFFF FFFF

Figure 1.1 Overview of OTA Operation (1)
(1) The state that erased all the data by Renesas Flash Programmer.

(2) Memory state after writing combined bootloader and initial firmware data* in Renesas Flash
Programmer.

* It refers to the data that Boot Loader(bank0) + Initial firmware + RSU Header + BootLoader(bank1) are
combined. For details of RSU Header, please refer to 4.2 image file of RX Family Firmware Update
module Using Firmware Integration Technology Application Notes(R0O1AN6850).

(3) After reset, bootloader (bank0) verifies Initial firmware.

(4) Initial firmware is booted.

(5) Updated firmware write (6) Updated firmware verify (7) Bank swap (8) Updated firmware Verify and boot
(After verify, reset)
RSU Header m RSU Header
Updated Updated Initial
Temporary area firmware bank1 firmware bank1 firmware
M SSEENESEENESEESNERENEEREN IIIIIIIJ
i
Initial Initial Updated
Execution area firmware bank0 firmware bank0 firmware

Figure 1.2 Overview of OTA Operation (2)
(5) When new firmware is received from AWS, it is written to bank1.

Initial firmware operation is executed by BGO function while writing to bank1.
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(6) Updated firmware is verified by the initial firmware.

(7) BankO and bank1 are swapped, and bank1 is designated as the execution area.

(8) Updated firmware is verified by bootloader.

Erase Initial firmware in bank0 and execute Updated firmware written to bank1.

1.2 Operation Verification Environment for Hardware
The operation verification environment (hardware) for the demo project is listed below.

Table 1.1 Operation Verification Environment for Hardware

Item

Board CK-RX65N (Cellular/Ethernet) "

Cellular module RYZ014A (incorporated into CK-RX65N)
SIM LTE Cat-M1-compatible SIM (micro-SIM)

Notes: 1. Cellular communication is used in this sample.
2. To use the SIM card supplied with the CK-RX65N kit, activate the SIM card by following the
procedure in 4.1.5 Activating SIM card in the following application note:
SIM activation, Creating the trial account and using Dashboard with RYZ014A or Ethernet

Application for AWS - Getting Started Guide (R01QS0064)

1.3 Operation Verification Environment for Software
The operation verification environment (software) for the demo project is listed below.

Table 1.2 Operation Verification Environment for Software

Item

Integrated development environment e? studio 2024-04
Compiler Renesas CC-RX v3.05.00
FreeRTOS v202210.01-LTS-rx-1.2.1
Log monitoring tool Tera Term v4.106

Python Python 3.11.0

Keygen tool Win64 OpenSSL v3.0.12

Flash programming tool

Renesas Flash Programmer V3.12.00

Renesas Image Generator

Version 3.02 (supplied with Firmware Update module
Rev.2.01)

RO1AN7037EJ0110 Rev.1.10
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2. Prerequisites

2.1 |Installing Tera Term
(1) Access the Tera Term download site.

Tera Term download web site (GitHub)

(2) Download the Tera Term installer.

Jul 12 Tera Term 4.106 ()

M nmaya

> teraterm-4_106

R Source code is not available.
O 8433752 ()

Compare

v Assets 4

Pteraterm-4.106.exe 12.2 MB

teraterm-4.106.zip 8.63 MB
@Source code (zip)

@Scurce code (tar.gz)

b 4 4 people reacted

(3) Run the installer and follow the prompts to install Tera Term.

(4) Confirm that Tera Term starts when you click the Tera Term icon in the Start menu.

Jul12

Jul12

Jul 12

Jul 12
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2.2 Installing Python
(1) Access the Python download web site.

Python download web site
(2) Download the Python 3.11.0 installer.
Click the Download link for Python 3.11.0.

Looking for a specific release?

Python releases by version number:

Release version Release date Click for more

Python3.9.16 Dec. 6, 2022 & Download Release Notes -
Python 3.8.16 Dec. 6, 2022 & Download Release Notes

Python 3.7.16 Dec. 6,2022 & Download Release Notes

Python3.11.0 Oct. 24,2022 Release Notes

Python 3.9.15 Qct. 11, 2022 & Download Release Notes

Python 3.8.15 Oct. 11, 2022 & Download Release Notes

Download the installer for the operating system you are using.

Files
Version Operating System Description MD5 Sum File Size GPG  Sigstore
Gzipped source tarball Source release c5f77flea256dc5bdb0897eebad35bb0 26333656 SIG CRT  SIG
XZ compressed source tarball Source release fe92acfa0dbobof5044958edba51d463 19819768 SIG  CRT SIG
macOS 64-bit universal2 installer macOS for macOS 10.9 and later 98fa94815780c9330fc2154559365834 42602603 SIG CRT  SIG
Windows embeddable package (32-bit) Windows 0888959642¢c8af087d88da3866490a5 9560053 SIG CRT SIG
Windows embeddable package (64-bit) Windows Tdf0f4244e5a66760b7caaed58e86c93 10545380 SIG CRT  SIG
Windows embeddable package (ARM64) Windows e3dbbd5d63c6cb203adc6c0c8casfsf7 9765886 SIG CRT  SIG
Windows installer (32-bit) Windows e369a267acaad62487223bd835279bb9 23987136 SIG CRT SIG
I Windows installer (64-bit) I Windows Recommended 4fel1b2b0bb0c744cf74aff537{Tcd 7f 25157416 SIG CRT  SIG
Windows installer (ARM64) Windows Experimental 18e5bd9a4854109adf3b77c7c9dclded 24289144 SIG CRT  SIG

(3) Run the installer and follow the prompts to install Python.

On the installation screen, select the Add python.exe to PATH check box.

| & python 3.11.0 (64-bit) Setup _ x

Install Python 3.11.0 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

—> Install Now

C¥Users

Cre

Use admin privileges when installing p!

python i

o
T

I @ Add python.exe to PATH I Cancel

windows
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(4) Open a command prompt, and confirm that Python 3.11.0 is installed.

Execute the following command and confirm that information appears.

python -V

(5) Install the Python encryption library (pycryptodome).
Install the encryption library by executing the following command:

pip install pycryptodome

2.3 Installing OpenSSL
(1) Access the Win32/Win64 download web site for OpenSSL.

(Win32/Win64 OpenSSL Installer for Windows - Shining Light Productions (slproweb.com))
(2) Download the OpenSSL installer.

Download the installer for the operating system you are using.

Win64 OpenSSL v3.0.12 Light 5MB Installer  |Installs the most commenly used essentials of Win64 C
EXE | MSI by the creators of QpenSSL). Only installs on é4-bit ve
chipsets. Note that this is a default build of OpenSSL a
information can be found in the legal agreement of the

Win64 OpenSSL v3.0.12 140MB Installer finstalls Winé4 OpenSSL v3.0.12 (Recommended for sc
EXE | MSI OpenSSL). Only installs on 64-bit versions of Windows
this is a default build of OpenSSL and is subject to loca
ound in the legal agreement of the installation.

Win32 Open$SL v3.0.12 Light 4MB Installer  |Installs the most commenly used essentials of Win32 ¢
EXE | MSI 32-bit OpenSSL for Windows. Note that this is a defau
and state laws. More information can be found in the l¢

Win32 OpenSSL v3.0.12 1 16MB Installer | Installs Win32 OpenSSL v3.0.12 (Onlv install this if vou

(3) Run the installer and follow the prompts to install OpenSSL.
Select the option to copy the OpenSSL DLLs to the OpenSSL binaries directory.

(4) From the Start menu, open the Win64 OpenSSL Command Prompt.

BB Openss.

q Official OpenSSL Documentation
q Official OpenSSL Website

- Win64 OpenSSL Command Prompt

q Windows OpenSSL Website
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(5) Confirm that you can run the openssl command from the command prompt.
Execute the following command and confirm that version information appears.

openssl version

BN Wintd OpenS55L Command Prompt — O x

2.4 Installing Renesas Image Generator

Renesas Image Generator is a tool that generates the firmware images used by the firmware update module.
Renesas Image Generator can generate the following images for use by the firmware update module:

e Initial image: An image file containing the bootloader and application program written by flash writer
during initial system configuration (extension: mot)
e Update image: An image file containing the updated firmware (extension: rsu)

Renesas Image Generator is provided as part of the Firmware Update FIT module.

Note: Version Rev.2.00 and later of the Firmware Update module only support firmware generation using
Python scripts.
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(1) Download the firmware update module from the page linked to below.

RX Family Firmware Update module Using Firmware Integration Technology Application Notes
Rev.2.03 - Sample Code | Renesas

RENESAS y @ Account

Products Applications Design Resources Sales & Support About

RX Family Firmware Update module Using Firmware Integration
Technology Application Notes Rev.2.01 - Sample Code

By clicking on the “I accept” button or other button or mechanism designed to acknowledge agreement to the terms of an electronic copy of the
Disclaimer002 (the "Agreement"), or by downloading, installing, accessing, or otherwise copying or using all or any portion of the licensed software,
documentation, or other materials described in the Agreement (the “Licensed Materials”), (a) you accept the Agreement on behalf of the licensee for
whom you are authorised to act (the "Licensee”), and acknowledge that the Licensee is legally bound by the Agreement, and (b) you represent and
warrant that you have the right, power, and authority to act on behalf of and bind the Licensee. IF THE LICENSEE DOES NOT AGREE TO THE TERMS
CONTAINED IN THIS AGREEMENT, OR IF YOU DO NOT HAVE THE RIGHT, POWER, AND AUTHORITY TO ACT ON BEHALF OF AND BIND THE LICENSEE, DO
MNOT SELECT THE "I ACCEPT" BUTTON OR OTHER BUTTON OR MECHANISM DESIGNED TO ACKNOWLEDGE ACCEPTANCE OF THE AGREEMENT, AND DO
NOT DOWNLOAD, INSTALL, ACCESS, OR OTHERWISE COPY OR USE ALL OR ANY PORTION OF THE LICENSED MATERIALS.

Accept and download

Alternatively, download the firmware update module from the GitHub repository linked to below.

https://github.com/renesas/renesas-image-generator

(2) Extract the firmware update module from the downloaded archive file.

Downloads B Q -« £

@ r01an6850:c0201-rx-fwup.zip

(3) Extract Renesas Image Generator.

Extract the file RenesasimageGenerator.zip in the firmware update module. The
RenesasimageGenerator folder contains the Renesas Image Generator script file (image-gen.py) and
the parameter files for various devices (*_ImageGenerator PRM.csv).

v Download

# image-gen.py Python File
b r01an6850xx0200-rx-fwupdate Ii R¥24T_Linear_Full_ImageGenerator_PRM.csv ft Excel CSV
FITDemos Ii R¥24T_Linear_Half_ImageGenerator_PRM.csv J
ElTModules Ii RX26T_DualBank_ImageGenerator PRM.csv
v RenesasimageGenerator Ilg R¥26T_Linear_Full_ImageGenerator_PRM.csv
A B4 RX26T_Linear_Half_ImageGenerator_PRM.csv
I | RenesasimageGenerator.zip I —
— - B4 RX65N_DualBank_mageGenerator_PRM.csv
r01an6850x: 0200- - te. =
n * peindpdatep 87 R¥65N_Linear_Full_ImageGenerator_PRM.csv
ota_sample Ii R¥esN_Linear_Half_ImageGenerator_ PRM.csv
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2.5 Connecting the CK-RX65N

Figure 2.1 Back of RYZ014A PMOD

(1) Insert the SIM card into the CN6 slot on the RYZ014A PMOD.

Figure 2.2 Front of Base Board and RYZ014A PMOD
On the base board, position the jumper on pins 1-2 of J16 to enable debugging mode.
Connect the RYZ014A PMOD to PMOD1 on the base board.
Connect J20 on the base board to a PC using a USB cable (USB serial connection).
Connect an antenna to CN3 of the RYZ014A PMOD.
Supply power by connecting a USB cable to CN4 of the RYZ014A PMOD.

Connect J14 on the base board to a PC using a USB cable (debugger connection).

Note: Perform step (6) if you have a spare USB cable available.
If you do not supply power to the RYZ014A PMOD, communication might become unstable.
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3. Setting Up AWS

To run the FreeRTOS demo, you must have an AWS account (the root user, or an IAM user with
permissions to access AWS loT and FreeRTOS cloud services).

For details on how to sign up for an AWS account and add permissions to users, see
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-preregs.html.
For details on how to set up OTA updates, see https://docs.aws.amazon.com/freertos/latest/userguide/ota-

preregs.html.
You must also configure the source code as explained in 4.2 to allow the demo to communicate with AWS.
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3.1 Signing In to the AWS Console
(1) Access the AWS web site (https://aws.amazon.com/) and click Sign In to the Console.

aws Contact Us Support~ English My Account~ Sign In to the Console
""-.__,’ 7

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Custom » Q

Join AWS in supporting relief efforts for those impacted by Maui wildfires. Learn more »

(2) Enter your email address or account ID, and then click Next.

If the account you are using to sign in is the root user, enter the root user email address. If the account
is an IAM user, enter the account ID. (You might skip this step if you have already signed in.)

adWs

Sign in

@® Root user
Account owner that performs tasks requiring
unrestricted access. Learn more

) 1AM user
User within an account that performs daily tasks.
Learn more

Root user email address

username@exampie com

RO1AN7037EJ0110 Rev.1.10 Page 13 of 78
Jun.14.24 RENESAS


https://aws.amazon.com/

RX Family How to implement FreeRTOS OTA using Amazon Web Services in RX65N
(for v202210.01-LTS-rx-1.1.3 or later)

(3) Enter your password and then click Sign in.

For root users

dWsS

Root user signin e

emair: (D
Password Forgot password?

Sign in to a different account

Create a new AWS account

For IAM users

dWws

Sign in as IAM user

Account ID (12 digits) or account alias
IAM user name

Password

[J Remember this account

Sign in using root user email

Forgot password?
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3.2 Setting Your Region in AWS
After logging in to AWS, select your region in the top right of the screen.

Q B & ©
US West (N. California)

US West (Oregon)

Asia Pacific (Mumbai) ap-south-1
Asia Pacific (Osaka) ap-northeas

Asia Pacific (Seoul) ap-northeast-2

Asia Pacific (Singapore) ap-southeast-1

Asia Pacific (Sydney) ap-southeast-2

3.3 Registering Your Device in AWS

The following explains the preparations necessary to run the demo project in AWS. Set up AWS by referring
to the following tutorial.

3.3.1 Setting Policies

Assign access permissions (policies) for AWS and other resources to the device you want to connect to
AWS.

Assign the following policies to the device connected in this application note:

e iot:Connect: Connects to AWS loT

e iot:Publish: Publishes a topic

e jot:Subscribe: Subscribes to a topic

o iot:Receive: Receives messages from AWS loT

(1) Enter loT Core in the search box at the top of the screen, and click loT Core in the search results.

S f3% Services | Q loT Core

AWS loT Search results for 'loT Core'

Try searching with longer queries for more relevant results

Monitor

Features (90) 5 .
ervices

Resources ' New
Connect

Blogs (11,872)

Connect one devid
Documentation (78,937) Connect Devices to the Cloud

» Connect many dev|
Knowledge Articles (20)

Tutorials (47) loT for Lo
Test Connect, manage, and secure LoRaWAN devices at scale
Events (270)

» Device Advisor
Marketplace (82)

MQTT test client §l Amazon Fraud Det

Detect more online fraud faster using machine learning

Device Location N
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(2) Inthe menu, click Security and then Policies, and then click the Create policy button.

AWS loT » Security » Policies

AWS loT policies (2) info
AWS loT policies allow you to control access to the AWS loT Core data plane operations. AWS |oT policies are separate and different from IAM policies. AWS loT policies apply only to AWS loT data
plane operations.

Certificate authorities Create policy
Role aliases
‘ Q Find policies 1 (o]
Authorizers
b Audit ] Policy name v
» Detect
[m] RX_OTA_APN_20230802_Policy
» Fleet Hub

a afs_handson_test_02

Device software

(3) Enter a policy name (for example: rx65n_ota_demo_policy).

Create policy i«

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties
AWS 10T Core supports named policies so that many identities can reference the same policy document.

Policy name

rxGSn_o‘ta_demo_pul\cﬂ

A policy name is an alphanumeric string that can also contain period (), comma (), hyphen(-), underscore (_), plus sign (+), equal sign (=),
and at sign (@) characters, but no spaces.

P Tags - optional

(4) Click the Policy statements tab, and in the Policy document area, click Builder. Enter the policy
settings as shown in the following figure, and then click Create.

Because the policy initially contains only one statement, you must add more statements by clicking the
Add new statement button.

Policy statements Policy examples

Policydocument info
An AWS IQT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or
denies thactions by the resources

Policy effect Policy action Policy resource

|Allow v | iot:Connect v | * | | Remove |
| Allow v | | iot:Publish v | * | | Remove |
|Allow v | iot:Receive v | * | | Remove |
| Allow v | | iot:Subscribe v | * | | Remove |

I Add new statement I

Cancel Create
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3.3.2 Registering Your Device as a Thing in AWS loT

(1) In the menu, click Manage, All devices, and Things, and then click the Create things button.

Device Location New AWS loT > Manage > Things

Things (2) info
Manage An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT.

¥ All devices
E C | | Advanced search ‘ ‘ Run aggregations _ Create things

Thing groups | Q\, Filter things by: name, type, group, billing, or searchable attribute. 1 [O]
Thing types
Fleet metrics O Name Thing type

P Greengrass devices 0 RX_OTA_APN_Thing ~

P LPWAN devices

O afs_handson_device_test_02 -

(2) Select Create single thing and then click Next.

AWS lIoT » Manage » Things » Create things

Create things i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

(O Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices redyire to
connect to AWS loT.

Cancel Next

RO1AN7037EJ0110 Rev.1.10 Page 17 of 78
Jun.14.24 RENESAS



RX Family How to implement FreeRTOS OTA using Amazon Web Services in RX65N
(for v202210.01-LTS-rx-1.1.3 or later)

(3) Enter a thing name (example: rx65n_ota_demo_thing), and then click Next.

Make a note of the thing name you entered. You will need it in a later process.
AWS loT » Manage » Things » Create things »» Create single thing
o Specify thing properties i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity

Specify thing properties

Step 2 - optional needs a thing resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device
. . management features.
Configure device certificate

Step 3 - optional Thing properties info
Attach policies to certificate

Thing name

rx65n_ota_demo_thing

Enter a unigue name containing only: letters, numbers, hyphens, colons, or underscoresy A thing name can't contain any
spaces.

Additional configurations

You can use these configurations to add detail that can help you to erganize, manage, and seakch your things.

Device Shadow info

Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete t
of this thing's shadow using either HTTPs or MQTT topics.

state information

© No shadow

(O Named shadow
Create multiple shadows with different names to manage access to properties, and
logically group your devices properties

() Unnamed shadow (classic)
A thing can have only ocne unnamed shadow.

Cancel Next

RO1AN7037EJ0110 Rev.1.10 Page 18 of 78
Jun.14.24 RENESAS



RX Family How to implement FreeRTOS OTA using Amazon Web Services in RX65N
(for v202210.01-LTS-rx-1.1.3 or later)

(4) In the Device certificate area, select Auto-generate a new certificate and then click Next.

Step 1
Specify thing properties

Step 2 - optional

Configure device certificate

Step 3 - optional

Attach policies to certificate

Configure device certificate - optional

A device requires a certificate to connect to AWS loT. You can choose how to register a certificate for your device now,
or you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until

it has an active certificate with an appropriate policy.

Device certificate

Generate a certificate, public key, and private key using AWS loT's certificate authority.

N\

(O Use my certificate
Use a certificate signed by your own certificate authority.

O Upload CSR
Register your CA and use your own certificates on one or many devices.

(O Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.
X

|‘ 0 Auto-generate a new certificate (recommended)

Cancel ‘ Previous Next

(5) Attach the policy to the certificate.

Select the policy you created in 3.3.1 Setting policies, and then click the Create thing button.

Step 1
Specify thing properties

Step 2 - optional

Configure device certificate

Step 5 - optional

Attach policies to certificate

Attach policies to certificate - optional

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access

to the device.

Policies (1/3) ‘ C H Create policy [4

Select up to 10 policies to attach to this certificate.

Q 1 @
2 Name
rx65n_ota_demo_policy

a

I

N

Cancel Previous Create thing
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(6) Download the certificate and key files.

The certificate and private key are equivalent to a password for the device (thing). When you register a
certificate and private key on a device, the device can use this certificate and private key to connect to

AWS.

You must download the certificate, public key, and private key now. You will not have another
opportunity to download them.

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to

AWS |oT.

Device certificate Deactivate certificate | H ¥ Download
O ot

Key files

The key files are unique to this certificate and can't be downloaded after you leave this page.

Download them now and save them in a secure |:I|.E|CE’.

/A This is the only time you can download the key files for this certificate.

Public key file M Download
N -bic.pern.key
Private key file ¥ Download

I = e key

Root CA certificates
Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint ‘ I Download ‘
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint ‘ I Download ‘
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional

ront CA rertificates. These ront CA rertificates and others are available in our develoner

Done
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3.3.3 Checking the Endpoint
The endpoint is equivalent to a connection destination (URL) for the device (thing). The device will connect to
the endpoint registered for the device.

(1) In the menu, click Settings and make a note of the endpoint.

Policies

Settings e

Certificate authorities

Role aliases

Authorizers Device data endpoint info &
Your devices can use your account's device data endpoint to connect to AWS.
P> Audit
b Detect
» Fleet Hub Each of your things has a REST APl available at this endpoint. MQTT clients and AWS loT Device SDKs [4 also use this
eet Hu

endpoint.

Device software _.iot‘ap-northeaEt-‘I .aImazonaws.com I

Billing groups Select security policy  Info
Settings To customize your TLS settings, such as TLS versions and supported cipher suites, choose a security policy.

| loTSecurityPolicy_TLS12_1_0_2015_01 v

Feature spotlight

) . oA
Documentation [4 Compare security policies [4
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3.4 Creating an Amazon S3 Bucket

Amazon S3 is an online storage web service used to store the firmware with which the device will be
updated.

(1) From the Services menu, select Storage and then S3.

gﬂ{’% Q [Alt+S]

] Database _
Developer Tools % Stora ge

25 End User Computing
AWS Backup

AWS Backup centrally manages and automates backups across AWS services

Front-end Web & Mobile

3 Game Development

EFS

Managed File Storage for EC2

&% Internet of Things

Machine Learning

Management & Governance AWS Elastic Disaster Recovery

Scalable, cost-effective application recovery to AWS
[1 Media Services

Migration & Transfer FSx

) Fully managed third-party file systems optimized for a variety of workloads
Networking & Content

Delive
ik e
W
#E Quantum Technologies Scalable Storage in the Cloud

Robotics
S3 Glacier

Satellite Archive Storage in the Cloud

Security, Identity, &
Compliance Storage Gateway
Hybrid Storage Integration

(2) On the Buckets page, click the Create bucket button.
L ®@ Global ¥

dashboard” G
Amazon S3 X configuration.

Access Points

Buckets are containers for data stor

Object Lambda Access Points

. . . Create bucket
Multi-Region Access Points

Batch Operations | Q, Find buckets by name
IAM Access Analyzer for 53
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(3) Enter a bucket name. (example: s3test-rx65n)

Amazon S3 » Buckets » Create bucket

Create bucket i

Buckets are containers for data stored in S3. Learn more [}

General configuration

AWS Region

US East (N. Virginia) us-east-1 v

Bucket type Info

© General purpose Directory - New
Recommended for most use cases and access patterns. Recommended for low-latency use cases. These buckets
General purpose buckets are the original 53 bucket type. use only the 53 Express One Zone storage class, which
They allow a mix of storage classes that redundantly provides faster processing of data within a single
store objects across multiple Availability Zones. Availability Zone.

Bucket name Info

s3test-rxb5nv2

Bucket name must be unigue within the global namespace and follow the bucket naming rules. See rules for bucket naming_z

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

The bucket name must be globally unique. The following error message appears if the bucket
name is already in use. In this case, use another name.

Bucket name

s3test

A Bucket with the same name already exists
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(4) Create the bucket.
Enter the settings as follows, and then click the Create bucket button.

o Block Public Access setting for this bucket: Block all public access
e Bucket Versioning: Enable

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists {ACLs), bucket policies, access point policies, or all In erder to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [}

Block all public access

Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more E

Bucket Versioning

() Disable

» Advanced settings

@ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel Create bucket
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3.5 Allocating OTA Execution Permission to IAM Users
Create a role with the appropriate access permissions to create OTA update jobs.

(1) Enter IAM in the search box at the top of the screen, and click IAM in the search results.

a_\i’; 838 Services Q IAN‘

C Search results for 1AM’

Try searching with longer queries for more relevant results

Features (20) 2
Services
Resources | New

Blogs (1,615)

Documentation (48,276)

Knowledge Articles (20)

Tutorials (2)

Events (12)

Marketplace (564)

Easily monitor and control microservices

(2) Inthe menu, click Roles and then click the Create role button.

2] L @ Global v

Identity and Access x 1AM > Roles
Management (IAM)

Roles (19) mfo

Q Ses

Q

Dashboard

Role name Trusted entities Last activity -

¥ Access management

User groups AWsServiceRoleForAmazonElasticsearchService WS Service: es (Service-Linked Role)

Users
- AWSServiceRoleForAmazonOpenSearchService AWS Service: opensearchservice (Service-Link
Policies AWSServiceRoleForOrganizations AWS Senvice: organizations (Service-Linked Re¢
Identity providers AWSServiceRoleForsso AWS Service: sso (Service-Linked Rale)
Account settings
AWSsServiceRoleForSupport AWS Service: support (Service-Linked Role
¥ Access renorts
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(3) Under Select trusted entity, enter the following settings and then click Next:

e Under Trusted entity type, select AWS service.
e Under Use cases for other AWS services, select loT.
e Select the loT option button.

IAM > Roles » Create role

Select trusted entity o

Stey
Select trusted entity

Trusted entity type

O AWS service AWS account Web identity
Allow A EC2 ow ent 5 Allo

SAML 2.0 federation Custom trust policy

RoboRunner
SiteWise
Things Graph
TwinMaker

loT - Device Defender Audit
Provides AWS loT Device Defender read acces

loT - Device Defender Mitigation Actions
Pro S 10T Device Defender write access to T and related resources for execution of Mitigation Actions

Cancel

(4) Click Next on the Add permissions page without making any changes.

Add permissions o

Permissions policies (3) info

Policy name & hd Type ~ Attached entities v
AWSIoTRuleActions AWS m... 1
AWSloTLogging AWS m... _1_
AWSloTThingsRegi AWS m 1

} Set permissions boundary - optional info
Set a permissions boundary to control the maximum permissions this role can have. This is not a common setfing, but you can use it to delegate permission
management to others.

Cancel Previous m
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©®)

Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role

ota_role_rx65n

Maximum 64 characters. Use alphanumeric and '+=_.@-_" characters.

Description
Add a short explanation for this role

Allows loT to call AWS services on your behalf.

Maximum 1000 charact Use alphanumeric and "+

Add tags - optional nfo

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources

Mo tags associated with the resource.

Add tag

You can add up to 50 more tags

(6)

Identity and Access x
Management (I1AM)

Q

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

¥ Access reports
Access analyzer
Archive rules
Analyzers
Settings

Credential report

Click the role you created.

' characters.

Enter a role name (example: ota_role_rx65n), and then click the Create role button.

Cancel Previous
IAM > Roles
Roles (20) mnfo
An 1AM role is an id you can create th as specific permissions with credentials that are va
short durations. Roles can be assumed by entities that you trust.
Q Search
Role name v Trusted entities
AWSServiceRoleForAmazonElasticsearchService AWS Service: es (Service
AwSServiceRoleForAmazonCOpenSearchService AWS Service: opensearct
AWSServiceRoleForOrganizations AWS Service: organizatio
AWSServiceRoleForssS0 AWS Service: sso (Servic
AWwSServiceRoleForSupport AWS Service: support (St
AWSServiceRoleForTrustedAdvisor AWS Service: trustedadvi
AWS Service: iot
AWS Service: iot
ota_role_rx65n AWS Service: iot
AWS Service int
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(7) Select Attach policies.

Permissions Trust relationships Tags Access Advisor Revoke sessions

= Simulate Remove Add permissions &
| Attach policies
Q Filter pe 16 and press enter. Create inline policy
Policy name & o Type 4 Description
AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS oT Rule Actions
WSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups

WSloTThingsRegistrati. .. AWS managed This policy allows users to register things at bulk using AWS loT StartThingRegistrati. .

(8) Enter AmazonFreeRTOSOTAUpdate in the Permissions policies search box, and then press the

Enter key.
F_'ermiSSionS policies (6) o Simulate Remove Add permissions w
Q, AmazonFresRTOSOTAUpdate X <l ey &
Policy name - Type - Description
AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS loT Rule Actions

iF AWSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups

This policy allows users to register things at bulk using AWS loT StartThingRegistrationTask API

H¥ AWSIloTThingsRegistration AWS managed

(9) Select the check box beside the AmazonFreeRTOSOTAUpdate policy, and then click the Add
permissions button.

Attach policy to ota_role_rx65n

» Current permissions policies (3)

Other permissions policies (Selected 1/881 o Create policy
Q, Filter policies pe a press ente 1 match 1 &
"AmazonFreeRTOSOTAUpdate” X Clear filters

Pelicy name &' b Type hd Description

B¥ AmazonFreeRTOSOTAUpdate AWS managed Allows user to access Amazon FreeRTOS OTA Update

cancel Add permissions
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(10) From the Add permissions drop-down list, select Create inline policy.

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (4) mfo = Simulate Remove Add permissions &
o Attach policies
Q, Fiiter policies by property or policy name and press enter. Create infine policy
Policy name v Type v Description
AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS loT Rule Actions
WSloTLogaing AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the gro
WSloTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS 10T StartThingRegist. ..
AmazonFreeRTOSOTAUP. . AWS managed Allows user to access Amazon FreeRTOS OTA Update
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(11) Click JSON, paste the following code, and then click Next.

This code grants permission to pass the IAM role to AWS services.

Code to paste:

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "*"
}

Specify permissions i

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Policy editor

| visual JSON Actions ¥

]
ﬁtement

il = Ki
2 "Version":
3 -

4~

"2812-18-17",
"Statement": [

5 "Effect”:

"Allow",

6~

7

8

9

1e

11 T
12 1

13 3

N

"Action": [
"iam:GetRole™,
"iam:PassRole"

1

"Resource”: "*"

Select a statement

Select an existing statement in the policy or add
a new statement.

= Add new statement

JSON Ln14, Col0

@ Security: 1

Cancel

Next
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(12) Enter a policy name (example: rx65n_ota_demo_iam_policy), and then click the Create policy button.

Review and create

Review the permissions, specify details, and tags.

Policy details

Permissions defined in this policy o Edit
Permissions in the policy document specify which actions are allowed or denied.

Q, Search
Allow (1 of 384 services) (D Show remaining 383 services

Service ~ Access level - Resource Request kondition

1AM Limited: Read, Write All resources None

Cancel Previous I Create policy I

(13) Again, from the Add permissions drop-down list, select Create inline policy.

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (4) mfo = Simulate Remove Add permissions A
‘You can attach up to 10 managed policies.
Attach policies
Q, Filter policies by property or policy name and press enter. Create inline policy
Policy name - Type ~ Description
WSloTRuleActions AWS managed Allows access to all AWS services supported in AWS 10T Rule Actions
AWSloTLogaing AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the gro...
WSloTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS loT StartThingRegist. ..
AmazonFreeRTOSOTAUpPd. . AWS managed Allows user to access Amazon FreeRTOS OTA Update
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(14) Click JSON, paste the following code, and then click Next.
This code allows access to Amazon S3 where the updated firmware is stored.
Code to paste:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject"
1y
"Resource": [
"ok
]
}
]
}

Specify permissions s

Add permissions by selecting services, actiony, resources, and conditions. Build permission statements using the JSON editor.

Policy editor | visuar || Json Actions ¥

3-
4~
5
6 -
7
8

"Statement":

[

"Effect”:

"aAction”:

"Allow",
[

"53:GetObjectVersion”,
"s3:GetObject”,

a "53:PutObject”
18 1.
11 - "Resource": [
12 oo
13 1
14 &
15 1
16 1

|17 |

) Egn/
2 "Version": "2012-18-17", statement

Select a statement

Select an existing statement in the policy or add
a new statement

&= Add new statement

JSON Ln17, Col 0

Cancel Next
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(15) Enter a policy name (example: rx65n_ota_demo_s3_policy), and then click the Create policy button.

Review and create

Review the permissions, specify details, and tags

Policy details

Policy name

I rx65n_ota_demo_s3_policyl I

n 128 characters. Use alphanume

Permissions defined in this policy mfe
Permissions in the policy document specify which actions are allowed or denied.

Q. Search

Edit

Allow (1 of 384 services) (® S\ow remaining 383 services

Service v Access level 4 Resource Request\;ondition

53 Limited: Read, Write All resources None

Cancel Previous I Create policy |
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4. Setting Up the Device

4.1 Generating Key Pairs and Certificates
(1) From the Start menu, open the Win64 OpenSSL Command Prompt.

B Opensst

C) Official OpenSSL Documentation

C, Official OpenSSL Website

- Wing4 OpenSSL Command Prompt

q Windows OpenSSL Website

(2) Execute the command to create a CA private key using ECDSA.
Execute the following command:
openssl ecparam -genkey -name secp256r1 -out ca.key

Execution results:

(3) Execute the command to create a CA certificate from the CA private key you created.
Execute the following command: You can enter any character string for Country Name onward.
openssl req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt

O I__Jt ca.cr 1’

ctronics

Enter any character string for these attributes.
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(4) Execute the command to create an ECDSA key pair.

Execute the following command:

openssl ecparam -genkey -name secp256r1 -out secp256r1.keypair

(5) Execute the command to create a certificate signing request from the ECDSA key pair you created.

Execute the following command: You can enter any character string for Country Name onward. For the
last two lines, press Enter without entering anything.

openssl req -new -sha256 -key secp256r1.keypair > secp256r1.csr

Press Enter without entering anything.

(6) Execute the command to create a certificate from the certificate signing request, CA certificate, and CA
private key you created.

Execute the following command:

openssl x509 -req -sha256 -days 3650 -in secp256r1.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
secp256r1.crt

(7) Execute the command to extract the private key from the ECDSA key pair.
Execute the following command:

openssl ec -in secp256r1.keypair -outform PEM -out secp256r1.privatekey

ir —outform PEM -out 1 .private
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(8) Execute the command to extract the public key from the ECDSA key pair.

Execute the following command:
openssl ec -in secp256r1.keypair -outform PEM -pubout -out secp256r1.publickey

sair —outform PEM -pubout -out s
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4.2 Creating the Initial Version of the Firmware
The following explains how to create the initial version of the firmware.

4.2.1 Creating the Sample Projects
Follow the procedure below to create the OTA sample project and Secure Bootloader sample project needed
to implement OTA using Amazon Web Services, as described in 4.2.2.

If you wish to use the import function to run the demo project, refer to the instructions in Getting Started
Guide.

(1) Create a workspace in e? studio.
Launch e? studio and create a new workspace.

Keep the names of the workspace and the project files as short as possible. If the full path to the files at
the lowest level of the directory structure exceeds 256 bytes, an error will occur when you build the
project.

Errors may also occur if the file path contains Japanese characters, so make sure the name you enter
contains only alphanumeric characters.

Example: Creating a workspace in location C:\workspace

& <2 studio Launcher O X

Select a directory as workspace

e? studio uses the workspace directory to store its preferences and development artifacts.

| C:¥works pace‘ v | Browse...

[ ] Use this as the default and do not ask again

b Recent Workspaces

Launch Cancel

After launching e? studio, from the File menu select New > Renesas C/C++ Project > Renesas RX to
display the New C/C++ Project dialog box.

File Edit Mavigate Search Project Renesas Views Run Renesas Al Window Help

New Alt+Shift+N » Renesas C/C++ Project » Renesas Debug
Open File... [T C/C++ Project Renesas RX
4 Open Projects from File System... [ Project... T -
Recent Files > [ Other.. cuien  fHiON
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In the New C/C++ Project dialog box, select the type of project to be created. In this case, select All,
then select Renesas CC-RX C/C++ Executable Project and click the Next button.

Selecting the project type opens the New Renesas CC-RX Executable Project dialog box.

To use GCC, select GCC for Renesas RX C/C++ Executable Project as the project type.

Q New C/C++ Project ] X
Templates for Renesas RX Project
All GCC for Renesas RX C/C++ Executable Project
C/Ca+ FE=m™ 4 C/C++ Executable Project for Renesas RX using the GCC
for Renesas RX Toolchain.
GCC for Renesas RX C/C++ Library Project
== A C/C++ Library Project for Renesas RX using the GCC for
Renesas RX Toolchain.
Renesas CC-RX C/C++ Executable Project
P A C/C++ Project for Renesas RX using the Renesas CC-RX toolchain.
Renesas CC-RX C/C++ Library Project
P A C/C++ Library Project for Renesas RX using the Renesas CC-RX toolchain.
< >
'?' < Back Il Next > Finish Cancel
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(2) Create the OTA sample project.

Here you will specify the project name. Enter ota_demo as the project name and click the Next button.

The Select toolchain, device & debug settings dialog box opens.

e’ O X
New Renesas CC-RX Executable Project _
New Renesas CC-RX Executable Project
| Project name: ‘0ta_dam0| ‘ I
Use default location
C:¥qit¥lts¥iotref-da166PG¥ota_damo Browse...
Create Directory for Project
default
Working sets
[ ] Add project to working sets New...
Select...
':.?.:' < Back Next > Finish Cancel
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Configure the toolchain, device, and debug settings to use for the project.

The setting for Toolchain is pre-selected based on the type of project. To change the toolchain version,
select the version of your choice from the drop-down list next to Toolchain Version.

For RTOS, select Free RTOS (with loT libraries), and for RTOS Version select 202210.01-LTS-rx-
1.2.1. If you are running e? studio for the first time or if the desired version does not appear in the list,
click Manage RTOS Versions... to display the RTOS Module Download dialog box, check the box
next to the desired version, and click the Download button to download it.

For Target Board, select CK-RX65N. (The setting for Target Device is selected automatically.)

For Bank Mode, select Dual Bank. To implement OTA, it is necessary to select the dual bank mode
setting in which the code flash memory of the device is treated as two banks.

After all the settings have been configured, click the Next button.
o] O X

New Renesas CC-RX Executable Project R

Select toolchain, device & debug settings

Toolchain Settings

Language: @®c Oc++
Toolchain: Renesas CC-RX e
Toolchain Versionf | v3.05.00 e
Manage Toolchains...

RTOS: FreeRTOS (with loT libraries) ~
RTOS Version: 202210.01-LTS-rx-1.2.1 w7

Manage RTOS Versions...
Device Settings Configurations
Target Board: | | CK-RX65N e ‘ Create Hardware Debug Configuration

E2 Lite (RX) v

Target Device]| RSF565NEHXFB
[] Create Debug Configuration

Unlock Devices...
RX Simulator e
Endian: Little i

Bank Mode | Dual Bank o ] Create Release Configuration

( ? < Back | Next > || Finish Cancel
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When the Select Coding Assistant settings dialog box appears, click the Next button without
changing any settings.

e O X

New Renesas CC-RX Executable Project —

Select Coding Assistant settings

Use Smart Configurator

Use Peripheral Code Generator *

Smart Configurator is a single User Interface that combines the functionalities of Code Generator and FIT Configurator which
imports, configures and generates different types of drivers and middleware modules.

Smart Configurator encompasses unified clock configuration view, interrupt configuration view and pin configuration view.
Hardware resources conflict in peripheral modules, interrupts and pins occurred in different types of drivers and middleware
modules will be notified.

(Smart Configurator is available only for the supported devices)

Application Code

Software Components

Middleware &
_ Drivers

RTOS

Device Drivers

MCU Hardware

Jojein8ijuo) pews

'\i?)' < Back Next > Finish Cancel
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A list of sample projects is displayed in the Select RTOS Project Settings dialog box.

Use the scroll bar to scroll down the list, select (Cellular) PubSub/MQTT with Over-the-air (OTA)
update sample project, and click the Next button.

o] O X

New Renesas CC-RX Executable Project E—

Select RTOS Project Settings

Select application:

» (Ethernet) PubSub/MQTT with Over-the-air (OTA) update sample project

@) Q This demanstration illustrates PubSub and OTA update functionality (simultaneously) using AWS
services with Ethermet connection. Note: This project requires bootloader project.

v (Cellular) PubSub/MQTT with Over-the-air (OTA) update sample project

This demonstration illustrates PubSub and OTA update functionality (simultaneously) using AWS
services with Cellular(RYZ014A) connection. Note: This project requires bootloader project.

»  (Wi-Fi) PubSub/MQTT with Over-the-air (OTA) update sample project

This demonstration illustrates PubSub and OTA update functionality (simultaneously) using AWS
services with Wi-Fi(DA16600) connection. Note: This project requires bootloader project.

(Ethernet) PubSub/MQTT with Fleet Provisioning and Over-the-air (OTA) update sample project

This demonstration illustrates Fleet provisioning functionality followed by PubSub and OTA update
G (simultaneously) using AWS services with Ethernet connection. Note: This project requires bootloader
project.

(Cellular) PubSub/MQTT with Fleet Provisioning and Over-the-air (OTA) update sample project

This demonstration illustrates Fleet provisioning functionality followed by PubSub and OTA update
(simultaneously) using AWS services with Cellular(RYZ014A) connection. Mote: This project requires
bootloader project.

{Wi-Fi) PubSub/MQTT with Fleet Provisioning and Over-the-air (OTA) update sample project

This demanstration illustrates Fleet provisioning functionality followed by PubSub and OTA update
(simultaneously) using AWS services with Wi-Fi{DA16600) connection. Mote: This project requires

.’2 < Back Mext > Finish Cancel
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When the Settings The Contents of Files to be Generated dialog box appears, click the Next button
without changing any settings.

a8 o X

New Renesas CC-RX Executable Project _

Settings The Contents of Files to be Generated

What kind of initialization routine would you like to create?

@ g Einish o
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A dialog box appears indicating that the project has been created. If everything appears to be in order,
click the Finish button.

] O

New Renesas CC-RX Executable Project

Summary of project "ota_demo”

TOOLCHAIN NAME : Renesas CC-RX
TOOLCHAIN VERSION : v3.05.00

GENERATION FILES :

When the Editors available on the Marketplace dialog box appears, click the Cancel button to close
it.

ﬁ Editors available on the Marketplace X ‘
Editors available on the Marketplace @7

Better editor support for ".md" files is available on the Marketplace. H

Your ".md' file was opened in an external system editor. Better editor support is available on the
Marketplace.

(®) Show IDE extensions for this file type and let me install them

() Associate "*.md" files with current editor (System Editor) and do not ask again

See also Preferences for File Associations

QK Cancel
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This completes the procedure for creating the project in e2 studio.

If Project Explorer is not visible, click the button for the C/C++ perspective in the upper right corner of
the window, then select Window > Show View > Project Explorer.

’ iotref-da166PG - ota_demo/ota_demo.scfg - & studio - [m] X ‘
File Edit Source Refactor Navigate Search Project Parasoft Renesas Views Run Renesas Al Window Help
R Beot~-G-b-9-RAR Q T;U?-b-j);‘f’)‘b-ﬁ
I Project Explorer X =k i = O || otademoscfg X O || o= Outline X | |% = O
< = =
& ota_demo Overview information ic| — There is no active editor
Generate Code Generate Report that provides an outline.
« General Information @ =
Overview

Get an overview of the features provided by Smart
Configurator.

1 Videos Application Code

Introduction to Smart Configurator

Software Components

Browse related videos

|’ Middieware &
What's N L Drivers )
at's New

Check out what's new in the latest release. _
See all Release Notes.

Product Decumentation CU Hardware

User's Guide v

-—

Jojeindjuo) pews

Overview Board | Clocks | System Components | Pins | Interrupts

{21 mag | © Console X | [0 JOKF1- @ AX-+- 594 | & R¥-F-¥2aP)b | 4 Search kbR MED-mv=0
Smart Configuratar Output
MB6@eeaa2: File generated:src\smc gen\generalyr smc_interrupt.h -

MPOOeeard: File removed:src\smc_gen\r_fwup\doc\jp\ré1lan6858330201-rx-fuup.pdf
MB3000094: File modified:src\smc_gen\r config\r bsp config.h
Meoeeeas2: Code generation is successful:C:\git\lts\iotref-dal66PG\ota demo\src\smc gen

In the discussion that follows, replace the project name aws_ryz014a_ck_rx65n with ota_demo as
appropriate.
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(3) Create the Secure Bootloader sample project.

Create the Secure Bootloader sample project in the same manner as the OTA sample project. The
procedure involved is basically the same as that used to create the OTA sample project.

Enter bootloader as the project name.

e O X
New Renesas CC-RX Executable Project —_
MNew Renesas CC-RX Executable Project
Project name: _bouiluadefg
[+] Use default location
C:¥git¥lts¥iotref-dal66PG¥bootloader
) v for Pr
default
Working sets
[ | Add project to working sets MNew...
\ 7 < Back || Next = || i Cancel
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Next, select Secure bootloader sample project in the Select RTOS Project Settings dialog box.

The other settings are the same as those used when creating the OTA sample project.

e O X
New Renesas CC-RX Executable Project R —
Select RTOS Project Settings
Select application:
& el
= Secure bootloader sample project
(@
h G This demonstration is used together with OTA sample project to provide a secure boot.
= " (Ethernet) PubSub/MQTT sample project
@)
' G This demaonstration illustrates PubSub functionality using AWS services with Ethernet connection.
» (Cellular) PubSub/MQTT sample project
e G This demonstration illustrates Pub5Sub functionality using AWS services with Cellular(RYZ0144)
connection.
»  (Wi-Fi) PubSub/MQTT sample project
L 0 This demonstration illustrates PubSub functionality using AWS services with Wi-Fi{DA16600)
connection.
» (Ethernet) PubSub/MQTT with Fleet Provisioning sample project
O G This demonstration illustrates Fleet Provisioning functionality, followed by PubSub using AWS services
with Ethernet connection.
» (Cellular) PubSub/MQTT with Fleet Provisioning sample project
@ G This demonstration illustrates Fleet Provisioning functionality, followed by PubSub using AWS services
with Cellular(RYZ0144) connection.
»  (Wi-Fi) PubSub/MQTT with Fleet Provisioning sample project
O G This demonstration illustrates Fleet Provisioning functionality, followed by PubSub using AWS services
with Wi-Fi{DA16600) connection. w
@ TR T Gore
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The projects appear in €2 studio as shown below.

If Project Explorer is not visible, click the button for the C/C++ perspective in the upper right corner of
the window, then select Window > Show View > Project Explorer.

) iotref-da166PG - bootloader/bootloaderscig - € studio - o *® ‘
File Edit Source Refactor Navigate Search Project Parasoft Renesas Views Run Renesas Al Window Help

B-& - Bot-Qrb-%-RQY q iii'-b-nny'Ju-G
[T Project Explorer X | =% 7 § = 0|/ otademoscdlg | &F bootloaderschg X | = 0| ouine X | 1B = O

c = =
= bootloader Overview information ic| = There is no active editor
&5 ota_demo Generate Code Generate Report that provides an outline.

-
~ General Information ®

Overview

Get an overview of the features provided by Smart
Configurator.

Videos Application Code

:_p th
Introduction to 5 E
Browse related videos Software Components =
|’ Middieware & 9
What's New L Drivers )
Check out what's new in the latest release. _ o
=
See all Release Notes. 2
8
Product Decumentation CU Hardware BN
User's Guide - = b
Overview Board | Clocks | System Components | Pins Interrupts
{21 mag | © Console X | [0 JOKF1- @ AX-+- 594 | & R¥-F-¥2aP)b | 4 Search ki M2 ~-M~-=0
Smart Configuratar Output
MB6@eeoa2: File generated:src\smc_gen\generallr smc_interrupt.c ~

MP6000@02: File generated:src\smc_gen'\generalir_smc_interrupt.h
Me300e84: File modified:src\smc gen\r confighr bsp config.h
Meoeeeaa2: Code generation is successful:C:\git\lts\iotref-dal66PG\bootloader\src\smc_gen

In the discussion that follows, replace the project name boot_loader_ck_rx65n with bootloader as
appropriate.
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4.2.2 Checking the Project Environment Settings
(1) For both projects, from the Projects menu, select Properties, expand the C/C++ Build menu, and click
Settings. On the Toolchain tab, confirm that the toolchain is Renesas CC-RX.

a Properties for aws_ryz014a_ck_rx65n ] X
|t','pe filter text | Settings =1 - 8
Resource
-~
Builders
v C/C++ Build Configuration: |HardwareDebug [ Active ] ~  Manage Configurations..

Build Variables
Environment
ogaing 2 Tool Setii Toolchain vice| # Build Steps Build Artifact ;v Binary Parsers| €3 Error Parsers
——
Stack Analysis
Tool Chain Editor Current Toolchain

Enable toolchain Kptegration

C/C++ General Toolchain: Renesas C&
Project Natures Version:  v3.05.00
Project References
Renesas QF Change Toclchain (click Apply before switching tabs)
Run/Debug Settings Toolchain: Renesas CC-RX i~

Version:  |v3.05.00 ~

w
< >
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(2) For both projects, select the Tool Settings tab, expand the Converter menu, select Output, and
confirm that the box next to Motorola S format file is checked.

Q Properties for aws_ryz014a_ck_rx65n O X
type filter text | Settings - - §
Resource
~
Builders
v C/C++ Build Configuration: HardwareDebug [ Active ] ~ | Manage Col

Build Variables

Environment

Logging oolchain Device| & Build Steps Build Artifact ;, Binary Parsers| @ En

Settings Y

Stack Analysis

Tool Chain Editor
C/C++ General
Project Natures
Project References
Refactoring History

[ Intel HEX format file (-form=hexadecimal)
e
Motorola S format file (-form=stype) I

[ Binagg file (-form=binary)
${workspace_locy/${ProjName}/${(

Renesas QE =
Run/Debug Settings =

(% CRC Operation

(2 Miscellaneous

(53 User

Division output mot file (for Stype) (-output=<File name>) 4 |
v
< >
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4.2.3 Setting Up Projects
(1) Assign a public key to the boot_loader_ck_rx65n project.
Copy the contents of the secp256r1.publickey file you created in 4.1(8), and paste the value into the

definition of CODE_SIGNENR_PUBLIC_KEY_PEM in
boot_loader_ck_rx65n\src\key\code_signer_ public_key.h.

(o C¥openssi¥secpasert publickey - Notepads + — ] g |
File Edit Search View Epcoding Language Settngs Togls Macro Bun Plugins Window 7 ¥
scoHE s G2 4 Wk Dd2c g 22 BRI 1EREDE e »

H secoes6r publickey B |

MFEWEWYHKoEZI =z 0CAQYIKoZ Iz 0DRAQcDQgAEscg fCUODe0RELOSYEZVLEnYnQDLo
ZW UI2s/KS50ucEEMICAKGE ) / knBpPEPKIOMFPL 2090w 3vhoa YUM1 6+Y D0==
————— END PUBLIC KEY-———-

lemgth: 182 lines:5 Ln:1 Xol:1 Pos:1 Windows (CRIFY  UTE-8 INS

Append the \ (backslash) symbol at the end of each line of the
definition of CODE_SIGNER_PUBLIC_KEY_PEM.

You must enclose each line in quotation marks (") and end the line
with the \ symbol

However, do not enter the \ symbol at the end of the final ling -----
END PUBLIC KEY-----.

Example: “XXXXXXXXXXXXXXXXXXXXIXXXXHKXXKXXXXXXXXKXXXXXXKX

=

Propect Bxplorer =k [ = 0 | i sagrer_publc keph B sws 014 ck_refinacig £ sersorsbatah £ resetprgs
i aws_ether_ck_refiSn & " code_signer_public_key.h
. i
gt o i #ifndef CODE_SIGNER_PUBLIC_KEY_H_
I boat loader ok rofSn #define CODE_SIGNER_PUBLIC_KEV H_
g Includes
L #ncoded code Signer pub &
W 8 iy
o ooede_sagner_ public ey h
= sm_gen a
L2l
i T lrype =
Py TR edefine CODE_SIGHER_PUBLIC_KEY_PEM 4
) i BEGIN PUBLIC KEY=====7}
K boot_loadedk 19 “MPkwEwyiEcZ Tz jOCANY K2z jRDAQCDQRAL scqf CLODe0R TR SYEZVLENY idDLD™
oot loades ck_reiSn repe 4g "2/ ul2s/K556uc EEMTCAKGT j/ knBpPEPKfEMFPLIQqDv 3 Thoa YUMLE+ YDl
: ¥ 41 eeeo-END PUBLIC KEY-----°
Y bood oade ck_rebinichy a4
boot_loader_ck_refifn HardwaneDwbiug launch 43 swndif /* COOE_SIGNER_PUBLIC_KEY H_
¥} Developer Assatance
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(2) Set the definition for the OTA update demo to Enable.

Set ENABLE_OTA_UPDATE_DEMO to 1 (Enable) in
aws_ryz014a_ck_rx65n\src\frtos_confit\demo_config.h. (The default is 0)

{5 Project Explorer < = g § = O [n *demo_configh = 0
v S i . A 9 =7 —
= a:vs_ryzOMa_ck_rxﬁSn (in e2studio_ccrx) [Hardw 30 #define ENABLE_FLEET PROVISIONING_ DEMO (@)
3%, Binaries g1
mi! Includes 82 = /* Please select whether to enable or disable the OTA demo
(% Common 83 * (@) : OTA demo is disabled
;‘Demos 84 * (1) : OTA over MQTT demo is enabled
I as E3
& Middleware B s6 | #define ENABLE_OTA_UPDATE_DEMO (1) |
v [ src 87
7= application_code a8 #define democonfigROOT _CA PEM t1sSTARFIELD_ROOT_CERTIFICATE_F
- - 89
vk -frtos_conffg . 91 # * @brief Path of the file containing the provisioning claim certificate. 1
b code _signer_public_key.n 108 #define democonfigCLAIM CERT PEM "...insert here...”
[ core_http_config.h 1689
[H core_matt_agent_config.h 111 ® * @brief Path of the file containing the provisioning claim private key. 1
B cme’mm’mnﬂ;h 121 #define democonfigCLAIM PRIVATE_KEY_ PEM "...insert here..."
- - ’ 122
[h core_pkes11_configh 124 ® * @brief An option to disable Server Name Indication.[]
|h| core_sntp_config.h 138 #define democonfigDISABLE_SNI ( pdFALSE )
[R defender configh 131 ¥
< >
[n] demo_config.h
[1 fleet_provisioning_config.h [ maEE | B console x | [ J0/8F1— @ AF-b- T35 | [ Z9-F-¥227 0 RVt
h FreeRTOSConfig.h uild Console [aws_ryz014a_ck_x65n|
g CDT Build G le [ 014a_ck_rx65n]
[ FreeRTOSIPConfigh
Ih mbedtls_config.h
|| mbedtls_user_configh
| ota_configh
AR ota demo_configh
[ crn Gittlnfe flach canfin b
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(3) Confirm that the initial project version is 0.92.

Confirm that the version definitions in aws_ryz014a_ck_rx65n\src\frtos_config\demo_config.h are as
follows:

e APP_VERSION_MAJOR 0
e APP_VERSION_MINOR 9
e APP_VERSION_BUILD 2

v 155 > aws_ryz014a_ck_x65n

g #® * @brief Flag to enable or disable provisioning mode for the demo.

% Binaries #defme appmainPROVISIONING_MODE

Bl Includes.

&8 Common @& * ief Certificate used for validating code signing signatures in the OTA PAL.
= #ifndef otapalconfig

2 #ifnd f tapalconfigCODE_SIGNING_CERTIFICATE

& > Demos #define otapalconfigCODE_SIGNING_CERTIFICATE "Insert code signing certificate...”

(& Middleware #endif

v &> src ) . . =

® * @brief Major version of the firmware.|

i application_code - #ifndef APP_VERSION_MAJOR

#define APP_VERSION_MAJOR @
#endif

v % > frios_config
LB core_http_configh
> U core_matt_agent_configh ief Minor version of the firmware.[]
-#iw‘ndef APP_VERSION_MINOR
#define APP _VERSION_MINOR 9
#endif

LB core_mgqtt_config.h
i core_pkes11_configh
Lk core_sntp_config.h

i > demo_config.h

iy fleet_provisioning_config.h

#® * @brief Build version of the firmware.
#ifndef APP_VERSION_BUILD
#define APP_VERSION_BUILD 2

#endif
ih > FreeRTOSConfig.h
[# ota_configh ® * @brief Server's root CA certificate.
% #define democonfigROOT_CA_PEM t1sSTARFIELD_ROOT_CERTIFICATE_PEM

i o littlefs_flash_configh

ik shadow_configh ® * ief The length of the queue used to hold commands for the agent.[]

B sigva_configh #define MQTT_AGENT_COMMAND_QUEUE_LENGTH (25)

Uy user_tep_hook_configh - rief Dimensions the buffer used to serialise and deserialise MQTT packets.|
&% > frtos_skeleton #define MsQTT_AGENT_NETWORK_BUFFER_SIZE ( 5eea )
¥ > frtos_startup

® * @brief Maximum time MQTT agent waits in the queue for any pending MQTT

% > sme_gen
(= HardwareDebug

udeﬁne MQTT_AGENT_MAX_EVENT_QUEUE_WAIT_TIME ( 58U )

& > output #define MQTT_COMMAND_CONTEXTS_POOL_SIZE (10)

(4) Configure the RYZ014A Cellular Module Control FIT module (r_cellular).

Open the file aws_ryz014a_ck_rx65n.scfg, and click the Components tab. For the r_cellular
component, set Access point name, Access point login ID, Access point password, and
Authentication protocol type according to your SIM card.

I Project Explorer X = ¢ = O | & aws ryz014a_ck m65nscfg | {5F boot loader ck r65nscfg

v i€ ine :
IR = s ryzta ek pibsn Software component configuration

9' Binaries
¥ Includes
ol Components  gxg ¢ |4, = & 3% » Configure
R Common
RD + 5
jl Demos ot Property Value
¢& Middleware T i v g
Ity ter te & Configuations
o, oo | type Tiltel text - -
= % T = # Access point name ppsimjp
(& HardwareDebug - - # Access point login ID pp@sim
v & Memoary
= trash .} - flashii # Access point password jpn
L > aws nyz(014a ck b5nrcpe o -
- v = Security
04 > aws_nyz014a_ck_rx65nscfg (} 1 tsip. 1 # Authentication protocol type. 2 I
1 BRI # Network status notification level. 2
. aws_ryz014a_ck_rx65n Hard Debug.laund v @ Communications 3 | =
(7} - Developer Assistance (W - % £ sci_rx fomea'on'e“}' imit o
V15§ > boot loader ck 5 (in e2studio ccrx) [iot-1 v B Middleware & 1CP connachion timeou e
. # SClinterrupt prionty 4
& Binaries v = Generic =
ki # Maximum semaphore acquisition latency(msec) 15000
nl ; = =
2 ﬁ # Reception guard time before the module transitions to PSM 100
§ > s # Maximum allowable wake-up delay from PSM 5000
= HardwareDebug ——— —
3 boot_loader_ck_re65nrcpc
104 boot_loader_ck_r65nscfg
y boot_loader_ck_rx65n HardwareDebug.launch
+ boot_loaderrcpc e v

) - Newvelnner Assictance [

F ' o 3 Overview | Board | Clocks
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To use the SIM card supplied with the CK-RX65N kit, activate the SIM card by following the procedure
in 4.1.5 Activating SIM card in the following application note:

SIM activation, Creating the trial account and using Dashboard with RYZ014A or Ethernet Application
for AWS - Getting Started Guide (R01QS0064)

Note: About the setting of Wi-Fi network with DA16600 module, please refer to the GitHub [Settings of
Wi-Fi network (Only using Wi-Fi)| . And regarding setting of country code and GMT timezone,
please refer to the Settings of Country code and GMT timezone (Only using Wi-Fi) as needed.
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4.2.4 Creating the Initial Firmware

The following explains how to create the initial firmware that combines the boot loader
(boot_loader_ck_rx65n) and the firmware (aws_ryz014a_ck_rx65n).

(1) Change the firmware (aws_ryz014a_ck_rx65n) vector and build the firmware.
Open the aws_ryz014a_ck_rx65n project, and select Project and then Properties.

Expand the C/C++ Build menu, and click Settings. In the menu tree on the Tool Settings tab, expand
the Linker menu and click Section, and open the Section Viewer. Allocate EXCEPTVECT to
OxFFFEFF80 and RESETVECT to OxFFFEFFFC.

After this, build the aws_ryz014a_ck_rx65n project to create the firmware.

8 £ operics for au: ' - a

type filter text Settings N v 3
Resource olcnaln Levice | & Bulid Steps Bulld Artitact | [sié Binary Farsers| &4 Ermor rFarsers A
Builders

s~ C/C++ Build
Build Vanables
Environment
Logging v & Linkr

Sections (-start) |SUSIR_1B_2RRPFRAM2/04,8,8_1,R_2/0800000,PResetPRG,C_1,C_2.C.CS, D

Stack Analysis

Section Viewer

Tool Chain Editor ess Section Name A
C/C++ General R 2
Project Natures OxFFFO0300 PResetPRG

Project References : Symbol file 1
Renesas QF (= Advanced c2 Add Section
Run/Debug Settings _‘ Subcommand file c Mew Overlay

(23 Miscellaneous e o o

58 User = emove Section

~ & Library Generator = Move Up

s

=3 Mode

oyl L Move Down

(= Standard Library St

Object ::FRAM

v (52 Optimization Export..
) PERAM2
2 Advanced
&b Miscehlaneous OKFFFEFF80 EXCEPTVECT
& User OKFFFEFFFC RESETVECT
~ & Converter v

: Output [[] Override Linker Script

(% Hex format

(= CRC Operation

(=3 Miscellaneous P

3 User

Do cone
A
2 Apply and Close Cancel

(2) Create the bootloader (boot_loader_ck_rx65n).

Build the boot_loader_ck_rx65n project to create the bootloader.
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®)

Use Renesas Image Generator to generate the initial firmware.
Place the following files in the Renesas Image Generator folder:

The results of the build process in 4.2.4(1): aws_ryz014a_ck_rx65n.mot
The results of the build process in 4.2.4(2): boot_loader_ck_rx65n .mot
The private key created in 4.1(7): secp256r1.privatekey

Open a command prompt, navigate to the Renesas Image Generator folder, and execute the following
command to generate the file userprog.mot.

python image-gen.py -iup aws_ryz014a_ck_rx65n.mot -ip RX65N_DualBank_ImageGenerator_PRM .csv -0
userprog -ibp boot_loader_ck_rx65n .mot -key secp256r1.privatekey -vt ecdsa -ff RTOS

(4) Install the flash programming tool (Renesas Flash Programmer).
Access the download site of the flash programming tool, and download and install Renesas Flash
Programmer V3.11.02 Windows.
(5) Follow the instructions in 2.5, Connecting the CK-RX65N, to connect the PC to the CK-RX65N.
(6) Launch Renesas Flash Programmer, and open the erase.rpj project.
The erase.rpj project can be found either in a subfolder of the sample program or in a subfolder of
FreeRTOS, which you downloaded when creating a new project.
\Projects\aws_ryz014a_ck_rx65n\flash_project\erase_from_bank1
B Renesas Flash Programmer V3,12.00 — x
File | Target Device Help
HewBiojscts lock Settings  Connect Settines B 70U I Ve EL TR,
Open Project...
Save Project \ ‘= A <« flash_project » erase_from_bank1 v O erase_from_bank1D#E =
Save Image File Fi
Save Image File... "0 =z ohigz L5 == -« [ o
File Checksum A
T e— @ WorkSpaceRXOTA A £ 8 EHmOE
.metadat: . .
1 erase.rp) (W i % erase.rpj
2 flash_project.rpj e
X & Common
3 ck_rx65n.rpj
& Configuration
Exit
& Demos
& IDT_cenfig
§tart & Middleware
@ Projects
Renesas Flach Programmer W3.12.00 [3 July 2023] @l aws_ether_ck_m65n
Loading Project (C¥WorkSpace R¥OT A¥Projects¥aws ryz014a_ck_rxhbn @ aws_ryz014a_ck_m65n
Loadine Project (C¥Work Space R¥OT A% Projecte¥ans_ryz014a_ck _rxfbn
@ e2studio_ccrx
&, flash_project
# erase_from_bank1
@ boot_loader_ck_x65n . e
T74)&(N): |erase.rpj v | | FOILIRIPA ("rp)
[ mo ]| e
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(7) Click Start to erase the device.

B Renesas Flash Pregrammer ¥2,12,00 — *

File  Target Device Help

Operation Operation Settingz  Block Settings  Connect Settings  Unigue Code

Praject Information

Current Project: erase rpj
Microcontroller: R Group Endian: | Little w
Program File
Erowise...
Flash Operation
Eraze
Communication speed @ 1,500,000 bps -
Signature:

Device: FX Group

Erasing the selected blocks
[CGade Flash 1] 0=FFEOOO00 - 0=FFFFFFFF  gize: 20 M

Digzonhecting the tool
Operation completed.

Clear status and message

If the message Error (E3000107): Device connection information does not match is output, proceed
with step (8).
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(8) Open the flash_project.rpj project.

The flash_project.rpj project can be found either in a subfolder of the sample program or in a subfolder
of FreeRTOS, which you downloaded when creating a new project.

\Projects\aws_ryz014a_ck_rx65n\flash_project\

s Renesas Flash Programmer V3,12.00 . i . N
& 709II TP N EEEL T, x
File | Target Device Help

Mew Proie k Settings  Connect Settings U * <« awsryz0ldaclpdSn > flash project > V| o

Open Project... -
2E - FLWTA S

ave Projec

. ~ &
i o aceRX A
Save Image File... )

File Checksum B 0@ WorkSpaceRKOTA L1 e
ait I Pa flash £ 2023/08/23
Set File Password... s flash_project.rpj 2023/08/2
.metadata
1 erase.rpj on
2 flash_project.rpj 8} Common
3 ck_r65n.rpj
& Configuration
o @& Demos
& IDT_config
Start _
& Middleware
Q. Projects

Fenesas Flash Programmer W3.12.00 [3 July 2023] @i aws ether ck x65n

Loadine Project {G¥WorkSpace R¥OTA¥Projects¥aws ryz014a_ck_rxfin¥ @ aws_ryz0l4a_ck_mE5n

Loadine Project {G¥WorkSpace R¥OTA¥Projects¥aws ryz014a_ck_rxfin¥
@ e2studio_ccrx

@ flash_project

v <
T4 L& (N): | flash_project.rpj v| TFTIRTAA N (*.rpj) v
I B0 I el
Clear =tatuz and message
(9) Select the initial firmware (userprog.mot) created in 4.2.4(2).
B Renesas Flash Programmer V3,12.00 - X
Eile  Target Device Help
Operation  Operation Settings  Block Settings  Cornect Settings  Unique Code
Project Information
Ciurrent Project: flash_projectrpj
Micracontraller R Group Endian: | Little ~
Frogram File
;RenesaslmageGenerator¥V3.D2¥userprog.mot| Browse... I
GRGC-32: D4g28BAD \
Flash Operation B J07SLIFANEEEL x
Erase »> Program >3 Verify 4 || <« RenesaWgageGenerator > V3.02 v
22 - FLLTA NS
Start .
) RenesasimageGer A
% V3.0 yz014a_ck_r«6Sn.mot
AERS Lboot loadermat
Signature: Py 202
EREEENEH .mot
Device: RX Group @ x l—d e
@l 2182
Erazing the selected blocks @ 90 ISMSEH
[Gode Flash 1] 0xFFE00000 - 0xFFFFFFFF  size: 2.0 M ol 91_RiE
. . @ RX_AWS_APN_telework
Disconnecting the tool
Operation completed. 0! RX QuickConnctioT
@ RX23EFITAPN
Loadine Project (G¥Work Space R¥OTA¥Projects¥aws rvz014a_ck_rxfibn¥flash_proj © RXT2M_Pins Telework
RZ
0! RZT2 Pins
& RZTZM_Pins_Telework_t
sun_tmp M )
T74IL%&(N): |userprog.mot | [F095L77 40 (hetmot st v

| E0) I Frotl
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(10) Write the firmware.

B¢ Renesas Flash Programmer Y2.12.00 — X
Eile  Target Device Help
Operation  Operation Settings  Block Settings  Cornect Settings  Unique Code
Project Information
Current Project: flash_projectrpj
Microcontraller R Group Endian: | Little ~
Frogram File
gRenesaslmageGeneratDr¥V3.U2¥userprog.mot Browse...
CGRC-32: D4§28BAD
Flagh Cperation
Erase »> Program >» Verify
~
Werifying data
[Gode Flash 1] 0<FFEF0000 - 0xFFEFA37F  size: 369 K
[Gode Flash 1] 0<FFEFFF80 - 0xFFFETEIF  size: 3408 K
[Gode Flash 1] 0<FFFEFF80 - 0xFFFFI37F  size: 87 K
[Gode Flash 1] 0<FFFFFF80 - 0xFFFFFFFF  size: 128
Disconnecting the tool
Operation completed.
v

Clear status and message
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4.2.5 Registering AWS loT Information
The following explains how to set AWS IoT information in Tera Term by running the aws_ryz014a_ck_rx65n
project. The information set by this process is written to data flash memory.

(1) Open Tera Term, and from the File menu, select New Connection. In the dialog box that appears,
select Serial and then click OK.

OTCe/IP myhost.example.com
Histaory
22
Telnet
S5H SSH2
Other
AUTO
(® Serial Port:  COMA4: USE Serial Device (COM4)
\ Cancel Help

(2) From the Setup menu, select Terminal. In the New-line area of the dialog box that appears, select
AUTO for Receive and CR+LF for Transmit.

Tera Term: Terminal setup *

Terminal size New-line
X Receive: | |AUTO ~

Term size = win size Transmit: | | cRelF ~ / Cancel

Auto window resize

Terminal 10 NT100 ~ [JLocal echo
Answerback: |:| [] Auto switch (VT <-=TEK)
Kanji (receive) Kaniji (transmit)
UTF-8 ~ UTF-8 ~[$B
Half-width kana Half-width kana ~[(B

locale: | japanese
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(3) From the Setup menu, select Serial port. In the dialog box that appears, set Speed to 115200 and then
click New setting.

Tera Term: Serial port setup and connection x
Port: COM3 ~ :
Mew setting

Specc = ..

Data: 8 bit i Cancel

Parity: none i

Stop bits: 1 bit - Help

Flow control: none ~

Transmit delay

EI msec,/char EI msec/line

Device Friendly Name: USE S UF )L Fi04 2 (COM3)

Device Instance ID: USBXVID_045B&PID_8111%0000000000001
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0,19041.2130

(4) Move the jumper on J16 of the CK-RX65N board to the RUN setting, and then press the RESET switch.
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(5) Enter CLI and press the Enter key within 10 seconds of the menu appearing in the Tera Term window.

e for endeoint/thingrame/cert ificz

2. Write the value to Internal Data Flash Memory with "commi

+" command.

to run demo!
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(6) Register the certificate you downloaded in 3.3.2(6).

Enter conf set cert in Tera Term, and then drag and drop the certificate file (xxxx-certificate.pem.crt) to
the Tera Term window to send the file. Finally, press Enter in the Tera Term window.

| B = | Cert - O *
“ Home Share View o
<« v o » ThisPC » Local Disk (C:) » openssl » Cert v O Search Cert
S
Name Date modified Type Size

: _ed-certificate.pem.(rt 12:09 PM Security Certificate 2KB
(- - it . ki 12:09 PM KEY File 2KB
N - - (> bl pern key 12:09 PM KEY File 1 KB

Tera Term: File Drag and Drop *

_EC
Enter conf set cert, drag and drop the \L

certificate file to the Tera Term Window’ and AreWgu sure that you want to send the file content?
then press Enter.

(® Send File (Paste content of file)

[IBinary

() Paste Filen

[#] Escape
Separator is SINC
Separator is Newl\ge

Do this for the next 0 files
[JDos= process, next drop

Do not display W dialog, next dro

o] Co=]]
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(7) Register the private key you downloaded in 3.3.2(6).

Enter conf set key in Tera Term, and then drag and drop the private key file (xxxx- private.pem.key) to
the Tera Term window to send the file. Finally, press Enter in the Tera Term window.

| B = | Cert — [m| X
m Home Share View (2]

<« v o » ThisPC » Local Disk (C) » openssl » Cert w (¢ Search Cert

Name Date modified Type Size
8/7/2023 12:09 PM Security Certificate 2KB
8 12:09 PM KEY File 2KB

ecl-public.pem.key 8/7/2023 12:09 PM KEY File 1 KB

Tera Term: File Drag and Drop *

Enter conf set key, drag and drop the private
key file to the Tera Term window, and then
press Enter.

(®) Send File (Paste content of file)

[1Binary

() Paste Filename

[] Escape

Separator is Space

Separator is Newline
Do this for the next O files
gprocess, next drop

Do not display thgdialog, next drop

0| o]
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(8) Register the thing name you set in 3.3.2(3) and the endpoint you made a note of in 3.3.3(1).
Execute the following commands in Tera Term:

conf set thingname thing-name

conf set endpoint endpoint-name

(9) Register the key pair certificate (secp256r1.crt) generated in 4.1(6).

Enter conf set codesigncert in Tera Term, and then drag and drop the key pair certificate
(secp256r1.crt) to the Tera Term window to send the file. Then press the Enter key in Tera Term.

Note: Change the linefeed code of the certificate file to LF before pasting the file contents

+ | openssl - m} X
“ Home Share View 0
« =2 v 4 » ThisPC » Local Disk (C:) » openssl ~ (o] Search openssl
MNary S S "
A lecpESEr‘I.(r‘t Security Certificate I -
secp256r].csr COR File \ Tera Term: File Drag and Drop >
secp256r1.keypair KEYPAIR File
| - Mopenssisecp256rl.crt
secp256rl.privatekey PRIVATEKEY File
secp256rl.publickey PUBLICKEY File

Are yodNgure that you want to send the file content?
O itamc

SCP
Enter conf set codesigncert, drag and drop the
key pair certificate to the Tera Term window,
and then press Enter.

(®) Send File (Paste content of file)

[IBinary

(O Paste Fjename

116 Esfape
HRMREw

! Separator is Space
I'” 1[' P

Separator is Newline
11 |jEE il ) T Do thisffor the next O files
AGATUEL '

E process, next drop

spighis dialog, next drop

o« | Com]
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(10) Commit the AWS loT settings (write the settings to data flash memory).

Execute the following commands in Tera Term:

conf commit

(11) Perform a reset.
Execute the following commands in Tera Term:

reset

After the reset process is complete, confirm that Tera Term displays a communication log and the
application is waiting for OTA jobs.

¥ Tera Term - [disconnected] VT — Oa >

File Edit Setup Control Window Help

5 [cellular_re] [DEBUG] clear buff =
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5. Updating the Firmware
5.1 Creating the Updated Firmware

5.1.1 Changing the Firmware Version
(1) Change the firmware version to v0.9.3.

Repeat the build process, this time with 3 specified for the APP_VERSION_BUILD definition in
aws_ryz014a_ck_rx65n\src\frtos_config\demo_config.h.

) Project Explorer =k § = 0O |0 *demo_configh X

~ IeS > aws_ryz014a_ck_n65n 3 : 2 o
> . @ * f Flag to enable or disable provisioning mode for the demo.
%, Binaries #define appmainPROVISIONING_MODE A=)
! Includes
8 Common @ * ief Certificate used for validating code signing signatures in the OTA PAL.
o = #ifndef otapalconfigCODE_SIGNING_CERTIFICATE
'é Demos #define otapalconfigCODE_SIGNING_CERTIFICATE "Insert code signing certificate...”
LR Middleware #endif

v ] > src

* f Major version of the firmware.|

(% application_code #ifndef APP_VERSION_MAJOR

v G > frtos_config #define APP_VERSION_MAJOR  ©
. core_http_configh #endif
th core mqtt_agent_configh # * @brief Minor version of the firmware.

) core_maqtt_config.h = #ifndef APP_VERSION_MINOR
#define APP_VERSION_MINOR 9

Kk core_pkes11_config.h
#endif

th core_sntp_config.h

i defender config.h
ir > demo_config.h

ik} fleet_provisioning_configh

& * ief Build version of the firmware.
#ifndef APP_VERSION_BUILD
#define APP_VERSION_BUILD 3

#endif
ihl > FreeRTOSConfig.h
|, ota_configh @ * rief Server's root CA certificate.
e #define democonfigROOT_CA_PEM t1sSTARFIELD_ROOT_CERTIFICATE_PEM
i rm_littlefs_flash_config.h e = = =
i shadow_configh & * The length of the queue used to hold commands for the agent.
iR} sigvd_config.h #define MQTT_AGENT_COMMAND_QUEUE_LENGTH (25)
b} user_tep_hook configh & * rief Dimensions the buffer used to serialise and deserialise MQTT packets.
y > frtos_skeleton #define MsQTT_AGENT_NETWORK_BUFFER_SIZE ( 5eee )
y = frios_startup ) x : " .
a * ief Maximum time MQTT agent waits in the queue for any pending MQTT]
f >.5mc_gen #define MQTT_AGENT_MAX_EVENT_QUEUE_WAILT_TIME ( seu )
= HardwareDebug
€ > output #define MQTT_COMMAND_CONTEXTS_POOL_SIZE (10 )

(2) Use Renesas Image Generator to generate the updated firmware.

Overwrite the file in the Renesas Image Generator folder with the firmware you rebuilt in 5.1.1(1)
(aws_ryz014a_ck_rx65n.mot), and then execute the following command at the command prompt:

python image-gen.py -iup aws_ryz014a_ck_rx65n.mot -ip RX65N_DualBank_ImageGenerator_PRM.csv -0
user_093 -key secp256r1.privatekey -vt ecdsa -ff RTOS

This command generates a file named user_093.rsu.
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5.2 Updating the Firmware
In AWS, create an OTA update job that will update the firmware.

(1) Inthe IOT Core menu, select Manage, Remote actions, and Jobs, and then click the Create job
button.
Manage

AWS loT » Manage » Remoteactions » Jobs
w All devices

Things
Jobs (O) Info

Jobs define a set of remote operations to send to and run on one or more devices that are connected to AWS IoT. If you have remote
operations that are frequently performed, such as rebooting or installing new applications, use job templates to create reusable jobs.

Thing groups

Thing types

Fleet metrics / Create job
> Greengrass devices |Q Ff[terjob/ ‘ ‘All status values w ‘ ‘Alltypes v | 1 &

» LPWAN devices

Software packages New Name v | Type v ‘ Status v | Created date

¥ Remote actions

Job templates

Secure tunnels Create job

» Message routing

No jobs

You don't have any jobs in ap-northeast-1.

(2) Select Create FreeRTOS OTA update job and then click Next.

Manage :
AWS lIoT » Manage » Remoteactions » Jobs » Createjob

¥ All devices

Things Create job i

Thing groups Jobs define remote operations to send to and run on devices that are connected to AWS loT. Create a custom job or a

Thing types FreeRTOS over-the-air (OTA) update job
Fleet metrics

P Greengrass devices Job type

P LPWAN devices

""" O Create custom job
¥ Remote actions Create a job to send an executable job file to one or more devices connected to AWS loT.

Jobs

Job templates © Create FreeRTOS OTA update job

Send a request to acquire an executable job file from one of your 53 buckets to one or more devices connected to AWS loT.

Secure tunnels

N
» Message routing \
Retained messages Cancel Next

¥ Security

RO1AN7037EJ0110 Rev.1.10 Page 68 of 78
Jun.14.24 RENESAS



RX Family How to implement FreeRTOS OTA using Amazon Web Services in RX65N
(for v202210.01-LTS-rx-1.1.3 or later)

(3) Enter a job name (example: rx65n_ota_demo_job) and then click Next.

AWS [oT > Jobs » Createjob » OTAjob

Stenl _ OTA job properties
OTA job properties
Step 2 Job properties
Job name
Step 3

rx65n_ota_demo_job

Enter a unigue name without spaces. Valid characters: a
A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

B Tags - optional

Cancel Next

(4) Click the Devices to update drop-down list and select the device to update.

OTA file configuration i

Devices info

This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or
the thing groups that you choose.

Devices to update

N\

Thing group:

Things

H rx65n_ota_demo_thing
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©®)

Click Create new profile.

File info

Sign and choose your file

Code signing ensures that devices only run code published by trusted authors
and that the code hasn't been changed or corrupted since it was signed. You
have three options for code signing.

© Signanew Choose a Use my
file for me. previously custom
signed file. signed file.

Code signing profile

This profile will contain information needed to create a code signing job. The
profile specifies your device's hardware platform, certificate from AWS
Certificate Manager, and the location of your code signing certificate path on
your device.

Existing code signing profile

v | Create new profile |

You can skip steps (5) to (9) if you have already created a profile. Click Choose existing code signing

profile and select the profile you created from the drop-down list.

Existing code signing profile

A Create new profile

a \

rx65n kta_demo_proﬁleZ Jdummy

SHAZ256 ¥ECDSA

rx65n_ota_demo_profile dummy
SHA256  ECDSA

Cila +m vimlaad

ect an existing file.
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(6) Create a profile (1): Profile name and device hardware platform.

e Enter the profile name (example: rx65n_ota_demo_profile)
e Select Windows Simulator as the device hardware platform

Create a code signing profile X

Profile name

rx65n_ota_demo_profile

—
ETLEr & LIgue ame without paces. vang aracen oo o oo ang unaerscore

Device hardware platform

Windows Simulator v

(7) Create a profile (2): Import a certificate.

¢ Inthe Code signing certificate area, click Import new code signing certificate.
o In Certificate body, select the file secp256r1.crt you created in 4.1(6).

e In Certificate private key, select the file secp256r1.privateky you created in 4.1.
¢ In Certificate chain, select the file ca.crt you created in 4.1(3).

e Click Import.

Create a code signing profile X

Code signing certificate

AWS Certificate Manager (ACM) handles the complexity of creating, managing, or importing SSL/TLS
certificates. You can use ACM to create an ACM tificate or import a third-party certificate that you
use for signing. You must have a certificate to sign code.

© Import new code signing Select an existing certificate

certificate
Certif‘icates\
Certificate body secp256ri.crt
ch fil 753 bytes
0 oose fite @ Uploaded
Certificate private key secp256r1.privatekey
ch fil 232 bytes
2 coselile @ Uploaded
Certificate chain - optional ca.crt
ch il 890 bytes
\
X
Import

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature verification.

Cancel Create
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(8) Create a profile (3): Enter the path of the code signing certificate of the device and then click Create.

You can enter any path. (Example: dummy)

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform

OTA im:lge signature verification.

dummy
Cancel

Create

(9) Confirm that the name of the profile you created earlier is selected in the Existing code signing profile

drop-down list.

File info

Sign and choose your file

Code signing ensures that devices only run code published by trusted authors and
that the code hasn't been changed or corrupted since it was signed. You have three
options for code signing.

O Signanew Choose a Use my
file for me. previously custom
signed file. signed file.

Code signing profile

This profile will contain information needed to create a code signing job. The profile
specifies your device's hardware platform, certificate from AWS Certificate Manager,
and the location of your code signing certificate path on your device.

Existing code signing profile

rx65n_ota_demo_profile v Create new profile
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(10) Update the firmware.

e Select Upload a new file.

¢ In File to upload, select the file usr093.rsu you created in 5.1.1(2).

o Click Browse S3 and select the S3 bucket you created in 3.4.

o Enter a path name in Path name of file on device. (You can enter any path name. Example:
/device/updates)

File

© Upload a new file. Select an existing file.

File to upload \
[ Choose file

® usr093.rsu

357888 bytes

ile upload location in S3

his is the location in 53 where your file will be stored.

3 URL

Q. s3://s3test-rx65n X View [ | | Create 53 bucket

Browse 53
or] .

rmat. X/ / DUCKet/ prefix/object.

Path name X file on device

/device/updates

» File type - optional

(11) In the Role drop-down list, select the role you created in 3.5(5) and then click Next.

IAM role info

Role
Choose a role that grants AWS loT access to 53, AWS 10T jobs, and AWS Code signing
rEsSOUrces.

I ota_rale_rx65n "‘ \

N

Cancel Back Next
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(12) Click Create job.

OTA job configuration

Job run type

Choose how to run this job.

© Your job will complete after deploying to the devices and groups
that you chose (snapshot)
Your job will continue to deploy to any devices added to the groups
that you chose (continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

» Job stop configuration - optional

the job. The job stops if a percentage of devices fail
yed. The job cancels if any o ia are met after

onfigurations define when to automatically
yment after a minimum number ha
starts.

These

» Job run timeout configuration - optional

Specify how long the job will run

Cancel Create job

(13) Wait until firmware reception is complete.
When the job starts, the job receives and writes the firmware.

v COM3 - Tera Term VT —
File Edit Setup Control Window KanjiCode Help

4 [cellular_re] [DEBUG] clear buff =

[OTA Demo Tal [IMNFO] R

lar_re] LUEEUL] URL =

el lular_re] [DEBUG]

el lular_re] [DEBUG - buff =
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When the update process is complete, the device resets and the initial menu appears.

T COM3 - Tera Term VT - O *

Eile Edit Setup Control Window KanjiCode Help

(14) Confirm that the firmware version is Ver. 0.9.3.

T COM3 - Tera Term VT - O *

Eile Edit Setup Control Window KanjiCode Help

t for topic filter: o

t for topic filter: o

AT command: &

3 41446 [MATT] [DERUG] RTS output 0

41450 [ecellular_re] [DEBUG] received AT command
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6. Appendix

6.1 Points to Keep in Mind when Operating Multiple Devices within the Same LAN
Environment

Addresses assigned from the header ID of Renesas Electronics Corporation are used as the MAC addresses
contained in the sample code.

When using the sample program to operate multiple devices within the same LAN environment, it is
necessary to change the MAC addresses to avoid duplication.

The sample program may not operate properly if the same MAC addresses are duplicated among multiple
devices.

The procedure for changing the MAC addresses is described below.

Open aws_ether_ck_rx65n.scfg in Smart Configurator, and select the Components tag.

In the tree, select RTOS — RTOS Kernel —» FreeRTOS_Kernel, then under Property set Value for MAC
address 0 to MAC address 5 to hexadecimal values of your choice.

Enter values in the format 0xXX (where XX represents a hexadecimal value of your choice).

When commercializing a product for sale, make sure to apply to the IEEE to obtain the MAC addresses
eventually used.

Software compenent configuration

Components i $ 3%~ Configure

After making the above changes, click the Generate Code button in the upper right corner of the window to
apply the changes made in Smart Configurator to the code.

o0 aws_ether_ck_rx65n.scfg % =7

c_'J

Generate Codefj Generate Report

Software component configuration

Components 0 5 = % 3» ~ Configure ®

- Property

i # Echo server address 1
% r_flash_rx ~ # Echo server address 2

v [ Security # Echo server address 3

Value ~

168

200
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7. Troubleshooting

The following table lists issues that might arise when executing the sample, and how to resolve them.

Table 7.1 Troubleshooting

No. | Issue Cause Solution Refer to
1 The command to The Python installation Reinstall python. Also, make sure 22
create the initial folder is not set correctly that the Add python.exe to PATH
firmware fails in the Path variable check box is selected when you
perform the steps in 2.2(3).
2 The encryption library is Install the encryption library. 2.2(5)
not installed
3 The initial firmware | The CK-RX65N kit is not Make sure that the jumper on J16 of | 2.5
cannot be written in debug mode the CK-RX65N board is on pins 1-2
(debug mode).
4 The initial firmware | The CK-RX65N kit is not Make sure that the jumper on J16 of | 4.2.5(4)
does not start in RUN mode the CK-RX65N board is on pins 2-3
(RUN mode).
5 Cellular The RYZ014A PMOD Check the connection of the 25
communication board is not connected RYZ014A PMOD board.
cannot start properly
6 No SIM card is inserted Insert the SIM card. 25
7 The SIM card is Revise the configuration of the 4.2.3(4)
configured incorrectly r_cellular module.
8 You are using the SIM Activate the SIM card. 4.2.3(4)
card supplied with the CK-
RX65N kit but the SIM
card is not activated
9 An error occurs The communication Connect an antenna and power 25
during cellular environment is poor supply to the RYZ014A PMOD
communication board.
Also, place the antenna in an area
with good reception such as near a
window.
10 An error occurs The AWS loT information | Set the AWS loT information again. | 4.2.5
when connecting is not set or is set
to AWS incorrectly
11 The firmware does | The public key is not Review the public key setting in the | 4.2.3(1)
not start after correctly set in the boot boot loader.
starting the boot loader
loader
12 The firmware does | The public key is not Review the public key setting in the | 4.2.3(1)
not start after an correctly set in the firmware.
OTA update firmware
13 Device selection is Review the device setting in the 4.2.3(5) to
incorrect firmware and the boot loader. 4.2.3(9)
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an I/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.

© 2024 Renesas Electronics Corporation. All rights reserved.
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