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I= OTAT W 7 — bR ThiRes '
[else] 3 SUCCESS i
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re1an6935xx0110-r178g22

—Demo

| [—afr-v202210.01-L7S-rx-1.1.3
|  F—r178g22_fpb_2ndota_demo

|  F—r178g22_fpb_bootloader

|  F—r178g22_fpb_2ndota_demo_full
| F—r178g22_fpb_bootloader_full
|  F—ck_rx65n_2ndota_demo

| F—ck_rx65n_demo_bootloader

| —RenesasImageGenerator
—re1an6935ej0110-r178g22.pdf

L —re1an6935jj0110-r178g22.pdf

47 o TNTOT S LD T+ ILEHER

ck_rx65n_2ndota_demo 7 # L& & ck_rx65n_demo_bootloader 7 # /LA [Z[& CK-RX65N D AL =
I RI7ALDEMENTLET,

r178g22_fpb_2ndota_demo 7 # LA & r178g22_fpb_bootloader 7 # JL A [Z[X, RL78/G22 FPB D¥EE
FAXADTOD Y T 7ML ESNATULET,

r178g22_fpb_2ndota_demo_full 7 # JLA & rl78922_fpb_bootloader_full 7 # JL X Z(X, RL78/G22 FPB M
LEEHFARAOTOD Y b7 74 ILHBEMEINTVET,

44 3—FH4 X
£ 4212a—FHYA4 XERLET,
£ 4-23—FH4( X

BEHAR pA=DZ E/8 S ROM RAM
" . | r178g22_fpb_bootloader 11 KB 0.8 KB
FEEHA rI78g22_fpb_2ndota_demo 16 KB 2KB
. r178g22_fpb_bootloader_full 14 KB 2 KB
SHEHH r178g22_fpb_2ndota_demo_full 18 KB 2 KB
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2 PC~A~OSTHART—TILIES
PC & CK-RX65N M USB &) 7 L3 %% 4 (micro USB Type-B)& USB ¥ — JIL TR L T &L,

[

6-3PC~DOOJHENBADER

(3) EiR#EE - TNV A L DK

PC & CK-RX65N @) E20B Debugger a4 4 (micro USB Type-B)Z USB 4 — JILTHEfHKE LT E S
LY,

6-4 BIREG - T/ TADER

4 A2a—xy FEGHAD LAN y— J)LiE#R
CK-RX65N DA —H %y hOARTRIZA VB —Fy FMZEHKEINTWS LAN Y —JILEEHELET,

6-5 1 —H 1y MK BERS V2 —Fy M
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(5) P+ >/\J16 & DEBUG flIc5E#9 %
CK-RX65N T /3y JE— FIZT B1=HIZP ¥ >/\VJ16 % DEBUG fll(pin 1-2)I2FEHE LET,

OUTDOOR — INDOOR  BAROMETRIC TEMP &
Aor® Aot k'k:ssum: HUMIDITY

)2
v +3.3V
El  pmop2_ 15

—
T
e
£ =
e
o

L
a8

fnica | |

HUOUOU
o

9 {

o2

»
[, S—
I__

UD
©

6-6 v >/\J16 DEIE
6.1.3 RL78/G22FPB Dt v h7 v T A%
RL78/G22FPB Dt b7y THEERLET,
(1) BMEEEZE 33VIIERE
RL78/G22 % 3.3V BIRCEMES € 51=0IC. BIRERANYFL7)D 2-3 =R LET,

GROVE ,
S PMODZ” SCLAD o

Rz SDAAD .
E%iLWI*fv T

LED2B+ «0Nb e
‘B ooraie

CAP4 CAPS
« RENESAS
RTKTRLGE%OCOGOUQBJ REV.A

Touch Touch
Buttonl Button2

CAP1 CAPZ

B 6-7 BIRERANY ZIL7)DILE

(2) CK-RX65N & UART @IERY — J Lk

CK-RX65N & UART i&1E%1T 5 =8 ® TXD, RXD, GND [ RL78/G22 FPB 0 J7, J8 O %% 2 D LT D i
FICEIYBTTULWET, 6.1.2(1)FIZRT CK-RX65N AIDIHF & F 6-1 D& 52 UART EEDOXIEFE >
TEHELTILEEL,
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| |l |
(NRAN
Bl

.

L] CK-RX65N
~ . GND

L ]
= L
" L 3
i s
- [
o °
.
. .

L ]
. .
[ ] [ ]
L ] [ ]
e L] CK-RX65N
] L] RXD
2 ] TXD

6-8 RL78/G22 FPB MY 4 O V[ UART BEICHFERT 2InFAUE
(3) PC~AOSHA - ERMMBAr—JILES
PC & RL78/G22 FPB 0 micro USB Type-B A9 2 % USB 4 —JIILTHEMLET,

6-9 PC & RL78/G22 FPB MiE#E

(4) HS3001 R— K. FS3000 "— KDk

RL78/G22 FPB ® Pmod2 3% %4 [Z HS3001 + AR — K(LLF. HS3001 R— K &B& L £ 9)& FS3000
oY R—FULT. FS3000 R— FEBLETETA O—Fz—UTHEHKLET ., EoYR—FOERIE
FBILboTHHEHDY EFH A,

2CNRIEEZTINT v TMBEHE S8, HS3001 R— KED T ¥ U/RIHF4,)5)%2 22 3—
SETLEEL, FS3000 R— FIZDWTHEMKIZIS B DOy onNiiEFE22EEH3—FSETLES
Lo CORETELLEBELEMESX. EELMDR—FOT Yy UN\IGFEA—TUICLTHEREZAREL
TLEELY,

RL78/G22 FPB @ Pmod2 a3 %4 4 [& Pmod Interface Type 2A/3A THY . Type 6A EP 1 —ILTHD
HS3001 R— K & FS3000 R— FIFEHEHR TEL VO, B 6-10 D& S ICRIBETILELAHYET,

3 L <X, RL78/G22 FPB IZI& Pmod2 a3 #% % % Type-6A & L THEATIEEIZT 5Hh v bN\F—U0AE
SNTWSH., TEL0OAELFIATEETY ., #M(X RL78/G22 FPB D1 —H—XI =27 )LD
TPmod™a9 4] DEFZSHBESLY,

SIE  USO082-INTERPEVZ ZE#asR— K& RL78/G22 FPB IZIX{ERTZ £ H A,
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0000 e oo vvvsoe :::I =

LELLn
Pmod sensor

6-10 RL78/G22 FPB @ Pmod2 3 %4 4 &t o HHR— KDiE#E

(5) USB-> U 7IZE#HEZ) Y AV FJ15)EHKT S
Micro USB # COM AR— k& LTHRIAT 51=8IZ, USB-V I ZILEHB) Y AV S 15 ZRHKLE

CAP4 CAPS
. RERNESAS
RTK?RLGE%GCDGOOQBJ REV.A

Touch Touch
Buttonl Button?2

CAPL CAPZ

6-11 USB-> 1) ZILE#B U Y kA Y HJI5)DEIE

ULtTTEE2ERTEE-ODN—F9z70Dty b7 v FERTTY, 6-12 ICT EHERDEAREB F
rLET,
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Ethernet

6-12 TEEROEKER
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62 YIb9xz70OEY TV

6.2.1 FHri&ElE
TETHERATRIVICIZTDA VA M=ILETVWET, BIFERFTHFDEFNETNDY T LI T D/IN—
Tavik T2, BEEREE] EETSEBEILESL,

(1) QEforOTAMA YR k—JL

e2studio M * —a—/3\—M 5, [Renesas Views] — [Renesas QE]ZFE. QE for OTAMNA VX k—JL &
NTWWBEMHERLET, OTA Main (QE), OTA Manage loT Device (QE)AdNIEAS VR k—ILFEH T,

|NMEEIX IRX 773 AWS/Azure ZFIB L7 7—LDTT7E#HYV 7 FOBEFEHA K QE for OTA]
D 21QEfor OTADA VA r—I)L] BEZSHL. QEfor OTAZA VR F—JLLTLEELY,

oject Renesas Views Run Window Help
C/C++ ? - 4 - & || ":l - if -

) Code Generator >
A Mai Debug 5 h *
Partner OS >
Renesas QF > % Measuring Current Consumption (QF)
Smart Configurator > 4 OTA Main (QE)
Solution Toolkit > & OTA Manage loT Device (QF)

*  Renesas Software Installer : ;
—n—cm-crrwcrcu—cvut—s,lgner‘ public key.

#

6-13 QE for OTA A A Y R b—LEN TS MR

(2) Python EITIREDA VX b—JL
Python [&. https://www.python.org/ M5 AFTEET,

F1=. Python @ pycryptodome 54 75 ) ZFEALET, Python 24 VX b—JLiR. UTDpipa<T>
F#ETL, 41 >R F—=JLLTLIEELY,

> pip install pycryptodome

(3) Renesas Flash Programmer @4 > X k—JL

Renesas Flash Programmer [&. Renesas Flash Programmer (Programming GUI) | Renesas M AF T

EFET,

6.2.2 RA—ZIFILYTFDOETE
SYTFIBEEFE O HEAZREARIZZ—IFILY T+ Bl : TeraTerm %) ARETT, LUTFIZY
JFZILKR—FDEREERLET,

® 6-2 VYTILKR—MRE

I5H RE
R—L— b 115,200 bps
T—4 8-bit
RUT 4 #L
AbyF 1-bit
7 0 — il i L
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RL78/G22

THAUHFI)MCUDOTA 7 7—L9TTF7TF7vIT—Fhk

6.2.3 CK-RX65N AD#EA T 7 — Lo = 7 DIER & EFT
QE for OTA %{# > T CK-RX65N FID#MEA 7 7 — L = 7 %#4ER L. e2studio TT/N\YITEFTLET, U

TICFIRERLET .

1) Fazs boqrR—F

CK-RX65N D J— FO—4& T#H A ck_rx65n_demo_bootloader 7AY x4 b&, A—HTOSSLT
# % ck_rx65n_2ndota_demo 7AT x4 k% e2studio (T4 Y R—kLZET,

A4 ViR— kBIE. A7 3 >d lCopy projects into workspace] DF v o E4 LT &L,

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help Q Import [m] X
New Alt+Shift+N >
Open File.. = o Select \
- Open Projects from File System - i o , P |
& 3 & Create new projects fram an archive file ar directory. H
Recent Files >
Close Editor Ctrl+W
Close All Editors Curl+Shift+W g existing code Select an import wizard:
Save Ctrl+S ‘Iyse filter text ‘
Save As..
v [= General ~
Save Al Ctrl +Shift+S P I
Revert ” B
- Existing Projects into Workspace
LB ] e 2ystem
™ Rename. F2 ["] Preferences
I((efresh — - S (7} Projects from Folder or Archive
onvert Line Delimiters To > . .
I=* Rename & Import Existing C/C++ Project into Workspace
Print... Curl =P Ta¥ Renesas CC-RX project conversion to Renesas GCC RX
[« Import. e Renesas CS+ Project for CA78KOR/CATSKO
i " & Renesas CS+ Project for CC-RX, CC-RL and CC-RH
Properties Alt+Enter Ta¥ Renesas GitHub FreeRTOS (with loT libraries) Project
", Sample Projects on Renesas Website
Switch Workspace 2 /e
& C/Ce+
Restart
Exit (= Code Generator v

Cancel

6-14 Z7ACzH rDA viRk—rD

& import m] X
Import Projects =
Select a directory to search for existing Eclipse projects. /

k) Select root directory: |C\wshr01an6935xx0110-r178g22\Demo ~ ‘ Browse... I

O Select archive file Browse.
Projects:
ck_rx65n_2ndota_demo (C:\ws\r01an6935xx0110-r178g22\Demo\ck Select All
ck_rx65n_demo_bootloader (C:\ws\r01an6935xx0110-rI78g22\Dem)|
- Deselect All
LT e i e e o e A Lk e s e
[ ri78g22_fpb_2ndota_demg/ (Cws\101an6935xx0110-1178g22\Dem( Refresh
[ ri78g22_fpb_bootloader/ull (C:\ws\r01an6935xx0110-rI78g22\De
[ ri78g22_fpb_bootloadgh (CAws\r01an6935xx0110-H78g22\Demo\r|
<
Options
[_Lcearch for pociBl proie
[ ] Copy projects into workspace
[ Close newly imported prajects upon completion
[[] Hide projects that alréddy exist in the workspace
‘Working sets
[] Add project to working sets New.
Select...
®@ < Back Cancel

6-15 Oz FOA R— O
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(2) QE for OTA EIfE %A <
e2 studio M * —Za1—/\—MmM 5, [Renesas Views] — [Renesas QE] — [OTA Main (QE)]Z:&IRL £ I,

oject Renesas Views Run Window Help

o @ ARE 1Yl

) Code Generator >

A Mai Debug 5 Lh X
Partner OS > L L
Renesas QE > 4% Measuring Current Consumption (QE)
Smart Configurator > «& OTA Main (QE)
Solution Toolkit > A OTA Manage loT Device (QF)
*  Renesas Software Installer
—Fcﬁ-cncvutu—tvut—s’igner“ public key.

6-16 QE for OTA EIfE & B <

(3) [QE for OTA] 1. Cloud Settings — Sign-in to Cloud
LIBEIE QE for OTA M GUI BEICKR RESN-FIEEY [CEDHET .

F9. Cloud IZ TAWS | ZFRLYA A2 LET, AT A UBFICERLIZY—D 3 VIZAWS DY Y —
ANERENET,

A Cloud Prepare IoT OTA

1.Cloud Seftings bl BN} Sign-in to Clond

1 Sigo-in to Cloud

2.Prepare projects -
l Cloud s . l

Sign-in Seftings
3.Manage IoT device -
7) Manage 1oT device

v) Create I firmware

) Write program to IoT devices
4.0TA -
(2) Create update firmware

(+) Execute OTA and check status

6-17 QE for OTA TAWS IZH A1 1 Y
(4) [QE for OTA] 2. Prepare projects — Select projects

%X & e2 studio (T4 > 7R— k L 1= ck_rx65n_demo_bootloader 7B < =4 k& ck_rx65n_2ndota_demo
Jooxy FEERLET,

Cloud Prepare Wl on

1.Cloud Seitings - = Select project: i
E elect projects [ ]
) Signin to Clond
2P, = OTaprojest [ Create New | [Timport |
() Selectp
() Select provisioning , :
ed p
3.Manage IoT device - Boot Loader ok_ni65n_demo_bootioader -
<) Manage IoT device ck_rx65n_2ndata_demo ~

6-18 7Oy FMOER

(5) [QE for OTA] 2. Prepare projects — Select provisioning
JoEY 3= FA%KELT, TSource code includes credentials (asymmetric keys) ] ZE&IRLET,
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A G Cloud

1.Cloud Settings -

() Sig-into Clond

2 Prepare projects -

(7)) Select projects

() Select provisioning ]

3.Manage IoT device
() Manage IoT device
(%) Create initial firmware

(%) Write program to IoT devices

4.0TA -
() Create update firmware

() Execute OTA and check status

Prepare ToT oTs

Select provisioning

Select a provisioning

Provisioning Source code includes credentials (asymmetnc keys) v

Select provisioning(AWS)
QE for V1.1.0 supports only 1 provisoning

QF Series How to ipstallnpinstall How toupdate FAQ License

(6)

6-19 JOETCa = S AEDER

[QE for OTA] 3. Manage IoT device — Manage loT device

QE for OTA D FIEIZHELY 0T T/NA REERLFET .

@ e

Cloud

1.Cloud Settings

() sign-into Clovd

2 Prepare projects
> .
() Select projects

() Select provisioning

3.Manage IoT device

(%) Manage IoT device

— —
() Create iutial firmware

() Write program to IoT devices

4.0TA
(%) Create update firmware

() Execute OTA and check status

Prepare 5 ToT OTA
'~
Ml ﬂ Manage IoT device
egister [oT device to Cloud and check status
-
Manage IoT device | Open view
= -
Manage IoT devices(AWS)
+ Create [oT devices
+ C v
* Delete IoT devices
Push [Open View] button
-
Create IoT devices
L. Click [Add] Icon and select [Create [oT device]

@)

6-20 IoT T/ R DIERK

[QE for OTA] 3. Manage IoT device — Create initial firmware

QE for OTA DFIRICH WA T 7 —LV =z 7 EZERLET,
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IoT O] OTA

e Cloud (@] Prepare [©

1.Cloud Settings - j
-

@ Sign-in to Cloud

Create initial firmware

- uild Boot loader and Firmware to create program for IoT devices.
2.Prepare projects -

(©) Select projects Create initial firmware | Open view

@ Select provisioning

SiManeglolideyice e Create initial firmware(AWS)
() Manage ToT device

® Prepare creating initial firmware

() Create initial firmware o Install OpenSSL
Wﬂte program to IoT devices * Build iniflal firmware
4.0TA - Install OpenSSL
@ Create update firmware Use OpenSSL to create a code signing certificate.
ﬁ If you have not installed OpenSSL, install it as follows:

@ Execute OTA and check status

1. Open the following URL in your web browser.
Win32/Win64 OpenSSI Installer for Windows - Shining Iight Productions (slproweb.com)
2. Download and install Win64OpenSSL vx.x x Light

Push [Open View] button
Build initial firmware

1. Register IoT devices to create the initial firmware.
Push [Add] button to create the initial firmware in list of [all IoT devices].
To register all IoT devices, push [Add all] button.

2. Specify version of the initial firmware.

3. Push [Create initial firmware] button.

]

6-21 AT 7 — LT T DER

(8) [QE for OTA] 3. Manage IoT device — Write program to loT devices
QE for OTA M FEIZHELY CK-RX65N IZ#HA 7 7 — LI T 7 EEEAHFT,

) © Cloud © Prepare [©

1.Cloud Settings - a
v

(©) Sign-in to Cloud

ToT ® OTA

‘Write program to IoT devices

N rite program to IoT devices
2.Prepare projects -

@ Select projects Write program to 10T devices| Open view

@ Select provisioning

Saanazgiuldeyice M ‘Write initial firmware(AWS)
(©) Manage IoT device
* Install Renesas Flash Programmer
« Connect to evaluation board

* Write program

(2) Create initial firmware

@ ‘Write program to IoT devices

1.0TA - Install Renesas Flash Programmer
(©) Create update firmware Use the Renesas Flash Programmer to write the initial firmware to the evaluation board. If you
have not installed it, please install it.

@ Execute OTA and check status

1. Open the following URL in your web browser.
https://www.renesas.com/rfp
2. Download and install the latest version of the Windows version

Connect to evaluation board

1. Connect PC and evaluation board. Please refer to the UM of the evaluation board for the
connection method.
Example) CK-RX65N(user emulator)

g
(e}
d

22 IO 7—LUITDEZTAH

(9) ENEREER
6-6 M+ /X J16 & RUN f(pin 2-3)I24E#& LE T,
—SFIIYT REREEL. 6-23D LS5 IcaThAHAShTLIRIE CK-RX65N DH#HEIFTT T .
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—XFJ)LY T T COMAKR— FDERKIZKKT 5FEIE. QE for OTA @ lFirmware Logl E 1 —%F
Z. QE for OTA A COM 7R— MIZHERE L TLVEULWARER L T 2L,

T COMS - Tera Term VT — O *

File Edit Setup Centrol Window Help
4171 b_t LINFO]

a1 [INF
[INFO]

6-23 CK-RX65N () A4 E@E

6.2.4 RL78/G22 FPB AMMEA T 7 — L™ = 7 DIERL & E1T

RL78/G22 FPB DA T 7 —Lo = 7 Z1E L. Renesas Flash Programmer TY A 3 VIZE&EAHF
T, UTICHEEHAXDEEOFIEERLET . 2EAEFAROBEIE. FRTSITO0CzH +%
r178922_fpb_2ndota_demo 7O x4 kA5 1178922 _fpb_2ndota_demo_full 7R o KIZ,
r178922_fpb_bootloader 7B =4 kA 5 1178922 fpb_bootloader full 7AY - MZBEEHZ TL &
Ly,

(1) HnT#fRE

RL78/G22,RL78/G23,RL78/G24 D7—L2xzF7 v 7T—bk EPa—)L Rev.2.01] M52 FE EhE
IRE#EE ] O 5.22EZEM L. Renesas Image Generator DEITIEBIEEZTLET,

2) Fadzs roA vk—F

RL78/G22 FPB D J— + O—4% T&H 5 rl78922_fpb_bootloader AV Y &, A—HTASSLT
&5 r178g922_fpb_2ndota_demo FAY x4 k% e2 studio T4 VA R— K LET,

e2 studio D[File]* —a—h S[Import]# o U v o LET,
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Q workspace - e° studio

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
New AltShiftsN> | v G @™
Open File. v 2
P! g = 0O

(") Open Projects from File System.
Recent Files >
Close Editor Ctrl+W
Close Al Editors Ctrl +Shift+W g existing code
Save Ctrl+S
Save As.

Save Al Ctrl +Shift+S
Revert

Move...

Rename. F2
Refresh F5
Convert Line Delimiters To >
Print. Crl+P

F Import...

EXport

Properties Alt+Enter
Switch Workspace >
Restart

Exit

6-24 e2studio AT TH FDA wR— FFEIED

[Existing Projects into Workspace]Z##R L. [Next]Z2 v o LET,

& import a X
Select
. P >
Create new projects from an archive file or directory. H

Select an import wizard:

type filter text ‘

v (= General A
G L

* Existing Projects into Workspace
L File System
[T Preferences

L Projects from Folder \pr Archive
i=} Rename & Import Exidting C/C++ Project into Workspace
&% Renesas CC-RX project\conversion to Renesas GCC RX
&% Renesas CS+ Project fo) CAT8KOR/CA78K0
&% Renesas CS+ Project for {C-RX, CC-RL and CC-RH
&% Renesas GitHub FreeRTOY (with loT libraries) Project
", Sample Projects on Renesgs Website
= C/C++
(= Code Generator w

@ <Back o Cancel

6-25 e2studio AT TH FDA vR— FFIED

[Select root directory] ©, 4> FTILTAT S LD T+ IV EFEERL, RERShF=TOP I bh DS,
rl78g22_fpb_2ndota_demo & rl78g22_fpb_bootloader IZF = v o % A4, Option #H®D[Copy projects
into workspace][SF = v I BA->TWEHEWI E#ME L, [Finish|Z2 ) vyo LET,
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&) import ] X

Import Projects |
Select a directory to search for existing Eclipse projects.

|

@ Select root directory: | C:\ws\rl-ota-2nd-meu-demo\full-update V‘I Browse. I

(O Select archive file: Browse.
Projects:

1178g22_fpb_2ndota_demo_full (Ciws\rl-ota-2nd-mcu-demotful | select Al
r178g22_fpb_bootloader_full (C:\ws\rl-ota-2nd-mecu-demo\full-u

Deselect All
Refresh
< >

Options
[ Search for nested b

Working sets

[] Add project to working sets

?) < Back

6-26 e2 studio A T4 FDA v R— FFIBER

B 7RV FDEILFR

r178g22_fpb_bootloader 7R =4 k & r178g22_fpb_2ndota_demo 7B x4 FH#EJI KL, MOT 77
AIWEERLET. MOT Z7A40LFTED Y T+ IILFETD HardwareDebug 7 +# LA IZHER SN E
E

(4) BT 7—LITTDER

R E 1= r178g22_fpb_bootloader & rl78g22_fpb_2ndota_demo M MOT 7 7 A L ##E& L T RL78/G22
FPB AD#EAZ 7 —LVxz 7&K LET, MOT 774 LDFEEIZIE Renesas Image Generator Z{#FH L
F* 9, Renesas Image Generator [& TRL78/G22,RL78/G23,RL78/G24 7 7—L™9x7 Z7vIT—F E
Pa—)L Rev.2.01] IZEFT B Y—ILTT, HMIZOLTIK, LRV VI EDTTVr—3 2/ —FD
IRenesas Image Generator] EZ& TSR fZELY,

r01an6935jj0100-rI78g22/RenesasimageGenerator 7 # JLAATUTOIAT Y FEETL, M 77— L4
7 = 7 initial_firm.mot Z4EA L £9 ., RenesasimageGenerator 7 # JL4 M howtouse_full/partial.txt 7 7 4
LIZaAR U FXAHY FT,

> python image-gen.py -ip .¥RL78_G22_ImageGenerator_PRM.csv -

ibp ..¥rl78g22 fpb_bootloader¥HardwareDebug¥rl78g22 fpb_bootloader.mot -
iup ..¥rl78g22_fpb_2ndota_demo¥HardwareDebug¥rl78g22_fpb_2ndota_demo.mot -o
initial firm

EEEFHFAROBZENDIAT Y FEUTERYFET,

> python image-gen.py -ip .¥RL78_G22_FullUpdate_ImageGenerator_PRM.csv -

ibp ..¥rl78g22 fpb_bootloader_full¥HardwareDebug¥rl78g22_fpb_bootloader_full.mot -
iup ..¥rl78g22 fpb_2ndota_demo_full¥HardwareDebug¥rl78g22 fpb_2ndota_demo_full.mot -o
initial_firm

(5) VT 7F—LITTDEERAH

Renesas Flash Programmer ZBAW\T., ETHERL=#E T 7 — L™ = 7 initial_firm.mot % RL78/G22
FPBIZEERAHAET,
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Renesas Flash Programmer Z#i#2&) L. [File]* =21 — 5[New Project]Z% ) w4 LE 3,

5 Renesas Flash Programmer V3.14.00 - X

Mew Project...

Open Project...

Save Project

Save Image File...

File Checksum

Set File Password...

Bt fdd/Remave Files..

Command

Start

Renesas Flash Programmer W3.14.00 [E Jan 2024]

6-27 MOT 774 ILDEZAAHFIED

I'Microcontroller] [Z(& TRL78/G2x] #:ZEIRL. [Project Name] #AHLFET,

Communication ¥ [Tooll I£ TCOM port] . Tinterfacel [& T2 wire UART] Z:EIRLET,
Tool Details) %% ') v % L. RL78/G22 FPB M{x#8 COM /R— r #RIRL[OK]ZV Y v I LFET,
[Connect]Z4 1) w4 L. [lOperation completed.] &RFRENDZEEZHRELET,

Es
File Help
Operation

Project Information
Current Project:

Microcontroller.

Es Create New Project — *
Frog
Project Infor mation
Microcontroller: RL78/G2x i
Gom Froject Name:  [rITe22 write ‘

1 Project Folder: C¥lsers¥ab125794%¥0neDrive - Renesas Elec Browse... N
B ——————— e P o
Gommunication

Tool: | GOM port v Interface: | 2 wire UART [[] Wide Voltagel
|| Tool Details Mum: GOM2
Renesas
Connect Cancel

6-28 MOT 774 ILDEZIAHFIEQ
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File  Help
Operation

Project Infor mation

Current Project:

Micracontralle) g Tool Details (COM port) - x
| at
Frogt Select Tool  Reset Settines
| Project Iy
Mic
Com| Praje
Projes -
Commun
Tou: ="
Tol
Renesas R
ahcel

Gancel F

6-29 MOT 774 ILDEZAHFIER

s Renesas Flash Programmer V3.14.00
File  Target Device Help
Operation  COperation Settings  Block Settings  Flash Options  Gonnect Settings  Unique Gode
Project Infor mation

Gurrent Project: rl78e22 writerpj
Microcontroller RIF102GGE

Frogram Files

Add/Remave Files

Command

Erase 3> Program 3> Verify

Start

Sienature:

Device: R7F 102GGE

Boot Firmware Version: \1.02

Device Gode: 10 00 04
Code Flash 1 (fddress : 0x00000000, Size : 63 K, Erase Size: 2 K}
Data Flash 1 (Address : 0xD00F 1000, Size : 2 K, Erase Size : 256)

Operation completed. I

[ e

Glear status and message

6-30 MOT 77 ILDEZAHFIED

[Program File]#M[Add/Remove Files...] = [Add File(s)...]%% ') v % L. Renesas Image Generator T4k
B L 7= initial_firm.mot ZZRL[OK]ZV ) v I LET,

[Start]Z Y ') v 7§ B EEERAADNFIBINETS,

RO1AN6935JJ0110 Rev.1.10
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B
File  Target Device  Help

Operation  Operation Settings  Block Settings  Flash Options  Cormect Settings Unigue Gode

Project Information

Current Project: 178222 writerpj
Microcontraller: RIF102GGE

Program Files

#fidd/ Femave Files..

s File Details - b

#dd Filels).. |I Remove Selected File(s)

File Mame Twpe Addrezs/Offzet

:¥r|-ota—2nd- mou—de mo¥full-update¥Rer ImageGeneratoriinitial_firm...

Dizconnecting the tool
Operation completed.

Clear statuz and message

X 6-31 MOT 774 ILDEZAHFIES

(6) EhiEHERR

—IFIILY T rEREL., 6-32 DL SITERELEENEAD T HASIATLNIE RL78/G22 FPB D
EEIEZETTY,

¥ COM29 - Tera Term VT - [m] X ‘

X 6-32 RL78/G22 FPB O O Y EME
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6.3 AWS U579 FDO#EE
AWS T A kavy—lzaoyd4 2 LET,
AWS v A kary—)L | AWS (amazon.com)

IFTAYPAVY—I)LEEDELEIZRRTESNATWNS ) =23 V%A L, QEfor OTA RS A VDR
FERMLYU—CavEBIRLET,

B &4 ©® © Tk

default layout ‘ 4+ Add widgets

6-33 J—T 3 VDR

6.31 OTA7ZYIT—hrD-ODHKE

TRX 77 3!) RX65N IZHI1+5 Amazon Web Services & ¥ L 1= FreeRTOS OTA OER A%
(v202210.01-LTS-rx-1.1.0 LIEEIGR) 1 #SBL. REZTLET,

(1) EE7ITVH5—2 3>/ — D 3.4 Amazon S3 /845 DRI OFIET Amazon S3 /37y L& 1E
BLEFT, CCTERELEAY Y FEIXTERTHICEALET,

(2) LEB7IIVHy— 320/ —rD I35IAM A—H—([Z OTA DETHERZE|Y LTS OFIETY—E
AO0—)L&EERLET, CCTHRELEY—ERO—ILAETEERTHICERALES,

B LE7IVH—132/—FrD 152 J7—LDTT7DEH 5)~09)] OFIETI— FERIHAEEZE
BkLET, 2T, BT H50— FERIBHEIL6.2.3(7)ET CK-RX65N AD#WH 77 —LDH T
7% QE for OTA TR L= EICER LI-FIAZEEZERALE T,

SEBAZ (I ck_rx65n_demo_bootloader/QE-OTA/codesigning [CER SN TUWVET . SEBAE(L secp256ri.crt,
FZ 1L secp256rl.privateKey, SIBAZEF z—2ldcacrt ZHELET,

v ‘1-_—‘%.- = ck_rebon_demo_bootloader [ota-2nd-mcu-demo master
*\;—f' Binaries
it Includes
= HardwareDebug
“ 2y = QE-OTA
I+ = bootloader
Vv [Z3 > codesigning
3 ca.crt
I
5 ca.key
2 secp256ri.crt
S secp256ri.keypair
2 secp256ri.privatekey

2 secp256ri.publicKey
heiy = SIC
ck_rx65n_demo_bootloader.rcpc
ck_rx65n_demo_bootloader.scfg
& ck_x65n_demo_bootloader HardwareDebug.launch
5 README.md

(2} > Developer Assistance [ota-2nd-mcu-demo master]

6-34 O— FERFIAEDIERIGAT
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6.3.2 oY T—AAHRIEDI-ODEKRE

ZELEE Y T—2% 057K TAHEIET B=HIZ. Amazon CloudWatch & & U AWS loT Core T

UTOFIETREZTVET,

Note JZ7BATORARIELIIBELLS, T—E2AAWSIZEWLWTWS I &
WEWSBAIF 632 BENEEEA L ERARETT,

TSV ETHERETEAEND

ZDIFEA. 6-35DELSIZAWS 0T D TMQTT TR KNI SA T ] T
liotdemo/topic/sensor] #HTRIVSA4TFH LTV T—ELAHFEYRZIETETLNSC

EETXAMRATHETEET,

AWS loT X AWS IoT » MQTT test client

MQTT test client

Monitor

You can use the MQTT test client to monitor the MQTT messages being passed in yor

ur AWS account. Devices publish MQTT mi

AWS loT. AWS laT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe to MQ™

Connect
the MQTT test client.

Connect one device

B Connect many devices . .
» Connection details

You can update the connection details by choosing Disconnect and making updates on the

Establish connection te continue page.

Test
P Device Advisor

MQTT test client

Device Location New
""" Topic filter  Info

Subscribe to a topic Publish to a topic

The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters,

I Enter the topic filter l

Manage

> All devices » Additional configuration

P Greengrass devices

6-35MQTT TR MV SA4T7 > FTOT— 3 ZEHR

6.3.2.1 Amazon CloudWatch D& E
(1) AWS IoT TIL—ILZEERK
[AWS I0T] = [JL—IL] = [L—ILEZERK]Z2)vI LET,

RO1AN6935JJ0110 Rev.1.10
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X AWS loT > Messagerouting > Rules @

AWS loT
tor Rules (0) o

Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by ye

Mor

Q Find rules

Conrject

Cgnnect one device
Name A Status v Rule topic v
» Cdnnect many devices

No rules

You don't have any rules in ap-nor
Test

» Defice Advisor

MQTT test client

Delice Location New

Destinations

Retained messages -

@ CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie prefere:

(2) L—ILDFOIRT 4 ZFIETE
W—IVBEAAL, RNEVYY I LET,

]
@

AWSIoT > Messagerouting » Rules » Create rule

Step 1

Specify rule properties i

A rule resource contains a list of actions based on the MQTT topic stream.

Specify rule properties

Configure SQL statement

Rule properties

Attach rule actions Fillatume

cloudwatch_visualize_ruld

Rule description - optional

A description of your new rule

w Tags - optional

N

ted with the resource

Add new tag

Cancel

https://ap-northeast-1.console.aws.amazon.com/console/home?region=ap-northeast-1 © 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

(3) SQLRT— kA2 MEETE

SQLRT—hFAVPEAALET, TFRMITARIZUTDESICTAALET, BRRITICHITARBER
RITEELTLIEELL,

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor'’
(BITHRLE)
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i
@

AWS IoT » Messagerouting » Rules » Create rule

Step 1
Specify rule properties

Configure SQL statement

Add a simplified SQL syntax to filter messages received on an MQTT topic and push the data elsewhere

Step2
Configure SQL statement SQL statement
Step 3
Attach rule actions SQL version
The version of the SQL rules engine to use when evaluating the rule.
2016-03-23 v

Step 4

Review and create
SQL statement

Enter a SQL statement using the following: SELECT <Attribute> FROM <Topic Filter> WHERE <Condition>. For example: SELECT

1 SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

SQL  Ln2Col1

Cancel

[ Cloudshell  Feedback

or its affiliates. Privacy ~ Terms  Cookie preferences

4 TW—WT7o2avETRYFI ATYTTIL—ILTILarvEER
7% 3> 112 TCloudWatch logs] #3&IR L. [CloudWatch Log #'IL— T &K Z2 ) v LET,

11
@

AWSIoT > Message routing » Rules » Create rule

Attach rule actions i

An action routes data to a specific AWS service.

Specify rule properties

Step 2
Configure SQL statement SQL statement -
Step 3

Attach rule actions SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

view and dl i
and create Rule actions
Select one or more actions to happen when the above rule

 an inbound message. Actions define addit

¥
nvoking cloud functions, or sending notifications. You

id up to 10

Action 1

CloudWatch logs v Remove
Send message data to CloudWatch logs

Log group name Info

‘ Choose a CloudWatct v | ‘ c

Batch mode

The payload that contains a JSON array of records will be sent to Cloud watch via a batch call

[] Use batch mode

1AM role

[ Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

G) BYTIL—TEERK
A N—T&%EAADL. EREV Y VI LET,
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CloudWatch X CloudWatch > Loggroups > Create log group i
- ]
Create log group
Dashb
v Alarms Ao @1 ©o Log group details info
ot
ALt ® CloudWatch Logs offers two log classes: Standard and Infrequent Access. Leam more about the features
offered by each log class. 4
Logs
o
Live
Logs Insigh
Al
Exple
X-Ray traces
Event:

» Application Signals

» Network monitoring

¥ Insights

() Cloudshell  Feedback © 2024, Amazon Web Services, nc. o It afflates.  Privacy

6) HLLO—)LEERK
ATDTIL—TRIZ, L0745 IL—T%FRL., FrLLWO—LEZER]ZI )Y LET,

n
@

oT > Messagerouting > Rules > Create rule

Attach rule actions e

An action routes data to a specific AWS service.

Specify rule properties

SQL statement

%

Attach rule actions SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Rule actions
Select one or more actions to happen when the above rule s matched by an inbound message. Actions define additional actiities that

Action 1

» | CloudWatch logs

Leg group name info

‘ sensor-visualize

‘ Create CloudWa!

Batch mode

(] use batch mode

1AM role

Create new role

(7) fERLLT= 1AM O— )L %&EIR
IAM B—)LIZ, ERLE=a—ILERIRLET,
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AWS loT > Message routing » Rules ) Create rule

Attach rule actions ..

An action routes data to a specific AWS service

Specify rule properties

Configure SQL statement SQL statement

Attach rule actions SELECT *, tinestanp()

Rule actions

Log group name Info

as timestamp FROP

*fotdeno/topic/sensor”

Back |

v

Remove

sensor-visualize
Create CloudWatch Log group [
Batch mode

Use batch mode

view [3

1AM role

sensor-visualize-cloudwatch-role

Add rule action

Foedback

) Cloudshet

View [4 Create new role

Amazon Web Services,Inc. o ity affliates.  Pri Coolei preferences.

(8) IL—ILYERIZEEII L= C & & HERR

[RA] = [ERK|EEH. L—ILD—FIZ, FRLIZIL—ILHBARFTEINTWS I EEHRALET,

= Attach rule actions SELECT *

Review and create Rule actions
Se e or more o happen when the ab

Action 1

+ | Cloudwatch logs

Lag group name Info

, timestamp() as timestamp FROM 'iotdemo/topic/sensor’ (c]

tround message. Actions define additional activities that
ioud functions, or sending netifications. You can add up to 10

v Remove

sensor-visualize
Create CloudWatch Log group [
Batch mode
hat contains o JSON an

Use batch mode

1AM role

View [3

sensor-visuslize-cloudwatch-role
Add rule action

Error action - aptional

Add error action

Clow

view [ ‘ ‘ Create new role

RO1AN6935JJ0110 Rev.1.10
Mar.31.24
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= cloudwatch_visualize_rule

Review and create Description

Step 2: SQL statement Edit
SQL statement
5QLversion
2016-03-23

SQL query

SELECT *, timestamp(} as timestamp FROM 'lotdemo/topic/senser’

Step 3: Rule actions Edit

Actions

CloudWatch logs

Error action

Mo error action

AWS loT X @ Successfully created rule cloudwatch_visualize_rule.
AWS loT > Mess: uting » Rules
Rules (1) mfo z Create rule
Q 1 ®
O Name a| stas v | Ruletopic v | Created date v
l O doudwatch visualize_rule @ Active iotdemo/topic/sensor February 18, 2024, 15:52:11 (UTC+09:00) ]

[ CloudShell  Faedback

(9) CloudWatch T 5 7R R &R
CloudWatch R—C#RRL, EAZa—0O o544 ] 209 o LET,

AT NL—TI2, £I1FE63216)THERLEITIL—TEREIRL, UTOIITYEAAL, [T DELT]
#0)v o9 LES,

stats avg(hs300x_humidity), avg(hs300x_temperature), avg(fs3000 _flow) by bin(1im)
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AL R TITT S TRRRENET,

CloudWatch

Favorites and recents

Dashboards

4

In alarm

All alarms

¥ Logs
Log groups
Log Anomalies
Live Tail

Logs Insights

4

Metrics
All metrics
Explorer

Streams

4

X-Ray traces
Traces

Trace Map

4

Events

Rules

Alarms Ao @1 Qo

Logs Insights ine [4 Start tailing 3h Compare (Off) - new | Local timezone w ‘
Select log groups, and then run a query or choose a s
Browse log groups ‘
sensor-visualize X Clear all
[ 1 stats avg(hs3eex_humidity), avg(hs3eex_temperature), avg(fs3eee_flow) by bin{im) ]

@ Complete

Logs (3) Patterns (-)
Visualization
Graph ty

<an run for max

Save

mum of 60 minutes

History

Add to dashboard

@ 1. avg(hs300x_humidity)
02 aw
@ 3. avg(fs3000_flow)

Discovered
fields

(ie]

Queries

o]

Help

RO1AN6935JJ0110 Rev.1.10

Mar.31.24
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7. TEDETFIE
FEEETTAEMEFIECOVTHEALET,

7.1 FEPRREEDENERERR

6ENDTENEY b7V TMNETLTLDIKRET, RL78/G22FPB Dy FRA v F(RST)EHTL
N—F9z7Yty FEFETLET., AHICCK-RX5N E) Y P RS Y FSDEHETFLN—FKDI7Y
ty bEEFTLET,

A—IFIILYIT RTEISA AU LDOTERRELET,

7-11Z CK-RX65N DAV EE R LET . HS3001 £ VY DT—E2AHASh TS L AL E

9, FS3000 £ U HIET—2 B L TLVRLV 6, {BEA0.00 £E>TWET, £, TOTITIE MQTT &
ETE YT -2 EAWS~NEFLTVSHATARRENET,

‘1 COMS - Tera Term VT - ] X ‘

rT [ CJ1, HUMIDITY
MOTT] [INFOJ Publishin,

r Task] [INFC
4 LINFU]
NFO

C1, HUMIDITY

& 7-1 CK-RX65N ) A4 E @&

RIZ, B 7-2IZRL78/G22 FPB DAY EEZEZTRLET, HS300L EoHDT—FDHRRINTWNS
LEHERLET,
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T COM28 - Tera Term VT - O X
File Edit Setup Contrel Window Help
[H3300TJTEMP:27.970° C1, HMI: 48

JTEWP:27.97°

JTEMP:

JTEMP:

JTEMP:

JTEMP:

JTEMP:

TTEMP:

TTEMP:

TTEMP:

TTEMP:

TTEMP:

7-2 RL78/G22 FPB M A 4 EE

mEIZ, 7-3 12 Amazon CloudWatch QEIE %R L £ 9, HS3001 T HHh BB LEZREET—2MN
JS57EShTWWA I EH#HRALET,

stats avg(hs3@ex_humidity), avg(hs3eex_temperature), avg(fs3000_flow) by bin(im)

CloudWatch X -
Discovered
Favorites and recents > Fields
Dashboards % Query genera tor LI ]
1 ® b
Alz At @100
arms Ao @10 Run query Save History Querie:
1 alarm
All slarms @ Complete ©
Help
Logs Logs (14) Patterns (-) Visualization
0g groups
og Anomalie Visualization Add to dashboard
Ta Graph type: Line w
Logs Insights
0 I . m;
Metrics ’
All metric L]
Explore
2
X-Ray traces
20
Traces
Trace Map -
Events 10
[ CloudShell  Feedback ©2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

7-3 £AUH 1) OTA 7 v 75— FEID Amazon CloudWatch W45 7 &RR

CORENREHUF) OTAT Y TT— FEITRIOVEIRETT,
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7.2 RL78/G22FPB M OTA 7 v J75T— FDEFT

721 BEHI7—LOTT7OER

7211 FEEBEBHFARXDEE

(1) rl78g22_fpb_2ndota_demo 7OL 1Y bDY—RI— KDERE

r178g22_fpb_2ndota_demo/src/rl78g22_fpb_2ndota_demo.c M 53 TE @ [USE_SENSOR_FS3000] ¥4 O
NDEZEZOMND LICEBELET,

F71-. FWUP_DEMO_VER_MAJOR, MINOR, BUILD #FENIEIZCT 5 & TETHICRERINDI T 7—L4A
DIFN— 3 DEBENARETT,

50 * Macro definitions[]

52 #define USE_SENSOR_HS3001 (1)
53 #define USE_SENSOR_F53000 (0)
54

55 #define FWUP_DEMO_VER_MAJOR (1)
56 #define FWUP_DEMO_VER_MINOR (@)
57 #define FWUP_DEMO_VER_BUILD (@)

1

(2) BHI7—LIzF7MOT 774 ILER)DIER
r78g22_fpb_2ndota_demo 7B ¥ FHEEI KL, MOT 274 LEERLET,
B) BEHI7—LTTF7(RSU 774 IILERX)DER

ERL S 11z r178g22_fpb_2ndota_demo M MOT 7 7 4 JL%. Renesas Image Generator Z{£F L T RSU
BXOEHI7—LOozTIZERLET,

r01an6935jj0100-rI78g22/RenesasimageGenerator 7 # JLAATUTOIAT > FEETL. RSUKBKXDE
17 7—L™ 7 update_firm.rsu ZERLET,

> python .¥image-gen.py -ip .¥RL78_G22_ImageGenerator_PRM.csv -
iup ..¥rl78g22_ fpb_2ndota_demo¥HardwareDebug¥rl78g22 fpb_2ndota_demo.mot -o update_firm

7212 EEEBHFARDEE

17211 ¥EEHFARXDEE] LEABOFIETCEHF I 7—LVzT7EERLET, FRTSTOD Y k
% r178922_fpb_2ndota_demo 7R x4 kM5 178922 _fpb_2ndota_demo_full 7R 4/ MZEZ#Z T
&L,

Ff-. RSUTZF7AMILVEERT 5T FIFLITERY FT,

> python .¥image-gen.py -ip .¥RL78_G22_FullUpdate_ImageGenerator_PRM.csv -
iup ..¥rl78g22_ fpb_2ndota_demo_full¥HardwareDebug¥rl78g22_fpb_2ndota_demo_full.mot -o
update_firm
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7.22 AWS TOTACaJDER

(1) AWS TR A bavY—IZHA 142 L, ELD lService] = lloT] = TloT Corel #:&ERL

i?—o

Recently visited
Favorites

All services

[+l Analytics
Application Integration
AWS Cost Management
= Blockchain
| Business Applications
Ol Compute
= Containers
Customer Enablement
E Database
Developer Tools
== End User Computing
| Front-end Web & Mobile

Game Development

Machine Learning

Internet of Things

FreeRTOS

FreeRTOS is an loT Operating System for Microcontrollers

loT 1-Click

Trigger AWS Lambda functions from simple devices

loT Analytics

Collect, preprocess, store, analyze and visualize data of loT devices

loT Core

Connect Devices to the Cloud

loT Device Defender

Secure your fleet of connected loT devices

loT Device Management

Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices

loT Events

Detect and respond to events from loT sensors and Industrial loT equipment

AWS loT FleetWise

Easily collect, organize, and transfer vehicle data to the cloud at scale.

7-4 AWS QY —E XE®
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(2) AWS loT Core ME®M * = 1 —hH > Remote action — Jobs Z#ER L. [Create job]ZEV U v o L FE
ERS

Services Q,

AWS loT

Monitor

Connect
Connect one device

» Connect many devices

Test
» Device Advisor
MQTT test client

Device Location New

Manage
P All devices
P Greengrass devices

» LPWAN devices

Job templates
Secure tunnels

» Message routing

AWS IoT » Manage » Remoteactions ) Jobs

Jobs (200+) nfo

Jobs define a set of remote operations to send to and run on one or more devices that are cc
Create job
‘ Q Filter jobs
(] Name Type | Status
O AFR_OTA-rx660-2n Snapshot @ Cor
[ AFR_OTA-r -15 Snapshot ® Cor
(] AFR gFA-rx660-2nd-14 Snapshot @ Cor
(] FR_OTA-rx660-2nd-13 Snapshot ® Cor
AFR_OTA-rx660-2nd-12 Snapshot ® Cor
(] AFR_OTA-rx660-2nd-11 Snapshot @ Cor
O AFR_OTA-rx660-2nd-10 Snapshot @ Cor
O AFR_OTA-rx660-2nd-09 Snapshot @ Cor
] AFR_OTA-rx660-2nd-08 Snapshot ® Cor
(] AFR_OTA-rx660-2nd-07 Snapshot @ Cor
(] AFR_OTA-rx660-2nd-06 Snapshot ® Cor
(] AFR_OTA-rx660-2nd-05 Snapshot ® Cor
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(3) TCreate job) EIET lCreate FreeRTOS OTA update job | %#:ER L T[Next]Z2 U vy LET,

AWS IoT » Manage > Remoteactions »» Jobs » Create job

Create job

Jobs define remote operations to send to and run on devices that are connected to AWS loT. Create a custom job, a FreeRTOS

over-the-air (OTA) update job, or a Greengrass V1 Core update job.

Job type

() Create custom job
Create a job to send an executable job file to one or more devices connected to AWS loT

© Create FreeRTOS OTA update job

Send a request to acquire an executable job file from one of your 53 buckets to one or more devices connected to AWS loT.

() Create Greengrass V1 Core update job
Create a snapshot job to update one or more Greengrass V1 Core devices with the latest Greengrass W1 Core or OTA agent
version.

Cancel Next

7-6 3 JEREE

(4) TOTA job properties] EIET Job name] ZAAL. [Next]Z2Jvyo LET,

31 Services | Q Search

AWS loT » Jobs » Createjob » OTAjob

pay OTA job properties
OTA job properties
Step 2 Job properties
Job name
Step 3
° | 2nd_mcu_ota_update_demo-01
— - - - characters: a-z, A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

P Tags - optional

cancet

7-70TA>3JO7TO/NT 4« AHEE
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(5) TOTAZ7AI)LEKE] BEECRIEEBEZ*ANLET,

@

® 0 0O

©® O @O

lDevice to update] Tl 6.2.3(6)E T QE for OTA TERE L 1= loT device name #:&R L F
E

l'Select the protocol for file transfer] TIE MQTT Z®iRLE T,
'Sign and choose your file] TIl& 'Sign a new file for me.] Z#RLET,

[Code signing profile] Tl 6.3.1(3)Z TR L f= Code signing profile #:ZE R L F T,

Note FEEHARDBAE., CCTHRELEI—FERIAHEO IO I 7 A ILEEH I 7—L4
DITDAA—DRILCIEERSNGEWN =0, FEO T I 7/ IILEEETEET,
LEHEHARDEZEE., CCTHEELEI—FELMHEOTOI7ALIET 547 MCUIT
DEHI7—LITT7DA A—CRIICERESNET,

lFile] TIX lUpload anew file.] Z:&IRLET,

lFile to upload] Tl Choosefile] 221 vo L., 7.2.1ETkM L1=- RL78/G22 FPB OE
HFRAODI77—LITFRSUER)EZERLET,

[S3URL] Tl TBrowse S31 #491Jvo L. 6.3.1(1)ETHELT- Amazon S3/87y F &
RLET,

I'Path name of file on device] [ZIXEEDXFIZAHDLET,
lFile typel (21,
FEEHFARDGEE 1
SEHEHFARDGEE 2
ZANLFET,
lRole] 21 6.3.12QETHRE L OTABHAY—EXRO—ILEBRLET,

LUEZEARE. [Next]ZZ)vILFET,
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Tokyo v nakaki @ 8886-9508-8161 v

& 4 O

AWS loT Jobs Create job

Step 1

OTA job properties

OTA file configuration

Feedback

English (US) ¥

OTA job

OTA file configuration i

Devices info

Th the FreeRTOS-based things and/o

@ | -

‘ test_mono X
Select the protocol for file transfer

@ MQTT

HTTP

File nfo

Sign and choose your file

Code signing ensures th r d shed by d
3 ted since it was si u
[ for cod
© Signanew Choose a Use my
@ file for me. previously custom
signed file. signed file.

Code signing profile

Create new profile

File

@ [ © Upload a new file.

] Select an existing file.

‘ [ Choose file j

© rx23w_tb_2ndota_demo_update.rsu

File upload location in S3

ocation in $3 where your file will be stored

view B3 | | Create 53 bucket

l Browse S3 J

Path name of file on device
r ey location whers the file v

¥ File type - optional

File type

@ 1

sded in the job document so that your devices can identify th

| xmEHH
SEEFA 2

IAM role info

Cancel

Privacy  Terms  Cookie preferences

© 2022, Amazon Web Services, Inc. or its affiliates.
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(6) TOTA job configuration] BEIE TIEEELREDI=H. TDEF[Createjob]ZV ) v I LET,

aws 5% Services | Q Seor

AWS loT Jobs Create job OTA job

Step 1 OTA job configuration

OTA job properties

Step 2 Job run type
OTA file configuration Choose how to run this job.
Step 3

© Your job will complete after deploying to the devices and groups that you chose

OTA job configuration (snapshat)

Your job will continue to deploy to any devices added to the groups that you chose
(continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

» Job stop configuration - optional

These configurations define when to automatically stop the job. The job stops if a percentage of devices fail the deployment after a
minimum number have deployed. The job cancels if any of the criteria are met after the job starts

» Job run timeout configuration - optional

Specify how long the job will run.

7-90TA Y 3 JREEE

LUEDFIEBTEHALEY) OTATZ Yy TT—FADOTA D a IAMER S, FEELE-T/N\A RIZAITT
OTA L3 IAEESIIhZET,

723 ®HAUE) OTAT7 Y TT— b ETHOEEFEDR
CaTDERNSEHTOTAT Yy TT— A FEY FF ., CK-RX65N & RL78/G22 FPB MEmAM L. £
Ao OTAZ Yy IT—rOEBNAOTHASHET,
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7.3 OTAT7 v 77— MEDENMERER
7-10 127 v FT— h 4D CK-RX65N DO S EE %R LET, HS3001 + >HIZiZ T FS3000 £ 4
DT—EHRRREINTWS I LEHERTEET,

W COMS - Tera Term VT - m} X

7-10 7 7 —Lro = 7EFH O CK-RX65N O O JEE

Rz, 7-11 [Z RL78/G22 FPB OOV EEEZRLET,

RL78/G22 FPB M 7 7 — L™z 7EFIZCHIT 5 &, HS3001 & >4 & FS3000 & o5 Dit 9h 58l
ET—2FWMELET,
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Ty ITT—ZHEMT S E
HS3001 + ># & FS3000 +
DML AIET—2 EWF
LET,

[ e s e L

K 7-11 Z77—ALox7EHEZDRL78/G22 FPB (OO 5 EmE

=&z, 7-12 I1Z Amazon CloudWatch ®EEZRLET, HS3001 oYM WMEL-EEET—4
[CH0Z T, FS3000 YD LEBLERET—4NT T 7IEENTWE L EHEAELET,

CloudWatch X =
¥ Query generator N C) Diecovered
I g Id:
Dachl Run query Save History
shboards
[}
Alarms Ao @1 Qo o
@ Complete Queries
In alar
All alarm: Logs (31) Patterns (-) Visualization @
Helg
Logs Visualization Add ta dashboard
Log groups
Graph type: Line v
Lo
Live Tail § J me
Logs Insights o /
40 [ ]
Met

[ CloudShell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms

7-12 ®H2HF) OTA 7w 7T— F#® Amazon CloudWatch @45 5 7 &RR

FEBEGUELBYET,
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8. FEFIE

8.1 FHIAZA—TUY—RYITLITITDIA 2 RAIER
LFDA—ToY—RY Iz 7E2FEHALTVET,

e TinyCrypt Cryptographic Library
e URL https://01.org/tinycrypt/
e T4t R https://github.com/intel/tinycrypt/blob/master/LICENSE

e FreeRTOS
e URL https://www.freertos.org/

e T4t 2R FreeRTOS open source licensing, FreeRTOS license description, FreeRTOS
license terms and OpenRTOS commercial licensing options.

82 TEFEEWMTAANSOD!)— a3 éa—HHERIZDOINT

TEREDOED AWS DEREIZONT, AV -3 Ea—FHERICOVTOIEFEEUTITRLE
ER
[(EAY—Y 3 vIzoT]
ZDTEIEAWS O ap-northeast-1 (727N T 499 (BRR) ) V—2avTEBLTVWET,
DY —CaVTIDNDTEEZERT HBE1E. TETHERALTWDH—EXNEFDY - 3 U TR S
NTVBEHNERICCHERLZE,

(1—H#RIZDULVT]
Z DT EIX AWS Identity and Access Management (IAM) T AdministratorAccess DR 5 iz

A—HTEITLTWET, TDH, EEY—ERXZFERAT HED IAM TOLEEROFEIZEL TX
REHTY .

8.3 AWS MOFHAFEIZDINT

AWS OFFAIRRICE > TIE, TETHER - FERALEI IV R Y—RICE > THENRET HIEELH
VES, BERLBVREZH OIS, TERRRIERLEZISVFED) V—RZHIBRT 5 L EHE)
HBLFET,
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BETHE
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1.00 2023/6/30 — #IhR
1.10 2024/3/29 — 77—LoxzT77yv7T—rARICEEEHAR F1BMN
— Ef#i%E 1SMCU = 734 <1 MCU, 29¥MCU = h 4
1) MCU [ZZ &
5 BERRBREOEY I I TON— 3 VEEH
16 BEEEDERBAZIEM
18 TEBROEKERZFEM
23-24 JOoxY bOA UR— bAEDOHRBAZEEM
25-27 RFP ZH W& EAHFEDERBAZEM
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ZALTYITT—FEBRBLTIESL,

1. BERXE
CMOS #HEDE Y RV DBEFFHERLEEZ DN T T LEL, CMOS HERFEVHERICE > TY — MEBHWIEZE LD LAHYET, EROR
FORIZIE., HHAEFRAICEALTLIEERD FL—OIHTUr—R, BEEHOBEHM. EBY—ALGEEZFAL, BAITIRIZFT—
REBLTLESD, F5RAFvIREICKBLEZY., HFEMS-Y LEVTLEEL, Fz. CMOS #ZERE LIzR— FIZDOVWTHRBKDEK
WELTLEELY,

2. BR/ABOLE
EREART, RROREBITETT ., BREABICE, LSIOABEROREIFTEETHY . LERAIOBREPLEIHFOREFITETT ., s
Uty MEFTY LY FFHRGDBE. BREANS Y Y FBEMICHELETOHME. HFOREBIIRIETEERA, RIS, RB/T—7F>
Dty bMEEEEERLTY £y T HERDSE. BREANS YUY FOMNEZ—FEEISET 2ETOHM. HFOREEIRITEEEA,

3. BEAIEBIZBITHRANES
LEEROBERNSA TREDLEFIZ, ANEBPCARATLT vy TEREANLGVTLES WD, AHNESPARATLT v TERISOEFEAIZ
KU, BEEESIFREILELY. BEERSRIAARBRFELLSELYTIEENHY ET, EHBIC TERA IBICETLIANES] I2O20T
DEHBOHDLERIE. TORBETFH>TLIESL,

4. REAHFOLIE
RERIHFE. TRERAHFODRE] (CHOTRELTLLEZEL, CMOS #RDAANHFDA VE—F U RIE, —fBIZ. N MM VE—4F VR EHS
TWET, RMEAHFEBARRETHESE D L. FERRICKY. LSIADBO/ 4 XHEMEh, LSIRBTEEERMNFNIZY . ANESLEH
ShTERBEERIIBALHYET,

5. 289712201\ T
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6. ANIHFOENIKA
AN/ A XPRFRIZEDBEREAERBEOREICHEYFETOTEELTLLEEL, CMOS E#RDOAAN/ 4 X EISEAEL T, Vi (Max.) H
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8. HAEODHMEIZDONT
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