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RL78 #&ia| 58 RL78 #iz422 (RL78 Y A) #FEsER

STX | LEN Data SUM ETX
02H | 03H |ST1|DO1][D02 ] Checksum | 03H
[ 3.4 Baud Rate Set @ &R APIRASMT (W RL78 BI4miEE)

£F ST1 : FESHHsE
D01 : KL 16 #EIMEIELE, HEISARNEM L& ESE. BafatE.
f5]: 32MHz: 20H
20MHz: 18H
D02 : wIEERANKE.
R E SR 00H
PR ERA B AR 01H

RKTHFEFA RLTS [0 (AL BP BRI . AL B AR ], 15 P 1E 4.5 Baud Rate Set 74 .
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3.3 Block Erase %%

3.3. 1 iR
L& TR B R IN I N 25 .

L e DL S8 I AT S R AT A Btk 1 i SR AT
A2, @it 2w b AT I S WIS OL T, AR (S 3.9 Security Set 17 4)

332 Ap 7mﬁﬂ:u’|kn_.\“b
Block Erase iy & [ Wil i 3.7 Frax, Zay 2% M APIRAS i an & 3.8 frs .

SOH LEN COM mEER SUM ETX
01H 04H 22H SAL | SAM | SAH | Checksum 03H
(Block Erase)

3.7 Block Erase &M (MAZmF285%E RL78)

£3F SAH-—SAL : HRIERRFFIEHNE ((EEthpviEia )

SAH . FREait High (i 23—1i 16)

SAM : Friatit Middle ({2 15 — 4 8)

SAL : FREsHE Low (L7 — {2 0)
STX LEN Data SUM ETX
02H 01H ST1 Checksum 03H

[%] 3.8 Block Erase #p & 3R ARSI (M RL78 B|4RFERS)

£5F ST1  : RERER
KT MFELIA RL7S M)A BE D IR IE . &AL BEROVAZ R, 1 P4 15E 4.6 Block Erase T4 o
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3.4  Programming #3%

3.4.1 AR
KIEB AP GEEE, Eahht 5, KESANNEE, IEAPEFEANGE. BalfdE kit E, —H

BNGER RERAT AR -

B NKITTUa1 45 R A BE LT 4R/ 45 Rt bt oy B AL 24T €

ASBELEACRI I A7 AN [N A7 [R5 XREAT 4R E

U SR B e s A I BPIRAS L (ST1, ST2) #F4 ACK (1, RL78 [E1FK A shHAT Wk, Bk, A
NS I A B A X N KRS HEAT HE— 2B A

342 Ap 7mﬁfu’iklh\|‘|b
Programming i 4 B i 2 i dn & 3.9 Frax, 1% 2% B FPARZS idn ¥ 3.10 Frs o

SOH LEN COM wLER SUM EXT
O1H 07H 40H . SAL | SAM | SAH | EAL | EAM | EAH | Checksum O3H
(Programming)

3.9 Programming &Ml (MZRIZEREI RL78)

#3F SAH-—SAL : SAFi4HbE
EAH — EAL : S A&RHut

STX LEN Data SUM ETX
02H 01H ST1 (a) Checksum 03H

3.10 Programming a4 3R AIIRZSMT (M RL78 2|4RTER%

£5F ST1 (a) : SEKER

343 BUERURNIR 7S b5
BNEHE BRI 3.11 Fras, AR N FRIR AW 3.12 Fios.

STX LEN Data SUM ETX
02H 00H (=256)| Write Data Checksum | 03H/17H

& 3.11 HITBEARBIEN (MWHEEEE RL78)

#3% Write Data : BEABNAFPERF
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RL78 iz Hlzs

RL78 #iz422 (RL78 Y A) #FEsER
STX LEN Data SUM ETX
02H 02H  [ST1 (b)|ST2 (b)| Checksum |  03H
3.12 BRI R ARSI (M RL78 Blémizss)
£3F ST1 (b) : HBIEWIAGER
ST2 (b) : BALER
3.4.4 2 EREHEIR 12 TE R AR 7S Mot
IR AL 1% FE S FRIRAS W E 3.13 AR
STX LEN Data SUM ETX
02H 01H ST1 (c) Checksum 03H

3.13 £IHIBEFETAEHREM (M RL78 B4miZRS)
£3F ST1 (0) : NEBRIELER

KT L2 A RL78 AL FE D BRI . i S ACFRARAE IR, 15 B2 4.7 Programming 4
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35  Verify &%

3.5.1 iR
st T4 5 M35 L P PR e MR 2 2% HH TR K00 5 A RL78 B (B8 e P ), AR 75— 8L
ARSI ) T4 445 SR 1 AR ) T4 42 sk g B0 0 47 2
ARREALE AT IR A2 AR IR A7 (6 5 (X AT 465

352 F mﬁ u’lkll_. [I]J
Verify fir 2 [ Wi B 3.14 Fior, & 455 N PR Wi & 3.15 AR .
SOH LEN COM BEER SUM EXT
01H 07H 13H SAL | SAM | SAH | EAL | EAM | EAH | Checksum 03H
(Verify)

& 3.14 Verify @p$ it (MZwF2e5E] RL78)

#3F SAH - SAL : KIS FFiaHutt
EAH — EAL : #IG45sRitnt

STX LEN Data SUM ETX
02H 01H ST1 (a) Checksum 03H
& 3.15 Verify s & 3F N ARSI (M RL78 B)4RFERS)

#iE ST1 () : HLBWBER

3.5.3 BERTFIR 7S 01
HEATRET Ol B T 1] 3.16 BT, S X IR R A o I8 3.17

STX LEN Data SUM ETX
02H 00H (=256) | Verify Data | Checksum | O03H/17H

3.16 HITREBENKEN (MNEHIZEFE RL78)

#%3¥ Verify Data: #HTRIEAFIEF
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STX LEN Data SUM ETX
02H 02H  |ST1 (b)|ST2 (b)[ Checksum |  03H
B 3.17 HAEWSRAVIRASW (W RL78 BIZRAZES)

#3F ST1 (b) : BIEEWHAIAGER
ST2 (b) : IGLER

d OMTRELER, BMEEEEMISERN PR~ EREEIR, (EARTSHYEIRE ACK, B

IR B W R R R RIERRIELE R LAY Fitt, REETE 280G E T Bl 5T AT,
FHRWARBLE TREER.

KTHFEFA RLTS [0 (AL BD BRI . dr S AL EER IR, 15 B 4.8 Verify @i 2o
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3.6

Block Blank Check %54

3.6.1 AR
W4 H T A TE 2 B IN AR B A2

B € AT LA R BT SR B AR 4 ik ) 4
(A, ABEAEAS I A7 A EE I A7 18] 5 X HEAT 16 7€

HUmPAT Block Blank Check 7 4-B, o188 5 76 [ 4nfr] %5 , #5768 8 25 ARG & 98 2 X3 (D01)N“00H”,
TEF8 5B 4 F B AT R BT AT Block Blank Check 77 4B, D01 FEFsEHN “01H”.

BATHE EEBRRE).

PG 45 SRR (4 5 J ik BEAT 5 5, T B SR K 2

3.6.2 A SRR 7S Mo

Block Blank Check w4 Mmidn & 3.18 Az, Zan4 % M PR A midn B 3.19 fiaw .

SOH | LEN COM wEER SUM EXT
32H
O1H | 08H (Block Blank Check) SAL [SAM | SAH | EAL |EAM | EAH | DO1 | Checksum | 03H

[ 3.18 Block Blank Check #5415 (M 2R 223 RL78)

#E SAH-SAL : RTEEXREFiRti (EERAVEHEMEI)

SAM : Friatthst Middle (432 15 — 4z 8)

SAL . FRiaHtt Low (27 — £20)

SAH : FREEHbAE High (42 23 — 13 16)

EAH — EAL : 3Rz E?Aﬁé*%ﬂhﬂt (EER & L)

EAM : Bf5Hit Middle (i 15 — 4 8)

EAL : Riathit Low (L7 — {2 0)

EAH : Ejattbik High (fiL 23 — fiI 16)

DO1 : TEREEERXE

00H : IR (BMFITRERKERER)

01H : IEERRAMINFIET (X IEEMRATHITE X BRI ER)
STX LEN Data SUM ETX
02H O1H ST1 Checksum O3H

€] 3.19 Block Blank Check ®4&XtRZAIRZSIT (M RL78 E|4mTEss
£% ST1: RTEAKRBTHER

KT WA RL7S M b DIRIE . ar & B R FE R, 1% B3 4.9 Block Blank Check fir4
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3.7

Silicon Signature #%

3.7.1 AR

a4 AT RL78 B R (B4,

3.7.2 Ap 7¢Jﬁﬂ:ﬂ'|j(n_.\mj

Silicon Signature 7 4-Mi4n & 3.20 frow, iZdi

A% N FPIRZAS M an B 3.21 B o

SOH LEN COM SUM ETX
COH
01H 01H (Silicon Signature) Checksum 03H

[ 3.20 Silicon Signature & MiAIIE  (M#mIZESEI RL78)

STX LEN Data SUM ETX
02H O1H ST1 Checksum 03H
3.21 Silicon Signature f & XTRHIKZSIT (M RL78 2| 4RF2RS
#3E ST1: “eiEgss
3.7.3 FEZ 2 BRI
FeE 28 4 B R B it ) 3.22 B
STX LEN Data SUM EXT
DEC DEV CEN DEN VER
02H 1 16H | (s masy| (103%5) | (33#5)| (35| (33| CPecksum | 03H
& 3.22 mHZERHHIEMN (M RL78 B)HRmiERS)
% DEC : R RAY
DEV : WEBMR
CEN : %18 [J7F ROM By & St
1) OOFFFFH Rf: FFH, FFH, OOH
DEN . HIEINTE ROM fI& S Hbtt
) OF1FFFHAf: FFH, 1FH, OFH
SFFAZFHFHIRAEFE 5, %1% 000000H.
VER : [EEhR A

51> V1.23Ef: 01H, 02H, O3H
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RL78 T HIz% RL78 #iz422 (RL78 Y A) #FEsER
£32 EZEZEIEMHF (L RS5FI00LE (RL78/G13) A

FEZ SES KE (%) B ZBENGF
DEC W& AL 3 10H
00H
06H
DEV WE AR 10 52H = ‘R’
35H =%
46H = ‘F’
3MH="1
30H=0
20H =0’
4CH="L
45H = ‘F’
20H ="’
20H ="’
CEN KR ALA7E ROM &5k 3 FFH
(OOFFFFH B) FFH
OOH
DEN BT ROM & EHbit 3 FFH
(OF1FFFH B) 1FH
OFH
VER (& 14 R A 3 01H
(V1.23 B) 02H
03H

KT L2 A RL78 1AL T BRI . A & AbFEARAE IR, 175 32 4.10 Silicon Signature 4
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3.8 Checksum #5%>

3.8.1 iR
Bt 4 F T 3RER e X 3 1 208 i AG 36 0

XTSRS R R A R b, 15 i € N R I AL BT A6 0 RE N (LK 3275 A7 fo [ 5 Mk
ASBELEACRI I A7 AN [N A7 [R5 XREAT 4R E
HS 8 M ) B8l Do 4 5 Mk ] Rt DA 1 7 55 O BRAAR K AT A5 4 0000H T 4632 AT IRkik 1) 5

382 Ap 7mﬁfu’iklh\|‘|b
Checksum & Wil B 3.26 fira~, Zan 45t N PRSI & 3.27 Fis.

SOH LEN COM wEER SUM EXT
01H O7H =l SAL | SAM | SAH | EAL | EAM | EAH | Checksum 03H
(Checksum)

[# 3.26 Checksum &< (M#wiZEEZEI RL78)

&3 SAH - SAL : REGFNHE ittt
EAH - EAL : RIEAITE LRI

STX LEN Data SUM ETX
02H 01H ST1 Checksum 03H
3.27 Checksum 343 R ARSI (M RL78 BI4RTERS)

# ST1: WTHRWLER

3.8.3 B8 Fn o
T8 AEE ) BE i an B 3.28 s

STX LEN Data SUM ETX
02H 02H [ CK1]|CK2 | Checksum |  03H
B 3.28 RIGFEIEN (M RL78 B|4RIZRR)

#F CK1  : KEAEIEAIK 8 1L
CK2 : KIEMEENS 8 1L

KT YnFEas Al RL78 ] AL BE D IR IE . v S Ab BRIV FE I, ¥ B4k 4.11 Checksum 4> .
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3.9 Security Set €54

3.9.1 AR
AT MR (BN B 5| SEERUS R vrgs b, N Rl D W e S5 . il # 7 Security
Set iy & BT IX LB E, FIRRGIE = AN S . Ash, 213 X 83 N0 E 2L

FE RERERMALEBMMAARFEIZIEREE. BR, TREIITAZLBRFNTE, WRIITHIE, 5
& Protect error (10H) . HAFUHITAEZILR| R IFHIRETER, AIHIT Security Release #4 /5
BHITRETE,

BE, EELRE THEREILS S| SHRENSREIEMIBFERT, FAILIT Security Release ®%. 1
#Jfﬁfl‘”“%ﬂl‘% HFTRERIEREI S| PR SRR, MREBITHITEEIA.

3.9.2 A S I FAR 7S oL
Security Set iy & [y Ml B 3.29 Fran, 1% 2% B AR A M B 3.30 Frs .

SOH LEN COM SUM ETX

COH
01H O1H ez S Checksum 03H

& 3.29 Security Set @p S miAIiER  (M4mF2=52] RL78)

STX LEN Data SUM ETX
02H 01H ST1 (a) Checksum 03H
3.30 Security Set e S IR AJIKASM (M RL78 Z4miZES)

#¥ ST1 (a) : BSHEWLER
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3.9.3 BARMIFIR 7S o1
ZAERPE PRI 3.31 Fias, AR B PR ES i K 3.32 Bk .

STX LEN Data SUM EXT

02H 08H FLG BOT SSL SSH SEL SEH RES Checksum | 03H

(2 F%)
& 3.31 Ze#Em (MEHEFEEFE RLTS)

£F 1. FLG 1 REFRE
BOT : 5| FRFERRS
SSL : WERBEOFERES (RAD
SSH : NERBEOFERES (B0
SEL : NERKEOSERIEmS (RAD
SEH : NERKEOSERIES (G0

RES : TMEIE
2. T EENEREEOR, %E SSL/SSH } 0000H, SEL/SEH NMEIFRAINERRES.

STX LEN Data SUM ETX
02H 01H ST1 (b) Checksum 03H
& 3.32 REHBIBBANAVIRZSM (M RL78 B)4RIERS)

#F ST1 (b)) : ZEHIBENER

LN E T BN AT PR o

*33 REMSFERHAR

e N
i 7 ElEAR “1”
i 6 BEH “1”
fir 5 ElEAR “1”
fi 4 BANZIERFRE ( “1” : fiF, “07 : #&ib)
fir 3 BEH “1”
fir 2 BERRE I ARE ( “1 : /iF, “0” : EIb)
fi 1 I SMFEMBRIEFRE ( “1” : 2F, “07 : i)
fiL 0 ElEAR “1”
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RL78 T HIz% RL78 #43%%I22 (RL78 Y A) 4RIZEER
22 A b A B IR Y R B R (4 1L FE V1 5 R 0 R TR »

® 34 RERESFRMEENELL/ T

W ZERERBFLSHE
O: AILAIT X: RAMLT
A: NE3S 5| FRIEE NSIERR
AT LARY 51 SRR UM X I8 S N BRI RR
Block Erase Programming ;gfeu;istg
HiRX
RIBIAEFRX HIRINERX RIBIAEFRX HRINERX -
RE
wEWH
EJTREPN O O X X ©)
BIEBRIERR X X O O X
BibNE
Y. A O A O X
TRINFEM L HIRR, UL BMEN P ZEMRNE, ESHEE WP T
KT GFEFA RLTS (W] (AL HP BRI . AL PERGMAR K, 155412 4.12 Security Set i<
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3.10 Security Get 5%

3.10.1  iH#EH
R RL78 L ER 7 eEEE (B, ., 3| SHRENSRKREZR L, NFERRE DR BRES).,

3102 ARSI
Security Get iy & (a2 Win & 3.33 i, &m0 BLFPIRAS Wi B 3.34 frw .

SOH LEN COM SUM ETX
AlH
O1H O1H (Security Get)

3.33 Security Get a2 mAIERN  (MmIZREE| RL78)

Checksum 03H

STX LEN Data SUM ETX
02H O1H ST1 Checksum 03H

3.34 Security Get ap 23T AR M (M RL78 FmiE=S)

& ST1: HLFHLER
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RL78 #iz422 (RL78 Y A) #FEsER

3.10.3

AR A N B 3.35 s

BRI R 2HRE

STX LEN Data SUM EXT
02H 08H FLG BOT SSL SSH SEL SEH REEW Checksum | 03H
(2 F93)
& 3.35 ZREHUEW (M RL78 E|4RiE=S)
£F FLG : &K=&
BOT : S|ISHEHRES
SSL : NEREEOFHERES (RAD
SSH : NERKEEOFERES (BhD
SEL : NEREEOESRRES (KA
SHE : NERKEOESRRES (BHD
RES : T3z

LS TBINFEL TR

*35 REMSFERHAR

oA mE

fi 7 EEH “1”

i 6 BEA “17

i 5 EEA “17

iz 4 SAZIHFE (17 : fiF, 07 ¢ ub)

i3 EEAR “17

fi 2 PIERE RS (“17 2, ‘07 : i)

fir1 SISHEXSREI RS (‘17 ¥, 07 : #ib)
fio SISKETMIFE (“1” : B, 0" : &)

T gmAEge Al RL78 [8) [ b B A5 IR A |

AR E A, 1 B EE 4.13 Security Get 4.

RO1AN0815CC0101 Rev.1.01
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RL78 5428 (RL78 i A) 4RIZEE

3.11 Security Release #3%

3.11.1  i#BH

Pgate RL78 ECEM Z2ER (5. R, 51 SBREUS M ezl N BRI E I RIBE 58D,

Security Release 4 S 1£ LA T 244 #0302 B O T A e AT

o RUE “HIERRZEIL” RN “B| SR SR .
WE T LR AERIEO T, K4 Protect error.
o AUCRBINAERIEHE NAE A
ANRNTEHE T, ¥k Blank error.

E DUEEE T RIENER~ R

3.11.2 A SRR 7S st
Security Release ir4 Hir- & midn &l 3.36 Frzx, 1Zar2X M AR Wian i 3.37 Fis.

SOH LEN COM SUM ETX

i Checksum O3H

O1H 01H (Security Release)

3.36 Security Release @&l (MZmiz=E2] RL78)

STX

LEN

Data

SUM

ETX

02H

01H

ST1

Checksum

03H

[ 3.37 Security Release &3t ARSI (M RL78 Z4RmiZ=R)

#iF ST1: &pdiElWsE

KT IRMFERRA RL78 [BI AL D IR . i & A BEARRE R, i Bil i 4.14 Security Release #ir4 o

RO1AN0815CC0101 Rev.1.01
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$4E UARTEBEAFR

41 LML ELERRIEE

-

‘ WML >

\ 4

%% A4S misk (SOH = 01H)

v

BiRAREEEH tor
EEHIEKE (LEN)
HR L X EPRFF tor

Yes

B&%(LEN - 1) MFEY?

BIRR X ERER tor

HiE & RS tor

v

EERIGFEIE (SUM)

v

iR & EFRE R tor

v

Rz SmiE (ETX = 03H)
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RL78 iz Hlzs

RL78 #iz422 (RL78 Y A) #FEsER

4.2

HEm & xS IR AR AE E

< BiiEmk X438 >

A\ 4

K EHHRMISL (STX = 02H)

v

BEE R EIREFRF

v

KIEHIEICE (LEN)

o
>

\ 4

tor

Yes

BEELENNFE?

BB AR EREFRF

RE1FHHIR
|

tor

A\ 4
KR AR EREF A

RERIGFEIRE (SUM)

v

KR LR ERE A

&E—EEEN?

No

tor

tor

A\ 4

b gtk UlEh-—d =t U 0] U
(ETX = 03H)

ZEHARAYE & SRR
(ETB = 17H)

»i
<
y

A

‘/ BUREWUA EER >

RO1AN0815CC0101
2015.03.31
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4.3  HEEWHEWALIERRY R E

BARMRIAIE

BB BIEWK
STX =02H)?

No

% tesx/tosx/tssx/tspx
Yes
HRUBRT IR

Yes YR RIEKE
(LEN)?

FEBCBRT IR

D edlogl
HIE(SUM)?

HRUBRT IR

No

[ HommuRBLE R j[ KR j

Yes
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4.4 Reset 454

4.4.1 AR S IRE

Resetn S AL IB 5 1%
iz RL78
<1> MRT—iZ & & ERFRE| tsne
<2> % ¥ Reset@ 4 >
£ 4Bt <3> RESWIRIRIBREE | tesa

TR TE B8] PO B 7S it

BEEIR[C]

FEYUR S Moy
BSOS
[ACK/HEACK]
JEACK
ACK
-
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4.4.2 QIR TR A
<1> HEATIHT— B Gy & LB IERT IS (SR A tone)
<2> i fin A Wik kb E 3% [Reset 4]
<3> HEAT i & Rk FLR AW B K A

KA FER T, TR AR[C] e G TE] teg)
<4> RS,

ST1 = ACK 15~ : [IEHER[A] |-
ST1= JE ACK ML T« [RE4HR[B] |-

4.4.3 SRS

HEREWAR RS S
EELER[A] EENZ (ACK) 06H KA SEWIEENIT, HIZEFM RL78 B EEBREE.
FREHRB] | KEFEIR O7H BREG S FIFE.
EENZE (NACK) 15H BEMBESRE (BIEKE (LEN) FIEM, &E ETX
FEE) .
HBRT$EIR[C] — TE A RE BR8] R 3% REFZ U EIAR A5 hoi
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4.4.4 mizE
[ Reset#p & 4038 ]

4
MBI—WB SR EEFRE | tsne

4

ML XL
(Reset)

4

BRI No
Yes No
Yes | tcsi
[ HBETEEIR[C] ]
Y
A = ACK? No
Yes

4 4

[ EEERA] ] [ FELER(B] ]
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RL78 #iz422 (RL78 Y A) #FEsER

4.5 Baud Rate Set %%

451 AR S IRE

Baud Rate Set#p & 4L IE 1B

YriZas RL78
<1> MERXEERHLLIENEFRF| tvs
<2> % 1%Baud Rate Set#y 415l >
%t <> REWIBHBIHEE | toss
TE R E B8] YRR S
HBRTEEIR[C) FrT—
FEBCIR TS
[ACK/4EACK]
JEACK
ACK
FEERB] L
<5> TE<4>HEIEIR B ARIRAY
TSR MAmIEER AR =
BETEERFESH
<6> BUARTHIRAF R R
{#fBaud Rate Set# 4% EHIE
T WRASHIE % EReset HSHZRE| O
<8> £ i%Reset@® &1 >
i 4 AR <9> IRASWHEW A BT E | tcs
TE 3 E BB UL B AR A o
RRTEHR(C] SR
BWRES
[ACK/4EACK]
JEACK
ACK
RELER(B]
EEBERA]
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RL78 #iz422 (RL78 Y A) #FEsER

452 AR SR AR

<1> PEAT IR BEE Bl & KR MR AR ] tyg) -
<2> jlid iy 4 Wi J i% Ak B 3% |Baud Rate Set fiT 4]
<3> BEAT AT & KB FPIRA W R R 2

R, TR HHRIC] B GRS 4] tese)
<4> R BRI

ST1=ACK HIIENL T . HE<5>,

ST1= 4F ACK HITEUL T« [ 4 k[B] -
<5> FEFCEIY H ARB I LA SR gn FE A 2 Bt b BB S T SR
<6> i UART [134r % U)#e y ffi F Baud Rate Set i 250 € IME «
<7> AT ACIRAWIE] Reset fir & R IE ISR CERHIH tong) -
<8> it idt fir A Wi K% A0 TR 4 3% [Reset 4.
<9> HEAT At & K1 FIIRA WFR S R £ 2

G R R, T[RRI AR LCT B GRS 8] tes)
<10>fa EOIRA I o

ST1=ACK M T : NEWAH[A] |-

ST1= JE ACK KIS T« RWAH[B] |-

45.3 HRETHIAE

ZRENANE RASHG BN
EBLERA] EENZE (ACK) 06H RS EWMEENT, HRIERFM RL78 BEEE
UART BEREMEZL.
SEERB] KBS FniEiR 07H BAEGSMAPIRKENFE.
BSESEIR 04H #U4%) T Baud Rate Set LISh &S .
SHEIR 05H w&{ER (D01) AIEH#. SiRR~®SES (D02)
WERBENT 1.8V,
HEERNZE (NACK) 15H BEMBIERE (BIEFEKE (LEN) TIEM, &8 ETX
FEE)
HBETEEIR[C]™ — BIEWUERT & & T B8R,
pEd Baud Rate Set f7 &R BEIEFELERE!, BHITHRHEN, RERRNLEZNEFERHEER.
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4.5.4 Pt Ed

Baud Rate Set#&4b18

A
AR B E
i & RIE ISR f

‘ tve

A

LMK IEALIE
(Baud Rate Set)

<
<

V\
BRI No

HBITEEIR[C)

TR BARARE TAESR
RN NER EEH
HHEERFSH

!

FBUART B3R A R )3 9 15 FR
Baud Rate Set® <& EHIE

Y
IR A IIE] % 3% tsne
Reset S &M%
WML EALTE
(Reset)
) 4
No

BRI I?

Yes

y
No —

FEWCIRES = ACK?

HBRTERIRIC)

Yes

A 4

v
R [B] ERBLHRA]

bl
i
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4.6 Block Erase %
4.6.1 MBS EE

Block Erasefp S IE 1

2 RL78

<1> MBT—MR] 6 S & EEFRE | tsnx/tonx

‘ <2> % 3%Block Erase 4> >

P = RAWUZERBITEE | tcso

TERLRE 1B PO SR B AR 7S it

FEUTRZS ot
HBITEEIR[C]
BRRE
1EACK [ACK/HEACK]
ACK BE<>
FELR(B] /4
R EPUERRTTR? No
Yes
EEERA]
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RL78 #iz422 (RL78 Y A) #FEsER

4.6.2 AL 3B SRR B

<1> BEAT ANRT— Wi B iy & AL 1) S A

<2> jlid iy A Wi i% Ak B % 3% Block Erase fir 4]

<3> HEAT Ay R BIARAS E US K I A 2

CRERFI T tonudtons) o

KA IEOL T, BEATEIN HER[C] AP GEEF I E] tosg) o

<4> ARSI

ST1=ACK HJIEHL T o FRE PRI S I BT IE B AR A] o

4.6.3 SRS

T8 B PR AR 52 SO0 R B 2 <1>
ST1= dE ACK BB R EHR[B].

SRS AR7SRY A&
EELERA] EEERZ (ACK) 06H RAHLEWEBNIT, RIEREEERIT.
SBER(B] SR O5H B E R F iR HbE RN 2R AV A bk
KIS FEE IR 07H BA X G SMARIENEE.
RIPEEIR 10H HRLRTERENBIBREZILIRS. EETTERNE
T35, EEISREERIEHINE.
BFENZ (NACK) 15H oM IERE (BUEKE (LEN) NIEff, 8B ETX
FEE)
B IR 1AH A TEREIR.
HBETEEIR[C] — 7E L TE BB IE) ) 3% BEAE UL BIAR 75 ot
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[ Block Eraseﬁ?i’%ﬁiii]

>

4.6.4 e

y
MBI—ZI 6L &% IXMFRF | tsnx/tonx

LMWL IE L
(Block Erase)

4

No

B RRTS?

No

Yes

tcss
Yes

[ BREEIR(C] j

No

RE = ACK?

«

[ FEHR(B] ]

B RERIEPRTERL?

[ ERLERA] j
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4.7  Programming #3%

471 AR S IRE

Programming #4038 25 18

e

RL78

<1> A MEBIHSREMNEF

tsnx/tonx

‘ <2> % #%Programming &y it >

RAWHEB R BAGE ‘ tcss

ﬁiﬁﬂ?’—\/ .

BRI FEAVE B PIE ER

FERWCRZS I

\<<4>

FEBCRES
[ACK/3EACK]

ACK

N

<5>  MET—WEIMENA SR E

tsps

[ <6> P G O >

KRB <7>

RSB R E ‘ toss

TEHLRE R 8] PO R B R 7SS L

BREIR[C]
<<8>

FRUCRAS

WO (STL)
[ACK/4EACK]

SEERB] ACK

RS (ST2)

JEACK [ACK/3EACK]

ACK
SELR(D]

BREEIHIRN?
[Yes/No]

z

#ES5>

Yes

&i#ﬁﬂﬂ/\\“ <9>

KASWIRWHBARE | tsss

FEHLE AT B) PRI B IR S M

HBATHEIR(C)

HEBTIRZS
BRRES
[ACK/4EACK]
3EACK
ACK
RELR[E] ERLR[A]
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4.7.2 AR SR AR

<1> BEATET— Wi B iy 2 RIEII R CERFIN ] tonetone)
<2> jlid Ay 4 Wi g i% Ak B 3% Programming i 4
<8> BT Mir & R IE BPIRAS WK R A
KRR IR, AT RICT B R I A] tess)
<4> KRS,

ST1=ACK KM~ : HE<S5>,
ST1= JE ACK MBI« [ 4H[B] |-

<B> HHAT AT — MIEIBCR WU R I (R tops)
<6> I FHR IR i A 3 P B -
<T> HEAT F P S A R A I R 2

S AEFRBIRTEIOLR AT S RIC] B GREIRIT 1A] toss)
<8> KEIRARS (STUST2) (EZHAH P REMHERD .

ST1= 9k ACK It 1L F . [Rws ke -

ST1=ACK &I : TZH8 ST2 MMEIEAT DL AbHE,

e ST2 = ACK HIEMF s EEREAE WU IE TR EITE LT, AE<9>,
AR RIERITEIL T, M<E>E AT

e ST2 = {EACK ST : [ 4#[D].

<O> FHATIRES W R A .

KA UL, HEATIRIN HHZELC] B G I 1] tess) -
<10>f RS .

ST1=ACK M T : NEWAH[A] |-

ST1= dEACK BN T« [RELHIE] |
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4.7.3 LRIFHAR
HRITHAR RS RES
EBERA] EENE (ACK) 06H FTTRHSEMEENT, EEETHRAPKIBEHNSAN.
SEER[B] SHEIR 05H TR/ R I FE N FSEREIN . 28 E R T R/4E R b
A ZHREVEIR/ER ML SR B AR L 25
bR K. B2 FFIR/ZE RIS T RS IN AR A
BRI
SR E GRS 07H B4 E Sz R EEMARIEIEE.
RIFEEIR 10H HAREREREANGBANZILERE. HEBSANEESE
EREE 73ISR, BEISREBEZEIEIRE.
BENZE (NACK) 15H OB HBENBERE (BEKE (LEN) FIE
W, %8 ETX FEE) .
HBATEEIR[C] — 7 M1 E BR8] A% RE TR BIAR 2S5 Mt
SELR[D]. [E] | Verify error 1BH EZETENER.
Write error 1CH
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4.7.4 RiZE

Programming #4232

A 4

MBT—IE| S RERBIFR | tonton

WML XLLIE
(Programming)

HBEIRS 02

K7 = ACK?

Yes R

tsps

Hormi(A FI2F)
RELLTR

FUEPRSI?

.

FEER(D]

HBRTHIRIC)

A

[ SEER(E] ] [ ERLRA] j
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4.8  Verify 8%

4.8.1 AR S IRE

Verifyip & 4B 5 2
RiZEs
<1> MAT—Z) S & ERIFREF|  tsnx/tonx
\ <> &5 Verify @ &
Ll <3> ﬁ&m%&%ﬂﬁﬁﬁ‘my
aREzC] TR R IE P RS
<<4> FEWBCIR 25
BB ES
[ACK/FEACK]
JEACK
ACK
SELER(B] \‘{ <5> BT— B EIEL RS | tsp2
| <6> RIEHRNT (AT RIRR0 A PR
Eiﬁ””"“‘jj<b Rﬁm&wmﬂﬁﬁﬁ‘my
TEHLE B 8] PO ST B AR 7S i
HBRTEEIR[C] \‘
<<8> FEWBORAS T (STL/ST2)
BBUIRZS(STL)
3EACK [ACK/4EACK]
RELHRB] ACK
HWRES (ST2)
[ACK/HEACK]
JEACK
ACK
RELRD]

BRI 2RI
[Yes/No]

EBEEFR[A]
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4.8.2 AL 3B SRR B

<1> BEAT ANRT— Wi 21 iy & AL 1 A

<2> A AWURIE IR % Verity 48],

<3> HEAT Ay R BIARAS E US K I A 2

(AR A] tone/tong) o

KA FER T, TR AR [C] e G TE] teg) ©
<4> KRS,

ST1=ACK KM~
ST1= JE ACK WML R

: & <5,

: REWAHB] o

<5> HEAT AT —IEIHCHR R % A (AT topy)
<6> I FUAR IR A3 % P TR0 1 P R
<T> JEAT I B0 S5k SR AS I i i R e 2

S AEFRBIRTEIOLR AT RIC] B GRRIRTIT IA] tosp)

<8> fTIRASTY (ST1/ST2)

ST1= 3E ACK HIIHM T
ST1=ACK HIEM

ST2 = ACK HIIEWL R

4.8.3 HRETHIAE

GEZH P REAMRAEED .

. PRI ST2 (T DL F4bs,
A AR RO T, [ERZERIA]-
AT SRR A N5, AL<5> HHTAT

ST2 = JE ACK ITEIL T« [R 45

HEREWAR RS A&
EBELERA] EENE (ACK) 06H RAMSEWEERIT, BPEBEHOKEEEERIT.
S ELR[B] SHEIR 05H Froa/E R INESERIIN. SRR/ R bR 2
REVECIA/LE R L . B 2 AL A FF 4R Motk b 48 SR AR
é o SRR TF IR/ SR b BE# T R AS N E BB IAE A
Xo
K FIEEIR 07H B4 XSSk REIEMAREFIFE.
BERZ (NACK) 15H WEMBESHEMHIERE (BEKE (LEN) IE
B, BB ETX B .
FBETEEIR[C] — £ L E RO B8] R 3% REFZE UL EIAR 5ot
SEZRD] | KRER OFH (ST2) | &% TRBHER.
RO1AN0815CC0101 Rev. 1.01 Page 54 of 87
2015.03.31 RENESAS




RL78 #&ia| 58 RL78 #iz422 (RL78 Y A) #FEsER

4.8.4 e

A
‘ T PO ‘ tsntons

v

P WUR AT
(Verify)

<

) 4

FEWBPIRTSIT?

Yes
Yes
HBRTEEIR[C)
4
ST1 = ACK? No

Yes SEHR(B]

v
IBT— M2 2R
REWF

I

BRI
RiE4LIE

»!

tsp2

L

FEWBPIRSMT?
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4.9 Block Blank Check %54
4.9.1 MBS EE
Block Blank Check# & 418 18

IRFERS RL78

<1> MBI—IR| S L EIFRF | tsnx/tonx

<2> % i%Block Blank Check#s 4t >
3 R 7S BRI E | t
£k 4B <3> ARSI A BT cs4

FE AL TE B i8] SR B IR 7S 5

<<4> FEWTIR 7S o
BETEEIR[C]

YRS
[ACK/4EACK]

JEACK

ACK
SELHER(B]
IEELERA]
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RL78 #iz422 (RL78 Y A) #FEsER

4.9.2 AL 3B SRR B

<1> BEAT ANRT— Wi 21 iy & AL 1 A

CZEAFI TE] ton/tonx) o

<2> jlid iy 4 Wi i% 4k B % 3% Block Blank Check 4.

<3> HEAT Ay R BIARAS E US K I A 2

KA IEOL T, BEATEIN BEIR[C] AP GEEFR I 8] toss) o

<4> ARSI

ST1 = ACK 15w F : [IE¥EEHIA] -

ST1= 3E ACK HIEM T

4.9.3 SRS

ERMAR AR7SHD S
EEBERA] EENZE (ACK) 06H KAWL EMIEENIT, RTEBAREEEERIT.
B EERB] SR O5H LR ERNETCESN. R IR/AER MU 23R
RIRRIR/4ERIbE, SR FFIRHbEEE 4R bHET K.
FE2S% D01 2 00H. 01H LUMEYE. K2 FIE/
SERMHE M T R BRAEMBIRAEENX.
KBS FnsEiR 07H BAEGSMAPIRKENEE.,
EENZ (NACK) 15H oM ESE (BIEKE (LEN) RIEMHM, &E
ETX FEFE) .
Blank error 1BH IBERMINEIES.
FBETEEIR[C] — 7E L E B R B I VR RE FE UL EIAR 7S Mt
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49.4 RIZE

Block Blank Check
wSAE

y
MBI— MBI & IXHIFRF | tsnx/tonx

4

ML XL IR
(Block Blank Check)

hl

Y

BB S I No

Yes No

tcsa
Yes

[ BEEIR(C) j
4

No

JR7S = ACK?

Yes
[ BREL4RB] j
[ EEEHRA] j
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4.10 Silicon Signature &%
4101 RELSEE
Silicon Signature#p 4 Ab38 18

YmizER RL78

<1> MET—IRE 65 S L ERFRF | tsnx/tonx

‘ <2> % 3% Silicon Signature#s 45 >
/—_‘ v -
% 4 R <3> REDHERRBAKE | tesn

TR B8] PR IR 7S it

BETHEIR[C] YIRS

BORTS
[ACK/4EACK]

ACK

\

SR <5> BURMIEIRI BRI E | tspur

& H R R ERTEIA
R BRI

BUEREN (HER)

BEEIR[C]

HURMUEE?
[Yes/No]

Yes

HEmIEEIR[D] EEBLRIA]
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RL78 #iz422 (RL78 Y A) #FEsER

4.10.2  RIBSERER

<1> BEATHT— WS dir & AL R SEAF CGERFI ] tondtone) o
<2> it & Wi k% 4L % %] Silicon Signature iy 4]
<3> BEAT M Air & A IE FIPR A WL IR A 7

RSO, BEATEI A IR[C] )P GEERS I TA] tesyy) o

<4> ARSI

ST1=ACK KM~ : HE<S5>,
ST1= JE ACK MBI« [ 4H[B] |-

<5> BATHIEMT (RERE4) RN A 7 .

RIS OLT, BEATEIN HEIR[C] [JEPE GEER (8] topyy) o

<6> fa AR E R (4D

BWEROERT ¢ [ERERA]
BB HOERT - BORVGENED] |

4103 SERETHAR

HEREWAR RZSHL S
EBELERA] — TR LEMIEFEIIT, KRB THEEZZHIE.
SEERB] RIS FNEE IR O7H BA XM SMARKIENSEE.

EENZE (NACK) 15H WEMBEREE (BEKE (LEN) FIEMH, 26
ETX FEFE) .

HBRTEEIR[C] — AR A sk BrEiiE Wt & 4 T #BRT .
RIS IR[D] — BEREIW RN (EEREE) FRIEMEE.
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4.10.4 ¥R

Silicon Signature
LRIt

T

«

A

MBT—IRE ar & & X BIF 5

tsnx/tpNx

4

MR XL
(Silicon Signature)

) 4

RS2

No

Yes

) 4

No

—

JR%S = ACK?

Yes
RELE

tcsia
Yes

:

HETEEIR([C] ]

e

l
hl

4

EEIHEm

No

(EER)?

No

HRMUER?

4

tsp11
Yes

[ HBETHEIR(C] j

[ KR MIEEIR(D] :} [ EEERA] j
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4.11 Checksum %%

4111  RIBELEE

Checksumfp S LIRS IR

YmizER RL78
<1> MEBET—IZ S &K IERER |  tsnx/tonx
‘ <2> % 1% Checksumn £t >
<3> RASWHEWRIBRIRE | tesio
&4 Bet
7EHLTE B ] AU IR 7S o
<4> R 7S ot
HBRTEEIR[C]
RS
[ACK/HEACK]
JEACK
ACK
SE4
RER(E] o HURWEKIRBRTEE | tonio
KEBN  EMERER
BB B R
<6> RN (KIS FEIE)
HBATEEIR[C]

HURMUIER?
[Yes/No]

HiEmEEIR (D] EELERA]
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4.11.2  RIBSERER

<1> HEATMHT— B Gy 2 R SR (R ] tondton)
<2> il fiv 4 Wik % Ab B 3% Checksum fi7 4.
<3> HEAT M 4 ik BIRAS WU R AR 75
AR IR, AT SR LCT OB GRS ] tesio) o
<4> KBRS .

ST1 = ACK &ML T : HE<S5>,

ST1= dE ACK BT« W& R[B] |-

<5> HEATHIE M CRRIGFIEIR) H R k.
KA BTG OLT, BEATEN F5HR[C] P GREN I A topyo) «
<6> AR EEE (R AR .

BRBEROERT  « [ERERA]
BB HOER T BORWGENED] |

4113 SERETHAR

ZRIPNE R7SHS S
EREERA] — Rrh S CRERIT, TR T RRIRE.
RBERB] | BHHR 05H FHa/E R E NG B RISN . B A/ R MBI

AR/ R, SR TR EEEE R T
Ko HRFIR/ERIUES T RBNEMEIEANE
X,

KBS FniEiR 07H BAEGSMAPIRKENFE.

EENZ (NACK) 15H HEMBEFERE (FIFEKE (LEN) RIEH, &F8
ETX FEFE) .

HBEHEIR[C] — RAS ok BRI e & & T AT

HEmisEIR(D] — EWEIR BIEN (RIEMEE) HRERFE.
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4114 EIEE
[ Checksum# 4 b8 ]

y
MBT—iZ| S & IXHIFRF | tsnx/tonx

4

WML IELIE
(Checksum)

&

) 4

BEIRZSI? No

Yes No

tcsio
Yes

4 [ HBATEEIR[C] j

K7 = ACK?

[ BEER(B] j Yes

R S No
(RIEFNEIR)?

A

tsbio
Yes

[ BEEIR([C] ]

HERMIER?

[ HUREmEEIR([D] ] [ EEELERIA] j
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4.12 Security Set @54

4.12.1  RIBELIEE

Security Set@ 4 b IE LT

imiges

RL78

<1> MBI—MZ] &5 & & EHIFFF | tsnx/tonx
‘ <2> % 1% Security Set#y £ it >
KL <3> RASIWHER BRI E | tes?
R R ARSI
BRI 72 A0 A 18] PSR AR 785
\<<4> FRBTIR 7S M
BWRAS
[ACK/4EACK]
FEACK
ACK
SEER(B] \‘ <5> MAEFWEIEEMAENFS| tsor
| <6> REBIRM (B2 >
REBET | <> RAS IR BRI ZS | tos7
£ 30 22 B i) PRI BB AR 78S o
HBATEIR[C]
FEWBCIR 2T
BYURES
[ACK/HEACK]
FEACK
ACK
FELER[D]
EEBEZRA]
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4.12.2  RIBSERER

<1> BEAT MHT— MR i & ORISR CERRIN ] tndtony)
<2> it fr A Wi % A E % 2% Security Set 74
<8> BEAT M A& R iE BRI A 7

KA IEOL T, BEATEIN HEIR[C] AP GEEF I A tos7) o

<4> ¥

ST1=ACK KM~
ST1= JE ACK WML R

RS

: & <5,

. RS R[B] o

<5> BEAT AT — B BARWUAE EEAF (EAFI A topr) o
<6> JH I AR WUIB AL B A A SR (e RE TR

<T> FATIRS WO IR R

KA, BTN AHR[C] B GBI thsr) o
<8> fa B R

ST1 = ACK I T
ST1 = 3E ACK &ML

4123 SERETHAR

: [FHZER(D] .

ERETIAR RS AR
IEEER[A] EERE (ACK) 06H RAWLSEMEERIT, REVERIBEEERE.
SEERB] SHEIR O5H S¥ BOT 5 RL78 HIFIEAR—H . = FSW ®E
RimSh, FERES >ERIES.
:Jii FSW 4R RRmSLERIBAGFHNRERRS
KRR AR 07H B & E Sk R EEMARIMFE.
RIPEEIR 10H WE B LI RER VTR .
BERNZ (NACK) 15H WLMHBESFE (BIBKE (LEN) FIEM, BB
ETX FE&F)
BRTEEIR[C] — ARZS M sk 25 R T & & T B R .
FELER[D] Erase error 1AH ZEHITEBBENELM.
IVerify error 1BH
Write error 1CH
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4124 RIE
Security Set& & 4038

A
MBET—RR) &L ZIERIZFEF | tsnx/tonx

v

Lol b o3E3 (]
(Security Set)

<
) 4

IR No

Yes No

tes?
Yes

[ BREIR(C] ]

WA = ACK? No

Yes 4

[ FELR(B] j

NBT—DREVEIEIR
BT tso7

I

KRR EHIE)
Az

<

) 4

No

FRE RS W?

Yes No

tps7

v [ HBRTEEIR([C) J

No

RAS = ACK?

Yes

A 4

EBLERA]
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RL78 iz Hlzs

RL78 #iz422 (RL78 Y A) #FEsER

4.13 Security Get 5%
4131 ESEE

Security Get@ & b 1B 1%

IRIZRS RL78
<1> MBET—IRE 65 S L ERIFRF | tsnx/tonx
‘ <2> % 1% Security Get#p £ >
<3> RESWIF R BRI E | tess

& 5By

FE AL RE B i) PR B AR 7 ot

<4>

FRYCIRZS I

HRTEEIR[C]

BBCIR TS
[ACK/HEACK]

FEACK
ACK
FRERIE] <5> HIENIEI RS S tsos
K BAT M E BT8R
SR SR
IR (22 M0E)
EHEIRIC]
WARIIER?
[Yes/No]
HAHEMIEEIR[D) EEELERA]
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RL78 iz Hlzs

RL78 #iz422 (RL78 Y A) #FEsER

4.13.2 RIS ERER

<1> AT ET— Wi 6 & RIE I ELF
<2> JE i Ay A Wi ik Ak B R %] Security Get #ir 4
<8> BT Mir & R IE BPIRAS WK R A

(AR A] tone/tong) o

KA FER R, TR AR [C] e GEIRT I TE] tesg) o
<4> KRS,

ST1=ACK KM~
ST1= JE ACK WML R

: & <5,

: REWAHB] o
<G> BHATHEMT CRatdn) RIEN R

R ITEOLT , BEATEI B IR[C] [AEPE GEER I [A] topg) o
<6> Fr AR B (2R

HE Wi A DL
K i

4133 SERETHAR

BOWRT .« EORWELZD] |-

ZERAMVAR RS RS
EBELERA] — FTRHSEMEENIT, KB TREHUE.
SEERB] KBS FniEiR 07H BAEGSMAIRKENFE.

HERNZ (NACK) 15H BEMBERE (BIEKE (LEN) FIEM, &8
ETX FEH)

EENZ (ACK) 06H BEWEELEL.
HBETEEIR[C] — RSk R MEISET & & T #BAT,
RS I=[D] — BEWEIRHIED (REHE) HRKRFIEE,
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RL78 #&ia| 58 RL78 #iz422 (RL78 Y A) #FEsER

413.4 RiE
[ Security Getas &40 I8 ]

4
MBI—WR 8 S & IEENFRE | tsnx/tonx

4

ML XL
(Security Get)

hl

b 4

ECBIRAS ? No

Yes No

tcss
Yes

4 [ HRTEIR(C] j

JR7 = ACK?

[ BEER(B] ] Yes

b 4

HULEIHEmM No
(REHIE)?

Yes

b 4

No HIRIE 7

Yes
[ HERTEEIR[C) ]
4 4
[ BUREmIEIR[D] J [ EEBERA] ]
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4.14 Security Release #%

4141 NESEE
Security Release @ S STR

<1> ET— MR S RIXEFARE| tsnx/tonx
‘ <2> %3%Block Erase® £ >
54 3BRT <3> KASWHE BT | tcss

TEHLRE A1) P B AR A5

FEUCKAS I

i3 Block Erase &4b18
Xt & ERERAOIEIR

SERIEBRTER?
[Y/N]
Yes

<5>  MET—MEHSREMFRF| tsne

‘ <6> % 3% Security Release @£l >

ﬁiﬂﬁ/j <7> RSO RERT 12

1EHLRE A 18] PR AR Aot

\
<<8>

tese

FRUCRAS I

HBRTHEIR[C)

Security Releasef&

BIRIT BERITHS?

Security Release

Security Release i % W A7 1E AR A DX 3850/ 804 TN A7 DXCICRR D9 7 IS D0 S A Re AT » PRI, 75 2358 40T
R A RSB Ab 2
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RL78 iz Hlzs

RL78 #iz422 (RL78 Y A) #FEsER

4.14.2  RIBLSBIRER

<1> BEAT AT — iRy & R IE R R GERFITA] tondton) o

<2> Ji Ay A Wi i% Ak B %] Block Erase fir 4]

<3> HEAT A A BRSO USRI A6
KA R T, BTN AIR[C] B GBI E tess) -

<4> fa ERAE.

ST1 = ACK &L T :

ST1= JE ACK WML R

SR HARER S RN 0L T #2 22<5>,
SERH EROR SE R L [ 2 <>

: REWAHB] o

<G5> BEAT AR — Wi 2] iy & 3% 1 5

FF CEEREI ] teng) o

<6> it iy 4 i 2% 40 B % % Security Release 74

<T> HEAT A\ A8 BRSO USRI A6
KA BT, BTN EHR[C] B GERTE tes) .

<8> ARSI,

ST1 = ACK I T

ST1 = 3E ACK &ML

4143 SERETHAR

WHHAT DL AL 3.

Security Release fiy 4 FELA AT :
Reset 5 i H K5 45 o

Security Release fiy 2 AT J& 4k SE AT iy 2 :
FFPAT B 5 e b B

: EWAHKB] o

1R 7 9 Security Release i $AT Ja PR A AR N 2

ZRIMPNE K AR
IEB4ER[A] EEENZ (ACK) 06H i‘iﬁ?ﬁﬁ%\E%&E%Mﬁ, ZERENVBHELER
HiT.
SFEERB] KEG FniE iR 07H B2 A& X a2 HBIMEIRIFIFE .
RIPEEIR 10H HRERERE T BB 5| SR B L]
FREE—
BERNZ (NACK) 15H WLMHBESFE (BIBKE (LEN) FIEM, BAE
ETX FEF) .
Blank error 1BH REBNEFHBBEAFEAETKE.
Erase error/ 1AH/1BH/1CH | LR EMVIIEILIRBEEEHIT.
IVerify error/
Write error
HBETEEIR[C] — 7E A0 78 B B [B) PR 7% RE FE L BAR 7St
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4.14.4 REE

Security Release
ORLIE

MAT—IE 6 S RIEMIFRF | tsnx/tonx

WK EALIR
(Block Erase)

FRBEIRAS I

Yes

BATHHIR(C]

KA = ACK?

i@ Block Erasedy &b
Fof & ERER IR

MET— MBS S LENER | tone

LWL EALIE
(Security Release)

RIS I?

HBRTSHIR[C]

K% = ACK?

Yes

.

No #3fifT

EHIT
BRI ELLE

RESETS | Bt R

[y

iE

El3
fied
B

RIAI

Security Release fir % R A EACHS TN A7 DX/ A TN A7 DO 9 2 A OIS 0 R A RediAT - BRIk, 7 B e dhaT
HEZ% N BB R A HE
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RL78 #iz422 (RL78 Y A) #FEsER

(/ EHHITERIEELIE >
v
RESETHIH &
v
TOOLOH K
v
SRR
v
TOOLO_k#7
v
FEHBEARERE
v
o s BRIEEHIE
’f;i@gﬁ?;;j;%ﬁ BLUART: 3AH
UV 245UART: OOH
v
b g f BEUART: SIN/HIt: TOOLO
REBEHR 24UART: HIX: RxD, it : TxD
v
BRI E RS LIE

L
T«

RO1AN0815CC0101 Rev.1.01
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B5E  NEEIESHYTH

AR EACIR N G AR U AR AR AT i (RL78) TR S8R PR, Al sk, S RE (RL78)
B B P AT BT

5.1 RL78 NEFESHUFML

5.1.1 ERBANEFS BT

(1) NAF SRR 1 LI 1)

U= s MIN. TYP. MAX.
TOOLO | ZRESET ¢ trr tsu
RESET t Z TOOLO 1 ter | 723ps+typ ™’
TOOLO t EHEEREE trw 16us ™2
SR S B BRI RIS EH S tue 62us **
RESET | EHUURISRREHS tre 100ms **

1 RBETEBHIRE, ERHMERRE.
EIFY5 (000C3H.bit6) =0 : RESET t ~E4FZigEH®SHEU: 100ms LA
=1 : TOOLO t ~F4FRIGEMSIEW: 100ms AR
TR ERFEHMAEE, AT EPEEXTR, IEMRESET t FH4/EH) 100ms LLNFERCK 21 E SRS
W (BBEEENAPFEMR Gsunr) )
2. RIEBRTEAL XA E N EH#HITERE.

R0O1AN0815CC0101 Rev. 1.01 Page 75 of 87
2015.03.31 RENESAS




RL78 T HIz% RL78 #43%%I22 (RL78 Y A) 4RIZEER
(2) Gttt

5 £ e MIN. MAX.
IR~ i iE 16MHz<fc «<32MHz tor Ops *°
W [ 0.75MHz<fc «<16MHz 136/fc k- 8us ™
BiRLE™ tor 6lfcrk =2 10/ci T
ARZS A& 1 ~ B IR WUA 1 Checksum #% tsp1o 48/fok + 72ffcik +
15564/fc « 30720/fc
XBLK 2,4 XBLK 1,4
R7S& 3% ~# Bz (1) | Programming %4 tsps 41ffci ™
RISIUE 3%~ BaEiiuEl (2) | Verify &4 tsp2 Ao’
AR 7S & 1%~ BURmiE (3) | Security Set 454 tsp7 32/ 2
RASWL 3%~ BriEmi & 1% Security Get %% tsps 139/ £° 212/ Et
ARASWUA 1%~ HR I A % Silicon Signature #54 tsp11 340/fc ¢ ** 512/fc
REMK E~T— NS Reset 3% tsn1 51/fck >
U Verify 4 tsnz 54/ >
Block Erase #4 tsns 51/fc i 23
Block Blank Check %4 tsna 51/ck >
Programming # 4 tsns 51/fcii *°
Baud Rate Set #4 tsne 67 ps >
Security Set 44 tsn7 51/fc i 23
Security Release #4> tsno 51/fcii *°
BRMEE~T— &SI | Security Get &% tons 44/ *°
E Checksum &4 tonio A4[fe B3
Silicon Signature #% tonit A4[fe B3
1. BRTRTEI R EEE.
2. EEINRIEZIGE AENERT BN T LUEBGR E R BEHRTE.
3. wIERFEAELEAIRME MR EH#HITES.
4. TFSHIIEMILAA,
BLK : 34N (L1 1024 FH5 R840
5. SRR~ EERIEESSE, ”ELL 0.75MHZ/AMHz FREE—MRAEINE. B T EXERATEgEHT
15 5 ERE fCLK=0.75MHz B & 4RIt &Rt
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(3) Akt

e e 14 MIN. MAX.
Reset tcs1 - 58/fc|_|( x2 255/fc|_|< 1
Verify tcso 1’%53 IXJT? 58/fc|_|( 22 335/fc|_|< 2l
iR 58/fc =7 351/t
toso R EDNEE 64/fc =7 11981/fek 1
HiRINTGE 64/fci 11980/fc i =T
Block Erase tess KEBINFE 58/fc  =° 67731/fc  + 255098ps **
iR 58/fci 2 281423/fc i + 264790ps **
Block Blank tesa RIBAE 58/fc =7 3805/fc k+91us +
Check (1457/fCLK+8OHS) xB\LK"‘
(203/fc +18us) xN *3
HiRINTE 58/fc  =° 2503/fo «+86 ps+
(5827/fCLK+318MS) X
BLK 1,3
Programming tess REBNE 58/ 17 1432/fc i 2t
HIRINTG 58/fc  ° 346/fc  *!
toss RIBATE 64/fc c =° 113502/fc ¢ +71753pus **
BRI 64/fcr i *° 309870/fc «+219761ps **
tsss 1’%65 |\/:J§ 1294/fCLK + 37},!.3 #2 l732/fCLK+36HS+

(7096/fc|_|<+892p.5) XBLK"‘
(182/fcx+17pus) xN 13

HiRINTE 282/fc i + 22us =2 397/fc «+30ps+
(28382/fc +3568us) x
BLK 1,3
Baud Rate Set tess — 58us ** 4735ps *1
Security Set tes? - 58/fc =7 168/fek ™
tDS7 — 60/fCLK %2 277095/fCLK+1027564HS E1
Security Get tcss - 58/ > 154/ 21
Security Release | tcsy | BLE THIEINTG 58/fc =7 146110/fc «+511868us+
B 7= & (1457/fc «+80us) xCBLK+
(5827/fc «+318ps)
xDBLK+
(203/fc k+18us) xN =14
RECE T HIEA 58/fc  =° 145783/fc «+511837us+
797 (1457/fc«+80ps) xCBLK+
(203/fc k+18us) xN =4
Checksum tCSlO 1%65 |\/:.Iﬁ 58/fCLK x2 203/fCLK L
BIEINTE 58/foik 219/fcik T
Silicon Signature | tcsi - 58/fcik° 111/fo 2t

1 EBRETE R EEE.
2. EENRIEZR[NE REMER B AR LUZUUREHIEIIRTS.
3. FSHYEMIRAR.
BLK : 3RA4NEE (P 1024 FF5HEAD
N : Flash ZEUX
HEAR
(& EIESNREERI)NBERS) (End address / 4000H) — (Start address / 4000H) +1
L1]
Start address = 00000H & End address = 3FFFFH > N =1
Start address = 3FCO0H & End address = 403FFH > N =2
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4. FFSHIIEMIEAA.

CBLK: Code Flash B2 3%
[f51] Code Flash size = 64KB > CBLK = 64

DBLK: Data Flash f 235
[f5] Data Flash size = 4KB = DBLK =4

N : Flash FEUX#

HEAR GHNEUTHYERE#H—) : CBLK/256

[f5]] CBLK=256 > N=1
CBLK=384>N=2
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5.1.2 TR ERR A ES BT

(1) A7 R Y 1 LI 1)

e = MIN. TYP. MAX.
TOOLO | ZRESET ¢ trr tsu
RESET t Z TOOLO t trr 723[s+p x2
TOOLO t EHYWERIEE trm 16ps **
BUER SR F RS EREH S twe 62us ™’
RESET 1 EHUCHBREEHS tre 100ms **

I 1 RBERFEDEE, BTRHAERE.
: RESET 1 ~E4FFRiGEHGSIEW: 100ms LA
TOOLO t ~EHFRIZEMSIEIL: 100ms LA

#EINFT5 (000C3H.bit6)

FTREBF IR E, %T%B‘ﬁﬁiiq‘ﬁ_‘i, EMRESET t FFIAEHY 100ms AAITERGEAFRIL E S S IE

W (ERERENHFFR Gsunm) ) -

2. WIERBEAELEAEMEREHITHFRF.

RO1AN0815CC0101 Rev.1.01
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RL78 T HIz% RL78 #43%%I22 (RL78 Y A) 4RIZEER
(2) Gttt

5 £ s MIN. MAX.
IR~ i iE 16MHZz<fc «<32MHz tor Ops *°
W | 0.75MHz<fc «<16MHz 136/fc k- 8us ™
KRR tor 6/fcin > 10/ 2T
ARZS A& 1 ~ B IR WUA 1 Checksum #% tsp1o 48/fok + 72ffcik +
15564/fc « 30720/fc
XBLK 2,4 XBLK 1,4
RTS M4 =~ HEMWEZEY (1) | Programming 674 tsps 41ffci ™
WSR2~ SRR (2) | Verify &4 tsp2 41/ *°
AR 7S & 1%~ BURmiE (3) | Security Set 454 tsp7 32/ 2
RASWL 3%~ BriEmi & 1% Security Get %% tsps 139/ £° 212/ Et
ARASWUA 1%~ HR I A % Silicon Signature #54 tsp11 340/fc  *° 512/fci !
REMK E~T— NS Reset 5% tsni 51/fcik =3
U Verify 4 tsnz 54/ >
Block Erase #4 tsns 51/fc i 23
Block Blank Check #4 tsna 51/ck >
Programming # 4 tsns 51/fcii *°
Baud Rate Set #4 tsne 67us =°
Security Set 44 tsn7 51/fc i 23
Security Release #4> tsno 51/fcii *°
HIRMAE~T—A®HSM | Security Get ®% tone 441
E Checksum &4 tonio A4[fe B3
Silicon Signature #% tonit A4[fe B3
1. BRTRTEI R EEE.
2. FELRIEFZLE NEMEREIA T LUEBGBEBIEIRE.
3. wIERFEAELEAIRME MR EH#HITES.
4. FTISHYIEMIEAR.
BLK : 34N (L1024 FH5H8M)
5. SMRB~EERRESSE, B&LL 0.75MHZ/AMHz R HEE—MAEE. R T 1EX AT EEEH#IT
W1E, BEBE fok=0.75MHz B & Tt ERtig.
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(3) Akt

we s = MIN. MAX.
Reset tCSl — 58/fc|_|( #2 255/fc|_|< #1
Verify tcso 1’%53 r&lﬁ 58/fc|_|( x2 335/fc|_|< 2l
iR 58/fc =7 351/fci !
tos2 RN 64/fc =7 11981 /e ="
BRI 64/fcrk *° 11980/fck '
Block Erase tess KRELIN7E 58/fcik 59455/fc,  + 265331ps **
HIEINTG 58/fc =7 248862/fc i + 299307ps =1
Block Blank tesa R EDNEE 58/fcik° 3799/fc k+134ps +
Check <1259/fc|_|<+278us) XBLK+
(199/fc +57us) xN *3
HiRINTE 58/fc  =° 2494/fc +168us+
(5035/fCLKf;L1:I.]3.Ous) x
BLK **
Programming tess RIZINTE 58/foi i 2 1432/fc i 2t
BRI 58/fc  ° 346/fc  *!
toss RIBATE 64/fc c =° 107803/f1+138891ps **
BRI 64/fcr i *° 287076/fc «+488315ps **
tsss 1‘%65 f&lﬁ 1287/fCLK + 72},!,3 x2 l732/fCLK+36HS+

(4351/fCLK+7324MS) XBLK+
(184/f k+44ps) xN 13

%&TE'NT? 276/fc|_|< + 57}13 #2 398/fCLK+58MS+
(17403/fc|_|<+29293},l5)
xBLK 1,3
Baud Rate Set tess — 58us ** 4735ps *1
Security Set tes? - 58/fcik*° 168/fo =t
tos7 - 60/fc =2 242909/fc «+1075967ps **
Security Get tcss - 58/ > 154/ 21
Security Release | tcsy | BLE THIEINTG 58/fc =7 128408/fc «+534723us+
B 7= & (1259/fc «+278us)
xCBLK+
(5035/fc «+1110ps)
xDBLK+
(199/fc +57us) xN *14
RECE T HIEA 58/fc  =° 128084/fc «+534653us+
FH~m (1259/fc «+278us)
xCBLK+
(199/fc +57us) xN *14
Checksum tesio KIBIRAF 58/fcik 203/fck 2t
HimINTE 58/fcik *? 219/fci i tT
Silicon Signature | tesi - 58/fcik - 111/ =t

E 1 EBRETE R EEE.
2. EEMRIZEREE RENER B AT LUZBUBEHBATIKTS.
3. TFERIELMIRAA.
BLK : 3RA4NE (LA 1024 F5 R840
N : Flash ZEUX
HEAX
(BEEIES AR RI/NKERS)  (End address / 4000H) — (Start address / 4000H) + 1
L]
Start address = 00000H & End address = 3FFFFH > N =1
Start address = 3FCO0H & End address = 403FFH > N =2
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4. FFSHIIEMIEAA.

CBLK : Code Flash g9 =233
[f51] Code Flash size = 64KB > CBLK = 64

DBLK : Data Flash B/ 5%
[f5] Data Flash size = 4KB = DBLK =4

N : Flash FEUX#

HEAR GHNEUTHYERE#HF—) : CBLK/256

[f5]] CBLK=256 > N=1
CBLK=384>N=2
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52 UART&EEAZR

T U, FE TR BT TOOLO 734 2 #33oR, SEFR 4. TOOLO f Vpp H- Tl B4z FHSEEl (5

Wi Hi-Z)

() Hami

BZZUART

RL78 — Ymizss

WiZF — RL78

TOOLO (4iH) _| |

TOOLO (38I\)

22ZUART

A,

DT

Y

RL78 — #miZsE

Ll

A

tbr

Y

-l

#RI2EE —RL78

TOOLTXD _| |

TOOLRXD

tot

A

Y

Ll

A

bR

Y

-l
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RL78 fii=HI3% RL78 =488 (RL78 i A) RIZRE
(b) g
B UART
Voo I
RESET 7
TOOLO 1 ']‘ "3Ah" @ 115,200 bps I BEEREGSM
BRI E NI RIE
PRULINVELUNPRLEN M
< tRB >
225UART
Voo I
RESET 7
TOOLO 1 ‘]‘ "00h" @ 115,200 bps I
RN IR
Lt | tRT | M v
FP_TxD I HERGE DO |
FP_RxD !
< tRB >
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(c)  Reset/Block Erase / Block Blank Check / Baud Rate Set / Security Release 774

B2 UART

Eacgl KA F— e

=1

TOOLO (%)

TOOLO (#iN) Q

vl » < »
Y Ld Y Ld
tcs1,3,4,6,9 tsN1,3,4,6,9
225UART
L AR T— i
TOOLTxD
TOOLRXD ‘ |
i » < »
Y Ld X Ld
tcs1,3,4,6,9 tsSN1,3,4,6,9
(d)  Verify / Security Set #ir4
BZ%UART
L Wb (L) RASWA(L) I (n-1 RAM(n-1) HEm(n) RASWI(N) T
(¢
TOOLO (#itt) N
(¢
TOOLO (iA) ”? H]
<« > > > «—> > «—>
tcsz, 7 tsp2, 7 tbs2, 7 tos2, 7 tsp2, 7 tbs2, 7 tsn2, 7
22UART
L s HIRM(L) RASHI(L) IR (n-1) ARESH(n-1) RN HRASA() TS
(¢
TOOLTxD »
(¢
TOOLRXD »
D a— < —— I <> a— <>
tcsz2, 7 tsp2, 7 tps2, 7 tos2, 7 tsp2, 7 tps2, 7 tsn2, 7
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RL78 iz Hlzs
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(e)  Programming fir 4
B%UART
L R HiR(1) ARASw(L) g (n-1) Wsi(n-1) Hmii(n) Hasi(n) BEARASW TS
«
TOOLO (#i1) n
«
TOOLO (HiN) R
> «~—> <—>| > «—> > > —>
tcss tsps tpss toss tsos tpss tsss tsns
245UART
WL W HWiRW(L) RS wR(L) HgEm (n-1) ARASm(n-1) HiR(n) ARAswi(n) B EHRZS M TS
«
TOOLTXD »
«
TOOLRXD R
< > —> —>| > —>| —> <>
tcss tsps toss tpss tsps tpss tsss tsns
(f)  Security Get / Checksum / Silicon Signature iy 4
BRUART
s ) IRZS RN T—A Sl
TOOLO (i’a“u H)
TOOLO (i) Q
tcss, 10, 11 tsps, 10, 11 tDNs, 10, 11
225UART
e ) IRZS R T—A Sl
TOOLTxD
TOOLRXD |
tcss, 10, 11 tsps, 10, 11 tDNs, 10, 11
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NEETIMEEEO

T HEL - 2 0L
e  http://cn.renesas.com/

Vag
e  http://www.renesas.com/inquiry
e contact.china@renesas.com
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FmlERNBEEER
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(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.
(Note 2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.
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Notice

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples.  You are fully responsible for
the incorporation of these circuits, software, and information in the design of your equipment. Renesas Electronics assumes no responsibility for any losses incurred by you or third parties arising from the
use of these circuits, software, or information.

Renesas Electronics has used reasonable care in preparing the information included in this document, but Renesas Electronics does not warrant that such information is error free. Renesas Electronics

assumes no liability whatsoever for any damages incurred by you resulting from errors in or omissions from the information included herein.

Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights of third parties by or arising from the use of Renesas Electronics products or

technical information described in this document. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or

others.

You should not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics assumes no responsibility for any losses incurred by you or

third parties arising from such alteration, modification, copy or otherwise misappropriation of Renesas Electronics product.

Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The recommended applications for each Renesas Electronics product depends on

the product's quality grade, as indicated belo w.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic

equipment; and industrial robots etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); tra ffic control systems; anti-disaster systems; anti-crime systems; and safety equipment etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical

implantations etc.), or may cause serious property damages (nuclear reactor control systems, military equipment etc.). You must check the quality grade of each Renesas Electronics product before using it

in a particular application. You may not use any Renesas Electronics product for any application for which it is not intended. Renesas Electronics shall not be in any way liable for any damages or losses
incurred by you or third parties arising from the use of any Renesas Electronics product for which the product is not intended by Renesas Electronics.

You should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics, especially with respect to the maximum rating, operating supply voltage range,

movement power voltage range, heat radiation characteristics, installation and other product characteristics. Renesas Electronics shall have no liability for malfunctions or damages arising out of the use of

Renesas Electronics products beyond such specified ranges.

Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and

malfunctions under certain use conditions. Further, Renesas Electronics products are not subject to radiation resistance design. Please be sure to implement safety measures to guard them against the

possibility of physical injury, and injury or damage caused by fire in the event of the failure of a Renesas Electronics product, such as safety design for hardware and software including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very di fficult,
please evaluate the safety of the final products or systems manufactured by you.

Please contact a Renesas Electronics sales o ffice for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please use Renesas Electronics

products in compliance with all applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive. Renesas Electronics assumes

no liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.

Renesas Electronics products and technology may not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or

regulations. You should not use Renesas Electronics products or technology described in this document for any purpose relating to military applications or use by the militar 'y, including but not limited to the

development of weapons of mass destruction. When exporting the Renesas Electronics products or technology described in this document, you should comply with the applicable export control laws and
regulations and follow the procedures required by such laws and regulations.

0. Itis the responsibility of the buyer or distributor of Renesas Electronics products, who distributes, disposes of, or otherwise places the product with a third part y, to notify such third party in advance of the
contents and conditions set forth in this document, Renesas Electronics assumes no responsibility for any losses incurred by you or third parties as a result of unauthorized use of Renesas Electronics
products.

1. This document may not be reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

2. Please contact a Renesas Electronics sales o ffice if you have any questions regarding the information contained in this document or Renesas Electronics products, or if you have any other inquiries.
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