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Introduction

This quick start guide describes the Renesas Sensor Panel Demo Kit with Cloud utility set up. Highlighted components
in this solution includes a Sensor Panel board, which is using Renesas Synergy™ S124 Microcontroller Group and
Renesas RL78/G1D Bluetooth Low Energy, and Renesas Synergy™ SK-S7G2 starter kit. Using this Demo Kit,
developers can easily start to evaluate on Renesas platform with its third-party Medium One’s Cloud solution for Building
Automation application like Renesas Smart Home Portal. Contact your nearest Renesas sale offices to request a live
demonstration or kit for development.

Target Device
R7FS124773A01CFM

Related documents

The related documents indicated in this publication may include preliminary versions. However, preliminary versions are
not marked as such.

Document Name Document No.

User’s Manual R12UM0017EU0100
Application Example for Wi-Fi Connectivity (AE-Wi-Fil)

Quick Start Guide R12QS0024EU0100
Sensor Demo Kit

User Guide R12AN0O074EU0100
Sensor Panel Board
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1. Kit Contents

The following components are included in the kit:

1. One preprogrammed Sensor Panel board
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L

Figure 1 Sensor Panel Board

2. One preprogrammed SK-S7G2 Starter Kit board

Figure 2 Renesas Synergy™ SK-S7G2 Starter Kit

3. One rechargeable Li-ion battery or one USB Wall Charger 5Vdc (1A) power supply for Sensor Panel power
supply

4. One USB Wall Charger 5Vdc, 1A for SK-S7G2 Starter Kit power supply

5. Two micro B USB cable for Sensor Panel board and SK-S7G2 Starker Kit

6. One PMOD Wi-Fi module (AE-Wi-Fil)
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2. Features

This is a verticalized demo to demonstrate and end to end application for the hotel and hospital segment. This demo shows
how the Renesas Sensor panel can enable monitoring of hotel room such as temperature, window open/close, occupancy
detection in the room, air conditioning on/off, room service request and do not disturb. For developer, there is Renesas
0T Sandbox webpage to build workflows with Python programming. The Renesas Smart Hotel system diagram is shown
in Figure 3.

The portal is designed to be used by hotel personnel to monitor the rooms and detected the following scenarios:

1) Air-condition (A/C) is running while room is unoccupied (inefficient power)
2) AJC is running while window is open

3) Room service requested

4) Do not disturb enabled

5) View analytics such as historic data and trends

6) House cleaning can create logs per room

7) House cleaning can mark rooms as cleaned

Renesas loT
» Smart Hotel Portal
Sandbox
e Admin of Smart Hotel company e End User Access [such as hotel
[to view internal device data] personnel]
e Developer [to build workflows e Admin of Smart Hotel company
in python] [to manage multiple hotel

properties]

o Developer [to customize the html
pages]

Figure 3 Renesas Smart Hotel System Diagram

Note: Each SK-S7G2 gateway will represent one room. Match the device ID on the SKS7-G2 Starter Kit to the device
ID (the first 4 digit) on the portal to know which device you have.
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3. Kit Components

List of components in the demo kit.

Components

Pictures

Renesas Synergy™ SK-S7G2 Starter Kit

Sensor Panel board with Li-ion rechargeable Battery
(3.7V, 18650 cell)

Note: Battery will not be included

5V1A USB Wall Charger

USB micro A male to B male cable

PMOD Wi-Fi module (AE-Wi-Fi1)

RENESAS' SyNergy

R01QS0026EU0100 Rev.1.00
Nov 15, 2018

Page 5 of 16

RENESAS




Renesas Synergy™ S124 Cloud Sensor Demo Kit Quick Start Guide

4. Setting up Sensor Panel Cloud Demo

The Sensor Panel board has several functions for interacting with surrounding environment like sensing Temperature,
Light intensity, room occupancy, Hall Effect switch for door closing and opening, and tilt switch for Air-condition on or
off. For user interface, the board includes 5 LED indicators, three pushbutton switches and two open drain outputs. It has
an option for using Li-ion rechargeable battery as power source to the board for portable usage as self-contained unit with
no power supply wiring required. Alternately, powered via USB port (J2). It also has onboard Renesas Bluetooth® module
for wireless connectivity, yet it can demonstrate Renesas Bluetooth Beacon stack functionality.

Power Jack (J10)

Hall Effect Sensor Occuvancv sensor

Battery ON/OFF (S5)

Push Button switches

Li-ion

‘ J battery

Temperature sensor

Light sensor

LED indicators

Tilt switch LED | witch LED

Figure 4 Sensor Panel board setup

For receiving Beacon data, Renesas Synergy SK-S7G2 Starter Kit acts as Bluetooth® scanner and receives sensor data
from Sensor Panel board. This l0T Kit has onboard touch screen display that shows all receiving sensor data yet regularly
update whenever changes on Sensor Panel board conditions. For development, refer to Sensor Panel User Guide for detail.

Ethernet Port

USB power

Figure 5 SK-S7G2 board with WiFi Module
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4.1 Internet Gateway Setup for Sensor Panel

This section will explain about gateway setup for Sensor Panel demo. Before demonstration, this demo needs internet
access to connect to Renesas Sand Box web pages or Renesas Smart Home Portal web page.

Renesas Sand Box web page: https://renesas-na-sandbox.mediumone.com/login
Renesas Smart Home Portal web page: https://portal-smarthotel. mediumone.com

There are two methods: using ethernet port and using WiFi PMOD module at J12. For using ethernet port, insert the
Ethernet CATS5 cable to J11 and power up through USB port J19 as shown in Figure 5. When successfully connect to
internet, it will turn on the green LED. For using WiFi module, insert the Wifi module (AE-Wi-Fil) to J12 and follow
the below procedure for setting up the internet connection. The SK-S7G2 Starter Kit will always try the ethernet
connection first. If not detect the ethernet connection, WiFi connection will try later. Below are the SK-S7G2 Starter Kit
on board network status indicators.

LED1 (Green LED) . Internet connection ready
LED2 (Red LED) : No internet connection
LED3 (Orange LED) : Connecting internet connection

You can setup the internet gateway using WiFi module as below.

Step 1. Plug in Wifi module (AE-Wi-Fil) to J12, SK-S7G2 board and set J13 to 3v3 position.

Step 2. Press and hold push button switch (S5) while power up with micro USB at J19 to SK-S7G2 board. Wait
for green LED (LEDL) is turn on.

Step 3.  Open Manage Wireless Networks Windows in the PC as shown in Figure 6. Then, select
sensor_panel_ap and double click on sensor_panel_ap to popup Wireless Network Properties Windows,
which shown in Figure 7.

B Manage Wireless Networks _ =%

&P ) [l = Control Panl ~ Network and Internst - Manage Wirsless Networks ~ 3 [ search manage vreless ... L’i‘l

| Fle Edt view Tools Help

Manage s networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed belov.

Add  Remove Movedown  Adapter properties  Profile types  Network and Sharing Center ]

jiew, modify, and reorder (9) 12|

| mypefuny supporte

anel_ap Mode: Automatically connect

Radio type: Any supported

Figure 6 Setup Wireless Network

Step 4. Uncheck “connect automatically when this network is in range” and Select Security tap. Select “WPA2-
Personal” and “AES” then type “renesas123” in network security key. Then click “OK” button.

sensor_panel_ap Wireless lletwork Prope: 23|l sonsor_panel_ap wireless network Prope x|
Connection | security | Connection Security |
Name: sensor_panel_ap
Security type: WPA2-Personal -
sSID: sensor_panel_ap
Network type: Access point Encryption type: AES 2
Network availability: Al users Network security key | renesasizs
et B et naie [¥" Show characters
™| Connect to & rare preferred network it availsble
| Cannect even if the network is not broadcasting its name (SSID)
[ Enable Intel connection settings
Canfigure,,
“y Copy this network profile to a USB flash drive Advanced settings
anc concel

Figure 7 Setup Wireless Properties
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Step 5.  Click “connect to network™. Select currently connected network and then disconnect the currently
connected network. Figure 8 shows the “connect to network™ icon for network selection.

Ee B0t Y Tosh ey

y =

Vireless Hetvsork Conpacton -l
visitor Comnected gl
sensoe_panel_op al
rea-guestuin M
DIRECT-Vd-Dell 5644 )
S5P_Testg "
agoama M
RT-ACE6U_B1_00_5G A

6190 A

pen Heturork snd Sharing Cantar

|
li: I* [(b[[%;ﬁ 11:33 aM I

click Connect to a network

Figure 8 Connect Wireless to Sensor Panel Application

B

Step 6. Select “sensor_panel_ap” and click “Connect” button to connect “sensor_panel ap”.

oy 2 oy = oy 2
Currently connected to: T — Not connected T — Currently connected to: T —
L:B; visitor Iﬂ Connections are available ki Identifying... (sensor_panel_ap)
. Internet access (@ Mo lnternet access
Wireless Network Connection | \Wireless Network Connection -] Wireless Network Connecuon |
]

Pt Connected _offl SO EELED ;EF;E sensor_panel_ap Connected _yil

al
sensor_panel_ap Il visitor ol rea-guestwifi M
rea-guestwifi _ﬁ!ﬁ rea-guestwifi .ﬁﬂﬂ 1 | DIRECT-vd-Dell 5674 M
DIRECT-Yd-Dell 5674 ) DIRECT-Yd-Dell 564 ol SSP_Testing E
S5 Testng | SSP_Testing ol rzgdemo |

rzgdemo RT-AC66U_B1_80_5G
rzgdemo Ll Bl ] ~| ) BL_80_. -l ~|
Open Network and Sharing Center Open Network and Sharing Center Open Network and Sharing Center

Figure 9 Connect Wireless to Sensor Panel Application

Step 7. Open internet browser and type “http://192.168.3.1” in address line as shown in Figure 10. Then, press

“Enter” key.
renssasgroup.sharspoint.com X Alle @] % |
X | O http://192.168.3.1| o

[ http://192.168.3.1 - Kit Configuration

Q http://192.168.3.1 - Goog

There is no Internet connection

Try:
* Checking the network cables, modem, and router
* Reconnecting to Wi-Fi
® Running Wi

ws Network Diagnostics

DNS_PROBE_FINISHED_NO

Figure 10 Enter Sensor Panel Wireless Cardinal
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Step 8.  Key in “Network SSID” and “WiFi Password” for desire internet connection.
Step 9. Select WPA2 and click “Connect” button.

[ Kt Conbguation x all=l@] =
e C @ Notsecure | 192.168.3.1 e I

B aps G Google @ Renesas Bedronics A Renssas ) Bustooth - Renesasrulz ther bookmarks

Renesas Kit Configuration

Wifl Network SSID: ABC_12345
Authentication Mode: | WPAZ
WIFT Password: 000

Connect

Figure 11 Enter Sensor Panel Wireless Cardinal

Step 10. Get message on completion of WiFi module configuration as shown in Figure 12.

[) st Confguration x Alls

<« C | O 192.168.3.1/ #s=visitorBam=wpa2 &£ 0O

B! oaops G igooge ) Renesas Bectronics am Renesas B Bustooth - Renesasuiz Oaher bogkmarks

Renesas Kit Configuration

Provisioning complete, please power cycle the SK-S7G2 board.

Figure 12 Completion of WiFi module configuration

Step 11. Power cycle to SK-S7G2 starter kit for internet connection. When green LED is turn on, the internet
gateway is connected and ready to use internet with the SK-S7G2 board.

Note 1: There is an error for no SSID or Password in WiFi module if all lights on (green LED, red LED, yellow
LED).

Note 2: For using WiFi to connect internet, there may not be connecting to the internet gateway after setting up
the WiFi cardinal because of firewall and/or very weak WiFi signal strength. In this case, use Ethernet
cable for internet access.
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4.2 Sensor Panel Demo Setup
To demonstrate this Sensor Panel, you need to power up to both Sensor Panel board and SK-S7G2 Starter Kit.
Step 1.  The out-of-box Sensor Panel board is preprogrammed. For using on board battery power, turn on the
slide switch (S5) to ON position or provide external 5V power via USB port (J2).
Step 2.  Once Sensor Panel board is ON, the program is running and LED1, LED2, and LED3 are ON.

Step 3.  The out-of-box SK-S7G2 Starter Kit is preprogrammed for Sensor Panel Demo firmware. You can

provide external 5V power via USB port (J19).

Step 4.  After powering up the SK-S7G2, wait for internet connection. After connected to internet, the green
LED (LEDZ1) will turn on. If fail to connect internet, the red LED (LED2) will turn on. Make sure
connecting to internet successfully before starting this demo.

Error: If all lights on (LED1, LED2, LED3) and PMOD is connect with AE-Wi-Fil, there is no SSID or
Password in WiFi module.
Step 5. The Starter Kit shows Login Screen on LCD display after power up.

Enter 4 Digit
Pagscode

RENESAS (s?nergy'

Step 6.  The Login Screen has numeric key pad for entering password. After connected to internet, type 1234
using keypad and press ENTER button.

RENESAS Gynergy 2

Step 7. Show next Data Screen. On the screen, you can read Temperature, Current, and Light Liniment value as
well as showing the status of Tilt Switch, Push Button 1 and 2, Hall Switch, and PIR.

Step 8.  The status changes on Sensor Panel board will be updated on SK-S7G2 Starter Kit in real-time.
Step 9.  Pressing Logout Button will exit from Data Screen and back to Login Screen.
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5. Renesas IoT Sandbox

This section will explain about Medium One webpage for Renesas 10T Sandbox demo. Open the webpage from below
link for login.

Login Page: https://renesas-na-sandbox.mediumone.com/login

Step 1. Login to Renesas 10T Sandbox in https://renesas-na-sandbox.mediumone.com/login webpage.

sandbox mediumane.com/login Qo w|D |
fonesas R @ Rersas Ronesss Otrer bockmares

RENESAS

Renesas lol Sandbox
Data Intelligence

Figure 13 Wireless Network Login Page

Step 2. After login, Medium One loT Sandbox page will be popped up for Renesas Sensor Panel demo.

Dashboard x 4
€« C @ hitps/renesas-na-sandbox mediumone.com/#/dashboard a « o @ :
i Apps BB 26SSignintoyours @ REAIntranet Ranesas REA 8 Renesas - Renssas mported B IEEE Xplore Digisi Other boskmarks

[F1] mepium one ammreee - a- B

@ omhboard @ Dashboard Getout B

Bl & & st rime cavge ©

Device ID

Figure 14 1oT Sandbox Page

Note: In this page, you can add and delete to customize this sandbox using Widget shown in Figure 15 form the bottom
of the webpage. There are four categories: Real Time Gauge, Last Value Table, Real Time Event Stream, and Table

for monitoring the Sensor Panel board activities.

Add Widget
LA & l B
> Q B © =
Figure 15 10T Sandbox Widget
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35313 6DE772
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Figure 16 SK-S7G2 Device ID Page

After login, select appropriate Device ID form each category for monitoring the respective SK-S7G2

Step 3.
board activities.

I —
<« C @ https/renesas-na-sandbox mediumone.com/#/dashboa a « o | @
£ apps B8 365Signintoyours [ REAIntrane enesas # re L ported [l 166E X gital ther bookmark:

[F] MEDIUM ONE C el
A Dwesd & D 55
~ N i
9.000 375.0 24.00
o105 x]
L.H‘!‘mm. '
Figure 17 10T Sandbox Page after selecting the Device ID
Step 4. After selecting Device ID of active SK-S7G2 Starter Kit, the Sensor Panel board’s activities and data

are monitoring from the 1oT Sandbox page.
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6. Renesas Smart Hotel Portal

This section will explain Renesas Smart Hotel Portal assessment and operation. Thus, the portal experience is design to
walk through the hotel personnel. Firstly, go to the web link https://portal-smarthotel.mediumone.com for accessing the
Portal page that needed to request a personal account as a common account through Medium One. You will receive a
username and password via email after processing the approval from Renesas.

Contact to support@medium.one, for accessing the user portal as a common account or a developer who wants to view
and edit the html code, which is not provided to avoid confusion and accidental tampering to the source code.

Figure 18 Smart Hotel Login page

Alternatively, the user can invite a new user for accessing the Smart Hotel Portal in Manage Users page as shown in
Figure 19.

OEMAR' HOTEL Renesas Inn ~
By Ranssa

o Manage Users

Figure 19 Setup Smart Hotel personal account manage page

When click on “Rooms” on the navigation bar, Smart Hotel Dashboard page will pop up and it shows summary of room
activities such as room number, Last detected motion, status of Air-condition (AC) unit, ambient temperature, Window
Status, and Device ID, which is SK-S7G2 Starter Kit unique identification for each Sensor Panel demo.

n; RT HOTEL
nnnnn B ®
]S
(]
00
Figure 20 Smart Hotel Dashboard page
R01QS0026EU0100 Rev.1.00 Page 13 of 16
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Click on any row to access more data for that room. This will open Room Current Status as shown in Figure 21.

n SMARTUHQTEL Renesas Inn ~
Room Current Status
Room ID: 68760A5236353735534A16DE77215454
Thein
Roo Room Information

Room Number. 108 Ambient Lights: bright

Window open Air Conditioning off

Last Motion: Tue, Oct 16, 2018 6:12 PM Housekeeping service requested

Recent Motion (Last 7 days)

Show[10___¥ | entries Search
Time Motion Detected
Tuesday, October 16, 2018 6:10 PM true
er 16, 2018 5:55 PM true
Tuesday, October 16, 2018 5:40 PM true
Tuesday, October 16, 2018 5:25 PM true

er 16, 2018 5:10 PM true

er 16, 2018 4:55 PM true

er 16, 2018 4:40 PM true

er 16, 2018 4:25 PM true

Tuesday, October 16, 2018 4:09 PM true

Figure 21 Smart Hotel Dashboard page, Room current Status

In this page, you can monitor more detail any activities from Sensor Panel board by sending through the SK-S7G2 Starter
Kit to this Smart Home portal page. Here is the list of activities from Sensor Panel board.

e Toturnon A/C, tilt the sensor board to the right.

e Toturn off A/C, tilt the sensor board to the left.
Note: center tilt does not have any effect

e To open window, remove magnet from hall sensor

e To close window, place magnet over hall sensor

e To request house cleaning, press SW2

e Tosetdo not disturb, press SW3

e Last Motion is detected based on the PIR sensor

Note: Ambient light will be set to bright, dark or mild depending on the light level detected.

For viewing any activities trend and analysis, click on Charts. Select a metric to plot on the chart as shown in Figure 22.

SMART HOTEL Renesas Inn ~
By Renesas
Charts and History
Room ID: SE7F076236353735534AD62977215454
David
Menu~
Housekeeping Logs
Ambient Light ¥ B3 September 4, 2018 - October 3, 2018 ~
Ma L
800
ster Devi
600
400
200
10/03 15:33 pm 10/03 15:50 pm 10/03 16:06 pm 10/03 16:23 pm 10/03 16:40 pm 10/03 16:56 pm

Figure 22 Smart Hotel, Chart and History page

For record, you can also select a metric to print on the table below the chart as shown in Figure 23.
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SMART HOTEL Renesas Inn ~
By Renesas
Chart Events Ambient Light 4 £ September 4, 2018 - October 3, 2018 ~
Show | 10 v entries Search:
Time Ambient Light
Friday, September 14, 2018 12:18 PM 223
Friday, September 14, 2018 12:18 PM 348
Friday, September 14, 2018 12:18 PM 361
Friday, September 14, 2018 12:18 PM 377
Friday, September 14, 2018 12:19 PM 375
Friday, September 14, 2018 12:19 PM 351
Friday, September 14, 2018 12:19 PM 369
Friday, September 14, 2018 12:18 PM 381
Friday, September 14, 2018 12:18 PM 357
Friday, September 14, 2018 12:20 PM 373
Previous |T‘ 2 3 4 5 168 Next

Figure 23 Smart Hotel, Chart Event Table

For Housekeeping tasks, the staff can turn off the service request or do not disturb status using the switches as show in
Figure 24. Also, the staff can create, edit and delete logs. In this section, it is allowed to upload a photo or file as well.

SMART HOTEL Renesas Inn ~
By Renesas
Housekeeping Logs
Room ID: 5E7F075236353735534AD62977215454
David

Service Requested O Do Not Disturb
Manage Use

Logs
Date Time Description File Actions
10/03/2018 05:09 pm phone found

Add Housekeeping Log

Figure 24 Smart Hotel, Housekeeping Log

Finally, clicking back button will bring up to previous page or clicking “Room” link from left will back immediately to
Smart Hotel Dashboard page.
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Website and Support

Renesas Electronics Website
http://www.renesas.com/

Inquiries
http://www.renesas.com/contact/

All trademarks and registered trademarks are the property of their respective owners.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas.
For detailed usage notes on the products covered by this document, refer to the relevant sections of the document as
well as any technical updates that have been issued for the products.

1. Handling of Unused Pins

Handle unused pins in accordance with the directions given under Handling of Unused Pins in the
manual.

— The input pins of CMOS products are generally in the high-impedance state. In operation with
an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
LSI, an associated shoot-through current flows internally, and malfunctions occur due to the
false recognition of the pin state as an input signal become possible. Unused pins should be
handled as described under Handling of Unused Pins in the manual.

2. Processing at Power-on
The state of the product is undefined at the moment when power is supplied.

— The states of internal circuits in the LSI are indeterminate and the states of register settings and
pins are undefined at the moment when power is supplied.
In a finished product where the reset signal is applied to the external reset pin, the states of
pins are not guaranteed from the moment when power is supplied until the reset process is
completed.
In a similar way, the states of pins in a product that is reset by an on-chip power-on reset
function are not guaranteed from the moment when power is supplied until the power reaches
the level at which resetting has been specified.

3. Prohibition of Access to Reserved Addresses
Access to reserved addresses is prohibited.

— The reserved addresses are provided for the possible future expansion of functions. Do not
access these addresses; the correct operation of LSl is not guaranteed if they are accessed.

4. Clock Signals

After applying a reset, only release the reset line after the operating clock signal has become
stable. When switching the clock signal during program execution, wait until the target clock signal
has stabilized.

— When the clock signal is generated with an external resonator (or from an external oscillator)
during a reset, ensure that the reset line is only released after full stabilization of the clock
signal. Moreover, when switching to a clock signal produced with an external resonator (or by
an external oscillator) while program execution is in progress, wait until the target clock signal is
stable.

5. Differences between Products

Before changing from one product to another, i.e. to a product with a different part number, confirm
that the change will not lead to problems.

— The characteristics of Microprocessing unit or Microcontroller unit products in the same group
but having a different part number may differ in terms of the internal memory capacity, layout
pattern, and other factors, which can affect the ranges of electrical characteristics, such as
characteristic values, operating margins, immunity to noise, and amount of radiated noise.
When changing to a product with a different part number, implement a system-evaluation test
for the given product.




Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for
the incorporation or any other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by
you or third parties arising from the use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or other intellectual property rights of third parties, by or
arising from the use of Renesas Electronics products or technical information described in this document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application
examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages incurred by
you or third parties arising from such alteration, modification, copying or reverse engineering.

5. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for each Renesas Electronics product depends on the
product’'s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic

equipment; industrial robots; etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.
Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products are
not intended or authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause
serious property damage (space system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all
liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is inconsistent with any Renesas Electronics data sheet, user's manual or
other Renesas Electronics document.

6. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for Handling and Using Semiconductor Devices” in the
reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation
characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such specified
ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics, such as the occurrence of failure at a
certain rate and malfunctions under certain use conditions. Unless designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury, injury
or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety design for hardware and software, including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult
and impractical, you are responsible for evaluating the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. You are responsible for carefully and
sufficiently investigating applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics
products in compliance with all these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable
laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws
or regulations. You shall comply with any applicable export control laws and regulations promulgated and administered by the governments of any countries asserting jurisdiction over the parties or

transactions.
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. Itis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or transfers the product to a third party, to notify such third
party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled subsidiaries.

(Note 2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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