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EoE Web server function edition

Introduction

This document explains a sample program for adding Web server function using EoOE service in the EtherCAT ®Slave
Stack Code (SSC) environment provided by EtherCAT Technology Group of R-IN32M3-EC.

Target Device
R-IN32M3-EC
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1. Overview

This document explains a sample program for adding Web server function by EoE (Ethernet over EtherCAT)
service to EtherCAT slave device.

EtherCAT communication program is created with the EtherCAT Slave Stack Code generation tool (SSC Tool)
provided by Beckhoff Automation. This sample program provides the SSC Tool project file for using the EoE service,
the ESI file, and the patch file for making corrections for this sample program.

Ethernet communication program for EoE uses the Renesas Electronics TCP/IP protocol official version stack (TCP/IP
stack) for R-IN32M3, and this provides a virtual Ethernet driver for the connection between the EoE service and the
TCP/IP stack.

Table 1.1. Requirements
Item Description
Board TS-R-IN32M3-EC Board
TS-R-IN32M3-CEC Board
R-IN32M3-EC Board Lite
CPU R-IN32M3-EC
IDE IAR Systems
Embedded Workbench® for Arm Version 8.20.2 or later
Emulator IAR Systems
I-jet
SSC Tool EtherCAT Technology Group
Beckhoff Automation Slave Stack Code Tool Version 5.12
Software PLC Beckhoff Automation
TwinCAT®3
TCP/IP stack TCP / IP stack for the Renesas Electronics R-IN32

The main functions of the TCP/IP stack for R-IN32 are shown below.
- Supports IPv4, ARP, ICMP, IGMPv2, UDP, TCP protocol
- DHCP client, DNS client, FTP server, HTTP server function available

For detailed specifications of the TCP/IP stack for R-IN32, refer to the following user's manual.
R-IN32 Series User's Manual TCP/IP Stack Edition (R18UZ0061EJxxxXx)
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2. Software description
2.1 Software structure

Figure 2.1 shows the software structure of the sample program. The sample program consists of the EtherCAT slave

stack part and the TCP/IP stack part.

EOE enables Ethernet-based services and protocols to be used by encapsulating Ethernet communication frames in
EtherCAT communication data. The fragmentation of the Ethernet communication frame during assembly and
transmission of the segmented Ethernet communication frame at the time of reception due to the encapsulation of the
communication data is implemented as the EOE service of the SSC. The virtual Ethernet driver replaces the Ethernet
driver on the physical layer of the normal TCP/IP stack and is responsible for passing the Ethernet communication
frame between the TCP/IP protocol stack and the EOE service. The HTTP server, which is a network application, sends

the contents of the slave to the HTTP client (web browser).

TCP/IP Stack

EtherCAT Slave Stack

HTTP Server

EtherCAT Applicaiton

i

i

TCP/IP Library

TCP ubP

Virtual Ethernet

EpS

CoE

Object Dictionary

AV
EoE

SDO PDO Mapping

U

g 9

Mailbox

Process Data

ESC address space (DPRAM)

Figure 2.1: Software configuration diagram
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2.2 Directory structure

Table 2.1 describes the directories under Device/Renesas/RIN32M3.

Table 2.1. Directory structure of sample program
Item Description
/Include Include file store directory
/Include/ecat_unet3 Virtual Ethernet driver header file store directory
/Library Library store directory
/Library/IAR OS Library, TCP/IP Library store directory
/Source/Driver Peripherals driver source file store directory

/Source/Driver/ecat_unet3

Virtual Ethernet driver source file store directory

/Source/Middleware

Middleware source file store directory

/Source/Middleware/uNet3

Ethernet application protocol store directory such as HTTP

/Source/Project/EtherCAT_EoE

EtherCAT EoE sample program store directory

/Source/Project/EtherCAT_EoE/uNet3_sample

Network application store directory

/Source/Templates

Startup file store directory

2.3 List of kernel objects

Table 2.2 shows the software structure of the sample program.

Table 2.2. Sample program kernel object
Object Object ID Function
Task ID_TASK_MAIN Initialization processing, EtherCAT slave stack task
Task ID_TASK_TCP_TIM TCP / IP stack time management task
Task ID_TASK_ETH_SND Virtual Ethernet driver transmission task
Task ID_TASK_HTTPS HTTP server task
Task ID_TASK_TCP_APPL Network application task
Semaphore ID_SEM_TCP Protocol stack resource control semaphore
Semaphore ID_SEM_INTDMA Virtual Ethernet driver semaphore
Mailbox ID_MBX_ETH_SND Virtual Ethernet driver mailbox
Mailbox ID_MBX_MEMPOL Memory management mailbox
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3. Procedure for creating a sample program

Sample program does not include the source file of the EtherCAT slave stack.

EtherCAT Slave Stack Code Tool (SSC tool) is required to create the source file of the EtherCAT slave stack

Note) Use Ver.5.12 SSC tool.

(1) Double-click the SSC tool project file of the sample program and start the SSC tool.
\Device\Renesas\RIN32M3\Source\Project\EtherCAT_EoE\RenesasSDK\R-IN32M3 EtherCAT EoE.esp
ssc R-IN32M3 EtherCAT EoE - Slave Stack Gode Tool =] 3]
Eile  Project Tool Help
Slave Settines
E5C Wergion 5.12
Config File Version1 4,10
: Hardware . File name Description Wersion
i EtherCAT State Machine - Ether A
- Synchronization i (BT
pplication aoeapplh 511
MaiEr;(cessData applinterfaceh Ecatfippl EtherCAT application 512
L. Gompiler bootmode ESM EtherGAT State Machine 512
bootmade b 5l
bootloaderapplc Bootloader Bootloader Sample 512
bootloaderapplh 512
ciatl2applc Gidd02appl Gisdn2 Sample Application 512
ciatl2applh 512
coeapplo CoE GAM Application Profile aver EtherGAT 512
coeapplh 512 LI
Reload File || Remove || Add Fikts) |
Gontlicts
€0 Info 1 Warnine &3 Error
Figure 3.1: SSC Tool startup
(2) Select [Project] = [Create new Slave Files]
(3) Push Start to generate the EtherCAT Slave Stack Code
(4) Generation is completed when [New files created successfully] is displayed.
\Device\Renesas\RIN32M3\Source\Project\EtherCAT_EoE\RenesasSDK\Src
(5) If patch command is not installed GNU Patch Ver 2.5.9 or later is required.

Download the patch command (Ver 2.5.9) from the following website and store "patch.exe" in the folder passed the

directory path.

http://gnuwin32.sourceforge.net/packages/patch.htm
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(6) Applying patches,
Right-click on the apply_patch.bat file and select [Run as administrator] = [Yes].
Patch file contains fixes for R-IN32M3-EC for SSC source files.

\Device\Renesas\RIN32M3\Source\Project\EtherCAT_EoE\RenesaSDK\apply_patch.bat

Figure 3.2: "Apply_patch.bat" execution screen
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4. Build and debug the sample program
Double-click the IAR project file and start IAR Embedded Workbench for Arm
\Device\Renesas\RIN32M3\Source\Project\EtherCAT_EoE\IAR\main.eww

T EEEE——————————
» Device » Renesas » RIN32M3 » Source » Project » EtherCAT_EoE » IAR

WA LS —

&A= Eaali =E B X

|9 boot_norflash.icf 2018/08/28 16:44 ICF J7-1JL 5 KB

|T) boot_serialflash.icf 2018/08/28 16:44 ICF J7-1)l 5 KB
| Init.mac 2018/08/28 16:44 MAC JF-1Il. 1 KB

@] iram.icf 2018/08/28 16:44 ICF JF-T)l 4 KB
| main.ewd 2018/10/03 15:42 EWD JF7-1Il 150 KB
L= Ta W= ) 2018/10/22 14:51 EWP 77l 114 KB

@] main.eww 2018/08/28 16:44 IAR IDE Worksp... 1 KB

Figure 4.1: IAR project - File directory screen

Table 4.1 shows the build configuration included in the sample program.

Table 4.1. Build configuration of sample program
Build configuration name Program code download location
RAM Debug Instruction RAM
Serial Flash Boot Serial flash ROM
NOR Boot Parallel flash ROM

(1) Select build configuration

(2) Push "download and debug™ button

After the program is built, the program code will be downloaded.

I7AIUF) WEE FTRV) TOSINP) LetTAGetD) Y—ILM D+ KOW) ALTH)

h0BE 8 X0 .Cc
D—PAN—R v ax
||[RAM Debug. v
714 o .
2 « TRV
| o drivers

& Network

& SSC

& startup

|| B kernel cfgc
O libosa

B mainc

B renesashwc .
II & Output

Q> 5-2¢8>00 Ae [0

Figure 4.2: EWARM start screen
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5. Evaluation board setting

This section explains the board switch settings required for starting the debugger.

1. Boot mode setting
Selection of boot mode of the evaluation board is set by DIP-SW (SW1).

Boot mode selection should be set before connecting the DC adapter.

Table 5.1. Boot mode setting
DIP-SW (SW1) Boot mode setting
1 2
ON(High) ON(High) Instruction RAM Boot (only debug)
ON(High) OFF(Low) Serial flash ROM Boot
OFF(Low) OFF(Low) Parallel flash ROM Boot

Note) In TS-R-IN32M3-CEC board and the R-IN32M3-EC Board L.ite, for the parallel flash non-mounting, this mode
is not supported.

2. EEPROM access

In case of using a board other than the TS-R-IN32M3-EC Board, access to the EEPROM is enabled by default, so this
setting is unnecessary.

In order to enable access from Cortex®—M3 to EEPROM with TS-R-IN32M3-EC Board, it is necessary to change J1
switch setting.

Turn off the board power supply and change the J1 switch as follows.

*J1 switch: 1-2: Short, 3-4: Short, 5-6: Opent, 7-8: Open

3. LAN cable connection
Connection of Ethernet cable of the EtherCAT master (PC), please use the port 0 side.

Table 5.2. Evaluation board Ethernet connector
Evaluation board Port 0 Ethernet connector
TS-R-IN32M3-EC Board CN6
TS-R-IN32M3-CEC Board CN6
R-IN32M3-EC Board Lite CN2 (IN PO)
RO1AN4549EJ0110 Rev.1.10 Page 9 of 19
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6. IP address setting

In order to operate the EOE sample program, it is necessary to set the IP address of the EtherCAT master and the
EtherCAT slave as fixed IP addresses.

IP address of the EtherCAT slave is set in the network configuration file of the TCP/IP stack of the sample program

\Device\Renesas\RIN32M3\Source\Project\EtherCAT_EoE\uNet3_sample\net_cfg.c

Table 6.1. IP address setting
Setting items EtherCAT Master EtherCAT Slave
IPaddress 192.168.1.99(% 192.168.1.100
Sub-net mask 255.255.255.0 255.255.255.0
Default Gateway Blank 192.168.1.99%9

(3%) To set the IP address of the EtherCAT master to something other than [192.168.1.99], also set the fault gateway of
the EtherCAT slave to the same address.

Figure 6.1 shows the network card settings of the PC used as an EtherCAT master.
Leave the default gateway and DNS server settings blank.

{8—%2F 20k (TCP/IPYDIDRT« 21x|
&4 |

Ay bI-OTC iR —FENTUBIBS, I SrEsa @i g dac AT

%?f}%o&ﬂ?ﬂ—ka‘nu\?;uﬁ%@‘ Ay bO—bEIRE(0m: P SREERE O ShE

Yo

P PRLARBEHBICANS RO

(P RO P FLAERDE:
IP PELALD: 192 168 1 @@
Mk 20U [255 255 258 0
T2k =k (D |
) DNE ==L A_?‘f,Eﬁh:‘i’”l,‘EL"‘&,E-’ej:'l;'J

¢ 3R DNS /-7 K LARIESE):
{R5%E DNS H=){—(E)x | 1
435 DNS =) —(ax

ok | wewtn |

Figure 6.1: EWARM start screen
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7. TwinCAT connection procedure
This section describes the procedure for operating the sample program using TwinCAT 3.

Build the source code of the sample program created earlier and start the program.

7.1 Copy ESl file
The ESI file is generated simultaneously when generating the EtherCAT slave stack code with the SSC tool

ESI file generated before launching TwinCAT to the predetermined place of TwinCAT,
copy it to "\TwinCAT\3.x\Config\lIO\EtherCAT".

e  Copy source (SSC Tool generation ESI file)
\Device\Renesas\RIN32M3\Source\Project\EtherCAT_EoE\RenesasSDK\ESI_File\ R-IN32M3 EtherCAT EoE.xml

e  Copy destination (TwWinCAT 3 installation folder)
\TwinCAT\3. x\Conf i g\I0\Ether CAT

R0O1AN4549EJ0110 Rev.1.10 Page 11 of 19
Jul 31, 2019 RENESAS



R-IN32M3 Series EoE Web server function edition

7.2 Connection with TwinCAT
Start up TwinCAT 3 in the following method.

From the start menu, select [Beckhoff] = [TwinCAT 3] = [TwinCAT XAE (VS 20 XX)]

After starting the program, create a new project of type TwinCAT XAE Project as [File] = [New] = [Project]. The
following procedure is described below.

7.2.1 ESI file reload setting
Read the ESI file of the sample program added from TwinCAT.

Select [TwinCAT] = [EtherCAT Devices] = [Reload Device Descriptions].

|~ TwinCAT Project5 - Microsoft Visual Studio (Administrator)
File Edit View Project Build Debug TwinCAT | PLC Tools Scope Window Help

Sl il S @ & o | 9 %% Generate Mappines || | JRF R B -
PBJE] i BB 2\ ()| 69 i Activate Configuration ‘J Rg|=E=0 | ang|oD.

4 Restart TwinGAT System
f Solution Explorer
o I

; B Restart TwinGAT (Confie Mode)
= - Reload Devices I Data Typesl In!erfacesl Functions |
2 Solution "TwinGAT Project§' (1 proje 5 & FAEE
=] TwinGAT Projects N 8

1a10|dx3 1aAIB:

@ |l SYSTEM @ Toeele Fres Run State em Manager
MOTION ' 1)
PLC 6d"  Show Online Data
_ SAFETY 7. Show Sub Items
fied G+ — 4014)
g 7o) #s1  Access Bus Coupler/IP Link Register..
Update Firmware/EEPROM » IKHOFF @ 1996-2014
ckhoffcom

Show Realtime Ethernet Compatible Devices...

w ¥
EtherCAT Devices 4 paate Bevice Bescnpt«ons tvia E1G WeEslte]..
I}

Reload Device Descriptions...

Manage User Defined Blacklist...

Figure 7.1: ESl file reload
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7.2.2 Scanning /O device

TwinCAT Projectb — Microsoft Visual Studio (Administrator)
File Edit ‘iew Project Build Debug TwinCAT PLC Tools Scope Window Help

Ele 5 | 6 (9 8 - DI [Release | [TwinGAT RT (66) Ell=] -Hn@j‘j;‘gﬂg-:ﬁ
(BB in BB 2RKE |6 | [<locad -8 |Hr ngd=Ez==0|tsma|So N '

Solution Explorer > 0 X W TwinGAT Projects X

) Number | Device [ Type |
; Solution ‘TwinCAT Projects' (1 project)
E G TwinGAT Projects

(| SYSTEM

w
P
g
s
3

G+
B o
31 Mapg 12 Add New Item.. Ctri+Shift+A
j [z Add Existing Item. Shift+AlteA
| " Sean
‘ P Paste Cri+y

Paste with Links

Figure 7.2: Scanning I/O device

Select the above [I / O Device] and right click to open another window. Select [Scan] in this separate window and
execute it. For window settings displayed after Scan execution, please select according to Figure 7.3.

Microsoft Visual Studio N x|

HINT: Mot all types of devices can be found automatically

Fe)) |

1 new 1/O devices found x|

W]Device 2 [EtherCAT)  [O~fab Tu7iRik (TwinCAT -Intel PCl Ethemet Ada] < 0K D

Microsoft Visual Studio x| Microsoft Visual Studio P |

101 Scan for boxes ‘oi Activate Free Run

[RIRFAL) I

Figure 7.3: I/O Device Scan Settings

RO1AN4549EJ0110 Rev.1.10

Page 13 of 19
Jul 31, 2019 RENESAS




R-IN32M3 Series EoE Web server function edition

7.2.3 EEPROM data update

If data of another application is already written, please rewrite the EEPROM.
The procedure for rewriting the EEPROM is described below.

EEPROM is blank for the first time when purchasing the evaluation board, be sure to rewrite it. In case of blank, [Box 1
(PFFFFFFFF RFFFFFFFF) ] is displayed.

Double click on [Box 1], the panel as shown in Figure 7.4 will be displayed.
Select [EtherCAT] tab

Click the [Advanced Setting] button.

Select [ESC Access] = [EEPROM] = [Hex Editor]

)]
@
©)
4)
®)
(6)

Select [Download from list].
Select [Available EEPROM Description].
[Renesas Electronics Corp.] = [R-IN32M3-EC Evaluation Board]=[R-IN32M3 EtherCAT EoE]

Click [OK] button.

Restart R-IN32M3 after rewriting (power cycle or reset)

@

(8) Run [TwinCAT] = [Restart TwinCAT System] please

= General

- Solution TwinGAT Project1T @ project!

rocess Data | Startup | GoE - Online | Online |

®

There are no usable contrals in this group. Drag an

= z TwninGAT Project1? Type: [R-INZZM3 EtherCAT EoE item onto this text to add it to the toolbox.
4] SYsTEM —
poi rodic|  (2) |72
PLG futo Tn 0
| SAFETY - -
Bl o EtherG: 3 [ooT = | d fidvanced Gettings D
=P Hentification Value: [0 =
& %% Devices | [Advanced Settings
i =% Device 2 (EtherGAT)
20 Imase £} General Hex Editor
Behavior

2 Image-Info

nono0 80 OE 44 EE 10 27 00 00 00 00 00 00 00 00 AF 00 ..D..'
0010 66 07 00 00 02 00 00 0O 02 OO0 OO0 00 00 00 00 OO0 £..
00z0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0

2 Synclnits

Tnputs
InfoData
=% Box 1 (R-IN3ZM3 EtherCAT EoE)

@

e} Init Commands

Mailbox
Distributed Glock
= ESC Access
£ EEPROM
*Gonfigured Station
nhanced Link Det

(4]

030 00 10 &0 00 80 10 80 00 06 00 00 A0 00 00 00 00 ...
040 00 00 00 00 00 a0 00 00 00 00 00 a0 00 00 00 00 ...
0050 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 ...
0060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
070 00 00 00 00 00 a0 00 00 00 00 00 a0 OF 00 01 00 ...
noa0 04 00 38 00 08 15 52 2D 49 4E 33 32 4D 33 20 45 ..8...R-IN32M3 E
0090 74 68 65 72 43 41 54 Z0 45 BF 45 1C 52 ZD 49 4E therCAT EcoE.R-IN
DOAD 33 32 4D 33 2D 45 43 20 45 76 61 6C 75 61 74 £9 3ZM3-EC Evaluati
N0BO 6F BE 20 42 6F 61 72 64 05 53 7% 6E 63 66 72 6F on Board.dynchro
noco 6E 02 44 43 09 54 758 50 44 4F 2D 4D 61 70 0C 49 n.DC.TxPDO-Map. T
00po 6E Y0 75 74 43 6F 75 6E 74 65 72 09 52 78 50 44 nputCounter.RxPD
0ED 4F 2D 4D 61 70 0D 4F 75 74 70 75 74 43 6F 75 €E 0-IMap.
00F0 74 85 72 FF 1E 00 10 00 02 00 01l 01 01 23 00 0l ter..
100 00 00 00 04 00 a0 02 00 11 00 00 a0 00 00 00 00 ...
0110 00 00 00 00 00 00 00 00 28 00 0Z 00 01 0Z 03 FF ...
01z0 29 00 10 00 00 10 80 00 26 00 OL Ol 80 10 80 00 j.. ..
0130 22 00 01 02 00 11 04 00 &4 00 01 03 00 14 04 00 "....... [ P
0140 20 00 01 04 32 00 0& 00 00 14 01 03 00 05 11 00

kil

Download |

Read from File.. |

Upload | Writs to File. |

(5]
i

Download from List,

Figure 7.4: EEPROM rewriting procedure 1
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Write EEPROM

I~ Show Hidden Devices [7]

Available EEPROM Descriptions:

= R Renesas Electronics Carp.

B... o
<’z R-IN32M3 EtheiCAT EcE (2/2) D [6]

Cancel |

Figure 7.5: EEPROM rewriting procedure 2

724 Slave EOE settings

()
@
©)
4)
®)
(6)

™
®

Double-click [Box 1] to display the panel.
Select [EtherCAT] tab

Click the [Advanced Setting] button.
Select [Mail box] = [EoE]

Check [IP Address].

IP Address: [192.168.1.100]
Subnet Mask: [255.255.255.0]
Default Gateway: [192.168.1.99]
input the above

Click [OK] button.

Click the [Restart TwinCAT (Config Mode)] button to activate the EOE setting.

If reset the slave, the EoE setting will return to the initial state (invalid), please save the TwinCAT project file.

Advanced Settings

# General
[=)- Mailbox

- Disi@d Clock

ESC Access

#-#

—JV Wirtual Ethernet Port

Virtual MAG I: [i2oi052003e8
Switch Port
¢ [P Port
/~  DHCP )\
(¢ IP Address 192 168 1 100
Subnet Mask: [255 255 255 0
Default Gateway: 192 1686 1 99
DNS Server: |
DNS Name: |
(Time Stamp Requested J
/

Figure 7.6: Slave EOE setting
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8. Confirmation of sample program operation

8.1 EtherCAT

Input Counter is assigned to TxPDO, Output Counter is assigned to RxPDO, Input Counter can confirm the value,
Output Counter can change its value.

Output Counter is 0, the value of Input Counter is continuously incremented.

Value other than 0 is set for Output Counter, the Input Counter becomes the value of Output Counter+1.

= Gl TwinCAT Project1?
@ (@ SYSTEM
| MOTION
PLC
) SAFETY

C++
=- & Vo

3] *:g Devices
- == Device 2 (EtherCAT)
*® Image
*H Image-Info
2 SyncUnits
Inputs
B Outputs
& nfoData
R Box 1 (R-IN32M3 EtherCAT EoE)

=) TxPDO-Map
= PUO-Map
[+ G WeState

# - @ IhfoData

B-E-m-

[+

m
LIJ

Figure 8.1: TxPDO and RxPDO
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8.2

()
@

Web Server

Start the Web browser on the PC running the TwinCAT
Set URL field to http: //192.168.1.100

After waiting a while, you can check the web page sent from R-IN32M3 via EoE as shown in Figure 8.2.

Table 8.1 shows the items that can be checked on the Web server and their descriptions.

Table 8.1. Web

items

server operation check item

Item Description

Behavior

LED Blinker Interval

Possible to change the blinking
interval of LED1 to LEDS of the
evaluation board.

After setting the numerical value,
pressing the "LED" button will set
the blinking interval time to the set
value x 100 ms

Ping Request

Request a Ping response for the set
IP address

Set the PC's IP address
(192.168.1.99) and press the
"PING" button. If there is a reply of
Ping response, a success message
will be displayed

Network Time

It does not work with the connection method with the EtherCAT master

Resolver described in this application note.
EtherCAT Acquire the state of EtherCAT port  Enter "0" or "1" and press "GET"
Oorl. button. The state of the port when
pressed is displayed as shown in
figure 8.3
1ol x|
FEES yov-n@ w-nm o ANTH
| g/ 1921081 1007 |T‘
€ @i | [£8- cooele 2| &
R-IN Engine EoE Network Sample Applicatoin
lLrin?:;' ker i 100 msec fro Lo
Ping Request g;j;;e Adldress fisz 16811 PG |
Network Time ||SNTP Server {IPv4)  |[133.243.238.243 SNTP
Host Name liapan.renesas com
R I DNS
DNS Server (Pvd) B.8.4.4
EtherCAT Port n Status o GET
Powered by eForce Co Ltd. z
Figure 8.2: Web server screen
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Figure 8.3: Web server EtherCAT port status acquisition result
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9. Change history

Version

Changes

V1.10
(Jul 10, 2019)

Driver update V1.0.4.

V1.00
(Nov 15, 2018)

First release
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10.Website and Support

Renesas Electronics Website
http://www.renesas.com/

Inquiries
http://www.renesas.com/contact/

All trademarks and registered trademarks are the property of their respective owners.
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General Precautions in the Handling of MPU/MCU Products

The following usage notes are applicable to all MPU/MCU products from Renesas. For detailed usage notes on
the products covered by this document, refer to the relevant sections of the document as well as any technical updates
that have been issued for the products.

1. Handling of Unused Pins
Handle unused pins in accordance with the directions given under Handling of Unused Pins in the manual.

— The input pins of CMOS products are generally in the high-impedance state. In operation with an unused
pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of LSI, an associated
shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state
as an input signal become possible. Unused pins should be handled as described under Handling of
Unused Pins in the manual.

2. Processing at Power-on

The state of the product is undefined at the moment when power is supplied.

— The states of internal circuits in the LSI are indeterminate and the states of register settings and pins are
undefined at the moment when power is supplied.

In a finished product where the reset signal is applied to the external reset pin, the states of pins are not
guaranteed from the moment when power is supplied until the reset process is completed.
In a similar way, the states of pins in a product that is reset by an on-chip power-on reset function are not
guaranteed from the moment when power is supplied until the power reaches the level at which resetting
has been specified.
3. Prohibition of Access to Reserved Addresses
Access to reserved addresses is prohibited.

— The reserved addresses are provided for the possible future expansion of functions. Do not access these
addresses; the correct operation of LSI is not guaranteed if they are accessed.

4. Clock Signals

After applying a reset, only release the reset line after the operating clock signal has become stable. When
switching the clock signal during program execution, wait until the target clock signal has stabilized.

— When the clock signal is generated with an external resonator (or from an external oscillator) during a
reset, ensure that the reset line is only released after full stabilization of the clock signal. Moreover, when
switching to a clock signal produced with an external resonator (or by an external oscillator) while program
execution is in progress, wait until the target clock signal is stable.

5. Differences between Products

Before changing from one product to another, i.e. to a product with a different part number, confirm that the

change will not lead to problems.

— The characteristics of an MPU or MCU in the same group but having a different part number may differ in
terms of the internal memory capacity, layout pattern, and other factors, which can affect the ranges of
electrical characteristics, such as characteristic values, operating margins, immunity to noise, and amount
of radiated noise. When changing to a product with a different part number, implement a system-evaluation
test for the given product

- Arm and Cortex are registered trademarks of Arm Limited (or its subsidiaries) in the EU and/or elsewhere.
All rights reserved.

* Ethernet is a registered trademark of Fuji Xerox Co., Ltd.

- IEEE is a registered trademark of the Institute of Electrical and Electronics Engineers Inc

* TRON is an acronym for "The Real-time Operation system Nucleus.

* ITRON is an acronym for "Industrial TRON.

* LITRON is an acronym for "Micro Industrial TRON.

* TRON, ITRON, and 1 ITRON do not refer to any specific product or products.

- EtherCAT® and TwinCAT® are registered trademark and patented technology, licensed by Beckhoff Automation
GmbH, Germany.

- Additionally all product names and service names in this document are a trademark or a registered trademark

which belongs to the respective owners. a trademark or a registered trademark which belongs to the respective
owners.




Notice

1. Descriptions of cimcuts, software and oier related informagon In this document are provided only o Hustrate the operafion of semiconductor products and application exampies. You are fully responsiie for
the Incorparation or any omer use of e circalts, software, and Irfomation In the design of your product or systam. Renasas Blectronics disgiaims any and all libility for any lossas and damages Incumed by
you or third parties anising from the uss of hese circuits, software, of Information.

2. Renesas Bectronics Nany expressly GISCEIMS 3y wWaITantes against and Eatily for Inmngament or any omer caims Involving patents, copynghts, or othar INElciLal property Rgits of thir partes, by or
NN oM e use of Rens63s EIECiTNICs proaucts of IECHnical INFmabon desented I s d0CUMENt, INGLTng bul not ImHed 1, he produs 6313, drasings, chars, programes, JKonthimes, and aplication
ENEMDIEE.

3. Nolicense, express, Implied or cihermse, is gramiad hereby under any patents, copyrighis or other Intellectual property fghis of Renesas Elecionics of 0MErs.

4. You shall not aiter, modity, COpY, O [EVEMSE enginesr any Renasas Electinics product, whethar In whaie o In part. Renssas Eiecironics dSciaime amy and al Iabilly for any 106565 of SaMages incurmen by
you oF third partes anising from such alteration, modiScation, copying of revesse enginesning.

5. Fenesas Elecironics products are classfled acconding io the following two quallly grades: “Standard” and “High Quality”. The intended applications for each Renesas Secionkes product depands on he
product's qualty grade, as Indcated balow,

*Standan™  Compuiers; office aquipment; communications equipment; test and measurement equipment. audio and visual equipmert; home slectronic appliances; Maching fooks; personal slecionic

equipment; Industrial robots; etc.

“High Qualty”. Transportation equipment {automobiies, trains, sNips, 42, M control (ame ghis); Iarge-60ae COMMUNICAtion equipment, key TNanaial teminal syStems; safety contrl equipment, et
Uniesss expressly deskgnated 35 3 high rellabillty product or 3 product for harsh enronments In a Renesas Elecionics data sheet or other Renasas Elecironics. document, Renasas Elecironics products are
not Intended or authorzed for use In products or systems Mat may pose a direct threat fo human e or bodly Injury (arS3cial Ife support devices or systems; surgkeal Impiantations; efc.), or may cause
S2IDUS property damage (Space SYSIam; UNGETSEa 2peaiars; NUCIEar DOWST CONID SYREms; JMcran contr sysiams; K2y plant systems; miltary equipment. =te.). Renesas Elsimnics discalms any and al
llabiliy for any damages of 105525 Incumad by you of any third paries anising from the use of any Renssas Electonics product that |5 Inconsistent with any Renesas Bectonics dats sheet, sers manual of
other Renesas Elecironics document.

E. When using Renssas Elecimonics products, refer o the latest product Informiation (0ata sheeds, USErs Manudis, application notes, “General Notee for Handling and Using Semigonduciorn Devices™ In e
rellability handbook, i), and ensure hat 1sage conditions ane within the mnges specfied by Renesas Eleciimonics with reepect to maximum r@ings, coerating power supply woltage r@Enge, heat dsspaton
characterisiics, Instaliation, etc. Renesas Sedronics disdalms ary and all llability for any malfunctions, fallure or acgident arsing out of the use of Renesas Sectronics products: oulside of such specifiad
Tanges.

7. Ahough Renesas Elecironks endeavors 1o Improve the quality and reflabiify of Renesas Electronics poducts, semiconductor products have speciic charactenstics, such as the oooumence of fallure at a
cerain rate and matuncons under cartalin use condfions. Unkess deslgrated a5 a high reflability product or a product for harsh envimnments In a Renssas Beclronics data sheet or ofher Renesas
Elerimics document, RENS636 EIECIncs Products ae Not 5Dt 1D rR0aTon reEStEnce Desgn. You are REporsibie 1or IMpamerting satsty Massure:s o uard against the poesitiity of bodiy Injury, njury
or damage caused by fire, andior danger to the publk: In e event of 3 fallure of mattunction of Renesas Electronics producds, such & satety design for hardware and software, Including but not limied to
redundancy, fire control and malfunciion preveniion, appropriate treaiment for aging degradation or any othar appropriate maasunes. Bacause the evaluaton of microcompuier soffwane alone Is very dificult
and Impractical, You are responsibe 1o evaluating the safety of the inal products o SySiems marTactured Dy YOu

8. Piease contact a Renesas Dectronics sales office for detalls 35 bo emdronmental matisrs such as the emvronmental compatibiity of each Renesas Blecironics product You are responesible for carefully and
‘sulliently Investigating applcabie laws and requiations that reguiate the Inclusion or use of confrolied substances, Incuding without limitation, the EU RoHS Directive, and using Renesas Elecinks
products In compllance with all these applicable laws and requistons. Renesas Secionics dsclams any and all Iablity for damages of losses DCCuITINg as 3 resuit of your noncompilance wilh applicable
laws and regUiESons.

3. Renesas Blecironics products and technaiogles shall not be used for of Incoporated Inf &y products or Systems whose manutacine, use, o sale |5 profibited under any applicable domestic: of foregn Laws
OF FEQUISTONS. You Shall comply WIth any applicadle Sxpor cOMNN Laws and reguiations DIOMGIgEtad and 3dminisenag Dy the govermments of any countries 3ssenting Junsdiction over Me partes of
‘fransaciions.

10. It Is the responsiility of the buyer or distibuior of Renesas Electronics products, or any ofer pary who distibutes, disposes of, or oihermse salls or Fansiers the product 1o 3 third party, to nosfy such third
party In advance of the contents and condltions s&f o In this document.

11. This OCUMENE SNGHl Mot be repnnted, RproaucGad oF GUDICELSd I STy 10N, I WhOIE OF IN P3r, WIout Dror wiTtten Consent of RENES3s ElRCImnis.

12. Piease coniact 3 Renasas Elecimnics sales offce I you have any guestons regarding e Information contained In this document or Renasas Elecimnics progucts.

(Mote 1) “Fenesas Secionics” as used In this document means Renesas Blecironics Corpo@Ton and also Includies it direcily or Indinecty controlled subsidiaries.

[Mote Z) “Renesas Secionics product{sf” Means any product developad or manufaciurad by of for Renssas Elecionics.

(Rev.40-1 Movemer 2017)
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