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Introduction  
This document describes how to update the firmware for R-IN32M3 Module (RY9012A0). 
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List of Abbreviations and Acronyms 

In this document, the terms below are defined as follows: 

Terms Description 

API Application Programming Interface 

GOAL Generic Open Abstraction Layer 

See "R-IN32M3 Module User's Manual: Software API description” 
(R17US0002ED****) 

uGOAL Micro Generic Open Abstraction Layer, simplified and shrunk memory usage 
software package of GOAL 

HTTP Hyper-Text Transfer Protocol 

FoE Ethernet over EtherCAT 

SPI Serial Peripheral Interface 

 
 

 

 

Related documents 
Document Type Document Title Document No. 
Data Sheet R-IN32M3 Module Datasheet R19DS0109ED**** 
User’s Manual R-IN32M3 Module User’s Manual: Hardware R19UH0122ED**** 
User’s Manual R-IN32M3 Module User’s Manual: Software R17US0002ED**** 
Quick Start Guide R-IN32M3 Module Application Note: Quick Start Guide R12QS0042ED**** 
Application Note R-IN32M3 Module (RY9012A0) User's Implementation Guide R30AN0386EJ**** 
User’s Manual Adaptor Board with R-IN32M3 module YCONNECT-IT-I-RJ4501 R12UZ0094EJ**** 
Application Note RA6M3/RA6M4 Sample application R30AN0398EJ**** 
Application Note Management Tool Instruction Guide R30AN0390EJ**** 
Application Note Software PLC Connection Guide TwinCAT R30AN0380EJ**** 
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1. Overview 
1.1 Abstract 
This document describes how to update the firmware of R-IN32M3 module (RY9012A0) or Host MCU.  

 

1.2 Operating Environment 
This section describes the operating environment for updating the firmware of R-IN32M3 Module. 

 

1.2.1 Hardware Environment 
The firmware update function introduced in this document has been confirmed in the following hardware 
configurations.  

 
(1) Combination of Adapter Board with R-IN32M3 Module and EK-RA6M3 or EK-RA6M4  

(2) Combination of Adapter Board with R-IN32M3 Module and RL78/G14 (RTK5RLG140C00000BJ)  

(3) RX66T CPU Card with R-IN32M3 Module 

 

   

 

Figure 1-1 R-IN32M3 Module Development Environment 
 

 

Table 1-1  Hardware environments 
Name Type Name Maker Link 

 
Note 

Adapter Board with R-
IN32M3 Module 

YCONNECT-IT-I-
RJ4501 

Renesas Electronics 
Corporation 

R-IN32M3-Module-
Solution-Kit 

 

EK-RA6M3 RTK7EKA6M3S0
0001BU 

Renesas Electronics 
Corporation 

RA6M3 MCU Group 
Evaluation Board 

 

EK-RA6M4 RTK7EKA6M4S0
0001BE 

Renesas Electronics 
Corporation 

Evaluation Kit for RA6M4 
MCU Group 

 

RL78/G14 Fast 
Prototyping Board 

RTK5RLG140C00
000BJ 

Renesas Electronics 
Corporation 

RL78/G14 Fast Prototyping 
Board 

 

RX66T CPU Card with R-
IN32M3 Module 

SEMB1320 SHIMAFUJI Electric 
Incorporated 

https://www.renesas.com/S
EMB1320 

 

 

In this document, it is explained by using a hardware environment in which R-IN32M3 Module Adapter board 
is connected to EK-RA6M4. 

  

(2) R-IN32M3 Module 

+ RL78/G14 Board 

(1) R-IN32M3 Module  

+ EK-RA6M4 

(3) RX66T CPU Card  

with R-IN32M3 Module 

https://www.renesas.com/r-in-module-solution-kit
https://www.renesas.com/r-in-module-solution-kit
https://www.renesas.com/jp/en/products/microcontrollers-microprocessors/ra-cortex-m-mcus/ek-ra6m3-ra6m3-mcu-group-evaluation-board
https://www.renesas.com/jp/en/products/microcontrollers-microprocessors/ra-cortex-m-mcus/ek-ra6m3-ra6m3-mcu-group-evaluation-board
https://www.renesas.com/jp/en/products/microcontrollers-microprocessors/ra-cortex-m-mcus/ek-ra6m4-evaluation-kit-ra6m4-mcu-group
https://www.renesas.com/jp/en/products/microcontrollers-microprocessors/ra-cortex-m-mcus/ek-ra6m4-evaluation-kit-ra6m4-mcu-group
https://www.renesas.com/products/microcontrollers-microprocessors/rl78-low-power-8-16-bit-mcus/rl78g14-fast-prototyping-board-rl78g14-fast-prototyping-board
https://www.renesas.com/products/microcontrollers-microprocessors/rl78-low-power-8-16-bit-mcus/rl78g14-fast-prototyping-board-rl78g14-fast-prototyping-board
https://www.renesas.com/SEMB1320
https://www.renesas.com/SEMB1320
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1.2.2 Software environment 
The operating environment for updating firmware is shown inTable 1-1.  

Each software is confirmed in Windows 10 (64bit) environment.  

 

Table 1-2  Operating Environments 
Category Name Version Link Remarks 

R-IN32M3 module 
Sample package 

Sample 
package 

― r18an0064xx01**.zip  

RA family Flexible 
Software Package 

FSP V4.4.0 github.com/renesas/  

Integrated 
development 
environment 

e2studio 2023-04 - Included with FSP in 
the installer on the 
above Link 

GNU Arm 
Embedded 
Toolchain 

GCC 
Toolchain 

V9.3.1.2020040
8 

- Included with FSP in 
the installer on the 
above Link 

Management Tool, 
simple software 
PLC 

ICE V1.3.1 or later - products by port 
industrial automation 
GmbH 
Including with Sample 
package 

Software PLC of 
EtherCAT 

TwinCAT V3.1 https://www.beckhoff.com/ products by Beckhoff 
Automation GmbH 

RA firmware update Python V.3.8.3 or later https://www.python.org/ Use Python scripts for 
embedding signature 
data 

RX firmware update Renesas 
Secure 
Flash 
Programmer 

V2.0.2 Renesas Flash Programmer Firmware Generation 
Tools 
Including with Sample 
package 

 

 

  

https://github.com/renesas/fsp/releases/tag/v4.4.0
https://www.beckhoff.com/en-en/products/automation/twincat/
https://www.python.org/downloads/
https://www.renesas.com/jp/ja/software-tool/renesas-flash-programmer-programming-gui#overview
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1.2.3 Target Project 
Sample project supporting updates. 

Sample software 
Update target 
R-IN32M3 module Host MCU 

01_pnio ✓ - 

02_eip ✓ - 

03_ecat ✓ - 

04_pnio_largesize - - 

05_eip_largesize - - 

06_ecat_largesie - - 

07_mbus_tcp_server - - 

10_multi_protocol - - 

11_pnio_http - ✓ 

12_eip_http - ✓ 

13_ecat_http - ✓ 

17_fwup_bootloader - ✓ 
 

 

Firmware program update for R-IN32M3 Module (RY9012A0) 

The firmware update features by HTTP in Chapter 2.3.1 and FoE in Chapter 2.3.2 are implemented in the 
sample application for each hardware environment included in the sample package. 

The SPI scheme in Chapter 2.3.3 is implemented just in the 01_pnio, 02_eip and 03_ecat projects for RA6. 

 

Firmware program update for host MCU 

Firmware update of the host microcontroller is executed via Ethernet (R-IN32M3 Module). To implement the 
firmware update function, a dedicated Bootloader must be programmed in advance. 
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2. R-IN32M3 Module Firmware Update 
The method of updating firmware of R-IN32M3 Module is described in this chapter. 

 

2.1 Update Methods 
2.1.1 Method 
There are two ways of updating the firmware for R-IN32M3 Module as below. 

(1) With the Management Tool (ICE.exe) 

(2) Without the Management Tool (ICE.exe) 

 

At the way of (1), the Management tool does the whole process from unzipping an update package file, 
transferring, and committing it automatically. As the way of (2), three methods by HTTP, FoE and SPI are 
supported for transferring data at the time of firmware update.  Table 2-1 shows available methods for 
firmware update and the default behavior for firmware update regarding commit: 

 

Table 2-1 Firmware update method 

Method Description Firmware Commit configuration 

HTTP Firmware upload using an HTTP-POST 
Request, used by the Management Tool 
or curl command. 

by default, commit is required, thus a 
specific URL has to be requested after 
firmware update which triggers the 
commit 

FoE Firmware upload using an EtherCAT FoE 
transfer, used by the communication 
explorer tool for EtherCAT devices 

commit is automatically done after 
booting of the updated firmware 

SPI Firmware upload using RPC functions by 
the application controller 

commit is automatically done after 
booting of the updated firmware 

 

 

2.1.2 General procedure 
R-IN32M3 Module provides multiple ways to update the firmware. On the module two firmware objects are 
present. Those are the bootloader and the application. The bootloader is immutable by the user. It contains 
the basic startup code, firmware flashing routines and signature verification code for firmware update. 

 

All shown firmware update methods have a basic procedure in common: 

 

① The running application puts the firmware update data into the RAM of the module. 

② If firmware update data was received, a reboot of the running application is performed. This step can 
be permitted by the application controller of host MCU. 

③ The bootloader starts and detects a pending firmware update. 

④ The bootloader verifies the firmware signature. If passed, the firmware is flashed - the previously 
running firmware is still kept. 

⑤ The bootloader starts the new firmware. 

⑥ If configured, commits the running firmware during bootup - else this commit process is triggered from 
external. 
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Depending on the commit execution the bootloader then starts the new firmware or the previously run 
firmware. 

 

 

Figure 2-1  Firmware Update Procedure (HTTP) 
 

 

 

2.1.3 Update Package 
Firmware is delivered as a firmware package. This file, e.g. irj45_2.1.0.0_ci37.pfw, is basically a zip archive 
which contains the following files: 

Unzip the firmware package, there are firmware update files in /bundle folder. (Table 2-2)  

 

Table 2-2 Firmware update bundle content 
File (/bundle) Description 

bundle.xml bundle description 

irj45_2port.dat firmware update file for HTTP method 

irj45_2port.bin firmware update file for FoE/SPI method 

( Note) Both data files are signed and must not be manipulated.  

R-IN32M3 Module

Boot

ROM RAM

Reboot

~2 minutes

Start New FW

R-IN32M3 Module

Boot

Imag
e0

Imag
e1

ROM RAM

①Receive ②Reboot ③Verify ④Flash

R-IN32M3 Module

Boot

Imag
e0

Imag
e1

ROM RAM

Verify & 
Flash FW

⑤Restart ⑥Commit

Commit 
New FWHTTP

IMAGE0

IMAGE1

New FW

New FW

New FW

New FW

Previous 
FW
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2.2 Update Procedure with Management Tool 
Under control of the Management Tool, the firmware of the R-IN32M3 Module can be updated. The firmware 
file will be sent to R-IN32M3 Module via Ethernet connection. 

For more information about the Management Tool, see the application notes (Management Tool Instruction 
Guide [R30AN0390EJ****]). 

Without connecting to host CPU, R-IN32M3 module starts in general TCP/IP mode and the firmware can be 
updated. 

 

2.2.1 Scan Device 
Connect R-IN32M3 module adapter board to the EK-RA6M3 board or EK-RA6M4 board with the ArduinoTM 
connector, and then connect PC to LAN cable and USB micro cable (Figure 2-2). By connecting USB micro 
B cable, the board is powered. 

 

 
Figure 2-2 Connections  
 

Open "Ethernet Properties" and set IP address of the PC that connects to the R-IN32M3 module.  

 

 PC R-IN32M3 Module (default) 

IP address 192.168.0.1 192.168.0.100 

Subnet mask 255.255.255.0 255.255.255.0 

 

USB micro B 
cable 

(LAN) Ethernet cable 

PC 

e2studio 
Management Tool 

Adaptor board with R-IN32M3 Module 
(Connect to Arduino connector) 

EK-RA6M3 or 
EK-RA6M4 
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Figure 2-3 Setting IP address 
 

Connect the R-IN32M3 module to the PC and press "Scan Network"  to run it. 

 

Figure 2-4 Scan Network 
 

To communicate with R-IN32M3 module, open the "Networks" list in [Network Navigator]. Next, select the 
"network interfaces" that the R-IN32M3 module can connect to. Press "Scan Network" button  on the 
toolbar. 

 
The following dialog appears, reporting one device found: 

 

Figure 2-5  Dialog of Scan Network 
 

As a result, R-IN32M3 module appears as a new device in Network Navigator in the scanned network. 

Scan Network 
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Figure 2-6 Scanned device 
 

 

2.2.2 Firmware Update 
Open the tab of "Firmware Update". 

Specify the firmware file "Irj45_**.pfw" from "Select FW bundle". 

Press "Start update", then start firmware updating.  It takes about 2 minutes to complete. If Phase shows 
"FW Update completed successfully", it indicates that all firmware updates are complete. 

 

Figure 2-7 Firmware Update  
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2.2.3 Check Firmware Version 
To check the current firmware version, select [ConfigureManager] function panel and then the [Read 

configuration] button  (Figure 2-8).  

 

Figure 2-8 Read Configuration 
 

The value of "FWVERSION" indicates the firmware version. 

 

  

Figure 2-9 R-IN32M3 Module Firmware version 
 

 

The relevant variable parameters are shown in Table 2-3. 

There are two areas in the Flash ROM to store two firmware images as shown in Figure 2-1. An image to 
boot-up is set by committing. The "IMAVE_NUMBER" indicates the image number to boot. It switches each 
time by committing during a firmware update. "IMAGE_NUMBER" represents the number of firmware image 
updates. 

 

 

Table 2-3 Module Id = GOAL_ID_BOOT (37)  
Variable Name Variable ID Type Max. Size Long description 
SIGNATURE 0 GENERIC 16 Signature of booted image 
BLVERSION 1 STRING 16 Bootloader Version 
FWVERSION 2 STRING 16 Firmware Version 
RESET_CAUSE 1000 UINT8 1 Reset cause:0, Unspecified1, Firmware Update Requested2, Watchdog3, 

Firmware Commit Required4, Reserved 
IMAGE_NUMBER 1001 UINT8 1 Booted image number 
IMAGE_COUNTER 1002 UINT8 1 Booted image age counter 
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2.3 Other Methods of Firmware Update 
In this chapter, firmware updating methods without Management Tool are described. 

 

2.3.1 HTTP 
2.3.1.1 Outline 
Provides instructions for updating firmware via HTTP protocol by use of curl command, which is standard in 
Windows 10. 

  

Figure 2-10 Firmware Update (HTTP) 
 

 

2.3.1.2 Procedure 
(1) Build the project and write it to the RA6 board.  

(2) Launch the command prompt and go to any folder. 

In the moved folder, place the firmware update package (irj45_2.1.0.0_ci37.pfw, etc.) and zip it out. 

(3) Execute the following command to write the unzipped file, " irj45_2port.dat". 

(Specify the IP address as stored in the R-IN32M3 module. In the following example, 192.168.0.100. 
is specified. "admin" and "password" are fixed.) 

 

curl -v http://192.168.0.100:8080/fw/firmware.html -F file=@bundle/irj45_2port.dat --basic -u 
admin:password 

 

Figure 2-11 Success log 
 

HTTP SPI 

Host CPU R-IN32M3 
Module 

FW image 
”irj45_2port.dat” 
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(4) Wait about 2 minutes. (until completion of ⑤ in chapter 2.1) 

(Note) There are no log or indication in the command prompt during this sequence. 

 
(5) Execute the following command to commit it（Specify the IP address as stored in the R-IN32M3 

module.） 
  
curl -v http://192.168.0.100:8080/fw/commit.html -F commit=commit --basic -u admin:password 

 

Figure 2-12 Success log 
 

 

(6) Reboot the R-IN32M3 Module. It starts with the updated firmware. 

The firmware version can be checked from "ConfigManager" of Management Tool  (Chapter 2.2.3) 

 

Figure 2-13 Check Firmware Version 
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2.3.1.3 Multi-module update 
Firmware update for multiple R-IN32M3 Modules can be performed simultaneously by connecting a 
switching hub between them. Figure 2-14 shows an example of network connection to update the firmware of 
two R-IN32M3 Modules. Send commands from PC to each IP address of R-IN32M3 Module as the 
procedure described in Chapter 2.3.1.2. 

Simultaneous updates with daisy chain connection are not possible because there is a period of non-
communication during the update procedure. 

 

Figure 2-14 Network Connection for Multiple Module Update 
 
  

Switching 
HUB 

R-IN32M3 
Module 

R-IN32M3 
Module 

192.168.0.100 192.168.0.101 

192.168.0.001 
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2.3.1.4 Batch File (for reference)) 
The following is the example of batch file for updating the firmware via HTTP. 

Place the .bat file in the same folder as the update file " irj45_2port.dat" and execute it with an IP address as 
an argument, the download starts for the target. 

After sending the first command, check the ping response. When it received, send a second command to 
commit the updated firmware. The batch program waits ping response up to 2 minutes and exits with error if 
not. 

 

<Batch example> 

 
 
  

 
@echo off 
 
set count=0 
ping -n 1 %1 | find "ms TTL=" > NUL 
if not errorlevel 1 goto upload 
echo host stopped or not found 
goto end 
 
:upload 
 
@echo on 
curl -v http://%1:8080/fw/firmware.html -F file=@irj45_2port.dat --basic -u admin:password 
 
@echo off 
echo R-IN32M3_Module connectting ... 
:retry 
set /a count=count+1 
ping -n 1 -w 1000 %1 | find "ms TTL=" > NUL 
if not errorlevel 1 goto commit 
if "%count%" == "120" ( 
   echo timeout error 
   exit /b 
) 
goto retry 
 
:commit 
@echo on 
curl -v http://%1:8080/fw/commit.html -F commit=commit --basic -u admin:password 
:end 
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2.3.2 FoE 
2.3.2.1 Outline 
When R-IN32M3 module is running on EtherCAT, the firmware can be updated via FoE, instead of HTTP. 
This chapter describes the procedure for updating the firmware with EtherCAT FoE communication using 
TwinCAT3. 

 

Figure 2-15 Image of Firmware Update via FoE 
 

 

2.3.2.2 Preparation 
(a) Check Configuration 

The configuration settings of R-IN32M3 Module can be seen with Management Tool. (Chapter 2.2.3) 

Table 2-4 shows the configurations associated with FoE firmware updates. 

This chapter describes how to update the firmware when these settings are the default values. 

 

Table 2-4 FoE configuration 
GOAL_ID_CCM Variabl

e ID 
Type Default value Description 

FOE_FILENAME 9 STRING ccm.efw EtherCAT FoE update file name 
FOE_PASSWORD 10 UINT32 0x00000000 EtherCAT FoE update password 
FOE_UPDATE_REQUIRES_BOOT 11 UINT8 0x01 EtherCAT FoE update required state 
FOE_FILENAME_MATCH_LEN 12 UINT8 0x00 EtherCAT FoE update file name match length 

 

 

(b) Firmware update file 

 Unzip the update package (irj45_2.0.0.0_ci34.pfw etc.) to extract "irj45_2port.bin" for update. 

Rename "irj45_2port.bin" to the name set at "FOE_FILENAME" above. (In this description, renamed to 
the default value, "ccm.efw".) 

 

 

2.3.2.3 Procedure 
Learn how to use TwinCAT3 to update firmware with FoE. 

 

(1) Build the project and write it to the RA6 board.  

(2) Make an EtherCAT connection with TwinCAT and open online tab of [Device(EtherCAT)] on project 
tree. Right-click on the Renesas Module and select Firmware Update. 

FoE SPI 

Host CPU R-IN32M3 
Module 

FW image 
“ccm.efw” 

TwinCAT3 
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Figure 2-16 TwinCAT Online device nodes 
 

(3) Press the Download button and select the firmware image file to rewrite. (In this example, "ccm.efw") 

 

Figure 2-17 Select File 
 

(4) Enter the specified parameters of FoE and press OK to start the download. 

(Note) The file name displayed in "String" field does not include an extension just by selecting 
the file. Enter the extension manually. 

 

Figure 2-18 Edit FoE Name 
 

Include extensions 

Setting value in FOE_PASSWORD 
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(5) Waiting for update to complete 

Once downloaded, status returns to INIT NO_COMM and process runs automatically. 

 

Figure 2-19 INIT NO_COMM 
 

Wait about 1 minute for it to write to the Flash ROM. It then restarts and the status returns to the OP mode. 
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2.3.3 SPI 
2.3.3.1 Overview 
Describing the procedure for updating firmware of R-IN32M3 module from the host CPU via SPI interface. 

This feature is implemented in the sample software for RA6 host MCU of R-IN32M3 Module. (/01_pnio, 
/02_eip, /03_ecat). It is enabled by setting compile option GOAL_CONFIG_FW_UPDATE_SPI=1. 

 

 

Figure 2-20 Image of Firmware Update via SPI 
 

In this sample software, a firmware image of R-IN32M3 module is also saved in Flash ROM together with the 
host CPU execution program. When the host CPU is started while pressing the user switch (S1) on the EK-
RA6M4 or EK-RA6M3 board, the firmware image is transferred to R-IN32M3 Module via SPI and the update 
process is executed. 

 

(Note)  To run this sample software, a certain ROM capacity of the host CPU is required to save the 
firmware image of the R-IN32M3 Module. 

 

 

Figure 2-21 User Switch S1 on EK-RA6M4 
 

 

2.3.3.2 Procedure 
(1) Prepare the binary file of firmware for updating.  

Put " irj45_2port.bin" file, which is included in the unzipped files of firmware update package 
(irj45_2.1.0.0_ci37.pfw etc.), into the "binary" folder.  If "binary" folder does not exist, create it under "/ 
uGOAL" folder. (or under "/GOAL" folder with GOAL sample software.) 

 

SPI 

Host CPU R-IN32M3 
Module 

FW image 
“irj45_2port.bin” 

Host CPU 
program 

Flash ROM 

S1 
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Figure 2-22 binary folder  
 

(2) Enable compile option 

With e2studio, open property setting window of corresponding project (mirror_sample) and change the 
compilation option to enable corresponding code for FW downloads. 
(GOAL_CONFIG_FW_UPDATE_SPI=1). 

 

Figure 2-23 Enable firmware update code via SPI 
 

 

(3) Convert the firmware binary data to an object file. 

Add the following command in the Pre-build steps to convert the firmware binary data to the linkable 
format by objcopy. (Figure 2-24) 

 

 cd ${GoalDirPath}/binary && arm-none-eabi-objcopy -I binary -O elf32-littlearm -B arm --rename-
section .data=.rodata,alloc,data,readonly,load,contents irj45_2port.bin irj45_2port.o   

 

追加 

Change 
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Figure 2-24 Add Pre-Build steps 
 

(4) Add the following linker setting to merge the object file created in (3).  

 

 "${GoalDirPath}/binary/irj45_2port.o" 

 

Figure 2-25 Add Linker setting 
 

(5) Build the project and download it to the RA6 board. 

Note that some evaluation boards take longer time. 

(EK-RA6M3 takes about 10seconds.  EK-RA6M4 and EK-RA4M3 board takes about 3 minutes.) 

 

(Note)  Depending on the evaluation board and program size, it might take a long time to write and 
verify it, then fail to start e2studio project. In that case, once close and start again to complete 
writing by avoiding verification time. 

 

(6) Execute Firmware Update 

While pushing on S1 switch on RA6 board, turning on the power (reset start if using a debugger) will start 
transferring and writing the firmware image via SPI 

 

When data transfer starts, LED1 and LED2 flash alternately, and it stops when data transfer ends. At the 
same time, the operating protocol LED (PROFINET, etc.) turns off. (It takes about 3 minutes.) ) 

When SPI data transfer is complete, R-IN32M3 module firmware is updated. the module cannot respond for 
about 1 minute during updating. When firmware update is complete, the host MCU is automatically restarted. 
Then, the update is completed. 

If the debugger is running, return to top of the program. Press continue button. 

 

 

 

追加 

追加 
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2.3.3.3 Batch File (for reference) 
As explained in Chapter 2.3.3.2, e2studio may fail if the program takes too long to download. This chapter 
shows an example batch program which directly executes J-Link and update firmware of host MCU 
(RA6M3/RA6M4 without e2studio for reference. 

 

Condition 

- For RA6M3 host MCU sample software (uGOAL). 

- /01_pnio project 

- Installed J-Link V6.3 or later in C:/Program Files (x86)/SEGGER/JLink) 

 

How to use 

(1) Build the project to download in advance. 

(2) Place the batch file directly under /GOAL folder. 

In the example, 01_pnio project for RA6M3 is downloaded. If other projects, modify the sample batch 
program according to the path or device instruction of J-Link. 

(3) Double-click the batch file to execute. 

(4) If it succeeds, the message in Figure 2-26 is displayed. 

(5) Turn the power back on, then completed. 

 

Figure 2-26 Log of Batch file execution 
 
<Batch example> 

 
  

 
if exist .\ProgramLoader.Cmd ( 
    del ProgramLoader.Cmd 
) 
echo h>> ProgramLoader.Cmd 
echo r>> ProgramLoader.Cmd 
echo 
loadfile .\projects\mirror_sample\01_pnio\e2studio\ra6m3ek\Debug\mirror_sample__01_pnio
__ra6m3_osless.srec,0x00000000>> ProgramLoader.Cmd 
echo q>> ProgramLoader.Cmd 
"C:\Program Files (x86)\SEGGER\JLink\JLink.exe" -speed 4000 -if SWD -device 
R7FA6M3AH -autoconnect 1 -CommanderScript ProgramLoader.Cmd 
pause 
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3. Host MCU Firmware Update 
This section describes the firmware update of the host microcontroller. The firmware update of the host 
microcontroller is executed via Ethernet (R-IN32M3 Module). 

The update method varies depending on the platform. 

(Note) The sample software for RL does not support firmware updates for the host microcontroller. 

 

3.1 RA microcontroller 
This section describes how to update the firmware of the RA microcontroller. 
RA Sample Application Note [R30AN0398EJ****]) and set up the development environment. 
 

(Note) Updating the firmware of RA microcontrollers assumes that a dedicated program is written in the 
Bootloader area. Since the Bootloader cannot be rewritten via Ethernet, the Initial Firm [Boot 
Program + User Program] must be written in the Flash Writer at the time of product production. 

 
Bootloader sample project: 17_fwup_bootloader 

 
3.1.1 Tool 
A Python script is used to embed the signature data. Please follow the steps below to build a Python 
environment and embed the signature data. 

 
-1. Install Python Ver.3.8.3 or later.  

 
-2. Run Smart configurator of Bootloader project on e2studio 

 

Figure 3-1  Code generation for Bootloader 
 
  

https://www.python.org/downloads/
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-3. Select MCUboot and run [Command Prompt]  

projects\17_fwup_bootloader\e2studio\<DeviceName>\ra\mcu-tools\ 

 

Figure 3-2  Command Prompt 
 
 
-4. Update pip 

Enter the following command to update pip. 

python -m pip install --upgrade pip 

 
-5. Install MCUboot dependencies 

install all MCUboot dependencies by entering the following command line in the command 
window. 

pip3 install --user -r scripts/requirements.txt 

 

If you have more than one Python version installed, make sure the Python version is version 
3.8.3 or later. 
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3.1.2 Preparation for firmware update 
 
3.1.2.1 Bootloader program 

-1. Build Bootloader project 

 

-2. Build User project 
Since the Bootloader does not have a write function, the main program must be programed by 
a flash loader or other means in the initial state (when the main program has not been 
programed). 
 
The projects corresponding to each device/protocol are as follow. 

Device Sample software Project Name 
RA6M3 11_pnio_http 11_pnio_http__ra6m3_osless 

12_eip_http 12_eip_http__ra6m3_osless 

13_ecat_http 13_ecat_http__ra6m3_osless 

RA6M4 11_pnio_http 11_pnio_http__ra6m4_osless 

12_eip_http 12_eip_http__ra6m4_osless 

13_ecat_http 13_ecat_http__ra6m4_osless 
 

 

1) FSP code generate before Build 

 

Figure 3-3  Code Generate 
 

2) Select “DebugFwup” 

 

Figure 3-4  Change Build configuration 
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3) If the build is successful, a user program download file <project name>.bin.signed will be 
generated under the project folder. 
    ex:  projects\11_pnio_http\e2studio\ra6m3ek\DebugFwup 

 

Figure 3-5  bin.signed file 
 

 

-3. Debug 
When debugging a project, the Bootloader and user program must be downloaded at the same 
time, set before debugging. 

 

1) Added setting to load Bootloader in debugger settings * 
     * This setting has already been set in the debugger configuration file of the sample project 
 
Select [Run] > [Debug Configurations …] from menu, and show [Debug Configuration]. 

- Change “Load type” to “Symbols only” 

- Add Bootloader for same device type 

- Set User program area “H’ 18000”  

 

Figure 3-6  debug configuration 
 

2) Run Debug 
Bootloader and user programs are programmed. 
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3.1.2.2 Update User program 
Update the  user programs over the network. 

To update the user program, the Bootloader and user program described in 3.1.2.1 Bootloader program must 
be written beforehand. 

 

-1. Connect with evaluation board via web browser 
The IP address is set to "192.168.0.100" in sample software, connect at http://192.168.0.100. 

 

For EtherCAT, the EtherCAT master must also be configured, see the chapter Web Server 
Function in the RX Sample Application Note [R30AN0399EJ****]). 

 

Figure 3-7  Web browser access 
 

 

-2. Select load module 
Set load module “*.bin.signed” file from [File Select]. 

 

-3. Upload 
Push [UPLOAD] to start the update. The upload will take 1 minutes.  

 

Figure 3-8  Update 
 

 

-4. Reboot 
When the upload is complete, the system is operating with the old firmware. After rebooting, 
the host MCU will operate with the new firmware that has been programed. 

  

http://192.168.0.100/
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3.2 RX microcontroller 
This section describes how to update the firmware of the RX microcontroller. 
RX Sample Application Note [R30AN0399EJ****]) and set up the development environment. 
 

(Note) Updating the firmware of RX microcontrollers assumes that a dedicated program is written in the 
Bootloader area. Since the Bootloader cannot be rewritten via Ethernet, the Initial Firm [Boot 
Program + User Program] must be written in the Flash Writer at the time of product production. 

 
Bootloader sample project: 17_fwup_bootloader 

 

Figure 3-9  Web browser access 
 
 
3.2.1 Tool 
A Python script is used to embed the signature data. Please follow the steps below to build a Python 
environment and embed the signature data. 

 
When updating via Ethernet, the mot file generated by building the application must be converted to a 
downloadable RSU file format. The Renesas Image Generator included in the sample package 
[r18an0064xx01**] is used as a tool to convert the file format. 
 

(Note) The Renesas Image Generator included in the sample package is the host microcontroller 
(R5F566TKADFP) used in the CPU card with SEMB1320 R-IN32M3 module modified to original 
Renesas Image Generator. 
  Original Renesas Image Generator is released: Convert MOT file to RSU | (github.com/renesas) 

 
 

 
  

https://github.com/renesas/mot-file-converter/
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3.2.2 Preparation for firmware update 
To update the firmware of an RX microcontroller, a dedicated program must be programed in the Bootloader 
area. This section describes the method of generating update firmware and the update procedure. 

Sample projects of update firmware are provided for each protocol. 

Protocol Sample project 

PROFINET 11_pnio_http 

EtherNet/IP 12_eip_http 

EtherCAT 13_ecat_http 

Function Sample project 

Bootloader 17_fwup_bootloader 

 
 

3.2.2.1 Bootloader program 
Bootloader and user program programming procedures. 

 

-1. Add Tinycrypt library 

To ensure the integrity of the updated firmware, a digital signature (ECDSA+SHA256) is used for verification. 
The following code must be added to the sample project to perform the verification. 
 
Get it from Github | (github.com/renesas/)  and add it to the lib folder under the bootloader project. 
 

lib folder: 17_fwup_bootloader\tinycrypt\lib\include\tinycrypt 

 

Figure 3-10  Library 
 
 
  

https://github.com/renesas/
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-2. Public key information of key file 

Set the public key information for signature verification in the sample application header file 
[code_signer_public_key.h]. 
 
 
Key creation with OpenSSL 
Refer to the explanation below on how to create the file. 

  Key creation with OpenSSL | (github.com/renesas/) 

 
After creation, public keys and private keys are generated in the files secp256r1.publickey and 
secp256r1.privatekey, respectively. 

 

Figure 3-11  Key pair 
 

 

-3. Run Build 

Build the Bootloader project. 
 
 
-4. Programing Bootloader 

Start the debugger. To continue writing the user program, stop debugging with the stop button, etc., and 
proceed to the next step. 
 
 
-5. Run User program 

When the program download is complete, select the [Resume] button to run the program. 
 
 
  

https://github.com/renesas/amazon-freertos/wiki/OTA%E3%81%AE%E6%B4%BB%E7%94%A8#openssl%E3%81%A7%E3%81%AEecdsasha256%E7%94%A8%E3%81%AE%E9%8D%B5%E3%83%9A%E3%82%A2%E7%94%9F%E6%88%90%E6%96%B9%E6%B3%95
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3.2.2.2 Generate user program for updating 
This section describes the generation of the update firmware RSU file for the user program. 

 

-1. Generate mod file 

To generate updated firmware, generate a file in Motorola format (*.mot) when building the project. 

 

Figure 3-12  Build mod file 
 
 

-2. RSU file Conversion 

Convert the generated mot file to RSU file using Renesas Image Generator. 

 

 

Figure 3-13  RSU conversion [Renesas Image Generator] 
 
  

①  
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① Select [Update Firm]  

② Select [RX66T Flash(Code=1MB, Data=32KB)/SecureBootloader=64KB]  

③ Select [sig-sha256-ecdsa] 

④ Configuration of secp256r1.privatekey create in 3.2.2.1 

⑤ Set any value 

⑥ Set mod file generated in -1. 

 
After pressing the Generate button, the message "generate succeeded" will be displayed if the RSU file is 
successfully generated. 
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3.2.2.3 Update User program 
Update the user program via the network. 

To update the user program, the Bootloader and user program described in 3.2.2.1 Bootloader program must 
have been written beforehand. 

 

-1. Connect with evaluation board via web browser 
The IP address is set to "192.168.0.100" in sample software, connect at http://192.168.0.100. 

 

For EtherCAT, the EtherCAT master must also be configured, see the chapter Web Server 
Function in the RX Sample Application Note [R30AN0399EJ****]). 

 

Figure 3-14  Web browser access 
 

 

-2. Select RSU file 
Set the RSU file generated by Renesas Image Generator from the [Select File]. 

 

-3. Upload 
Push [UPLOAD] to start the update. The upload will take 1 minutes.  

 

Figure 3-15  Update 
 

 

-4. Reboot 
When the upload is complete, the system is operating with the old firmware. After rebooting, 
the host MCU will operate with the new firmware that has been programed. 

 
  

http://192.168.0.100/
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General Precautions in the Handling of Microprocessing Unit and Microcontroller 
Unit Products 
The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the 
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products. 

1. Precaution against Electrostatic Discharge (ESD) 

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps 

must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be 

adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity. 

Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and 

measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor 

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices. 
2. Processing at power-on 

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of 

register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset 

pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins 

in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the 

level at which resetting is specified. 
3. Input of signal during power-off state 

Do not input signals or an I/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O 

pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal 

elements. Follow the guideline for input signal during power-off state as described in your product documentation. 
4. Handling of unused pins 

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are 

generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of 

the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal 

become possible. 
5. Clock signals 

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program 

execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator 

during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal 

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable. 
6. Voltage application waveform at input pin 

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between VIL 

(Max.) and VIH (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the 

input level is fixed, and also in the transition period when the input level passes through the area between VIL (Max.) and VIH (Min.). 
7. Prohibition of access to reserved addresses 

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these 

addresses as the correct operation of the LSI is not guaranteed. 
8. Differences between products 

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems. 

The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms 

of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values, 

operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product. 
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