LENESAS Application Note

Renesas Synergy™ Platform
Wi-Fi Framework

Introduction

This document enables you to effectively use the Wi-Fi framework module in your own design. On
completion of this guide, you will be able to add the Wi-Fi framework module to your design, configure it
correctly for the target application, and write code using the included application example code as a
reference and an efficient starting point. For advanced API descriptions and more complex application
projects, see the Renesas Synergy™ Knowledge Base in the References section of this document. These
valuable resources demonstrate how to create more complex designs.

The Wi-Fi framework provides generic application interface for Wi-Fi modules with or without on-chip
networking capability. Currently, only Qualcomm GT202 is supported. The Wi-Fi framework communicates
through SP1 with the underlying GT202. This application project provides general guidance on how to
integrate a new Wi-Fi module.

Required Resources
To build and run the Wi-Fi framework application example, you need:

e Renesas Synergy™ SK-S7G2 or PK-S5D9 kit

e e?studio ISDE v7.5.1 or later, or IAR Embedded Workbench® for Renesas Synergy™ v8.23.3 or later

e Renesas Synergy™ Software Package (SSP) v1.7.0 or later, or Synergy Standalone Configurator (SSC)
v7.5.1 or later

e Serial Port Terminal such as Tera Term installed on your PC

e SEGGER J-Link® USB driver

e Qualcomm GT202 PMOD module

e Micro USB cables

o A Wi-Fi router of 2.4 GHz bandwidth, with DHCP server capability to be used as an access point

o All the required Renesas software from the Renesas Synergy Gallery
(www.renesas.com/synergy/software).

Prerequisites and Intended Audience

This application project assumes you have some experience with the Renesas e? studio ISDE and Synergy
Software Package (SSP). Before you perform the procedure in this application note, follow the procedure in
the SSP User Manual to build and run the Blinky project. Doing so enables you to become familiar with the
e? studio and the SSP, and to ensure that the debug connection to your board functions properly. In addition,
this application project assumes you have some knowledge on Wi-Fi and its communication protocols.

The intended audience are users who want to develop applications with Wi-Fi interface using Synergy
S3/S5/S7 MCU Series.
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1. Wi-Fi Framework Module Overview

Wi-Fi is a technology for wireless local area networking with devices based on the |[EEE 802.11 standards.
Wi-Fi networks are created using radio frequency technology to transfer data between sender and receiver.
Wi-Fi most commonly uses the 2.4 GHz (12 cm) UHF and 5 GHz (6 cm) SHF ISM radio bands.

The Synergy Software Package (SSP) includes a Wi-Fi framework that enables the creation of Wi-Fi
application using a generic API interface, implemented on a Wi-Fi device driver provided by Wi-Fi vendors.
This section introduces the Wi-Fi framework basic blocks and key features and enables you to determine
whether the intended Wi-Fi application is supported by the Synergy Wi-Fi framework at a higher level.

Note: In this example application project, the GT202 Pmod module only supports 2.4 GHz bandwidth.

1.1 Wi-Fi Framework Module Architecture
Figure 1 provides an overview of the Synergy Wi-Fi framework layered architecture:

e The Wi-Fi framework includes the enclosed five blocks in the middle of the architecture graph: NSAL,
Wi-Fi Framework API, Wi-Fi On-chip Stack API, BSD Socket API, and the Wi-Fi Device Driver Interface.
e The vendor-provided Wi-Fi device drivers are included in the SSP package under SSP_Supplemental.

Application

| Netx ] Path 1 ' | Path 2
-~

Wi-Fi: Framework

Wi-Fi " i Wi-Fi on-chip BSD Socket

| | B Framework API i stack API AP|

RTOS

Wi-Fi Device Driver Interface

Wi-Fi Device Driver(s) (S5P Supplemental)

i

HAL Drivers

BSP

Figure 1. Wi-Fi framework organization, options, and stack implementations

The Wi-Fi framework implementation allows Wi-Fi modules, with or without on-chip networking stack
support, to be integrated with the SSP low-level support blocks.

e Path 1: Using the NetX™/NetX Duo™ NSAL, in addition to the Wi-Fi framework APIs blocks (see
Figure 1).

Note: For simplicity in this document, NetX refers to both NetX and NetX-Duo when applicable to both.
e Path 2: Using on-chip networking stack support API and the BSD Socket APIs (see Figure 1).

Sections 1.1.1 to 1.1.5 describe the building blocks essential to Wi-Fi application creation.
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1.1.1 Synergy Wi-Fi Framework Application Interface

Generic APIs provided by the Wi-Fi framework are used to configure and provision the interface as an
Access Point (AP) or as a client, and also perform data transfers. For Wi-Fi framework APIs details, see
section 3.1.

1.1.2 Network Stack Abstraction Layer (NSAL)

e The Wi-Fi framework provides a network stack abstraction layer (NSAL), which is used to manipulate
data frames of the MAC layer with Wi-Fi framework APIs.

o The NSAL implements the network device driver interface for the NetX IP stack, which allows the physical
network interface (that is, the MAC layer implementation) to be retargeted for Wi-Fi, instead of the internal
MAC interface for the wired Ethernet port.

e For details on NSAL interface function calls, see section 3.1.3.

1.1.3 SSP HAL Interface

e The HAL interface implements SSP HAL components used by the Wi-Fi module for lower level
communication with the Synergy MCU

e This implementation is specific to the Wi-Fi module that uses different HAL components such as the SPI,
ICU, IOPORT, SDMMC, and DTC

e For details on the HAL interface APIs, see the SSP User’s Manual. With the Wi-Fi framework, access to
these HAL drivers from the application is not required.

1.1.4 Socket Interface

e Socket APIs provide an interface to the application used with BSD Socket APIs

e Socket APIs require the Wi-Fi module/driver to support the on-chip networking stack and BSD Socket
APIs. When the application uses these APIs, it is using the on-chip networking stack present on the Wi-Fi
chipset, and is not using NSAL or the networking stack running on the Synergy MCU.

¢ NetX applications, such as DHCP and DNS, cannot be used with the Wi-Fi on-chip networking stack.

e For details on Socket APIs, see section 3.3.

1.1.5 On-chip Stack Interface

e On-chip stack APIs are an interface to the application configuring the IP address of the module and
start/stop DHCP server, when configured in AP mode.

e On-chip stack APIs use the networking stack running on the Wi-Fi chipset. Similar to Socket APIs, the
use of on-chip stack APIs and NSAL are mutually exclusive.

e The on-chip stack’s capabilities depend on the Wi-Fi module used and may not be supported across
different vendor modules.

e For on-chip stack API information, see section 3.2.

1.2 Wi-Fi Framework Module Features
The following features are provided in the Path 1 and Path 2 implementation.

1.2.1 Path 1: Wi-Fi Framework Features using NetX and NASL

Path 1 uses the NetX for networking support. This path uses the network stack abstraction layer (NSAL) to
implement the generic MAC layer, making use of Wi-Fi framework APIs. This path enables you to develop
application code without getting into details of the Wi-Fi module device driver.

Using NetX and NASL:

¢ Allows the same application code to be used across different Wi-Fi modules that support Path 1

o Allows easy migration of the Ethernet-based application to a Wi-Fi based application. Once the NetX
device driver and the Wi-Fi framework are swapped, existing NetX applications should work as they did
previously. Add a call from the application to set the Wi-Fi provisioning.

¢ Includes the flexibility to debug and fine-tune the application and TCP/IP stack as required by the
application.

The current NSAL implementation only provides NetX NSAL. Adding support for a new network stack
requires implementing the appropriate NSAL.
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1.2.2 Path 2: Wi-Fi Framework Features using the On-Chip Networking Stack Support
Using the on-chip networking stack provides the following:

e It is beneficial when using MCUs with a small memory footprint

o Offers BSD sockets that interface to create socket-based applications with the on-chip TCP/UDP

o Offers an option to integrate third-party application protocols on top of the TCP/IP, such as MQTT and
COAP, without using the NetX stack.

1.2.3 Additional Features if Supported by the Wi-Fi Module or Wi-Fi Module Driver

The following features are supported by the framework only if they are supported by the Wi-Fi module or
Wi-Fi module driver:

Access Control List Management — Allows application to control which devices can be connected to an
access point

Multicast Filter List Management — Allows application to join or leave multicast group

2. Wi-Fi Framework Module Operational Overview

The following operational overview describes a typical Wi-Fi application used to initialize the Wi-Fi module,
and Wi-Fi packet transmission/reception using NetX and on-chip network stack support.

2.1 Wi-Fi Module Operational Overview using NSAL and NetX (Path 1)
In Path 1 operation, the application uses NSAL and NetX to establish the Wi-Fi module network application.

2.1.1 Initialization using NetX
The Figure 2 flow chart and following steps illustrate the Wi-Fi module initialization:

1. Create a NetX IP instance in the Synergy configurator.

2. Add the NetX Port using the Wi-Fi framework in the Synergy configurator, and then provide any low-level
dependencies and configuration.

3. Generate the Project Content and build the project.

4. While running, the SSP generated code calls nx_ip_create.

5. nx_ip_create calls the NetX NSAL driver entry point.

6. The NSAL driver entry point calls the Wi-Fi framework open() function.

7. Wi-Fi framework open() function calls the Wi-Fi device driver open() function to initialize and enable
the Wi-Fi module.

8. nx_ip_interface_status_check API is called and waits for the NX_IP_L INK_ENABLED status to

be set.
9. On successful completion, the Wi-Fi module is ready for scan and provision.
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User creates NetX IP instance and Wi-Fi Framework with the SSP
Configurator and provides proper settings from the configurator,
Generates Project Content, build, and run the project

|

SSP generated code calls nx_ip_create

|

nx_ip_create calls NetX NSAL's driver entry point

I

NSAL’s driver entry point calls the Wi-Fi framework open()
function

!

Wi-Fi framework open() function calls Wi-Fi device driver open
functions to initialize/enable Wi-Fi module

}

Add call to wait for the NX_IP_LINK_ESTABLISHEd status on the
nx_ip_interface

I

WiFimodule is ready for scan/provision

Figure 2. Wi-Fi module initialization with NetX path

2.1.2 Wi-Fi Packet Transmission using NetX

The following general steps and the Figure 3 flow chart illustrate the Wi-Fi module packet transmission using
NetX:

1.

© N ORWDN

SSP-generated code initializes the NetX packet pool.

Wi-Fi module is initialized and enabled.

User application code provisions the Wi-Fi module.

User application code calls the NetXs TCP/UDP Socket Send API.

NetX Send API calls the NSAL driver entry point for package transmission.

NSAL driver entry point calls the Synergy Wi-Fi Framework Transmit API function.

Synergy Wi-Fi framework Transmit API function calls the Wi-Fi device driver Transmit API function.
Wi-Fi device driver transmits the user data.
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User creates NetX IP instance and Wi-Fi Framework with the SSP
Configurator and provides proper settings from the configurator,
Generates Project Content, adds needed user application calls,

builds, and runs the project.

v

SSP generated code initializes the NetX/NetX-Duo package pool

!

User application code provisions the Wi-Fimodule using Synergy
Wi-Fi Framework APls

v

User application code calls NetX/NetX-Duo's TCP/UDP socket
send API

¥

NetX/NetX-Duo’s send API calls the NSAL's driver entry point for
package transmission

v

NSAL’s driver entry point calls the Synergy Wi-Fi framework’s
transmit function

!

Synergy Wi-Fi framework’s transmit function calls the Wi-Fi
device driver transmit function

-

Wi-Fi device driver transmits the user data

+

Wi-Fi module is ready for scan/provision

Figure 3. Wi-Fi module data transmission with NetX path

2.1.3 Wi-Fi Packet Reception using NetX

The following general steps and the Figure 4 flow chart illustrate the Wi-Fi module packet reception using
NetX:

1. Wi-Fi packet reception starts from the Wi-Fi device driver interrupt service routine.
2. Once the packet is received, the receive callback function of the Wi-Fi device driver transfers the receive
data to buffer and initiates the Wi-Fi framework receive callback function.

3. The Wi-Fi framework receive callback function calls the NSAL receive callback function.
4. The NSAL receive callback function calls the NetX deferred receive processing callback.
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builds, and runs the project.

User creates NetX |IP instance and Wi-Fi Framework with the SSP
Configurator and provides proper settings from the configurator,
Generates Project Content, adds needed user application calls,

v

Wi-Fi packet received Interrupt Service Routine is triggered

v

No

Yes /\
Wi-Fi packet /

received?

A

A

Wi-Fi device driver’s receive callback function is
initiated

h 4

Handle events and errors

A

Wi-Fireceive callback

Wi-Fi device driver’s receive callback function
passes the data into buffer and calls the Synergy

NSAL receive callback if NSAL is used

function, which will be

'

NSAL receive callback calls the NetX/NetX-Duo
deferred processing callback

v

Receive complete

h 4

Wi-Fi driver ISR Ends

Figure 4. Wi-Fi module packet reception with NetX path

2.2 Wi-Fi Application Operation using On-Chip Networking Stack (Path 2)
The following general steps and the Figure 5 flow chart illustrate the Wi-Fi module operation using On-chip

networking stack (Path 2):

©NOoOORWDE

module.

User application creates the Wi-Fi provision structure.
User application calls the BSD Socket interface API to open the on-chip networking stack.

The BSD Socket interface open API internally calls the on-chip stack support open API function.
The On-chip stack support API calls the Wi-Fi framework open function to enable the Wi-Fi module.
User application scans and provisions the Wi-Fi module.
User application calls the on-chip network stack APIs to configure the IP address.

User application calls the standard BSD Socket APIs to communicate with the Wi-Fi module.

On completion, the user application codes call the BSD Socket interface close function to close the Wi-Fi
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User creates BSD Socket Stack, On-Chip Networking Stack, Wi- l

Fi Device driver with the SSP configurator and provides proper

settings from the configurator, Generates Project Conten, adds User application function calls the On-Chip IpAddressCfg function
needed user application calls, builds and runs the project. to configure the IP address

I :

User application function calls the BSD Socket APIs to
communicate over the sockets

] !

User application code creates the Wi-Fi provision structure

User application code calls the Socket API open function User application function C?lls t?e BSD Socket interface close
unction
BSD Socket API open function calls the On-Chip Stack interface The BSD Socket interface close function calls the On-Chip Stack
open function interface close function
The On-Chip Stack API open function calls the Wi-Fi Framework The On-Chip Stack interface close function calls the Wi-Fi
open function and enable the Wi-Fi module framework close functions which disables the Wi-fimodule

] l
User application function calls Wi-Fi framework scan function to
get the available SSIDs

T

On-Chip Network On-Chip stack usage finished

¥

User application function calls Wi-Fi framework provisioningSet
API function to provision the Wi-Fi module

|

Figure 5. Wi-Fi operational flow with On-chip networking stack support

2.3 Wi-Fi Framework Module Important Operational Notes and Limitations
2.3.1 Wi-Fi Framework Module Operational Notes

The Wi-Fi module has various parameters as specified by 802.11 standards. It is possible that individual
device drivers and Wi-Fi chipsets might not support the configuration of all the functions.

For the Wi-Fi interface to become active, at minimum configure the channel, Service Set Identifier (SSID),
security scheme, and security credentials.

Current NSAL implementation includes support for NetX (IPv4) and NetX-Duo (IPv6). NetX and NetX Duo
support IPv4; however, NetX Duo also supports IPv6. Adding support for a new network stack requires
implementing the appropriate NSAL.

For the security setting, WEP keys can be entered in either ASCII or Hex format and configured to use
either 40-or 104-bit keys. WEP key has a 24-bit initialization vector, in addition to the secret key. The key
depends on the vendor; 64-bit WEP keys can be referred to as 40-bit keys, and 128-bit WEP keys can be
referred to as 104-bit keys. The Wi-Fi framework accepts 1 to 4 WEP keys of a specific format and type.
In the provisioning structure, you must fill the security type as SF_WIFI_SECURITY_TYPE_WEP, and at
least one (maximum is four) WEP key in the key buffer.

2.3.2 Wi-Fi Framework Module Limitations

The Wi-Fi framework does not support the Synergy S1 MCU Series due to memory constraints.

There is a bug in this version of the Wi-Fi framework. When the NetX and NSAL path is selected, the
Synergy configurator disables the on-chip networking stack setting by default. Currently, the Synergy
configurator still allows the enabling of the On-chip Networking Stack support. For more information on
this issue, see the SSP v1.4.0 Release Note.

For Wi-Fi modules using RSPI, the DTC components are auto-filled as the dependencies for RSPI. When
DTC is used with RSPI, 32-bit transfers are required. However, your Wi-Fi module (such as the GT202)
vendor code might support 8-bit or 16-bit transfers only. In this case, the DTC component must be
removed.

3. Wi-Fi Framework Module APIs Overview

The Wi-Fi framework module APIs can be used in Path 1 and Path 2, and in the Wi-Fi On-chip stack support
APIs; in addition to the Wi-Fi Socket APIs.
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3.1 Wi-Fi Framework APIs calling through the NetX (Path 1)

The Wi-Fi Framework APIs that apply to the NetX implementation in Path 1 are covered in the following
subsections. The sf_wifi_api -h header file includes all the structures and APIs that are defined in the
SSP User’'s Manual API References for the associated module. These data structures are normally
generated by the Synergy Configurator using the properties sheet filled in by the user.

3.1.1 Synergy Wi-Fi Framework Instance

The application must define the Synergy Wi-Fi framework instance before using it. The Synergy Wi-Fi
framework instance refers to the Wi-Fi module specific control data, configuration data, and APIs. The
application uses this instance to perform operation on Wi-Fi module.

Figure 6 shows members of the Synergy Wi-Fi framework instance (s¥_wifi_instance_t). The instance
is generated when user provides the Name property in the Synergy configurator for the Wi-Fi module.

/** This structure encompasses everything that is needed to use an instance of this
interface. */

typedef struct st_sft _wifi_instance

{

st wifi_ctrl_t * p_ctrl; ///< Pointer to the control structure for
this instance

st wifi_cfg_t const * p_cfg; ///< Pointer to the configuration structure
for this instance

st_wifi_api_t const * p_api; ///< Pointer to the APl structure for this
instance

} st _wifi_instance_t;

Figure 6. Wi-Fi framework instance

3.1.2 Synergy Wi-Fi Framework APIs

The Wi-Fi framework module defines APIs such as open, close, provision, transmit, and scan related to the
Wi-Fi operation.

3.1.2.1 Structures used in Wi-Fi Framework APIs

From a higher level, these are the structures used in the Wi-Fi framework APIs and these structures have
their own elements defined as structures in many cases. Some basic data structures used in the Wi-Fi
framework are given. All structures and APIs described here are defined in the header file sF_wifi_api -h.

e Wi-Fi control parameter structure s wifi_ctrl_t
This control parameter structure is the pointer to the user-provided storage for the Wi-Fi module control
structure and can be an input or output of the Wi-Fi framework API, depending on how the API uses it.

/** WiFi1i Framework control structure */
typedef struct st sf wifi ctrl
{

/** Storage for information needed for each WiFi device driver in the system.

veoid * p driver handle;

} sf wifi ctrl t;

Figure 7. Wi-Fi framework control structure

e Wi-Fi configuration parameter structure s wifi_cfg_t
This configuration parameter structure is the pointer to the user-defined Wi-Fi module configuration
structure and is an input to several of the APIs as described in the section that follows.
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/** Define the WiFi configuration parameters */

typedef struct st sf wifi cfg

{

uint8 t mac_addr[é]; // /< MBC
address of WiFi Device

sf wifi interface hw mode t hw_mode; /1<
Modulation type: 1lla/b/g/n

uint8 t tx_power; ///< sets
transmit power in dBm

sf wifi rts t rts; /<
RTS/CTS handshake flag

uintlé t fragmentation; /1<
Fragmentation threshold

uint8 t dtim; /1<
Delivery traffic indication message interval

sf_ wifi high throughput t high throughput; ///< High-
throughput mode. Only valid for 802.11n

sf wifi preamble t preamble; /1<
Preamble type

sf wifi wmm t WInm ; ///< WiFi
Multimedia Mode flag. If enabled, also requires

uint8 t max stations; /1<
Maximum permitted stations. Valid in AP mode only.

sf wifi ssid broadcast_t ssid broadcast; ///< ssID
broadcast flag. Valid in AP mode only.

sf wifi access control t access_control; // /< Mode
of access control MAC list

uint32 t beacon; ///< Beacon
interval. Valid in AP mode only

uint32 t station inactivity timeout; ///<
Station inactivity timeout value. Valid in AP mode only.

sf wifi wds t wds; ///< wWDS
flag. valid in AP mode only.

void * p buffer pool rx; /1<
Pointer to Network stack Rx buffer pool

sf wifi mandatory high throughput t req high throughput; ///< only

allow HT mode. Valid in AP mode only

void (*p callback) (sf wifi callback args t * p args);

to callback function

///< Pointer

void const * p context; ///< User
defined context passed into callback function
void const * p extend; /1<

Instance specific configuration

} sf wifi cfg t;

Figure 8. Wi-Fi framework configuration structure
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e Wi-Fi Framework API structure st _wifi_api_t
This structure includes all the Wi-Fi framework API function pointers.

/** Framework API structure. Implementations will use the following API. */
typedef struct st sf wifi api
{

ssp_err t (*open) (sf wifi ctrl t * p ctrl, sf wifi cfg t const * const
p_cfq):

ssp_err t (*close)(sf wifi ctrl t * const p ctrl);

ssp_err t (*multicastListAdd) (sf wifi ctrl t * const p ctrl, uint8 t const *
const p mac_addr);

ssp_err t (*multicastListDelete) (sf wifi ctrl t * const p ctrl, uint8 t
const * const p mac_addr);

ssp_err t (*statisticsGet) (sf wifi ctrl t * const p ctrl, sf wifi stats t *
const p wifi device stats);

ssp_err t (*transmit) (sf wifi ctrl t * const p ctrl, uint8 t * const p buf,
uint32 t length);

ssp_err t (*provisioningSet) (sf wifi ctrl t * const p ctrl,
sf wifi provisioning t const * const p wifi provisioning);

ssp_err t (*provisioningGet) (sf wifi ctrl t * const p ctrl,
sf wifi provisioning t * const p wifi provisioning);

ssp_err t (*infoGet) (sf wifi ctrl t * const p ctrl, sf wifi info t * const
p_wifi info);

ssp_err t (*scan) (sf wifi ctrl t * const p ctrl, sf wifi scan t * const
p_scan, uint8 t * const p cnt);

ssp_err t (*ACLAdd) (sf wifi ctrl t * const p ctrl, uint8 t const * const
p_mac) ;

ssp_err t (*ACLDelete) (sf wifi ctrl t * const p ctrl, uint8 t const * const
p_mac) ;

ssp_err t (*macAddressGet) (sf wifi ctrl t * const p ctrl, uint8 t * const
p_mac) ;

ssp_err t (*macAddressSet) (sf wifi ctrl t * const p ctrl, uint8 t const *
const p_mac);

ssp_err t (*versionGet) (ssp _version t * const p version);

} sf wifi api t;

Figure 9. Wi-Fi framework API structure

Refer to the Wi-Fi framework module in the SSP User's Manual. The API References section describes
operations and definitions for function data structures, typedefs, defines, API data, API structures, and
function variables, including:

e Wi-Fi Statistic and error counters structure for this IP instance s wifi_stats t

e Wi-Fi Framework scan structure s _wifi_scan_t

e Wi-Fi Framework access control mode structure s _wifi_access_control_t

e Wi-Fi IP address structure st _wifi_ip_addr_t

¢ Wi-Fi module device level information structure s wifi_info_t

e Wi-Fi provisioning parameter structure st _wifi_provisioning_t
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3.1.2.2 Wi-Fi Framework APIs

Table 1 shows a complete list of the available APIs, an example API call, and a brief description of API
inputs/outputs. The examples assume the name of the Wi-Fi module is g_sf wifi0 that is user-provided in
the Synergy configurator.

Table 1. Wi-Fi framework module APl summary table

Function Name

API| Prototype and Description

.open ssp_err_t (*open) (st _wifi_ctrl_t * p_ctrl, sf_wifi_cfg_t const *
const p_cfg);
The open APl initializes the Wi-Fi driver configuration, enables the driver link, enables
interrupts, and makes the device ready for data transfer.
[in,out]
p_ctrl see st wifi_ctrl_t
[in]
p_cfg see st wifi_cfg_ t
.Cclose ssp_err_t (*close) (st wifi_ctrl_t * const p_ctrl);
The close API de-initializes the network interface and can put it in low power mode or
power it off. This API closes the Wi-Fi device driver, disables the driver link, and disables
the interrupts.
[in, out]
p_ctrl see st wifi_ctrl_t
.infoGet ssp_err_t (*infoGet)(sf wifi_ctrl_t * const p_ctrl,
st wifi_info_t * const p wifi_info);
The infoGet API acquires the Wi-Fi module information.
[in]
p_ctrl see st wifi_ctrl_t
[in, out]
p_wifi_info pointer to the user-provided storage for the Wi-Fi module configuration
structure.
.StatisticsGet ssp_err_t (*statisticsCGet) (st wifi_ctrl_t * const p_ctrl,
st wifi_stats t * const p_wifi_device_ stats);
The statisticsGet API gets the interface statistics.
[in]
p_ctrl see st wifi_ctrl_t
[in, out]
p_wifi_stats pointer to the user-provided storage for the Wi-Fi module statistics structure.
transmit ssp_err_t (*transmit) (st wifi_ctrl_t * const p_ctrl, uint8 t *

const p_buf, uint32_t length);

The transmit API passes the packet buffer to the Wi-Fi driver for transmission.
[in]

p_ctrl see st wifi_ctrl_t

p_buf pointer to the network packet buffer

length is length of network packet

.provisioningGet

ssp_err_t (*provisioningGet) (st wifi_ctrl_t * const p_ctrl,

st _wifi_provisioning_t * const p_wifi_provisioning);

The provisioningGet API gets the Wi-Fi module provisioning.

[in]

p_ctrl see st wifi_ctrl_t

[in, out]

p_wifi_provisioning pointer to the user-provided storage of the Wi-Fi module provision
structure.
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Function Name

API Prototype and Description

.provisioningSet

ssp_err_t (*provisioningSet)(sf wifi_ctrl_t * const p_ctrl,

st _wifi_provisioning_t const * const
p_wifi_provisioning);
The provisioningSet API sets the Wi-Fi module provisioning which configures the module
in AP or client mode.
[in]
p_ctrl see st wifi_ctrl_t
p_wifi_provisioning pointer to the Wi-Fi module provision structure.
Note: After the Wi-Fi device is provisioned in any mode, to switch to another mode,
close the application and open it again. For example, if the Wi-Fi device is first
provisioned in AP mode, to switch to the station mode, the application code must call the
close() function to de-initialize it and call the open() function again to initialize it. To
set to station mode, call the provisioningSet() function. The same applies for
switching from station to AP mode.

.scan

ssp_err_t (*scan)(sf _wifi_ctrl_t * const p_ctrl, sf wifi_scan t *
const p_scan, uint8 t * const p_cnt);

The scan API scans the available SSIDs, that is, the access points in range.

[in]

p_ctrl see st wifi_ctrl_t

[in, out]

p_scan pointer to the caller-provided Wi-Fi module scan structure that holds the scan
result. The caller must ensure that adequate space is available to hold the scan results.
p_cnt pointer to the variable, specifying the maximum number of SSIDs to scan; it is
updated to the number of actual SSIDs scanned by the device.

.ACLAdd

ssp_err_t (*ACLAdd) (st wifi_ctrl_t * const p_ctrl, uint8_t const
* const p_mac);

The ACLAdd API adds the given MAC address to the access control list.

[in]

p_ctrl see st wifi_ctrl_t

p_mac pointer to the Wi-Fi module MAC address structure.

.ACLDelete

ssp_err_t (*ACLDelete) (st wifi_ctrl_t * const p_ctrl, uint8_t
const * const p_mac);

The ACLDelete API deletes the given MAC address from the access control list.
[in]

p_ctrl see st wifi_ctrl_t

p_mac pointer to the Wi-Fi module MAC address structure.

.multicastListAdd

ssp_err_t (*multicastListAdd) (st wifi_ctrl_t * const p_ctrl,
uint8_t const * const p_mac_addr);

The multicastListAdd APl adds the given MAC address to the multicast filter list.
[in]

p_ctrl see sf wifi_ctrl_t

p_mac_addr pointer to the Wi-Fi module MAC address structure.

.multicastListDel
ete

ssp_err_t (*multicastListDelete) (st wifi_ctrl_t * const p_ctrl,
uint8_t const * const p_mac_addr);

The multicastListDelete API deletes the given MAC address from the multicast filter list.
[in]

p_ctrl see st wifi_ctrl_t

p_mac_addr pointer to the Wi-Fi module MAC address structure.
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Function Name | API Prototype and Description

.macAddressGet | ssp_err_t (*macAddressGet) (st wifi_ctrl_t * const p_ctrl, uint8_t
* const p_mac);

The macAddressGet API acquires the MAC address of the Wi-Fi module.

[in]

p_ctrl seesf wifi_ctrl_t

[in,out]

p_mac user-provided pointer to the