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GE1) AEHITEEBMEFIRLE-SEEHTT . NBICHEN DSBS EICITEEBREEBELET . ERIZE-TIX
HEMRDON—avhNEHIN, AELNEHL->TWSIEELAHYET . BARERIE. SERELTTHERADS
ZEBHBLVCERLGZARIZDOVTIEESZBIRORF 1AV MES BN,

E 5 (Introduction)

CORF AT, % 27T —kO—% (Secure Bootloader) DAV Ab— )L, A—HF7 T )5r—30DE Y
O—KF., BRFA#7TIr—2a> OEHEHEDH. Synergy Boot Manager (F—hIR—T %) Y 1—a &3
TE5HEEHBALET . COAV AL —2a V(& BEFED Renesas 777027 )L T—RE—F (factory serial
boot mode) #FE AL TI—,A—FZEZAVA—ILT BIEM, T7—LDTTEIRZ2Y (Mastering: T2 ILE
BEITHIETHY—ILP. T—rA—F GEHE. B, 12— 7TV r—2avxdooa0—r5Y—ILLEFh
F9, TOCRORETIE. EX 27T —rO—HFIZ7IERTEEHDTSV a7 IR 914K (flash access
window: FAW)Z0OvJ L., TN U LD EBFEFAIREICLET . TORE. T—rO—F[IEZRIZ. FEDEBEOE
= (root of trust) [THY  EEESNET7— LI T DHET T BL5121EYET, FSPR EvbELybd 5 (L I
RETD) ZET. TNAARADTHRAEBICHhEY T —rO—45%20v0FTEHIELTEZTIN, CSTIRHIDTEDE=O
2. ZOEYrEIEYRLFERB A, CNIZKYBEER—FDUEYL TSV 1 BEZTAHNTESLO . COTEEE
BEERTLEY., HER—FZtOAETHERLIZYITZIENTEET . Ff-. BLHEDHRET —20. ThdD
F—RIZT7 AT ZA—FEEEZRILI=AT) BT AN BT B1=8H(Z. 52T+ MPU(Security MPU) &
RETAHCELTEET, —HORBIISYETS (wrapped) Sh, R7EFESH. MPU [CKYREShET,

X AT T IR —DYDT7—FTIUFvIZETHEB L. [Synergy Secure Boot Manager Architecture ]
(Synergy ¥ a7 IT—rIR—T T —FTIF¥) X2 AVMESRLTZEL,

FHRTINAR
PK—S5D9
AV RP—ILIZHBEL0D -

1. 2 K x USB Type-A mi5> Micro-B ~NDE#/r—T )L, T—hAU 371 —REBRER A,
2. 2 {8 x USB n5 RS232 LT IL TTL ~ADE#]T—T )L,

R12AN0093JU0102 Rev.1.02 Page 1 of 34
2019.10.10 RENESAS



Renesas Synergy™ 75vh 74 —LA XTI R—Tx
B R
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2. FHEV IO T DOfEE (Extract Evaluation SOftWare) ..........cocveeeveeiieeceeeeieeee et 4
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(60T -1 =) ) ISP PSPPI 17
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6.3  T/NARMD)T—F(DEVICE REDOOL) ...ocviuieviieiiiietisieite ettt st sa st sse e te e sesese e 20
7. ROFNEINEXE STEPS) eveviveireeeieeeete ettt ettt et et e et ettt et e e teste e et eetesteeseenseeseereareansenns 20
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7.2 FHED) Yk (RESEt the EVAIUALION) ..c.oovcviiciiiciieieieeteie ettt sttt n s e 20
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ST I o AN L A 0 =Y TUTe o 13T ) R 27
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=

AT LER (System Requirements)

e PC &% :Microsoft® Windows® 10, 2.0 GHz LA L TEIMET B Intel® Core™ J73TOtvH (FIERZFDTA
). 8 GB MAE!, 1TB /N\—F T RUFEF=I& SSD. 4 {ED USB 2.0 ZEHR—k,

e Renesas e?studio #figV')1—avEA#ERE (ISDE),

e Renesas Synergym Y7k 7/\v— (SSP) v1.4.0,

e VS2008 S84 LDAAR—JL:Windows Desktop Utilities Z3E173 %71=8IZ. Microsoft Visual C++ 2008
BaEfarge/ w4 — (redistributable) DAV A= LB B LR D ZENHYET , fa
NSEDA—TA)T4HELNGEE . Microsoft 32 Ewk (x86) KU 64 Ewk (x64) Windows /37— D H
ARDB, SNEDNYTF—DF A HDUA—RTEETS,
https://www.microsoft.com/en-us/download/details.aspx?id=29
https://www.microsoft.com/en-us/download/details.aspx?id=15336

o TOHSIUHTABTT—R J5 [ZHERRT BRI, hitps://www.renesas.com/en-eu/products/software-
tools/tools/programmer/renesas-flash-programmer-programming-gui.html#downloads A\, Renesas
Flash Programmer V3 4 A—KL, AV RA—ILLET , COY—ILIE, USB T/INA RA BT —RER
HLTIA/0a bA—5RED TSV A AT ICTOT S LFEEA—RT5OIBEBERRSAN\EA(UR
r—ILLET,

e Gearmo USB-TTL #—7J /L : hitps://www.gearmo.com/shop/usb-to-3-3v-ttl-pin-header-cable-gm-ttI3vt/,

2. FMEY IR T DOfEE (Extract Evaluation Software)

SHEY k97X, SecureBootManager v0.9.zip TIRftSh T ET,
zip 771 )LD NE% C:\Renesas\Synergy IZERILET ., ZZT. [SecureBootManager | 74 J)LF D/NA% .
C:\Renesas\Synergy\SecureBootManager [T 2HENHYET,

e
o ZOFBATHERATIRNAFTIIE UTOFATavEFHMILIKRETIAV/MILEHTT,
— Generate Device Identity Certificate (7/3/ R ID sEBAZH# 4T 3)
— Encrypt the update before sending to MCU (MCU [Zi%{E 3 2RIICE#HZRBS1LT B)
— Support programming an app that uses QSPI as part of its application (7 74— a> BED—EB
ELTQSPI 2FERATE7I)r—av 0TI 33059 R—+95)
— Use QSPI as the Update Area for new images (BiLW\/ A—P OB FHFEEEL T QSPI #EHT 3)

o EFATT—IIR—Ty(E £F27T—bO—4 1t Receiver(l1 RZEFITT)7r—av) LEHD
HYR—rEDa—IL, XUV PCY—IL(PC Tools) THERINTLVET,

o XTI —O—FE HIIIT—bO—FIERERILEHYFET,

o LBIMRAETIE, EXa7I—rO—4 D&% SecurityKernell (E¥Fa)F4h—RIL) EFEATNELT=,
COHWFUZIET—FPT7/ILOENFRICE>TVWSAEEEHYETH . BEIECOFEU A (THRES
nTLOWEHA,

o ARETIK. v\ Il DfLE% 2-3(X(MD #iF#% LID)®RET S LIZKYBESND ST IILTOT I
JE—F(SCIUSB T—hE—F) £T777R)T—rE—K EFESIENHYFET

3. PK-S5D9 R—F Dty 7vF (PK-S5D9 Board Setup)
COETIH, R—RICESETIBEOHIERDHT (pin) &, ZODEEEICDNTHRBELET .

XTI IR—VrEFERTHICIE. 2 BEOENEYNTYIRBETT . D EVNTY T, £%27
J—bB—% (SBL) & 1%t Receiver DTATFIY (BERAH) ZITHEEZIFEALET .2 BEED VLTV TIE,
A—YT7I)r—230DTATIIVTETSEEICBHETT UTORT. EREZFLOHFET . RELERORR
[ZDWTIE. ZDHDEESBL TS,
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PK-S5D9

$K-5509

R—KD S5D9 MIfF | HEER = %

SRILRT R Fi

J5 7O T—kA—E® | PC M USB 7R—k SBM/1st Receiver ®7 0O
USB-CDC 55204

P32 P302 SCI2-TX USB-TTL av/N\—4igF —RX | a—H7Tyr—3v

P31 P301 SCI2-RX USB-TTL O /\—4AiHF — TX Oy5L07ag5304

P15 P105 SCI8-TX USB-TTL av/\—&iEF —RX | aVVY—ILOT /AT A

P14 P104 SCI8-RX USB-TTL 3 /\—4iF — TX

J19 R—FDER PC M USB R—k R—R~DEHHHA

SCI-8: Console debug output
- i [

N=
p—

Converter 2 « "“ExEEse Fgge %
B4 - : USB-TTL
3 IR B [l T o - | Converter
J

O 1A 055 M

J2: Reset
J5: SBM/1st RX

Programming J1: Mode J19: Power SCI-2: User App
; programming port

1. BBEE

Z_Tl% Gearmo USB-TTL Bt —TJIILEFEALTULET A, R YIZHd USB-TTL S —J L ERTE
ia—o
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Pin 1 GND
Pin2CTS
Pin3VCC
Pin4 TXD
Pin 5 RXD
Pin 6 RTS

Arrow on UART
Connector Indicates
Pin 1

2. TTL aARx932DEVRE

4. wFaF7I—bA—F& 15t Receiver DFO4HS5324 (Programming the Secure
Bootloader and 15t Receiver)

4.1 PK-S5D9 BAFAR—FDERTE (Configuring the PK-S5D9 Development Board)

PK-S5D9 BFEAR—FEHRET HICIE. LTOFIBEICHENET,
e USB-TTL ZE#ftyr—JI/ILE . H 1 TR EKIITAR—K®D SCI-8 [Z#EHKLET . USB a9 4% PC [THEKLE
T COARYAE, VY=L AT ICERERTTHIEMTHERALET . COBRTIE. 2 FEED USB-TTL &
B —JIVIEESR PC PAR—FIZESELIZLTLE S,
o BAMIMDOEMT.IL9 aRY4E PC ORI Micro USB —J L& ERHRLET,
o JOUSIUHTALATI—RELT, I5 aRY4AE PC DRI Micro USB r—J LEEHBLET
o Ty J1 DEEZE. 1-2 hib, Z7VM)T—bO—SE—FK (FACTORY BOOT LOADER MODE) &3
%2-3ICEBELET,
JEED:
e EHET—F(NORMAL BOOT):J1 A 1-2 DAEIE [2H BB A . S5D9 [FHNETS5vi a (ROM) hiHEIT
EZRBLET . CNIE. DTSV 1 EEAAETOROBEEBEE—FRTT . EX2 7T -7
F=T¥ DTSV AEBEAHEITOERIT. TOREBIZVVYEZET .
o J7HR)T—hO—4E—F (FACTORY BOOT LOADER MODE) :J1 A% 2-3 DI E (24 5154E . S5D9
TINARIE USB A*EYTASSLE—FADIT7IR)T—bO—4ZFEALTIT—FLET, TDHER.
USB T/3f XAV ATx—R (CDC ¥5R) &AL T, TAY S L (COBAEEF217T—+O—4) %
T4 030 —SORAWISY alcEEO—KRKTBIENTEET,
CDE—FRIF. THNARORADTAT ST (BEAH) DHAFERALET . T, ChiFPU7ILTA
5539 E—R(SCIIUSB T—FE—R)DETY,

4.2 ®FxaF7T—bA—F D75y 21EZAH# (Flashing the Secure Bootloader)

X a7T—hA—4 & 15 Receiver (&, 779R)T—bO—4%FEALT MCU (27591 EEAHLET, 1
Receiver (&, EBORWEAT,. 75— 3avDI77— Lz 7% MCU 28 HoO—KT5=HIZFRTS
aAVNZF T T)r—230TY (COBRLUE. COT7TVr—a v ZHIBRT 5283 TEET), 18 Receiver
(. UART ZERALTA O O0—FEETTILIHELTHYET,

UTOFIEEZRTLET .
1. #FHLL—EDHE (unique key) ZBRHBFERALT. BT —IRN—REMNHELLET . ChoDRIE. U TOEMT
FRALES.
A. 7—b0—4E 4 (Bootloader Signing key) (&, 7—rO—4 2B 2 &4 (self-sign) 5B THERALE
T, B8 (public key) (FEF 27T —rO—F HF AT HEET—TILAIZIRZFINTONET , CORIE
IR7E. CRC LREIHR. T—FA—F DHIBLTWVEWNIEEF R T A-DICERALTVET , COREEHLE
L. 2FREEANICIRBETHILLTEET, TDHE. EFa 77 —ba—4 DR —14% (identity) HLIRFETE

R12AN0093JU0102 Rev.1.02 Page 6 of 34
2019.10.10 RENESAS




Renesas Synergy™ 75vh 74 —LA XTI R—Tx

F9, L2 T. ZDOT—rO—4H OEM Mo HBREINZEDTHY . WSASNTLENIEBRIISh
ij—o

B. YRR 4 8 (Mastering key) BN S, Y X224 Y—)L (Mastering tool) N 77— LT TICELT
SEMTHERASNET . COLRBEFERLT. 7y7O—REni=07— LDz T7ERIELET . COLFHE
&, 7—hO—F AIZPREFEINTVET,
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2. EXa7J—rA—4 L 1stReceiver (X, 77U )T—bO—F DIJL—LTF O3 | (Frame Protocol) Z{&
LTMCU [2T75y 1 EERAALET,

X 17T —rA—4F & 15t Receiver Z R—RIZAVRAL—ILIT75YL 1 EEAHTBHICIE. UTOFIEEZFERALE
E
e SCI-8 % PC [Z##EL. MCU & tvhd 510, DvN\EHERALTR—FLED 12 #2a—kL. TDOEMEK
LFEF.
e Windows O [Device Manager] ZBiZ. [Ports] ZFEE T, [Synergy USB Boot] &LVIT /31 XAV
RENTVET . COTFNAREZSHBL. EDBFEDLT7IILIR—F (COM) #ITIal—avIZERALT
WA ZEHIFELET , SHlE. I5 D USB ARV ZITHEBTIN TS USB r—JILERHLTEFa 7T —
FO—F%2T055L9 % (BERAD) OICFERATHR—FTT, COFIDIHFE. COM20 [THE>TLVE
T, EEOR—IBEFIEZEL—YD PCICK>TELDARESENHYET,

File Action View Help
L AReall 7R l=

=4 Keyboards ~

! Memory technology devices

w Mice and other pointing devices

[ Monitors

~ [ Network adapters

@ Bluetooth Device (Personal Area Network)
@ Bluetooth Device (RFCOMM Protocol TDI)
[ Cisco AnyConnect Secure Mobility Client Virtual Minip:
@ Intel(R) Dual Band Wireless-AC 8260
@ Intel(R) Ethernet Connection (2) 1219-LM

E7 Other devices

~ i Ports (COM & LPT)

ﬁ Intel(R) Active Management Technology - SOL (COM3)
ﬁ Synergy USE Boot (COM20)
& USB Serial Port (COM13)

™ Print queues

] Processors

B Security devices

¥ SM Driver

B Software devices

| Sound, video and game controllers w

B 3. FINMM AR R—T ¥

EFMICH USB DU TILIR—bTNAAMKBREINET, COHIDIHFE. COMI3 TY, ik, avy—iay
(console log) D BRI THEAT AR—F T, COH—TILIFFEA LU OERBETHENTEET . X2 T4T—
FO—4 ORAF/N—ar Tk, OF 2 J#EE (logging) NE MR- TWET . TES S5 LY A X (code footprint)
EHRINT B=OIZ. AX T HREEFO—FATENICT HIEETEET (10.2.2 EXSH),

Se~EH . FRBAILICOM20] (Synergy USB 7—F) 8KUTCOML3] (ArV—ILAYy) EVWSERTITR—rESHEL
F9. L. EBROR—FBES(E1—H D PCIZK->TEDLIAHEMELHY. SRBAZEEROLENHYET,

e OYRTAVT(Command Prompt) %(AZ. C:\Renesas\Synergy\SecureBootManager\evaluation\bin
IZBBLET, EXa77—bA—F & 15t Receiver #R—RIZEBET 57612, Ideploy_bootloader.bat
<COMportNumber>1a<RZERALEY (4:deploy_bootloader.bat 20),

o VAVRIIT A—RILDAVA—IILETRIENRTENET RO AR, T—+O—4 & 15 Receiver D/\y
r—IAk, T—hA—4 & 1st Receiver D MCU ADTOY S35 (BEAH) HETY,
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BES <1> cmd

» deploy_kernel.bat 15

> REM script to package and deploy kernel

created MASTER SIGNING KEY
created FAB SIGNING KEY
created Secure Bootloader SIGNING
created Secure Bootloader UPDATE KEY
created First Receiver SIGNING KEY
created First Receiver UPDATE %EY
VERSION TYFE
1 signing
: update
signing
signing
update
signing

Total number of SBM Keys = 6
Synergy Secure Bootloader Packager S5D9

Initialised
Securing the bootloader (..\embedded\SecureBootloader.srec)
Read bootloader image from srec file
Generated a random Seed for the device.
Inserted seed into the bootloader image.
Generated a device certificate.
Inserted device certificate into the bootloader image.
Generated a device keystore.
Populated and signed the bootloader module table.
Written the Secured Bootloader image to disk in "..\embedded\SecureBootloader.ssrec".
Securing the 1st receiver (..\embedded\receiveristTime.srec)
Read 1stRx image from srec file.
Populated and signd the 1st rx module table.
Written the secured 1stRx image to disk in "..\embedded\receiveristTime.ssrec".

Security packaged the Secure Bootloader + 1st Rx.

Synergy Secure Bootloader Packager (build=1)

parseSrec. bufferBaseAddress = 8x0

Parsed SREC file: ..\embedded\SecureBootloader.ssrec (©x0..0x28117)

parseSrec. bufferBaseAddress = 0x@

Parsed SREC file: ..\embedded\receiveristTime.ssrec (©x18000..0x27FFE)

Initialising flash programming connection to port COM15

Established flash programming connection

Disabling flash access window (@x7FE@@O..0x7FDFFF)

Flash access window is now disabled

Erasing flash

Flash erased OK

Writing flash for ..\embedded\SecureBootloader.ssrec region (bufferOffset=0x0, 0x28118 bytes)
Flash region written OK

Erase flash for ..\embedded\receiverlstTime.ssrec region start=0x18000, end=0x27ffe

Flash region erased OK

Writing flash for ..\embedded\receiverlstTime.ssrec region (bufferOffset=6x1806060, OxFFFF bytes)
Flash region written OK

Erase flash for OEM_CERT_STORAGE region start=0x10008, end=0x17fff

Flash region erased OK

4. 7—hkO—4& & 15t Receiver @7AST S35

o TR 4KRJIZIFlash region written OK | (7YY afBANDEEAAIEEIITET) ERTINFR
T.tEFXa7T—rA—4L 15t Receiver DTATSIVE AR TLTLET, EODRY)—2 39k E OEM
BAZE (OEM certificate) #{FALTW\AIBETHY .. ZDIBSIFMAETHEAITIEELEESNE-CEERT

TIHRRTEINET,
A AM—=ILERIET BIZIE, LTDFIEZITo>TLESLY,

e A—3F)LTOY 5L (TeraTerm, Putty, Hyperterminal &) a2y —)La4d R—k (Bl: COM13) [Z#EHEL .
115200 baud 8N1 (115200 ;R—. 8 Ewh. /8T 4% L. RbYTEWR 1EWR) [TERELET . COF—ZF L%

FALT. X277 —ra—4F DTN\ HNERRLET,
o IR—FLETILDAMEER 1-2 IZZEEL. B@HET—FE—F(NORMAL BOOT MODE) IZHIUEZ Y,
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o TyuNEFERAL.A—FLED I2%EP 21—k, MCU ZJEYLLET,
o A—IFIINTOYSLT. UTDESIBOTFAUERNKRRSNET,

— X a7 IT—rO—FH0EZ (valid) . ThHhHE. ANEESEL LI, BIEPRIANFELEL TV
EERLTVET,

— AMUDED1—I)LT—T )L (Main module table) BNEEXh, X, A TATSLITT)r—arhiEz
TOY SV INTLVEWNZHTY,

— 1st Receiver BB %),

— J—hA—F X E—DEPLEED21—ILTHSD 15 Receiver #RITLET . CDEDa—)LIE. 7TV —
AVA A=A BN RBITEESNTLDDEFHLTWAEIZ. [JL—LAT—47OkraJL] (Framed Data
Protocol) ZBtELET . IL—LT—2FOraLIE, T7HRNIT—rA—EAMERT ST 0T DIEE
N—30 T,

S COMI3 - Tera Term VT
File Edit Setup Control Win&uw Help

[zecBootloader] Synergy Secure Bootloader vA.? <huild=1>

Validating bootloader module tahle
Validating bhootloader module table signature
hootloader module table signature UALID

Ualidating bhootloader code
A - vl — module validated — startAddr=BxA, length=65023
bootloader module tahle UALID

Validating main module tabhle signature
magic invalid
main module table signature IMUALID

[zecBootloader] —Main Module Tahle Signature Uerification failed
[zecBootloader] — veinitialized Main Module Tahle.

Validating main module tahle
Validating main module tabhle signature
main module tabhle signature VALID

Validating main code
B — empty module
main module tahbhle UALID

Ualidating 1stRx module tahle
Validating 1stRx module tabhle signature
1stRx module tabhle signature UALID

Validating 1stRx code
B - vl - module validated - startAddr=Bx18008, length=31743
1stRx module table UALID

Selecting program from 1st Rx
[zecBootloader] Launching found program at adde=Bx18000
[secBootloader] invokeAddr=08x18587. stack=0x20080000

B E e T a et adatatatatatolstatalstatatatststototatatatatstaiatatstototatatarstsnatatatstatatatatosobsiatatad
[1=stRx]1] - 1st Time Receiver. (build=1>

[1stRx1 QSPI initialized
[1stRx]1 Enabling framed data protocol

LED O RiBDULAI=T, BUFIEFERBERLET,

o REMI(SUCCESS):#F@EEFEBRMNARBL. T—FO—2 DAV AL—ILICEBILI=CEERLET , 15t Receiver (&
A—HYF7YvIT)r— a3 DEHEFO>TLET,

o KB(FAILURE) : (&, T—rA—FABERM R EMELER DIFONGEMNoF=C&, FIE/NR/TRELR/AEYLY
TN DB (exception) BFEELI=ZE, £IETH— (assert) BNFEELF-ZEERLET,
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HFEHD LED ARNERLTWLWTE, LEEDIS5HEATAAERREINGEVGE ., USB-TTL S FAELEHRINT
WBZE, BEUARA—ZFILHBELRESN TSI EFEZREL TS,

5. A—HFPTNr—avDIRR5ETOTS5305 (Fa748E) (Mastering and
Programming the User Application (Secure Manufacturing))

CODETIF.BEEFAN—230DA—HT7T)r—av s /L. ZD&. T—bO—4NELFAHI—HFTT)
T—2avDERZERILT MCU IZEFaTI2T5v 1 EERAAT5DICHEBER—EDRTYIEHBELET .
BHEROHUERIC. LTOTAEREBERALET,

1. £Xa7<RAR)SY—)L(Secure Mastering too) #EHAL. A—H7TU4r— 3> D/ 171 (binary) %
=L T BEEADEXICLET . BREREADI—YT TV r—2aV2FALET,

2. ¥ 7HIEY—)L(Secure Manufacturing tool) &, 1t Receiver ZEHALTERZFH/\1F)% MCU OFE
HEEBISTZY A EERAAFET 13 Receiver (ET7/M)T—rO—F LELTOMIL (FL—LTERINL) &
FERALETA LRIV NFELTVET,

3. ZOTNARZ Vb T B EFa7T—bO—FH BFBEHAICHLOAA—DHAFEELTNSILEEE
LFET . tF¥a77—rO—HFEBRERIL. TOEBEBEWRIGEE. 7TV r—3> 759 21E8EFAHL
T VAT LOBREB®RIC. ZOT TV —2a o BRITINET,

4 DRTLEIT—F BN, X a7 T —ra—F (&> TA—H 7TV r—Lav ORIENTHhNIET,

CO—ENBIET.PC [FTRA) UG Y—ILEBEY—IILOTADRANELTERASNET, L TOFIETEES
T3 GUI [E. BT EVRAN —2av DEBREZERBIZTHIENTHERLEEDTT . oM GUI &, BiER
BCHERATAZEEBNELT. OAVURSAUNLRETIEHD TN S LERHLET . EROHEREICED
BT, oD TATSLDEREOCHRAIRAXETIELARETT,

5.1 PK-S5D9 BSEAR—KMERTE (Configuring the PK-S5D9 Development Board)

5.1.1 #$#E&i(Connectivity)
ARETIE. 3ENIPK-S5D9 IR—K Dty 7w (PK-S5D9 Board Setup) I TERBAL-EHEDREM. BEIZETL
TWAILEEELET,

LT OIEEMHRL TS,

e 2FH®MUSB- RS232 7))L TTL E#r—J L%, SCI-2 IZ#kKLET (K 1 #588), USB a+94% PC
ICEGLET ., COaRI2EFFERLT. VUTZIMBRTT IUr—2a0% 759 1 8FAHLET,

e J5 aRYAMB micro-USB ¥—TILERYNLET . Chik. 2 —H 7TV —230%2T7055LF5BMT
7O T—rO—FEFRLTULVEWNZHTT,

o Ty NJLNEET—FE—F (1-2 DELE) ITHE-OTWBILERRELET , v/ D DREICEH>TLVDE
EITHIDETIOYSLLIzEX 27T - O—4EERITTEET,

o UxUNEFEAL.AR—FE®D 2% a—L. FDEMBERT H5iET. MCU #J)tvbLET,

Windows @ [Device Manager] ZB&E. E&HFEHAD USB -V TZILERT—TIILAFEARALTWS VY 7 ILR— %
MEELET .
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)
File Action View Help
o=@ HE B

w Mice and other pointing devices ~ |
3 Meonitors |
~ G0 Network adapters

Ij Bluetooth Device (Personal Area Network)

Ij Bluetooth Device (RFCOMM Protocol TDI)

% Cisco AnyConnect Secure Mobility Client Virtual Minig

Ij Intel(R) Dual Band Wireless-AC 8260

@ Intel(R) Ethernet Connection (2) 1219-LM

K7 Other devices
v @ Ports (COM & LPT)
& Intel(R) Active Management Technology - SOL (COM3
W Synergy USE Boot (COM20)
B USB Serial Port (COM12)
& USE Serial Port (COM13)
= Print queues
1 Processors
By Security devices
| i1 SM Driver
B Software devices
| i Sound, video and game controllers
| S Storage controllers v
|

5 FTNNAARARR—IS YN TOUYTFILR—FDEE

COFT, BRIV —)ILaSIZERLTNS Y7 ILIR— COM13 [TBEEL T, &5(22)7ILR—k COM12

MRREINTWET , CNIE. 7TV —230%T 055 LT HDIZFERTHIR—TT, E~EDE, HHAIE

TCOM131B&UTCOMI21EVWVS AR TR—MESBLET, 1L, EBROR—+BEE(EEI—HD PC I2&HT

EHDHREENHID T, RAZEEHGABZIDELHYET,

A—HF7TIr—23> DTSV 1EBERAHEDR—IE2ERTIONRRALIGE. EHREEAHD USB 7—TJ L

ZWMYSL, EES5D COM IR—bMTNARAIR—D D EZ DD EHEZEL TSN, FOR—F S, 7T —

AV NISYLABEAHIFERTER—MIBYET,

52 wFXaTFIRANVYT . BELFEHTT)r—a> DO #EfE (Preparation of Signed
Application)

R REBEOEWTARATILAZHERALTVNSIBE. GUI 7T —av® Ul £ENRTINGWLETREENH
Y&ET, FDBE. CORFAVMTHRBALTILNVS GUI EXRD—ENARTEINEE A, FDIHA . Windows

® [Control Pannel] T. [Display] %&& D& EZHEFRL TZELY, [Smaller - 100% (default)] AERSH
TWAILERRLTIZELY,

C:\Renesas\Synergy\SecureBootManager\evaluation\gui\masteringManufacturingGUl.exe #=E{TL%E
T UTDIAURIDBHEET,
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7 Synergy Secure Mastering for Manufacturing -

RENESASs 'SYyNergy”

Secure Initial Mastering

*

6. FTVr—2a 0D EX1F7IRAEUVST H GUI

1. 7IVT—2a07+ W5 &0 )9 ULTDEMESRBLET,
C:\Renesas\Synergy\SecureBootManager\evaluation\embedded, XIZ. [appl.srec] ZR#IRLET . =

DIFAIVE, 1S5 —S e L&S3ET B YU TILT7T)r—30TF,

2. [New version no] (HiLL\A—S3u&S) £M1JISRELET . Shid, AV RR—LLESET BT TS —oa

VDNEAN—DaEBKRLET

3. [Validate] (}&ZE) #2')vUL. srec 77/ ILDFEFMNIELLITHhNEIE. LU Key Database (JBT—H2N—
R) BFHLLWN—D30BETHD L ITBELTVWAIEERERALET . BT —IN—R[ET7— LTI T D/N\—
23yl 1 DOBREHFELTEY. JBICEMT AN—2a  BEOANFEHEINTOWAIEERIELET ., &
Fa17T—hO—FEAVR— LT EBERT BT —IN—X[FyrEINFET RIS KILIZEE.
[Package] (/\vr—1E) REAVUBNEMIZHYET,

4. [Package] (/\wr—14k) #9)vILET , COBREIZKY . 7TV r—2a>DNAFVIZELZL. TD/INAF
1)% appl_YYYY_MM_DD_HH_mm_ss.ssrec (JRED/N\AFUHR) EVSLHIT. AA srec T7MILHTE
HELTW=DLREILTAHILAICEZTRAENTET,

5. [Complete] (BT) RAVHRBIZEILLI-E&. CORIVEVIVILET  BRHDOV1RFORIZATI7AIL

ARRENFETS,

6. YRR GUI (mastering GUI) ZFALZE T,

R12AN0093JU0102 Rev.1.02
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7 Synergy Secure Mastering for Manufacturing - X

—
RENESAS C synergy”

Secure Initial Mastering

Application

RenesasiSynergy\SecureBootloader\evaluation\embeddediapp 1 srec

MNew Version Nu Validate

Packaging
=
Status
\app1_2019_01_30_12_59_54.bet:v1:63535: ~

Mastering for 1st deployment

Mastering config file is first

Details are :-

Header of module(202), version(1), with 1 signatures

Add of module(1), version(1), with 1 signatures with file C:\Renesas\Synergy
\SecureBootloadenevaluation\embedded\app1.srec

Trailer of module{202), version(1), with 1 signatures

Signing UPK with module{202), version(1)
Written image(321728) to C:\Renesas\Synergy\SecureBootloader\evaluation

Mastering completed

7. 75— DD T ALY T B

53 BRAEBEHATTIV7r—av D759 18EFAH (Flashing Signed Application)

LT OERTRRLTLNS

C:\Renesas\SynergySecureBootloader\evaluation\gui\deployManufacturingGUl.exe %

DATYITEEELES

EITLEIUT

7 Synergy Secure Deploy for Manufacturing - X

RENESAS (gynergy'"
Secure Manufacturing

N

Application

New Version No
Scan and deploy
RS232 ports [SERvERSET] Push to Device

Scan results.

SerialNo | Boot | App_version | Serialport | Updatable | Details | Selected
3906460049 | 1 |0 |12 | ove 10
| | | | | |
| | | | | |
| | | | | |
| | | | | |
OEM Certificate Generation and Programming
[l Enable (Mandatory if Encryption is enabled) Issue Challenge
Status
Establish Connection | Scan:[12]Requesting medule version list ~

Scani[12]Module version list received OK:
Received Device Public Key| Scan:[12] module=202, version=1
Scani[12] module=203, version=1
Scan:[12]GUlinfo:3996460049: 1:0:

Read Back OEM Cert | Found serialNo 12 at serial port 0.

Scan has ended.

Programmed OEM Cert

Validated OEM Cert
Synergy Deploy (build=1)
Load Credentials ynegy Sepey
e Command line was :C\Renesas\Synergy\SecureBootloader
elverimage ‘evaluation\bin\deploy.exjcMonitor:

Validated Image

Apply Image v

8. X a7 HE GUI

R12AN0093JU0102 Rev.1.02
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1.

4.

TV r—2av I+ VFED )L BRIORATYTT

C:\Renesas\Synergy\SecureBootManager\evaluation\embedded WIZA SN 1= ssrec 77 ILE SR

LFEY,

FIVr—230DI59oaEEAHFERTSH COM R—rDES (RTvYT 5.1.1 TEHKLEDLD) %,

[RS232 ports] (RS232 K—Fk) RuHRIZAHLET (CSTAALTNS 12 [£, BHID RS —2avkTET

SN Tz COM1I2 #ERLET),

[Scan via RS232] (RS232 M TRF¥vY) REVEV)vILET. LERDOFITIE. THNARDLITILESHN

3996460049 THAHR—EMNIYFILR—k 12 TROMFEL Iz, T—bA—FD/A\—D3> 1 BAVRM—)L

FEHTT, [App_version] (ZFTUr—arDN—23ay) RI0JIZHESTWNADIE, 7F)r—avhf@gdhay

AR—=ILENTWVGEWIEERLET , [Updateable] (BB#TAIRE) T4 —ILRIEEZBD [yes] (L)) RRLTH

Y. FI)r—2av MMV RM—ILARETHHELEERLET,

[OEM Certificate Generation and Programming] (OEM sEBRZ 4 F LTS 5304):

A. [Issue Challenge] (FxLPDHIT) RAVEIIVIL. TNARIZHLTEBDFrLUoOEERLE
T, F1Z OEM SEAENT/NARIZTAT S LINTLVELD T, FrLoPEKBLET,

B. OEM fEHAZEZ4A ML TIAI S LT HILEERLTLVSIEE . [OEM Certificate Generation and
Programming] (OEM FEBAZE D £ ETOT S Y) DTFIZHS [Enable] (Bxhik) RuoREIIvILET

C. BEEAENLEEE. CORENDAETYT . CNIEFAA—DDIEELHEEESILITSEMT. T/A1X ID
EFEATHILTT .

JEEC: OEM FEBAZEZTOJSLLIE. SBM (X277 —bIR—2v) 2EHTINTEHEELLGLRY. 20

MHEDEECEIOY S LETICEEITARETT,
CORRT,AVY—IATED )7 (F-ITBEEE) $HILEHELET,

. COR—FRIZHIET S [Selected] GRIRFH) Ry REFIZLI=#. [Push to Device] (T/A1 ANDEEA

H) BVIVVILET VIR IIT (BEU, [B3E] :BIRLI-H AT OEM SEHEDL) ORFAIT ORI FHIES

n#Ev,

— [Status] (RT—%X) D [Establish Connection] (#E# DFEL) Ry ZAMNZEBIZHEYET,

— [OEM Certificate Generation and Programming] (OEM SEBRZ D £ ETOT SV #EBIZLI=5A,

o TNAANERTEERLTARBERERY—ILIZEEL=F AT, [Received Device Public Key]
(THARADLRAREZIEFH) RIVDRBIZHEYVET,

o EBAY—IL (deploy tool) A% X.509 FEEBAEZMERL . T/NA RIZZEDIEAEETAY S LLIBR T,
[Programmed OEM Cert] (OEM FEBAZEDEZFAATT) RIVIREIZHEVET,

o EEHY—ILA  EFAALRAEL T N\AANDEHAIST-FF R T, [Read Back OEM Cert] (OEM i
BREDHEADMYTT) RAVHZRBIZEYETS,

o EEY—ILH CA FRILE) #HELLT. THNAANDRZITE ST OEM FEBAEZRILI-FF ST,
[Validated OEM Cert] (OEM SEBAZ DRI T) KAV IR BIZHYET,

— BFAA—DFA—F T HHIC. QSPI AV EHEETH=-HIC 10 ROBEALKELET,

— ERZFHDNDEBILFEHARD srecord 774I)L%E GUI [CO—KL1=-EF A T. [Deliver Image] (4 *—> DEE
8) RAVIZBIZRYET,

— R—=FRRIZF TV —23 FZEL. R—FTEDOT7 T r—a EREILz &, RTHEEBICSERLIER
T.[Validated Image] (BR:EFH A *—) & [Apply Image] (A A—C DEA) DERIVEKIZERED
5 THREDETKENRREINET,

— TIARIZHIET S [Scan Results] (RF¥FvUHER) JIL—TAD [App_Version] (F7F)/r—ar®/i—
Dayv) IVMIDAEFHINET . TIIVT—2av MMV A= )LENzCLERBT DR T, (TDETHD
rome) MNIICEHINET,

TNAZAMN)T—F (BES) LFET . BE. 7TV 7—aohAETINTOSILITEFELTZEWL . BD LED
[ERATLI=FFE. %D LED &7 D LED AR EIZCRATLET, LCD T4 RXFL A&, Synergy Secure
Bootloader demo app 11 (774 JLkIE version0, /3—23> 0) MAVRAb—)LEnf=Cé. BLUHD LD M
NDAT—RAEHRERTLET . Imodule=1, version = 1] (EPa1—JL = 1, /8—23> = 1) EWVSTFISEELT
FEEW, Shid, 7TV —2avDN—2av &S (111 1 EEDES1— L THHIL) ZERLET,

L aAVY—I)ILOSERIO—)LLTEFRERRL, —BEDARUEEZRLET, TRIFRI)—2 039O —ERT,

avy—)LARYERLTLNET,
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[secBootloader] Synergy Secure Bootloader vB.%? <(build=1>

Validating bhootloader module table
Validating bootloader module tabhle signature
hootloader module tahle signature UALID

Ualidatin&:huutluader code
B - vl — module validated - startAddr=8x8, length=65823
hootloader module tabhle VALID

Validating main module table signature
main module tahle signature UALID

[secBootloader] — found a pending update. Applying it
[secBootloader] — Pending update location is Bx6ABZ0000. 322848.
PK - valid

ecrypglnltlallse — decrypting first 32784 bytes at Bx68B820128
ount =l

ecryptMextSegment — decrypting 176 hytes at Bx68828138
ecodeHeader PASSED

ecodefAddModify — module{1?> is valid. Adding it to the module tahle
ecryptNextSegment — decrypting 368 huyte t Bx6AA281e8
ecodefddModify — programming segment 32768 at Bx3IB0EH
ecryptMextSegment — decrypting 32768 at Bx6BA28358
ecodefddModify — programming segment

ecryptNextSegment — decrypting 32768

ecodefddModify — programming segment

ecryptMextSegment — decrypting 32768 at Bx6BA38358
ecodefddModify — programming segment 32768 at Bx48808
ecryptNextSegment — decrypting 32768 at Bx6AB48358
ecodefddModify — programming segment ze 32768 at Bx50000
ecryptMextSegment — decrypting 32768 at Bx6BA48358
ecodefddModify — programming segment 32768 at Bx588088
ecryptNextSegment — decrypting 32768 at Bx6B058358
ecodefddModify — programming segment 32768 at Bx608008
ecryptMextSegment — decrypting 32768 at Bx6BA58358
ecodefddModify — programming segment ze 32768 at BXGSBBB
ecryptNextSegment — decrypting 32768

ecodefddModify — programming segment

ecryptMextSegment — decrypting 26256

5
ecodefAddModify — programming segment ze 26112 at Bx780808
ecodefAddModify — PASSED
ecodeTrailer — PASSED

Decoded update.
[secBootloader] — Update has heen applied. Rebooting.

[zecBootloader] Synergy Secure Bootloader vB.9 (hbuild=1>

Validating bootloader module tahle

Validating hootloader module table signature

hootloader module tahle signature UALID

Validating bootloader code

B - vl — module validated — startfAddr=8x8, length=65823
hootloader module tabhle VALID

Validating main module tahle signature
main module table signature UVALID

Validating main module tahle
Validating main module tahle signature
main module table signature UALID
Validating main code
A - vl - module validated - startAddr=0x30000, length=321824
main module tabhle VALID
Validating 1stREx module tahle
Ualidating 1stRx module tahle signature
1ztRBx module table signature UALID
Validating 1stRx code
— B8 - vl — module validated - startAddr=8x186008, length=31743
— 1stRx module tahle VALID
— Selecting program from main module tahle.

[secBootloader] Launching found program at addr=8x38000
[secBootloader] invokeAddr=0x36c25, stack=0x2008ehB8

— 1t Receiver [, BERT7EERL., TOD&. AREEEF17HIEY—)L (Secure Manufacturing tool) 2
EETDHICEEZRDDIIIAMEEF2TEEY—IHORITRYES, D%, tF1T7HEY—ILIEEE
BEXERL. TDIEBAEZ 15t Receiver [TEYIRLET , 1t Receiver & OEM FEBAEfEEICZ DEIERE
#7005 LLET, RIZ,. FrLoPBBEL— U ANETSN, SIBAEANELL MCU ([27O5 S5 LEN T
CEERIILET,

— 1t Receiver [dEFa7EEY—ILHIG, T/31 AEEBAE (Device Certificate) &£ 21 —)L1 A+ (module
list) DYITAEZITRYET . EDER. ChoDERELF27RHEY—ILISRLET,

— 1st Receiver (&, ZOY—ILHSEEIATUREZITHES=%. QSPI Q7T r—a BHREEEEE
LET (H 14. A=VDLAT O 5HE),

— 1%t Receiver &, write (EEAH) AT REZITI o2&, 7TV r—av BHFfEEICI—YT7T) 45—
avEIOYSLLET,

— 1%t Receiver &, 7FUr—2avE@RAT 5. $hbhb. 7V —2a & RTEEICTRT 5 LT 5128
DARVREZITIY ., COMEEEEITTS=HNDT—rO—4 API ZEELFET . COT—FA—4 API [,
T—R2I75V aDBHFHIIH M HEEHREFREFEL. MCU ) YbLET,

— 7_3/ SAZADN)T—hLFET, T—rO—FHEEL. EFEEANCTEHIERAIRETHOIZLEHRTHE. 1

— T DRILERE S LR (decrypt) #1TLN, Z DR, RTHEBICAA—DFTOISLLET . TDE.
MCU M)y hEhZET,
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— TNARANBUNT—LET, T—rA—EHEEL. A—FT7TVr—L 3> DEBLERIELT. 7T
r—av MIE L (authenticity) & EEICTAT S LSN =D ESHEHELET  RULZHEE. T—F
IR—VNFDT IV —aVERTLET FR: TNAANT—,FB-UIZ, CORTYTHRES
h£d,

— COEAT. BLEZALI—HT7IVr—2a0DTNARANDOTATSLNETLTOWES, tXa7T—+
A=A XZDT7T)r—avDREEFEE T L. BRICEfTLELT =,

9. OEM iEHAZEMNERmEh., TAT S LENT-5E (X, [Issue Challenge] (FrL P DHFIT) REAVED)vIL
T TNARIZHLTFRLUDERTL. THNARADBAEDRAE THAHEERIILET . CORIIFEN
TBEHIZ Y—ILIESUE LT —4/3y 77 (randsam buffer of data) & T /AL RIZTEELET . T/NMR (T E
SOAMABREFEALTEDNYIFIZEAL. Y—ILIETNAAMNSZ(TE STz OEM FBHEZFERALTZTDE
BERIELET , COBRMEFHAESER=012, 2a—FT7TIr— 3> (COHITIE appl) (2. FrLo P2
BT DRENEMNETIDLELHYET, appl [CIE. FrLolITdT I EEZERET 58I, crypto HAL
calls #EATHHEERT HUOTILHFRELTLET,

10. 35— [Scan via RS232] (RS232 #HTRAFv>) &Yy 9 5L, [Updateable] (BFAIEE) 71— ILED
FRLY [no] (LX) ITERESNET, (N\—2avdM1ITHE 7TV r—avE  BoxERALTE#H 1TSS
EETEFEEAL)

11. GUI 8 TLET,

6. RBAEAT7TIr—avOBEH (£F17E#H) (Updating the Deployed Application
(Secure Update))

TXATEHIL. 2 BETERINTOET,

1. BFHIRA2Y—)L(Update Mastering tool) ZfERL T7Z T4 — 3> M /31 F1) (application binary) Z/ %y
F—UELET  ZONAFIIE FNAARIZERICAVAM—=ILLE=T TV r—2av I3 2B H T . BEAHS
NBEDE, BIZAVRM—ILBEHDN—23 0 KYKRENWN—Da 0B EEZE D7 TIr—av DHTT , (&R
(E. N—=230 2 EAVRM—ILEHDIZGE . AV A= ILATRELEDE/N—232 3 4G EICRESNFET )

2. BE#HERFEAR—FITAORb—ILT BIZE. BFHERMY—IL (Update Deployment tool) ZfERALET .

FE: BEETNARICERET AN X LK, 7T)r— 3> EH (application specific) T, BFHES DV
A—RTEBR&LSIC. 7IUT—2a LRI TOEREERRTHIDETIVr—L a3V BIOFEETT, =12
L.ZDUI7LURATHAUDBERELT, 7TV r— 3>k 15t Receiver BMERTHNDERMLEAN=X L,
1k UART L TEIMET 2T —LTFARa)L (Frame Protcol) 2 ALET .
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6.1 BRFHEHODEM (Preparation of Signed Update)

LT OEETERLTLNS
C:\Renesas\Synergy\SecureBootManager\evaluation\gui\masteringUpdateGUl.exe #=E{TLEJ . LT
DATYTEERLET

RENESAS syhergy™ |
Secure Update

Application

Ci\Renesas\Synergy\SecureBootloader\evaluation\embedded\app2.srec

New Version ND Validate

Update Control - Updatable versions
v

Packaging

”

9. BRFAEHDIRAUY GUI

1. 7FI)H5—=23>T74U5%51)vHL . C:\Renesas\Synergy\SecureBootManager\evaluation\embedded
ZSHBL T, app2.srec ZBIRLET . Chld, /w7 —DIELESETEHUTILTTIr—2a0 OEHTT,
Appl [CHERTHITIEEVNLHYET,

2. [New version no] (FTLL\N—23>FF) £121I2EREL. [Validate] (#&EE) 2wV LET . ThiIZLY. .srec
T7AILDEITAIEE (parsed) THAMEID ., N—230 2 A FLEFEHRAINTOVELL BN FvISNE T, 771
HE T—EAR—ZRAIZ, SON—2aVvBBITHETEH/N\—230 2 BFELFERINTOELD., (Thbh5,
T—AR—ZRRIZZDN—2aVBEBITRIGTHIVRINFELZFELTOELMNES ) BFvIInExd,

3. [Update Control box] (B DH|EHAR I R) T, BEIZT4—ILRIZERBEBEAH THA/N\—23>D56 COEHD
BRKELTHERT S/N\—23VITFzvII—0% [ TET, COFITIE. 7T)r—3>a—FD vl HBRIC
BRABEAHLGOT, V1] RYIRICFIVIR—I%[FITET, TOHER. N—2a> vl ZHHFLTVETNAR
H YRATLESELTWBH LW TEHITESLIITHYFET,

4. [Package] (/N —T k) 09D T BE.TITIr—2avDNAFIIZERSIh, FDONAF I
app2_YYYY_MM_DD_HH_mm_ss.ssrec (JRED/\1FUHRK) ELVSBRITT. AS srec T7/ILERLT#+
IWFIZEZFRAENTFT,

5. GUIZKTLEY,
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6.2 BEHEATIVr—3rnI75vaEEAH (Flashing the Updated Application)
C:\Renesas\Synergy\SecureBootManager\evaluation\gui\deployUpdateGUIl.exe #3E1TLFET,

RENEsSAS‘'Synergy”
Secure Update Deploy

Application

Scan for devices

R5232 ports RS232 Wifi BT Ethernet 't

Scan results

Updatable | Details

SerialNo | Boot | App_version | Serial port
399646004 | 1 1 |12

|

|

|

|

|
|
| | |
| | |
| | |
| | |
Push to Device Pull by Device

Status

Establish Connection Scan:[12] module=202, version=1 ~
Scan:[12] module=1, version=1

Load Credentials Scan:[12] module=203, version=1
Scan:[12]GUlinfo:3996450040: 1:1:

Found serialNo 12 at serial port 1.

Scan has ended.

Deliver Image

Validated Image

Apply Image v

10. BEAFEAHBHOER GUI

1. TANETAAVED)VIL AERLEZENYDUTOI7/ILEEIRLETS,
C:\Renesas\Synergy\SecureBootManager\evaluation\embedded\ app2_YYYY_MM_DD_HH_mm_s
S.SSrec,

2. 2O .ssrec Z7AILDBFH LA FBENHESIN, 21ITRESNET,

3. [Update Source versions] (B#FHYV—XD/N—232) (&, ZOT7AILhoiEIhEST, COFIDFZEE. 1112
RESNTVET . chE. N—=D30 2 ICEHTES. COT7 TV 7r—2av DE—D/IR—23rTY, 5
R—REDFAARIE, FIFESNEA—Sav OWNF OB ERI— BT 3BEDH. TOEHFEAVA— )L
LET . ZEBLEWN—2a 2R BELTVWAR—RICHLTEHREBERALLSIELIGE . TS RD X7
T—rO—SFEHFOELICEINT, ZOEH DA RA—ILEEELET,

4. 51.1 ETHAINTOSEBYIZR—FBERIN TS ILZHRELET . (RUMNLIDORFIAV LD FIE
[CH-TVBIHER ., CCTERZMADVERFHYFEEA).

5. [RS232 Ports] (RS232 R—F) &, TOY SV FHR—MIEIV L TENA TS COM R—hDBEEIZRELET,

6. [RS232] RAVEIVIVYILET . BFHY—ILIEBETNA XD PC [TEFIN TSI LEMEEL. [Scan
results] (RE¥F¥UHER) T—IINIZENEDTNARERIRLET . O GUI ZFRALT. —EICRAX5E8DT
NAREBFHTHIENTEET,

7. ZOHITIE, [App_version] (FF)r—arn—oay) N11THHR—KA 1 #E DY, [Updateable]
(BFAIEE) T4—ILEDREBD [yes] (IELY) ITREINFT, [Selected] (BIR) RyHREFUICLT,. ZDF
NARERIRLET

8. [Push to Device] (T/AA ANDEZRAH) REVEI)VILET .

9. BEHATNARIZEMASNFET.

10. TNYTE—IF IR =7 ZADOTBAHAESNET . COBITEE. T/HAYTOTTAAVED2—ILD/N—
DAVMI2 1 ERTENDIEITEFELTLIESLY,

11. GUI Z#-TLEY,

R12AN0093JU0102 Rev.1.02 Page 19 of 34
2019.10.10 RENESAS




Renesas Synergy™ 75vh 74 —LA XTI R—Tx

6.3 TINMAMDY)T—k(Device Reboot)

BHDAVAM— AR TLERET. TNALAN)T—r N FT . EXa7T—ra—KE. 7IV5—a0 0B EM

(integrity) & 1E & 1% (authenticity) & F vy LET . 7TV Tr—2av BNEMTHSIEE . £Xa 7T —ra—FIETN

AR%E)T—kL., D LED £FRD LED AXREIZFNZN 3 BERBL. 7TV —av OBEHMNE T LIZCEETR

LEY,

s¥58: LCD (&, T'module=1, version = 2] (E¥a—JL =1, /\—23> = 2) EWVSTERRL, N—2a0 B SN
Mimsr2zEmef-cegdErLET,

7. ROFIE(Next Steps)

CCETORTYI T UTOILEERLEL =,

1. EFXa7J—bO—4 & 15t Receiver D/ r—it,

tXa7T—bkO—4 & 15t Receiver D ER,

TI)r—2arMiN—230 1 ELTRER—FIZAVRM—ILT BB T, Appl D/8vr—IibERRBY VYT,
tXa78ET O+ R (Secure Manufacturing Process) Z{# AL . Appl ZBFEAR—RIZER.
FI)r—2a>D vl #BRICTOT S LLIZR—REEFHTEHEM T, App2 D/\wTr—I{EERRAY VY,
X2 T7EHFIOREFERAL., BHFEAR—K%E App2 IZEH,

o0k wN

7.1 #8T7T—A~R—X(Key Database)

avY VR4 R %BE. C:\Renesas\Synergy\SecureBootManager\evaluation\bin 74 JL A %KL .
KeystoreManager.exe print A RERTLTT—IN—XNIZHHIEHDHEERRLET . Module 1 (CDHID
FTIIr—2aY) IZHIET 2 EHOBEEELDET . 7TI)r—2avDN—230 T EIC BEEFHICERTS
BOAFELET . COI—T1UTa QATUR) ZBHESE. COTEDERTYTZB LT RESNTLIRENED
FONTEILTEINEHERT HELTEFET,

F=.RRAYDGY—LE BEERBRLTRETHSENTIOY—ILERZHLET,

KeyStore (&, DA EREEEITO B BT, Microsoft CAPI Next Generation (Microsoft B-51t API /N —

Tav) #FEALEY,

EER: COERITEARETFAILIE, print & printall DFARUREFRALTT —E2R—ADERERTTH_EEZEM
ELTWET . ZNUN DO ARICERALGNWTZEN, BT —EIR—XIZERBEMA-H5E . FEOEHH
KT HAREENHYFET,

7.2 EHE®D') 1t vk (Reset the Evaluation)

X AFHETOAOCREEFATEHFRIOLRDE=D ., 7TIr—2arv BERIZAV A —=ILEN TS R—FIZxL
TEFa7EETOCREBEERTITAHEIETEE A, COMBEEE T, FHAEICERATEDKSIZ. ROUTEN
RSN TOET, CORIVYTFIEHFRTOERZFERALT. R—FRICAVRM—=ILFEHF DT TV r— 3> %8k
L.PC NEEFELTWRET —ER—F) Y LET, COFEICKY, BEITAREICEVET,

721 7F)r—armtyh(Resetting Application)

TXAT T IIR—DXEAV A= VLD 7TV T—2aV DIYRB) T 0LV A= VEFZERL TG

WRAVEGB E TA—HT7TU5r—230DIREA)U5ETOT SIS (X178 %) (Mastering and

Programming the User Application (Secure Manufacturing)) 122 BL TSN FT7E—F) YL TEHD

XBI2IE UTFTORTYTERITLET,

1. 1A 1-2 DELEICHDHLEHRLET .

2. DvvnEFERAL. R—FED 2 Z5EHL. TDRMBKT HAHET.MCU ZUEIbLET,

3. AT R RH%ERZE. C:\Renesas\Synergy\SecureBootManager\evaluation\resetEvaluation (25

LFEd.

4. TresetEvaluation.bat <COMportNo> |Z3R4TLET ., ZZT. <COMportNo > [FTAT ST AR—tDES

T (fz=&Z 14, resetEvaluation.bat 12),
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ERE: UtyMMI&Y BAMICR—EDLSE. A—YT7T)r—2 3 h USB (fz& A 1L, app2 usb.srec) #fE
ALTWAIEE. UTORTYTXEELERA. TDHEE. ROEANEATURTLE) YL, RID
KEEICRLTLZALY,

CDRY)TrERTUILBF AT, UTORREICRYET,

— BT —AR—ZADBEFHIN, TIVT—23> DT R TON—2av IR IET D EHIREFHAo

— 7TV —2av & T INA AN LBIRE#.

— BRIZRRAY T L= RTDOI7AILAS, evaluation/embedded (FEE/HRAIAF) T4 ILE MSEIBRFEH .

— BF—AR—RIL, EFX 21T T ;IR —T & 1streceiver DR AR VT I RALI-EMD#ES I ESHE R,

— XTI IR —Tv([ETNA R LEIZFIETEFEL. 1t receiver [FBAVRM—ILiFEH,

— TNNARIET—hEhn, 1% receiver [TFLWT TV —2 30 A A—DUHELNTAETHBLTVET,
TN OTESBLT,. COZEFRIETEET, OJ 1L, 15t receiver NT—kEh, ZL—LTORTaIL
(frame protocol) ZHB#NLIz=CEERLTVWET  FREEBD LED ARiBLET .

— COBBT. 5 EZE . A—Y7IUr—3vNDIRA)5ETOT ST (BF 274 EE) (Mastering and
Programming the User Application (Secure Manufacturing)) IWb ATV TE#BEITTHENTEET,

EE2: OEM EEBABZEBYDBAICEKICTOSSLLI-EE. CORTYITERITLTE OEM SEAEX IV 7Eh
FtH A, OEM EEAREBE IO SLTERLSICTBICIE, UL TOEIZH-T SBM (EFa7T—+IR—
Ox) #)EYyrLET,

5. CORTYTHHEELLZWNMES . LTOEIZR>T, Y ATLERE)EIMLFET,

722 EXxaT7T—rIR—TPrD) vk (Resetting Secure Boot Manager)

TEE) YN T EF 27T IR XEFLEAVRM—LLTWVEVLRTIDERAIUL (3 EEXSRE) £TIHD
XBI2E. U TORTYTEETLET,

1. avURY1sUR%BZE. C:\Renesas\Synergy\SecureBootManager\evaluation\bin [ZFEILE T,

2. TkeystoreManager.exe clear|Z#ZE1TLET,

CORFRT, UTFOREICGEOTVET,

o BT AR—RADTNTORZEHIRFEH.
o BT .3ENARTYIEEETTEET,

SMPU & FAW OEEVREEIICLTHAIEE (COTEDTIAHILMEE). U TOEICK->TINLDE YRS
)7 (0 IZERTE) LFET,

7.2.3 SMPU/FAW Ewk®DY) vk (Resetting the SMPU/FAW bits)

SBM DEFFETEF27 MPU ZHMIZLTLVZBEE. TNLE. JTAG (I5) BEATT /\VAICEK T HILILTE
FE A BHRIZ. FAW (7592279 ERAI(VRIDERTE) DEVREEYE (L IZERE) LIzGE&. BENTOS 53
VY (BEAH) TCNLDEYREBEET A EETEE AL

CORENSETTBICIE, LTOFIBICHE-TESLY,

1. MCUZT—hFE—FICERELFIA.J1 & 2-3 DEUEICEELET,

2. REFEALTR—FE)EYNFET,

3. [S5D9 ERASE_SMPU_OSIS_AWS.bat| 77/ ILERTLET . COT7AILIE,
\SecureBootManager\evaluation\resetEvaluation\Erase_ SMPU_OSIS_ AWS O TFIZHYET, D/
F 774 JL (batch file) N T, J-Link DA A—JL/SRIZEHE T J-Link DNNREHRETIDHENELDHED
HYET,

4. R EFERALTR—FZ)EYbLET,

CDRYY)TMITRAIZ ITAG ID & FAW DEREEZEVITL. RIZRAMIZTZvaTavoE (Lizh->T,. %27
MPU DEwkE) HELET,

;58 FSPR EYRM YR FADB/E. X217 MPU E£f=lE FAW OEYREHYTFTBLETEEE AL FSPR
F—EwybLi-. TETHLIITEETEA, FMIE. 10.1 X2 T1KE (Security Settings)., H&L
U MCU DN—Fx 71— I=aFIILESRBLTES,
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7.3 N\whr—o{kL. thDEF DE A (Package and Apply Further Updates)

—EDFIENDZEELT, appd.srec ZFERALTHOEHFEER TS LHTEES . D srec T7MILE,
C:\Renesas\Synergy\SecureBootManager\evaluation\embedded\bin IZHYFET,

o AVAR—ILFEHDTRTHDN—IVDRYIRIZFTvII—0%FITET,

ERZEHABEHFDIRAR)2Y GUI(Signed Update Mastering GUI) TRRINTLSEHD/N—a0 D56, 4
EDN—30FBIRT HILET. BIEERNICTIELTEET,

3¥2: app_usb.srec #FEATHIELTEET . COTOCTIME, A—HFF7T)Hr—230T UART ORDHYIC
USB-CDC ZfERALFE 9, J5 HERSNTINSIE, ZLTT7 IV —230h USB BHTEIETESILE
BELTESW BRY—LE. Foo0—F0EEIZFERALE-OLRILR—FEREBLT, BEHEAFDI—
RAGETEHIEFFHLTLNET  USB [FthDIR—FALIYEZZT5D T, BRI —FIZBELAFTHLT
WCerHRBTEFEFA CORRBIPERGCTIEH O LR TCHLMEITEEE T AL, GUI (R
[CBEEFDIEICRYET , BEHEADT/INA AN MCU D USB-CDC h—hELTHIZE SN B AT, B
REBIFXGUI ERTTHIENTEET,

7.4 3T IWa—T4>% (Troubleshooting)
—MRMICRETORBETDREREKRIL. LTDELYTT,

o EIEIZKEXT B (Communication fails)
— EERARBAEBYICEGSN TSI EEHERLET .
— VYT ILEENREDR—L—k (baud rate) [ZREESN TS EEHERLET,

o TJOYUSELY (BEFRAH) ITHKET B (Programing fails)
— 1t Receiver #E{TLT. R—FZUtYbLFET,
— RT—RRERRTEDLSIZ. A R—k(log port) B EESN TSI LEHERLET

o R—FIZAVRM—=IVEHDTT)r—ar b, PCIZRTFSN TS T—2N—X (key database) DA%
)ty b LARLRY . —EDERBAZEEST (re-run) §A52ELIETEE A2 BB\ —UieEE #1156,
R FAILED (&) REAVMRIREINFET , RT—HF XD RIZ, Tfailed to make new keys for add of
module.] (EPa—ILEEBMTE5=HDFHLWEDERICEKBKRLELZ, ) ERTRSNFET,

1. av R4 R %BAZE, C:\Renesas\Synergy\SecureBootManager\evaluation\resetEvaluation [Z
BELEd,

2. [resetEvaluation.bat <COMportNo> %ETLET,

3. ZZT.<COMportNo > [&, USB M5 7 ILADAL/N\—hTF S TR (converter adapter) IZxt 3%
R—+EETT,

4. TRAYFTO+vR (masteringprocess) #BETLET .

8. /N FYMDE LK (Building the Binaries)

HAAHTODTYRE, C:\Renesas\Synergy\SecureBootManager\renesas\src\embedded 74 /LA ZEE
ENTVET  I—FZBAVNMIULESIETHEEDH . LTOFIEEZERITIIRLENHYET .

8.1 #AHAHTFO4 5L (Embedded Programs)

1. e?studio T, [File] -> [Import...] -> [Existing Projects into Workspace] &R L . [Select Root
Directory] £ 3> TLEDIAHILFEZSRLET,
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tXaF7I—hTR—Tx

®* Import

Select

Create new projects from an archive file or directory.

Select an import sourge:

w &= General
B Archive File
I CMSIS Pack

& Exsting Projects into Workspace

1 File System
@ HEW Project
T Preferences

MNext >

Cancel

11. F7asz oA R—k

2. UTFOBEDOELSIZ. TRTOTADIMEAUR—bTHELS5IZFEIREITLVET , [Copy projects into
workspace] (7—9RAR—X([ZTFAV /M EaE—TFB) RYIREFVICLENTESLY,

G

File Edit Source Refactor Navigate
- E G i G-

75 Project Explorer 52 =g

Search _Project RenesasViews Run_Window Help

[& import m] X g
: | Import Projects ™ - -
Select a directory to search for existing Eclipse projects. & /
4 |= O
@ Select root directory: | Y ERCE NI G e | [ Browse...
O Select archive file: Browse
Projects:
app1 (C: e\loT\Projects\Sec SecureBootlc Select All
app2 (C: IoT\Projects\SecureBootloader SecureBootle
receiverIstTime (C:\Workspace\loT\Projects\SecureBootloader\se | Deselect All
e\l
Sec (c oT\Projects\Sec =
< >
Options.
[[]Search for nested projects
[ Copy projects into workspace
[ Hide projects that already exist in the workspace
Working sets
[ Add project to working sets New...
Select..
Locatio
@ <Back Next > Cancel

3.

12. 7ASIFDYRE
e? studio T, FTAVIIMEEILRLET, TADIVFDEILRIE, T5—H 0 T, BRYE (VF—r3—K)

MO THAENNKLETT,

XTI, IR—DrDHAX(E, 02 EILEIREL. T/\w5 H 51 (debug prints) #REF B &L 1=
BEIFH 52 K /81D ROM YA X, T/\vT B AEREEENICLI-HEIEH 32 K /(D ROM H4

AXTY (10.2.2 ExSH]),
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8.2 PC ®»FR4%35.L(PC Programs)

PC ®a—FRIxL g hi. Visual Studio® 2017 ZERALTIV/AAMILLETS,

Windows Explorer T, C:\Renesas\Synergy\SecureBootManager\renesas\src\pc\apps D/ X %:EIRL .
*sln 274 IVERDITET,

& sln I7AILZIRIZE T ILY)voL.VS2017 IZB—FLFET,

VS2017 TE 7OV IMEEIIRLET, AV IME, T5—H 0 TELRSNBIEARBETT , deploy (B
F) TSz IMETN\VT ICEET DO DEENFKELET A, Sh5IE openSSL SATSUD TNy
L URIL (debug symbol) (B ELTEY ., I—FDOBEEIZIEEEHYFEE A ZOFIXL. deploy TR Y4
DISMILLT=#& T , Microsoft M54 751K 7F (dependency) # & /MZF BI(Z1E. J))—RXE—F (Release
mode) 7OV S LEEIILRLET,

B deploy - Microsoft Visual Studio e £ k Launch (Ctil+Q Pl - B x
File Edt View FProjed Buld Debug  Team Tools Tesi Anahze Window  Help signin H
-2 W - | Debug - x4 - Local Windows Debugger = | &% _

Class View

Cutput

Show output from: | Build
13 TEPaLrver.cpp
1> serial.cpp Project Dependences
i> framedProtocolbost.cpp t

> Generating Code... Flool Namespace
reipace

1

13  deploy.voxproj -» C:\Remesas\Synergy\SecurityKernelrenesassro\pohappsdeployiDebug\deploy . exe

15 deploy.voxproj -» C:\Renmesas\Synergy\SecurityKernelirenesashsrc\pchappsideploy\Debug\deploy.pdb (Full POB
wememes Build: 1 succeeded, @ failed, 8 up-to-date, B skipped sessemssss

| (Name)
Specifies the project nama

13. 7aZz bV’

9. SSP 74— ar DR (Configuring an SSP Application)

X 7I—bA—F 7T ) r—30T SSP 7INr— 3 EERTBIZIE, £FVRXTLES (shared system
element) ITDWTCEAREICEBET A EAVETT UL TORIEEZRHAITIVLENHYET,

SSP A—H7FUr—ar U h(linker) €93V EEHL. I—FOMD I EEHELAENESICL TS
L\c

SSP configurator &, 774 —3vNT ROM LY A% (FAW, OFS, S-MPU) 2R3 5= DA T ay
ERILETH. CNMODLORFZBHTESDIET—FA—THDA T,

TIVTr—2av DBEFHFERTTEEHITE. 7TTIr—2a o OAIT. BHFESHUO—FT 50125 88
ETEDREN. BLUV TV 1 API Z2ERALCEHZRNRBOEHEEICTAY S LTELRENDPRBETT,

UTDRTYT & FHLW SSP 7IUr—2av BNhBET RV HDERE, BEHESF o O0—KTE5L5(2 SSP
FI) =239 AL —LTArIILOREDEMERLTLET,

9.1.1 YYARY)FTrDOEH (Updating the linker script)

14 #BHBL T, ABYLATIMEEEL TS,

COETIE., FED appl FOCIHIMIRIET BV DRI TESELLTERLET . COT7AILIE UT
DETHRRICP-EBEFRALTOET, ZOT7AILIE, script THILFRAIZHS S5D9.Id 77V TT , e2
studio NTRAKIHZE . COT7AILERALV &, TERIZH S [s5d9.ld] BTEVVVITHE CDTFAILNTHR
FE—FTRRINET,

LU SSP 7RI EERL. FEL I HEEDHEE (any functionality) ZBMLET (=X BHEDI—
‘7o Z%EHEE LT= Blinky),

B%9 % SSP 7O HMT,. FNTOTTHIRD scripts TAHILERIZEHS s5d9.1d Y HRIYTrI74 L ER
EFF T, e? studio NTHUGE. COT7AMILERL &, TERICHS [s5d9.1d] 2TEVvITHE. ZDIT7A
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IWINTHFRAME—RTRERENET , COT7MILDFEEET, MEMORY $85i(E SSP FOPxHMAITDL AT

MZE-oTULVETD,

e Bootloader (F—hA—4) TOCHNTHERATHAEILAT IR,

C:\Renesas\Synergy\SecureBootManager\evaluation\src\embedded\common\loaderScript\memory

Map.ld ATEZRINTULET,

o BT EHETTIVr—a DI HRY)TRT7AILAD MEMORY 7E % (definition) ZBEZ# 2 571-8.
S5D9.1d 774 IILM5EET memoryMap.ld 774 ILE A2 )L—Fk (include) LEY , 7=F=L. ID Code (ID 3—
R) €933 %EE T, include T, memoryMap.ld 77/ LD /IR EFEIRET IBENELDHZENHYE

D
INCLUDE

C:\Renesas\Synergy\SecureBootManager\evaluation\src\embedded\common\loaderScriptimemoryM

ap.ld
MEMORY
{

ID_CODES (rx)  :ORIGIN = 0x0100A150, LENGTH = 0x10

}

/* 16 bytes (16 /\AF) */

o AEYLATIEEMRT B2, memoryMap.ld 77 (I EHRESBL TSV I, - 7T r—
avmTDFKIEE (area reserved) & BHRITO— MG ERFEE (Update Area, BHHEE) T3FE%E
BWET U TORESRLTIIZELY,

0x60800000

Update Area: QSPI

0x60020000

Secured via MPU
and
Locked via FAW

Update Area

0x001FFFFF

0x00108000.

0x00108000 - 0x001FFFFF (Thirty 32K Blocks)

Application

0x00030000

0x00030000 - 0xO107FFFF (Twenty-Seven 32K Blocks)

Main Module Table

0x00028000

0x00028000 - 0x0002FFFF (One 32K Block)

15t Receiver Module Table

1%t Receiver

Security Kernel Module Table

0x00018000

0x00018000 - 0X00027FFF (Two 32K Blocks)

0x00010000

0x00010000 - 0x00017FFF (One 32K Block)

Security Kernel

0x0000FE0D

0x00000000

0 - OX000OFFFF (Eight 8K Blocks)

B 14. A*E=YDLAT Ik

R12AN0093JU0102 Rev.1.02
2019.10.10

RENESAS

Page 25 of 34




Renesas Synergy™ 75vh 74 —LA XTI R—Tx

e TKEEP(*(.vectors)) JEWSTDRIIZ. I Vectors_Start = ;1 EWNSITZEMLET ., SSP NERT S
[ Vectors_Start]EWNIPURILICH ST DEBREERT HIAT. COITHIRBATY,

e DTC RUAT—7T )L (vector table) DTk (entry) Ak 7 2k (Comment out) LET , CDHER. DTC N
DRAT—T LD EFIRIZEE D RAM L EICREINFES , DTC RI2T—T)LE SSP TAY T VMATHERAT
5154 . RAM QHIZZOT—TILABHMNIZERBESNET,

/7\-

.ssp_dtc_vector_table :

{ .= ORIGIN(RAM);
*(.ssp_dtc_vector_table)

} > RAM

*/

e JOUIVMEEILRLET . appl.srec DRHYIZ, S TERMSINT srtec 77/ EEF1T7EETOLRFES-
FEXF17EHFITOLRICFERATELLSICRYET,

e ID Code & ROM register D&+9avE SSP 7T —2 3 DR THIFIN TET A, ChoEAEYIZE
FRAFENTVVEVILITEEL TSV, SO EIF. T—rO—F Da—FBEARDOF THEESINDZITT
T, SSP AINoDEI2av B FRETHILEEFHLTLNSEVWSIEET, IO HFINTWAIZTEEE
Ao CORITFRIEETHFETT .

9.1.2 SSP 77— arAnFora—F#EEDEM (Adding Download Capability to the SSP
Application)

BRE Q7 TUr—avh., 74— ILKEER#% (after field deployment) [ZE#7 (uodated) Sh b2 EE2FHILTLNVD
& TDTT)r—3V [T HIW (N—Fox7) BE#EEL. ¥ ooO0—RF7ArLY Iz 7HRRESATINVD
WEARHYET, IRED PC AIDEHERY—IL (update deployment tool) &, 1) 7 JLF 3 JL (serial channel)
ERALTEHZEETSILSICEELEIL—LTORIIL (Frame Protocol) ZEHALTLVET , (TED appl 7
A IME, DUTIVER—MEBETIL—LTOR L EERLTCEESN T 25 2ETIHEERLTVET,
A—HHRKET S SSP 7TV r—1av(A D O—F#EEEBMT 55 EZDFMIE. TP INESELT
{FEZEW, FE?D app2 AP IME. USB BEHDA DU A—F#ieE 11— 7 r— 3V (2BINT B 5EH%
RLTWLET,

FRTHTOCIIMI UART BADS IV O—FEEEEEMT DT HRTYTF, LTFOEBYTY,

o IV ANDEFTAHEYR—ITEH=OIZ r_flash_hp EDa—I)LEFEBMLET,

e TF—AE5i% (data transfer) #H7/R—b9 B1=8HIZ. r_sci_uart ELa—IILEEBMLET, RALAT(T7Z2ERT S
FOTEFREZEROAAEZEHTHRY . UART HEEZMDEEDEEF v RILTEZTHMASILLARET
ER

e BHMDAHYUA—KREkLLEDT7T)r—3> ALYk (appliation thread) (2, £< 7+ (semaphore) & 21—
(queue)FEMLET,

e SSPAYIVNITIL—LTARILNIFAILEEBMLET,

— framedProtocolCommon.c
— framedProtocolCommon.h
— framedProtocolTarget.c
— framedProtocolTarget.h

o INLDEDVaA—LEWMEEL. RELET—2Z0NEBITLAHEZDOFMIL. applisrc ZHILTAD
PMOD_thread_entry.c 774 I)LESBL TN,

9.1.3 SSP 77U —3vA~A® OEM SIAZEDFY LD/ EHBEDE M (Adding OEM
Certificate Challenge/Response Capability to the SSP Application)

1%t Receiver 7 7/ r—av & PC BRAY—ILOMAEDHE L RARYT /N1 XFEBAE (device certificate) D

7 1&$R (identity) Z1REE S 5 5 EEZRLTLET,
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—EDFHENIFLUTDRYTY .

1. PC {IERAY—/L (deploy tool) . MCU L 1st Receiver [ZxtLT OEM FEBAZE (certificate) # BRLFET

2. 1stReceiver (£, COIBAZEAZ(TERSEMT SBMAPI 2 U HLI-#% . FDEHEESEERY—ILISEELE
ER

3. ERY—ILIEA—NIL CA ZEELLTEDAELRIIL. TORAENFEINEINEZHIELFET . DR
TYTIE FIBAEDAHEREIL . EEAIT NARERILFE A,

4. Rz, BRAY—IIFSUF LT—4%/3v 77 (randam data buffer) Z £ L. D /v I 7% 15t Receiver [T (S
LFET,

5. 1stReceiver . SCE N—FOxz7E#MHUHT T, TVEL T SNT-FE # (wrapped private key) AL T
ZTOT—REBAL. TOEREREAY—IVISEELET,

6. RBREIY—ILIE. X.509 FEBAE (certificate) HMHEN#F L= FA#E (public key) #ERALTZDERERIALET
COBEEIZKY., TNA ZADEFI1EER (device identity) ZHRFELET

1st Receiver EBEY—ILARADI—FIE. T ILELTARFHAFTY .

Fr LUl % (challenge/response) D AH=X Ll BES 1L HAL EZ 2—)L (crypt HAL module) Z{E A9 5w
ENHDH.SSP A—H 7T r—2av NCDT I aVERTTHEEIE. TOTT)r—avlE SSP HiR
HLTLSHEEE HAL ED 21— ILEERTI2REMNHYET , frameProtocolTarget.c 77/ ILINT, ZL—LTA
FaLERBELTFYLUODEREZZITRYET, COMRICERAT S handleHrkCertChallengeResp() BE#t(%.
hwSignData() ZFUHELET , COMEIEL. A—HFT7TVr—aV ATEETILENHYET, COMBEIL. ¥
VT ELT 15t Receiver RICEREFATT A, COBESIL, 15t Receiver TADIIMD—ETHAESEE
Ca—IEFEALTWET, a—FAIZEELT- appl FAY S+ T4, challengeResponse.c 77/ ILATH T
WEREEAHATT , COHUTILIE, SSP HAL UL (SSP HAL cal) #E AL TRILHEEEEELTLVET,

9.1.4 T/\v% (Debugging)

A—HT7TVr—2avIE TIHIEDI U HEREEFERLT. EEDOREVR7ALTAS VN ERILAETHELS
TR ETITENTEET L. 7TV —av D EeNERL. EFa7 T —ba—S LA EDHETTR
P BERBETIDLIBTRANERREICT B=OIZIE. T/NAVHIZLKOWDEEEMZIDELHYET,
HIDEDHRAICH->TITAD IV AREEEBLE®R. TRTOT NIV URILNEREIND LS. T
NG E—RTEDTADIIMEIV/IRAILLET, ZFLT. 5.2 EDQFHBICHST srec F7MILEIRZILY
(mastering) L. SO RAY T FH stec T7AINE AV AR—ILFEHDEF1T7T— O—FEFEALT, T/
RZFHoA—RFTIRENHYET,
RRBYDTBEHDA—HF T TV —30ETNARIZADO—RLEB AT, T/\vJ vy a3 % E (debug
session setting) ZB#HLFET , NI, THAARICTN\VAZEBRLTOWSIKETI— RISV a2BHLENES
123 5+-8T3, EMCDOEHIL. EnableFlashDL 72545 % 0 ICHREIT S E. TOASIHIFAD
<debug_session_name>.jlink 77 JLIZEEEZMA S ETITLET,

FE®M Jlink T/\wFtyiavik, FT—rA—4& & 15t Receiver IZX LT, 759 aMA I A—R e EIZL
THYFET,

HE. TNAARICTNVAZEGLTODRETIH., 2OEYavIiETNA\vIoURILEO—RLET M, T/INAR
[Zfda—KEEHoro0—KLEFA.

CORRTI—FEEHLELIET HIHE . BHYRE S TO+EX (update mastering process) &% 45— EXE
TI2RERHYET . DD PATLMERT—UICEDHICE . EFa7 T b R2—OY EFERET. 7
T)r—2av DI RTOERKET AT TSI THTEEHRLET,

TINVT DETPICOA—RETNARIZAIUO—RLEIETRHIEE BT LEDISVE 2 ITEEL TS,
10. 7ACHDERTE (Project Configurations)
10.1 X2 UT <& (Security Settings)

COETIE., X 2T B (security strateg) D—IRELTT—EA~NDT IR EHHT 5B TEHRT 5. MCU
ROIESFHEL D RRITDONTEHRBALET,
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10.1.1 ¥ a7+ MPU fEIB D EE (Configuring the Security MPU area)

t¥al)T4 MPU OELDRAFFERALT. EHDATEEADOHGZARYT I/ ERZHELET , —FIEID
N—FI7EFERALT. 3 DOFaT7HEEE TALICEREAIELTLSHITTERAWN 3 D0 PC (FAT5L4L%
DUR) BEERETHIENTEET, DX T7HEEEZ. ROM. RAM, F2IET—4275v2 2D HICEE
AlHETY,

PC (RT3 LAI2R) HN, EEFH PC &H (defined PC ranges) DLNFNHODHIZHEIHEEDNH. THEHE,
BCEERNICEFETSII—RFE2HERATIEE0H, tX 17 EEERAMBENTEET,

X2 T14T—bTHR—T v (Secure Boot Manager) 77— LT EAVAM—ZD PC Y—)L (/A=Y F)Lav
Eai—2ETEETEY—I) . EF2UT4 MPU DELDRAEIR, £X1)FT4T—kvR— v (Security Boot
Manager) . ¥ 2177 —btI 32— v DEP2—)LT—T )L (Secure Boot Manager Module Table) . OEM FEBAE
M —F %815 (OEM Certificate area of code) #h/\—F 5&3IZRELTHYFET . COAET. EFaUT4T—+
IR—T v DIA—KRR—X (code base) Z&HAMBDELHLELTVET,

5Dl RA1E, SecureBootloader\sbmCfg\mcu_rom_cfg.h A THERLET . ChHoDL P RAEEETBH
EE N7z aTILESRLTIESL,

WEDHREF. LTOESYTT,

#define SECMPUAC_DISPCO_VAL (0U) //SECMPU Program Counter region 0 Enabled

#define MCU_CFG_SECMPU_PCO_START 0x00000000U // Security MPU Program counter region 0 Start address

#define MCU_CFG_SECMPU_PCO_END ((ADDR_BOOTLOADER_MT -1) | 0x3) // * Security MPU Program counter region 0 End
address

#define SECMPUAC_DISPC1_VAL (1U) // * SECMPU Program Counter region 1 Disabled
#define MCU_CFG_SECMPU_PC1_START 0x00000000U // Security MPU Program counter region 1 Start address
#define MCU_CFG_SECMPU_PC1_END OxFFFFFFFFU // Security MPU Program counter region 1 End address

#define SECMPUAC_DISO0_VAL (0U) // SECMPU Region 0 Enabled
#define MCU_CFG_SECMPU_SO_START 0x00000000U // Security MPU Region 0 (code flash) Start address
#define MCU_CFG_SECMPU_SO_END ((ADDR_1ST_RX -1) | 0x3) // Security MPU Region 0 (code flash) End address

#define SECMPUAC_DIS1_VAL (1U) // SECMPU Region 1 Disabled
#define MCU_CFG_SECMPU_S1_START 0x1FF00000U // Security MPU Region 1 (SRAM) start address
#define MCU_CFG_SECMPU_S1_END 0x200FFFFFU // Security MPU Region 1 (SRAM) end address

#define SECMPUAC_DIS2_VAL (1U) // SECMPU Region 2 Disabled
#define MCU_CFG_SECMPU_S2_START 0x400C0000U // Security MPU Region 2 (security function 1) start address
#define MCU_CFG_SECMPU_S2_END 0x400DFFFFU //Security MPU Region 2 (security function 1) end address

#define SECMPUAC_DIS3 VAL (1U) // SECMPU Region 3 Disabled
#define MCU_CFG_SECMPU_S3_START 0x400C0000U // Security MPU Region 3 (security function 2) start address
#define MCU_CFG_SECMPU_S3_END 0x400DFFFFU //Security MPU Region 3 (security function 1) end address

t¥al)T4 MPU ZFMICLIZRKETEXR 27T IR—Dv DAV R M= LR IILz&. TATSSVT 104
Zx—X (programming interface) J5 A7V EARAIILBYET , 3 LGHL BED IJTAG 1371 —X%#EH
LT 77V —2avDI59 1 E8E AR EBERRETHLIEFAREICEYET . TATSIDT (04T —R
J5 ADTUERAEBERREIZTBICIE. TAVY 0 £@REEETSHET. X274 MPU ORTEEENIZT S
HENHYET, COEEEITIICIL, 7.2.3 E SMPU/FAW Evk®D!)t vk (Resetting the SMPU/FAW bits)
SREAICRE>TRVUTERETLET .

10.1.2 259 a 7o RI1V R DERE (Configuring the Flash Access Window)

759 aTIRAD4URY (FAW) &, £F 1) T4T—hIR—T & 1t Receiver M EEEF-(IEFINDLE

#PHUEITH5EHMTERLET . FAW (I, A—HIEEEBETOISL (BEZTIAH) 2RI TEE7RLREHEEZH
ETTAETEFDHREER-LET, FAW [£. Visual Studio ® Kernel Installer 7 7)) 4 —<3> A T.SBM £
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DA T=IILOFEENS, TATSILTSVVADEBEETOTRLRABEEN/NN—TBEIITHRELTHYE
ER

FAW (X, T4 TEMIZHE>TWET, FELEAREPIF. EXa 7T R—CvZ2B OIS LTEDLSIC,
Thbhb, TAO5 S LT VIR —KF£EOvITETENLENESIZ FAW ZESCLTHECEEHELE T,

FAW ZF #1123 51214, Visual Studio @ Kernel Installer 7O 4R T ENABLE_FLASH_ACCESS_WINDOW
FEBELET . COEEFTICK. ZOTOO /DT O/RT14%ERE . [C/IC++>Preprocessor]d T T,
ENABLE_FLASH_ACCESS_WINDOW &LY5 [Preprocessor Definition]Z8NLE 3, FAW ZESIZ3 312K, 7
AL DEERFHIBRLET,

INBEDEYRE MCU IZT7ATSLLI-R. CNOEEETHICIIFINLAENBEICGYET, ChHDE VR EHE
£9BIZ(F, 7.2.3 F SMPU/FAW Evb®D'J vk (Resetting the SMPU/FAW bits) MERBAIZHZ R ThEELT
LFET.

10.1.3 FSPR M#&Rk (Configuring the FSPR)

FSPR Ewhkl&, %27 MPU & FAW O&L P RINDEREMIET 5B THERLET . COEYrE—ERYL
EFRIIEENTARELDO T, HERICEX L) TAIT—rIR—DvETNARIZTOTSLTHHERATDH. D
EvMIFRESNET,

FSPR #7704 5.L3 3IZ(%. Visual Studio @ Kernel Installer 7O2 x4+ T ACTIVATE_THE_FSPR 2E&LZE
T.COEEZTSCEK.ZFOTOSHorDTONRTF 1% E . [CIC++>Preprocessor] D T T,
ACTIVATE_THE_FSPR &L\5 [Preprocessor Definition] () 70®y Y ER) ZEMLET .

TOCIIMAT, COEERITTIAHINCEDIZHE-TULVET,

BoARETOTSIVT LGS . TS RADEELFAIRERCELHEID T, TNNAADH—RILET T ) r—
AVAELBEIN TSI EEFHRT AL FBEFISITENRETT,

10.1.4 JTAG Z9EADERE (Configuring JTAG access)

OSIS LY ZRAZAD ID Code (ID O—F) [EFEFRESNTOEHF A COFER. ITAG BT NS RIZTVERTEE
T, iSEBAZE M R+—FY— /L (Certificate Installer tool) [, ID Code LY RAMERETE, F-tXa77—bO—
ATTREDI=ZV Y LETNAARIZH LT ITAG 7O ERZHIBIT 52 ENTEET,
FREBICEX17I—hIR—T & 15t Receiver NETAY S LTESKSIZ.ITAG ID [T 74 ILETESIZHS
TWET, KEMICR—FEOvI T3 ENHEFTE A, JTAG ID ZHE#ZF BIZIX. Visual Studio @ Certificate
Installer 7Oz A TIENABLE_JTAG_LOCKING1ZE&ELFET . COEEFTIIZIE. FDOTAP /DT
INTA%EBE ., [C/IC++>Preprocessor]® F T, FTENABLE_JTAG_LOCKING J&LY5 [Preprocessor Definition] (Z'1)
TOwyYER) FEMLET,

RizoDTODzHREHFIAVAAILL FED JTAG OvY ID £FHALTETRIEE I 7ML ERELES,
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10.2 £ERI7EERSE (General Settings)

10.2.1 OEM iEBAZE D ERA DAL (Enabling usage of OEM Certificate)

L RTLTOEM SEBAZDEREE I BIZI1E. ENABLE_SBM_OEM_CERTIFICATE L2 RILEQV SIS D
J7oeyHIZEMLET . EAMICIE. e? studio T [SecureBootloader] 7RSO EHHIYVIL.,
[Settings]>[Cross ARM C Compiler] D FTYURILEBMLET . COEE%F 15t Receiver AV HMEI—
YT7T)r—2avTHRKRICETLEYT HLLWEHFZFI Y O—FT5HIC,. 22— 7T r—30T
frameProtocolTarget.c 771 ILEERALTLSIEE),

10.2.2 N—FOzF7IEEIV OO OERADAE L (Enabling use of Hardware Crypto Engine)
A—HFXIDOYIr Iz TEFEAL T, BBES1LRE (cryptographic operation) [IS/N\—F O 7ERF XV IR IT
BREFERTEINESINERETHENTEET, SED9 [FMHELRN—FIT7HEEILERTRTEYR—ILT
WADT. REDMEEEERT 50T, TRTOBERZEMICTHIELHELET,

crypto_cfg.h Z74JLI&. SHA256 & ECC (BR EIREL) IS T HN\—FR 7Y R—bEBNZTE-HDIZER
BZBHEDOHDHIYAERBLTVET,

10.2.3 T/ hDOFFE (Enabling Debug Prints)

SCI8 L UFZILIR—,TT /T H AFERIZT HIZ(E. DISABLE_PRINTF ¥40%3 /(50T FOty4H(2
BMLET ., FD=OIZ, €2 studio T [SecureBootloader] 7AYo/ rEH S vHLET, [Settings]>[Cross
ARM C Compiler] O T T, COXYAZEEMLET . COERERITT L. VIRV T DY A XHFRITNEIG
YEF,

10.2.4 OFS LY RAMERTE (Configuring the OFS registers)

OFS register (OFS LY RX4) Ewkld, mcu_rom_cfg.h Z7AILINTRETEEFT . cAHDL P REDEMIL.
N—RI7R=_aT7IVESHRIZE,

10.2.5 a—H¥E&HEBIB (User-defined Functions)

SecureBootloader (¥ 2177 —r0—%) FOPzHME, X227 T —rA—4 DT7O0—%FIHTH5BMTI—Y
MNEETSHEDTEST VY (hook) ERBLTNEY . 7TV 7 —2av AR ELET HHE . 1—FRIhoOBH
EBEMZDENTEET,

ZhioDRE%IE. securityDebug.h & securityUser.h THZEEINTEY., T ILDRERE(L securityDebug.c &
securityUser.c TERiESNTLVET,

10.3 BREDME (Configuration Summary)

zon BiEA BEAHE PC AIFFRSzHH e? studio A zHH

(FZ92aTIERI4VED (FAW) D
A91k)

SEMTEALEY.

(H—RIAVR—3)
F=l&

Certificatelnstaller (FF
BHEASVRM—3)

RX_1ST_BUILD (1* Receiver ME LK) BAEEELTLIDa—RAY 1stRX (1% JolzHMITEE | NA 1ST_RX
Receiver) THAINESIMNEHIET BF-HIZ,
IL—LTArIIL OB AAHRED R THE
RALET , EELZLTESLY,
ENABLE_WINDOWS_KEYSTORE Microsoft CAPI (551t API) Z{EAL. 0 | FOPzHMIITEZ | KernelPackager. N/A
(Windows ®F—R+A—SH%1E) BEICHE DT Excel DV—hEBEEH]AE Kernellnstaller,
T o EELGLTLESLY, Mastering. Deploy
(O VI ZA 2o a2 [N
A=AV AR5,
TRAYIYT | BFH)
ENABLE_FLASH-ACCESS_WINDOW TS aTIERILURY (FAW) 28 ET | FOPcIMITESR | Kemellnstaller N/A

ADDR_FAW_START
(FAW BRIa7FL X)

ADDR_FAW_END (FAW # T 7KL X)

FAW O7FLAFEERELET

memoryMap.h

N/A

SecureBootloader
(Fa7I—bn—%)

ACTIVATE_THE_FSPR
(FSPR O&#1E)

FSPR EvhxOYILET

TavIMITES

Kernelinstaller (A—%
WAV RR—F)

E3kS
Certificatelnstaller (FF
BHEAVRF—3)

N/A
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/A Bl BEAHEK PC mI+7avz ok e?studio ALYk

ENABLE_QSPI_FLASH_DOWNLOAD_S | QSPI % Update Area (B#7%E%) ELCEM | FOPz/MITESE | Mastering, Deploy (% TART

UPPORT (QSPI 75y a¥ro—Fn FBRIEEHTLET 2AYLY | RE)

HR—+DEHIL)

ENABLE_QSPI_FLASH_USERDATA_S FI)r—avBARO—EELT QSPI 2E | TACIIMITEZ | N/A SecureBootloader

UPPORT (QSPI 75y a1—H#TF—40 R$577Vr—arn7FadS5305%Y (E¥277—t0—%)

Y R—tDEXE) R—rLET,

ENABLE_SBM_OEM_CERTIFICATE FTIAR D DERETAT SV (BER JoozyMAITESR | N/A SecureBootloader.

(SBM OEM iEBAZ DA FH1E) #) EYR—hLET 1ST_RX (%27
J—ba—% 1
Receiver)

ENABLE_ENCRYPTION (B &1t D BHAA—CORELESLBEREYR— | TOCHMITESE | Deploy (BH) SecureBootloader

F31k)

LEY

(E¥a77—t0—%)

ENABLE_JTAG_LOCKING (JTAG Bv% | JTAG AvY ID &R ELET JaYzyMilTESR | Certificatelnstaller N/A
DEIE) GEAZEAR+—3)
ADDR_BOOTLOADER (F—kA—4% 07 T—rO—4 DEARTRLR memoryMap.h FTRT ITRT
FL2) memoryMap.|d
BOOTLOADER_FLASH (F—kA—4% D7
Jvva)
ADDR_BOOTLOADER_MT (F—hA—% | J—bO—FEDa—ILT—T L ORLE memoryMap.h TART ITRT
MT OF7KLR) FRLR

memoryMap.ld
MT_BOOTLOADER (7 —hkE—4%® MT)
ADDR_1ST_RX (1 Receiver D 7KL X) 1%t Receiver DA—KFDEBRTFLX memoryMap.h FTART ITRT
FIRST_RX (1 Receiver) memoryMap.ld
ADDR_1ST_RX_MT (1% Receiver MT @ 1% Receiver EX1—IILT—J L DA memoryMap.h ITART ITAT
FRLR) FRLR

memoryMap.|d
FIRST_RX_MT (1% Receiver ® MT)
ADDR_OEM_CERT (OEM SEBAZ D OEM FEFAEZREF T DM T LR memoryMap.h TART ITRT
FRLR)

memoryMap.ld
OEM_CERT (OEM 3FEAE)
SIZE_OEM_CERT (OEM iEBRE®D OEM FEBAZEfEE D YA X, 759 amT memoryMap.h ITART TAT
H#4X) Ay YA X 1 DT BRENHYET
FLASH (75w 1) T r—ar ORRLE memoryMap.ld ITRT FTART
ADDR_MAIN_MT (A~ MT D 7KL X) FINr—2avDES2—ILT—TILORE | memoryMap.h ITRT +RT

&

MT_MAIN (A2 @ MT) memoryMap.ld
ADDR_PENDING_UPDATE ((REHNDE | EHDOH Vo O—R5kLHEEOMRMLE memoryMap.h IART ITAT
FDTELR)

memoryMap.|d
PENDING_UPDATE ({23 0 F £f)
BOOTLOADER_RAM_START_ADDR JT—hO—4HMERAT S RAM DERSRLE memoryMap.h +RT +TRT
(F—bBE—% RAM DBIATRLR)

memoryMap.ld
BOOTLOADER_RAM (F—hO—45 M
RAM)
APP_RAM_START_ADDR (7 74— A—YF7T)r—avhMERATES RAM O | memoryMap.h +RT FTRT
23> ®M RAM DBAIE7 L R) BASA ML E

memoryMap.|d
RAM
BOOTLOADER_DF_START_ADDR IT—ha—EHMERTET 475V a memoryMap.h +TRT +TRT

(F—rE—EDF—4EI5vL 1 DBIETE
LR)

BOOTLOADER_DF_END_ADDR (F—k
O—%OF—475v2 108 T FRLR)

BOOTLOADER_DATA_FLASH (F—k
O—40T—475v>a)

memoryMap.ld

Licenses
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11. S4t> X (License)
Third-party cryptographic code is used in this demonstration and is subject to the following licenses.

11.1 SHA256 + HMAC
Copyright © IETF Trust and the persons identified as authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

¢ Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

¢ Neither the name of Internet Society, IETF or IETF Trust, nor the names of specific contributors, may be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

11.2 Elliptic Curve
Copyright © 2014, Kenneth MacKay. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

o Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

¢ Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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