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Introduction

The purpose of this Application Note is to show the user how to add the associated RL78/L12 sample code to a new or
existing e2studio workspace; as well as give an explanation of what the sample code does.

The sample code demonstrates a number of the safety functions available on the RL78/L12. The functions demonstrated
are as follows:

Cyclic Redundancy Check: Used to check the RAM data using the general CRC peripheral whilst the CPU is running.

Frequency Detection: Used to check whether the oscillation frequency of the main clock is normal or abnormal by
comparing the high-speed on-chip oscillator clock or external X1 oscillation clock with the low-speed on-chip oscillator
clock (15 kHz).

AJD Self-Test: Used to perform a self-check of A/D conversion by performing A/D conversion on the internal reference
voltage.

Invalid Memory Access: Used to detect illegal accesses to invalid memory areas; such as areas where no memory is
allocated and areas to which access is restricted. The illegal memory access detection function triggers a reset if a
memory space specified as access-prohibited is accessed.

RAM Guard:
Used to prevent RAM data from being rewritten when the CPU freezes.

Target Device
RL78/L12

Development environment

IDE: e2studio

Compiler: GNURL78 v12.02 -ELF
Hardware: Renesas Starter Kit for RL78/L.12
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RL78/L12 Utilising Safety Functions for e2studio

1. Installation

This section assumes e2studio IDE is already installed on the user’s personal computer (PC). Create a new folder and
name it as ‘RSKRL78L12_Workspace’. Copy the zipped file ‘an_r01an1589eg0100_rl78112_safety.zip’, available in
the Application Note package downloaded from the website, to this folder. Extract the
‘an_r01an1589eg0100_rl78112_safety.zip’ file to the RSKRL78L12_Workspace folder

2. Creating the Project Workspace

Open e2studio IDE by clicking the Windows Start button, select All Programs > Renesas Electronics e2studio >
Renesas e2studio.

—— =
E Workspace Launcher et S
Select a workspace
e2studio stores wour projects in a folder called a workspace,
Choose aworkspace folder to use for this session,
Wéorkspace:  ChUsershQATest\My Docurnentshedstudiolwrorkspace - Brovese..,
[] Use this as the default and do not ask again
]9 l ’ Cancel
Select <OK>,
E Administrator Privilege @
Administrative privileges are required for correct operation of
e25tudio on Windows 7. Please ensure you have appropriate privileges
(i.e., Right click renesas-eclipse.exe and choose "Run as Administrator”)
Do you want to continue?
[ Yes J ’ Mo
Select <Yes> to Administrator Privilege dialog.
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Welcome

e2 studio

On the welcome screen select ‘Go to the Workbench’ icon as shown above.

3 =]

1. Once the e2studio environment has initialised, right click in the project explorer window and click <Import...>

B Cce - erade
File Edt Sorce Refachor  Navigate Search - Bun- Project - Window ~ Help

@@ - QA
Project Explarer
Hew
ixg dmport..
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Refresh 5
1 items selected
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RL78/L12 Utilising Safety Functions for e2studio

2. The Import dialog will now appear. Expand the “General” folder icon, and select “Existing Projects into
Workspace”, then click ‘Next’.

B import = 2=
Select
\-i
Create new projects from an archive file or directory. i E 5 I

Select an import source:

a [~ General
@‘ Archive File
1 Existing Projects into Workspace
[, File System
El Preferences
s = CfC++
s = CVS
> [= Run/Debug
» = Team

@j < Back Mexdt = Finish

3. The Import Dialog will now appear ,specify the project to import .Click the “Browse” button and locate the
directory: C:\Workspace\RSK\RSKRL78L12

Navigate to the unzipped Safety_ Functions folder located folder located in RSKRL78L12 Workspace folder.
Select the Safety  Functions folder located folder

And also ensure that the ‘Copy projects into workspace’ option is ticked, and then click <Finish>
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/E Impaort

Import Projects

Select a directory to search for existing Eclipse projects,

@ Select root directory:  CNWVorkspace\RSKARSKRLTEL12\ Safety Fur
71 Select archive file: Browse...

Brojects:

Safety_Functions (ChWorkspace REEMNRSKRLTEL1S Safety_Fur Select All

Deselect All

i

Refresh

1| 1] [ b

[V Copy projects into workspace
Méorking sets
[Tl Add project to warking sets

Select..,

@:‘ Mext = Einish l ’ Cancel
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3. Opening Sample Code and Source Files

Once the project has been opened, the source code and all dependant files can be opened in the editor by
expanding the folders in the Project Tree window and double clicking the files listed. All files have been
grouped according to their file type.

File Edit Source Refactor Mawigate Search Run Project Mindow Help

Cir & ®-R-& F  E@-S-E-Cr B0~ L @E G FH oo & (/e
[ Project Bxplorer 23 T O [ Descriptionibt &2 S0|EomR \@m| T0O
=5g } ~ | A outling is not available.
£ M DISCLAINER
# 15 Safety_Functions -

.
* This seftwsre is supplied by Renesas Electronics Corporation and is only
A0 Includes * intended for use with Renesas products. No other uses are autherized. This
P * softuare is ouned by Renesas Electronics Corporation and is protected under
I herdware_setup.c * all applicable laus, including copyright laus.
= * THIS SOFTWARE IS PROVIDED “AS IS" AND RENESAS MAKES NO WARRANTIES REGARDING =
.

B hardwae_sebup.hy THIS SOFTWARE, WHETHER EXPRESS, IMNPLIED OR STATUTORY, INCLUDING BUT HOT

[&] interrupt_handlers.c * LINITED TO MARRANTIES OF MERCHANTABILITY, FITHESS FOR A PARTICULAR PURPOSE

[8 interrupt_handlers.h * AND NON-THFRINGEMENT. ALL SUCH WARRANTIES ARE EXPRESSLY DISCLAIMED.
E indefine_ext.h * TO THE MAXIMUM EXTENT PERMITTED NOT PROHIBITED BY LAW, NEITHER RENESAS
[ iodefineh * ELECTRONICS CORPORATION HOR ANY OF LTS AFFILIATED COMPANIES SHALL BE LIABLE
B * FOR ANY DIRECT, INDIRECT, SPECIAL, INCIDEWTAL OR CONSEQUEWTIAL DAMAGES FOR
- e * ANY REASON RELATED TO THIS SOFTWARE, EVEN IF RENESAS OR ITS AFFILIATES HAVE
8 lcd_panelh * BEEM ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
[ reg_ade_userc * Renesas reserves the right, without notice, to make changes to this software
[B reg_ade_userh * and to discontinue the availability of this software. By using this softuare,
B rcgadec * you agree to the additional terms and conditions found by accessing the
- Hgaid * Following Link:
18 r_cg_ade * http://wan.renesas. com/disclaimer
[8 reg cgec .
[ rca_caeh
[& reg_lede
[ reg lcdh * Copyright (C) 2013 Renesas Electronics Corporation. All rights reserved.  */
8 r_cg_macrodriverh * Project : safety_Functions
[£) reg_port userc * version :1.00
[ r_cg_port_userh * Device t RSFLORLC
[ r_cg_port.c = * Compiler : GHURL7S w12.02
[ re perth * H/W Platform : RSKRL78L1Z

: .
e el * Description : This sample demonstrates a number of the safety functions available on the RL7E/L12.
[ r_cq_serial userh * The functions demonstrated are as follows:
[ rcg_seriale .
[ rcg_serialh - Cycli ancy Check
I r.eq timer_usere * --
i . Us & RAM data using the general CRC peripheral
b onileliat * whilst the CPU is running.
[ r_cg_timerc -
[1 r_cg_timerh .
& r_main.c - Frequency Detection
[ r_rainh 5
& v * Used to check whether the oscillation frequency of the main clock is

il * normal or abnormal by comparing the high-speed en-chip oscillator clock o
[ rsysterinith P sl ey (S el e Sl P e T e
[8 reset_program.asm bl L
[ rskri78112defh [ Problems 53 . &) Tasks| B Console | T Properties ]
[& switch.c
= 0iterns
[B switchh =
Description Resource Path Lacation Type

|5 typedefine.h
[€) vector_table.c
[0} Description.tst
[ RSK_Headerbt
Bi} custom.bat
] Ssfety_Functions.aunch -

Writable Insert 11 @Al

4. Source Code Functionality

The source code project is specifically written to run on the appropriate RSK. However this source code can be useful
as an example even without the RSK.

The project was written using source files containing API functions generated using Code Generator. The project will
contain a C source file ‘r_main.c’. This source file includes the C function main(). All source files and dependent files
whose filenames are prefixed with ‘r_’ were generated using Applilet3 (Application Leading Tool). For more
information, refer to Description.txt.
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5. Code Execution
The sample code demonstrates a number of the safety functions available on the RL78/L12.
Modifications:

The following required changes assume there has been no prior modification to the board. Please refer to the
RSKRL78L12 User Manual and Schematics if in doubt.

Please refer to the schematics document and component placement diagram in the User Manual to help locate
components.

Connect a jumper to pins 1 and 2 of J12 and J13 headers.
Connect a jumper to pins 2 and 3 of J10 and J11 headers.
Instructions:
1. Compile and download the sample code. Click 'Resume’ to start the software.
2. T_he LCD will initialise. After approximately 5 seconds, the heart symbol will toggle on and off before it is turned off
again.

3. A MENU will be displayed.
Press switch SW1 to run the A/D self-test and illegal memory access.
Press switch SW2 to run the cyclic redundancy check and RAM guard test.
Press switch SW3 to run the frequency detection and SFR guard test

4. The following is required and expected for the different tests:

AJD Self-Test and Illegal Memory Access
Press SW1 (enabling) or SW3 (disabling) invalid memory access. IMEM will be displayed on the LCD panel.

If enabled, a write to the reserved memory location (OXEF000) will be attempted which will result in a device reset. The
application will restart from step 2 (the user can stop the debugger and view the RESF register in the SFR list. The SFR
list can be called from the menu bar View > SFR. Search the RESF register, which will have its bitl set high. This
indicates an illegal memory access caused the reset.).

If disabled, a byte written to the reserved memory location (OXEF000) will be attempted which will not result in a
device reset. No modification occurs on the memory location and the application continues to the A/D self-test.

ADC will be displayed on the LCD panel.

The A/D self-test will carry out two conversions, one on the internal 0V (AVrefm) and the other on the AVrefp voltage.
The two results are stored in the g_adc_test_result array. The OV and AVrefp are store in array locations 0 and 1,
consecutively. The expected conversion results are 0x00 and OxFF.

Returns back to MENU.
Cyclic Redundancy Check and RAM Guard
Press SW2 (enabling) or SW3 (disabling) RAM guard. RAM will be displayed on the LCD panel.

If enabled, protection is enabled to prevent write access to the first 128 bytes of RAM, where the A/D conversion
results are stored.

If disabled, protection is removed from these bytes.
CRC will be displayed on the LCD panel.

Press a switch to get an ADC reading. If RAM guard is enabled, the reading will be 0, otherwise a valid reading is
obtained. Adjust the potentiometer and press a switch again to get a different reading. Repeat this for four readings.
Press a switch for the fifth time and the CRC value will be shown.

Press a switch to return back to MENU.

Frequency Detection and SFR Guard
Press SW1 (enabling) or SW3 (disabling) SFR guard. SFR will be displayed on the LCD panel.
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If enabled, write access to the interrupt control register will prevent the UART transmit interrupt from being enabled;
preventing the main clock's frequency (20 MHz) measurement based on the UART's transmit data. The measured
frequency will show as 0 MHZ.

If disabled, the UART interrupt will allow data transmission; enabling the frequency to be measured. The measured
frequency will be shown on the LCD panel and will be approximate to 20 MHz This will be in the format: xx.xx MHZ
will also be displayed.

Press a switch to return back to MENU.

Note: The first initialisation of the LCD will briefly show a number of segments turning on then off. This is expected
due to a SEG19 pin being used as a port pin for frequency detection.

For more information on the safety functions please refer to the RL78/L12 hardware manual.
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6. Website, Inquiries and Support

Renesas Electronics Website
http://www.renesas.com/

Inquiries
http://www.renesas.com/inquiry

Support
http://www.renesas.com/rskrl78112

All trademarks and registered trademarks are the property of their respective owners.
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General Precautions in the Handling of MPU/MCU Products

The following usage notes are applicable to all MPU/MCU products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that
have been issued for the products.

1. Handling of Unused Pins

Handle unused pins in accord with the directions given under Handling of Unused Pins in the manual.

— The input pins of CMOS products are generally in the high-impedance state. In operation with an
unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of LSI, an
associated shoot-through current flows internally, and malfunctions occur due to the false
recognition of the pin state as an input signal become possible. Unused pins should be handled as
described under Handling of Unused Pins in the manual.

2. Processing at Power-on

The state of the product is undefined at the moment when power is supplied.

— The states of internal circuits in the LSI are indeterminate and the states of register settings and
pins are undefined at the moment when power is supplied.

In a finished product where the reset signal is applied to the external reset pin, the states of pins
are not guaranteed from the moment when power is supplied until the reset process is completed.
In a similar way, the states of pins in a product that is reset by an on-chip power-on reset function
are not guaranteed from the moment when power is supplied until the power reaches the level at
which resetting has been specified.

3. Prohibition of Access to Reserved Addresses

Access to reserved addresses is prohibited.

— The reserved addresses are provided for the possible future expansion of functions. Do not access
these addresses; the correct operation of LSI is not guaranteed if they are accessed.

4. Clock Signals

After applying a reset, only release the reset line after the operating clock signal has become stable.

When switching the clock signal during program execution, wait until the target clock signal has

stabilized.

— When the clock signal is generated with an external resonator (or from an external oscillator)
during a reset, ensure that the reset line is only released after full stabilization of the clock signal.
Moreover, when switching to a clock signal produced with an external resonator (or by an external
oscillator) while program execution is in progress, wait until the target clock signal is stable.

5. Differences between Products

Before changing from one product to another, i.e. to a product with a different type number, confirm

that the change will not lead to problems.

— The characteristics of an MPU or MCU in the same group but having a different part number may
differ in terms of the internal memory capacity, layout pattern, and other factors, which can affect
the ranges of electrical characteristics, such as characteristic values, operating margins, immunity
to noise, and amount of radiated noise. When changing to a product with a different part number,
implement a system-evaluation test for the given product.




Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for
the incorporation of these circuits, software, and information in the design of your equipment. Renesas Electronics assumes no responsibility for any losses incurred by you or third parties arising from the
use of these circuits, software, or information.

2. Renesas Electronics has used reasonable care in preparing the information included in this document, but Renesas Electronics does not warrant that such information is error free. Renesas Electronics
assumes no liability whatsoever for any damages incurred by you resulting from errors in or omissions from the information included herein.

3. Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights of third parties by or arising from the use of Renesas Electronics products or
technical information described in this document. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.

4. You should not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics assumes no responsibility for any losses incurred by you or
third parties arising from such alteration, modification, copy or otherwise misappropriation of Renesas Electronics product.

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The recommended applications for each Renesas Electronics product depends on
the product's quality grade, as indicated below.

“Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic
equipment; and industrial robots etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control systems; anti-disaster systems; anti-crime systems; and safety equipment etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical
implantations etc.), or may cause serious property damages (nuclear reactor control systems, military equipment etc.). You must check the quality grade of each Renesas Electronics product before using it
in a particular application. You may not use any Renesas Electronics product for any application for which it is not intended. Renesas Electronics shall not be in any way liable for any damages or losses
incurred by you or third parties arising from the use of any Renesas Electronics product for which the product is not intended by Renesas Electronics.

6. You should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics, especially with respect to the maximum rating, operating supply voltage
range, movement power voltage range, heat radiation characteristics, installation and other product characteristics. Renesas Electronics shall have no liability for malfunctions or damages arising out of the
use of Renesas Electronics products beyond such specified ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and
malfunctions under certain use conditions. Further, Renesas Electronics products are not subject to radiation resistance design. Please be sure to implement safety measures to guard them against the
possibility of physical injury, and injury or damage caused by fire in the event of the failure of a Renesas Electronics product, such as safety design for hardware and software including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult,
please evaluate the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please use Renesas Electronics
products in compliance with all applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive. Renesas Electronics assumes
no liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.

9. Renesas Electronics products and technology may not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or
regulations. You should not use Renesas Electronics products or technology described in this document for any purpose relating to military applications or use by the military, including but not limited to the
development of weapons of mass destruction. When exporting the Renesas Electronics products or technology described in this document, you should comply with the applicable export control laws and

regulations and follow the procedures required by such laws and regulations.

i
5]

. Itis the responsibility of the buyer or distributor of Renesas Electronics products, who distributes, disposes of, or otherwise places the product with a third party, to notify such third party in advance of the
contents and conditions set forth in this document, Renesas Electronics assumes no responsibility for any losses incurred by you or third parties as a result of unauthorized use of Renesas Electronics
products.

11. This document may not be reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products, or if you have any other inquiries.

(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.

ENESAS

SALES OFFICES Renesas Electronics Corporation http://www.renesas.com

Refer to "http://www.renesas.com/" for the latest and detailed information.
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