LENESAS APPLICATION NOTE

RO1AN2608EJ0103

RX64M, RX71M Group Rev.1.03

Feb 29, 2016

TCP/IP Protocol Stack Based Network Solution for Industrial Applications
RX Driver Package Application

Introduction

This document is an application note of the industrial network solution using TCP/IP protocol stack (referred to as
“M3S-T4-Tiny”).

This application note includes sample code for a main program that uses Network Middleware Modules (DHCP client,
DNS client, HTTP server, FTP server), when used in combination with the RX64M, RX71M Group RX Driver Package,
allows the construction of various network systems.

Target Device
RX64M Group (Renesas Starter Kit+ RX64M)
RX71M Group (Renesas Starter Kit+ RX71M)

RX Driver Package Used
RX64M, RX71M Group RX Driver Package Ver.1.02 (ROLAN2606EJ)

When using this application note with your product, careful evaluation is recommended.

And when using this application note with other Renesas MCUSs, careful evaluation is recommended after making
modifications to comply with the alternate MCU.
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1. Overview

1.1 This Application Note

This application note describes the procedure for main program evaluation by combining the Board Support Package
(referred to as “BSP”), USB driver (Host Mass Storage Class Driver “USB HMSC” and “Basic Firmware”), M3S-
TFAT-Tiny FAT file system (referred to as “TFAT”), Ethernet driver, TCP/IP protocol stack (M3S-T4-Tiny), and
Network Middleware of FIT modules included in the RX64M, RX71M Group RX Driver Package.

This application note operates on the Renesas Starter Kit+ for RX64M, Renesas Starter Kit+ for RX71M (referred to as
“RSK” in the remainder of this document).

1.2 Operating Environment
This application note operates in the following environment.

Table 1-1 Operating Environment

Microcontroller RX64M Group

Evaluation board Renesas Starter Kit+ RX64M

http://www.renesas.com/products/tools/introductory_evaluation_tools/renesas_starter_kits/rsk_rx64m/index.jsp

Integrated development e? studio, V4.1.0 or later
environment (IDE)

Cross tools RX Family C/C++ Compiler Package V2.03.00 or later
Emulator E1 (included in the Renesas Starter Kit+ for RX64M), E20
RX Driver Package RX64M, RX71M Group RX Driver Package Ver1.02 (ROLAN2606EJ)*

Table 1-2 Operating Environment

Microcontroller RX71M Group

Evaluation board Renesas Starter Kit+ RX71M

http://wwwrenesas.com/products/tools/introductory evaluation_tools/renesas_starter_kits/rsk_rx71m/index.jsp

Integrated development e? studio, V4.1.0 or later
environment (IDE)

Cross tools RX Family C/C++ Compiler Package V2.03.00 or later
Emulator E1 (included in the Renesas Starter Kit+ for RX71M), E20
RX Driver Package RX64M, RX71M Group RX Driver Package Ver1.02 (RO1AN2607EJ)*

Note: * Operation of this application note has been verified when the modules in the RX Driver Package
mentioned above are incorporated. If any of the modules used in this application note are replaced
with a different module, the user must verify the operation.
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Figure 1-1 Sample Operating Environment
1.3 Module Structure

This section shows the structure of the modules used by this application note and a list of those modules.
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Figure 1-2 Module Structure
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RX64M, RX71M Group

Table 1-3 Modules

Type Module FIT Module Name Rev.
Board Support Board Support Package (BSP) r_bsp 3.00
Package
Device Driver ~ Compare Match Timer (CMT) r_cmt_rx 2.60
Device Driver  USB Basic Firmware r_usb_basic 1.10
Device Driver ~ USB Host Mass Storage Class r usb_hmsc 1.10
Device Driver  Ethernet controller (ETHERC) r_ether_rx 1.02
Middleware TCP/IP M3S-T4-Tiny for Embedding (Note 1) r t4 rx 2.02
Interface Interface conversion module for Ethernet Driver and r_t4_driver_rx 1.02
Embedded System M3S-T4-Tiny

Middleware DHCP client using the embedded TCP/IP M3S-T4-Tiny  r_t4_dhcp_client_rx 1.03
Module

Middleware DNS client using the embedded TCP/IP M3S-T4-Tiny r_t4 _dns_client_rx 1.02
Module

Middleware FTP server using the embedded TCP/IP M3S-T4-Tiny r_t4 ftp_server_rx 1.03
Module

Middleware Web server using the embedded TCP/IP M3S-T4-Tiny r_t4_http_server_rx 1.04
Module

Interface File driver for FTP server and Web server Module r_t4_file_driver_rx 1.01

Middleware M3S-TFAT-Tiny (FAT file system) r_tfat_rx 3.02

Interface M3S-TFAT-Tiny Memory Driver Interface Module r_tfat_driver_rx 1.02

Application Main program src 1.01

Note 1: This package contains the TCP/IP M3S-T4-Tiny evaluation version. For commercial version, refer to
the following URL.
http://www.renesas.com/mw/t4
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1.4 File Structure
This section describes the file structure used in this application note.

|

ZIP file provided with this Application Note
(an_r01an2608ejxxxx_rx_apl_fit.zip)

|

(an_r01an2608ejxxxx_rx apl fit)

reference_documents Application Note

(r01an2608ejxxxx_rx.pdf)
| (This document)

workspace

wor [ om
Network Solution project Network Solution project
(r_network_solution_rx64m) (r_network_solution_rx71m) Adding Firmware Adding Firmware Integration
| | Integration Technology Technology Modules
Modules to Projects to CS+Projects
l l l l l l (r01an1723euxxxx_rx.pdf) (r01an1826ejxxxx_rx.pdf)
HardwareDebug .settings Projectsettings  HardwareDebug .settings Project settings
files files
(-project and (.project and
other files) other files)

Figure 1-3 File Structure

When the ZIP file provided with this application note is decompressed, a folder with the same name is created and the
various folders and files are created within that folder.

”Network Solution project (r_network solution_rx64m)” or ”Network Solution project (r_network solution rx71m)”
under the “workspace” folder is the project that built this application. Operation of the application can be verified by
importing the project to the e2 studio workspace.

Documents that describe using the FIT modules in various development environments are included in the
reference_documents folder. The document “Adding Firmware Integration Technology Modules to Projects”
(RO1AN1723EU) describes the method for including the FIT modules, as a FIT plugin, in an e? studio project. The
document “Adding Firmware Integration Technology Modules to CS+ Projects” (RO1AN1826EJ) describes the method
for including the FIT modules in a CS+ project.
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15 Projects

This application note includes an e? studio project for building and evaluating this application. These projects register
both a build structure that stores the build settings and a debug structure that stores debug settings.

The table below lists the build structure and debug structure registered in these projects.

Table 1-4 Project Settings

Structure Description
Build structure HardwareDebug This structure is used to generate a load
(Debug on hardware) module with debugging information included.
Main settings
Debug structure HardwareDebug (E1) Used for hardware debugging over an E1

emulator using a load module generated by
HardwareDebug (Debug on hardware).

The table below lists the target-specific setting.

Table 1-5 Target-specific setting

Items Setting

Tool chain version v2.03.00

Debug Hardware El (RX)

Data endian Little-endian data

Select Target R5F564MLCxXFC (RX64M LQFP 176pin)
or
R5F571MLCXFC (RX71M LQFP 176pin)

Renesas RTOS Support (Note 1) None

Note 1: For use, OS environment download is required.
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2. Acquiring a Development Environment

2.1  Acquire e? studio
Access the following URL and download the e? studio.

http://www.renesas.com/e2studio_download

This document requires you to use €2 studio V4.1.0 or later. If the version older than V4.1.0 is used, some functions of
the e2 studio may not be available. For download, obtain the latest version of the e? studio on the website.

2.2 Acquire a Compiler Package
Access the following URL and download the RX Family C/C++ Compiler Package.

http://www.renesas.com/e2studio_download

RO1AN2608EJ0103 Rev.1.03 Page 8 of 61
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3. Building a Project
This application note includes environment-built project. The procedure to import a Project using e? studio Smart
browser is described below.

3.1 Create a Workspace
1. Start e? studio.

2. Enter an arbitrary workspace folder in the displayed dialog box and click [OK].

Select a workspace

e2 studic stores your projects in a folder called a workspace,
Choose a workspace folder to use for this session.

: Enter a workspace
| Cworkspace] M | folder.

Workspace:

Use this as the default and do not ask again

[ oKk | — Click [OK].

5 i i P B A E i
= || @ Welcome 52 |

—— Click [Workbench].

RO1AN2608EJ0103 Rev.1.03 Page 9 of 61
Feb 29, 2016 RENESAS



RX64M, RX71M Group

TCP/IP Protocol Stack Based Network Solution for
Industrial Applications RX Driver Package Application

3.2 Create a Project

When using the Smart browser function, the target project or file needs to be selected. To use this function, create the
project that specified the target device (Note 1).

Note 1 : The project to be created here is a dummy to use the Smart browser. For the setting of a Project to be imported,
refer to Table 1-5 Target-specific setting.

1. Click [File (F)], [New (N)], then [C Project] to create new C project. Start [Create New project wizard].

[e7 C/Ce+ - e2 studio =
Edit Source Refactor Mavigate Search Project RenesasViews Run Window Help
Mew Alt+Shift+=MN ¥ E Makefile Project with Existing Code l’
Open File... £ Renesas FIT Module L ¥ ] iE
| B2 cprojest : Click here.
Close Ctri+W E A - 0 o »1
Close All CuteShiftswy | B2 | Cr Project -
™ Project..
Save Ctrl+5 n outling is ne
Cave A E= Comvertto a C/C++ Project (Adds &/ C+ + Mature)
Save All Carfeshis || B2 |Soure Flle
Revert % Folder
|¢]  SourceFile
Move... hi  Header File
Rename... F2 | [% Filefrom Template
7| Refresh F5 & | Cazs
Convert Line Delimiters Te 3
[ Other. Chrl+M
Print... Ctrl+P |-
2. Input any project name and select [Renesas RXC Toolchain]. Click [Next (N)].
| C Project o e ]
€ Project —>

3 Selected toolchain is nat integrated. Please install from "wwwkpitgnuteols.com/downloadCenter.php” and integrate.

Project name: ;zmpld

¥ Use default location
ChWorkSpace\ RDPVWA01600 25\ sample

Create Directory

Project type:
4 [ Executable (Renesas)
@ Sample Project
4 (3= Static Library (Renesas)
& Sample Project
(= Debug-Only Project
(= Makefile project

Toolchains:

KPIT GMUARM-NOME-EAEI Toolchain
KPIT GNURL7S-ELF Toolchain

KPIT GNURX-ELF Toolchain

KPIT GNUSH-ELF Toclchain

Select “Renesas RXC

Renesas RAC Toolchain

| Show project types and toolchains only if they are supported on the platform

Toolchain”.

':;’:' B Mext n Cancel C“Ck hel’e
RO1AN2608EJ0103 Rev.1.03 Page 10 of 61
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3. Set Select Target ; for RX64M :R5F564Mxxxxx, for RX71M :R5F571Mxxxxx. For other items, any setting is
OK (Note 1). When the setting is completed, click [Finish(F)].

Note 1 : Setting for dummy project. For the setting of the project environment to be imported using the smart
browser, refer to Table 1-5 Target-specific setting.

fa =
o CProject (o @ e
&2 studio - Project Generation —

Select Target Specific Settings |

Toalchain Version : |\-'2.U3-UU '|

#
Debug Hardware: |E1 (Rx) '| vﬂn’l‘,

L
Data endian : |Litt|eandian data V| R5F564M LCXFC \t{’
Select Target: | RSF56107VxFP D |_ or .p:/'"

R5F571MLCXFC

Select Configurations:

o Hardware Debug : Debug using hardware
7] Debug using Simulator : Debug using simulator
T Release (no debug) : Project without any debug information

Build configurations wall be created in the project only for the selected debug mede options, however by default the project
will be built for the active configuration i.e, first configuration selected from group. Based on the device selection you made
(RX700) the debug hardware (E1 (RX]) and debug target (RSF56107ViFP), debug configuration will be automatically created for

C?;' <Back | Mext > J E Einish 3 . Concel Click here.

4. Click [OK].
Summary @

Project Summary:

———————— PROJECT GEMERATOR, -------- -
PROJECT NAME : sample F
PROJECT DIRECTORY : = um LR

CPU SERIES : RXG00

CPU TYPE : RoX64 M

TOOLCHAIN MAME : Renezaz RXC Toolchain E

TOOLCHAIN VERSIOM :  v2.03.00

GEMNERATIOM FILES :

EmE EEs n L ] EEEn u

-1 | u |

EmE EEs n L ] EEEn L N}

LN LB -

EmE EEs n L ] EEEn Lol B -
4 11 | 3

Click OK to generate the project or Cancel to abort.

Click here.

[ oK H[ Cancel ]
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3.3 Import a Project
Import the project of Main program in the workspace created.

1. Select the project created in 3.2 Create a Project” from Project explorer.

& C/C++ - el studio
File Edit Source Refactor Mawvigate Search Project RenesasViews Run  Window Help

l_ff" | |ﬁi’7%vum;|§j:uﬁ:&ﬁ? ":l'LETTE_,T :?'@vijt";:vﬂ
(5 Project Explorer 3% = *E; B
| % sample [HardwareDebug] | Select project.

2. Click on [Renesas Views] - [e2 Solution Tool kit] > [Smart browser] to start the Smart browser.

ct Run Window Help

o IS O QN e
: Code Generator »
Debug »
€2 solution toolkit » | "™ FIT Configurator
Partner OS » | F, Optimization Assistant

Renesas 05 » [ @ Smart Browser |7— Click here.

L) Smart Manual

3. Click on the [Application Note] on the [Smart browser] tabbed page.

| Properties Memery Usage |E| Stack Analysis & Smart Browser [

Document Mo. Rev. lssue Date Sample C

RO1AN2608EJ0103 Rev.1.03
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4. Click [Update]. =

bysis & Smart Browser A= Y= 8

Click here.

Issue Date Sample Code Remarks

5. Select the application note and right-click. Then, click on [Sample code (Project import)] in the context menu
(Note 1).

[*7 Problems J=| Tasks [E Console [T Properties Memory Usage [tz] Stack Analysis @ Smart Browser &4

Device: mE . Last updated: © 8 T8 n

| User's Manual: Hardware | Technical Update| Application Motes |

matches
Title Document Mo. Rev. Issue Da

m . - | ] [ =} |
- = Open =
B = E n Sample Code (download) . ]
LR L Sample Code (import projects) 2 Click here: | -
I | Bl ) - m prl:lpel'ty
n I . . u am u | ] 1 .I u | | u

1| i

Note 1: If authentication by My Renesas has never been performed, "My Renesas” dialog opens when downloading

the file. Enter your mail address and password registered in the Renesas website.
'IE‘ My Renesas

My Renesas

Enter the e-mail address and password that you registered for My Renesas,
They allow you to download decuments and software by using Smart Browser,

Email Address:

Password:

Create a My Renesas account to use our tool download services, receive Newsletter / Update Notice, and take advantage of our other services.
Click [About My Renesas] to register it.

About My Rene;as] I OK ] [ Cancel

RO1AN2608EJ0103 Rev.1.03 Page 13 of 61
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6. Click [Agree].

End User License Agreement (Sample Code)

(=]

PLEASE READ THIS AGREEMENT CAREFULLY.

this Agreement.

1. Definttions.

1.1 "Software

AGREEMENT

| »

m

BY DOVNLOADING ALL OR ANY PORTION OF "THE SOFTWARE", YOU ACCEPT ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT AND
AGREE THAT THIS AGREEMENT IS ENFORCEABLE BETWEEN YOU AND RENESAS ELECTRONICS CORP., LIKE ANY WRITTEN NEGOTIATED
AGREEMENT SIGNED BY YOU. IF YOU DO HOT AGREE THE TERMS AND CONDITIONS OF THIS AGREEMENT, DO NOT USE THE SOFTWARE.

Renesas Electronics Corp., a Japanese corporation, with a principal place of business at 8-2 Otemachi 2-chome, Chiyoda-Ku, Tokyo, Japan.

("Renesas”) owns all intellectual property in the Software and permits you to use the Software (defined as below ) only in accordance with the terms of

[ Agree ] ’ Disagree

7. Save the application note.

Save As

@QVLE b Computer »

Organize =

Bl Desktop
& Downloads

4 Hard Disk Drives (3)

LS
=1l Recent Places

4 Libraries
@ Documents
J’ Music
[E5] Pictures
B2 videos

m

== Local Disk (Q:)
‘1.:;‘;]/

18 Computer
& Local Disk (C:)

- SRV O

File name: an_r01an2608ej0102_r_apl_fitzip

Local Disk {C:)
——
o) 148 GB free of 238 GB

Local Disk (D)
—E -

- | s | | Search Computer P |

= 52.2 GB free of 59.3 GB

Save as type: (%

# Hide Folders

Save l l Cancel l

RO1AN2608EJ0103 Rev.1.03
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8. Select either [r_network_solution_rx64m] or [r_network_solution_rx71m] displayed in [Project(P)], and click

[Finish(F)].
[e?] Import o [=][&]
Import Projects
Select a directory to search for existing Eclipse projects,
() Select root directory: Browse
@ Select archive file: . . an_01an2608€j0102_nc_apl_fit.zip -
Projects:
r_network_soluticn_rd4m (r_network_solution_rb4m) Select All
r_network_soluticn_rd/1m (r_network_solution_rd1m)
Deselect All
Select one.
Options
Search for nested projects
Copy projects into workspace
[T] Hide projects that already exist in the workspace
Working sets
[7] Add project to working sets
Select...
Click here.
® [ Finish l [ Cancel ]

9. The figure below shows when [r_network solution_rx64m] is selected. Delete the project (shown as “sample”
here) created to use the Smart browser as this is not required.

E C/Ces -2 Mew ¥
File Edit 5o G Iio 3s Views FRu
- - S o o -
J = Open in New Window +:l -
[ Project Exp B Copy Crl+C
L5 r_netws Paste Ctrl+¥
T,
I Sl Delete Delete Click here.
Source ¥
Right click hergiave...
Rename... F2
pug  Imiport..
i | Export..
RO1AN2608EJ0103 Rev.1.03 Page 15 of 61
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3.4 Modify Configuration

In this project, the configuration file setting and project setting for each FIT module are changed to configure the
application. The detail is shown as follows.

Refer to this information when building new project. To use the project imported, go to “4. Verify Operation”.

3.4.1 Change Configuration
The configuration files for each FIT module configuring this application require modification.

Refer to the manuals and other files in the doc folder for each FIT module for details on the items and the settings in the
configuration files.

The places to be changed in the configuration files are shown below.

(1) Change Interrupt Stack Size

In this application, the TCP/IP processing is performed from the Ethernet controller's interrupt handler. This requires
about 2.5 KB of interrupt stack.

Modify the interrupt stack size defined in the r_bsp configuration file as shown below.

r_config/r_bsp_config.h

/* Interrupt Stack size in bytes. The Renesas RX toolchain sets the stack size using
the #pragma stacksize directive.

* If the interrupt stack is the only stack being used then the user will likely want
to increase the default size

* below.

*/

#pragma stacksize si=0x1000

(2) Change Compare Match Timer Driver Settings
Set interrupt priority of compare match timer lower than interrupt priority of the USB driver (IPR=3).

r_config/r_cmt_rx_config.h

/* The interrupt priority level to be used for CMT interrupts. */
#define CMT RX CFG_IPR (2)

RO1AN2608EJ0103 Rev.1.03 Page 16 of 61
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(3) Change USB Driver Settings
Set channel 0 to Unused (USB_NOUSE_PP) and set channel 1 to Host (USB_HOST_PP).

r_config/r_usb_basic_config.h

/%
Select USB mode to USB IP(USBb)

USB_HOST_PP : USB Host Mode
USB PERI PP : USB Peripheral Mode
USB_NOUSE_PP : Not Used (USBb)

*/
#define USB_FUNCSEL USBIPO PP  USB NOUSE PP

/%
Select USB mode to USB IP(USBAa/USBA)

USB_HOST_PP : USB Host Mode
USB _PERI PP : USB Peripheral Mode
USB NOUSE PP : Not Used (USBAa/USBA)

*/
#define USB_FUNCSEL USBIP1 PP  USB HOST PP

r_config/r_usb_hmsc_config.h

#define USB_MEDIA INITIALIZE (datal) R tfat disk initialize((uint8 t)datal)
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(4) Change T4 Settings
Change the T4 settings as shown below.

Comment out the t4_callback function external reference declaration and add a new external reference declaration for
the http_callback, ftp_callback, ftp_data_callback and dns_callback function.

r_t4_rx/src/config_tcpudp.c

#include "r t4 itcpip.h"

//extern ER t4 callback(ID cepid, FN fncd , VP p parblk);
extern ER http callback(ID cepid, FN fncd , VP p parblk);
extern ER ftp callback(ID cepid, FN fncd , VP p parblk);
extern ER ftp data callback(ID cepid, FN fncd , VP p parblk);
extern ER dns callback(ID cepid, FN fncd , VP p parblk);

Change the TCP reception point setting as shown below.

r_t4_rx/src/config_tcpudp.c

/*** Definition of TCP reception point (only port number needs to be set) ***/
T TCP CREP tcp crep[l8] =
{
/* HTTP server use setting below. */
0x0000, { O, 80 }1},

{

{ 0x0000, { 0, 80 1}},
{ 0x0000, { 0, 80 1}},
{ 0x0000, { O, 80 }1},
{ 0x0000, { O, 80 }1},
{ 0x0000, { O, 80 }1},

/* FTP server use setting below. */

{ 0x0000, { O, 21 }1},

{ 0x0000, { O, 20 1}}, /* The port number in the active mode is 20, and the
port number in the passive mode is 1024. */

{ 0x0000, { O, 21 }},

{ 0x0000, { O, 20 1}}, /* The port number in the active mode is 20, and the
port number in the passive mode is 1025. */

{ 0x0000, { 0, 21 1}},

{ 0x0000, { O, 20 1}}, /* The port number in the active mode is 20, and the
port number in the passive mode is 1026. */

{ 0x0000, { 0, 21 1}},

{ 0x0000, { O, 20 1}}, /* The port number in the active mode is 20, and the
port number in the passive mode is 1024. */

{ 0x0000, { 0O, 21 }},

{ 0x0000, { O, 20 }}, /* The port number in the active mode is 20, and the
port number in the passive mode is 1025. */

{ 0x0000, { 0O, 21 }},

{ 0x0000, { O, 20 1}}, /* The port number in the active mode is 20, and the
port number in the passive mode is 1026. */

}r
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Change the TCP communication end point setting as shown below.

r_t4_rx/src/config_tcpudp.c

/*** Definition of TCP communication end point
(only receive window size needs to be set) ***/
T TCP CCEP tcp ccep[l8] =
{
/* { attribute of TCP communication end point,
top address of transmit window buffer, size of transmit window buffer,
top address of receive window buffer, size of receive window buffer,
address of callback routine }
*/

/* HTTP server use setting below. */

{ 0, 0, 0, 0, 1460, http callback },

{ 0, 0, 0, 0, 1460, http callback },

{ 0, 0, 0, 0, 1460, http callback },

{1, 0, 0, 0, 1460, http callback },

{1, 0, 0, 0, 1460, http callback },

{1, 0, 0, 0, 1460, http callback },
/* FTP server use setting below. */
{0, 0, 0, 0, 128, ftp callback }, /* FTP control connection */
{0, 0, 0, 0, 1460, ftp data callback }, /* FTP data connection */
{0, 0, 0, 0, 128, ftp callback }, /* FTP control connection */
{0, 0, 0, 0, 1460, ftp data callback }, /* FTP data connection */
{0, 0, 0, 0, 128, ftp callback }, /* FTP control connection */
{0, 0, 0, 0, 1460, ftp data callback }, /* FTP data connection */
{1, 0, 0, 0, 128, ftp callback }, /* FTP control connection */
{1, 0, 0, 0, 1460, ftp data callback }, /* FTP data connection */
{1, 0, 0, 0, 128, ftp callback }, /* FTP control connection */
{1, 0, 0, 0, 1460, ftp data callback 1}, /* FTP data connection */
{1, 0, 0, 0, 128, ftp callback }, /* FTP control connection */
{1, 0, 0, 0, 1460, ftp data callback 1}, /* FTP data connection */
}

~e

Change the 2MSL Wait Time from 1 min. to 10 ms.

r_t4_rx/src/config_tcpudp.c

/**x  D2MSL wait time (unit:10ms) ***/
const UH _tcp 2msl[] =

(1), /* 10 ms */
(1), /* 10 ms */
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Change the UDP communication end point setting as shown below.

r_t4_rx/src/config_tcpudp.c

/*** Definition of UDP communication end point ***/

T UDP CCEP udp ccep[l] =
{

/* only setting port number */

{ 0x0000, { 0O, 1365 }, dns callback },

(5) Change HTTP Server Settings
Set the MAX_CGI_FILE to 2.

r_config/r_t4_http_server_rx_config.h

// If user uses CGI function,

please specify cgi file name, and number of cgi files.
#define MAX CGI FILE 2

Change the CGI_FILE_NAME_TABLE_LIST as shown below.

r_config/r_t4_http_server_rx_config.h

/*#define CGI_FILE NAME TABLE LIST */
/* {"cgi smpl.cgi", NULL}, */
extern ER cgil sample function(ID cepid, void *res info);
extern ER cgi dns demo function (ID cepid, void *res_info);
extern ER cgil dns demo pending release(ID cepid, void *res info);
#define CGI_FILE NAME TABLE LIST
{"cgi smpl.cgi", cgi sample function, NULL},

{"dns_demo.cgi", cgi dns demo function, cgi dns demo pending release},

Change the number of communication endpoints used in the HTTP server to 6 to match tcp_ccep table of
r_t4 rx/src/config_tcpudp.c.

r_config/r_t4_http_server_rx_config.h

// set same value number of CEPID in config tcpudp.c
#define HTTP_TCP CEP NUM 6
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(6) Change DNS client Settings
Change IP address of the DNS server used to verify the operation (Following is example).

r_config/r_t4_dns_client_rx_config.h

/**************************************************************************

Configuration Options
**************************************************************************/

//#define DNS_IP ADDR_ 1 172,30,11,5 /* DNS server IP address (primary) */
//#define DNS_IP_ ADDR 2 10,29,72,33 /* DNS server IP address (secondary) */
#define DNS_IP ADDR 1 10,164,247,5 /* DNS server IP address (primary) */
#define DNS_IP ADDR 2 10,29,72,33 /* DNS server IP address (secondary) */

(7) Change FTP server Settings
Change the position of the TCP communication end point used in FTP server to match TCP communication end point
setting of the T4.

r_config/r_t4_ftp_server_rx_config.h

#include "r t4 http server rx config.h"
/**************************************************************************

Configuration Options
**************************************************************************/

#define FTP TCP_CEP NUM 12 // Adapt myself to the communication endpoint
number of config tcpudp.c

#define  FTP_START TCP_CEP HTTP TCP CEP_ NUM // starting position of the
communication endpoint in config tcpudp.c
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(8) Change File driver for FTP server and Web server Settings
Change the setting to use the USB.

r_config/r_t4 _file_driver_rx_config.h

/* Only one is effective.
(priority is given to SERVER FILE DRV USE EXTERNAL)

Setting to 1 : used

0 : unused
*/
#define SERVER FILE DRV USE EXTERNAL (1) // USB, SD card etc
#define SERVER FILE DRV _USE INTERNAL (0) // internal-RAM / external-SDRAM

(9) Change M3S-TFAT-Tiny Memory Driver Settings
Change the setting to use the USB.

r_config/r_tfat_driver_rx_config.h

/* Number of logical drives to be used.
Setting to O : unused memory
other : number of logical drives
(USB and SDHI can be used together.)

*/

#define TFAT USB DRIVE NUM (1)
#define TFAT SDHI DRIVE NUM (0)
#define TFAT USB MINI DRIVE NUM (0)

/* alocate a drive number
<valid define>

TFAT CTRL_USB : for USB
TFAT CTRL SDHI : for SDHI
NULL : unallocated drive

MAX 10 drives (TFAT module spec)

ex.)

#define TFAT DRIVE ALLOC NUM 0 TFAT CTRL_USB
#define TFAT DRIVE ALLOC NUM 1 TFAT CTRL_ SDHI
#define TFAT DRIVE ALLOC NUM 2 TFAT CTRL_ SDHI
#define TFAT DRIVE ALLOC NUM 3 TFAT CTRL_USB

*/

#define TFAT DRIVE ALLOC NUM 0 TFAT CTRL_USB

#define TFAT DRIVE ALLOC NUM 1 NULL
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(10) Change Ethernet Settings
Change the PHY IC channel used to control the PHY IC form Ethernet controller to chO.

r_config/r_ether_rx_config.h

/* The register bus of PHY0/1 for ETHERO/1 select
0 = The access of the register of PHY uses ETHERO.
1 = The access of the register of PHY uses ETHERI.

*/
#define ETHER CFG CHO PHY ACCESS (0)
#define ETHER CFG CH1 PHY ACCESS (0)
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3.4.2 Change Project Setting
The setting when building is changed from default setting to the content shown in Table 3-1 Changed build setting.

To check the project setting, use the following procedure.

1. Select the project for the e2 studio ([r_network_solution_rx64m] or [r_network_solution_rx71m]) and right-click.
Then, click [Property (R)].

] C/Cr+ - r_nmﬁ_mmim_.ﬂnusmfmir{ New v )

File Edit Source Refactor Mavigate 3Seal Go Into

o 8RN
T

[ Project Explorer 3 = = V|@ Copy Ctrl+ C
& r_network_solution_rx64m [Hardware| Paste Ctrl+V

Open in New Window

. Delete Delete
Source 3
Maove...

Rename... F2

isy Import...
g Bpont..

Build Project
Clean Project

& | Refresh ]
Close Project

Close Unrelated Projects

Build Configurations ¥
Make Targets r
Index 3

Exclude from build...

Profile As 3
Debug As ¥
Run As ¥
Teamn k
Compare With L4
Restore from Local History...

Renesas Quick Settings Al
Renesas Tool Settings Alt+T
Run C/C++ Code Analysis

Windows Explorer

"EELL

Command Prompt

& r_network_solution_nSdm Properties Afts Erter Click here.

[ _ ©
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2. Click on [C/C++ Build], and [Setting].
:

ig_:l Properties for r_network_selution_n®4m

type filter text Settings
» Resource
Builders
|‘ C/C++ Build Configuration: | Hardware Click here.

Build Variables
Change Toolchain Vers

Dependency Scan ) Tool Settings | & By
Device
Environment 4 % Compiler
Logging > (22 Source
Settings (% Object Click here.
Tool Chain Editor (3 List
» C/C++ General > (2 Optimize
Project References (2 Miscellaneot
Run/Debug Settings (2 User
. (3 CPU
(% PIC/PID
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3. Refer to the contents of Table 3-1 Changed build setting on the [Tool Setting] tab.

Table 3-1 Changed build setting

Items Changed contents Description
Compiler Add include path to “Include file Set an include path that requires the setting for each
- Source directory” FIT module.

It is automatically set when including each FIT module
using “FIT Configurator”.

Linker For Little endian : Setting is required when using TFAT.

- Input Add "${workspace_loc:/${ProjName}/r_  (required when using FAT file system driver)
tfa t_rx/lib/tfat_rx600_little.lib}" (Note 1)  It's not automatically set even when using "FIT
For Big endian: Configurator”. Setting by the user is required when
Add "${workspace_loc:/${ProjName}/r_  creating new project. (Note 2)
tfa t_rx/lib/tfat_rx600_big.lib}" (Note 1)

For Little endian: Setting is required when using Ethernet.

Add "${workspace_loc:/${ProjName}/r It's not automatically set even when using "FIT
_t4_rx/lib/T4_Library_rxv2_ether_little. Configurator”. Setting by the user is required when
lib}" (Note 1) creating new project. (Note 2)

For Big endian:
Add "${workspace_loc:/${ProjName}/r
_t4 rx/lib/T4_Library_rxv2_ether_big.lib}

" (Note 1)

Linker Add B_ETHERNET_BUFFERS 1 Setting is required when using Ethernet.

- Section section, B_RX_DESC_1 section, and It's not automatically set even when using "FIT
B_TX DESC_1 section to Configurator”. Setting by the user is required when
RAM capacity creating new project.

<Setting examples>

Address Section name

000000000 B_ETHERMNET_BUFFERS_1
B_RX_DESC_1
B_TxX_DESC_1
su
SI
B_1
R_1

(Note 1) The setting change is required when creating the project that includes each FIT module. For the
setting, refer to the manuals, etc. in the doc folder of each FIT module.

(Note 2) Automatic setting is available in e? studio V4.1 or later. However, as the FIT module used this time
does not meet the specification, the automatic setting function is not available. This will be supported
in the latest FIT module.
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4. Verify Operation

4.1 Build the Project

Use the following procedure to build the project and generate a load module.

1. Click the project to build from the Project Explorer.

C/C++ - e studio
File Edit 5Source Refactor MNavigate Search Project Ru
=a

L~ | B - & - G ile i NI F T

I Project Explorer 32 = <‘}==':>| @& - =

.{ =5 r_network_solution_rx64m [HardwareDebug] I
» [np Includes
» 2 r_bsp
» 2 r_emt_m
» 2 r_ether_nx
» 2 r_td_dhcp_client_rx
» 2 r_td_dns_client_nx
s 3 1t driver nddm

2. Click [Build project] from the Project menu.

ictor  Mavigate  Search Bun  Window Help
- %- * | O[’JEI"I PI'CjEct

Close Project

S =3
jon_r64m [HardwareDel ™ Build Al Ctrl+B

Build Cenfigurations

| Build Project

Build Werking 5Set

Clean...
znt_mx i .
it Build Automatically
54m Renesas Tool Settings Alt+T
- Renesas Quick Settings Alt+Q
T
er_n Update All Dependencies Alt+D
Make Target

C/C++ Index

Properties

Click here.

Click here.
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3. When “Build complete” is displayed on the Console panel, the build will have completed.
&l Console &2

CDT Build Console [r_network_solution_nd4m]
Copyright (C) 2811, 2813 Renesas Electronics Corporation

Renesas Optimizing Linker Completed
'Finished building target:’

make --no-print-directory post-build

C:\Renesas\E2FEL7~1\DEBUGC~1\RX\RX_CON~1.EXE r_network_solution_rx64m.abs r_network_solution_rxG4m.x
Leading input file r_network_sclution_rxG4m.abs

Parsing the ELF input file.....

28 segments required LMA fixes

Converting the DWARF information....

Constructing the output ELF image....

Saving the ELF cutput file r_network sclution_rx&4m.x

'Build complete.’

18:42:48 Build Finished (tock 33s5.884ms)
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4.2 Prepare for Debugging

4.2.1 Configure Hardware
The evaluation board must be configured before starting debugging.

A table of the required equipment and its configuration are shown below.

Table 4-1 Hardware Configuration

No. Device Supplementary Information

1 Development PC PC used for development

2 Evaluation board
Renesas Starter Kit+ for RX64M or
Renesas Starter Kit+ for RX71M

3 USB memory Memory that is formatted as either FAT or FAT32.
4 Client PC (Web browser / FTP Client) The development PC can be used for this function.
5 DHCP server, DNS server When verify operation of the DHCP client and DNS
client.
6 One of the following must be provided as a For example of the network environment, Please
network environment. refer to the following.

e Router x1
e Switching hub x 1
e LAN cable (straight or cross) x 1 to 3

If you have a DNS server and DHCP server

Router Configuration (with DHCP server function)

El
; ’ AC
Renesas ¥ 1 . adapter
€1l .

- g2

A Router ) DNS server
(with DHCP server function)

Development PC

Renesas Starter Kit+

Internet
or
Intranet

LAN cable
(straight)

Client PC
(Web browser / FTP Client)

Figure 4-1 DNS server and DHCP server - Router Configuration (with DHCP server function)
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If you have a DNS server and DHCP server

Switching Hub Configuration

AC
adapter

Development PC DHCP server

&
DNS server
i iy Internet
I or
‘ & Intranet
\‘> LAN cable
USB memory (straight)

Client PC
(Web browser/ FTP client)

Figure 4-2 DNS server and DHCP server — Switching Hub Configuration

If you don’t have a DNS server and DHCP server

Switching Hub Configuration

AC
adapter

Ether
ch0 IP:192.168.0.3
ch1 IP:192.168.0.10

Switching hub

Development PC

“J?&E! :
ey 3
LAN cable
‘ (straight)
\> Client PC
USB memory (Web browser / FTP Client)

IP:192.168.0.100

Figure 4-3 No DNS server and No DHCP server — Switching Hub Configuration
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If you don’t have a DNS server and DHCP server

LAN Cable (cross) Configuration

AC
adapter

Ether
ch0 IP:192.168.0.3
ch1 IP:192.168.0.10

Development PC

paN
= : \& Client PC
(Web browser / FTP Client)
I LAN cable IP:192.168.0.100
‘ (cross) IP:192.168.0.101
\‘> May be only either one.

USB memory

Figure 4-4 No DNS server and No DHCP server — LAN Cable (cross) Configuration
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4.2.2 Set Up the Evaluation Board

The evaluation board settings required to operate this application are shown below.

(1) Set Up USB Configuration

1. Setthe USB chO mode (host/peripheral). Set jumpers J2 and J6 to match the setting of

USB_FUNCSEL_USBIPO_PP inr_ush_config.h.

2. Set the USB chl1 mode (host/peripheral). Set jumpers J7 and J9 to match the setting of

USB_FUNCSEL_USBIP1_PP inr_usb_config.h.

Table 4-2 Jumper Settings

The setting
used to verify

No. Setting Jumper  Setting contents the operation

1 When use USBO in host mode. J2 Short 1 to 2. Unused
(USB_FUNCSEL_USBIPO_PP =USB_HOST_PP) J6 Short 2 to 3. Unused
When use USBO in peripheral mode. J2 Short 2 to 3. Unused
(USB_FUNCSEL_USBIPO_PP = USB_PERI_PP) J6 Short 1 to 2. Unused

2 When use USB1 in host mode. J7 Short 1 to 2. Used
(USB_FUNCSEL_USBIP1_PP = USB_HOST_PP) J9 Short 2 to 3. Used
When use USBL in peripheral mode. J7 Short 2 to 3. Unused
(USB_FUNCSEL_USBIP1_PP = USB_PERI_PP) J9 Short 1 to 2. Unused

Note:  The image and the actual settings differ.

Jumper 16
Jumper J2
o)

m'“c'h Jumper J9
oo

< Jumper J7
100
[s)

000000«

Moooooa

Figure 4-5 Renesas Starter Kit+ for RX64M Jumper Locations [USB]
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(2) Set Up Ethernet Configuration
1. Specify the PHY IC channel used to control the PHY IC from the Ethernet controller.
Set jumpers J3 and J4 to match the settings of ETHER_CFG_CHO_PHY_ACCESS and
ETHER_CFG_CH1 PHY_ACCESS inr_ether_rx_config.h.
2. If Ethernet controller (ETO) is used, set the switches and jumpers.
3. If Ethernet controller (ET1) is used, set the jumpers.

Table 4-3 Ethernet Setting list

No. Setting contents Jumper & Switch The setting used to
No. Setting contents verify the operation

1 Control PHY IC with ch0 J3 Short 1 to 2 Used
J4 Short 1to 2
Control PHY IC with ch1 J3 Short 2 to 3 Unused
J4 Short 2to 3

2 When use Ethernet Controller (ETO) J10 Short1to 2 Used
J11 Short 2to 3
J12 Short 2to 3
J13 Short 2to 3
J14 Short 2to 3
SW5 10n

2 0n
3 Off
4 0On
5 Off
6 On
7 Off
8 Off
9 On
10 Off
SW6 10n
2 0n
30n
4 Off
50n
6 Off
7 On
8 Off
9 On
10 Off
SW7 10n
2 Off
3 Off
4 On
5 Off
6 Off
7 0On
8 Off
9 0On
10 Off

3 When use Ethernet Controller (ET1) J16 Short 1 to 2 Unused
J18 Short1to 2
J20 Short 1 to 2
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Jumper J4

Jumper 13

Jumper J10
Jumper J11

Jumper J12
Jumper J13

Jumper J14

SW5

Jumper J16

SW6

Jumper J18

SW7

Jumper J20

(Note) ETO : Red. ET1 : Orange

Figure 4-7 Renesas Starter Kit+ for RX64M/RX71M Jumper locations [Ethernet Controller ETO/ET1]
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423 Set Up Client PC

Set up the network on the client PC. This section shows the procedure when using Windows 7 as an example.

1. Open the Control Panel on the client PC and click [Network and Internet].

= | B =

QO |@ + Control Panel »

File Edit View Tools Help

- | +3 | | |Search Control Panet el [

Adjust your computer’s settings

il  System and Security
\ ’\9 Review your computer's status
- Back up your computer
Find and fix problems

8,

View by: Category ~

User Accounts
"\‘E'Change account type

Appearance and Personalization
Change the theme

View network status and tasks

v, |Network and Internet I
ul

-
./ Hardware and Sound
%‘ View devices and printers
Add a device

Programs
Uninstall a program
Get programs

i

rue
o

Choose homegroup and sharing options

¥

Change desktop background
Adjust screen reselution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

2. Click [Network and Sharing Center].

=N O ==

File Edit View Tools Help

.
@f\‘)vr? » Control Panel » MNetwork and Internet »

T Ere T e o

v|$¢|

Control Panel Home

System and Security
* Network and Internet

Programs

ey -
|

User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Hardware and Sound q% HomeGroup

Choose homegroup and sharing options

A |Network and Sharing Center I
= View network status and tasks
View network computers and devices

b, Internet Options
Change your homepage
Delete browsing history and cookies

Connect to a network
Add a wireless device to the network

Manage browser add-ons

Click here.

Click here.
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3. Click [Change adapter settings].

G6-

File Edit View Tools Help

St <« Network and Internet » Network and Sharing Center - | 3 | | Search Control Panel P |

Control Panel Home

View your basic network information and set up connections

Change adapter settings

Change advanced sharing
settings

See also
HemeGroup
Internet Options

Windows Firewall

& o @ Click here.

Internet

(This computer}

View your active networks Connect or disconnect
{ | e mm m Access type: Internet =
=& . . A -
! Domain network Connections: ] O—7)L TSR

Change your networking settings

{'ﬁ. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router
or access point.

£y Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

'& Choose homegroup and sharing options i

4. Right click [Local Area Connection] and select [Properties].

@Qv| E-I <« Metwork and Internet » MNetwork Connections » - | 3 | | Search Network Connections 0 [

File Edit View Tools Advanced Help

Organize « Disable this network device Diagnose this connection Rename this connection > ﬁi - E;l l@l

L—'. Local Area Connection
L

43'"7 Realtek PCle GBE Family Contrg |ﬁi|

Disable

Status

Diagnose
'?i' Bridge Connections

Create Shortcut

Delete
'?i' Rename
& Properties Click here.
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5. Select [Internet Protocol Version 4 (TCP/IPv4)] and click [Properties].

U Local Area Connection Properties @

I tuarking

Connect using:

Er Realtak PCle GBE Family Controller

This connection uses the following items:

]__tDIient for Microsoft Metworks -
4Bl Gos Packet Scheduler i
.@File and Printer Sharing for Microsoft Metworks E
A Internet Protocol Wersion 6 (TOPS PG
Internet Pro : y
[w] i Link-Layer Topology Discovery Mapper | £0 Driver ke
i 1] | r
LI == Click here.

Da zcription
Transmission Control Protocol/Internet Protocaol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

[ Ok, ] [ Cancel ]
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6. The IP address and other settings will be displayed. Set these as shown below and click [OK] depending on the
existence of a DHCP server.

(@) If exist the DHCP server (Obtain an IP address automatically).
Internet Protocol Version 4 (TCP/IPvd) Properties @

General | Alternate Configuration |

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Dbtain an IP address automatically:

() Uge the following IP address:

(@) Cbtain DMS server address automatically

() Use the following DNS server addresses:

validate settings upon exit
[ o« H—csmee—+— Click here.

(b) If the DHCP server does not exist (Fixed IP address).
Internet Protocel Version 4 (TCP/IPv4) Properties @

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Cbtain an IP address automatically
(@ Use the following IP address:

IF address: 192 . 163 . 0 . 100
Subnet mask: 255 .255 ,255 . 0
Default gateway:

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DMNS server:

Alternate DMS server:

[ validate settings upon exit

" QK I { Cancet } Click here.
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4.2.4

Prepare USB Memory

Store the HTML content on the USB memory.

1. Open the src folder in the project, then open the contents folder in the folder. Open the contents.zip file in the
contents folder. Copy the contents folder to the USB memory.

[E=5 Bl >

@uv| ) « r_network_solution_néidm

File Edit View Tools Help

» src b contents b contentszip b

- |$, ‘ ‘ Search contents.

zip ol |

Organize = Extract all files

WorkSpace -
J .metadata
. r_network_solution_pd4m

. .settings

, doc

. HardwareDebug

J r_bsp

o or_omt_rx

r_config
. r_ether_nx

. r_td_dhep_client_rx

m

. r_td_dns_client_nc

. r_td_driver_md4m

. r_th_file_driver_rx

| r_th_ftp_server_mx

J r_td_http_server_rx

Lot e
r_tfat_driver_nc

. r_tfat_me

. r_ush_basic

. r_usb_hmsc

| src

. contents

contents

E . Type: File fold

1 contents.zip i

Mame Type

. contents

File folder

=~ 0 @

Compressed size Passwa

er

File Edit View Tools Help

@\:j"- v Computer » Removable Disk (F:) »

o]

- |¢, ‘ | Search Removable Disk (F:

Organize = Share with « Burn

4.0 Favorites
Bl Desktop
=l Recent Places
& Downloads

A Eninkal - ]

4 Bl Desktop
> (= Libraries
P A —
418 Computer
 (8ly Local Disk (C:)
> a Local Disk (D:)
> ey DVD RW Drive (E:)
* e Removable Disk (F:)
> £y BD-ROM Drive (G:)
» ¢ Local Disk (Q2)
> O Ll Nl sl .
e =
> [
1 item

»

A 4

"
contents

Copy the contents
folder.
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4.3 Debug the Project
Use the following procedure to start debugging the project.

1. Connect the development PC to the E1 emulator with a USB cable.

2. Connect the evaluation board (Renesas Starter Kit+ for RX64M or Renesas Starter Kit+ for RX71M) to the
adapter and turn on the power.

3. Click [Debug Configurations] in the e? studio Run menu.

Project Window Help

3;&9;% Run Ctrl+F11 %v:@
%, Debug F11
3
Run History 4
Run As 3

Run Configurations...

Debug History 3

Debug As 3

Debug Cenfigurations... S ClICk hel’e,
Toggle Breakpoint Ctrl+ Shift+B

Toggle Line Breakpoint
Toggle Method Breakpoint
Toggle Watchpoint

s, Skip All Breakpoints

S& Remove All Breakpoints

Breakpoint Types 3
‘% External Tools 3
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4. Click on [r_network_solution_rx64m HardwareDebug] or [r_network_solution_rx71m HardwareDebug] under
[Renesas GDB Hardware Debugging] and click on [Debug].

Click on the [Debugger] tab, and the [Connection Setting] tab.

Change [EXTAL frequency] to 24.0000, then, [Power target from the emulator] to [No (Note 1)].

When completed, click on [Debug (D)].

Note 1 : The setting is used when using an external power supply. Select [Yes] for Power target from the emulator.

E‘ Debug Cenfigurations =]
Create, ge, and run configurati ﬁ
2 X ‘ E 3p - Name: r_network_solution_né4m HardwareDebug
type filter tedt |51 Main i Startup | (] Common | % Source
[E7] Debug-only -
(=] GDB Hardware Debugging Debug hard EL(RX) > Target Device: | RIESA4M Click here.
[c7 GDB Simulator Dgbugging (SH, RL7S, Rt
| « Je Renesas GDB Harfiware Debugging | GDB Settings]| Connection Settings | Debug Tool Settings |

BT I

Main Clock Source EXTAL - B
Extal Frequency[MHz] 24,0000 MOdIfy
Permit Clock Scurce Change On Writing Internal Yes - “24.0000”.

4 Connection with Target Board
Emulator (Auta) E]
Connection Type ITag -
ITag Clock Frequency[MHz] 16.5 -
Fine Baud Rate[Mbps] 2.00 -
Hot Plug Mo -

4 Power « .
Power Target From The Emulator (MAX ZOOmAIE Change NO .
Supply Voltage 3.3V -

4 CPU Operating Mode
Register Setting Single Chip -
Mods nin Sinnle- chin mode = A

1 [ [T N »

. Apply Revert
Filter matched 7 of 11 items

@ [ oebug H—eese—11Click here.

When the following message is displayed, click [Yes].
Confirm Perspective Switch @

This kind of launch is configured to open the Debug perspective when it suspends,

This Debug perspective is designed to support application debugging. It
incorporates views for displaying the debug stack, variables and breakpoint
management.

Do you want to open this perspective now?

[ Remember my decision

I Click here.

=4
g

RO1AN2608EJ0103 Rev.1.03 Page 41 of 61
Feb 29, 2016 RENESAS



RX64M, RX71M Group

TCP/IP Protocol Stack Based Network Solution for

Industrial Applications RX Driver Package Application

When the load module download completes, a Debug perspective opens.

[e7] Debug - r_network _solution_nd4m/r_bsp/board/rsknimresetprg.c - <2 stuio
Fle Edit Source Refactor Navigate Search Project Run Mindow Help

il | ® - R~k ®H DD &
%5 Debug 32
4 [T r_network_solution_n64m [Renesas GDB

4 5% Cnetwark solution_n4m.x[1]
4P Thread [1]1 (single core) (Suspended: Signal: SIGINT:Interrupt)
= PowerON_Reset PC( at resetprg.c1122 0xfff9255e
» gdb
o4 DB server

[ resetprgc £

B7122 #ffozsse - void PowerON Reset PC(void)

Stack pointers are setup prior to calling this function -

the Interrupt Table Register

/* Initialize
#Ffoasec set_intb((void *)_sectop("CSVECT"))

FFfaz575 ((void *)_ sectop("EXCE]
Initisiize o8 for flosting point sperations
#ifdef

*def]ne FPU ROUND 030080601 et FPsi (round to zero)
Udefine FPU_ROUID exa0000000 /° Let 705 (round to nearest)
sendif

#ifdef _DOFF

stdefine FPU_DENOM 0x00000100 /* Let FPSH DNbit=1 (denormal as zero)
#else

t FPSI Dibit:

#define FPU_DENOM 0x20080000 (denormal as is)

& Console 52

t_network_solution_n64m HardwareDebug [Renesas GDB Hardware Debugging] gdb
monitor set_ie_access_width,RW,1,86110-8b111,6b213-6b11d,8b11F -8b12d,Bb131,80133-8b136,8b139-8b13d,

monitor

HZONPF-0-%- 55 V- b
Grn @S e T -0

cES 5. .

= Varisbles 07

Mame

see comments above

Type

[E=SEER[=

e

Quick Access

<% E| & e v

Value

5%|e =18
- 4[5 r_network _solution_nc64m [HardwareDebug] B
42 Binaries
) Includes
s 65 1bsp
> (2 remtnx
+ (5 rether i
» 65 144 _dhcp_client
» (5 rth_dns client
(2 184 driver_ndm
> G5 1 file_driver
(2 rth fp_server
(2 1t http server
> §8 1t
G2 r that_driver_
(3 ot o
> 63 r_us_basic

. » (2 rusb_hmsc
» . §8 e .

e

= Outline |[f Project Explorer 52

I

,8c052 o

8b13F, 8014186143,

Set o access width R, 1, 8c050-8c070, 5cB72,5CO80-8c0al, Bcdas BcBa5, BCOCD-BC0dD, 502, 3c0eE, BC0R2, 5C0ES, 5c0e0- Scaee, 80T, mm 8c102-5c107,5c16e, 8c117 iy 8c143,8c145,8C147-8C15C, BC160-8c16a

,8c220- B2, 5400, 5ed02

8c1c7,3c1d3, 5c1d5, 5c280,

I

monitor set_io_access width,RW,1,8c16c-8c16e,8c170,8c176-8c177,8c179-Bc183 ,Bc186-Bc Lba, Belbd, Bclco-
monitor set_io_access width,Ri,1,8c404, 8406, 8¢408, 80403, 8c40C, 50410, 80412, 80414, 80416, 8c418, Bcéla, Scéle, 822, Bed2s, 80426, 8428, Bc2e, Bed40, 8044 18ca4s, Bcas2, sasm 8c4ss, Bcésa, Beésc, 8C462, Bedss, Bc4se, Gcdsa
monitor set_io_access_width,RW,1,8c46c, 8cd72,8c474,8c476,8c47a, Bed7c, b, ,8c560,8c5c0, ,96216-9621d, d, ,96276-9027d
monitor set_io_access_width,RH, s , , 90276-902fd, 19031690314, ,

monitor set_io_access_width,RK, d.90376-9037d d, d, d.,903b6-963bd, 9035~ 903 cd, dd, d,90376-0037d, f, 196358, 912069120, 91216-9121d
monitor set_io sccess width,Ru,1,91226-5122d,91236-9123d, 91246-9126d, 91256 -91254,91.266-9126d, 91276-9127d, 91286- 91254, 912969129, 91296-9123d, 912b6-912bd 9126 -912cd , 91 2d6-51.2dd 912691280, 91276 912
monitor set_io_access width,Ri,1,91305-9130d,91316-9131,91326-9124, 91336-91334, 91346 -91 34d, 91356-9135d, 91366-9136d, 91376-9137d, 913869133, 91396 msa,snaa -913ad,913b5-313bd,913¢6-913cd, 913d6-913dd
monitor set io_access_width,RW,1,013e5-013ed,31376-913fd,01520-0183F, 01843 -91853, 91358, d,92216-9221d -9227d,

monitor set_io_access_width,RM,1 X B X ,9226-9221d, 9231692314, , 923769237
monitor set io access width Rl.1.92386-9238d.92396-9239d 923a6-923ad .023b6-923bd 923¢6-023cd  023d6-923dd . 923¢6-923ed. 23F6-92374.92320-9283F 9284802853 02058 . 1200 c120a..c120d 1207 . c122¢- c122d. c1230-¢1232

5. Click [Resume] on the toolbar. The program will be executed and a break will occur at the start of the main function.

Eile Edit 5Source Refactor MNavigate

Debug - r_network_solution_rdi4m/r_bsp/board/rskrdbd m/resetprg.c - e2 studio
Search  Project Run

Window Help

Click here.

%5 Debug 52

4 Jﬁ’ r_network_solution_nddmuax [1]

sl gdb
| GDE server

4 [E7 r_network_solution_néi4m HardwareDebug [Renesas GDB Hardware Debugging]

4 f® Thread [1]1 (single core) (Suspended : Signal : SIGINT:Interrupt)
= PowerOMN_Reset_PC() at resetprg.c:122 Oxfffe255e

LR . |@v€§_v 0: LS s ot le?- i

6. After the break at the start of the main function, click [Resume] on the tool bar again.
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43.1 Verify operation of the HTTP server

1. Start a web browser on the client PC and enter the following address according to which port the LAN cable is

connected.
Ethernet Port Number DHCP server Web Server Address
0 Not existing http://192.168.0.3 (can be changed in the configuration
file.)
Existing Obtain from DHCP server
1 Not support http://192.168.0.10

Note: Note that the http server address can be changed in the configuration file.

The procedure for confirmation about IP address obtained from the DHCP server is shown below.
When complete the connection, open the src/main.c.
Set the breakpoint to the nop() function in main().

[ resetprg.c [£] main.c &2

1 ffc@z4as if (!r_dhcp_open(&dhcp, (unsigned char®)tcpudp work, & myethaddr[@][@]))
ffce24cs set_tcpudp_env(&dhcp);

5 ffcez24cs CloseTimer();
ffea2acc if (nuLL != &dhcp)

I

o ffcezade } nop()i ———— Set breakpoint.

* et the size of the work area used by the T4 (RAM size). */
ffcaz24dl ramsize = tcpudp_get_ramsize();
ffcez24ds if (ramsize » (sizeof(tcpudp_work)))

/* Then reserve as much memory array for the work area as the size
indicated by the returned value. */

ffcezadb for( 55 s
T
Initialize the TCP/IP
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Execute a Program to confirm the program stopped at the set breakpoint.
Then, confirm the variables "dhcp™ in the watch window.

The information set to each member of the variables “dhcp” :
— ipaddr : IP address

— maskaddr : Subnetmask

— gwaddr : Gateway address

— dnsaddr : Primary DNS server IP address

— dnsaddr2 : Secondary DNS server address

+ (@ dhcp DHCP (.}
a (@ ipaddr uints_t [4] Ox2802 i
09« ipaddr{0] uints_t 1925
{4 ipaddr{1) uints_t 168 4" i
| 69- ipaddr(2) wint&_t 0¥’ :
<= ipaddr{3] uintd_t 3 %003 :
(® maskaddr uint8_t [4] 0x2806 ]
(= gwaddr uint8_t [4] Ox280a
(* dnsaddr uint8_t [4] Ox280e
(* dnsaddr2 uints_t [4] 0x2812
(= domain char [20] 0x2816
(= macaddr wints_t [5] 02822
! - g

A list of files in the root directory on the USB memory is displayed.

The file name is listed in the Name field, the last update date is listed in the Last modified field. For size, if it is
directories, (dir) is listed and the size is shown in bytes. Click on [Parent Directory] to move to the next higher
directory.

- [E=5 =

Q‘ )| © @ hiip/19216811.3 £ -|| @ 192168113 | | {0 3 £23

File Edit View Favorites Tools Help

Index of /
Name Last modified Size

CONTENTS = i = (dir)

Renesas Embedded Web Server/” B
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2. Click [CONTENTS] and then click the file [DEMO.HTM]. This will display a page like the one shown below.

r=rn

& Renesas TCP/IP Web Server... % | | Y IANE

Q(ﬁ?»_ﬂ ¢ & http://192.168.11.3/CONTENTS/DEMO.HTM Pl ‘

File Edit View Favorites Tools Help

Renesas TCP/IP(T4) Web Server Demonstration Program

Hl RX64M RSK+

Hl RX64M RSK+ CPU BOARD LED Control DEMO

[ LED1 switch | [ LED2 switch || LED@ switch || LED4 switch |

Hl DNS DEMO

Input domain name

®100% ~

3. Confirm LED control using CGI function
Press the [LEDx switch] button.to control (turn on or off) LEDs on the board.
M g

Hl RX64M RSK+ CPU BOARD LED Control DEMO

([ LeD1 switch | [ LED2 switch | [ LED3 switch | [ LED4 switeh |t Click here.
Hl DNS DEMO
4. Confirm DNS client function using CGI function
Input any domain name into the "Input domain name™ text box and push "Conversion" button.
H DNS DEMO
Input domain
Corwersion name and
i Click here.
#100% v
Web browser shows the IP address confirmation page as follows.
Qk:\:q ¢ & http://192168.11.3/dns_demo.cgidt=www.renesas.com& O ~ ” 2192168113 X ’ I @ ‘J,\j fé}

File Edit View Favorites Tools Help

[1P address - 1244042 16
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4.3.2 Verify operation of the FTP server

1. Start FTP client software (e.g. FFFTP).

2. Use the user name and password that is defined to "r_t4 ftp_server_rx_config.h", connect to IP address below.

Ethernet Port Number DHCP server FTP Server Address
0 Not existing http://192.168.0.3 (can be changed in the configuration file.)
Existing Obtain from DHCP server
1 Not support Not support

A file listing on the root directory in the USB memory is displayed as follows.

%P RXG4M_RSK (%) - FFFTP = o 5|
BE@ ITURO TvHI—0E FRW YLD ATIZSO ALTH

"o 2 G AREMELEMDBRC EFR S

@& C¥ProgamFies¥fifte (S 50 | 1 & / =

8 B4t B4/ &F || & B4t (X BF B FiEs

[ {epuninst.exe 2012/03/272.. 136050 exe || (33 CONTENTS 2014/04/10 12:14 <DIR> rWxrwx...  root

[) FFFTP.chm 2010/02/081... 262,974 chm Note: This shows the example
[ FFFTP:exe Z0/1026T0 A2y BBk zene using the FTP Client software
B FFFTP.&t 2010/10/24 1... 6135 bt (Japanese version).

B history.txt 2010/10/24 1... 47,714 bt

[ JRE32.DLL 2010/02/021.. 27,648 DLL

< mn » [ < m »

fEmLE L. =

>LIST

150 Opening ASCII data connection.

226 Transfer complete.

77 A )L—BEORSHIESERT LE L. (61 Bytes) 3

O—7UL  ER0E (0 Bytes) O—7)L2106908.22M Bytes  Sm2f3577 0@
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5. Network Middleware Specifications

For the specifications of the DHCP client, DNS client, HTTP server and FTP server, refer to the document attached to
each FIT module.
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6. Main Program Specifications

6.1 Files

The main program is included in the project. The source files of the main program is included in the src folder.
The files of the main program are listed below.

Table 6-1 Main Program Files

Folder Name File Name Description
src main.c Main source file
led.c LED initialization processing source file
led.h LED initialization processing header file
r_http_server_cgi_sample.c CGI sample source file
r_sys_time.c HTTP server system timer source file
r_sys_time.h HTTP server system timer header file
r_usb_hmsc_api.c USB driver call processing source file
r_usb_hmsc_api.h USB driver call processing header file
src/contents contens.zip ZIP file of HTML content to be stored in the USB memory
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6.2 Modules

The following table lists the modules in the main program.

Table 6-2 Main Program Modules

File Name

Module Name

Description

main.c

main

Main processing for the main program

Calls initialization processing for each of the FIT
modules and drives the main processing for the
DNS client, HTTP server, FTP server, USB
driver, and Ethernet driver (uses an infinite loop
to implement periodic activation).

set_tcpudp_env

Setting the network information which obtained
from DHCP server to the environment variable of
TA4.

usb_cpu_FunctionUSBOIP

Port initialization and Pin setting of USB chO.

usb_cpu_FunctionUSB1IP

Port initialization and Pin setting of USB ch1l.

r_usb_hmsc_api.c

usb_cstd_ldleTaskStart

Starts the idle task used in low-power mode.

usb_cstd_ldleTask

Idle task used in low-power mode.
Performs no processing in host operation.

usb_hmsc_task_start

HMSC driver activation processing.
Performs USB IP initialization and class driver
registration.

usb_apl_task_switch

Performs task scheduling for the USB drivers in
non-OS environments.

usb_hapl_task_start

Starts the HMSC driver application task.

usb_hmsc_DummyFunction

HMSC driver dummy function

usb_hmsc_DriveOpen

HMSC driver open processing

usb_hapl_registration

Registers HMSC drivers.

usb_hmsc_apl_init

Initializes HMSC driver application task internal
variables.

usb_hmsc_StrgCommandResu
It

R_usb_hmsc_StrgDriveSearch() callback
processing

usb_hmsc_SampleAplTask

HMSC driver application task processing.
Detects USB memory and mounts the file system.

led.c

led_init

Initialization of LEDs

r_http_server_cgi_sa
mple.c

Please refer to the attached document to HTTP
server module (RX Family Web server using the
embedded TCP/IP M3S-T4-Tiny Module
Firmware Integration Technology /
R20ANOO75EJ).

r_sys time.c

get_sys_time

Please refer to the attached document to HTTP
server module (RX Family Web server using the
embedded TCP/IP M3S-T4-Tiny Module
Firmware Integration Technology /
R20ANOO075EJ).

start_system_time

Start the timer for HTTP server.

update_sys_time

Interrupt handler of the timer for HTTP server.

stop_system_time

Stop the timer for HTTP server.
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6.3 Flowcharts
This section shows the flowcharts for the modules in the main program.

(1) main()

This is the main() function and is first called from the startup routine for the board support package (BSP module).
It initializes the drivers and T4 and then periodically calls Ethernet driver link up processing, DNS client, HTTP
server and FTP server main processing, and USB driver scheduling from an infinite loop.

G

start_system_time

usb_cstd Schelnit

usb_cpu_target_init

R_USB_Open

usb_cpu_FunctionUSBOIP
usb_cpu_FunctionUSB1IP

usb_cstd IdleTaskStart

usb_hmsc task start

R_ETHER_Initial

lan_open

Waiting the
Ethernet link up

r_dhcp_open

tcpudp_get_ramsize

tcpudp_open

R_ftp_srv_open

R_dns_init

—

R_ETHER_LinkProcess

R_httpd

R_ftpd

R_dns_process

usb_apl_task_switch

]

Sample code
processing

/[ Starts the system time for the T4

FIT modules API

// USB-BASIC-F/W scheduler initialization

// USB-BASIC-F/W hardware initialization

// USB-BASIC-F/W open

// Initialization the I/O port and Pin function of USB

// USB sample application idle task startup

// USB sample application main task startup

// Setup the Ethernet driver hardware

// LAN driver open

// Acquires the network information from DHCP server

// T4 working area size acquisition

// T4 open

// FTP server initialization

// DNS client initialization

// Ethernet link up processing (Ethernet ch0 and ch1l are separate)

// HTTP server processing

/{ FTP server processing

// DNS client processing

// USB sample application scheduling
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(2) usb_cstd_ldleTaskStart
Starts the USB driver processing idle task.

C usb_cstd_ldleTaskStart )

| | R_usb_cstd_SetTaskPri | | /I Sets the priority of the USB sample application idle task

| | R_SND_MSG | | /I Sends a startup message to the USB sample application idle task
( return )

(3) wusb_cstd_IdleTask
This is the USB driver processing idle task.

C usb_cstd_IdleTask )

( return )
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(4) usb_hmsc_task_start

Starts the various tasks within the USB driver, registers class drivers, and starts the USB memory mount processing

task.

( usb_hmsc_task_start )

Set host IP number

e

Yes

| | R_usb_cstd_GetUsbIpAdr

Set used IP and base register
address for the TFAT driver

[
R_usb_hstd_MgrOpen
I
R_usb_hstd_HcdOpen
|
usb_hapl_registration
|
| | R_usb_hmsc_hub_registration

|
R_usb_hmsc_driver_start
|
usb_hapl_task_start

R_usb_cstd_UsbIpInit

e |
( return )

// Acquires the base register address for the used IP

// Starts the USB-BASIC-F/W host manager task

// Starts the USB-BASIC-F/W host control driver task

// Registers the HMSC driver

// Registers the host hub class driver

// Starts the HMSC driver task

// Starts the USB sample code main task

// USB IP initialization
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(5) usb_apl_task switch
Performs the USB driver scheduling.

( usb_apl_task_switch )

R_usb_cstd_Scheduler // USB-BASIC-F/W scheduling

I
R_usb_cstd_CheckSchedule // USB-BASIC-F/W scheduling plug acquisition

No
USB_FLGSET? |
usb_cstd_IdleTask // USB sample code idle task processing
R_usb_hstd_HcdTask // USB-BASIC-F/W host control driver task processing
R_usb_hstd_MgrTask // USB-BASIC-F/W host manager task processing
R _usb hhub Task // USB-BASIC-F/W hubtask processing
R _usb hmsc Task // HMSC main task processing
| |
R_usb_hmsc_StrgDriveTask // HMSC storage driver task processing
usb_hmsc_SampleAplTask // USB sample code main task processing

( return )

(6) usb_hapl_task_start
Initializes the USB memory mount processing task.

( usb_hapl_task_start )

R_usb_cstd_SetTaskPri // Sets the priority of the USB sample application main task
[

usb_hmsc_apl_init // USB sample application: scheduler variable initialization
I

( return )
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(7) usb_hapl_registration
Performs the class driver registration processing.

( usb_hapl_registration )
[

Class driver information
preparation

R_usb_hstd_DriverRegistration // Host class driver registration
[

( return )

(8) usb_hmsc_apl_init
Initializes the sequence processing variables for the USB memory mount processing task.

( usb_hmsc_apl_init )

Sequence processing variable
initialization

( return )

(9) usb_hmsc_DummyFunction
Dummy function for suspend and resume specified at class driver registration.

C usb_hmsc_DummyFunction )
( return )
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(10) usb_hmsc_DriveOpen
This is the callback function called from the USB driver when USB memory is inserted. It sends a
USB_HMSC_DRIVE_OPEN message for the sample application task.

( usb_hmsc_DriveOpen )

| | R_USB_PGET_BLK | | /I Acquires a message block.

No

Acquisition OK?

( return )

| | R_USB_SND_MSG | | /I Sends USB_HMSC_DRIVE_OPEN to the sample application task.

Normal completion?

Yes No
| | R_USB_REL_BLK | | /I Releases the memory block.
( return )
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(11) usb_hmsc_SampleAplTask
This function performs the sample application task processing. It receives the USB_ HMSC_DRIVE_OPEN
message issued from the usb_hmsc_DriveOpen function and detects a mountable drive.
Also, it receives the USB_HMSC_DRIVEMOUNT message issued from the usb_hmsc_StrgCommandResult
function and performs a mount for the file system.

( usb_hmsc_SampleApITask )

| | R_USB_TRCV_MSG | | /I Message reception

Receive OK? No

Yes

( return )

Processing status
USB_HMSC_DRIVEMOUNT USB_KEY_WAIT

USB_HMSC_DRIVE_OPEN

Processing status = | | R_tfat_f mount |
USB_HMSC_DRIVE_OPEN

/I TFAT drive mount

| | R_usb_hmsc_StrgDriveSearch

| Processing status =
USB_KEY_WAIT

/I Drive search request
message transmission

O

| | R_USB_REL_BLK | |

/I Releases the memory block.

( return )

(12) led_init
This function performs the initialization process for using the LED on the Renesas Starter Kit + for RX64M or the
Renesas Starter Kit + for RX71M.

( led_init )

|
LED port initialization
[
All LED off

|
( return )
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(13) set_tcpudp_env
Setting the network information which obtained from DHCP server to the environment variable of T4.

( set_tcpudp_env )

Set the the environment
variable(tcpudp_env) of the T4.

Set the primary address
of the DNS server

Set the secondary address
of the DNS server

I
( return )

(14) usb_cpu_FunctionUSBOIP, usb_cpu_FunctionUSB1IP
Performs 1/O port and Pin functions initialization for using the USB chO and ch1.

C usb_cpu_FunctionUSBOIP ) ( usb_cpu_FunctionUSB1IP )
Setting the I/O port and Pin Setting the I/0 port and Pin
functions for USB ch0. functions for USB chil.
If unused: If unused:

Do nothing. Do nothing.
If a host mode: If a host mode:

Set the ch0 to host mode. Set the ch1 to host mode.
If a peripheral mode: If a peripheral mode:

Set the ch0 to peripheral mode. Set the chl to peripheral mode.

| |
( return ) ( return )

(15) start_system_time
Start the compare match timer (10ms interval) for the system time of HTTP server.

( start_system_time )

R_CMT_CreatePeriodic // Start the compare match timer of 10ms periods.

( return )

(16) update_sys time
This function is an interrupt handler that counts up of the system time of HT TP server.

( update_sys_time )
I

Counts up of the system
time at 10ms periods.

( return )
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(17) stop_system_time
Stop the compare match timer for the system time of HTTP server.

( stop_system_time )

R_CMT_Stop // Stop the compare match timer.
[
( return )
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7. User-Defined Functions

The user defined functions must be coded by the user to match the user system environment. Some of the user-defined
functions are required by the FIT modules.

This package includes the following user-defined function samples. See the corresponding FIT module manual or other
documentation for specifications of these user-defined functions.

Table 7-1 User-Defined Functions

User-Defined Function File Name FIT Module Name Document Name/Catalog Number

System timer interface r_sys time.c r t4 http_server_rx RX Family Web server using the
embedded TCP/IP M3S-T4-Tiny
Module Firmware Integration
Technology / R20ANOO75EJ
(4.2 System Timer)
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8. Supplement

8.1 USB Driver Limitations

When both USB channels ch0 and ch1 are set to host mode, only ch0 can recognize USB memory. To use chl in host
mode, set chO to either unused or peripheral mode. For the setting examples, refer to “3.4.1(3) Change USB Driver
Settings.

8.2 This Application Limitations

After program operation, if the USB memory is removed it will not be recognized if it is reinserted. The program should
be restarted.

8.3 FTP Server and DHCP Client Limitations
FTP server and DHCP client can be operated at Ethernet chO only.

8.4 Notes on Using the Free Evaluation Version of the RX Family C/C++ Compiler
Package

There is a usage period limitation and certain usage limitations on the free evaluation version of the RX Family C/C++
Compiler Package. If the usage period exceeds, load modules may not be generated correctly due to the usage
limitations.

See the page on evaluation software on the Renesas web site at the link below.

http://www.renesas.com/products/tools/evaluation_software/index.jsp
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Website and Support

Renesas Electronics Website
http://www.renesas.com/

Inquiries
http://www.renesas.com/contact/

All trademarks and registered trademarks are the property of their respective owners.
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General Precautions in the Handling of MPU/MCU Products

The following usage notes are applicable to all MPU/MCU products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that
have been issued for the products.

1. Handling of Unused Pins

Handle unused pins in accordance with the directions given under Handling of Unused Pins in the

manual.

— The input pins of CMOS products are generally in the high-impedance state. In operation with an
unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of LSI, an
associated shoot-through current flows internally, and malfunctions occur due to the false
recognition of the pin state as an input signal become possible. Unused pins should be handled as
described under Handling of Unused Pins in the manual.

2. Processing at Power-on

The state of the product is undefined at the moment when power is supplied.

— The states of internal circuits in the LSI are indeterminate and the states of register settings and
pins are undefined at the moment when power is supplied.

In a finished product where the reset signal is applied to the external reset pin, the states of pins
are not guaranteed from the moment when power is supplied until the reset process is completed.
In a similar way, the states of pins in a product that is reset by an on-chip power-on reset function
are not guaranteed from the moment when power is supplied until the power reaches the level at
which resetting has been specified.

3. Prohibition of Access to Reserved Addresses
Access to reserved addresses is prohibited.

— The reserved addresses are provided for the possible future expansion of functions. Do not access

these addresses; the correct operation of LSI is not guaranteed if they are accessed.
4. Clock Signals

After applying a reset, only release the reset line after the operating clock signal has become stable.

When switching the clock signal during program execution, wait until the target clock signal has

stabilized.

— When the clock signal is generated with an external resonator (or from an external oscillator)
during a reset, ensure that the reset line is only released after full stabilization of the clock signal.
Moreover, when switching to a clock signal produced with an external resonator (or by an external
oscillator) while program execution is in progress, wait until the target clock signal is stable.

5. Differences between Products

Before changing from one product to another, i.e. to a product with a different part number, confirm

that the change will not lead to problems.

— The characteristics of an MPU or MCU in the same group but having a different part number may
differ in terms of the internal memory capacity, layout pattern, and other factors, which can affect
the ranges of electrical characteristics, such as characteristic values, operating margins, immunity
to noise, and amount of radiated noise. When changing to a product with a different part number,
implement a system-evaluation test for the given product.




Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for
the incorporation of these circuits, software, and information in the design of your equipment. Renesas Electronics assumes no responsibility for any losses incurred by you or third parties arising from the use
of these circuits, software, or information.

2. Renesas Electronics has used reasonable care in preparing the information included in this document, but Renesas Electronics does not warrant that such information is error free. Renesas Electronics
assumes no liability whatsoever for any damages incurred by you resulting from errors in or omissions from the information included herein.

3. Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights of third parties by or arising from the use of Renesas Electronics products or
technical information described in this document. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.

4. You should not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics assumes no responsibility for any losses incurred by you or
third parties arising from such alteration, modification, copy or otherwise misappropriation of Renesas Electronics product.

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality”. The recommended applications for each Renesas Electronics product depends on
the product's quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic
equipment; and industrial robots etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control systems; anti-disaster systems; anti-crime systems; and safety equipment etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical
implantations etc.), or may cause serious property damages (nuclear reactor control systems, military equipment etc.). You must check the quality grade of each Renesas Electronics product before using it
in a particular application. You may not use any Renesas Electronics product for any application for which it is not intended. Renesas Electronics shall not be in any way liable for any damages or losses
incurred by you or third parties arising from the use of any Renesas Electronics product for which the product is not intended by Renesas Electronics.

6. You should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics, especially with respect to the maximum rating, operating supply voltage
range, movement power voltage range, heat radiation characteristics, installation and other product characteristics. Renesas Electronics shall have no liability for malfunctions or damages arising out of the
use of Renesas Electronics products beyond such specified ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and
malfunctions under certain use conditions. Further, Renesas Electronics products are not subject to radiation resistance design. Please be sure to implement safety measures to guard them against the
possibility of physical injury, and injury or damage caused by fire in the event of the failure of a Renesas Electronics product, such as safety design for hardware and software including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult,
please evaluate the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please use Renesas Electronics
products in compliance with all applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive. Renesas Electronics assumes
no liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.

9. Renesas Electronics products and technology may not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or
regulations. You should not use Renesas Electronics products or technology described in this document for any purpose relating to military applications or use by the military, including but not limited to the
development of weapons of mass destruction. When exporting the Renesas Electronics products or technology described in this document, you should comply with the applicable export control laws and

regulations and follow the procedures required by such laws and regulations.
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. It is the responsibility of the buyer or distributor of Renesas Electronics products, who distributes, disposes of, or otherwise places the product with a third party, to notify such third party in advance of the
contents and conditions set forth in this document, Renesas Electronics assumes no responsibility for any losses incurred by you or third parties as a result of unauthorized use of Renesas Electronics
products.

11. This document may not be reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products, or if you have any other inquiries.

(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.
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