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AD Types |~ Flags #38#R L =354 (X 7-7). [EED Flag iI2F = v 7 Z AK[Set] R Z L AT L TL 2 &0,

Set Advertising Data ||
AD Types
Flags -

[]LE Limited Discoverable Mode

LE General Dizcoverable Mode

BR/EDR Mot Supported

[] simultaneous LE and BR/EDR to Same Device Capable{Controller)
[] simultaneous LE and BR/EDR to Same Device Capable{Host)

Set

020106

[ Ok ][ Cancel ]

7-7 Advertising T—2 B E S 4 7 B —AD Types: Flags
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AD Types [T 16bit UUID % 341 L 7235545(X 7-8), fEE O H—E 2 UUID Z &R L[Add] AR Z > 2 F L T<
72E0y, UUID OFER E[AdA)AR Z v O F 240 K4 Z & T, #40 UUID 28T 5ZmTEEd, &
RTOUUID DASNRET L7eb, [Set]lhZ AT LTI,

’
Set Advertising Data |
AD Types
Complete list of 16 bit UUID -
16bit UUID
Alert Motification Service -
add | [ Del

7-8 Advertising T—4 $%E 4 4 7 B4 —AD Types: 16bit UUID

AD Types {Z 128bit UUID % 4R L7234 (1% 7-9). 128bit UUID % 16 K TAS L, [Set] R ¥ v &4 T L
TLIEEY,

’
Set Advertising Data |
AD Types
Complete list of 128 bit ULID -
128bit ULID

7-9 Advertising T—2 E S 4 7 B4 —AD Types: 128bit UUID
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AD Types (Z Local Name % &N L7=84(K 7-10), ASCH 21— R Tu—H /LT /314 ZA4 % AL, [Set]
REEFTLTIIESN,

r B
Set Advertising Data ||

AD Types

Complete Local Mame -

Mame{ASCIL)

Set
020108
[ QK ] [ Cancel ]

———

7-10 Advertising T—4 8 E ¥ 4 7 B4 —AD Types: Local Name

kLISt AD Types % %R L 72354 13, Supplement to the Bluetooth Core Specification v7, Part A, Section 1 {2
PEW I HERFLTT —# 2 AL T IEE L,
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(3 GAP — Scanning % 7

GAP @ Scanning # 7%, Scan D IAT « {F 1L & 1TV, 15 L7z Advertising 7 — % % FEtD 7 — 7 /LINIZ BD

Address, Address Type. RSSI, ADV Data, ScanResp # U A hF&R/RL £7,

% 7-5 GAP -—Scanning # JTHUHT API —&

API 213
RBLE_GAP_Device_Search JE— FT/NA REER
RBLE_GAP_Observation_Enable T IHF—EVTHHE
RBLE_GAP_Observation_Disable T IH—E VT EMLE

rBLE_Tool S
GAF | Peer Device I Wendor Specific I GAETT I Profiles|
| Standby | -—-
| Generic I F'.dvertisingl Scanning |Security I vhite Listl Discovery 27—
Dizcovery /
@ General Dizcovery ) Limited Discovery Dizcover
Scan — | Scan 7 )L —7
Type  [PASSIVE SCAN - Filter duplicates
Scan Intervall msec) 1n Scan Window(msez) 10
Policy [P.IInw advertizing packets from anvaone v]
omh ] Z1Z Advertising 7 —
7 3 J =z A
BL Address fiddrezs Tvpe F550 A0 Data Scan Fesp 7Y b i'%ﬂ?plg
T490:50:00:89: 44 Public -52 020106
T4L90:50:00:89:AB Public -48 020106
COM35 4800 Hide Log

7-11 GAP—Scanning % 7

e —————————————

7-111Z GAP @ Scanning # 7 Z:~x L £, Z O X 721X Discovery 7 /L —7"& Scan Z/L—7 R H D |
Discovery 7 /L — 7 |Z{X[Discover]7~ % > {1 % . General Discovery 7> Limited Discovery % 3&iRJ- 572D T ¥
FRE B Y £3, [Discover]’R ¥ KT, RBLE_GAP_Device_Search % FF-OMH L, Scan % 47T L CJE
TNA ADRBEITVET, Z OO Scan DR EIL, Scan ¥ 1 '3 ACTIVE SCAN, Filter duplicates 234 %)
LR, AFX XA E = EZF Yy A Ry AT 1125 S YR T,

Scan 7 /L—7"ClX Scan ¥ A 7’ Scan AR U U —NREFHETT, o, LFDOAF ¥ A 2 — L b X

Fr UL RUNBANTRLVRETEET,
— AF v A U E =25 2 U F~10.24 T)
— AFX YA 725 2 UH~10.24 1)

72770, AX Y UL RUDEIFZAX Y A X — LU FCTRTNIERY ¥ A,

& 5|2, Filter duplicates ([ & W EBEHE T HZIET —H 52 74N H ) 7452 LRA[RETY, £7=. [Enable] R
% > L [Disable] R % > HELE S CWET, [Enable]l R ¥ i FC, BELZ/RT A—HIZT
RBLE_GAP_Observation_Enable # FFOVH L, Scan %5247 L C Observer & L CEIfEL £3°, [Disable]~ % > #f
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FClx. RBLE_GAP_Observation_Disable % FFOM, L, Scan Z {51k L ¥ 97, %{5 Advertising 7—# U A h#F/R
HCiE, ATFDOA Xy M a2 725612, BT /3 2D BD 7 KL AR Advertising 7—# % A hRR L
7,

— TN ARRFRRE R4 A X N (RBLE_GAP_EVENT _DEVICE_SEARCH_RESULT_IND)
— Advertising L — hi@Z%i1 -2 h (RBLE_GAP_EVENT ADVERTISING_REPORT IND)

Z{g L7z Advertising 7 — % D U A k725 Advertising L CWA T3 A FIRTEE£T, U A FOIEEDTT
IV THERRINTET A AOERBKIELET, TLTHX TN Y v I FT5HZLT, TDOY AL
{TOT /A AT KL A Peer Device % 7 D”Peer Addr il |2 K S v, BfedD /X7 A—H2 L LTBD 7 FL A
ZRHERT5Z N TEET(N 7-12),

BD Addres=s fddrezz Tvpe a5l Ay Data Scan Fesp

FAO0E 0002048 Pk -h1 n20n106

TGSDSC00AUAE | Public |56 | I
iy

O EEDOYAMTELTNVIY v

N\

’
E3 rBLE_Tool
@ Peer Addr fillZ IS 40 %
GAP | Peer Device | Vendor Specific | w.. T | Profiles |
Pear fddr & : ConnHandle Thd
@ Public =23
Standb - — | TanEnnneg @
| Standby | | TH90:50:00:39:AE @ Random
7-12 )R FDER

VARNEZELEZ V7325 arTXFANA=2—RNERRII, A5 L7z Advertising 7 — X 29X CTIHE
THZENTEET, AV THFA A2 —CHETOHHIELZRINL, 2~ FEIATL T E W, ¥ 7-13
ZarTHAMA=a—%2RLET, VA MOHEDZDIZIT Clear AlI" %8R L £, "Cancel” %384k L 7=

BElE, A=a—DHAET,

BD Address Address Twpe Rl A0 Data Scan Fesp
THAEE000:59:44 Public -h2 n20106
74:00:50:00:80: A8

Clear All
Cancel

[

7-13 YR FDBEE
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(4) GAP — Security % 7

GAP @ Security # 7 (X 7-14Z8)L, 0 — AT N_NA ADEX 2 VT 4 REEITWVET, T Security ¥
7 Cl%, Security £— K& Bondable E— N&&E L £J, £/, Privacy 7 /v —7" & Local Keys 7 /L— 7713 %
D EJ,

& 7-6 GAP —Security % 7 CHUH3 API —&

API Hae
RBLE_GAP_Set_Security Request X2 T4E—FHRE
RBLE_GAP_Set_Bonding_Mode RyT4UTE—FHRE
RBLE_GAP_Set Privacy Feature ToA4 1N —HEBERRTE
RBLE_SM_Set_Key IRK. CSRK &E
(B rBLe_Tool e |
GAP | Peer Device I Wendar Specific I GATT I Profiles|
| Standby | -—
Generic | Advertising | Scanning | Security | White List ; I
| | | | | | I Security & — RER |

N

v

[ Set Security Mode J [Ml:u:le=l. Lvl=1: Mo zecurity

[ Set Bondable Mode ] @ Bondable 71 Mon Bondable
. = NP =)
Privacy f— | 7T A N —FEREIRIN |
Privacy [Dewce privacy dizahled "]
Set the generated random address to Controller Set

Generated Random Address

Local Kevs

Set IRK 1122334455667 7881122334455667 755
Set GSRE GOTTEREE4433221 1807 766504433221

COM5 4800 Hide Log
e ———

7-14 GAP—Security 2 7

[Set Security Mode]7R % » 4 T C, Security E— R&EIRD K v 77X 7 A R LER L7237 A—H (2T
RBLE_GAP_Set_Security_Request ZFFOMH L, B—A LT AL ADEF 27T 4 E— RERELET,

“Bondable” %, L < |Z”Non Bondable”Z AR % o d EH 50v% @& L, [Set Bondable Mode] R # > #f F L
F 9, [Set Bondable Mode]~ # > G, #R L7z /3T X —X|ZT RBLE_GAP_Set_Bonding_Mode % F-UN
L. B—HILTFNRL ZADR T (o TE— REHRELET,

Privacy 7 /v —7"Cra—RNNT A ZAD T T A N —HERED R ETTRE T, [Set] R & AP R T 7T A " —
HEEETRIR R 7 X2 U A R BIBIR L7237 A —#|ZC RBLE_GAP_Set_Privacy Feature Z IO L £97,
7T AN REEE AN LT2E 13, Resolvable 77 A _X— R 7 RLUARERINET, 7T A N —HHE
ZERET HENC, Local Keys 7 /L—7 D[Set IRK]AR % v &l L T IRK Z5%E L TL 72 &0y,

IRK Z5ET HITIL, [Set IRK]A X & L E3, [Set IRK]A % #FT, RBLE_SM_Set_Key % FEUVH
L., =7 4 v MICAD EN=x—16# - 16 477 v N)EIRK E LTHELET,
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CSRK %% ET HITI, [Set CSRKIARZ v &Ml L7, [Set CSRK]AR Z ¢, RBLE_SM_Set Key %
FEOH L, =F ¢ » MBICATTSN-F—161 - 16 4277~ N)& CSRK & L T#HEL T,
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(5) GAP — White List # 7

GAP ™ White List % 7'I%. White List ~DF /34 2B « BIBEZITWET, F£7=. White List ¥ XDFiH
HL B a s — 2 v OBINEZITVET, 7-15/Z White List # 7 Z R L £,

£ 7-7 GAP — White List # 7 THEUH T API —&

API HeE
RBLE_GAP_Get White List_Size White List 4 XE%
RBLE_GAP_Add_To_White_List White List ~7 K L X B0
RBLE_GAP_Del_From_White_List White List b5 7 K L ZHIBR
RBLE_GAP_Observation_Enable BRI —C v =ET
(B rBLE_Tool ]
GAF | Peer Device I Wendor Specific I GAETT I Profiles|
| Standby | —
| Generic I Advertizing IScanning I Security | White List | White List %14 XFRE
| Read White List Sizz | 6 White List Z&< 46
y 4 Add White List
ED Address fddress Type BD Address:
112233440566 Public @ Public @ Random
aabbocddeetf Public
e

Remaove White List
@ All ) Selected

[ Remove ]

Connection Procedure

[ futo Connection ]

[ Selective Connection ]

COM5 4800 Hide Log
S ——————————————————————————————————————

7-15 GAP—White List 2 7

[Read White List Size] % > # F ¢, RBLE_GAP_Get_White_List_Size Z U L, v — /L7 /34 2D White
List h 4 XZH45 L £ 9, BASHA R1% White List %4 XEUG5E T A X2 b
(RBLE_GAP_EVENT GET WHITE_LIST SIZE_COMP)IZ kL ¥ . White List % RFREIc £z LET,

Add White List 7 /L —>7"CIZfiE L7= BD 7 KL A% White List IZIBINT 25 Z &N TEEF.BD 7 KL AT
16 - 6 427 7 v N THE L. Address #Z A 7(Z Public 7> Random % %R L £9°, [Add]R % 4T T,
RBLE_GAP_Add_To_White_List ZFFOM L, B¥E 41727 K LA % White List (2380 L £ 9, White List ~®
BINASE T 95 &, White List 8152 T4 ~X> h(RBLE_GAP_EVENT_ADD_TO_WHITE_LIST_COMP)% 3z}
HY v . White List Z7-E80D Y 2 MIRE LT FLARBMFERINET,

Remove White List 27 /L — 7 CIZHEE L= BD 7 F L 2 % White List 0> HIRTA 2 ¢ N TxFEF, BDT R
L 2 DT 1ET All 7> Selected % 3R ATHE T, Selected D412 13, White List gl &R L~ BD 7 K
VARG L 720 £97, [Remove] R % 1 F ¢, RBLE_GAP_Del_From_White_List Z IOV L, 884K L7z BD
7 R L A% White List 225 HIBR L E97, HIERAAENT 5 &, White List HIBRSE T A Xk
(RBLE_GAP_EVENT_DEL_FROM_WHITE_LIST COMP)Z %} Ht Y . BRI N/=T A A FE721%, 3T
T /3A A% White List Z7R0 U A M biEELET,
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Connection Procedure 7 /L —>7"Cid, HEIDL LITBRO EL L0OF— FTER 1 — 2 ¥ 2% E HE

=

T, [Auto Connection]R # > # ¢, RBLE_GAP_Observation_Enable % OV L. Auto Connection 7' 1z 3/ —

¥ 94T L E 7, [Selective Connection]Z # > T, RBLE_GAP_Observation_Enable z FFUMH L, Selective
Connection 71 > — v #EITL £,

White List 7~ Cl%, White List Z{RAEAIIZREL L, BD 7 R R L Address % f 72 &L E7,
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7.2.2 Peer Device & 7

Peer Device # 7%, 4 DX 7T HEEL., UET— FF/31 R L OB - Yo7 U 7, REORK T
1TV E 3, Peer Device # 7 %X 7-1612 xR LE£97,

/— 12— /LFEIR
[ LR RE 2R
rBLE_Tool / I R AN e

/ ] | *EET L ALR - AT)
GAP | Peer Device ¢{ Wendor Spedific | GATT | Profiles|  /
v

Pear Addr V - . CionnHand| Ind
@ Public cnnhandis X
|Gonnected | Master | - MWADEO00:8%AE o pandom 0000

|

| GDNHECHDH |Infu:urmatiu:un I Pair & Key Exchanee I Remate Keys| L = STAVE- IV PN N

AT v I AR
REEFR R L 4oDH T ERE

7-16 Peer Device # 7

WRHEFRIZ, 2 — BT AL ZAOEEIZS L TE 1217 TREOFREITWVET, 0 —/LFRiL, B
Bl — T8 AN [Master] £721% ISlave] O EBL L THHINERLET, BE{LRERERITY £—
NTNRAREDY 7B LTKIZ K VIS L ENTWDEAIC [Encrypted) & RRLET,

KT R L AFEoR - AR, B3ke5e T X2 M(RBLE_GAP_EVENT_CONNECTION_COMP)% 321} C,
BN E T Lot g7 FURAZRRLET, £7o, B Lot T RV AZEEANTTHZ &M
T& 9, GAP-Scanning # 712D U A RN TRERINLIZT ANA ADT RLAL I ZICANENET, T/31 A
7 R L ZDBRITHONTIE, 7-12% 2L T2 &0,

AR TN R AT I AFRIREIL, BERE T 2 U T o O TR X BB I NS A
R NEZITT, A OaRx s a NV RABIOAS U F v I ARFRINET,
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(1) Peer Device — Connection % 7

Peer Device @ Connection ¥ 7%, V E— T /34 X & DR « QIRToBER /T A — X DEBEITWET,
UE— hT NS R L BT DRNCEEG N T A — X REFBIT TN T A —H ZREL T E &0, 7-171Z
Connection Z 7 %R L £,

#& 7-8 Peer Device — Connection 4 7 THUH 3 APl —&

API Hae
RBLE_GAP_Create_Connection LE U > ¥ #&#kfe
RBLE_GAP_Connection_Cancel LE UV EHRFY L
RBLE_GAP_Disconnect LE 1) > 2 YR
RBLE_GAP_Change_Connection_Param OIS A—RER

(B rBLe_Tool e |

GAP | Peer Davice | Wendor Specific | GATT | Profiles |

Peer Addr - .
[Comnected | Master | — THI0EL00A%GAR G E{L;:!,Em %DIJEEHandIE =
Connection |Infu:|rmation I Pair / Key Exchange I Remate KeySL ! %‘{ﬁﬁ/f? A »—&%Q'ﬁgfpi[g
Scan Intervalimsec) a0 Scan Window! msec) a0
Connection Iterval Min(msec) &0 Connection Interval Maximsec) 70
Slave Latencwlevents) 1] Supervizion Timeout{meec) 2000
Min GE Lenethimsec) 5 Max GE Lenethimsec) 5
Initiator Filter Policy [Ignore White List v]
| Cannect | [ Caonnect Gancel ] [ Dizconnect ]

EEART A— 5 RE -
/ FIRER

CGaonnection Interval Minimsec) 1500 CGaonnection Interval Max{msec) 2000

Slave Latencylevents) 1] Supervizion Timeout{msec) a00o

|Update Params

COM5 4800 Hide Log

7-17 Peer Device—Connection & 7
Pt T A—H L L CUL P REFEETT,
— AR LA U H L AR YA L RY(25 2 U D 10.24 )
— haxsva A= Ve RAaR s a4 2 —L(T15 UG 40))
 AL—T LA T —(0 5 499)
— A= N—ETVa s HA LT T RI00 I UM 32F)
— RN aAR T va AR NREERAXT g A X R0 DB 65535)
— Initiator 7 ¢ /L& 7" U > —(White List Z fE#H9%5, & L < 1% White List 29 %)

[Connect] AR Z AN T, it/ N T A — 2 REH TRIE L72/3T A —2 12T RBLE_GAP_Create_Connection
ZIEONM L, xbiai & ok 2 Bt L5,

[Connect Cancel]7~ # > # F ¢, RBLE_GAP_Connection_Cancel Z MO L, BA#A L 72 B LFE 2 % v & L
LET,
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[Disconnect] R % > #f F ¢, RBLE_GAP_Disconnect ZF-ONH L, fENz X7z U > 7 28I L £ 9,
BHEINT A—ZRGE « R TIXLL T OHE T A —Z OERIIHNDNRT A =2 FELET,

— BRI v a A E— LR AR Vg A A= (15 S U A 4.0 BD)
— AL =T AT —(0 M5 499)
— A==V g H A LT 100 I URNS 32 )

[Update Params]7R % 4 F ¢, RBLE_GAP_Change_Connection_Param Z 'O L, ZBH /8T A — X iRIE « &
TRERCRRIE L72/ 3T A—Z 2T, Master D13/ N7 A —F2 DR, Slave DGR/ T A —2 D
Ty 7T EREEGFELET, £72, Slave T AL ANLDORT A —RT v T T — NERA X B
(RBLE_GAP_EVENT CHANGE_CONNECTION_PARAM_REQ IND)=<>, ¥/ <5 2 — H3ESZ T A 0 k
(RBLE_GAP_EVENT_CHANGE_CONNECTION_PARAM_COMP) Cilifl SN 58kt /8T A — X & F£ R L £7,

UE— b Slave 7/31 A5 O/ NT A —H T v 7T — FERA X R
(RBLE_GAP_EVENT CHANGE_CONNECTION_PARAM_REQ IND)Z1F % & [X 7-181075RF %A 7 1 7 4
FTRINET, [Accept] F721E[Reject] R ¥ AT L TSEL T 7Z3, RFMTICED
RBLE_GAP_Change_Connection_Param DO FEFUMH L 24TV, [Accept] Z # ~ L7256 13 S iz U o 7 O#Ekt
WRITA—BEERLET,

Parameter Update Reguest @

Received Connection Parameter Update Request

from Handle=0x0000, Accept or Reject ?

7-18 INNSA—ATF7YvTTF—FER
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(2) Peer Device — Information 4 7

Peer Device @ Information % 7%, U E— hT /3541 A4, ¥ 33— b3 5 Bluetooth /N—0 3 > {2381,
Link Layer Feature DSBS 21T %4, F£72. VE— FF /31 2D RSSI & 0 —H LT RA ZDF ¥ Kb
< v TIERSBEABE T, Information % 7 &K 7-191C-R L9,

& 7-9 Peer Device — Connection 4 7 THEUH 3 APl —&

AP| HAe

RBLE_GAP_Get Remote_Device Name )E— b T/N1 REIE
RBLE_GAP_Get_Remote_Device_Info ) E— b T/3A RIEHRIE

RBLE_GAP_Read RSSI RSSI {BH &

RBLE_GAP_Channel_Map_Req FrRILT Y TERE - BE

(B rBLe_Tool S5
GAP | Peer Davice | Wendor Specific | GATT | Profiles |
Peer Add —
[Cornected | Master | —- ?i?QrD:ﬁD:DI’D:BQ:P.EI G E{L;:!,Em %EEEHEHC”E o=
Connection | Ihformation |Pair / Key Exchanee I Remote Keys| U — }\ ?;/§/]) ZZ.?/](

— i
R s
Remote Information / UE— hT A AfEH
BN

Wersion w2 Subver = 00001

Compary  Penesas Electronics Corporation (0=0036) Fead

Features n100000000000000

UE— 7 /3A Z RSSI

/ Fead R

RSSI -5l dEm
Channel Map ~ FFFFFFFFIF © Read || Siet |
\ F v RN~y FHR -
A E D
COM5 4800 Hide Log

& 7-19 Peer Device—Information & 7

[Request Name] 7~ # > #f F ¢, RBLE_GAP_Get_Remote_Device_Name # FF-ONMH L, U E— hF /34 24 FRER
1852 T A X M(RBLE_GAP_EVENT_GET_REMOTE_DEVICE_NAME_COMP)IZ L V| UE— hF 34 ZD4
FERSLET, BUHERIZY £— F T3S AAHEREIICE R ST T,

Remote Information 7" /L-— 7" [Read] ™ & i F T.RBLE_GAP_Get_Remote_Device_Info Z UM L, U E—
kTS ATEHEUG5E T A X N(RBLE_GAP_EVENT_GET _REMOTE_DEVICE_INFO_COMP)IZ XV, VU
T— h T AL ADOWEH L LT, AR — 35 Bluetooth /3—7 2 > 3551, Link Layer Feature % Hf5% L
F7T. BUFHRITY T— F TS ZIERE ISR RINET,

U E— 73 A RSS| R O[Read] R & 4 ¢, RBLE_GAP_Read_RSSI ZFFUMH L, U E— b7 3
A A@ RSSI ZHf5 L E7, RSSI BUfS#ESI%L, RSSI BFfF5E 1A~ K
(RBLE_GAP_EVENT_READ_RSSI_COMP)IZ & ¥ U &— h 5 /34 & RSSI F/RERIC dBm HAL THFRIRENET,
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F ¥ FA= v TR - RIEEDO[Read] R # > F T, RBLE_GAP_Channel_Map_Req # FFONME L, T /1
< THEF T A <> MRBLE_GAP_EVENT_CHANNEL_MAP_REQ COMP)IZ L ¥ U E— R F /51 2L D
FRFINTy TERELET, MRET ¥R~y TETR - REBCERSNET,

E = Master D& 1L, F v R~ v THoR - BIEHO[Set] R 2 L FC. RBLE_GAP_Channel_Map_Req
RO L, ¥ R~y TRR - REBICAD SN 16HE <547 T v hDO/RT XA—=H|ZTYE— TN
A RAEDF ¥y RN~y THERELET,
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(3) Peer Device — Pair / Key Exchange %4 7

Peer Device @ Pair / Key Exchange % 713, X7 U v 7B BALDFATR0, TNDHICHE L /D /8T A —X

REXITWET,
% 7-10 Peer Device — Pair / Key Exchange 2 7 THEUH 3 API —&

API 213
RBLE_GAP_Start_Bonding RoT 4 TRtk
RBLE_GAP_Bonding_Response ROT 4 DTERANGE
RBLE_SM_Start_Enc EE=g(dEEE
RBLE_SM Ltk Req_Resp LTK BERAISE
RBLE_SM_Tk_Req_Resp TK BRAIGE

F R’
rBLE_Tool 5
GAP | Peer Devics | Wendor Specific | GATT | Profiles |
[Cornected | Master | —- Peer Adcr © Public ConnHandle Idex
T490:50:00: 8% 4B ) Randam noon
| Connection I Information | Pair / Key Exchanee |F{emnte Feve
Fairing Information
Kew Size Remote QOB [OOE} futhentication data not present v]
1D Capabilities [No Tnput Mo Cutput v]
Authentication Requirements [Nn MITM protection, Bonding v]
Thitiator Key Digtribution: Encryption Key [C11RK [C]csRE
Responder Key Distribution: Encryption Key [11RK [ CsRE
Kevs
Security Properties @ Unauthenticated, Mo MITM O Authenticated, with MITM
EDIV  aBGD Rand  1122334455667788
LTK 01234567804 BC0EF0123456789ABCDEF
TK : Passkewidecimal) 123456
Pair ] [ Encrypt
COM3 4800 Hide Log
—_———

7-20 Peer Device—Pair / Key Exchange %# 7
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RT7 ) J EFEATT HRIC, Pairing Information 7L — 7 TLA R DT A =X R ET HLERH Y £,

— Key Size : I 5(b¥x —H A XOfHEKIE
— Remote OOB : OOB data not present 7> OOB data from remote device present % Z&R
[;¥] OOB [E“Out of Band"# &K L £,
— 10 Capabilities  : AT DU X F226 1 D7 &R
o Display only
¢ Display Yes/No
e Keyboard only
¢ No input No output
e Keyboard Display
— Authentication Requirements: LA T 4 D035 1 D% IR
e No MITM protection, No Bonding
¢ No MITM protection, Bonding
e MITM protection, No Bonding
e MITM protection, Bonding
[GE] MITM [E*man-in-the-middle”#Ek L £ 9
— Initiator Key Distribution : L FODF = 7 Ry 7 A5 196 L3 ET = v 7
e Encryption Key
¢ IRK (Identity Resolving Key)
e CSRK (Connection Signature Resolving Key)
— Responder Key Distribution: L FOF = 7R 7 Z2nb 106 LTERAET = v 7
e Encryption Key
¢ IRK (Identity Resolving Key)
e CSRK (Connection Signature Resolving Key)

LFEo_T Y 7T A—4F, RBLE_GAP_Start_Bonding % 7-1%. RBLE_GAP_Bonding_Response FEOMH
LEFDO/NRT A= L LTHERLET,

X7V T OX =TT = — X F T 1IRESALBAAIRFIZIX, Keys 7 /L— 7T Security Properties X°
EDIV(Encrypted Diversifier), Rand(Random Number), LTK(Long Term Key), TK(Temporary Key)% 55t % —
ELTHRELET, UTICHREMRRES(LX—2RLET,

— Security Properties: Unauthenticated, No MITM % L < i Authenticated, with MITM % %R
—EDIV 162477 v bOEEAS

— Rand (16 -8 477w hOfEE AT

— LTK (16 - 16 427 7 > FOfEEAT)

INBDST A—F L, LFORREICFHV T, RBLE_SM_Ltk_Req_Resp £ 7-1%. RBLE_SM_Start Enc FEOX
HURRZEH L E T,

— X —RT = — XD LTK R A R MK D IR

— B—H LT 34 A(Slave)n> b DiF AL BHAARE

— UE— T /31 A(Master))> 5 D55 B Ak Sk I

Passkey Entry TOX7T U o FEITHEZ, LLFD /T A —# % Passkey & L C RBLE_SM_Tk_Req_Resp % -
U{ﬁ Liﬁ‘o

— TK 110 i - 6 HTDfE A A T)

Pair/Key Exchange % 7' (Z1Z[Pair]R % > & [Encrypt] R % >3 & 0 | [Pair] A # U # T C,
RBLE_GAP_Start_Bonding % FEOM L. Pairing Information 7' /L — 7" C A EN72/8T A — X |2 TxflbkE & D
N7V 7RG L E T, [Encrypt] R Z ¢, RBLE_SM_Start Enc ZF-ONMH L, stk s oV > 7 o
FbEFEIE L ET, 7—HLT A 298 Slave DG, TK LSO Keys 7 V— I AT ENTZNT A —H %
ERLET,
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UE— T NAANLDRUT 4 v 7K@ A X M(RBLE_GAP_EVENT BONDING_REQ IND)% %%
SRR T2UIRTHA T a I REREINET, [Accept] £ 721X [Reject]l R ¥ » A F L LA L TLEE
W, RZ PRI L Y, Pairing Information 27 L—FIZ AT ST RT A= A LT
RBLE_GAP_Bonding_Response MFEON L 24TV £,

Bond Request ﬁ

Received Bond Request

Bond with device 74:90:50:00:89:4B ?

7-21 RoT4UTER

Passkey Entry IC X 52T U U 7 DX =T = — X TANTNA AL 7p o6, TKEREHMA <X b
(RBLE_SM_TK_REQ_IND)%# %2\ % &, [ 7-22lZ" T XA T u IV INERINET, RRTNA RTFKRSH
ETKH LTV E— T AL REFELTKZ 108 - 67 CTASI L, [OK]HRZ o EM T LT ZE, [OK]
REARFIZEY, AJ1 L7 TK Z{#i ] L C RBLE_SM_Tk_Req_Resp Z MO L £,

Input the Passkey ﬁ

Input the Passkey (Decimal, 6-digits)

123456

7-22 Passkey A5
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(4) Peer Device — Remote Keys % 7

Peer Device @ Remote Keys % 7%, R T 4 V7 IEROEHEZI TV ET,
& 7-11 Peer Device — Remote Keys 2 7 THUH T API —&

API Hae
RBLE_SM_Irk_Req_Resp IRK ZERAIGE
RBLE_SM_Csrk_Req_Resp CSRK ERAGE
RBLE_GAP_Bonding_Info_Ind RoT 4 T EHREH
RBLE_SM_Chk Bd_Addr_Req_Resp BD7 FLAF Ty I ERAGE
i R
rBLE_Tool S5
GAP | Peer Device | Wendor Specific | GATT | Profiles |
Peer fddr = : ConnHandle Ind
@ Public 1253
|Gonnected | Master | ——- TOOELILEEAE o Fiondom 000D 0
i i i Femote Kevs N —
| Caonnection I Information I Pair / Kew Exchanee | y | Ry 40/ ,r%%a%/ Sl
BD fAddress Prop EDIY  Rand ~ LTE IRK
T4O050:00:58:A5 Unauthe.. AB. 1122334456667768  0123456780ABCDEF012245678.,

[l 1] | 3

COM5 4800 Hide Log

7-23 Peer Device—Remote Keys 4 7

RUT A4V THERFEFIHTIE, XTIV T OF 5T = — A TR EINTF =R EDR T 4 TIEH
HZUVAMRRLES, VE—FT A ZAND/HETZ00B T —F %2 ANJT5H5Z LB HEETT,

T, RrT 4 VI EBRETBTIE, RRKTI0EBETORVT 4 U 7EREZEH L E4, AN S tER
1% GUI Y — ViR TE T 7 A L(rBLE_Tool.ini)ICH#I S 4L E$ DT, REY —/VEEIRHZ bR T 1 & 7 1E I
HETT,
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RUT 4 U TIERE R TIE, LTFOFREZEH L TWET,

—BD 7 FL=&
— X=X VT4 TaRT 4
— Wb —
e EDIV(16iE -2 47T v 1)
e Rand(16 it - 8427 7 v )
o LTK(16# 164277 v IN)
— IRK(16 & - 16 &7 7~ 1)
— CSRK(16 £ - 16 A7 7 v 1)
— Sign Counter
— OOB 7 —#(16# - 16 77~ )

RT Y TR, TR L AR ETHEFER—NBE L R o A (B — DER A X N ZER),
ARYARNEDF—%ZE4F L RBLE_SM_Irk_Req_Resp % L < |3 RBLE_SM_Csrk_Req_Resp # FF-OM LT, HE)
WIS LEY, £/-, BDT7 RV AF = v 7 Bk A X N(RBLE_SM_CHK_BD_ADDR_REQ)%#%2F % & |
KU ARERR L, 84T A ADAR Y NIREEZ B L T RBLE_SM_Chk_Bd_Addr_Req_Resp Z FEOVH L &
R

EEDVANELTNVI Y v 7§52 LT, T2 TR T 4 Y ITERAIIT AT v T INEREZ I,
Sign Counter LIS DR T ¢ v FIEREMEST D Z E BN AHETT,

Remote Keys % 7 D FEHICIZ[Add] & [Delete] 2 DR % U3 EE S E S, [AdJRZ A F T, Ry
TAYTHERANTA T a7 (K 124808 FrShEd, Eitic# "3 % Sign Counter % i < ALE DR
T U TEREBINT D ERAIRETT, [Delete]l RN Z IR T, YR N ETERSNTZT SA ADKR T 4
VITIEREHIBRLUET R T 0 v EROBINE & IR 21X RBLE_GAP_Bonding_Info_Ind % FEONH L |
AT 4 v TEROEH %2 BLE V7 by = 7@ LET,

rﬁdd Remaote Keys @1
BD Address N
<« |16H#-6F4277 v NTAD
Key Security Property
@ Unauthenticated () Authenticated
EDIV
<« |16 2427 FTAT
Rand
<« |16 -84 277 v N TAD
LTK N —
<« | 161164277 v N TAS
IRK
<« | 16164277 v N TAS
CSRE
<« | 1616 4277 v FCTAND
QOB
<« | 16164277 v N TAT
[ oK l l Cancel l
—_—m—m—

X 7-24 RoT4TEBRADFTATOYT
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7.2.3 Vendor Specific # 7

Vendor Specific # 7'1Z, rBLEAPI ZfiH L7244 L7 b7 A hE— KX, BD 7 RLADOEX AL, B#F R
T —DRRER EN Y A AMREZ 1T L £ 9, Direct TestMode 7 /L —7IZ LV XA L7 R T A ME—KRD
TARNETTE, BD 7 L ADRERKEE U —DOBRENATHE T, GUI Y —/LDOiELE % TR Z DX
7 &Fx LT & X2, RBLE_VS_Enable ZFEONMY L, Vendor Specific B§REDSHZhIZ 72 0 £,

# 7-12 Vendor Specific # 7 THUHT API —&

API T RE
RBLE_VS_Enable VS BRER L
RBLE_VS_ Test_End RE/EETRAMEL
RBLE_VS_Set _Test_Parameter DTM ¥55R/NT A — 2 BT
RBLE_VS_ Test Rx_Start ZIET R NEHA
RBLE_VS Test Tx_Start EET R MER
RBLE_VS Read_Test RSSI T X hB RSSI {EHS
RBLE_VS_ Flash_Management Data Flash 7 7 & R EEE1T
RBLE_VS_ Write_Bd_Address BD 7 FLREZAHA
RBLE_VS_Adapt_Enable TETE2TILEEEED - Bk
RBLE_VS_Set Tx_Power EENT—ERE

r rBLE_Tool E5)

Wendor Specific | GATT | Profiles

Direct Test Mode

) Fx Test Mode
Rx_Freq [2402MH2 (RF-Ch00, Id=57) v] Received Packets

rx_nb_packet 0 [] Enable burst transfer

) Tx Test Mode

TxFreq  [2402MHz (RF-ChD0.1dx37) = |  Packet length |0 actet -
Packet_Data_Tvpe PRESQ - tx_nb_packet ]
infinite_zetting [Disable burst tranzfer v]
dBm ] Feriadically 1 sec
Blustooth Address fidaptable
| set | |Disable - [ set |
Tx Power

Handle E Powser State [Normal vl [ Set ]

COM5 4800 Hide Log

7-25 Vendor Specific 2 7
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e Direct Test Mode 7' /L —~7

Direct Test Mode 7 /L—>7"ClZ. Test End. Rx Test Mode, Tx Test Mode 7 24 7R & o Ci#&IR L. 4% Test Mode
D5 LR, Rx Test Mode DB4E, Tx Test Mode DBHAAD 7= 812, & — R &38R L 7= 1% T[Execute] R # > % #f
‘F L/i—a—o

Test End %33R L C[Execute] R % > Z# F4 5 & RBLE_VS Test End ZFFONM L, EITHOZIE £ 7213k
BT AMEKTLES,

Rx Test Mode 7 /L — 71, ZAGJEEESCK A L7 b T A ME— RILREREEO T A — X 2R ELET, =
BRI DR E X 2402MHz 7> 5 2480MHz OFIPHCTEIR L E T, ¥ A L7 7 A ME— NEIREERET
1L rx_nb_packet”lZZAEGT A M AR T35 DOZAE 7y MIaEFRELET, 0 2RE LIGAIE. B8R
IZT A FDMET LEH A, "Enable burst transfer’zF = v 7 L7=881%, S—Z MEENHARNIR Y £9, Rx
Test Mode % 841 L C[Execute] R ¥ > & 9% & Rx Test Mode 7' /b— 7 T € SNT-/3T A —HX|ZTC,
RBLE_VS_Set Test Parameter 35 J. TN RBLE_VS Test Rx_Start Z#FFONMH L, Z{ET A h&BIME L £,

ZAET A KT, 7 A & T A X FM(RBLE_VS_EVENT _TEST END_COMP)% %%}, Z{5/37 v FM%
Received Packets {2 F~x L £,

Tx Test Mode 7 /L— 1%, HEEEPFEHSL A VT M T A ME— NEE#BIEDO /N T A — X 2R ELET, &
BRI OB ETZET A b L [AERIZ 2402MHz 7> 5 2480MHz O#iH CiER L £ 97, & 512, "Packet_Length”
IZE D E Ty PO B— REZEIR L, "Packet_Data_Type”lZ L VW 5(Z/37 v hDO~A 1 — RIZRET
HT—HAATERIRLET, ¥4 L7 F 7 A ME— NLIRERE TlX tx_nb_packet’|Z 457 A F&#& T3 %
TeODEE Ny MUERELET, 0 2% E LEHAIE. BERICT 2 P23 T LEH A, infinite_setting”
T, N— A MEEOF N B L-OEHR L (CW) T OIIRAS FTEETJ, Tx Test Mode % 38R L C
[Execute] R % > & 95 &, TxTestMode 7 /L — 7 CTRE S NT2/3T7 A—H|Z T,
RBLE_VS_Set Test Parameter 35 & 0N RBLE_VS Test Tx_Start ZFFONH L, X7 A F&BMA L 97,

F7-. [GetRSSI]R % i FT, RBLE_VS_Read Test RSSI ZIF UM L, 52{E7 A FHiod RSSI # Hufs L %
9, RSSI 552 7 A X F(RBLE_VS_EVENT_READ_TEST RSSI_COMP)% %%}, RSSI % =L £,
“Periodically” (= F = v 7 & AiVTe 5613, SRE L2 AL TRBIFIZ RSSI OIS Z21T 9 Z L A ATRE T,

e Bluetooth Address 7' /L —7

Bluetooth Address 7' /L —7"Cix, 16 -6 4277 v N THE L7 BD 7 KL A% RL78/G1D ® Data Flash (Z
FXIALE T, [Set]’R ¥ 4 F T, RBLE_VS Flash_Management 3 J T8 RBLE_VS_ Write_ Bd_Address % IO}
HL, ESNTZBD T RLARRT Vw77 RLAELTEZAENET, EXIAAREIT-7ZBD 7 KL
A I REE BN O GAP U & v MLE(RBLE_GAP_Reset)52 | CTHZE 720 4,

e Adaptable 7 /v —7

Adaptable 7 /L —7"ClX, 7 X7 Z T NBEREDOF RN - A7 E L £ 7, Disable 7> Enable % 3&R1% (Z[Set]
R4 T, RBLE_VS_Adapt Enable ZIEONM L %9,
e TxPower 7 /L —7

Tx Power 7' L —7Tlid, IBERU — L ~UL &R E L £, "Handle”|Z 0x0010 % E&4R L 7-354 1%, Advertising
<2 Scanning, Initiating FF O/ RT —NRETEET, F/z, "Power’ T 9 BfED /T — L~ L "State” T 4

DOIRHENN R T X £ 97, "Handle”, "Power”, "State” Z &R L. [Set]’R ¥ »# T, RBLE_VS_Set_Tx_Power
EIFOH L, RESNTNTA—HIZTEENAV—ZRELET,
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7.2.4 GATT 27

GATT ¥ 71X, Client & Server D 2 DO X T HFREEL TWET, ZNoDHX 7&K 7-26 LK 7-3LIT R LFE
T, GUI Y — /L OREENE CTRUIC Z DX 7 a R Liz & &2, RBLE_GATT Enable ZFFOMH L, GATT #fE
DAY £,

£ 7-13 GATT 4 JTHUHT API—&

API
RBLE_GATT_Enable

GATT #EeH 1L

(1) GATT — Client&2 J

GATT @ Client # 7'|ZiX, 4 ©®¥ 7 % 7 (Service Display, Characteristic Discovery, Read, Write)7>57¢%
gy REITHEAERFTRENH D £9, b0 F 72k, —E 2 - FthoRze, FEEOFAH
L« EBXIAREITVET, ¥ 7-261C Client ¥ 7 &R LET,

%= 7-14 GATT-Client 2 J THUHT API —&

API T RE
RBLE_GATT_Discovery_Service_Request H—ERXRE
RBLE_GATT_Discovery Char_Request (A2 A
RBLE_GATT_Discovery _Char_Descriptor_ Request | 50t F48 %
RBLE_GATT_Read_Char_Request I EFAE L
RBLE_GATT_Write_Char_Request HHEBEEEAH

r ™y
rBLE_Tool =5
|GP|F‘ I Peer Device I Wendaor Specificl GATT | Profiles|
|
Client Server :17?/ ]\vg—é/?%lg
Service Digcovery |Oharacteristic Dizcovery I Read |'u'u'rite | /
Dizcavery Type [Disco\-’er All Primary Services v] [ Dizcover ]
UuID: @ 16bit ) 32kt () 128bit [P.Iert MNaotifization Service v]
Start Handle End Handle
it R AR ED
Remote GATT Database A/
¥
Handle Attribute Type Yalue
COM3 4800 Hide Log
—_—

7-26 GATT—Client 2 7
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o Ty RETH
Sy RIATHO 4 5 7 DRI LTSI L £ T,

— Service Discovery
7-271Z Service Discovery % 7 %7~ L % 7, Discovery All Primary Services, Discover Primary Services by
Service UUID, Find Included Services @ 3 f¥&7> % Discovery # A 7' 23&IRCTX 9, "UUID" T AR
ZAZED, 16y R, 32y b, 1288y FOWTINEZERIRL, Fry 7 Xy U X R LT
TXARR Yy 7 ATH—EAERELE T, Discovery %1 77 Find Included Services D54 1% Start
Handle & End Handle OfE &% & L £ 7,
[Discover]R # A F T % E L7z 3T A — & (2T RBLE_GATT_Discovery_Service Request z FEOMH L |
UE— T NAABRET D —EREMELET,

Service Dizcovery |Gharacteristic Dizcovery | Fead I'I.I'I.I'rite |

Dizcovery Tvpe [Disu:u:uver &l Primary Services v] [ Dizcover ]
UUID: @ 16bit 32t O 128bit [Fklert Motification Service v]
Start Handle Ernd Handle

7-27 GATT Client— Service Discovery

— Characteristic Discovery
7-281Z Characteristic Discovery % 7 %7~ L £, Discover All Characteristics of a Service, Discover
Characteristic by UUID, Discover All Characteristic Descriptors @ 3 F&%H7> & Discovery & A 7 738 C X
F9, "UUID" 7 A RZ LD, 16y b, 328w b, 1288y hOWTHNEZRIRL, Fev”
A VARSLLIETHFA MR Yy 7 ATH—EREZIEE L £9, %ZE{Zn U T Start Handle & End
Handle IZfE% A L £,
[Discover]R # i FC, #&E L72/3T A—H# 2T RBLE_GATT Discovery_Char_Request % 7= (%
RBLE_GATT_Discovery_Char_Descriptor_Request ZFFONM L, U E— b7 /31 ZADRA T DR - Frik

R ERR L ET,
| Service Discovery | Characteristic Discovery | Read | vikite |
Dizcovery Type [Disu:u:wer #ll Characteriztice of a Service v] [ Dizcover ]
LU @ 16kt 0 3%kt () 128hit [F'.eru:ul:-iu: Heart Bate Lower Limit v]
Start Handle End Handle

7-28 GATT Client—Characteristic Discovery
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— Read
7-291Z Read # 7 & /Rm LET, ZOX 7T, UE— F GATT Y — SOREME « Fpfkitil 72 5
MUET, BAHTRICLLTNO Read # A 7' %5 E L, "Handle” |2/~ RVEZIEE L £7,
e Read Characteristic Value
e Read Using Characteristic UUID
e Read Long Characteristic Values
e Read Characteristic Descriptors
e Read Long Characteristic Descriptors
Read Long Characteristic Values & Read Long Characteristic Descriptor % 3R L 7235413, 10 #45C Offset
ED AT BUEZ /2D F7,
RN A= ER  [Read] R # VAR F TR E L7237 A — X2 CTRBLE_GATT_Read_Char_Request
B L, U E— N T ZADOREEZ B A L E T,

|Serviu:e Digcovery | Characteriztic Discovery | Fead |'I.I'I.l'rite |

Read Tvpe [Fleal:l Characteriztic Walue v] [ Read

Hardle

7-29 GATT Client—Read

— Write
B¢ 7-3012 Write # 72~ LET, ZOZ 7Tk, UE— bk GATT — DFRpHEAE - KRR 11 MH %
EBEIARLET, BXADLANILLTO Write # 4 7 %5 E L, "Handle”lZ/ N> RAVEZRE L £,
e Write Without Response
e Signed Write Without Response
e Write Characteristic Value
e Write Long Characteristic Values
e Write Characteristic Descriptors
o Write Long Characteristic Descriptors
Write Long Characteristic Values & Write Long Characteristic Descriptors % 384R L 7255513, 10 #£ T Offset
DO ANFBHENZ 720 £9°, Write Data [213 Hex 7> Ascii 238 L TEZXATLT—XEZ AN LET,
[Write] R % U FC, BRE L7237 A —# 2T RBLE_GATT_Write_Char_Request ZF’F-OME L, U E—
TR ZADRFHEICE E AR E T,

|Service Discovery | Characteriztic Discovery | Fead | Wiite |

Wirite Tvpe ['l.l'l.l'rite Wiithout Response '] [ Write
Hardle
Wirite Data a Hex“

1 A=

7-30 GATT Client—Write

o ERITRHED

Client # 7 Clid, £V 7 X 7 CHEITLIza~r RiIZXuEonz) = T34 AP —E R « KrEiE R %
FERF TR A R LET,
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YA RNRRENTET—FDLOHRRNL, X7V ) v I35 & a~xr RFEITEHO Handle”, "Start
Handle”. "End Handle” |23 L7=F — & D> RAVEZ BEBIICRET D 2N TEXET, 2 bDEEHR
ETHHWAIIE, THA MRy 7 ZAEBRL T 2 L CRIIICIEZ AT 5 2 LM TS ET,
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(2) GATT — Server#7J

7-311Z779 GATT @ Server % 7' (21 Server Initiated 7 /L— =" & Permission Settings 7' /L — 7" 3% 0 £7°,
ZDH 7 TiE, GATT @ Indication + Notification X°, = — /L GATT 7 —# X—ZADT — X H AT\ E T,

& 7-15 GATT - Server 4 JTHUHT API—&

API T RE
RBLE_GATT_Set Data HHEEE
RBLE_GATT_Indicate_Request Indication 41T
RBLE_GATT_Notify Request Notification 34T
RBLE_GATT_Set Permission IN—2yIaVERE
RBLE_GATT_Write_Response HHEEETAABRANLE
r rBLE_Tool =5

|GP|P I Peer Device I Wendor Specificl GATT | Profiles|

Client | Server

Server Ihitiated

Hahdle
Data @ Hex
) Bzcii
[ Indicate ] [ Motify ] [ Set Data

Permizsion Settings

[ Read [7] Read{Unauthentication Fequired)

[7] Read{ Authentication Fequired) [7] Read! Autharization Required)

[ write [T Writel Unauthentication Required)

[ wiritef Authentication Required) [T Writel Authorization Required)

[7] Matify/Thdicate [7] Motify/Thdicatel Unauthentication Fequired)
[7] Matify/Thdicatel Authentication Fequired) [] Motify/Thdicatel futhor ization Required)

[]Enable Notification Complete Event

[7] Encryption Required Start Handle

[7] Encryption Key Size Required
End Handle

[ Hide

COM5 4300 Hide Log

7-31 GATT—Server 2 J

e Server Initiated 7' /L —~7

Server Initiated 7 /L —71%, B —H /L GATT T — X X—ZADFFENY KADOT h) Ea— MEZER L E
4, "Handle”|Z 16 #EE D N> RAUEZ AT L, Hex 22 ASCH 7 +—~ v F&2BIR L CData 7F A hAR v 7 2
WCF— 22 AN LET, T/, 2O NA—FITL3 DR Z UREBE SN TWET, 2—/L GATT —
5 U E— K GATT 7 74 7 v h~FEEMED Indicate & Notify % F(T79 254, 17—/ GATT $—/3D
FMEEZ BT 2612, TNENORY EFEHLET,

[Indicate] 7~ % » #f 7 C RBLE_GATT_Set_Data Z#FFUMH L, f5ENY RLOT MY B a— MEZEFH LD
%, RBLE_GATT_Indicate_Request % FEFOMH L T Indication 21T\ &£,

[Notify] " % > F C RBLE_GATT_Set Data ZFFONH L FEENY RADT MY Ba— MEZEH LI=DH,
RBLE_GATT_Notify_Request Z FFUMH L T Notification 247V £ 97,

[Set Data]7~ # > #f T RBLE_GATT_Set_Data #FFOMH L fEEN KDY MU Ba— MEZEH L ET,
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e Permission Settings 7 /L — 7

Permission Settings 7 /L — 71X, B —Hh/L GATT 7 —H# X—AD$RE L=/ RLVOREPEIZ A~ v a v
R E LET, [Set Permission] RN & » 2 T HENCHRE LW — v a v DF =y IV Ry 7 A% F =y
7 LT, g Lz RVOHIH A2 E T 5 72912 Start Handle & End Handle #7% & L £9°, =D, [Set
Permission] R % > #f ¢ RBLE_GATT_Set_Permission ZFEOMH U HEE Y RAFHOT R U B a— hD/3—
Ty va VREEITVET,

UE—h GATT 7 74 7> b B DOEXIALBEIA X M(RBLE_GATT_EVENT WRITE_CMD_IND)% %%
% & . RBLE_GATT Set_Data # MO L TIHRENY RADT R Ea— MEOEFHZITWVET,

“Write Request”|Z & 5 # X IAL DA X, 1-RRTHA T a T wRK R LET, [Accept] £ 7= 1E[Reject]
REEMTLTUSMELTLEI N, RZ TFIZL Y, RBLE_GATT_Write_Response DFFOMH L 217U &
j‘o

Received Write Request [ﬁ

Received Write Request from Handle = 0x0000

Attr Handle=0x000F, Data Length = 2, Accept or Reject ?

7-32  Write Request [Z &k 2 E EAHEAN
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7.2.5 Profiles # 7

GUI'YV—JL

Profiles % 7'|Z1%. Find Me, Proximity, Alert Notification, Heart Rate, Time D5 >O 7 a7 7 A A1 H Y |
ENENDOXTTETaT 7 A VOREEITVET,

(1) Profiles — FindMe % 7
Profiles @ Find Me # ~7'1Z., Find Me Locator & — /L33 X O Target 17— /L DF&RE R 984T L £ 9, Locator 7 /L—

7L Target 7 /L—7738% ¥ | Find Me Locator | GATT 7 714 7 > . Find Me Target |Z GATT #—/3, L T
FNENRELET, X 7-33lZFindMe ¥ 7 &R LET,

% 7-16 Profiles — Find Me 4 J THEUH Y API —&

API HEAE
RBLE_FMP_Locator_Enable Locator O—)L&%hE

RBLE_FMP_Locator_Disable

Locator A—)LEXh1E

RBLE_FMP_Locator_Set Alert

75— b LUARILVERRTE

RBLE_FMP_Target_Enable

Target O— LA L

RBLE_FMP_Target_Disable

Target O—)LEXE

rBLE_Tool

| GAP | Peer Device | Wendor Specific | GATT | Profiles |

Find Me | Proximity | Alert Notification | Heart Rate | Time |

Locator

[ Enable l @) Discovery () Hormal
[ Disable |
[ Set filert Level ] @) Mo Alert () Mild Alert () High filert

Target
Mo security [ Unauthenticated Pairine
’ Enable l . . - .
[] Authenticated Pairing ] Authorization ] Encryption
[ Disable |
Alert Level

COM5 4800 Hide Log
S ——————————————————————————————————————

7-33 Profiles—Find Me & 7

e Locator /' /L —7

Locator 7' /L—=7|Z(%. [Enable], [Disable]. [Set Alert Level]?> 3 DD 7R ¥ UM E S NE T,

[Enable] R # A4 FC, $5E/$7 A —#|ZC RBLE_FMP_Locator_Enable % FFOV L. Locator 27— /L% A%
WZLET, G L=V — v 2 EHIL GATT —Client #Z 7 D B £ 7R¥BIZ Remote GATT Database & L THE/RE
AWET, "Normal”Z IR L7354, LIaiOEE TS L7c v A EREFEH L ET,

[Disable] R # > ¢ RBLE_FMP_Locator_Disable % FFO'H L, Locator 17—/ L % 50,2 L4,
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No Alert, Mild Alert, High Alert O W T I0D T VAR K L TT T — b LoUL &3 L7214, [Set Alert Level]
R4 U F T RBLE_FMP_Locator_Set_Alert Z O L, Target 7 /34 ADT T — ~ L-UUREAEIZEEE LT
T LN EEZIABET,

e Target 7 /L —7

Target 7 /L—7IZ1%, [Enable] & [Disable]~ # o 23fdiE S 4vE 9, F£7-. Notification (2L 57 77— hL~L
ERATDHEDIZT 7 — M U~ULRREHBH Y £7, = 512, No Security, Unauthenticated Paring., Authenticated
Paring. Authorization, Encryption DF = v 7Ry 7 ZDH9H 1 OERINLTEF 2 U T 4 LAULRRETE
£7, [Enable] R ¥ Ui F T HEEF = U7 4 L2 T RBLE_FMP_Target_Enable Z FFOMH L | Target & —
NERNCLET,

[Disable]7s # > ¢ RBLE_FMP_Target_Disable # FFOVH L, Target = — /L& #5012 L £ 9,

73427 7 — LUV RREEZ R LET, 77— FLULRRETIL, 77— M@EsA N2 b
(RBLE_FMP_EVENT_TARGET_ALERT_IND) |2 Cif%1S#17- Locator 7 /34 AMSEZIAENTZT T— F L
NN EFRRLET, BXAENLT 7— LM Lo TRRBOBNRE L E T,

Mo Alert Mild Alert High Alert

7-34 75— FLURILRRE
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GUI'YV—JL

(2) Profiles — Proximity # 7

7-351Z Proximity # 7 Z 3~ L £, Proximity % 7 1Z1%, Proximity Monitor = —/L-3 J. Uf Reporter = —
9217 L £ 9, Monitor 7 /L— 7" L Reporter 7' /L —=773% 1 . Proximity Monitor (X GATT 7 7 A 7
I, Proximity Reporter |% GATT #—/3& L CTENENEE L E T, Proximity 7' 12 7 7 A /L% 2 -2 Bluetooth

IV DRE

TNA AWM O ERREE=2Y) 7 LET,

% 7-17 Profiles — Proximity 4 7 CHEUH T API —&

API

HERE

RBLE_PXP_Monitor_Enable

Monitor O—)L& %1t

RBLE_PXP_Monitor_Disable

Monitor B—JLEE3H1E

RBLE_PXP_Monitor_Set_Alert_Level

77— FLUANIVERRTE

RBLE_PXP_Monitor_Get_Tx_Power

EENT -G

RBLE_PXP_Monitor_Get_Alert_Level

75— b LARILVIERE

RBLE_GAP_Read_RSSI

RSSI {EE 1S

RBLE_PXP_Reporter_Enable

Reporter A—)LE %1t

RBLE_PXP_Reporter_Disable

Reporter O0— LEEZh1E

rBLE_Tool

| GAP | Peer Device | Wendor Specific | GATT | Profiles |

Find Me | Proximity | flert Motification I Heart Fate ITime |

Mahitor

| Enable | @ Digcavery ) Maormal

[ Disable |

[ Set fAlert Level l [Link Loss Alert v] @ Mo Alert () Mild Alert ) High Alert

l Get Tx Power ] 0 dBm l Get Alert Level

[[] Galculate Path Loss 1 zec |

Reporter
[ = l Mo zecurity O] Unauthenticated Pairing
[] Authenticated Pairing ] Authorization ] Encryption
[ Disable |
Alert Level

COM5 4800 Hide Log
S —————————————————————————————————————————

7-35 Profiles—Proximity % 7

e Monitor 7' /L —>7

Monitor 77 /L —IZ1%, [Enable], [Disable]. [Set Alert Level], [Get Tx Power], [Get Alert Level]® 5 ->D 7R %
CSELE S AUEJ, Proximity Monitor 24202 A RIIC, "Discovery”>"Normal” 7 ¥ AR # &I L £
o "Normal”Z IR L7236, LARTO#ERE THAT L7c o FVIEREZMSEA L4,

[Enable] R # U #f FC, $5E /3T A —#|ZC RBLE_PXP_Monitor_Enable ZF-OMH L, Monitor 2 — /L& H%)
W LET, S L7 — B 21T GATT—Client % 7 @ Remote GATT Database (23 /~k S L E T,
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[Disable] 7~ 4 > #f F ¢ RBLE_PXP_Monitor_Disable Z FFOM L, Monitor = —/L % 552 L &7,

T 7= UL ERETHIZDIC, Kay 727U X kb Link Loss Alert 7> Immediate Alert O &5 &
MERRLET, £2L T, 77— hLULT AR K T No Alert, Mild Alert, High Alert ®W 37700 % B4R
L. [SetAlert Level]7R # >z F L E£4, [Set Alert Level]’~ % >4 F T RBLE_PXP_Monitor_Set_Alert_Level
ZFEON L, Reporter 7734 A ® Link Loss #— E A £ 721X Immediate Alert %-—E 2D 7 T — k L~ LR
WHELLET 7— ML aEZALET,

[Get Tx Power]7R % > #f F ¢ RBLE_PXP_Monitor_Get_Tx_Power % FEOM, L, Reporter 7 /34 A DABT 5
Tx Power L~UREEZEURG L£9, £ LT, FpHERIGE T A~ b
(RBLE_PXP_EVENT_MONITOR_READ_CHAR_RESPONSE)% %21}, Tx Power L' ~)L'% dBm ¥\ T/ L E
R

X512, [Get Alert Level]7R # > # ¢ RBLE_PXP_Monitor_Get_Alert_Level ZF-ON L. Reporter 7 /34 &
DBAT S Link Loss —EADT T — F LAUVRHEEZ BUG L £ 7, & LT, FEERGE T4 X b
(RBLE_PXP_EVENT_MONITOR_READ_CHAR RESPONSE)% |}, 77— h Ll & FmR LET,

N2 T ABARMSEEIZ L D . RAR ZAD LV ERINCEAR T D Z LN AEE T, /XA ADFERIT/NA
o AEOHPH(60 A, 80 A, 80 LAL)Z XLV 3@MTHREL 4, /A1 AMEIZEE /T — D RSSI D%
THELET, K 7-3610/352 0 AEHBRED R A R LET,

“Calculate Path Loss”ICF = v 7 & A D & | B E LRV EAL THWIAYIZ RBLE_GAP_Read_RSSI Z FEUMH L
TRSSI ZHfF L, /SAE A% FH L CRREOM & Gx B8 Lk £,

-
51
£2
I 00
81
K 7-36 /SR ORKTRER

e Reporter 7' /L —7

Reporter 7 /L —7(Zi%, [Enable] & [Disable]~ # » NElE S VE T, £/, BHISNTZT 7 — L La &
AT DHTFARNRy 7 ABEEINET,

[Enable]R # U4 F T, /i€ F = U 7 4 L~UL{Z T RBLE_PXP_Reporter_Enable % FFOM L. Reporter 17—
NEFIMZLET,

[Disable] 7~ % > #f ¢ RBLE_PXP_Reporter_Disable % FEUOM L, Reporter = —/ L% #E5h2 L £ 7,

75— R LNLFRE T, 7T — M@EIA X F(RBLE_PXP_EVENT_REPORTER_ALERT_IND)(Z Ci@
HIE AT Locator 7 /34 AN EXAEFNT F— LA 2 ER LET, 79— h LALIC L o TEAHO
BRE L ET(R 7-372 ),

Mo Alert Mild &lert High Alert

K 7-37 75— kLARIILRTRE
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(3) Profiles — Alert Notification 2 7

Alert Notification 7’1 7 7 4 /L ClZ. Client /34 RZ Server T34 ZANHDT T — hoA X MEWE
FELYD F97, 7-381Z774 Profiles @ Alert Notification # 7' 1%, Alert Notification Client = —/ 13 X O" Server
= ‘—'/I/%%H/:E Li?‘*o

= 7-18 Profiles — Alert Notification % 7 CTHEUH 3 APl —&

API 13
RBLE_ANP_Client_Enable Client I—)LE%h1E
RBLE_ANP_Client_Disable Client O—)L#&31t
RBLE_ANP_Client Read_Char HFHEERSG
RBLE_ANP_Client_Write_Char Notification il {1
RBLE_ANP_Client_Write_Alert_Notification CP | 3> kO—JLiRA > FEE
RBLE_ANP_Server_Enable Server O—)LE%h1E
RBLE_ANP_Server_Disable Server A—)LE&1E
RBLE_ANP_Server_Send New_Alert A EHRE
RBLE_ANP_Server_Send_Unread_Alert RETIBEBEEN

r rBLE_Tool E5)

| GAP | Peer Device | Wendor Specific | GATT | Profiles |

flert Motification | Heart Rate | Time

Client

[ Enable l @ Dizcovery ) Maormal [ Dizable

Fead Char [Supported Mew Alert Categ v]

Wik ite Char [New Alert v] [Disable Maification v]
Command [Enahle Mew Incoming Alert Notifi | Gategory |[Simple Alert -

Server

@ Configuration () Mormal
l Enable ] Mo gecurity [ Unauthenticated Pairine
[] Authenticated Pairing  [C] Autharization ] Encryption
[ Disable |
Mew Alert
Category 1D [Simple Blert - Mumber of Mew Alart 0
Text String Information Matify

Unread Alert Status
Category ID' | Simple Alert - Urread Gourt n Motify

COM5 4800 Hide Log
—————————————————————

7-38 Profiles—Alert Notification % 7
e Client 7 L —7

Client 7 /L — 7|21, [Enable]. [Disable]. [Read Char]. [Write Char]. [Write CP]?® 5 DD 7R & A& S 4
%7, Alert Notification Client Z 4027 D HIIC 7 247K & > T Discovery”7>"Normal” % 4R L & 3, ”"Normal”
ZIRINU 72556, DRTO#ERE TG Lic > RASREZBEH L £,

[Enable] R % U FC, $5E/3T A —#|ZT RBLE_ANP_Client_Enable Z FFOMH L, Client = —/L & H2hiC
LEd, B L7 — bt 2 FEHIL GATT—Client Z 7' ® Remote GATT Database [ F R SN E T,
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[Disable] /R # > #f ¢ RBLE_ANP_Client_Disable Z MOV L, Client = — /L& 8802 L E 7,
R DR A OFA M LICIE, Fry 7 X7 VA RO TOEENS 1 SZRINLET,

1. Supported New Alert Category

2. New Alert Client Characteristic Configuration

3. Supported Unread Alert Category

4. Unread Alert Status Client Characteristic Configuration

[Read Char]R # R FC, R L7237 A — & (2T RBLE_ANP_Client_Read_Char Z IOV L. Server 7/
A ADNBRT D FEECRERL R 1 A B A L E T, FRPEETRSE T X b
(RBLE_ANP_EVENT_CLIENT_READ_CHAR_RESPONSE)% %z}, Huf5 L 7= #EE-Chptkrtih 72 Fon L 9,

BN+ DO EZIAIITIL, T VAR EZ 2 L B 7"New”h>"Unread” D% 7E & . Disable Notification 7> Enable
Notification ™J&IR 24T\ £,

[Write Char]7~ # > #f -G RBLE_ANP_Client_Write Char ZFEOMH L, BN L7227 T4 7> Mo 7 4
Xl —va il FICEEIALLZITV, Server 726 @ Notification A il 1# L £,

Command & Category ® R v 7 X7 A MNLZENZIL L DERE LT, [Write CP]ZR ¥ Vi F T,
FEE/XT7 A —H# 2T RBLE_ANP_Client_Write_Alert_Notification CP ZFEONMH L, 77— hi@a= > b —/L
AV FERELET,

Server 7> 5 OF A THHIE A X M(RBLE_ANP_EVENT_CLIENT_NEW_ALERT_NTF) % 7= 1 ARFilE i@ m
A~ F(RBLE_ANP_EVENT_CLIENT_UNREAD_ALERT NTR) %%} % & X 7-391R"T 2 A 7 u /i k-
THEMNAEEZERRLET,

B New Alert Notification @

Category ID: 0x00 (Simple Alert)

Number of Mew Alert: 1

Text String Information: Test Alert

4 | 1l 3

S —————————————

7-39 New Alert / Unread Alert Status Notification

e Server 7 )L—7

Server 7' /L—71Z1%, [Enable]’R % > & [Disable] R % v 2EdE S Ed, & 52, Client (ST 57200
New Alert & Unread Alert Status @ 2 D47 7 )L— 7 MRELE X L E$, Alert Notification Server 2 G027 5
HifIZ, "Configuration”7>"Normal” % 341 L &7, ”Normal” % 3R L7254, LLETO#EHE T Client 2O E S
74T Mt a Ly 7 4 Xa b —ya VR F oA L ET,

[Enable] R # U FC, $EEEF =Y T 1 L~ULIZT RBLE_ANP_Server Enable Z IOV L, Server o —/L
EHCLET,

[Disable]Z~ # > ## ¢ RBLE_ANP_Server_Disable % FFOVH L, Server & — L& #5012 L %9,
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Client 7 /3o A 75 New 7> Unread @ Notification 23BN EEE SN 7254 . %S L7Z[Notify] R & & 23 F
AREIZ 72 0 £9°, [Notify]23MH FAIEEIZZ2 5 &, Client [Z5%F L C New Alert 7> Unread Alert Status % 2515 T& %
R

New Alert 7' /L — 7" ®D[Notify] R # > # ¥ ¢ RBLE_ANP_Server_Send_New_Alert Z O L, 5% E S 7280
EIEH A Client |Z@E L £,

Unread Alert Status 7' /1 — " MD[Notify] 2~ # 8 ¢ RBLE_ANP_Server_Send_Unread_Alert 2 FF-OV L, 3% 7E
SN RKFiE S % Client ([Z@&E L £9,

2y b LA v NEF @A X F(RBLE_ANP_EVENT _SERVER_CHG_ALERT _NTF_CP_IND)% %
BRS RN T7-40IZ" T A =V EFRRLET, FRI4L72 Command & Category (2t U7 #fEA 1T - T <
72 E,

. "
Write Control Point Received Lﬁ

"\-I Write Alert Motification Control Point

Command: Enable New Incoming Alert Motification
Category: Simple Alert

7-40 Alert Notification 3> bO—JLRA > FZEEBEH
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(4) Profiles — Heart Rate # 7

Heart Rate 7’7 7 7 1 JLCl. Heart Rate Collector /31 % & Heart Rate Sensor 7 /XA A O [ T3 EH
HORRHAITUVVE T, Collector 13 GATT 27 5 A 7> ;. Sensor {% GATT H— & L TIEABWE T, 7-41

|Z7:9" Profiles @ Heart Rate % 7'1%. Collector = —/ L% J O Sensor & — /L OERE

RITLET

# 7-19 Profiles — Alert Notification 2 7 THUH T APl —&

API

HaE

RBLE_HRP_Collector_Enable

Collector O—JLE#E

RBLE_HRP_Collector_Disable

Collector O—JLEXE

RBLE_HRP_Collector_ Read_Char

FIEERS

RBLE_HRP_Collector_Write_Char

Notification %/

RBLE_HRP_Collector_Write_Control_Point

a2 bA—LRA Y FERE

RBLE_HRP_Sensor_Enable

Sensor O— L EZH1E

RBLE_HRP_Sensor_Disable

Sensor O—)LEHLE

RBLE_HRP_Sensor_Send_Measurements

DERIE IR HE A

rBLE_Tool

| GAP | Peer Device | Wendor Specific | GATT | Profiles |

| Find Me I Praximity I fAlart Motification | Heart Rate |Time |

Collector

i : | Mormal [ Dizable

Read Char [Heart Rate Measuremen v]
Write Char | [Disable Noification = |

| Enable | @ Dizcovery

[ Reset Enerey Expended ]

Senzor
@ Confieuration () Mormal
[ Enable ] Mo gecurity [] Unauthenticated Pairing
[] Authenticated Pairing  [C] Autharization ] Encryption
[ Disable |
Flags:
aes . Heart Rate: 0 bpm
[T] Heart Rate Walus Format is set to UINT16
E Senzor Contact feature iz supported Energy Expended: 0 kd
Senzor Contact iz detected
RR-Int | nin-1
[] Enerey Expended field is present Fra ¢ )
RR-Interval values are present 1 0o na n & 05 I}
Send Measurements B 0% 0% 0% 0 {14024 sec)
COMS5 4800 Hide Log

B —————

7-41 Profiles—Heart Rate # 7

e Collector 7' /v —=7

Collector 7' /L —7"IZi%, [Enable]. [Disable]. [Read Char], [Write Char]. [Reset Energy Expanded]® 5 > ™R
2 UELE & E T, Collector 242023 B RIIC T VA4 KR # > CT”Discovery”2>"Normal” % 3#&R L £
9, "Normal”Z R L 72356 LAalT okt THG L7c v RAERZMET L £,

[Enable] R % A4 FC, f8E/3F A —# 2T RBLE_HRP_Collector_Enable Z IO L. Collector i —/L %4
MM LET, B L=V — e A F#HIL GATT —Client # 7' Remote GATT Database |2 £~ S E 1,

[Disable] 7~ % > #f ¢ RBLE_HRP_Collector_Disable Z OV L, Collector = — /L& #2012 L £ 77,
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Sensor 7 /3A ADRBHT D FMECRFE L IR F OFEAH LICIE, Fry 7 XU U A ROHEANDL 10%
BINLET, £L T, [Read Char]AR # T, BN L7237 XA —#|ZT RBLE_HRP_Collector_Read_Char
A L E T, 2ok, FREERSGE T AN R
(RBLE_HRP_EVENT_COLLECTOR_READ_CHAR_RESPONSE) % %}, Hif5 L 7= fetEECHERL R 1 2 R
LET,

FEMEGER 12 & A Te72 |2, Disable Notification 7> Enable Notification Z 3841 L =4, % L T, [Write Char]
R4 T RBLE_HRP_Collector_Write_Char Z O L, Heart Rate Measurement 2 5 A 7 o =
T4 X2l —va VR ICEEIAZETT, Sensor 75 O Notification Z fill il L £ 97,

[Reset Energy Extended]~ % > #f -G, RBLE_HRP_Collector_ Write_Control_Point % FEOMH L, Heart Rate =
YhR—RA Y NERELET,

Sensor 7> & O Ll E S Ham % 1 X F(RBLE_HRP_EVENT_COLLECTOR_MEASUREMENTS _NTF)% %
JoE, K T-4ATRTEA TSIl ko TRENEEFERLET,

B ' Heart Rate Measurement Motification ﬁ

Flags: Ox1F
Heart Rate Value Format is set to UINT16.
Sensor Contact feature is supported and contact is detected
Energy Expended field is present.
One or more RR-Interval values are present.

Heart Rate Measurement Value: 80 (bpm)
Energy Expended: 20 (kJ)

RR-Interval :
[0-1]: 50 (sec)
[1-2]: o0 (sec)
[2-3]: 70 (sec)
4 | 1 3

e

7-42 Heart Rate Measurement Notification

e Sensor /' )L—>

Sensor 7 /L —7 121X, [Enable] & [Disable] ™ % > 23BiE S 41 E 97, Sensor Z A 2023 S HEINIZ, "Configuration”
7x"Normal” Z 38R L £ 373, "Normal” 2R L7254 BLRTO#HERE T Collector 22 HEREINTZZ FA4 T K
Bftar 74 Xab—rva Vidih rOEEEHRLET,

[Enable] R % U F T, FEEE ¥ =2V T 4 L~ULIZT RBLE_HRP_Sensor_Enable ZF:UNH L. Sensor 17— /L
ERICLET,

[Disable] 7~ % > #f F ¢ RBLE_HRP_Sensor_Disable % FEUMH L, Sensor = — /L& #E2hi2 LE 97,

Collector 7> Notification 23 ZhZF%E S 7=, [Send Measurement] R & > 3R FR[FEIZ 72 0 97, JIE
EEEETDHANS, BERTF 2w IRy I A%F 27 L, THFAMRY 7 AMEEAS LT EEND,

[Send Measurements] s % >4 ~ ¢ RBLE_HRP_Sensor_Send_Measurements % FEOM L, #%7E S U7z D4 E
{4 % Collector |Zi#%1 L £,

2 b= LiRA o FEFERA X F(RBLE_HRP_EVENT_SENSOR_CHG_CP_IND)%Z321F % & [X 7-43
Rt A Y=V EFR L, A 7 12 LD Energy Extended Dfi% 0 124 H L4,
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"
Write Request Received ﬁ

) Write Heart Rate Control Peint - Reset Energy Expended

7-43 HeartRate O FAO—)LiRA > FEEBEAN
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(5) Profiles — Time & J

Time 7’7 7 7 A /L Ci%. Time Client 73 Time Server 28B4 2 Aft, B, # A4 LY —>. A TFA b -
AT - XA LDST)DOEHREZFELET, 7-44|Z7~:9 Profiles @ Time % 7'1%, Time Client = —/ L33

J U Server v — /L ORRER FIT L E T,

% 7-20 Profiles — Time 2 J THEUHT APl —&

API

ah
Ae

RBLE_TIP_Client_Enable

Client A—J)LEME

RBLE_TIP_Client_Disable

Client O—JLESE

RBLE_TIP_Client_Read_Char

FIEERS

RBLE_TIP_Client_Write_Char

Notification %/

RBLE_TIP_Client_Write_Time_Update_CP

a2 bA—LRA Y FERE

RBLE_TIP_Server_Enable

Server A—JLEE

RBLE_TIP_Server_Disable

Server O— LESE

RBLE_TIP_Server_Write_Data

FIEEE

RBLE_TIP_Server_Send_Current_Time

BRI IEER A

rBLE_Tool

| GAP | Peer Device | Wendor Specific | GATT | Profiles |

| Find Me I Praximity I fAlart Motification I Heart Ratel Time |

Client

Read Ghar | [Gurrent Time
Write Char [Disable Maification

Server

l ]
[ ]

Current Time |ana| Time I Reference Time I Mext DSTI Lpdate Statel

Enable Dizable

) Maormal
=)
x)

@ Dizcovery

W ite GP ’Get Reference Update -

@ Configuration () Mormal
Mo gecurity [T Unauthenticated Pairing
[T] Authenticated Pairing  [C] Autharization

Enable

[T] Encryption

Dizable

ear Mlakith D Howr Min Sec Day of hieek
HiE [0t «| [14 « 13 : 58 ¢ 30
Set
Fractionz 256 fidjuzt Feason =
0 [] Manual time update [T] External reference time update Matify
[7] Chanee of time zone  [C] Ghange of DST
COMS5 4800 Hide Log

& 7-44 Profiles—Time & J
Client 7' v —7°

Client 7 /L — 7|21, [Enable]. [Disable]. [Read Char]. [Write Char]. [Write CP]?® 5 DD 7R & A& S 4
%9, Client Z G 22 B R1IZ T ¥4 R Z > T”Discovery”7>"Normal” %38 L £ 4, ”"Normal” Z &R L 7= 354 .
PART o TS Loy RAVERZ#EH L £,

[Enable] R # > # FC, $8E /YT A —#|ZC RBLE_TIP_Client_Enable ZFFOMH L., Client 2 — L& H0C L
9, 5 L= — e 2 1EHIT GATT—Client Z 7' @ Remote GATT Database (ZF R SV E T,
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[Disable]ﬂiﬁ 47~ C RBLE_TIP_Client_Disable ZFFOM L, Client = —/ /L& HELHIZ L £,
FREAEORF DR F O LIZIE, Fry X7 U X NOLTOHBNS 1 DZ@IRL £,

Current Time

Current Time Characteristic Configuration
Local Time Information

Reference Time Information

Time with DST

Time Update State

o, Wb

[Read Char]R # U FC, B4R L7237 A —%|ZC RBLE_TIP_Client_Read_Char % FEOMH L, Server 7 /34
ADUNBAT 2 REEECREEFCR A2 B A M L E T, Eo, FRHEERGE T A N2 R
(RBLE_TIP_EVENT_CLIENT_READ_CHAR_RESPONSE)% %%\ % & . HufS L /=45 PEfi & Frthital &2 R L
\i—g—o

REMERLIN 7O EEIAAIZIE, Fr v 7 X7 A MMZ X 5 Disable Notification & Enable Notification 73R
ZATWET,

[Write Char]7R # > #f F ¢ RBLE_TIP_Client_Write_Char ZF:-OMH L, Current Time © 2 74 7 M= v
T4 X2 —va VIR EX AL ELT, Server 225 @ Notification Z I L £,

[Write CP]7R % > #f G, RBLE_TIP_Client Write_Time_Update CP % - L, Time Update = > k 2 —/L
RA U NERELET,

Server 7> 5 OHEREZIE So@ A <> N(RBLE_TIP_EVENT_CLIENT _CURRENT TIME_NTR) %51} % &
T-45\ " T XA TR T L > TRANREE R LET,

§ ' Current Time Notification ﬁ

Exact Time 256:
Day Date Time:
Year: 2015
Month: 5
Day: 26
Hours: 10
Minutes: 11
Seconds: 12
Day of Week: Mon
Fractions256: 0 (1/256th of a second)
Adjust Reason: 0x05
Manual time update
Change of time zone

< | 1l F

e

7-45 Current Time Notification

e Server 7 )L—7

Server 7 /L —7 121X, [Enable] & [Disable]lds % > D ELiE 4L E$, Server ZH 32 $ HHiIIZ, “Configuration”
ZP"Nmm&I”%@ﬁi’ LE 79725, "Normal”Z iR L7455, LARTO#EEE T Client 22 bk E Sic 7 T4 7 M
a7 Fab—ra VRl FOEEZMEHLET,

[Enable] R % 4R T, ¥5EEF = U T 4 L~UL{Z T RBLE_TIP_Server Enable Z-OMH L. Server m—/ L%
B LET,
[Disable] R # > #f ¢ RBLE_TIP_Server_Disable ZFEOMH L, Server = —/L 2 M2hiz L9,

B EEICIE. Time 72 77 A LT D 350 % —ERICEENAEMHE T EICHELELLTFD 55
0)5'775 B S VET,
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Current Time
Local Time
Reference Time
Next DST
Update State

FNENDEZ T ORMAE %

— Current Time
7-461Z7~77 Current Time % 7 C
R
[Set]R # U # FC, F%E ST=/3TF A —#|ZC RBLE_TIP_Server Write Data Z QM L, m—H /1
GATT 5 — & ~_X— A ® Current Time FVEE A2 TH L £,
%72, [Notify]’R &% > ¢ RBLE_TIP_Server_Send_Current_Time ZFFONE L, 327 S 7= BUREZ 15
% Client (2% L 97, [Notify]®R # > 1%, Client {Z X - T Current Time ¢ Notification 23 NI T =

o wdpRE

ARENBEDOFEMIZLL O LB 0 T

1. BAED BAF, B, Fractions 256, Adjust Reason A3a% i Al HE T

NIZGAICI T ARE & 72 0 £,
Current Time | Lozal Time | RFeference Time | Mext DET | |pdate State|
“r’ear Month Daw Hour Min Sec Dayv of Week,
OB [os) (=) 160 s
Set
Fractions256 Adjuzt Reazon z
1} [C] Manual time update [C] External reference time update Matify
[] Change of time zone  [C] Chanee of DST
7-46 Time Server—Current Time
— Local Time
7-47/2777 Local Time % 7 Ci, Time Zone & Daylight Saving Time 235% & Al HE T,

[Set]ﬂ‘ 2T T, RESNTZ/XT A—HX(ZTRBLE_TIP_Server Write_Data ZFFONMH L, v—h /1
GATT 5 — & ~_X— 2 ® Local Time Information £ EZ EH L F9,

Current Time | Local Time | Feference Time | Mext DST | |pdate State|

Time Zane (UTG+000 -

Daylight Saving Time [Standard Time v] Set

7-47 Time Server—Local Time

— Reference Time
7-481Z7~ 7" Reference Time % 77 "CiX, Time Source, Accuracy, Days Since Update, Hours Since Update
P,
[Set] R % T, BESNTZ/3T A—HF(ZTRBLE_TIP_Server Write_Data #FFOMH L, v—h /b
GATT 7 — & ~— 2 M Reference Time Information #1481 L £ 7,

| Current Time | Local Time | Reterence Time | Mext DST | Update State|

- ] Accuracy I

Hours Since Update et

Time Source [Netwnrk Time Protocal

Dave Since Update

7-48 Time Server—Reference Time

RO1AN2469JJ0113 Rev.1.13
2018.03.30

Page 53 of 65
RENESAS



Bluetooth® Low Energy 0 k3 JLR AR v GUI'Y—L

— Next DST
7-491Z7RT Next DST Z# 7 Tld. A TFA b+ BA LT « ZALOAf, B ZOA4 T 9
DR EFRHETT,

[Set] R # U FC, B%E S7=/3TF A —#|ZC RBLE_TIP_Server_Write Data ZF-ONM L, m—J /L
GATT 75— # ~X— Z D Time with DST £l 2 5 L £ 4,

| Current Time | Lozal Time | RFeference Time | Mext DST | |lpdate State

Year Month Dayv Hour Min Sec
HEH [dan =] [1 =] w112

Daylight Saving Time [Standard Time - Set

7-49 Time Server—Next DST

— Update State
7-501Z77 7" Update State % =7 "Cl%, Current State & Result 235%7E F[HE T,
[Set]R &% I FC, fRE SNT=/3F A —#|ZC RBLE_TIP_Server Write Data ZFEONMH L, m—H /1
GATT & — % ~— 2 Time Update State #5PEME 2 F 8 L £,

| Current Time | Lacal Time | Reference Time | Mext DSTl Update State |

Current State [I;j | - ]

Rezult [Successful - ] Set

7-50 Time Server—Update State

2y hr—LHEA v NEFE@REA > N(RBLE_TIP_EVENT _SERVER_CHG_TIME_UPDATE_CP_IND)%
EABRS RN 7-5UIRT A v E—U %K A LET, Get Reference Update % L < |& Cancel Reference Update @
BURICIS CTeE 21T - T IE &0,

o B
Write Control Point Received ﬁ

) Write Time Update Control Point - Get Reference Update

7-51 Time Update 2> kO—)LiRA > FEE @A
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8. fFik

8.1 74« JAILFTERK

GUI Y —/UZBEE T 57 7 A /b« 74 W Z R Z LU FICR LET,
an_ro01an2469jj0XXX_gldguitool

} reian2469jjexxx_gldguitool.pdf GUIY—ILT T r—av/—k
L rBLE_Tool EITITAINEHIHILE

} rBLE_Tool.exe GUIY—ILEFTIFAIL

} rBLE_Tool.ini GUIY—ILEREIT7AIL

L rBLE_Tool_Err_Msg.tbl GUIY—ILIS—E&EI7IL

8.2 IS5—AvytE—2

GUI Y —UZ, =T —PRATHEN 8-UIRTEZT—Avt—V Ry IV AEERLET, AvE—UR Yy
J AL, =T —ID, =T —RAvbE—VEBIN, =9 —EBH LY AT 7 A N4« V—RA3— N{THRFE
REINFET,

[ Error ﬁ

|8| [ ID:10001 ]
=)L — M (COM20)EA —T L TEEH A
I — MOEEE R R L T LR Tl

FILE : Serial_drv_sample.cpp
LIMNE : 132

81 IS—Ayt—UHRyIR

UFZ, =7—ID, =9 —A vyt —V-HERLET,

I5—ID IS—HAytE— WE - ®UAE
10000 WETS— : DY TILEELEZEET S | GUIY—ILEFBREFHLTLIEIL,
ENRTEZXEEA, IBLE_Tool ZH#EEFLTL 2
AW

10001 D)TIHR—bER—+bEB)EA—ToTEFE | BELEZDUTILR—FOREEREEL
Bho VITILR—FOREFHERL TS | TLEXL,

LY,
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83 APIRER%
*® 81 APIERRZ%
API ‘ Hae 527
GAP
RBLE_GAP_Reset GAP |yt v FEIT GAP - Generic
RBLE_GAP_Set_Name A—AIILTINA A& GAP - Generic

RBLE_GAP_Observation_Enable

FIF—EVTEHIE

GAP - Scanning

ERIOS—OvET

GAP - White List

RBLE_GAP_Observation_Disable

TIF—ECTEME

GAP - Scanning

RBLE_GAP_Broadcast_Enable

JO—KFX+v X FEHE

GAP - Advertising

RBLE_GAP_Broadcast_Disable

JH0—RX v X MESE

GAP - Advertising

RBLE_GAP_Set_Bonding_Mode

RUT4 VT E—FE&

GAP - Security

RBLE_GAP_Set_Security Request

X2 T4 E—FEE

GAP - Security

RBLE_GAP_Get_Device_Info

A—AIIL TN RIERIE

GAP - Generic

RBLE_GAP_Get_White_List_Size

White List 4« XHE%%

GAP - White List

RBLE_GAP_Add_To_White_List

White List N7 F L R3B70

GAP - White List

RBLE_GAP_Del_From_White_List

White List /™5 7 K L X il

GAP - White List

RBLE_GAP_Get_Remote_Device_Name

)E—FTNA REWE

Peer Device - Information

RBLE_GAP_Get_Remote_Device_Info

JE— b TS RERIG

Peer Device - Information

RBLE_GAP_Device_Search

JE—FT/NS ABRE

GAP - Scanning

RBLE_GAP_Set_Random_Address

SUHELT FLRERE

GAP - Generic

RBLE_GAP_Set_Privacy_Feature

TN —HEBERTE

GAP - Security

RBLE_GAP_Create_Connection

LE 1) > #EfRas

Peer Device - Connection

RBLE_GAP_Connection_Cancel

LE Vo EREY I

Peer Device - Connection

RBLE_GAP_Disconnect

LE U >4 HlkR

Peer Device - Connection

RBLE_GAP_Start_Bonding

RUT 1 VA

Peer Device - Pair / Key Exchange

RBLE_GAP_Bonding_Info_Ind

RoT 1 VI IERBEL

Peer Device - Remote Keys

RBLE_GAP_Bonding_Response

RUT 4 VTERANEE

Peer Device - Pair / Key Exchange

RBLE_GAP_Change_Connection_Param

YL HITA—SEE

Peer Device - Connection

RBLE_GAP_Channel_Map_Req

Fr Ry THE - BB

Peer Device - Information

RBLE_GAP_Read_RSSI

RSSI fEE %

Peer Device - Information

Profiles - Proximity

SM
RBLE_SM_Set_Key IRK, CSRK &%7E GAP - Security
RBLE_SM_Start_Enc &5 LBt Peer Device - Pair / Key Exchange
RBLE_SM_Tk_Req_Resp TK BRAGE Peer Device - Pair / Key Exchange
RBLE_SM_Ltk_Req_Resp LTK BERAIGE Peer Device - Pair / Key Exchange
RBLE_SM_Irk_Req_Resp IRK ERAMGE Peer Device - Remote Keys
RBLE_SM_Csrk_Req_Resp CSRK BERAIGE Peer Device - Remote Keys
RBLE_SM_Chk_Bd_Addr_Req_Resp BD 7 FLRF v I BRAILE Peer Device - Remote Keys

VS
RBLE_VS_Enable VS #EEE L Vendor Specific

RBLE_VS_Test Rx_Start

ZIETX MEA

Vendor Specific

RBLE_VS_ Test_Tx_Start

EETR M

Vendor Specific

RBLE_VS_Test_End

RIE/EETAMELE

Vendor Specific

RBLE_VS_Set Test_Parameter

DTM #i3R/\N5 A — 2 R E

Vendor Specific

RBLE_VS_Read_Test_RSSI

F X kB RSS| {EERG

Vendor Specific

RBLE_VS_Write_Bd_Address

BD 7 KLREZAH

Vendor Specific

RBLE_VS_Set Tx_Power

EENT—RE

Vendor Specific
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RBLE_VS_Flash_Management

Data Flash 7 ¥ # R EBE1T

Vendor Specific

RBLE_VS_Adapt_Enable

THE TR ITIBEERD - |t

Vendor Specific

GATT
RBLE_GATT_Enable GATT #8eE31E GATT
RBLE_GATT_Discovery_Service_Request Y—ERRE GATT - Client
RBLE_GATT_Discovery_Char_Request HFHERE GATT - Client
RBLE_GATT_Discovery_Char_Descriptor_Request YRR FARER GATT - Client
RBLE_GATT_Read_Char_Request FEEFRAE L GATT - Client
RBLE_GATT_Write_Char_Request HiEEEEAHS GATT - Client

RBLE_GATT_Notify_Request

=

Notification 21T

GATT - Server

RBLE_GATT_Indicate_Request

Indication 1T

GATT - Server

RBLE_GATT_Write_Response

FHIHEE S AABERANSE

GATT - Server

RBLE_GATT_Set_Permission

IN—Iy i aVkE

GATT - Server

RBLE_GATT_Set_Data

I EE S

GATT - Server

FMP

RBLE_FMP_Locator_Enable

Locator A—JLEE

Profiles - Find Me

RBLE_FMP_Locator_Disable

Locator O— /L3Nt

Profiles - Find Me

RBLE_FMP_Locator_Set_Alert

77— FLUARILERE

Profiles - Find Me

RBLE_FMP_Target_Enable

Target O—JLERIE

Profiles - Find Me

RBLE_FMP_Target_Disable

Target B —/JLE&E%h1E

Profiles - Find Me

PXP

RBLE_PXP_Monitor_Enable

Monitor B—JLEZHE

Profiles - Proximity

RBLE_PXP_Monitor_Disable

Monitor O— L3Nt

Profiles - Proximit:

RBLE_PXP_Monitor_Get_Alert_Level

75—k LARJLERR

Profiles - Proximity

RBLE_PXP_Monitor_Set_Alert_Level

%
77— hLARIVEERTE

Profiles - Proximity

RBLE_PXP_Monitor_Get_Tx_Power

EENT -G

Profiles - Proximit:

RBLE_PXP_Reporter_Enable

Reporter A— /L&A $H1E

Profiles - Proximity

RBLE_PXP_Reporter_Disable

Reporter O— JLE&3H1E

Profiles - Proximity

ANP

RBLE_ANP_Client_Enable

Client O—JLE%1E

Profiles - Alert Notification

RBLE_ANP_Client_Disable

Client O—)LEME

Profiles - Alert Notification

RBLE_ANP_Client_Read_Char

HIEERST

Profiles - Alert Notification

RBLE_ANP_Client_Write_Alert_Notification_CP

aY kO—LRA V FERTE

Profiles - Alert Notification

RBLE_ANP_Client_Write_Char

Notification i f

Profiles - Alert Notification

RBLE_ANP_Server_Enable

Server A—)LE%E

Profiles - Alert Notification

RBLE_ANP_Server_Disable

Server O— LESH1E

Profiles - Alert Notification

RBLE_ANP_Server_Send_New_Alert i EIRE Profiles - Alert Notification
RBLE_ANP_Server_Send_Unread_Alert RECEHRBEN Profiles - Alert Notification
HRP

RBLE_HRP_Collector_Enable

Collector B—JLEZNE

Profiles - Heart Rate

RBLE_HRP_Collector_Disable

Collector B — /L&t

Profiles - Heart Rate

RBLE_HRP_Collector_Read_Char

FIEERS

Profiles - Heart Rate

RBLE_HRP_Collector_Write_Char

Profiles - Heart Rate

RBLE_HRP_Collector_Write_Control_Point

Notification i f
avhr— LR NRE

Profiles - Heart Rate

RBLE_HRP_Sensor_Enable

Sensor A—JLAEZNE

Profiles - Heart Rate

RBLE_HRP_Sensor_Disable

Sensor O—)LEZ1E

Profiles - Heart Rate

RBLE_HRP_Sensor_Send_Measurements

I 17 B

Profiles - Heart Rate

TIP

RBLE_TIP_Client_Enable

Client O—)LEH1E

Profiles - Time

RBLE_TIP_Client_Disable

Client O—JLESh1E

Profiles - Time
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RBLE_TIP_Client_Read_Char

FIEERG

Profiles - Time

RBLE_TIP_Client_Write_Char

Notification #il#

Profiles - Time

RBLE_TIP_Client_Write_Time_Update_CP

oy b — LRA R

Profiles - Time

RBLE_TIP_Server_Enable

Server A—)LE®E

Profiles - Time

RBLE_TIP_Server_Disable

Server A—)LEXH1E

Profiles - Time

RBLE_TIP_Server_Send_Current_Time

TR ) 75 o an

Profiles - Time

RBLE_TIP_Server_Write_Data ARy MEAE ST Profiles - Time
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8.4  Direct Test Mode DEAA %

Direct Test Mode I3 Vendor Specific % 7 C347 L £, Vendor Specific % 7 DFffHIX7.2.3% ML T 72
U,

8.4.1 Direct Test Mode (Receiver)

r rBLE_Toal — | T A METHEREIR I]

Wendor Specifi i —
endar opecific | GATT | Profiles | =z }\Ffﬁﬁé' . rffé:(T |

I T
7T A BRI 8N

) Fx Test Mode

Fu_Freg [2402MH2 (RF-ChoD, Idxé?) v] Received Packets
rx_nb_packet 0 [] Enable burst tramsfer — %1%7\0’7 v b iﬁ%%

() Tx Test Made
TxFreq  [2402MHz (RF-Ch00.1x37) \  =|  Packet_

T A N RTA— S HIE

Packet_Data_Twpe PRESA - tx_nb_packet i

infinite_zetting lDisabIe burst tranzfer vl
dBm [T] Periadically 1 s6C
Bluetooth fddress Adaptable
[ Set ] [Disable v] [ Set ]
Te Powwer

Handle E Prwer State [Normal vl [ Set ]

X 8-2 Direct Test Mode (Receiver)® i1

Rx Test Mode 7' /L — 712 X ¥ Direct Test Mode (Receiver) % BitsTx £,

Z VAR A T Rx Test Mode %1841 L 72, "Rx_Freq” T2/ Al d 2 3% & U £ 9, 250 & R UER A
REL TSN, £D%, [Execute] N & L Z T35 LT A My OZIEERFBLET,

Direct Test Mode (Receiver) D& 7137 AR % T Test End 28R L7=1%. [Execute] R¥ > ZHTFL £,
T A MDKET$ % &, Received Packets (ZZ/F RN ER S NET,
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8.4.2 Direct Test Mode (Transmitter)

F R’
rBLE_Toal F 2 NE T TR | ﬁ
| |
i | Wendor Specific i —
(GAP | Peer Devige | P GATT | Profiles > 2 NG - T

N

Fz_Freqg 2402MHz (RF-Ch R Teo 1 Bocaivad Dackets

7 A b BRARIRFIZ R
rx_hb_packet /1 TTErEDTE DUret transfer

) Tx Test Mode

TxFreq  [2402MHz (RF-Ch00,1dx37)  v|  Packetlength |0 octet -
Packet_Data_Twpe \ tx_nb_packet ‘i
infinite_setting [Disable burst transféc\ \ "l
dBm\ \D Perindinsh \ | TABINRTA=ZERGE
Bluetooth fddress Adaptable
[ Set ] [Disable 'l [ Set ]
Te Powwer

COM35 4300 Hide Log

8-3 Direct Test Mode (Transmitter)® i
Tx Test Mode 7' /L — 712 & ¥ Direct Test Mode (Transmitter) % P44 C& 97,
T AR Z T Tx Test Mode % 584R L7-#%. "Tx_Freq” CRAE A AR E LET, ZEM & F UEMEE
BRELTLIEE Y, 2, 7 A MIERIZA DE T Packet_Length” T34 v & & "Packet_Data_Type"(ZF — #
AATHHREL TSN, Z0O%, [Execute]l NZ VI FT 5L T A My hOREERIBLET,

Direct Test Mode (Transmitter) D#& 71T 24 R # > C Test End % 3% L /=%, [Execute]R ¥ > 2 F L £,

8.5 SR

1. Visual Studio 2012 ¥~ 1 27 F . 4 @ Visual C++ FHEA AIRE S r—3
http://www.microsoft.com/ja-jp/download/details.aspx?id=30679

2. FTDI (Future Technology Devices International) — Drivers
http://www.ftdichip.com/Drivers/D2XX.htm

3. Bluetooth == 7 {14 v4.2
https://www.bluetooth.com/specifications/bluetooth-core-specification/legacy-specifications

4. GATT Specification
https://www.bluetooth.com/specifications/gatt
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8.6  FAFEFRHEA
R iz R

H—EX Service H—ERILZGATTYH—N\HMS GATTHSA4 7>~
~RE#tEh, GATT H—NIFA 471 —XEL
T BhDEEELARLET,
Y—EXE2HASNIEE~DT I EXFIEIZD
WTHELZET,

o774 Profile 1 2UEDHY—EREFEALTI—RYy—RADE
WEAREICLET . FRIDZY—EREFEE TR
T7AILDEHFIZTRESNET,

i Characteristic B —EXZHBATHET, F4—EXIZT
AT IHECZTD I+ —T Y PR ERSINE
ER

o—JL Role BRE,FNFNRDT/INA AN, TAT7 A ILOY—

EXCHREINZIRENEZRE-TIET, 1—R
F—ZADOEBMNAEREICHY FT,

VSA4T7 U MEEa YT X2
L— 3 vitihF

Client Characteristic Configuration

Descriptor

DA77 MFEIL T X2 L—> 3 VEERTF
EFEOEMMED GATT Y —/R_\H D DEIE
(Notification / Indication) Z#l{#13 5=HIfEH L
ij_o

aRrgavnvERIL

Connection Handle

JE—FTNAREDEHGZEZHNT H-0D
Controller A2 v IZk>TRESINB/NV FIL
T, /\> FILOFEZEFE (L 0Xx0000~0X0EFF T
a-o

uuID Universally Unique Identifier —BICHAT 5 -HDHEAFTY, BLE HETIE
Y—EZXOEMHFZHAT S =012 16bit D UUID
NEEINTULET,

BD7 KLZR Bluetooth Device Address Bluetooth /314 R Z AT 5 1=HD 48bit DT K

LRATY, BLERKTIZ/NNTY LT ERKLRES
VELT RLABBEESINTEY., i EdE
55N —AEYR— LT ERELHYET,

NI YT ELR

Public Address

IEEE ITZE & LAY & T o h = 24bit @
OUl(Organizationally Unique ldentifier) & & ¢ 7
FLRTY,

FUSLTFLR

Random Address

BABMEELT FLART, UTDI3IDIIHnFEEIIFE
ER

« RATAVITFTERLR

« Non-resolvable private 7 F L X

« Resolvable private 7 KL R

ARATA4VIT LR

Static Address

L4 2bit (F2£IZ 1 T, 5 46bit (T RTH 1 Fi=
[Z0 CIEBEWVELEMNSEST7 KLRTY, SR
EFCTRHEDRETA VI T RLRAEEETEFHE
AJO
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Non-resolvable private 7 K L X

Non-resolvable private Address

LI 2bit (120 T, 5% 46bit (T RTH 1 F1=
I 0 TIERAEVWEHENSLEDT FLRATY, X4
TAVIELIUNRT U T RLREFLLTIE
mYEEA,

BOBT7Z FLRZEETHZ ETHEEND
DEMZERHEICTIENTHERAIAET,

Resolvable private 7 KL X

Resolvable private Address

IRK & 24bit DEBISERSINET7 FLRT
¥, EfI2bit [0 & 1. ERDE 22bit FTART
M1 FEFIE 0 TIEGEVEE T, T4 24bit [ IRK
DA ETIHESIAET,

BEWHBTTY FLREEET S ETHEEDDS
DEMZERHEICTLIENMTEREILES,

IRK ZxiM#ICERHT S & T, IRAEIETZED
IRK #ERALTT/NA RERET ST EMNAHET
ER

Broadcaster

Broadcaster

GAP OO— )LDV & DT, Advertising T—42 %
EELET.

Observer

Observer

GAP ®O—)LMV & DT, Advertising 7—42 %
2ELET,

Central

Central

GAP DA—ILDVEDT, YHEY) Y OHELEAT
LWET, Link Layer Tl& Master EFEIENET,

Peripheral

Peripheral

GAP DA—ILDVEDT . YEBY VU DIEILEF
[+ AN E T, Link Layer Tl& Slave EFE[ENFE T,

Advertising

Advertising

BRI, T2 XEOBMDEOITRET v
RIVETT—REEELET,

Scan

Scan

Advertising T—2 #2{EL &9, Scan IZI&. 1z
22459 5D HD Passive Scan &. SCAN_REQ
ZEETHLETEMBEREERT D Active
Scan B’H Y F7,

White List

White List

BREACRT 4 VT EAEEOBRMT /N R
% White List (&8 L TH < Z & T, Advertising
T—APERBEREZTMALEHAITHTN
ARETAINEY 2 TTHIENFRETT,

TINA R

Device Name

Bluetooth T/3A4 RICEEIZDIFSNfzT/INA R
EHANTEEHDI—FILY R —HELHET
£l

BLE #R#& TlE. GAP D4FtE&L LT GATT U —\
[CEo THmIcAREIhET,

Reconnection Address

Reconnection Address

Non-resolvable private 7 FL X ZFEA L T, &L
BT FLRZZEET H5E. HEBELITTAH
CHAREE TS ROBENEH#ICHYET.,
D1=Hxt RN 2FT % Reconnection Address
$FMEIZH L LY Reconnection Address #ERE 3 5
CETHERBOT FLAZEMLET,

AExvy A3 —n)L

Scan Interval

Advertising T—32 DZEZTS5HRBTY,

P& R AL 4 N

Scan Window

Axv oA B —/\)LTEIZ Advertising T—4
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