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Notice

1.

13.
14.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of
these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system;
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is
inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not
limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO THE
IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’'s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury,
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.

. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas

Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.

. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is

prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

. ltis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or

transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

(Note1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1  October 2020)

Corporate Headquarters Contact information
TOYOSU FORESIA, 3-2-24 Toyosu, For further information on a product, technology, the most up-to-date
Koto-ku, Tokyo 135-0061, Japan version of a document, or your nearest sales office, please visit:

www.renesas.com

www.renesas.com/contact/.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and measurement
tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor devices must not be
touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.

2. Processing at power-on
The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins in
a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the level
at which resetting is specified.

3. Input of signal during power-off state
Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal elements.
Follow the guideline for input signal during power-off state as described in your product documentation.

4. Handling of unused pins
Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LS|, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal
become possible.

5. Clock signals
After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal produced
with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.

6. Voltage application waveform at input pin
Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi. (Max.)
and Vix (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the input level
is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vi1 (Min.).

7. Prohibition of access to reserved addresses
Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these
addresses as the correct operation of the LS| is not guaranteed.

8. Differences between products
Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms of
internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.



How to Use This Manual

1. Objective and Target Users

This manual was written to explain the hardware functions and electrical characteristics of this LSI to the target users,

i.e. those who will be using this LSI in the design of application systems. Target users are expected to understand the

fundamentals of electrical circuits, logic circuits, and microcomputers.

This manual is organized in the following items: an overview of the product, descriptions of the CPU, system control

functions, and peripheral functions, electrical characteristics of the device, and usage notes.

When designing an application system that includes this LSI, take all points to note into account.

Points to note are given in their contexts and at the final part of each section, and in the section giving usage notes.

The list of revisions is a summary of major points of revision or addition for earlier versions. It does not cover all

revised items. For details on the revised points, see the actual locations in the manual.

The following documents have been prepared for reference.

B Documents related to RZ/N1

Document Name

Document Number

RZ/N1D Group, RZ/N1S Group, RZ/N1L Group DATASHEET RO1DS0323EJ****
RZ/N1D Group, RZ/N1S Group, RZ/N1L Group User's Manual: System Introduction, RO1UHO750EJ****
Multiplexing, Electrical and Mechanical Information

RZ/N1D Group, RZ/N1S Group, RZ/N1L Group User’s Manual: System Control and Peripheral | RO1UHO751EJ****
RZ/N1D Group, RZ/N1S Group, RZ/N1L Group User’s Manual: Peripherals RO1UHO752EJ****
RZ/N1D Group, RZ/N1S Group, RZ/N1L Group User’s Manual: R-IN Engine and Ethernet RO1UHO753EJ****
Peripherals (this manual)
RZ/N1D Group, RZ/N1S Group, RZ/N1L Group User’'s Manual: PWMTimer RO1UH0913EJ****




2. Description of Registers

Each register description includes a bit chart, illustrating the arrangement of bits, and a table of bits, describing the

meanings of the bit settings. The standard format and notation for bit charts and tables are described below.

X.X.X  [Register Name]

()
XXX XX :
\
b13 b12 b11 b10 b9 b8 b7 b6

Address: X
Bt b15 b4 b5 b4 b3 b2 b1 b0
— — — [Bit Field] — — [Bit Field] — | B | B | B
Value after resdt 0 0 0 ) 0 1 0 0 0 0 0 0 0 0 1 1 0
Table X.X [Register Name] Register Contents
Bit Position Bit Name Function R/W
b12 to b8 [Bit Field] [Description] R/W
b5 to b4 [Bit Field] [Description] R/W
2'b00: Hi-Z (3)
2'b01: L Output
Others: Prohibited
b2 [Bit] [Description] R/W
1'b0: H-Z
1’b1: Output (defult)
b1 [Bit] [Description] R/W
1b0: H-Z (1)
1’b1: Output (defult)
b0 [Bit] [Description] R/W
1'b0: H-Z
1’b1: Output
(1) R/W: The bit or field is readable and writable.
R/(W):  The bit or field is readable and writable. However, writing to this bit or field has some
limitations. For details on the limitations, see the description or notes of respective registers.
R: The bit or field is readable. Writing to this bit or field has no effect.
W: The bit or field is writable. Reading to this bit or field is not guaranteed.

(2) Reserved. Make sure to use the specified value when writing to this bit or field; otherwise, the correct
operation is not guaranteed.

(3) Setting prohibited. The correct operation is not guaranteed if such a setting is performed.




3. List of Abbreviations and Acronyms

Abbreviation Full Form
AHB Arm Advanced High-performance Bus
APB Arm Advanced Peripheral Bus
AXI Arm Advanced eXtensible Interface
bps bits per second
CA7 Arm Cortex-A7 module
CM3 Arm Cortex-M3 module
CRC Cyclic Redundancy Check
DMA Direct Memory Access
DMAC Direct Memory Access Controller
Hi-Z High Impedance
HSR High-availability Seamless Redundancy
HW-RTOS Hard Ware Real Time OS
I/O Input/Output
LSB Least Significant Bit
MSB Most Significant Bit
NC Non-Connect
NoC Network-on-Chip
PLL Phase Locked Loop
PWM Pulse Width Modulation
UART Universal Asynchronous Receiver/Transmitter
OoTP One Time Programmable ROM
PTP Precision Time Protocol
PRP Parallel Redundancy Protocol
SoC System On Chip

4. Description of the Access Size

Access size:
8 bits = Byte
16 bits = Halfword
32 bits = Word

EtherCAT is registered trademark and patented technology, licensed by Beckhoff Automation GmbH, Germany.
Sercos is a registered trademark of Sercos International e.V.

ETHERNET Powerlink is the registered trademark of ETHERNET Powerlink Standardization Group (EPSG).
Arm is a registered trademark of Arm Limited (or its subsidiaries) in the EU and/or elsewhere. All rights reserved.
All trademarks and registered trademarks are the property of their respective owners.
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RZ/N1D Group, RZ/N1S Group, RZ/N1L Group

Section 1

1.1

Table 1.1

Overview

R-IN Engine Outline

R-IN Engine(Core, RAM) for RZ/N1

ltem

Description

CPU core

Arm® 32-bit CPU Cortex® -M3 (Revision r2p1)
® Maximum operating frequency: 125 MHz

Nested Vectored Interrupt Controller (NVIC)

® 128 interrupts

On-chip debug function

CoreSight® Interface

Internal SRAM

Instruction 1 MByte (RAM w/ECC), Data 1 MByte (RAM w/ECC)

Internal System Bus

® 32-bit system bus at maximum 125 MHz
® 128-bit communication bus at maximum 125 MHz

Hardware Real-Time OS accelerator (HW-RTOS)

® RTOS system call

® Task scheduling and tick offloading

® Hardware function manager for Buffer allocator, Internal DMA controller, HW-
RTOS GMAC

Hardware Interrupt service routine (HWISR)

Dedicated Gigabit-Ether MAC (HW-RTOS GMAC)

1 channel

GMIl interface

Ethernet accelerator function

128 KByte Buffer RAM (shared with HSR)

Table 1.2 Ethernet Peripherals for RZ/N1

ltem

Description

Independent Gigabit-Ether MAC (GMAC)

® 2 channels
® GMII/ Mll interface

HSR (Optional)*!

HSR compliant to IEC62439-3 section5
® 3 ports (includes an interlink port)
® 144 KByte Frame buffer (shared with HW-RTOS GMAC)

Advanced 5 Port Switch (A5PSW)

® 5 ports (includes a management port)

® PRP functionality (Optional)*'
® Hub function

Sercoslll Slave Controller

2 ports

EtherCAT Slave Controller

3 ports

RGMII/RMII Converter ® MIl of MAC from/to RMII of PHY
® MIl of MAC from/to RGMII of PHY
® GMIl of MAC from/to RGMII of PHY
® Mil of MAC from/to MIl of PHY (through mode)

Note 1.  For the supported products, refer to Section 1.4, List of Products, in the RZ/N1D Group, RZ/N1S Group, RZ/N1L Group

User’s Manual: System Introduction, Multiplexing, Electrical and Mechanical Information.

Table 1.3 Normative Reference

Standard Name Number of Standard

Ethernet IEEE802.3

EtherCAT® IEC 62407

Sercos®lll IEC 61491

HSR IEC 62439-3 Clause 5

PRP IEC 62439-3 Clause 4

PTP IEEE1588
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Section2  Hardware Real Time OS (HW-RTOS)

21 Overview
The Hardware Real time OS supports 30 types of system calls including event, semaphore and mailbox.
¢ ITRON like system calls

— 30 system calls for elements such as events, semaphores, and mailboxes
® Task Scheduler

— Hardware ISR: Maximum 32 selectable from 128 interrupts

— Context: 64

— Semaphore: 128

— Event: 64

— Mailboxes: 64

— Mailbox elements: 192

— Context priorities: 16

e Hardware function manager

CAUTION

HW-RTOS can’t be accessed from Cortex-A7.
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Section 3 Gigabit Ethernet MAC (HW-RTOS GMAC)

Section 3

3.1

Overview

The R-IN Engine incorporates a Gigabit Ethernet MAC (HW-RTOS GMAC).

e Number of ports: 1

e 1000 Mbps

¢ Full-duplex communication

e Management tag control function for Advanced 5 port Switch (ASPSW)

CAUTION

Gigabit Ethernet MAC (HW-RTOS GMAC)

HW-RTOS GMAC must be set 1 Gbps and full-duplex mode because GMII is used for connection to ASPSW.
HW-RTOS GMAC can’t be accessed from Cortex-A7.

HWRTOS GMAC

RTOS
PORT

GMAC2

MAC2
PORT

GMAC1

MAC1
PORT

‘ RTOS PORT ‘ ‘ MAC2 PORT ‘ [ SW_MODE[4:0]
SW_MODE[4:0] Mux MAC2/RTOS
- MAC2_RTOS PORT
v
swircn
PORTIN(Portd)
SERCOS lI Advanced
ETHERCAT Cut-through
Sports SWITCH
sercos SERCos ETHERCAT ETHERCAT ETHERCAT swirch swirch swirch swirch
PORTB(Port1) PORTC(Port2) PORTA(Port0) PORTB(Port1) PORTC(Port2) PORTD(Port3)
swirchpoRTa_| [ maczport
HSR

HSR PORTI Mux HSR

SR T

HSR HSR PORTI H

SW_MODE[4:0] PORTA PORTB INTERLINK i

i SW_MODE[4:0]
v
SERCOS PORTA ETHERCAT PORTA HSR PORTA [ swrcnporra wsporni [ [ emuencatponrc | [ swirch porrc swircnporro | [ wmacz porrc
Mux GMII/MII3 Mux GMII/MII2
Mux GMII/MIIS / 1/
GMIl/MITS PORT GMI/MI3 PORT GMI/MI2 PORT
T T
SERCOS PORTB ETHERCAT PORTB. HSR_PORTB SWITCH PORTB. i i
SW_MODE[4:0] SW_MODE([4:0]
Mux GMII/MI4
GMI/MIl PORT
=

RGMII/RMIT RGMII/RMI SW_MODE[4:0] RGMII/RMII RGMII/RMII RGMII/RMII
Converter Converter Converter Converter Converter
(MII_CONVS) (MI1_CONV4) MII_CONV3) (MII_CONV2) (MII_CONV1)

10 Multiplexer Levell

e

10 Multiplexer Level2

Buffer

47H
<—‘H

GPIOAB to GPIOSS

GPIO36 to GPIO47

GPI024 10 GPIO35.

!

GPIO12 to GPIO23

—
!

GPIOO to GPIO11

Figure 3.1 HW-RTOS GMAC Block Diagram

RO1UHO753EJ0130 Rev.1.30
Dec 29, 2021

RENESAS

Page 34 of 788



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 3 Gigabit Ethernet MAC (HW-RTOS GMAC)

3.2 Signal Interface

Signal Name I/0 Description Active

Clock

HWRTOS_CLK | HW-RTOS clock

HWRTOS_MDCCLK | HW-RTOS GMAC MDC clock

Related Clock

RINBUS_HCLK — R-IN Engine clock. Since HW-RTOS GMAC belongs to R-IN
Engine, this clock should be supplied.

Interrupt

HWRTOS_ETHTFIU_Int (6] HW-RTOS GMAC TX FIFO underflow, pulse sensitive High

HWRTOS_ETHTFIE_Int O HW-RTOS GMAC TX FIFO error interrupt, pulse sensitive High

HWRTOS_ETHDTIE_Int (0] HW-RTOS GMAC MACDMA transmission error, pulse sensitive High

HWRTOS_ETHDMAIT_Int O HW-RTOS GMAC MACDMA transmission completion, pulse High
sensitive

HWRTOS_ETHIT _Int O HW-RTOS GMAC transmission completion interrupt, pulse High
sensitive

HWRTOS_ETHDMAIR_Int O HW-RTOS GMAC MACDMA reception completion, level High
sensitive

HWRTOS_ETHDRIE_Int O HW-RTOS GMAC MACDMA reception error, pulse sensitive High

HWRTOS_ETHRFI_Int (6] HW-RTOS GMAC MACDMA valid frame reception completion, High
level sensitive

HWRTOS_ETHRFE_Int (6] HW-RTOS GMAC MACDMA error frame reception completion, High
level sensitive

HWRTOS_ETHRFIV_Int O HW-RTOS GMAC RX FIFO overflow, pulse sensitive High

HWRTOS_ETHMMAI_Int O HW-RTOS GMAC MIl management access completion High
interrupt, pulse sensitive

HWRTOS_ETHPPIT_Int O HW-RTOS GMAC pause packet transmission completion, pulse High
sensitive

HWRTOS_BUFDMA_Int O HW-RTOS GMAC InterBuffer DMA transfer completion, pulse High
sensitive

HWRTOS_BUFDMAERR_Int O HW-RTOS GMAC InterBuffer DMA error, pulse sensitive High

HWRTOS_BRAMERR _Int O HW-RTOS GMAC Buffer RAM area access error, pulse High
sensitive
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Section 3 Gigabit Ethernet MAC (HW-RTOS GMAC)

3.3 Register Map

3.3.1 HW-RTOS HWFC (Hardware Function Call) Register Map

Table 3.1 HW-RTOS HWFC (Hardware Function Call) Register Map

Address Register Symbol Register Name

400E 0000h COTYPE Hardware function type register

400E 0008h COSTAT Hardware function status register
400E FOOOh SYSC Hardware function system call register
400E F0O04h R4 Hardware function argument register 4
400E FO08h R5 Hardware function argument register 5
400E FOOCh R6 Hardware function argument register 6
400E FO10h R7 Hardware function argument register 7
400E FO14h CMD Hardware function command register
400E F020h RO Hardware function return value register 0
400E F024h R1 Hardware function return value register 1
3.3.2 HW-RTOS GMAC (Gigabit Ethernet MAC) Register Map

Table 3.2 HW-RTOS GMAC (Gigabit Ethernet MAC) Register Map

Address Register Symbol Register Name

400F 000Ch GMAC_TXID TX ID register

400F 0010h GMAC_TXRESULT TX result register

400F 0020h GMAC_MODE Mode register

400F 0024h GMAC_RXMODE RX mode register

400F 0028h GMAC_TXMODE TX mode register

400F 0030h GMAC_RESET Reset register

400F 0080h + 4h x (m - 1)

GMAC_PAUSE[m] (m = 1 to 5)

Pause packet data register [m] (not available)

400F 0098h GMAC_FLWCTL RX flow control register (not available)
400F 009Ch GMAC_PAUSPKT Pause packet register (not available)
400F 00AOh GMAC_MIIM MIIM register

400F 0100h + 8h x (m - 1)

GMAC_ADR[m]A (m = 1 to 16)

MAC address register [m]A

400F 0104h + 8h x (m - 1)

GMAC_ADR[m]B (m = 1 to 16)

MAC address register [m]B

400F 0200h GMAC_RXFIFO RX FIFO status register
400F 0204h GMAC_TXFIFO TX FIFO status register
400F 0208h GMAC_ACC TCP/IPACC register
400F 0220h GMAC_RXMAC_ENA RX MAC enable register
400F 1100h BUFID Receive Buffer information register
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3.4 Register Description
3.41 HW-RTOS HWFC (Hardware Function Call) Register Description

3411 COTYPE — Hardware Function Type Register

Address:  400E 0000h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

COTYPEB

Value after reset X X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

COTYPEB
Value after reset X X X X X X X X X X X X X X X X
Table 3.3 COTYPE Register Contents
Bit Position Bit Name Function R/W
b31 to b0 COTYPEB These bits set the type of hardware function. R/W

3.41.2 COSTAT — Hardware Function Status Register

Address:  400E 0008h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

COSTATB
Value after reset X X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

COSTATB
Value after reset X X X X X X X X X X X X X X X X

Table 3.4 COSTAT Register Contents
Bit Position Bit Name Function R/W
b31 to b0 COSTATB These bits set the status of hardware function. R/W
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3.41.3 SYSC — Hardware Function System Call Register

When a command is written to the SYSC register, the corresponding function is executed.

Address:  400E FOOOh

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

SYSC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 3.5 SYSC Register Contents

Bit Position Bit Name Function R/W

b31 to b16 Reserved These bits are read as 0. The write value should be 0. R/W

b15 to b0 SYSC Specifies the hardware function to be used. One of the following functions can be R/W
specified:

5000h: Acquires a long buffer.

5006h: Acquires a short buffer.

5001h: Release the whole area of the buffer.

5002h: Release the part of the buffer.

5101h: Enables DMA for the reception MAC.

5102h: Disables DMA for the reception MAC.

510Bh: Controls reception MACDMAC interrupts.

510Dh: Obtains the error source in reception MACDMAC.

5100h: Starts transfer of reception MACDMAC.

510Ch: Obtains the error source in transmission MACDMAC.

5211h: Starts DMA transfer between the buffer RAM and data RAM.
5212h: Starts replacing data in the buffer RAM or data RAM.

5104h: Starts DMA transfer between the buffer RAM and buffer RAM.
5114h: Starts DMA transfer between the buffer RAM and buffer RAM. (Descriptor)
Other: Setting prohibited
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3414 R4 — Hardware Function Argument Register 4

Address:  400E F004h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

R4B
Value after reset X X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

R4B
Value after reset X X X X X X X X X X X X X X X X

Table 3.6 R4 Register Contents

Bit Position Bit Name Function R/W
b31 to b0 R4B Specifies the argument to be passed to the hardware function. R/W

3.41.5 R5 — Hardware Function Argument Register 5

Address:  400E FO08h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

R5B

Value after reset X X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

R5B
Value after reset X X X X X X X X X X X X X X X X
Table 3.7 R5 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 R5B Specifies the argument to be passed to the hardware function. R/W
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3.41.6 R6 — Hardware Function Argument Register 6

Address: 400E FOOCh

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

R6B

Value after reset X X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

R6B
Value after reset X X X X X X X X X X X X X X X X
Table 3.8 R6 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 R6B Specifies the argument to be passed to the hardware function. R/W

3.41.7 R7 — Hardware Function Argument Register 7

Address:  400E FO10h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

R7B
Value after reset X X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

R7B
Value after reset X X X X X X X X X X X X X X X X

Table 3.9 R7 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 R7B Specifies the argument to be passed to the hardware function. R/W
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3.41.8 CMD — Hardware Function Command Register

This register is used to enable hardware functions.

Address:  400E FO14h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CMDB
Value after reset X X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

CMDB
Value after reset X X X X X X X X X X X X X X X X

Table 3.10 CMD Register Contents

Bit Position Bit Name Function R/W
b31 to b0 CMDB These bits set the commands for hardware functions. R/W

0x0000 8004: Enable hardware function and hardware real-time OS.

3419 R0 — Hardware Function Return Value Register 0

Address:  400E FO20h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ROB

Value after reset X X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

ROB
Value after reset X X X X X X X X X X X X X X X X
Table 3.11 RO Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ROB Return value of the hardware function call R/W
RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 41 of 788

Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 3 Gigabit Ethernet MAC (HW-RTOS GMAC)

3.41.10 R1 — Hardware Function Return Value Register 1

Address:  400E F024h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

R1B

Value after reset X X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

R1B
Value after reset X X X X X X X X X X X X X X X X
Table 3.12 R1 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 R1B Return value of the hardware function call R/W
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3.4.2 HW-RTOS GMAC (Gigabit Ethernet MAC) Register Description
3.4.21 GMAC_TXID — TX ID Register

Address:  400F 000Ch

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TXID

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

TXID
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 3.13 GMAC_TXID Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TXID Indicates the ID of the transmission frame for the GMAC_TXRESULT register. R

3.4.2.2 GMAC_TXRESULT — TX Result Register

Address:  400F 0010h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
OVERF|UNDER FIFOUF
— — | TCMP | TABT — — — — W FW — — — — — LOW
Value after reset X X 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 3.14 GMAC_TXRESULT Register Contents

Bit Position Bit Name Function R/W
b31 to b14 Reserved These bits are read as 0. R
b13 TCMP Transmission Finished R
b12 TABT Transmission Abort Occurred. R
b11 to b8 Reserved These bits are read as 0. R
b7 OVERFW A frame longer than 1,518 octets was written to the transmit FIFO. R
b6 UNDERFW A frame shorter than the minimum frame length was written to the transmit FIFO. R
b5 to b1 Reserved These bits are read as 0. R
b0 FIFOUFLOW An FIFO underflow occurred during transmission. R
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3423 GMAC_MODE — Mode Register
The GMAC_MODE register is used to control the operating mode of HW-RTOS GMAC.

Address:  400F 0020h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ETHMODUPMO| o o o - o . _ _ _ _ _ _ _
DE DE
Value after reset 0 0 X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Value after reset X X X X X X X X X X X X X X X X

Table 3.15 GMAC_MODE Register Contents

Bit Position Bit Name Function R/W
b31 ETHMODE 1: HW-RTOS GMAC operates in Giga bit Ethernet mode. Use this mode in order to R/W
connect to Advanced 5 port Switch.
0: Don’t use
b30 DUPMODE 1: HW-RTOS GMAC operates in Full Duplex mode. Use this mode in order to R/W
connect to Advanced 5 port Switch.
0: Don’t use
b29 to b0 Reserved These bits are read as 0. The write value should be 0. R
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3.4.24 GMAC_RXMODE — RX Mode Register

The GMAC_RXMODE register is used to control frame reception. The RX FIFO treats a word as 64-bit, and the FIFO
size is 4 KB.

Address:  400F 0024h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

AFILLT [MFILLT|SFRXFIRAMAS| . . . . _ o o o o - o
EREN | EREN | FO KEN
Value after reset 0 0 1 0 X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
REMPTH RFULLTH RRTTH — —_ — — — — — — —
Value after reset 0 0 0 0 0 0 0 X X X X X X X X X

Table 3.16 GMAC_RXMODE Register Contents (1/2)

Bit Position Bit Name Function R/W

b31 AFILLTEREN 1: Enables address Filtering*" R/W
0: Receives all frames by means of ignoring destination address in a frame.

b30 MFILLTEREN 1: Discards multicast address frames that are not registered in MAC address R/W

registers (GMAC_ADR[m]A and GMAC_ADR[m]B). (m = 1 to 16)
0: Receives all multicast address frames

b29 SFRXFIFO 1: Store & Forward mode R/W
The receive DMA controller does not start operation until data up to the end of
the frame is written to RX FIFO.

0: Cut Through mode
The receive DMA controller starts operation when the number of data words in
RX FIFO reaches the number of words set by RRTTH bit.

b28 RAMASKEN 1: Enables the function that can be set by the BITMSK([7:0] bits of the R/W
GMAC_ADR[m]B register (comparative mask function for Destination
Address[7:0]). (m =1 to 16)
0: Disables the above function

b27 to b16 Reserved These bits are read as 0. The write value should be 0. R
b15, b14 REMPTH When the number of data words in the FIFO is below this value, the REMP bit of the R/W
GMAC_RXFIFO register is set to “1”.
00b: 4 words
01b: 8 words

10b: 16 words
11b: 32 words
b13, b12 RFULLTH When the empty space in the FIFO is below this value, the RFULL bit in the R/W
GMAC_RXFIFO register becomes “1”.

00b: 4 words

01b: 8 words

10b: 16 words
11b: 32 words
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Table 3.16 GMAC_RXMODE Register Contents (2/2)

Bit Position Bit Name Function R/W

b11 to b9 RRTTH If the number of data words in the FIFO exceeds this value, the RRT bit of the R/W
GMAC_RXFIFO register is set to “1”.

000b: 4 words
001b: 8 words
010b: 16 words
011b: 32 words
100b: 64 words
101b: 128 words
110b: 256 words
111b: 512 words

b8 to b0 Reserved These bits are read as 0. The write value should be 0. R

Note 1.  Even though address filtering is enabled and MAC address is not matched, MAC Control Frame (e.g. Pause Packet) is
always received. MAC Control Frame is the frame with the destination address 01-80-C2-00-00-01.
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3.4.2.5 GMAC_TXMODE — TX Mode Register

The GMAC_TXMODE register is used to control frame transmission. The TX FIFO treats a word as 64-bit, and the
FIFO size is 4 KB.

Address:  400F 0028h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
LPTXE SPTXE
— N SF N — — — — — — — — — — — —
Value after reset 0 0 0 0 X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
— — TEMPTH TFULLTH — TRBMODE — — — — — —
Value after reset X X 0 0 0 0 0 X 0 0 X X X X X X
Table 3.17 GMAC_TXMODE Register Contents
Bit Position Bit Name Function R/W
b31 Reserved These bits are read as 0. The write value should be 0. R/W
b30 LPTXEN 1: Permits transmission of frames that are longer than the length prescribed by R/W
IEEE802.3. Set this bit if a frame includes VLAN Tag or Management Tag.
0: Prohibits transmission of frames that are longer than the length prescribed by
IEEE802.3.
b29 SF 1: Starts transmission after the data up to the end of the frame is written to TX R/W
FIFO. Should be set to 1.
0: Don't use.
b28 SPTXEN 1: Permits transmission of frames that are shorter than the length prescribed by R/W
IEEE802.3.
0: Prohibits transmission of frames that are shorter than the length prescribed by
IEEE802.3.
b27 to b14 Reserved These bits are read as 0. The write value should be 0. R
b13 to b11 TEMPTH If fewer words of data are in the TX FIFO buffer than the value specified by these bits, R/W
the TEMP bit in the GMAC_TXFIFO register becomes 1.
000b: 4 words
001b: 8 words
010b: 16 words
011b: 32 words
100b: 64 words
101b: 128 words
110b: 256 words
111b: 512 words
b10, b9 TFULLTH If the empty space in the TX FIFO buffer is below the value specified by these bits, the R/W
TFULL bit in the GMAC_TXFIFO becomes 1.
00b: 4 words
01b: 8 words
10b: 16 words
11b: 32 words
b8 Reserved These bits are read as 0. The write value should be 0. R
b7, b6 TRBMODE Controls how to write the transmission result to the GMAC_TXRESULT register. R/W
00b: The result is always written.
01b: The result is written only when an error occurred.
10b: The result is never written.
Others: Setting prohibited
b5 to b0 Reserved These bits are read as 0. The write value should be 0. R

RO1UHO753EJ0130 Rev.1.30

Dec 29, 2021

RENESAS

Page 47 of 788



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 3 Gigabit Ethernet MAC (HW-RTOS GMAC)

3.4.2.6 GMAC_RESET — Reset Register

Address:  400F 0030h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ALLRS
T

Value after reset 0 X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

TXRST|RXRST| — — — — — — — — — — — — — —

Value after reset 0 0 X X X X X X X X X X X X X X

Table 3.18 GMAC_RESET Register Contents

Bit Position Bit Name Function R/W

b31 ALLRST Resets HW-RTOS GMAC module which includes HW-RTOS GMAC registers. w
0: Performs nothing.
1: Resets the modules.

b30 to b16 Reserved These bits are read as 0. The write value should be 0. R

b15 TXRST Resets TX MAC and TX FIFO modules. w
0: Performs nothing.

1: Resets the modules.

b14 RXRST Resets RX MAC and RX FIFO modules. w
0: Performs nothing.
1: Resets the modules.

b13 to b0 Reserved These bits are read as 0. The write value should be 0. R

3.4.27 GMAC_PAUSE[m] —Pause Packet Data Register [m] (m =1 to 5)

The register is used to specify the pause packet to be sent.

Address:  400F 0080h + 4h x (m - 1)

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PPDATA[mM]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

PPDATA[m]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 3.19 GMAC_PAUSE[m] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 PPDATA[mM] Specifies 4 x m th to 4 x m - 3th bytes of the pause packet to be sent. R/W

Data is sent in LSB first order.
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3428 GMAC_FLWCTL — RX Flow Control Register

The GMAC_FLWCTL register is used to control the pause packet reception function.

Address:  400F 0098h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PPRXE| - o o o o - o _ _ _ _ _ _ _
N
Value after reset 0 X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Value after reset X X X X X X X X X X X X X X X X

Table 3.20 GMAC_FLWCTL Register Contents

Bit Position Bit Name Function R/W

b31 PPRXEN 1: Enable auto broadcast suspension in response to reception of a pause packet. R/W
0: Disable auto broadcast suspension in response to reception of a pause packet.

b30 to b0 Reserved These bits are read as 0. The write value should be 0. R

3.4.2.9 GMAC_PAUSPKT — Pause Packet Register

The GMAC_PAUSPKT register is used to control pause packet transmission.

When 1 is written to the PPR bit, transmission of a pause packet specified by GMAC PAUSE[m] registers starts. The
bit is automatically set to 0 following the completion of the transmission.

Address:  400F 009Ch

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PPR| — | — | — | = | = | — | — | = — — — — — — -

Value after reset 0 X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

Value after reset X X X X X X X X X X X X X X X X

Table 3.21 GMAC_PAUSPKT Register Contents

Bit Position Bit Name Function R/W

b31 PPR Controls Pause Packet Transmission R/W
0: Nothing is to be done.
1: Starts pause packet transmission.

b30 to b0 Reserved These bits are read as 0. The write value should be 0. R
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3.4210 GMAC_MIIM — MIIM Register

Address:  400F 00AOh

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

—_ —_ —_ —_ — |RWDV PHYADDR REGADDR

Value after reset X X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

DATA
Value after reset X X X X X X X X X X X X X X X X
Table 3.22 GMAC_MIIM Register Contents
Bit Position Bit Name Function R/W
b31 to b27 Reserved These bits are read as 0. The write value should be 0. R
b26 RWDV Read/write operation starts by writing the following value to this bit. Set also other bits R/W

at the same time.
1: Starts a write operation.
0: Starts a read operation.

After a read/write operation has started, the status of the operation can be checked by
reading the value of this bit.*'

1: Operation is completed (DATA bit is valid).
0: Waiting for the operation to complete.

b25 to b21 PHYADDR Specifies the address of the PHY to be accessed. w
Because this is a write only bit, the value read from the bit is undefined.
b20 to b16 REGADDR Specifies the register address of the PHY to be accessed. w

Because this is a write only bit, the value read from the bit is undefined.

b15 to b0 DATA Indicates write data or read data. R/W

Note 1.  After reset is released, the RWDV bit is set to 1. However, the values held by the DATA[15:0] bits at this time are not valid. To
use the RWDV bit to check the status correctly, make sure that the value is read from the bit after the operation has started.
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34211 GMAC_ADR[m]JA — MAC Address Register [m]A (m =1 to 16)
The GMAC_ADR[m]A and GMAC ADR[m]B registers are used to set MAC addresses.

A maximum of 16 addresses can be registered. Multiple addresses can be filtered by using the BITMSK][7:0] bits of the
GMAC_ADR[m]B register.

Address:  400F 0100h + 8h x (m - 1)

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

MADDR4B MADDR3B

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

MADDR2B MADDR1B

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 3.23 GMAC_ADR[m]A Register Contents

Bit Position Bit Name Function R/W
b31 to b24 MADDR4B Indicates the 4th byte from the beginning of the MAC address to be included. R/W
b23 to b16 MADDR3B Indicates the 3rd byte from the beginning of the MAC address to be included. R/W
b15 to b8 MADDR2B Indicates the 2nd byte from the beginning of the MAC address to be included. R/W
b7 to b0 MADDR1B Indicates the first byte of the MAC address to be included. R/W

3.4212 GMAC_ADR[m]B — MAC Address Register [m]B (m =1 to 16)

Address:  400F 0104h + 8h x (m - 1)

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — BITMSK

Value after reset X X X X X X X X 1 1 1 1 1 1 1 1

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

MADDRGB MADDRS5B

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 3.24 GMAC_ADR[m]B Register Contents

Bit Position Bit Name Function R/W
b31 to b24 Reserved When read, the value returned is undefined. The write value should be 0. R
b23 to b16 BITMSK Places comparative masks on a bit basis for Destination Address[7:0]. Bits [23:16] R/W
correspond to Destination Address[7:0]. Bits that are set to 0 are not subject to
comparison.

For example, if the bits BITMSK[2:0] of the mask register are set to 0, Destination
Address[2:0] are not subject to comparison. That is, the frame is included if only the
Destination Address [47:3] bits match.

b15 to b8 MADDRG6B Indicates the 6th byte from the beginning of the MAC address to be included. R/W
b7 to b0 MADDR5B Indicates the 5th byte from the beginning of the MAC address to be included. R/W
RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 51 of 788

Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 3 Gigabit Ethernet MAC (HW-RTOS GMAC)

3.4.213 GMAC_RXFIFO — RX FIFO Status Register

The GMAC_RXFIFO register is a status register that indicates the status of the receive FIFO.

Address:  400F 0200h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

RFULL | REMP | RRT RSW —

Value after reset 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

Value after reset X X X X X X X X X X X X X X X X

Table 3.25 GMAC_RXFIFO Register Contents

Bit Position Bit Name Function R/W

b31 RFULL This bit is set to 1 when the number of empty words in RX FIFO is equal to or less R
than RFULLTH. (RFULLTH is set by using the GMAC_RXMODE register.)

b30 REMP This bit is set to 1 when the number of words in RX FIFO is equal to or less than R
REMPTH. (REMPTH is set by using the GMAC_RXMODE register.)

b29 RRT This bit is set to 1 when the number of words in RX FIFO buffer is over RRTTH. R
(RRTTH is set by using the GMAC_RXMODE register.)

b28 to b17 RSW Indicates the number of data words in RX FIFO. R

b16 to b0 Reserved When read, the value returned is undefined. The write value should be 0. R
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3.4.214 GMAC_TXFIFO — TX FIFO Status Register

The GMAC_TXFIFO register is a status register that indicates the status of the transmit FIFO.

Address:  400F 0204h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TFULL | TEMP TSTATUS TRBFR — — — — — — — —

Value after reset 0 1 1 0 0 0 0 0 X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

Value after reset X X X X X X X X X X X X X X X X

Table 3.26 GMAC_TXFIFO Register Contents

Bit Position Bit Name Function R/W

b31 TFULL This bit is set to 1 when the empty space in the TX FIFO buffer is below the threshold R
set by the TFULLTH[1:0] bits of the GMAC_TXMODE register.

b30 TEMP This bit is set to 1 when the number of data words in TX FIFO is equal to or less than R
the threshold value set by the TEMPTH[2:0] bits of the GMAC_TXMODE register.

b29 to b27 TSTATUS Indicates the status of TX FIFO. The meanings of bit settings are as follows: R

100b: ACC NEW FR: TX FIFO can accept new frames.

101b: WRITE ENABLE: TX FIFO can continue to accept frame data.
110b: CMPLT: Inclusion of one frame was completed.

111b: FULL: TX FIFO is in FIFO Full status.

000b to 011b: STOP: TX FIFO is inactive (or being initialized).

b26 to b24 TRBFR Indicates the number of frames existing in the transmission result buffer. R
b23 to b0 Reserved These bits are read as 0. R
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3.4215 GMAC_ACC — TCP/IPACC Register
The GMAC_ACC register is used to control operation of the TCP/IP accelerator.

Address:  400F 0208h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

RTCPIP|TTCPIP|RTCPIP|
ACC EN EN

Value after reset X X X X X X X X X X X X X 0 1 1

Table 3.27 GMAC_ACC Register Contents

Bit Position Bit Name Function R/W
b31 to b3 Reserved These bits are read as 0. The write value should be 0. R
b2 RTCPIPACC 1: RX TCPIPACC Off R/W

Disables checksum support for the RX TCPIP accelerator. Padding in the MAC
header is inserted.

0: Checksum support for the RX TCPIP accelerator is enabled (initial value)

b1 TTCPIPEN 1: TX TCPIP Enable R/W
Enables the TX TCPIP accelerator.
0: TX TCPIP Disable
Disables the TX TCPIP accelerator. The padding in the MAC header is also
disabled, that is, there is no need to insert pad to the transmit frame.

b0 RTCPIPEN 1: RX TCPIP Enable R/W
Enables the RX TCPIP accelerator.
0: RX TCPIP Disable

Disables the RX TCPIP accelerator. Padding in the MAC header section is not
inserted.
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3.4216 GMAC_RXMAC_ENA — RX MAC Enable Register
The GMAC _RXMAC ENA register is used to control operation of the receive MAC.

Address:  400F 0220h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ |RMACE|
N
Value after reset X X X X X X X X X X X X X X X 1

Table 3.28 GMAC_RXMAC_ENA Register Contents

Bit Position Bit Name Function R/W
b31 to b1 Reserved These bits are read as 0. The write value should be 0. R
b0 RMACEN 1: Enables reception (initial value). R/W

0: Disables reception.
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3.4.217 BUFID — Receive Buffer Information Register

The BUFID register indicates information of the receive buffer (whether or not data exists, the address of the buffer
holding received data, and the number of words of data). If the reception MACDMAC has completed data transfer, the
receive buffer information is written to this register and held up to 64 pieces of information. If the receive buffer has
data, the Ethernet MACDMA reception completion interrupt (HWRTOS_ETHDMAIR Int) occurs. This interrupt stays
active until the receive buffer becomes empty (i.e. the receive buffer information is read and the NOEMP bit becomes
0).

ADDR([15:0]:
The ADDR bits cannot indicate an address in the 32-bit address space. Therefore, to access a memory mapped buffer,
use an offset of 0800 0000h.

To calculate the receive buffer Address(es):
1. Obtain the value of the ADDR bits.
2. Shift the value to the left by 11 bits.
3. Add an offset of 0800 0000h.

WORDI[11:0]:
The number of words indicated by the WORD bits includes the number of words in the receive frame information.
Therefore, the start address of the receive frame information is calculated as follows.

To calculate the start address of the receive frame information:

1. Obtain the value of the WORD bits.

2. Shift the value to the right by 16 bits.

3. Add the number of words shifted in step 2 to the receive buffer address as an offset.
4

Negatively offset the value by 2 words (the size of the receive frame information).

Address:  400F 1100h

Bit  b31 b30 b29 b28  b2711  b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

NOEMP| — VALID WORD

Value after reset 0 X X 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

ADDR
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 3.29 BUFID Register Contents
Bit Position Bit Name Function R/W
b31 NOEMP 1: The receive buffer has data. R
0: The receive buffer has no data.
b30, b29 Reserved These bits are read as 0. The write value should be 0. R
b28 VALID 1: The receive data is valid. R
0: The receive data is invalid.
b27 to b16 WORD Number Of Words In Receive Data (including receive MAC information) R
b15 to b0 ADDR Receive Buffer Address (bits 26 to 11) R
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3.5 Operation

3.51 Initialization

The initialization sequence in this section is an example for preparation of system environments for using HW-RTOS
GMAC under configuration below.

HW-RTOS GMAC configuration of this example:
e HW-RTOS GMAC is connected to the management port of Advanced 5port Switch (ASPSW).

HW-RTOS GMAC
INITIALIZATION START

A4

Initial settings of HW-RTOS GMAC | yjtial settings of HW-RTOS GMAC
(See the next section)

Y

Initialize the buffer RAM -
Initialize the buffer RAM
(See the Buffer Allocator section) taliz u

y

HW-RTOS GMAC
INITIALIZATION END

Figure 3.2 Initialization of HW-RTOS GMAC (Flowchart)
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(1) Initial Settings of HW-RTOS GMAC

First of all, use HW-RTOS and HW-RTOS GMAC reset register (RTOSRST) of R-IN Engine Accessory Register to
release reset state.

Execute procedures listed below to set up the hardware functions.

The procedure for setting up the HW-RTOS GMAC:

(1) Release a protect of RTOSRST register by RINSPCMD register of R-IN Engine Accessory Register.
(2) Release a reset of HW-RTOS and HW-RTOS GMAC module by RTOSRST register.

(3) Get a protect of RTOSRST register by RINSPCMD register.

(4) Set 0000 0003h in the COTYPE register.

(5) Set 0000 0003h in the COSTAT register.

(6) Set 0000 8004h in the CMD register.

(7) Wait until 8000 0000h is read from the RO register. Afterwards, dummy-read the R1 register.

(8) Set 8000 0000h in the GMAC_RESET register to reset HW-RTOS GMAC module.

CAUTION

When using the hardware OS accelerator function, the above settings (1) to (7) are not required since it is controlled by
setting up the OS accelerator function.

After the completion of setup, make initial settings in the registers below.
® MAC address register
® Mode register
¢ TX MODE register
¢ RX MODE register
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3.5.2 Hardware Functions (HWF)

A hardware function (HWF) is defined as a function for reducing the load on the CPU, such as a DMAC or Ethernet
communications accelerator.

HWEF consists of a combination of hardware modules which are divided by function, and an overall function is defined
for the set of individual hardware modules.

The following three functions are defined as hardware functions:
¢ Buffer allocator

e MAC DMA controller

¢ Buffer RAM DMA controller

The figure below is a block diagram of these hardware functions in context. Solid lines in the figure indicate the flow of
data, while broken lines indicate a command interface with the hardware function.

Data CPU
RAM (Cortex-M3)
A
\ A
AHB
A A
Bus Bridge Hardware Eunctlon Call
Registers
A
Y
Hardware Function Bus
A
Buffer Buffer MAC Ethernet
RAM Allocator DMAC MAC
DMAC Buffer 1
RAM
A
Y Y A A
Communication Bus
Figure 3.3 Block Diagram of the Hardware Functions
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3.5.21 Processing Flow

(1) Flow of Processing for Issuing the Hardware Function Call

If you are using a hardware function, follow the flowchart below to issue the hardware function call.

START

Disable HW-RTOS interrupt (HWRTOS_Int)*'

i

Set parameters for the hardware function call
(Hardware function argument registers: R4-7)

l

Issue the hardware function call
(Hardware function system call register: SY SC)

N
v

Read the RO register

RO[29] == 1?

Read the R1 register

i

Enable HW-RTOS interrupt (HWRTOS_Int)*'

END

Note 1.  The interrupt control process is necessary only if HW-RTOS is used.

Figure 3.4 Flow of Processing for Issuing the Hardware Function Call

CAUTION

If the hardware real-time OS is prohibited from dispatching, issuing hardware function call is failed.
In this case, bits [15:0] of return value register RO indicates FFE7h.
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3.5.2.2 Buffer Allocator

(1) Functional Overview
The buffer allocator is a module for controlling the buffer RAM.

The buffer RAM is a communications buffer to improve throughput in Ethernet transfer. Although the buffer RAM has
128 Kbytes, an area of 128 Mbytes is used as the logical space for the dynamic securing and releasing of memory space
by the buffer allocator.

To use the buffer RAM, secure the required area (hereafter “buffer”) beforehand, and then issue the hardware function
calls provided for the buffer allocator. When CPU or MAC DMA controller writes to an area which has not been
secured, an interrupt happens. When buffer RAM DMA controller has access to an area which has not been secured,
two types of operation happen. The one is an interrupt and the other one is to return an exception code on RO register.
These operation depend on hardware function call.

To reuse a buffer after having secured it, the buffer must be released after it has been used.
The outline of the functions is as follows:

¢ A long buffer of up to 2048 bytes and short buffer of up to 512 bytes are available.

e When securing a buffer, the size is specified in bytes.

® When releasing a buffer, the size can be specified for the whole area or as the location of a byte (the part of the buffer
from that address is released).

The segments which constitute a buffer are of 128 bytes each. The buffer allocator controls each of these 128 bytes
segments, and connect these segments in response to hardware function calls to provide these as buffers. Addresses are
seen as continuous across contiguous segments.

Address where the buffer starts >
Segment 0
Segment 1
Segment 2

Address where the buffer ends >

l—— [fan unused area is accessed,
an exception will occur.
Figure 3.5 Method of Controlling a Buffer
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(2) Initializing

For normal operation of the ECC circuit, it is necessary to initialize the buffer RAM.

RAM initialize:

ECC error correction cannot be enabled before initializing the buffer RAM.

A

fter the initializing sequence below, set ECC_ENABLE bit of RAMEDC register to 1 to enable ECC error correction.

Initializing sequence for the buffer RAM:

1.

2
3
4,
5
6

Get the buffer of 2048 byte by HWFNC LongBuffer Get.

Read data from the long buffer area.

Write the read data to the same address.

Repeat 64 times from step 1 to step 3 to refresh syndrome value of ECC of 128 Kbyte area.
Release the buffer of 2048 byte by HWFNC_ Buffer Release.

Repeat 64 times step 5 to release all buffers.

(3) Buffer Control Operation

In this section, short and long buffers are collectively referred to as “buffers”. A short buffer has up to four segments

and a long buffer has up to 16 segments.

Short Buffer Long Buffer
A y'y
Segment Segment
Segment Segment
Up to four segments
Segment Up to 16 segments
A 4
Segment
A 4

Figure 3.6 Buffer Structure

(a) Acquisition of Buffers (HWFNC_ShortBuffer_Get, HWFNC_LongBuffer_Get)

Buffers can be acquired by issuing an HWFNC_ShortBuffer Get or HWFNC LongBuffer Get hardware function
call.

The size of the buffer is specified in bytes when calling these hardware functions. The number of bytes does not have
to reach a segment boundary. The value returned is the address where the buffer starts.
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The maximum numbers of short and long buffers that can be acquired are as listed in Table 3.30. Even if fewer
short and long buffers are acquired than the maximum, acquisition will fail if the total size of buffers of both sizes
exceeds the maximum size imposed by the 128 Kbytes of buffer RAM.

Table 3.30 Number of Buffers that can be Acquired

Buffer Type Maximum Number of Buffers that can be Acquired Remarks
Short buffer 128 Up to 512 segments (= 64 KB)
Long buffer 64 Up to 1024 segments (= 128 KB)

The address structure of buffers is shown below. When a buffer is acquired, the function returns the address range
from 0C00 0000h to OFFF FFFFh and 0800 0000h to OBFF FFFFh for a long buffer and short buffer, respectively.

[31] [25] [24] [18] [17] [11] (10]  [8] [0]
Lona Buffer | 0000110 [ LLID 0000000 Offset
9 (7 bits) (6 bits) (7 bits) (11 bits)
0000 100 SBID 000000000 Offset
Short Buffer (7 bits) (7 bits) (9 bits) (9 bits)

Figure 3.7 Buffer Structure

If a short buffer is acquired, bits [24:18] are given an SBID (short buffer ID), which is used as an identifier for the
buffer. The buffer area is allocated with the offset field as 0 to indicate the address where the buffer starts.

If a long buffer is acquired, bits [23:18] are given an LLID (linked long buffer ID), which is used as an identifier for
the buffer. The buffer area is allocated with the offset field as 0 to indicate the address where the buffer starts.

(b) Releasing a Buffer (HWFNC_Buffer_Release)

The whole area of an acquired buffer can be released by calling the HWFNC Buffer Release hardware function.
When calling the hardware function, specify the address where the acquired buffer to be released starts.

(c) Releasing Part of a Buffer (HWFNC_Buffer_Return)

By calling the HWFNC Buffer Return hardware function, desired bytes can be released, starting from the location of
a byte within the acquired buffer. This is provided for efficiency in using the space; for example, when a frame is
received, another resource can use the area obtained by releasing the area following the end of the received frame
data. When executing this system call, the addresses where the buffer and the space to be released start must be given
as arguments.

(d) Testing Memory and Initializing Buffers

Since it is not allocated at the time of a reset, buffer RAM is neither writable nor readable in that situation.
Accordingly, to test the memory, execute the HWFNC LongBuffer Get system call, etc., to secure the full capacity
of the buffer RAM and make that memory available for access. This enables subsequent checking of the memory and
initializing its contents.

(e) List of Hardware Function Calls
The table below lists the hardware function calls.

If an argument of a hardware function call is invalid, an invalid system call error code is returned in the return value
register, RO.
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Table 3.31 HWFNC_LongBuffer_Get
Name HWFNC_LongBuffer_Get

Function Acquires a long buffer for use in the transmission and reception of frames. A buffer can be acquired
with any size in bytes between 1 and 2048. Long buffers are mainly used to hold the data sections of
frames. The address where the acquired buffer starts is returned in R1 as the value returned.

Command register

SYSCI[15:0] 5000h
Argument registers
R4[15:0] Buffer Length Required buffer length. Unit: bytes. 1 to 2048
R4[23:16] Reserved Always 0
R4[31:24] Unused
R5[31:0] Unused
R6[31:0] Unused
R7[31:0] Unused
Return value registers
RO[1:0] Result 00b or 01b, and RO[29] = 1: Success
10b: Invalid system call
11b: The buffer is insufficient
R0[28:2] Unused All 0
RO0[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO[31:30] Unused All 0
R1[31:0] First logical address of the buffer [31:27] 00001b
[26:24] 100b
[23:18] LLID
[17:0]0
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Table 3.32 HWFNC_ShortBuffer_Get
Name HWFNC_ShortBuffer_Get
Function Acquires a short buffer for use in the transmission and reception of frames. A buffer can be acquired

with any size in bytes between 1 and 512. Short buffers are mainly used to hold the header sections of
frames, the data sections of ICMP and MAC management frames, etc. The address where the
acquired buffer starts is returned in R1 as the value returned.

Command register

SYSC[15:0] 5006h
Argument registers
R4[15:0] Buffer Length Required buffer length. Unit: bytes. 1 to 512
R4[31:16] Reserved
R5[31:0] Unused
R6[31:0] Unused
R7[31:0] Unused
Return value registers
RO[1:0] Result 00b, 01b: Success
10b: Invalid system call
11b: The buffer is insufficient
R0[28:2] Unused AllO
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO[31:30] Unused AllO
R1[31:0] First logical address of the buffer [31:27] 00001b
[26:25] 00b
[24:18] SBID
[17:0]0
Table 3.33 HWFNC_Buffer_Release
Name HWFNC_Buffer_Release
Function Releases an acquired long or short buffer.

Command register

SYSC[15:0] 5001h
Argument registers
R4[31:0] Buffer Length First logical address of the buffer to be released.
The value is returned in R1 following a call of
HWFNC_LongBuffer_Get or
HWFNC_ShortBuffer_Get.
R5[31:0] Unused
R6[31:0] Unused
R7[31:0] Unused
Return value registers
RO[1:0] Result 00b, 01b: Success
10b: Invalid system call
11b: A buffer is not definable at the given address.
RO[28:2] Unused AllO
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO[31:30] Unused AllO
R1[31:0] Unused AllO
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Table 3.34 HWFNC_Buffer_Return
Name HWFNC_Buffer_Return

Function Releases some of the latter half of an acquired short or long buffer. Specifying the location where the
address range to be released starts leads to the release of the part of the buffer beginning at that
address. The address can be set as any byte. This HWF is for the efficient use of buffer resources, for
example when a received frame is short.

Command register
SYSC[15:0] 5002h

Argument registers

R4[31:0] First logical address of the buffer First logical address of the buffer to be released.
The value is returned in R1 following a call of

HWFNC_LongBuffer_Get or
HWFNC_ShortBuffer_Get.

R5[31:0] First logical address of a part of buffer to be First logical address of a part of buffer to be released

released (the part of buffer at addresses beginning from this
address is released).

R6[31:0] Unused

R7[31:0] Unused

Return value registers

RO[2:0] Result 000b, 001b: Success
010b: Invalid system call
011b: A buffer address specified by R4 has not

been defined.
100b: The part of the buffer at the address
specified by R5 has already been released.

R0[28:3] Unused All 0

RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed

RO[31:30] Unused All0

R1[31:0] Unused All 0
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3.5.2.3 MAC DMA Controller

(1) Functional Overview
The MAC DMA controller is used to transfer data between the buffer RAM and Ethernet MAC.

In transmission, the DMAC transfers data to be transmitted from the buffer RAM to the Ethernet MAC; in reception,
the DMAC transfers data received by the Ethernet MAC to the buffer RAM.

This allows improved throughput for communications.

Figure below is a block diagram of the MACDMAC in context and the respective interrupt signals.

' RxFIFO Status

| Register

' t

: » Rx FIFO overflow
@_. Rx o R |, Rx MACDMA error

MAC FIFO Rx  ——» Rx MACDMA completed

' » MAC | — Rx Frame valid

: DMA > Rx Frame error

| |

BUFID —>

| Register Buffer

| — RAM

|

|

' Tx <

| < MAC |—— Tx MACDMA completed
@ Tx Tx DMA —— Tx MACDMA error

| MAC FIFO » Tx MAC completed

| » Tx FIFO overflow

| v_ v

| TxFIFO Status TXID/TXRESULT |

| Register Register Tx FIFO error

Figure 3.8 Block Diagram of the MACDMAC in Context and Interrupt Signals
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(2) DMA for the Reception MAC

The figure below shows an outline of processing by the reception MACDMAC. A hardware function call
(HWFNC_MACDMA_RX Enable) must be issued to enable operation of the reception MACDMAC. The reception
MACDMAC remains active until HWFNC MACDMA RX Disable is issued.

While active, the reception MACDMAC constantly monitors the state of the MAC Rx FIFO. When the FIFO holds a
received frame, the reception MACDMAC sends a request for the acquisition of a long buffer (2048 byte) to the buffer
allocator. Once the long buffer has been acquired, the reception MACDMAC reads data from the MAC Rx FIFO and
writes the data sequentially from the start of the acquired long buffer.

After the completion of the full transfer of one frame, the reception MACDMAC writes the number of received words
(one word: 32 bits) and the first logical address of the buffer to the BUFID register as information on reception. The
information written to the BUFID is described in section “Receive Buffer Information Register (BUFID)”.

The BUFID can be read by the CPU and is capable of holding up to 64 pieces of information.

HWFNC_MACDMA_RX_Enabie
HWFNC_MACDMA_F_Disabie
SYSC
Reg
r
ERROR intermunt |
Long buter request FUX_VALID Intermupt |
ntermupt
Butter THERR emat C-:untroIEar
Allocator SUMET 0AMEEE e Complete imemupt |
mecepton gl RXINFO feomse | | BUFFID
MAC il e =
DMAG -
Address Siatus
Buffer a4
- Read Recaption
Memory | Recalved data Recaived data FIFD
< S G MAC

Figure 3.9 Outline of Processing by the Reception MACDMAC
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(a) Description of the Individual Functions of the MAC DMA Controller

e Partial release of buffer space
The reception MACDMAC automatically releases an unused area that has no received data in the last buffer to
have been acquired (buffer return function call). However, if the unused area is no larger than 128 bytes (one
segment), buffer return does not proceed. Buffer return is a function call to release part of the secured buffer area
and differs from the buffer release function call that releases the whole area of a secured buffer.

Full release of the buffer
If the following conditions are satisfied, the reception MACDMAC automatically releases the acquired buffer
(calls the buffer release function).

(1) The result of executing the function call for the buffer acquisition request was failure (the buffer has no
unused area).

(2) The result of analyzing the Rx frame information is that the received frame is invalidated by
HWFNC _MACDMA RX Control.

(3) HWFNC_MACDMA RX Disable is executed under the following condition:
The number of received words is not greater than 4092 words

In the above cases (1) and (2), all received frames are discarded and the buffer is released. In case (3), the received
frames are not discarded (data resides in the MAC Rx FIFO) but only the release of the buffer is executed, after
which the reception MACDMAC is immediately disabled. In any of cases (1), (2), and (3), the result of reception
is not written to the BUFID.

e Generation of an error interrupt
An error interrupt is issued in response to detection of the reception MACDMAC having failed to continue
operation for reception for some reason or data not having been received correctly. The source of an error interrupt
can be checked by executing the hardware function call HWFNC _MACDMA RX Errstat.
For details, see “List of hardware function calls”.

e Generation of reception completed interrupts
If the BUFID has information on the reception of one or more frames, the reception completed interrupt goes to its
active level. The reception completed interrupt remains active as long as the BUFID register is not empty; that is, it
has information on the reception of one or more frames.
The reception completed interrupt is de-asserted when the BUFID is read and becomes empty.

¢ Judging whether a received frame is valid or invalid
Judgment of whether a received frame is valid or invalid leads to an HWRTOS ETHRFI Int (valid frame
reception) or HWRTOS ETHRFE Int (error frame reception) interrupt being issued.
Each interrupt has more than one source and the generation of interrupts is enabled for all sources in the initial
state.
A specified source can be disabled by executing HWFNC MACDMA RX Control. The frame which corresponds
to the disabled source is discarded by full release of the buffer.
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Figure 3.10 Conceptual Diagram of Judging Whether a Received Frame is Valid or Invalid

(b) Usage

¢ Procedure for Reading and Releasing Buffers
A buffer which has received data must always be released after use. An example of the procedure is given below.

Example of reading and releasing a buffer
(1) Read the BUFID register.
(2) Shift the bits [27:16] read from BUFID 16 bits to the right to obtain the number of received words.

(3) The bits [15:0] read from the BUFID are bits [26:11] of the address where the acquired buffer starts.
The individual bits of the address where the acquired buffer starts are configured as follows.

[31:27]: 00001b
[26:11]: Equivalent to the bits [15:0] in the BUFID
[10: 0]: Always 0
(4) After using the buffer, specify the start address as an argument and issue the buffer release function call to
release the buffer.
® Procedure for processing in response to an error interrupt

An example of the recommended procedure for processing in response to an error interrupt is given below.

The value of RO[7:0] obtained by the HWFNC_MACDMA_RX ERRSTAT function call is hereafter called bits

[7:0] of the result of reading the error state.

(1) Bit [3] of the result of reading the error state = 1
A function call to forcibly end MACDMA Rx has been executed.

(a) Ifbit [0] of the result of reading the error state = 1, proceed to step 3).

(b) Ifbits [2:0] of the result of reading the error state have the value 4 or 0, the interrupt source is the
forced termination of reception while it was in progress and this does not represent a problem. Since
the received frames are all discarded and the information is not written to the BUFID, nothing is done,
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so simply return to normal processing. The reception MAC FIFO may still have frame data that was
received, but in such cases, the hardware automatically discards that data before the next round of
reception starts.

(2) Bit [2] of the result of reading the error state = 1
The size of the frame is at least 4096 words.

(a) Ifbit [0] of the result of reading the error state = 1, proceed to step 3).
(b) Received data are all stored. The start address is obtained by reading the BUFID.

(c) Buffers that are no longer required are released according to the method given as example (above:
“Procedure for reading and releasing buffers”).

(d) Returns to normal processing.

(3) Bit[0] of the result of reading the error state = 1
The remaining capacity of the buffer is insufficient.

(a) Ifbit [2] of the result of reading the error state = 1 (the size of the received frame is at least 4096
words) is satisfied at the same time, the buffer capacity is considered temporarily insufficient, so
nothing is done.

(b) If the remaining capacity of the buffer is considered insufficient, the buffer is released to provide
space.

(¢) Return to normal processing. Note that received frames may have been lost during this period.
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(c) List of Hardware Function Calls
The table below lists the hardware function calls.

If an argument of a hardware function call is invalid, an invalid system call error code is returned in the return value
register, RO.

Access to an access prohibited area (an area other than the buffer RAM, etc.) while the hardware function call is
running leads to the return of an exception code in the return value register RO.

Table 3.35 HWFNC_MACDMA_RX_Enable

Name HWFNC_MACDMA_RX_Enable

Function Enables DMA for the reception MAC, that is, the transfer of data to the buffer memory from the FIFO.
As long as the reception DMAC is enabled, transfer starts automatically whenever the FIFO within the
MAC collects received frames. Since the DMAC executes Get Buffer at this time, the buffer memory is
automatically acquired.

Command register

SYSC[15:0] 5101h
Argument registers
R4[31:0] Unused
R5[31:0] Unused
R6[31:0] Unused
R7[31:0] Reserved Always 0
Return value registers
RO[0] Result 0: Success
1: Invalid system call
RO[28:1] Unused All0
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO0[31:30] Unused All 0
R1[31:0] Unused AllO
CAUTION

e |f this hardware function is called while it is not disabled (this function call is already being executed) or this hardware
function is called while a buffer return or release operation is in progress after reception has been suspended, the
result is an invalid system call.

® The number of bytes to be transferred at a time is from 4 to 2048 bytes. Exceeding this range leads to the generation
of an exception.
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Table 3.36 HWFNC_MACDMA_RX_Disable

Name

HWFNC_MACDMA_RX_Disable

Function

Disables DMA for the reception MAC.

When forced reset is enabled, the data being received are discarded and information on reception is
not stored in the BUFID register. At this time, the buffer is automatically released.

When forced reset is disabled, the buffer is not automatically released.

Command register

SYSC[15:0] 5102h
Argument registers
R4[0] Forced reset 0: This function is disabled while reception is in
progress.
1: If the reception DMAC is enabled, it is disabled
even if reception is in progress (the reception
DMAC is forcibly reset).
Nothing is done if the reception DMAC is
already disabled.
R4[31:1] Unused
R5[31:0] Unused
R6[31:0] Unused
R7[31:0] Reserved Always 0
Return value registers
RO[1:0] Result 00b: Success
01b: Invalid system call (the buffer is in use or
reception is suspended)
10b: The function cannot be disabled since
reception is in progress. (only if forced reset is
enabled)
11b: The function has already been disabled. (only
if forced reset is enabled)
R0[28:2] Unused All 0
RO0[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO0[31:30] Unused All 0
R1[31:0] Unused All 0
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Table 3.37 HWFNC_MACDMA_RX_Control
Name HWFNC_MACDMA_RX_Control
Function Controls enabling or disabling of the interrupt source corresponding to bits [8:0] of the received frame
information.
Command register
SYSC[15:0] 510Bh

Argument registers

R4[8:0] Interrupt source Controls enabling or disabling of the interrupt source
corresponding to each bit.
0: Interrupts disabled
1: Interrupts enabled (initial value)
R4[31:9] Unused
R5[31:0] Unused
R6[31:0] Unused
R7[31:0] Unused
Return value registers
RO[0] Result 0: Success
1: Invalid system call
RO[28:1] Unused All0
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
R0O[31:30] Unused All0
R1[31:0] Unused AllO
Table 3.38 HWFNC_MACDMA_RX_Errstat
Name HWFNC_MACDMA_RX_Errstat
Function Obtains error interrupt sources for the reception MACDMAC.

Command register

SYSC[15:0] 510Dh

Argument registers

R4[31:0] Unused

R5[31:0] Unused

R6[31:0] Unused

R7[31:0] Unused

Return value registers

RO[3:0] Result [0]: Buffer Get fails
[1]: Always O
[2]: Rx data size is over 4096 words (16 KB)
[3]: HWFNC_MACDMA_Rx_Disable was issued with
forced reset was enabled.

R0[28:4] Unused All 0

RO0[29] Complete 0: Hardware function call not completed

1: Hardware function call completed
RO0[31:30] Unused All 0
R1[31:0] Unused All 0
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(3) DMA for the Transmission MAC

(a) Usage

The transmission MACDMAC uses descriptors. The descriptors are located in the buffer memory. That is, the
software must acquire a buffer for the descriptor by issuing using a hardware function call before DMA can be set up.
This buffer can be long or short. One buffer can hold multiple descriptors.

A transmission descriptor is shown in detail in figure below, Transmission Descriptor. Note that a descriptor must
start on a 64-bit boundary. If it is not on a 64-bit boundary, the result of trying to use it is in an invalid system call.

A descriptor is formed in a succession of a 32-bit address and a 32-bit transfer byte count. Address FFFF FFFFh
indicates the end of a descriptor. The address field of a descriptor indicates the transmission start address, and the
byte count indicates the number of bytes to be transmitted from that address.

The DMAC reads the first pair of address and byte count in a descriptor, and then writes the specified data to
transmission MAC FIFO. After that, the DMAC reads the next pair of address and byte count, and then writes the
specified data to the transmission MAC FIFO. The DMAC continues this processing until it reads the end of the
descriptor (FFFF FFFFh).

Source start addresses in the descriptor can be specified in units of bytes. The size of data to be transmitted can be
specified in units of bytes. If the data writing point in the transmission FIFO is not at a word boundary, the DMAC
automatically inserts padding.

The transmission MACDMAC starts when a function call HWFNC MACDMA TX_ Start is issued. When this
function call is issued, the start address of the transmit descriptor must be specified in the argument register R4.

Note that if the address field is not FFFF FFFFh and 0 is specified in the descriptor byte count field, the DMAC
ignores the address field and does not perform transmission. In this case, DMA reads the next descriptor.

If the value of an address field is incorrect (for example, the address is outside the buffer area) or the number of
transfer bytes is incorrect (for example, continued access causes a buffer area overflow), a MACDMA transmission
error interrupt occurs.

211 [m
#— 84-bit boundary
Address
la T Reserved —[ Mumber of bytes (14 bits)
Address
- -|- Reserved -|- Mumber of bytes (14 bits)
Release Bit
Address
-|- Reserved -|- Mumber of bytes (14 bits)
FFFF FFFFh
Figure 3.11 Transmission Descriptor
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(b) Automatic Release of the Buffer
If the release bit of the transmission descriptor is 0, no buffer is released.

If the release bit is 1, the transmission MACDMAC uses a buffer release function call to automatically release a
buffer from the buffer area whose start address is indicated by the relevant descriptor after completion of
transmission.

(c) Example of Operation

The figure below shows an example of operation for transmission by combining multiple buffers for use by the
transmission MACDMAC.

Two independent buffers of buffer 1 and buffer 2 are combined for transmission by the transmission MACDMA by
allocating transmission descriptors at the consecutive 64-bit boundary addresses.

The area labelled “Unused” means that the data end before the end of the segment (that is, it does not end at the 128-
byte boundary).

In transfer, the start address of transmit data need not necessarily be the start of the buffer.

Buffert Buffer2
Single buffer _ Single buffer
Seg 32 Seg 33 Seg M Seqg 35
T ¥
Data Data | 3 Crata Data | 2
5 =
> Combined by the transmission MACDMAC

Figure 3.12 Example of Transmission as One Frame by Combining Multiple Buffers
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(d) List of Hardware Function Calls
The table below lists the hardware function calls.

If an argument of a hardware function call is invalid, an invalid system call error code is returned in the return value
register, RO.

When error happens during hardware function call operation, the MACDMA transmission error causes an interrupt.

Table 3.39 HWFNC_MACDMA_TX_Start
Name HWFNC_MACDMA_TX_Start
Function Transfers data from the buffer memory to the FIFO for Ethernet MAC. The address where the

transmission descriptor starts is set in R4. When transfer ends, an interrupt is generated. The number

of bytes to be transferred at a time is from 1 to 2048 bytes.

Command register

SYSC[15:0] 5100h
Argument registers
R4[31:0] Address of the descriptor Address of the transmission descriptor
R5[31:0] Unused
R6[31:0] Unused
R7[31:0] Reserved Always 0
Return value registers
RO[1:0] Result 0: Success
1: Invalid system call
RO[28:2] Unused All0
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
R0O[31:30] Unused All0
R1[31:0] Unused AllO
Table 3.40 HWFNC_MACDMA_TX_Errstat
Name HWFNC_MACDMA_TX_Errstat
Function Obtains error interrupt sources for the transmission MACDMAC

Command register

SYSC[15:0] 510Ch

Argument registers

R4[31:0] Unused

R5[31:0] Unused

R6[31:0] Unused

R7[31:0] Unused

Return value registers

RO[1:0] Result [0]: Memory Access Violation
[1]: Memory Access Timeout or Descriptor Error or
Automatic release buffer Error

R0[28:2] Unused AllO

RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed

RO[31:30] Unused AllO

R1[31:0] Unused AllO
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3.5.24 Buffer RAM DMA Controller

(1) Functional Overview

The buffer RAM DMA controller transfers data between the buffer RAM and data RAM or the buffer RAM and buffer
RAM. It is used to transfer data for transmission by the MACDMAC to the buffer and to transfer data received by the
MACDMAC to the data RAM.

(2) DMA Transfer

Control of the buffer RAM DMA controller for each form of transfer is described below.

(a) Transfer between the Buffer RAM and the Data RAM

Calling the HWFNC Direct Memory Transfer hardware function starts transfer between the buffer RAM and data
RAM. After calling the function, confirm its completion by reading bit 29 of the RO register. At this time, DMA
transfer has been completed.

(b) Replacing Data in the Buffer RAM or Data RAM

By executing the hardware function HWFNC_ Direct Memory Replace, an area in the buffer RAM or data RAM can
be overwritten by a desired 32-bit data pattern.

The start and end of the area to be written must be on 128-bit boundaries so the amount of data written must be a
multiple of 128 bits. After calling the function, confirm its completion by reading bit 29 of the RO register. At this
time, writing of the data pattern has been completed.

(c) Transfer from the Buffer RAM to the Buffer RAM

By executing the hardware function HWFNC INTBUFF _DMA_Start or HWFNC INTBUFF _DMA_Start
(descriptor), data can be transferred from the buffer RAM to the buffer RAM. After calling the function, confirm its
completion by reading bit 29 of the RO register. However, DMA transfer has not been completed at this time. Check
the completion of DMA transfer by means of the InterBuffer DMA transfer complete interrupt.
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(d) List of Hardware Function Calls
The table below lists the hardware function calls.

If an argument of a hardware function call is invalid, an invalid system call error code is returned in the return value
register, RO.

When error happens during hardware function call operation, HWFNC Direct Memory Transfer or
HWFNC _Direct Memory_ Replace returns exception code on the return value register RO, while
HWFNC_INTBUFF DMA _ Start or HWFNC INTBUFF_DMA _Start (Descriptor) causes an interrupt by exception.

Table 3.41 HWFNC_Direct_Memory_Transfer

Name HWFNC_Direct_Memory_Transfer

Function Transfers data from the data RAM to the buffer RAM or from the buffer RAM to the data RAM.

Data cannot be transferred from the buffer RAM to the buffer RAM. For transfer from the buffer RAM
to the buffer RAM, use HWFNC_INTBUFF_DMA_Start (however, data transfer from the data RAM to
the data RAM is possible).

Command register
SYSCI[15:0] 5211h

Argument registers

R4[31:0] Source address Specifies the address where the source area for
transfer starts.

R5[31:0] Destination address Specifies the address where the destination area for
transfer starts.

R6[31:0] Transfer size Specifies the number of bytes for transfer.

R7[31:0] Unused

Return value registers

RO[1:0] Result 00b: Success

01b: Invalid system call (transfer from the buffer
RAM to the buffer RAM has been specified)

10b: An exception has occurred

RO[28:2] Unused AllO
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO[31:30] Unused AllO
R1[31:0] Address where the exception occurred When an exception has occurred, this is the address

where it occurred. In other cases, all Os.
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Table 3.42 HWFNC_Direct_Memory_Replace
Name HWFNC_Direct_Memory_Replace
Function Replaces the specified memory area in the data RAM or buffer RAM with a defined data pattern. The

number of words to be written must be at least four.

Command register

SYSC[15:0]

5212h

Argument registers

R4[31:0]

Data Pattern

Specifies the data pattern for writing.

R5[31:0] Start address Specifies the address where the destination area for
writing starts.
R6[31:0] Number of words Specifies the number of words to be written.
R7[31:0] Unused
Return value registers
RO[1:0] Result 00b: Success
01b: Invalid system call
The set address was specified in byte units or
the setting for the number of words to be
transferred is three or fewer.
10b: An exception has occurred.
R0[28:2] Unused All 0
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO0[31:30] Unused All 0
R1[31:0] Address where the exception occurred When an exception has occurred, this is the address
where it occurred. In other cases, all Os.
Table 3.43 HWFNC_INTBUFF_DMA_Start
Name HWFNC_INTBUFF_DMA_Start
Function Transfers data in the buffer memory. The source area for transfer starts at the address set in R4, the

destination area for transfer starts at the address set in R5, and the number of bytes for transfer is set
in R6. When transfer ends, an interrupt is generated.

Command register

SYSC[15:0]

5104h

Argument registers

R4[31:0]

Source address

Specifies the address where the source area for
transfer starts.

R5[31:0] Destination address Specifies the address where the destination area for
transfer starts.
R6[15:0] Number of bytes for transfer Specifies the number of bytes for transfer.
R6[31:16] Unused
R7[31:0] Reserved Always 0
Return value registers
RO[0] Result 0: Success
1: Invalid system call
RO[28:1] Unused AllO
RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed
RO[31:30] Unused AllO
R1[31:0] Unused All O
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Table 3.44 HWFNC_INTBUFF_DMA_Start (Descriptor)
Name HWFNC_INTBUFF_DMA_Start (Descriptor)
Function Transfers data in the buffer memory.

When transfer ends, an interrupt is generated. This function requires a descriptor instead of an

address and size as an argument.

Command register

SYSC[15:0]

5114h

Argument registers

R4[31:0]

Address where the transfer source descriptor
starts

Specifies the address where the transfer source
descriptor starts.

R5[31:0] Address where the transfer destination Specifies the address where the transfer destination
descriptor starts descriptor starts

R6[31:0] Unused

R7[31:0] Reserved Always 0

Return value registers

RO[0] Result 0: Success
1: Invalid system call

RO[28:1] Unused All 0

RO[29] Complete 0: Hardware function call not completed
1: Hardware function call completed

RO[31:30] Unused All 0

R1[31:0] Unused All 0

CAUTION

® The structure of the descriptor is the same as for the MACDMAC, but the function does not automatically release the

buffer.

o |f transfer size written in the source descriptor is differ to the one in the destination descriptor, the source descriptor

side is high priority. When the sizes specified for the source and destination differ, the operation is as follows:

— The transfer size in the source descriptor < The transfer size in the destination descriptor — The size in source
descriptor is used with no problem.

— The transfer size in the source descriptor > The transfer size in the destination descriptor — An exception may

occur.
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3.5.3 Interrupts

The interrupts that the Ethernet MAC generates are described below.

Table 3.45 Interrupts related to Operations for Transmission
Interrupt Name Symbol Conditions for Asserting and De-asserting Interrupts
TX FIFO underflow HWRTOS_ETHTFIU_Int  This interrupt is generated when the transmission size specified in the

descriptor and transmission frame control information are different. At
this time, transmission does not proceed. Retransmit after fix the settings
of the descriptor or the transmission frame information.

Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required

TX FIFO error interrupt HWRTOS_ETHTFIE_Int  This interrupt is generated when information is further updated while the
GMAC_TXID/GMAC_TXRESULT register is holding the maximum
number of items of information (four). Take care that the oldest of the
retained information will have been overwritten when this error occurs.
Reading the GMAC_TXID/GMAC_TXRESULT register until the value of
the GMAC_TXFIFO.TRBFR bit becomes 0 leads to clearing of the
retained information and restoring normal operation.

MACDMA transmission error HWRTOS_ETHDTIE_Int  This interrupt is generated when transmission MACDMA faces an error.
There are several factors for the error, the error information is provided
by HWFNC_MACDMA_TX_Errstat.

Retransmit after fix the settings of the transmission descriptor.
Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.

MACDMA transmission HWRTOS_ETHDMAIT_Int This interrupt is generated when DMA transfer from the buffer RAM to

complete the transmission MAC FIFO is completed. At this time, DMA transfer has
been completed but Tx MAC transmission has not been completed yet.
Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.

transmission complete interrupt HWRTOS_ETHIT _Int This interrupt occurs when operations for communications by the
transmission MAC are completed.
Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.
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Table 3.46 Interrupts related to Operations for Reception

Interrupt Name Symbol Conditions for Asserting and De-asserting Interrupts

MACDMA reception completion HWRTOS_ETHDMAIR_Int This interrupt is generated when MACDMA reception is successfully
completed.

It remains active until the BUFID register becomes empty of information
on reception.

The interrupt source is de-asserted when the BUFID is read and it
becomes empty.

MACDMA reception error HWRTOS_ETHDRIE_Int  This interrupt indicates that an error has occurred while the reception
MACDMAC was operating.
Because the interrupt may indicate more than one errors,
HWFNC_MACDMA_RX_Errstat is used to get precise error factor.
Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.

MACDMA valid frame HWRTOS_ETHRFI_Int This interrupt is generated when operations by the reception MACDMAC
reception completion end normally and the received frame is valid. The interrupt source can
be specified by referring to information on the received frame.

It remains active until the BUFID register becomes empty of information
on reception.

The interrupt source is de-asserted when the BUFID is read and
becomes empty.

MACDMA error frame HWRTOS_ETHRFE_Int This interrupt is generated when operations by the reception MACDMAC
reception completion end normally and the received frame has an error.

The interrupt source can be specified by referring to information on the
received frame.

It remains active until the BUFID register becomes empty of information
on reception.

The interrupt source is de-asserted when the BUFID is read and
becomes empty.

RX FIFO overflow HWRTOS_ETHRFIV_Int  This interrupt is generated when data are received while the buffer does
not have enough space.

When this error occurs, received data may already have been discarded.
To restore to the normal state, release buffers.

Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.

Table 3.47 Interrupts related to Other Operations

Interrupt Name Symbol Conditions for Asserting and De-asserting Interrupts

MIlI management access HWRTOS_ETHMMAI_Int This interrupt is generated when reading from or writing to the MlI

completion interrupt management bus is completed. Since this interrupt is generated as a
pulse, de-asserting the interrupt source is not required.

Ether pause packet HWRTOS_ETHPPIT_Int This interrupt is generated when the transmission of a pause packet

transmission completion is completed. Since this interrupt is generated as a pulse,
de-asserting the interrupt source is not required.

InterBuffer DMA transfer HWRTOS_BUFDMA_Int This interrupt is generated if DMA transfer between buffer RAMs is

completion completed.

Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.

InterBuffer DMA error HWRTOS_BUFDMAERR_Int This interrupt is generated if DMA access reaches to unassigned
buffer area during transfer between buffer RAMs.
Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.

Buffer RAM area access error HWRTOS_BRAMERR _Int This interrupt is generated if CPU have access to the buffer area
which is not acquired.

Since this interrupt is generated as a pulse, de-asserting the interrupt
source is not required.
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3.54 Ethernet Frame Transmission Function

This section describes transmission of Ethernet frames. For Ethernet MAC, Ethernet frames are transmitted in the
following sequence:

(9) Initial setup. (see Section 3.5.1, Initialization)

(10) Get a transmit buffer.

(11) Create Transmit Frame Control Information.

(12) Create Ethernet frame data.

(13) Create Transmit descriptors.

(14) DMA starts by executing HWFNC _MACDMA_TX_Start command.

(15) DMA transfer from buffer RAM to TX FIFO is performed according to transmit descriptors.

(16) Ethernet transmission is started by MAC according to the transmit frame control information included in the
transmit data.

(17) A transmission completion interrupt occurs.
(18) Post transmission processing, including the status check, is performed.
(19) Release the transmit buffer. (Optional)

The above steps are described in the following sections.

3.5.4.1 Get a Transmit Buffer
Get a transmit buffer by HWFNC_ LongBuffer Get call.

3.5.4.2 Create Transmit Data
Tx frame control information format is shown as below. A transmission descriptor points the start address of this frame.

In Gigabit Ethernet MAC (HW-RTOS GMAC), a transmission frame size and all kinds control are dictated by 64 bits
Tx frame control information added before normal Ethernet frame data.

8 octets Tx frame control information

Address l
64..1520 octets

High

Ethemet frame data

Figure 3.13 TX Data Format

CAUTION

Make sure that the TX data conforms to this format.

RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 84 of 788
Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 3 Gigabit Ethernet MAC (HW-RTOS GMAC)

(1) Transmit Frame Control Information

When RMTAGCTRL.MGMT _ ENB = 1, Tx frame control information is shown below.

Table 3.48 Transmit Frame Control Information Format (RMTAGCTRL.MGMT_ENB = 1)

31| 30 | [8]17]we|15]1a]3]r2][n]wo]o]s]7]6][s5][a]3]2]1]o0
o
o
o
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S 2
C — ™ =
S [} 2 o]
5 £ TlE =
£ 2 - I S 8
S © c a | T = 0
‘e o o © [9] Q
= §le|le|c|els|a 5 =
2 - 2| S| 5| 8| E|l2| 2|2 ® " 2
2 9] o |l 8| =B | €| &F|5| B & i )
38 g = - | BlE|E|e|2|¢g|¢ z o S
s g 2 Slala|8|&E|8|2]c¢ 3 9 s
£ x o S | X 2 Q| = | 3| L | B b4 B
o© ©) (e} [} o 9] 2 IS b - ° 2 o s
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x ! < | 8|5|5|2|8|8|5|5|] 8 |S|2|&%|s| 8
= s [ S| |a|o|r|2]| 8|8 o PlE|S| < 4
Control Data2 1
Control Data2[31:16] [3:0]
(SEQID for RCT) Reserved (Port[3:0]) Frame ID[7:0]
When RMTAGCTRL.MGMT ENB =0, Tx frame control information is shown below.
Table 3.49 Transmit Frame Control Information Format (RMTAGCTRL.MGMT_ENB = 0)
31| 30 | |87 |15]1a]3]r2][n]wow[o]s][7]e]s5][a]3]2]1]o0
c
S
®
£
kel 0
= ~ ~
° o o
k=] = 2 W 2
g 8 _ g & 2
= S) © &) )
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1
Frame ID[31:0]
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The fields of the transmit frame control information are described below.

Table 3.50

Transmit Frame Control Information

Field Name

Description

TX_WORD[12:0]

The number of words of transmission Ethernet frame. The number of valid bytes in last word is
dictated by TX_EOB [1:0].

TX_EOB[1:0]

Valid octet number in the last word in this frame.
00b: 1 byte valid
01b: 2 bytes valid
10b: 3 bytes valid
11b: 4 bytes valid

SEQ ID for RCT*!

When Use provided sequence number for the PRP trailer bit is 1, the 16-bit sequence number
for use with the frame when appending the redundancy control trailer (RCT). reserved
otherwise.

Port [3]* The Forced Forwarding function of the Ethernet switch is permitted for Port 3.
Port [2]* The Forced Forwarding function of the Ethernet switch is permitted for Port 2.
Port [1]*' The Forced Forwarding function of the Ethernet switch is permitted for Port 1.
Port [0]*" The Forced Forwarding function of the Ethernet switch is permitted for Port 0.

Use provided sequence number for
the PRP trailer*!

Indicates that the sequence number for the frame to be used when appending the RCT is
found in SEQ ID for RCT. The bit has an effect only if Force PRP trailer append = 1.
Otherwise, this bit is ignored.

Force PRP trailer append*’

Indicates that the transmitter must append a redundancy control trailer (RCT) when sending
the frame at a port defined in the PRP group. The bit has an effect only if Suppress PRP ftrailer
append = 0. Otherwise, this bit is ignored.

Suppress PRP trailer append*’

Suppresses the switch adding a redundancy control trailer (RCT) when sending the frame at a
port defined in the PRP group (i.e. bypassing the RedBox function). The bit has no effect if
transmission occurs at a normal port.

one-step correction field update*’

When enabled, the correction field of the frame is subtracted from the tx timestamp upon
transmission and the result replaces the correction field.

Transmit Timestamp*'

The timestamp function for transmit frames is enabled when an Ethernet switch is used.

Force Forwarding, include filtering*'

If set together with forced forwarding, normal filtering of the destination port mask applies (i.e.
disabled ports will be removed from the list). If 0, the frame is forwarded also to disabled ports.

Note) This applies to BPDU frames only. Normal frames will be filtered always (i.e. can never
be transmitted to disabled ports).

Forced Forwarding*"

The Forced Forwarding function of the Ethernet switch is enabled. If this function is enabled,
frames are output from the specified port regardless of the filter settings of the switch.

TCPIP ACC OFF

1: Disable TCPIP accelerator
0: Enable TCPIP accelerator

ITAG Indicates that this frame has VLAN Tag
ICRC Indicates that the frame written to FIFO has already included CRC
The APAD field is ignored if this bit is set.
APAD Indicates that the frame is automatically padded if its length is shorter than 64 octets.

Frame ID[31:0]

Specifies a frame identifier.

Note 1.

These functions are only available when insertion of a management tag is permitted by Ethernet switch management TAG

control register (RMTAGCTRL and MGMT_TAG_CONFIG). If it's not permitted to insert a management tag, these fields are

not effective.
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In cases where TX_ WORD [12:0] and TX EOB [1:0] are combined into TX LENGH [14:0] (15 bits), TX LENGH
[14:0] can be calculated from the following formula based on the Ethernet frame size (in bytes):
TCPIPACC Pad Size is 2 when Tx TCPIPACC is enabled (GMAC_ACC.TTCPIPEN = 1) and 0 when it is disabled.

TX_LENGH [14: 0] = (TX frame size — TCPIPACC Pad Size + 3)(bytes)

(2) Ethernet Frame

The transmission Ethernet frame data format and the description of the fields are given below.

Table 3.51 Transmit Ethernet Frame
Field Name Description
Destination MAC Address MAC address of destination
Source MAC Address MAC address of source
Type / Length Ethernet Type or Length
TPID Tag Protocol Identifier. This field is available If VLAN Tag is included.
VLAN Info Tag Control Information. This field is available If VLAN Tag is included.
Frame Payload Payload

(a) When Tx TCPIP Accelerator is Enabled

If the Tx TCPIP accelerator function is enabled (GMAC_ACC.TTCPIPEN = 1), Ethernet frame data requires 2-byte
padding between the Type/Length field and Payload.

Table 3.52 Tx Ethernet Frame Data Format — TCPIPACC is Enabled, without VLAN Tag

31| 30 | [8]17]we]15]1a]3]r2][n]wo]o]s][7]6][s5][a]3]2]1]o0

Destination MAC Address (6 bytes) 2

| 3

Source MAC Address (6 bytes) 4

Padding (2 bytes) | Type / Length (2 bytes) 5
g
(0]
§
[T

g 6

% Frame Payload (Max. 1500 bytes)

N
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Table 3.53 Tx Ethernet Frame Data Format — TCPIPACC is Enabled, with VLAN Tag

31| 30 | [8]17]we]15]1a]3]r2][n]wo]o]s][7]6][s5][a]3]2]1]o0
Destination MAC Address (6 bytes) 2
| 3
Source MAC Address (6 bytes) 4
Padding (2 bytes) TPID (2 bytes) 5
S Type / Length (2 bytes) VLAN Info (2 bytes) 6
©
B
3
[T
E .
2 .
i Frame Payload (Max. 1500 bytes) :
N
CAUTION

Padding (2 bytes) can be any value.

Padding (2 bytes) is not included in the specified size of Ethernet frames (TX_WORD[12:0], TX_EOBJ[1:0]).
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(b) Tx TCPIP Accelerator is Disabled

The Ethernet frame data formats when the Tx TCPIP accelerator function is disabled (GMAC _ACC.TTCPIPEN = 0)

are shown below.

Table 3.54 Tx Ethernet Frame Data Format — TCPIPACC is Disabled, without VLAN Tag

31| 30 | 1817 ]16]15]1a]13[12]1n]10]o][s8]|7][6][5]a]3]2][1]o0

Destination MAC Address (6 bytes) 2

| 3

Source MAC Address (6 bytes) 4

| Type / Length (2 bytes) 5
=
o
(0]
=
©
s

g 6

% Frame Payload (Max. 1500 bytes) j

N

Table 3.55 Tx Ethernet Frame Data Format — TCPIPACC is Disabled, with VLAN Tag
31 | 30 | [18[17[16]15]1a]13[12]11]10]o][s8|7]6][5]a]3]2][1]o0

Destination MAC Address (6 bytes) 2

| 3

Source MAC Address (6 bytes) 4

VLAN Info (2 bytes) TPID (2 bytes) 5

© Type / Length (2 bytes) 6
a8
(]
€
[
(T
E

@ 7

E .

w Frame Payload (Max. 1500 bytes)

N
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3.54.3 Create Transmit Descriptors
Descriptors which DMA controller for transmission MAC uses are as follows.

After making descriptors, transmission operation begins by activating transmission DMA.

[31] [0] )
<— 64 bit boundary
Address
X Not used Byte size (14-bit)
Address
y Not used Byte size (14-bit)
Release Bit
Address
T Notused | 1 Byte size (14-bit)
OxFFFF FFFF

Figure 3.14 TX Descriptor Format

The start address of a descriptor must be at a 64-bit boundary ([2:0] = 0). If it is not at a 64-bit boundary, an error will
be stored in return value register RO.

A descriptor is formed in a succession of a 32-bit address and a 32-bit transfer byte count. Address FFFF FFFFh
indicates the end of a descriptor. The address field of a descriptor indicates the transmission start address, and the byte
count indicates the number of bytes to be transmitted from that address. The DMAC reads the first pair of address and
byte count in a descriptor, and then writes the specified data to transmission MAC FIFO. After that, the DMAC reads
the next pair of address and byte count, and then writes the specified data to the transmission MAC FIFO. The DMAC
continues this processing until it reads the end of the descriptor (FFFF FFFFh).

Source start addresses in the descriptor can be specified in units of bytes. The size of data to be transmitted can be
specified in units of bytes. If the data writing point in the transmission FIFO is not at a word boundary, the DMAC
automatically inserts padding.

The transmission MACDMAC starts when “start of transmission” is issued as a hardware function call. When this
function call is issued, the start address of the transmit descriptor must be specified in the R4 register.

Note that if the address field is not FFFF FFFFh and 0 is specified in the descriptor byte count field (14 bits), the
DMAC ignores the address field and does not perform transmission. In this case, the DMAC reads the next descriptor.

If the value of an address field is incorrect (for example, the address is outside the buffer area) or the number of transfer
bytes is incorrect (for example, continued access causes a buffer area overflow), an error interrupt occurs.

If Release Bit is 1, the transmission MACDMAC uses a buffer release function call to automatically release a buffer
from the buffer area whose start address is indicated by the relevant descriptor after completion of transmission. If
Release Bit is 0, no buffer is released.
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3.5.4.4 Transmission Start
Start to transmit by HWFNC _MACDMA TX_ Start call.

3.5.4.5 Completing Transmission

The Ethernet MACDMA transmission complete interrupt occurs when DMA transfer has been completed, and the
Ethernet transmission complete interrupt occurs when MAC transmission has been completed.

If the TX buffer which is already acquired is to be reused for the next transmission, acquisition of the TX buffer is not

required.
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3.5.5 Ethernet Frame Reception Function

This section describes reception of Ethernet frames. For Ethernet MAC, Ethernet frames are received in the following
sequence:

(
(2) Enable reception MAC.

—

) Initial setup. (see Section 3.5.1, Initialization)

(3) Enable reception DMA.

(4) Receive a frame and get a buffer.

(5) Reception completion interrupt occurs.

(6) Get Receive Buffer Information.

(7) Check frame status in Receive Frame Information.
(8) Get Ethernet frame data.

(9) Release the receive buffer.

3.5.5.1 Enable Reception MAC
Enable reception MAC by setting 1 to reception permission register (GMAC _RXMAC ENA).

3.56.5.2 Enable Reception DMA
Enable reception DMA by HWFNC_MACDMA RX Enable call.

3.5.5.3 Receive a Frame and Get a Buffer

When frame reception occurs, reception DMA controller get a receive buffer by invoking HWFNC LongBuffer Get
call automatically.

3.5.54 Get Receive Buffer Information

After a reception completion interrupt occurs, read Receive Buffer Information register (BUFID) to get an address and
size of the buffer for receive data.

Referring the address, get a receive frame information and Ethernet frame data.

Please refer to next chapter for the format of the reception data.

3.5.5.5 Format of Receive Data

In the reception of frames by the gigabit Ethernet MAC, 64 bits of received frame information will be appended after
the frame data. This information indicates the state of reception: Size of the Ethernet frame, errors, etc.

Since the received frame information starts on a 64-bit boundary, the amount of padding following the Ethernet frame
varies with the frame size.
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64..1518 octets Ethemet Frame Data
Address l 0..7 octets Padding
High 8 octets Rx Frame Infomation
Figure 3.15 Rx Data Format
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(1) Receive Frame Information

The allocation and descriptions of the fields of the received frame information are given below.

Table 3.56 Receive Frame Information
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Table 3.57 Receive Frame Information (1/2)
Field name Description

SESSION_ID[15:0]

If this field is set to “1”, it indicates Session ID of PPPoE Session Stage.

MARSTAT[2:0]

MARSTATI2]: If this field is set to “1”, it indicates Broadcast Address.
MARSTATI[1]: If this field is set to “1”, it indicates Multicast Address.
MARSTAT]IO]: If this field is set to “1”, it indicates Individual Address.

IPNG*? If this field is set to “1”, it indicates that the checksum of the IPv4 header conflicts with the
calculation result of the TCPIP accelerator.

TCPNG*? If this field is set to “1”, it indicates that the checksum of the TCP or UDP header conflicts with
the calculation result of the TCPIP accelerator.

IPVBNG*2 If this field is set to “1”, it indicates that analysis of the IPv6 extended header is Routing, Hop-

by-Hop, or Destination Opt, and also the header length field is invalid.

OUT_OF_LIST*2

If this field is set to “1” when IPv6 is used, it indicates that a protocol number not listed below
was detected in the expansion header.

0x06 (TCP header)
0x11 (UDP header)
0x00 (Hop-by-Hop)
0x3C (Destination Opt)
0x2C (Fragment)
0x2B (Routing)

0x3B (No next header)
0x32 (ESP header)
0x33 (AH header)

TYPEIP*? If this field is set to “1”, it indicates that an IP packet was received.

MAACL*? If this field is set to “1”, it indicates that an 802.3 (LLC/SNAP) packet was received.
PPPOE*? If this field is set to “1”, it indicates that a PPPoE packet was received.

VTAG*? If this field is set to “1”, it indicates that a packet with VTAG was received.
RX_WORD[12:0] Number of Ethernet Frame words

RX_EOBJ1:0] Indicates the number of valid bytes in the last word of this frame.*"

00b: 1 byte valid

01b: 2 bytes valid
10b: 3 bytes valid
11b: 4 bytes valid
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Table 3.57 Receive Frame Information (2/2)
Field name Description
MAR[4:0] MARI[4:1]: Unused (Fixed 0)
MAR][O]: Indicates that the Pause Packet destination address was received.
MARBR If this field is set to “1”, it indicates that the receive frame is a Broadcast address.
MARMLT If this field is set to “1”, it indicates that the receive frame is a Multicast address.
MARIND If this field is set to “1”, it indicates that the receive frame is a packet from an address
registered in the MAC address register.
MARNOTMT If the receive frame is not an address for this station, this field is set to “1”.
TOOLONG If this field is set to “1”, it indicates that the receive frame is longer than the maximum frame

length (1518 octets).

If insertion of management tags is permitted, the tag (8 bytes) is inserted to Ethernet frame.
Therefore, in this case, this field is set to “1” if receive frame is longer than 1510.

TOOSHORT If this field is set to “1”, it indicates that the receive frame is shorter than the minimum frame
length (64 octets). This MAC never receives a packet in which TOOSHORT is “1” because the
TOOSHORT packet is automatically discarded.

FIFOOVF If this field is set to “1”, it indicates that the RX FIFO buffer overflows during frame reception.
When this bit is set, received data may be invalid.

NBLERR If this field is set to “1”, it indicates that the words in the receive frame have an error such as
an encoding error.
CRCERR If this field is set to “1”, it indicates that the receive frame has a CRC error.

Note 1. The FCS of an Ethernet frame (4 bytes) and padding of the MAC header to be inserted by the Rx TCPIP accelerator function
(2 bytes) are also included in the number of received bytes.

Note 2.  If Rx TCPIP accelerator is disabled, these fields are invalid.

If RX WORDIJ12:0] and RX EOBJ1:0] are combined into RX LENGTH [14:0] (by using RX WORD][12:0] as the
upper bits and RX EOBJ1:0] as the lower bits), the number of bytes in the received frame can be calculated by using
the following expression:

(Number of receive bytes in the Ethernet frame) = RX_LENGTH [14: 0] — 3

Examples:
e [f Rx data is 1 byte — RX WORD = 0x1 RX EOB =0x0 — 4 — 3 =1 (byte)
e [f Rx data is 8 bytes —» RX WORD =0x2 RX EOB =0x3 — 11 — 3 =8 (bytes)
¢ [f Rx data is 5 bytes — RX WORD = 0x2 RX EOB = 0x0 — 8 — 3 =5 (bytes)
¢ [f Rx data is 9 bytes — RX WORD = 0x3 RX EOB = 0x0 — 12 — 3 =9 (bytes)
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(2) Ethernet Frame

The data format of received Ethernet frames is shown below.

Table 3.58 Data Format of Received Ethernet Frames
Item Explanation
Destination MAC Address MAC Address of Destination

If insertion of management tags is permitted by the Ethernet switch management TAG control
register RMTAGCTRL), management TAG information is stored.

Source MAC Address MAC Address of Source

TPID Tag Protocol Identifier. This field is available If VLAN Tag is included.
VLAN Info Tag Control Information. This field is available If VLAN Tag is included.
Type / Length Ethernet Type or Length

Frame Payload Payload

FCS Frame Check Sequence

If the Rx TCPIP accelerator function is enabled and the received packet has TCP/UDP, the
FCS field is overwritten by the TCP/UDP checksum. This checksum can be used to calculate
the total checksum of fragmented TCP/UDP packets.
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(a) If Insertion of Management Tags is Permitted

If insertion of management tags is permitted by the Ethernet switch management TAG control register
(RMTAGCTRL), the Destination MAC Address [47:0] field is used as follows:

Table 3.59 Destination MAC Address Field (when insertion of management tag is permitted)

31[30|29] 28] 27|26 |25|24 ] 23] 2221 [ 20|19 18] 17[16] 15[ 14 [13]12][11]10] 9|8 |7 [6[5[4|3]2][1]0
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Table 3.60 Destination MAC Address Field Description
ltem Explanation
Time Stamp [31:0] Received timestamp of the frame.
MAC Add Entry [3:0] The index numbers of MAC address registers (GMAC_ADR[n+1]A, GMAC_ADR[n+1]B,n =0

to 15) which correspond to the received frame.
Example: value = 5
A destination address of a frame corresponds to setting of GMAC_ADRGA and

GMAC_ADRGEB.
Port Number{3:0] Port number where the frame was received from.
Destination MAC Address MAC address of destination
Source MAC Address MAC address of source

CAUTION

If the AFILLTEREN bit of the GMAC_RXMODE register is set to 1, it is impossible to recover the destination MAC
address because the MAC Add Entry field is invalid.
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(b) When Rx TCPIP Accelerator is Enabled and a Frame has No TCP/UDP Packet

Table 3.61 Format of Receive Ethernet Frame — TCPIPACC is Enabled, without VLAN Tag, No TCP/UDP Packets

31]30]20]28[27[26] 2524 [ 23] 22[21]20] 19 18] 17[16] 15[ 14 13][12][11]10] 9 [8[7]6[5]4]3][2]1]0

Ethernet Frame (Word Address: 0 to N)

Destination MAC Address (6 bytes)

Source MAC Address (6 bytes)

Padding (2 bytes) | Type / Length (2 bytes)

Payload (Max: 1500 bytes)
&
FCS (4 bytes)

Padding (0 to 7 bytes)

Table 3.62 Format of Receive Ethernet Frame — TCPIPACC is Enabled, with VLAN Tag, No TCP/UDP Packets

31[30]20|28]27|26] 2524 | 23] 22| 21]20] 19| 18[17[16] 15[ 14[13[12[11]10] 9[8[ 7|6 [5]4]3][2]1]0

Ethernet Frame (Word Address: 0 to N)

Destination MAC Address (6 bytes)

Source MAC Address (6 bytes)

Padding (2 bytes) TPID (2 bytes)

Type / Length (2 bytes) VLAN Info (2 bytes)

Payload (Max: 1500 bytes)
&
FCS (4 bytes)

Padding (0 to 7 bytes)
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(c) When Rx TCPIP Accelerator is Enabled and a Frame has TCP/UDP Packets

Table 3.63 Format of Receive Ethernet Frame — TCPIPACC is Enabled, without VLAN Tag, with TCP/UDP Packets
31]30]20]28[27[26] 2524 [ 23] 22[21]20] 19 18] 17[16] 15[ 14 13][12][11]10] 9 [8[7]6[5]4]3][2]1]0
Destination MAC Address (6 bytes)

Source MAC Address (6 bytes)
Padding (2 bytes) | Type / Length (2 bytes)

Payload (Max: 1500 bytes)

Ethernet Frame (Word Address: 0 to N)

Padding (0 to 3 bytes)

TCP/UDP Check Sum (2 bytes)

Padding (2 or 6 bytes)

Table 3.64 Format of Receive Ethernet Frame — TCPIPACC is Enabled, with VLAN Tag, with TCP/UDP Packets
31]30[20[28] 27|26 2524 | 23] 22]21[20] 19| 18] 17| 16] 15[ 14 [13[12][11]10] 9[8[ 7|6 [5]4]3][2]1]0
Destination MAC Address (6 bytes)

Source MAC Ac|jdress (6 bytes)
Padding (2 bytes) TPID (2 bytes)
Type / Length (2 bytes) VLAN Info (2 bytes)

Payload (Max: 1500 bytes)

Ethernet Frame (Word Address: 0 to N)

Padding (0 to 3 bytes)

TCP/UDP Check Sum (2 bytes)

Padding (2 or 6 bytes)
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(d) When Rx TCPIP Accelerator is Disabled

Table 3.65 Format of Receive Ethernet Frame — TCPIPACC is Disabled, without VLAN Tag
31]30[20] 28] 27| 26] 25|24 | 23] 22|21 20]19] 18] 17 ] 16] 15[ 14| 1312 11]10] o[8[ 7 [6[5[a[3]2]1]0
Destination MAC Address (6 bytes)

Source MAC Address (6 bytes)
| Type / Length (2 bytes)

Payload (Max: 1500 bytes)
&
FCS (4 bytes)

Ethernet Frame (Word Address: 0 to N)

Padding (0 to 7 bytes)

Table 3.66 Format of Receive Ethernet Frame — TCPIPACC is Disabled, with VLAN Tag
31]30[20| 28] 27| 26] 25|24 |23 [ 22|21 20] 19| 18] 17| 16] 15[ 14| 13[12][11]10[ 9[8[ 7 ]6[5[4a[3]2]1]0
Destination MAC Address (6 bytes)

Source MAC Address (6 bytes)
VLAN Info (2 bytes) TPID (2 bytes)

Type / Length (2 bytes)

Payload (Max: 1500 bytes)
&
FCS (4 bytes)

Ethernet Frame (Word Address: 0 to N)

Padding (0 to 7 bytes)
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3.5.6

If the TCPIP accelerator function is enabled, hardware can calculate the checksum for transmission or reception of

TCPIP Accelerator Function

packets. The following three protocols are targets for checksum calculation.
® [Pv4 header checksum
® TCP checksum
¢ UDP checksum

This section explains how to use the TCPIP accelerator for transmission and reception.

(1) Transmission Using the TCPIP Accelerator

When the TTCPIPEN bit of the GMAC_ACC register is set to 1, the TCPIP accelerator for transmission is enabled. If a
packet including IPv4, TCP/IP, or UDP/IP is transmitted while the TCPIP accelerator is enabled, hardware
automatically calculates the checksum and writes it to the checksum field in the packet. The TCPIP accelerator requires
2-byte padding in the MAC header.

In addition, if the TCPIP ACC OFF field of Tx frame control information is set to 1, the TCPIP accelerator function is
switched off for each packet.

Hardware does not calculate the TCP/UDP checksum of fragmented packets. The checksum should be calculated by
software.

When the TTCPIPEN bit of the GMAC_ACC register is set to 0, the TCPIP accelerator for transmission is disabled.

Table 3.67 GMAC_ACC Register Settings and Operation of the Tx TCPIP Accelerator
Tx Frame Control Information
GMAC_ACC.TTCPIPEN TCPIP ACC OFF Checksum Calculation (Tx) Padding for TCPIPACC (Tx)
0 0 Not available Not required
0 1 Not available Not required
1 0 Available Required
1 1 Not available Required
NOTE

If the UDP checksum for transmission packets calculated by hardware is 0x0000, the checksum field of the UDP header
is changed to OXFFFF in this packet.

CAUTION

If the value of length field within IPv4 header is not matched to actual frame length, transmission may not be completed
successfully. Must be proper value in IPv4 header.

(2) Reception Using the TCPIP Accelerator

If the RTCPIPEN bit of the GMAC_ ACC register is set to 1, the Rx TCPIP accelerator function for reception is
enabled. If a packet including IPv4, TCP/IP, or UDP/IP is received while the Rx TCPIP accelerator is enabled,
hardware automatically calculates the checksum of the packet. If the result of calculation is not equal to the value of the
checksum field in the packet, error information is stored in the IPNG or TCPNG field of Rx frame information.

While Rx TCPIPACC is enabled, 2-byte padding for TCPIPACC is inserted in the MAC header of the received frame.
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If the Rx TCPIP accelerator function is enabled and the received packet has TCP/UDP, the FCS field is overwritten by
the TCP/UDP checksum. This checksum can be used to calculate the total checksum of fragmented TCP/UDP packets.

If any field of IPNG, IPVONG, or OUT_OF_LIST of Rx frame information shows 1, hardware does not calculate the
checksum for the received frame at that time. And also, if the [Pv6 extension header includes the fragment, ESP, or AH
protocol, TCP/UDP checksum calculation does not proceed.

If the RTCPIPACC bit of the GMAC_ACC register is set to 1, checksum calculation does not proceed but padding for
TCPIPACC is inserted in the received frame.

If the RTCPIPEN bit of the GMAC_ ACC register is set to 0, the Rx the TCPIP accelerator function for reception is
disabled. If this is the case, padding for TCPIPACC is not inserted in the received frame.

Table 3.68 GMAC_ACC Register Settings and Operation of the Rx TCPIP Accelerator

GMAC_ACC. GMAC_ACC. Checksum Padding for Checksum Calculated by
RTCPIPEN RTCPIPACC Calculation (Rx) TCPIPACC (Rx) Hardware Overwrites the FCS Field
0 0 No No No

0 1 No No No

1 0 Yes Yes Yes

1 1 No Yes No

NOTE

If the UDP checksum field in the received packet is 0x0000, hardware does not check checksum validation.
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3.6 Usage Notes
3.6.1 Giga Bit Ethernet MAC (HW-RTOS GMAC) Control Register

3.6.1.1 MIIM Register (GMAC_MIIM)

The GMAC_MIIM register is used to control register access to each Ethernet PHY. For access to this register, then
follow the procedure below.

For write access:

1. Start of a write operation:
Set the RWDV bit to 1; set the PHY ADDR[4:0] bits to the PHY address; set the REGADDR[4:0] bits to the PHY
register address; set the DATA[15:0] bits to the write data.

2. Wait for the operation to finish:
Wait until 1 is read from the RWDV bit.

3. End of the operation:
The write operation finishes when 1 is read from the RWDV bit.

For read access:

1. Start of a read operation:
Set the RWDV bit to 0; set the PHY ADDR[4:0] bits to the PHY address; set the REGADDR[4:0] bits to the PHY
register address.

2. Wait for the operation to finish:
Wait until 1 is read from the RWDV bit.

3. End of the operation:
When 1 is read from the RWDYV bit and valid data is read from the DATA[15:0] bits, the read operation finishes.

3.6.1.2  TXID Register (GMAC_TXID)

The GMAC_TXID register is used to indicate the ID of the transmission frame for the GMAC_TXRESULT register.
This ID is specified by Frame ID field of Transmit Frame Control Information.

To check the transmission frame result ID, be sure to read this register before reading the GMAC TXRESULT register.
If the GMAC_TXRESULT register is read first, the transmission frame result is updated. Therefore, the updated
transmission frame ID is read from the GMAC_TXID register.

When RMTAGCTRL.MGMT ENB =1, GMAC TXID is valid only for bit7 to bit0.

3.6.1.3 TX Result Register (GMAC_TXRESULT)
The GMAC TXRESULT register is used to indicate the transmission frame result.

The transmission frame result is updated when this register is read. The updated transmission frame result can be read at
the next time.

This register indicates the transmission frame result. It is only available while GMAC TXMODE.TRBMODE][1:0] bits
are 00b or O1b.

The transmission frame result is stored in the transmission result buffer when the Ethernet transmission complete
interrupt (HWRTOS_ETHIT Int) occurs. The transmission result buffer can hold 4 frames of information. Reading this
register leads to the frame information being removed from the transmission result buffer. The number of frames stored
in this buffer can be obtained from the GMAC_TXFIFO.TRBFR bit.
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If transmission starts while the transmission result buffer has 4 frames, transmission is invalid and the TX-FIFO error
interrupt (HWRTOS_ETHTFIE Int) occurs. While this register is available, must read it appropriately so that no error
occurs.

3.6.1.4 TX Mode Register (GMAC_TXMODE)
The GMAC_TXMODE register is used to control frame transmission.

LPTXEN must be set to 1 if the frame size exceeds the maximum size of 1518 bytes. For example, in case that
management tag insertion of the Ethernet switch is enabled (the MGMT_ENB bit in the RMTAGCTRL register is 1).

3.6.1.5 Reset Register (GMAC_RESET)

The GMAC_RESET register is a trigger register that is used to reset the HW-RTOS GMAC module by software. The
module is reset by setting ALLRST bits to 1.

The waiting time for the completion of a reset depends on the operating mode of the MAC as listed below.

Operation at 1 Gbps (125 MHz): 60 ns

3.6.1.6 Pause Packet Data Register [m] (GMAC_PAUSE[m)])
The register is used to specify the pause packet to be sent.

The transmission packet format is shown below.

31 16 15 0
GMAC_PAUSE1 Destination Address
GMAC_PAUSE2 Source Address Destination Address
GMAC_PAUSE3 Source Address
GMAC_PAUSE4 Opcode Type/Length
GMAC_PAUSE5S (Notused) Time

Figure 3.16 Transmission packet format using GMAC_PAUSE[m] register
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3.6.2

Hardware Function Call Register

The hardware function call register is used to obtain a buffer. This register is also used to start transmission or
reception. After argument registers (R4 to R7) are configured, a hardware function is executed by writing a command to
the system call register (SYSC). For details on how to configure the hardware function call register, see section

Hardware Function.

NOTE

The hardware function related registers are also used for controlling the hardware real-time OS

3.6.3

Management TAG Control

If the management tag function in MGMT_TAG_CONFIG register of ASPSW is enabled between HWRTOS GMAC
and the Advanced Sports SWITCH (ASPSW) management port, RMTAGCTRL setting in Ethernet Accessory Register
decides whether to use the management tag in Ethernet frame data (frame pattern B) or to modify the configuration

formats of the following information fields (frame pattern C).

— Transmit: Transmit Frame Control Information field

— Receive: Destination MAC Address field

Table 3.69 Frame Pattern with MGMT_TAG_CONFIG and RMTAGCTRL Register Settings
MGMT_TAG_CONFIG RMTAGCTRL Frame Pattern Note
0 0 A Tag function disabled, Without Tag data insertion
0 1 — (unused)
1 0 B Tag function enabled, With Tag data insertion
1 1 Tag function enabled, Without Tag data insertion
HWRTOS GMAC Data Frame Pattern
Control information field configuration Management Tag information
for Management Tag (In Destination mAC Address field)
® ®) (0 0 ®) RG]
A A HWRTOS GMAC GMAC2
‘ Tx control ‘ Tx control | Tx control | MAC Header MAC Header MAC Header
RTOS MAC2
payload Management Payload RMTAGCTRL  -oereeeeeeeeee PORT PORT
MAC Header Man?rgaement MAC Header Ta
Payload .
Payload MAC Header Payload ‘ Rx info ‘ avioa ‘ RTOS PORT ‘ ‘ MAC2 PORT ‘ jﬁ;’f’,‘f?f“”]
Payload \Lnfo‘ MGMT‘T;AG‘CONFIG Mux MAC2/RTOS
i MAC2_RTOS PORT
i T i
poRTIMpartt)
/ \ S5ports SWITCH
PO;\:Q(TPCL:tO) PDf‘(‘:\,BI(T::nl) Poi\fcl(szan) PD;:‘Q:::R?)
Figure 3.17 Management TAG configuration
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3.6.4 Notice

3.6.4.1 Padding Added to the MAC Header in the Transmit Frame

In the gigabit Ethernet MAC, a transmission frame is normally composed of the 14-byte MAC header plus 2 bytes of
padding so that the TCPIP accelerator handles the data.

However, the padding is not actually sent. Accordingly, note that it is not included in the data size of the frame for

transmission.

Refer to Section 3.5.6(1), Transmission Using the TCPIP Accelerator, for detail.
3.6.4.2 Erroneous Judgment about Checksum Validation at Specific Frame Reception

(1) Frame type: Ethernet Il or IEEE 802.3 + IEEE 802.2 (LLC+SNAP)

If frame with any of the following conditions is received, the IPNG or TCPNG field of Rx Frame Information may be
set to 1 despite the received packet is valid. In that case, check the checksum by software.

e IPv4 and checksum field value in the TCP header is 0x0000 or OxFFFF.

¢ Ethernet frame length except FCS is 60 bytes and over, and the payload size of TCP or UDP on IPv6 is 1 byte, and
the data following payload (basically FCS) is not 0.

¢ The sum value of pseudo header for TCP or UDP on IPv6 is 21 bits and over.

(2) Frame type: IEEE 802.3 + IEEE 802.2 (LLC)

If IEEE802.3 + IEEE802.2 (LLC) frame without SNAP is received, the TYPEIP and IPNG field of Rx Frame
Information may be set to 1 despite IP packet is not included. In that case, check by software if SNAP is included or
not. If SNAP is not included, consider the received frame valid.

3.6.4.3 Error of Receive Frame Information at Rx FIFO Overflow
If Rx TCPIP accelerator is enabled and Rx FIFO is overflowed, Rx Frame Information might include error as below.

¢ Error information which is related to the previous error frame is included in frame information of normal reception
frame.

e Receive Frame Information may store illegal value because overflowed frame is recognized as valid.
Apply any of the following methods to avoid the issue.

(A) Disable Rx TCPIP accelerator function which also includes padding insertion to MAC header. Specifically, clear
bit0 of GMAC_ACC register.

(B) When Rx FIFO is overflowed, discard all received frames left in Rx FIFO and Buffer RAM. Specifically, apply
the following procedure;

(1) Disable Rx MAC.

(2) Discard all frames inside Rx FIFO.

(3) Discard all frames inside Buffer RAM.
(4) Enable Rx MAC.

(5) Discard at least one frame with VALID bit = 1 of BUFID register. This is because FIFO empty state can be
read even if the frame which caused FIFO overflow remains in the FIFO. Receive normal frame once and
discard remained abnormal frame with it.
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¢ In case the hardware real-time OS is used.
Figure 3.18: Flowchart of RX FIFO Overflow Processing Task
Figure 3.19: Flowchart of Reception processing

¢ In case the hardware real-time OS is not used.
Figure 3.20: Flowchart of RX FIFO overflow interrupt processing

Figure 3.21: Flowchart of Reception processing

CAUTION

® The abnormal frame remained in the FIFO is discarded in reception processing. Discard valid data once when
overflow return flag is set.

e Overflow return flag is a global variable.

e QOverflow interrupt is disabled from reading BUFID till checking overflow return flag.
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Rx FIFO Overflow
Processing Task Start

Wait for Rx FIFO
Overflow INT (wai_flg)

!

Clear Rx FIFO Overflow
INT flag (clr_flg)

'

Disable R MAC | ] (1) Disable Rx MAC

1 N
’ Release Buffer ‘

t

Y | ReadBUFD | (2) Empty FIFO
{“mpty? No t
Yes -
l N
’ Read BUFID ‘ ’ Release Buffer

A

No

BUFID Empty? (3) Empty Buffer

Clear Rx INT flag

(clr_fig) J
Enable Rx MAC ] (4) Enable Rx MAC
N\
Wait for Rx INT or Clear Rx INT flag
Rx FIFO Overflow INT (cIr_flg)
(wai_flg) 9

A

(5) Discard overflowed
flame inside FIFO

BUFID Empty? Yes

’ Release Buffer ‘

BUFID
VALID==17?

Yes
Rx FIFO Overflow
Processing Task End

Figure 3.18 Flowchart of RX FIFO Overflow Processing Task (In Case the Hardware Real-Time OS is Used)
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Frame Reception
Processing Task Start

Read ‘éU FID
| |

BUFID Empty?

Frame Reception
Processing Task End

Release Buffer

| Acquire Rx Frame Info |

No

Frame errors?

| Acquire Rx Frame Data |

'

| | Protocol processing | |

A

Figure 3.19 Flowchart of Reception Processing Task (In Case the Hardware Real-Time OS is Used)
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Rx FIFO Overflow INT
Processing Start

| Disable RxMAC | J (1) Disable Rx MAC
1

’ Release Buffer

1

)

v | ReadBUFD | (2) Empty FIFO
{Nmpm No $
Yes -
‘ ~
] Read BUFID ‘ ] Release Buffer ‘

A
(3) Empty Buffer

| EnaleRxmAC | ] (4) Enable Rx MAC

'

’ Overflow return flag = 1 ‘

Rx FIFO Overflow INT
Processing End

Figure 3.20 Flowchart of RX FIFO Overflow Interrupt Processing (In Case the Hardware Real-Time OS is not Used)
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Frame Reception INT
Processing Start

] Disable FIFO overflow INT ‘

!
] Read BUFID ‘ Release Buffer A

Y
[

No
BUFID Empty? ] Enable FIFO overflow INT ‘

(5) Discard overflowed
Yes BUFID No frame inside FIFO

==17?
| Enable FIFO overflow INT | VALID==17
Yes, ’ Overflow return flag = 0 ‘
Frame Reception INT verflow return Yes
Processing End flag == 1? <
No

] Enable FIFO overflow INT \

!’

’ Acquire Rx Frame Info ‘

Yes

Frame errors?

’ Acquire Rx Frame Data ‘

v

’ ‘ Protocol processing ‘ ‘
[

Figure 3.21 Flowchart of Reception Processing (In Case the Hardware Real-Time OS is not Used)
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3.644 Error of Rx Frame Information at Reception of the Frame More than 64 bytes with
Padding

If Rx TCPIP accelerator is enabled and the frame meets all the following condition, it is possible that reception word
size (RX_WORD[12:0]) in the frame information increases by 1 word (4 bytes) or decreases by 1 word compared with
correct size. In case of decrease by 1 word, it is possible that RX WORD indicates the size which causes lack of IP
packet. IP packet itself is NOT lacked.

¢ Frame size including FCS is more than 64 bytes.
e TCP/IP or UDP/IP packet is included.
¢ Padding (Trailer) is included between IP packet and FCS.
Apply any of the following methods to avoid the issue
(A) Disable Rx TCPIP accelerator. Specifically, clear bitO or set bit2 of GMAC_ACC register.

(B) To avoid lack of the IP packet, increase reception word size by 1 and transfer the size to protocol stack. In the
protocol stack, payload data should be extracted based on size of Total Length field in IP header and the rest data
should be discarded. Figure 3.22 is the flowchart of this workaround.

Frame Reception
Processing Start

Y ]
| Read BUFID | Release Buffer
A

N
BUFID Empty? °

Frame Reception
Processing End

BUFID No
VALID==1?

| Acquire Rx Frame Info

Yes
Frame errors?

No

N

Yes

| RX word +1 |

v
| Acquire Rx Frame Data |

v

| | Protocol processing | |

Figure 3.22 Flowchart of Reception Processing
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3.6.4.5 About Jumbo Frame
HW-RTOS GMAC doesn’t support jumbo frame.
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Section4  Advanced 5port Switch (ASPSW)

4.1 Overview
e Switch 5 Ports

— 1 Port connected to CPU with multiplexor, as a management port (port 4), and enabled at 1000 Mbps full-duplex
mode only

1) Connected through Gigabit Ethernet MAC2 (GMAC?2) 1000/100 with Timer IEEE 1588-2008
2) Or HW-RTOS GMAC

— The frequency of switch system clock (ASPSW_SXCLK) impacts port speed:

1) 200 MHz is recommended to use all ports in 1000 Mbps

2) This means that 4 line-ports and 1 management port are available in 1000 Mbps
166.6 MHz is enough for 3 ports in 1000 Mbps and 2 ports in 100 Mbps
This means that 2 line ports in 1000 Mbps and 2 line ports in 100 Mbps and 1 management port in
1000 Mbps are available.

e Supported Communication modes
— 10 Mbps Half and Full-duplex
— 100 Mbps Half and Full-duplex
— 1000 Mbps Full-duplex only
¢ MAC based RMON (Remote network MONitoring) Statistics counters/per port

— Half-Duplex counters
FCS (Frame Check Sequence) Error, Deferred, Single, Multiple, Excessive, Late

¢ Port statistics on per port basis (no aggregation)

¢ Implements hardware switching look up mechanism providing a learning capacity of 8192 MAC addresses (including
static and learned)

— Programmable firmware operation with Static or Dynamic (Learning, Aging) switching tables
¢ Packet buffer size: 1 Mbit (important for leaky bucket, QoS, etc.)

¢ 4 queues with individual QoS levels, supporting frame priority classification for the flexible handling of output
queues

— Classification and Priority assignment based on Port Number, MAC Address, IPv4 DiffServ Code Point (DSCP)
Field, IPv6 Traffic Class and VLAN Priority (IEEE 802.1Q).

— Optional arbitration management through weighted fair queuing with fixed weights of 1-2-4-8.
¢ Support for Ethernet multicast and broadcast frames with flooding control to avoid unnecessary duplication of frames
¢ Programmable multicast destination port mask to restrict frame duplication for individual multicast addresses

¢ |EEE 1588-2008 support providing for frame timestamp forwarding enabling IEEE 1588 applications implementing
ordinary, boundary or transparent clocks

— Support for 1 step Peer to Peer (P2P) (Layer 2 only)
— Support for 1 step End to End (E2E) (Layer 2 only)
e Multicast and broadcast resolution with VLAN domain filtering providing a strict separation of up to 32 VLANS

e Support for reception and transmission of VLAN frames
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¢ Programmable addition, removal and manipulation of ingress and egress VLAN tags, supporting single and double-
tagged VLAN frames on each port

¢ Whenever the DA (Destination Address) is unknown, it will always flood only to those ports that are listed in the
VLAN

e Support for standard frame size (1536 bytes), extended frame sizes up to 1700 bytes and jumbo frames up to 10
Kbytes

e Switch forwarding delay if switch system clock is 200 MHz:
— From packet end to packet start 64 bytes — 1.6 ps
— From packet end to packet start 1518 bytes — 2.8 us
NOTE

All times measured at the switch’s Mlls. PHY latencies as well as interface conversion latencies (e.g. RMII, RGMII) will
add to these numbers.

¢ Propagation time/port latency if switch system clock is 200 MHz (8-byte preamble considered):

— From packet start to packet start 64 bytes for 100 Mbps — 72 x 80 ns + 1.6 us — to 7.4 s

— From packet start to packet start 1518 bytes for 100 Mbps — 1526 x 80 ns + 2.8 ps — to 125 ps
NOTE

All times measured at the switch’s Mlls. PHY latencies as well as interface conversion latencies (e.g. RMII, RGMII) will
add to these numbers.

e Port mirroring programmable per port
e RSTP port states (3 for RSTP/ 5 for STP)
— RSTP Port states learning, discarding, forwarding configurable per port
— BPDU frame supported
— MSTP BPDU frame supported (software)
¢ Configured to start the switch in managed mode (all ports are OFF until the CPU configures)
¢ Frame snooping engine
— Allows IGMP snooping to the software.
e Stand-alone Energy Efficient Ethernet (EEE) management
— Enable & configure register per port
— 2 hardware timers per ports

— Two possible modes:
1) Fully automatic operation
2) Software controlled operation

e Egress rate limit per port

- Programmable, 10% to 80% bandwidth.
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¢ Ingress Configurable Broadcast storm protection per port

— To avoid network and memory congestion caused by a broadcast storm on the MAC Interfaces, every port can be
programmed to limit the number of broadcast frames over a certain time period.

— A counter is implemented on every MAC interface receive port, which increments whenever a broadcast frame is
received. The counter is cleared each time the timeout expires.

— When the counter reaches the limit, further broadcast frames are discarded.
¢ Ingress Configurable Multicast storm protection per port

— To avoid network and memory congestion caused by a multicast storm on the MAC Interfaces, every port can be
programmed to limit the number of multicast frames over a certain time period.

— A counter is implemented on every MAC interface receive port, which increments whenever a multicast frame is
received. The counter is cleared each time the timeout expires.

— When the counter reaches the limit, further multicast frames are discarded.
e 802.1X source address authentication supported
¢ 802.1X guest VLAN supported
¢ PRP functionality (IEC 62439-3 edition 2.0 - 2012)
¢ DLR module (Port A and B)
e Cut through
— Jumbo frame feature available between two ports in cut through

— The cut-through forwarding delay depends on link speed and the switch system clock frequency.
If the switch system clock frequency is 200 MHz:

Link Speed Forwarding Delay (SFD to SFD, without PHY Latencies)
10 Mbps Up to 35 ps
100 Mbps 3.2 ... 3.8 pys (no pattern matcher active)

3.5 ... 3.9 us (pattern matcher active)

1 Gbps 550 ... 800 ns (pattern matcher active)

— Pattern Matcher will delay the cut-through decision slightly (by up to 4 bytes) preventing the underflow and thus
frame corruption.

e TDMA (Time Division Multiple Access)

— Allow to support network infrastructures that define a time multiplexed access to reserve bandwidth for different
traffic classes, the switch can be configured to operate some or all ports.

e Pattern Matchers 8 channels
¢ Remote monitoring via SNMP and the (RMON / MIB)
e Interface
- Native mode GMII/MII
— No Native RMII, RGMII managed by RMII / RGMII convertor (connected on external pins)
e Hub on ports A, B, C and D

— Switch HUB function
Scheduler controlling that only one MAC can transmit to the Hub ports and global collision detection when
multiple ports receive while not transmitting (following IEEE 802.3 Clause 27 behavior).
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— PHY interface Hub Function
Copies all frames in between the PHY interfaces without going through the switch to allow meeting minimum
latency requirements.
Support for RMII only
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Figure 4.1 A5PSW Block Diagram
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4.2  Signal Interface

Table 4.1 Signal Interface of the ASPSW (excluding PHY Ml pins)
Signal Name ’ 110 | Description Active
Clock
A5PSW_HCLK | AHB clock used for the register interface.
A5PSW_SXCLK | Switch system clock.
Signals for PTP
A5PSW_TSCLK I Timer Module clock. All timestamp related functions operate on

this clock. The clock source is selected by PTP Mode Control

Register.
AS5PSW_TS_NS_IN[31:0] | Current time used for all timestamping functions. (hanoseconds)
Interrupt
A5PSW_Int O A5PSW Interrupt, level sensitive High
A5PSW_PRP_Int O A5PSW — PRP interrupt, level sensitive High
A5PSW_HUB_Int (@) A5PSW - Integrated Hub module, level sensitive High
AS5PSW_PTRN_Int (@) A5PSW — RX Pattern Matcher, level sensitive High
AS5PSW_DLR_Int (@) A5PSW — DLR interrupt, level sensitive High
External Signal
SWITCH_MII_LINK[5] | Link status from PHY. (port A) (Port 0 of ASPSW) High*!
SWITCH_MII_LINKI[4] | Link status from PHY. (port B) (Port 1 of ASPSW) High*t
SWITCH_MII_LINK]3] | Link status from PHY. (port C) (Port 2 of ASPSW) High**
SWITCH_MII_LINK]2] | Link status from PHY. (port D) (Port 3 of ASPSW) High*!

Note 1.  SWITCH_MII_LINK][5:2] active level is controlled by Ethernet PHY Link Mode register.
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4.3 Register Map

Table 4.2 A5PSW Register Map (1/6)

Address Register Symbol Register Name

4405 0000h REVISION Switch Core Version

4405 0004h SCRATCH Scratch Register

4405 0008h PORT_ENA Port Enable Register

4405 000Ch UCAST_DEFAULT_MASK Unicast Default Mask Register

4405 0010h VLAN_VERIFY Verify VLAN domain

4405 0014h BCAST_DEFAULT_MASK Broadcast Default Mask Register

4405 0018h MCAST_DEFAULT_MASK Multicast Default Mask Register

4405 001Ch INPUT_LEARN_BLOCK Input Learning Block Register

4405 0020h MGMT_CONFIG Management Configuration Register

4405 0024h MODE_CONFIG Mode Configuration Register

4405 0028h VLAN_IN_MODE VLAN input manipulation mode Register

4405 002Ch VLAN_OUT_MODE VLAN output manipulation mode Register

4405 0030h VLAN_IN_MODE_ENA VLAN input mode enable Register

4405 0034h VLAN_TAG_ID VLAN Tag ID Register

4405 0038h BCAST_STORM_LIMIT Broadcast Storm Protection Register

4405 003Ch MCAST_STORM_LIMIT Multicast Storm Protection Register

4405 0040h MIRROR_CONTROL Port Mirroring Configuration Register

4405 0044h MIRROR_EG_MAP Port Mirroring Egress Port Definition

4405 0048h MIRROR_ING_MAP Port Mirroring Ingress Port Definition

4405 004Ch MIRROR_ISRC_0 Ingress Source MAC Address for Mirror Filtering 0
4405 0050h MIRROR_ISRC_1 Ingress Source MAC Address for Mirror Filtering 1
4405 0054h MIRROR_IDST_0O Ingress Destination MAC Address for Mirror Filtering O
4405 0058h MIRROR_IDST_1 Ingress Destination MAC Address for Mirror Filtering 1
4405 005Ch MIRROR_ESRC_0 Egress Source MAC Address for Mirror Filtering O
4405 0060h MIRROR_ESRC_1 Egress Source MAC Address for Mirror Filtering 1
4405 0064h MIRROR_EDST_0 Egress Destination MAC Address for Mirror Filtering O
4405 0068h MIRROR_EDST_1 Egress Destination MAC Address for Mirror Filtering 1
4405 006Ch MIRROR_CNT Mirror Filtering Count Value Register

4405 0088h QMGR_ST_MINCELLS Output Queue Minimum Memory Statistics Register
4405 0094h QMGR_RED_MIN4 RED Minimum Threshold Register

4405 0098h QMGR_RED_MAX4 RED Maximum Threshold Register

4405 009Ch QMGR_RED_CONFIG RED Configuration Register

4405 00AOh IMC_STATUS Input Memory Controller Status Register

4405 00A4h IMC_ERR_FULL Input Port Memory Full and Truncation Indicator

4405 00A8h IMC_ERR_IFACE Input Port Memory Error Indicator

4405 00ACh IMC_ERR_QOFLOW Output Port Queue Overflow Indicator

4405 00BOh IMC_CONFIG Input Memory Controller Configuration Register

4405 00COh+4hxn

GPARSER]n] (n=0..3)

[n]th parser of 1st block

4405 00DOh+4hxn

GARITH[n] (n=0..3)

Snoop Configuration for Arithmetic [n]th Stage of 1st block

4405 00EOh+4hx(n-4)

GPARSER(n] (n=4..7)

[n—4]th parser of 2nd block

4405 00FOh+4hx(n-4)

GARITH[N] (n=4..7)

Snoop Configuration for Arithmetic [n—4]th Stage of 2nd
block

4405 0100h+4hxn

VLAN_PRIORITY[n] (n=0..4)

VLAN Priority Register [n]

4405 0140h+4hxn

IP_PRIORITY[n] (n=0..4)

IP Priority Register [n]
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Table 4.2 A5PSW Register Map (2/6)

Address Register Symbol

Register Name

4405 0180h +4h*n PRIORITY_CFG[n] (n=0..4)

Priority Configuration Register [n]

4405 01B8h PRIORITY_TYPE1 Priority Type Register 1
4405 01BCh PRIORITY_TYPE2 Priority Type Register 2
4405 01COh MGMT_ADDRO_lo Lower MAC Address for Bridge Protocol Frame
4405 01C4h MGMT_ADDRO_hi Higher MAC Address for Bridge Protocol Frame

4405 0200h+4hxn SYSTEM_TAGINFO[n] (n=0..4)

One VLAN ID field for VLAN input manipulation

4405 0240h+4hxn AUTH_PORT[n] (n=0..4)

PORT [n] authentication control and configuration

4405 0280h+4hxn VLAN_RES_TABLE[n] (n=0..31)

32 VLAN domain entries

4405 0300h TOTAL_DISC Discarded Frame Total Number Register
4405 0304h TOTAL_BYT_DISC Discarded Frame Total Bytes Register
4405 0308h TOTAL_FRM Processed Frame Total Number Register
4405 030Ch TOTAL_BYT_FRM Processed Frame Total Bytes Register

4405 0310h+10hxn ODISC[n] (n=0..4)

PORTI[n] Discarded Outgoing Frame Count Register

4405 0314h+10hxn IDISC_VLAN[n] (n=0..4)

PORTI[n] Discarded Incoming VLAN Tagged Frame Count
Register

4405 0318h+10hxn IDISC_UNTAGGEDIn] (n=0..4)

PORTI[n] Discarded Incoming VLAN Untagged Frame
Count Register

4405 031Ch+10hxn IDISC_BLOCKED]n] (n=0..4)

PORTI[n] Discarded Incoming Blocked Frame Count
Register

4405 03COh+4hxn IMC_QLEVEL_P[n] (n=0..4)

PORT[n] Queued Frame Count Register

4405 0400h LK_CTRL Learning/Lookup Function Global Configuration Register
4405 0404h LK_STATUS Status bits and table overflow counter

4405 0408h LK_ADDR_CTRL Address table transaction control and read/write address
4405 040Ch LK_DATA_LO Lower 32-bit data of Lookup Memory Entry

4405 0410h LK_DATA_HI Higher 26-bit data of Lookup Memory Entry

4405 0414h (Reserved)

4405 0418h LK_LEARNCOUNT Learned Address Count Register

4405 041Ch LK_AGETIME Period of the aging timer

4405 0480h MGMT_TAG_CONFIG Management Tag Configuration Register

4405 050Ch+4hxn PEERDELAY[n] (n=0..3)

Peer delay value for PORT[n]

4405 0520h+8hxn PORT[n]_CTRL (n=0..3)

PORTI[n] timestamp control/status

4405 0524h+8hxn PORT[n]_TIME (n=0..3)

PORT[n] Memorized transmit timestamp

4405 0600h INT_CONFIG Interrupt Enable Configuration Register
4405 0604h INT_STAT_ACK Interrupt Status/ACK Register

4405 0700h MDIO_CFG_STATUS MDIO Configuration and Status Register
4405 0704h MDIO_COMMAND MDIO PHY Command Register

4405 0708h MDIO_DATA MDIO Data Register

4405 0800h+400hxn  REV_P[n] (n=0..4)

PORT[n] MAC Core revision

4405 0808h+400hxn COMMAND_CONFIG_P[n] (n=0..4)

PORT[n] Command Configuration Register

4405 080Ch+400hxn  MAC_ADDR_0_P[n] (n=0..3)

PORT[n] MAC Address Register 0

4405 0810h+400hxn MAC_ADDR_1_P[n] (n=0..3)

PORT[n] MAC Address Register 1

4405 0814h+400hxn FRM_LENGTH_P[n] (n=0..4)

PORT[n] Maximum Frame Length Register

4405 0818h+400hxn PAUSE_QUANT_P[n] (n=0..4)

PORT[n] MAC Pause Quanta

4405 0830h+400hxn  PTPClockidentityl_P[n] (n=0..3)

PORT[n] PTP Clock Identityl Register

4405 0834h+400hxn PTPClockldentity2_P[n] (n=0..3)

PORTI[n] PTP Clock Identity2 Register

4405 0838h+400hxn PTPAutoResponse_P[n] (n=0..3)

PORT[n] PTP Auto Response Register
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Table 4.2 A5PSW Register Map (3/6)

Address Register Symbol

Register Name

4405 0840h+400hxn STATUS_P[n] (n=0..4)

PORTI[n] Port Status Register

4405 0844h+400hxn  TX_IPG_LENGTH_P[n] (n=0..4)

PORT[n] Transmit IPG Length Register

4405 0848h+400hxn EEE_CTL_STAT_P[n] (n=0..3)

PORT[n] MAC EEE functions control and status

4405 084Ch+400hxn  EEE_IDLE_TIME_P[n] (n=0..3)

PORTI[n] EEE Idle Time Register

4405 0850h+400hxn EEE_TWSYS_TIME_P[n] (n=0..3)

PORT[n] EEE Wake Up Time Register

4405 0854h+400hxn IDLE_SLOPE_P[n] (n=0..4)

PORT[n] MAC Traffic Shaper bandwidth control

4405 0868h+400hxn aFramesTransmittedOK_P[n] (n=0..4)

PORT[n] MAC Transmitted Valid Frame Count Register

4405 086Ch+400hxn aFramesReceivedOK_P[n] (n=0..4)

PORT[n] MAC Received Valid Frame Count Register

4405 0870h+400hxn aFrameCheckSequenceErrors_P[n] (n=0..4)

PORT[n] MAC FCS Error Frame Count Register

4405 0874h+400hxn aAlignmentErrors_P[n] (n=0..4)

PORT[n] MAC Alignment Error Frame Count Register

4405 0878h+400hxn aOctetsTransmittedOK_P[n] (n=0..4)

PORT[n] MAC Transmitted Valid Frame Octets Register

4405 087Ch+400hxn aOctetsReceivedOK_P[n] (n=0..4)

PORT[n] MAC Received Valid Frame Octets Register

4405 0880h+400hxn aTxPAUSEMACCtrIFrames_P[n] (n=0..4)

PORT[n] MAC Transmitted Pause Frame Count Register

4405 0884h+400hxn aRxPAUSEMACCtrIFrames_P[n] (n=0..4)

PORT[n] MAC Received Pause Frame Count Register

4405 0888h+400hxn iflnErrors_P[n] (n=0..4)

PORT[n] MAC Input Error Count Register

4405 088Ch+400hxn ifOutErrors_P[n] (n=0..4)

PORT[n] MAC Output Error Count Register

4405 0890h+400hxn  iflnUcastPkts_P[n] (n=0..4)

PORT[n] MAC Received Unicast Frame Count Register

4405 0894h+400hxn ifinMulticastPkts_P[n] (n=0..4)

PORT[n] MAC Received Multicast Frame Count Register

4405 0898h+400hxn ifinBroadcastPkts_P[n] (n=0..4)

PORT[n] MAC Received Broadcast Frame Count Register

4405 089Ch+400hxn ifOutDiscards_P[n] (n=0..4)

PORT[n] MAC Discarded Outbound Frame Count Register
(Not Applicable)

4405 08A0h+400hxn ifOutUcastPkts_P[n] (n=0..4)

PORT[n] MAC Transmitted Unicast Frame Count Register

4405 08A4h+400hxn ifOutMulticastPkts_P[n] (n=0..4)

PORT[n] MAC Transmitted Multicast Frame Count Register

4405 08A8h+400hxn ifOutBroadcastPkts_P[n] (n=0..4)

PORT[n] MAC Transmitted Broadcast Frame Count
Register

4405 08Ach+400hxn etherStatsDropEvents_P[n] (n=0..4)

PORT[n] MAC Dropped Frame Count Register

4405 08B0h+400hxn etherStatsOctets_P[n] (n=0..4)

PORT[n] MAC All Frame Octets Register

4405 08B4h+400hxn etherStatsPkts_P[n] (n=0..4)

PORT[n] MAC All Frame Count Register

4405 08B8h+400hxn etherStatsUndersizePkts_P[n] (n=0..4)

PORT[n] MAC Too Short Frame Count Register

4405 08BCh+400hxn etherStatsOversizePkts_P[n] (n=0..4)

PORT[n] MAC Too Long Frame Count Register

4405 08C0h+400hxn etherStatsPkts64Octets_P[n] (n=0..4)

PORT[n] MAC 64 Octets Frame Count Register

4405 08C4h+400hxn etherStatsPkts65t01270ctets_P[n] (n=0..4)

PORT[n] MAC 65 to 127 Octets Frame Count Register

4405 08C8h+400hxn etherStatsPkts128to2550ctets_P[n] (n=0..4)

PORT[n] MAC 128 to 255 Octets Frame Count Register

4405 08CCh+400hxn etherStatsPkts256t05110ctets_P[n] (n=0..4)

PORT[n] MAC 256 to 511 Octets Frame Count Register

4405 08D0h+400hxn etherStatsPkts512t010230ctets_P[n] (n=0..4)

PORT[n] MAC 512 to 1023 Octets Frame Count Register

4405 08D4h+400hxn etherStatsPkts1024t015180ctets_P[n]

(n=0..4)

PORT[n] MAC 1024 to 1519 Octets Frame Count Register

4405 08D8h+400hxn etherStatsPkts1519toXOctets_P[n] (n=0..4)

PORT[n] MAC Over 1519 Octets Frame Count Register

4405 08DCh+400hxn etherStatsJabbers_P[n] (n=0..4)

PORT[n] MAC Jabbers Frame Count Register

4405 08EOh+400hxn etherStatsFragments_P[n] (n=0..4)

PORT[n] MAC Fragment Frame Count Register

4405 08E8h+400hxn VLANReceivedOK_P[n] (n=0..4)

PORT[n] MAC Received VLAN Tagged Frame Count
Register

4405 08F4h+400hxn VLANTransmittedOK_P[n] (n=0..4)

PORT[n] MAC Transmitted VLAN Tagged Frame Count
Register

4405 08F8h+400hxn FramesRetransmitted_P[n] (n=0..4)

PORT[n] MAC Retransmitted Frame Count Register

4405 0900h+400hxn STATS_HIWORD_P[n] (n=0..4)

PORT[n] MAC Statistics Counter High Word Register

4405 0904h+400hxn STATS_CTRL_P[n] (n=0..4)

PORT[n] MAC Statistics Control Register
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Address

Register Symbol

Register Name

4405 0908h+400hxn

STATS_CLEAR_VALUELO_PIn] (n=0..4)

PORT[n] MAC Statistics Clear Value Lower Register

4405 090Ch+400hxn

STATS_CLEAR_VALUEHI_P[n] (n=0..4)

PORT[n] MAC Statistics Clear Value Higher Register

4405 0910h+400hxn

aDeferred_P[n] (n=0..3)

PORT[n] MAC Deferred Count Register

4405 0914h+400hxn

aMultipleCollisions_P[n] (n=0..3)

PORT[n] MAC Multiple Collision Count Register

4405 0918h+400hxn

aSingleCollisions_P[n] (n=0..3)

PORT[n] MAC Single Collision Count Register

4405 091Ch+400hxn

alLateCollisions_P[n] (n=0..3)

PORT[n] MAC Late Collision Count Register

4405 0920h+400hxn

aExcessiveCollisions_P[n] (n=0..3)

PORT[n] MAC Excessive Collision Count Register

4405 0924h+400hxn

aCarrierSenseErrors_P[n] (n=0..3)

PORT[n] MAC Carrier Sense Error Count Register

Dec 29, 2021

4405 3C00h DLR_CONTROL DLR Control Register

4405 3C04h DLR_STATUS DLR Status Register

4405 3C08h DLR_ETH_TYP DLR Ethernet Type Register

4405 3C0Ch DLR_IRQ_CONTROL DLR Interrupt Control Register

4405 3C10h DLR_IRQ_STAT_ACK DLR Interrupt Status/ACK Register

4405 3C14h DLR_LOC_MACIo DLR Local MAC Address Low Register

4405 3C18h DLR_LOC_MACHi DLR Local MAC Address High Register

4405 3C20h DLR_SUPR_MACIo DLR Supervisor MAC Address Low Register

4405 3C24h DLR_SUPR_MACHi DLR Supervisor MAC Address High Register

4405 3C28h DLR_STATE_VLAN DLR Ring Status/VLAN Register

4405 3C2Ch DLR_BEC_TMOUT DLR Beacon Timeout Register

4405 3C30h DLR_BEC_INTRVL DLR Beacon Interval Register

4405 3C34h DLR_SUPR_IPADR DLR Supervisor IP Address Register

4405 3C38h DLR_ETH_STYP_VER DLR Sub Type/Protocol Version Register

4405 3C3Ch DLR_INV_TMOUT DLR Beacon Timeout Timer Register

4405 3C40h DLR_SEQ_ID DLR Sequence ID Register

4405 3C58h DLR_DSTlo DLR Beacon Destination Address Low Register

4405 3C5Ch DLR_DSThi DLR Beacon Destination Address High Register

4405 3C60h DLR_RX_STATO DLR Received Frame Statistic Register 0

4405 3C64h DLR_RX_ERR_STATO DLR Received Frame Error Statistic Register O

4405 3C68h DLR_TX_STATO DLR Transmitted Frame Statistic Register 0

4405 3C70h DLR_RX_STAT1 DLR Received Frame Statistic Register 1

4405 3C74h DLR_RX_ERR_STAT1 DLR Received Frame Error Statistic Register 1

4405 3C78h DLR_TX_ STAT1 DLR Transmitted Frame Statistic Register 1

4405 3D00h PRP_CONFIG PRP Configuration Register

4405 3D04h PRP_GROUP PRP Port Group Register

4405 3D08h PRP_SUFFIX PRP RCT Suffix

4405 3D0Ch PRP_LANID PRP LAN Identifier

4405 3D10h DUP_W PRP Max Duplicate Detection Window Size

4405 3D14h PRP_AGETIME PRP Aging Time Define Register

4405 3D18h PRP_IRQ_CONTROL PRP Interrupt Control Register

4405 3D1Ch PRP_IRQ_STAT_ACK PRP Interrupt Status/ACK Register

4405 3D20h RM_ADDR_CTRL PRP History Memory Transactions Control Register

4405 3D24h RM_DATA PRP Memory Data Register

4405 3D2Ch RM_STATUS PRP Memory Controller Status Indication

4405 3D30h TxSeqToolLate PRP Frame Transmission Retrieval of Failed Sequence

4405 3D34h CntErrWrongLanA PRP Wrong ID LAN-A Count Register
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4405 3D38h CntErrWrongLanB PRP Wrong ID LAN-B Count Register

4405 3D3Ch CntDupLanA PRP Duplicate LAN-A Count Register

4405 3D40h CntDupLanB PRP Duplicate LAN-B Count Register

4405 3D44h CntOutOfSeqgLowA PRP Sequence Error Low LAN-A Count Register
4405 3D48h CntOutOfSegLowB PRP Sequence Error Low LAN-B Count Register
4405 3D4Ch CntOutOfSeqA PRP Sequence Error LAN-A Count Register
4405 3D50h CntOutOfSeqB PRP Sequence Error LAN-B Count Register
4405 3D54h CntAcceptA PRP Valid Frame LAN-A Count Register

4405 3D58h CntAcceptB PRP Valid Frame LAN-B Count Register

4405 3D5Ch CntMissing PRP Drop history Adjustment Count

4405 3E0Oh HUB_CONFIG HUB Configuration Register

4405 3E04h HUB_GROUP HUB Port Group Register

4405 3E08h HUB_DEFPORT HUB Default Port Selection Register

4405 3EO0Ch HUB_TRIGGER_IMMEDIATE HUB Transmission Trigger Immediate Register
4405 3E10h HUB_TRIGGER_AT HUB Transmission Trigger At Register

4405 3E14h HUB_TTIME HUB Transmission Time Define Register

4405 3E18h HUB_IRQ_CONTROL HUB Interrupt Control Register

4405 3E1Ch HUB_IRQ_STAT_ACK HUB Interrupt Status/ACK Register

4405 3E20h HUB_STATUS HUB Status Register

4405 3E24h HUB_OPORT_STATUS HUB Output Port Status Register

4405 3E80h+4hxn

RXMATCH_CONFIG[n] (n=0..4)

RX Pattern Match Configuration for PORT[n]

4405 3EBOh+4hxn

PATTERN_CTRL[n] (n=0..7)

RX Pattern Match Function Control for Pattern[n]

4405 3EDOh PTN_IRQ_CONTROL RX Pattern Match Interrupt Control Register

4405 3ED4h PTN_IRQ_STAT_ACK RX Pattern Match Interrupt Status/ACK Register

4405 3EDCh PATTERN_SEL RX Pattern Number Selection Register

4405 3EEOh PTRN_CMP_30 Pattern compare value bytes 3 .. 0

4405 3EE4h PTRN_CMP_74 Pattern compare value bytes 7 .. 4

4405 3EE8h PTRN_CMP_118 Pattern compare value bytes 11 .. 8

4405 3EFOh PTRN_MSK_30 Pattern mask for bytes 3 .. 0.

4405 3EF4h PTRN_MSK_74 Pattern mask for bytes 7 .. 4.

4405 3EF8h PTRN_MSK_118 Pattern mask for bytes 11 .. 8.

4405 3F00h TDMA_CONFIG TDMA Configuration Register

4405 3F04h TDMA_PORTS TDMA Scheduling Enable Register

4405 3F08h TDMA_START TDMA Start Time Set Register

4405 3F0Ch TDMA_MODULO TDMA System Timer Modulo

4405 3F10h TDMA_CYCLE TDMA Periodic Cycle Set Register

4405 3F14h TDMA_T1 TDMA 1st Time Offset

4405 3F18h TDMA_T2 TDMA 2nd Time Offset

4405 3F1Ch TDMA_T3 TDMA 3rd Time Offset

4405 3F20h QUEUES_TS TDMA 1st slot Transmit Enable

4405 3F24h QUEUES_T1 TDMA 2nd slot Transmit Enable

4405 3F28h QUEUES_T2 TDMA 3rd slot Transmit Enable

4405 3F2Ch QUEUES_T3 TDMA last slot Transmit Enable

4405 3F30h QUEUES_START TDMA First Cycle Transmit Enable

4405 3F34h TIME_LOAD_NEXT TDMA Calculated Next Loading Time
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Table 4.2 A5PSW Register Map (6/6)

Address Register Symbol Register Name

4405 3F38h TDMA_IRQ_CONTROL TDMA Interrupt Control Register

4405 3F3Ch TDMA_IRQ_STAT_ACK TDMA Interrupt Status/ACK Register
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4.4  Register Description

441 REVISION — Switch Core Version

Address: 4405 0000h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

REV

Value after reset 0 1 0 1 0 0 0 0 0 0 0 0 0 1 1 1

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

REV
Value after reset 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0
Table 4.3 REVISION Register Contents
Bit Position Bit Name Function R/W
b31 to b0 REV Revision R

4.4.2 SCRATCH — Scratch Register

Address: 4405 0004h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

SCRATCH

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SCRATCH
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.4 SCRATCH Register Contents
Bit Position Bit Name Function R/IW
b31 to b0 SCRATCH The Scratch Register provides a memory location to test the register access. R/W

It returns all data written to it in inverted form.
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4.4.3 PORT_ENA — Port Enable Register

The enable bits (both per port bits) reset defaults are controlled by STRAP_SX_ENB bit and STRAP_HUB_ENB bit of
SWCTRL register.

STRAP_SX_ENB =0, STRAP_HUB_ENB = 0: RXENA = 0h, TXENA = 0h.

STRAP_SX_ENB =0, STRAP_HUB_ENB = 1: RXENA = 3h, TXENA = 3h.

STRAP_SX_ENB =1, STRAP_HUB_ENB = 0: RXENA = fh, TXENA = fh.

STRAP_SX_ENB =1, STRAP_HUB_ENB = 1: RXENA = 1fh, TXENA = 1fh.

STRAP_SX_ENB and STRAP_HUB_ENB are described in [Section 10.2.14, SWCTRL — A5PSW Control
Register].

Address: 4405 0008h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — — — — RXENA

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

_ _ _ — — — — — — — — TXENA
Value after reset X X X X X X X X X X X X X X X X
Table 4.5 PORT_ENA Register Contents
Bit Position Bit Name Function R/W
b31 to b21 Reserved Set to zero on Write. ignore on Read. R
b20 to b16 RXENA Receive Enable Mask R/W
One bit per port.
The switch will serve only input ports that are enabled in this mask
b15 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 TXENA Transmit Enable Mask R/W

One bit per port.

The switch will transmit frames only to ports enabled in this mask. Frames directed to
a disabled port are discarded. The exception is all BPDU frames originating from the
management port, to which this mask does not apply, allowing to transmit frames to
disabled ports (see Section 4.4.9, MGMT_CONFIG — Management Configuration
Register).
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4.4.4 UCAST_DEFAULT_MASK — Unicast Default Mask Register

Address: 4405 000Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — UCASTDM
Value after reset X X X X X X X X X X X 1 1 1 1 1
Table 4.6 UCAST_DEFAULT_MASK Register Contents
Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 UCASTDM Default Unicast Resolution R/W

1 bit per port.
For unicast frame flooding resolution, the default output port list if the destination
address is not found in the MAC lookup table

4.4.5 VLAN_VERIFY — Verify VLAN Domain

Address: 4405 0010h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — — — — VLANDISC

Value after reset X X X X X X X X X X X 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — VLANVERI
Value after reset X X X X X X X X X X X 0 0 0 0 0
Table 4.7 VLAN_VERIFY Register Contents
Bit Position Bit Name Function R/IW
b31 to b21 Reserved Set to zero on Write. ignore on Read. R
b20 to b16 VLANDISC 1 bit per port (Bit 16 = Port 0): Discard Unknown. R/W

When set, and a frame is received with a VLAN ID that is unknown, or has no VLAN
tag, the frame is discarded and not forwarded (i.e. the default broadcast is ignored).

b15 to b5 Reserved Set to zero on Write. ignore on Read. R

b4 to b0 VLANVERI 1 bit per port (Bit 0 = Port 0): Verify VLAN Domain. R/W

When enabled (Bit = 1), a frame is accepted from the port as valid only when the input
port is a member of the VLAN domain of the frame.

When disabled (Bit = 0), frames are forwarded without VLAN domain checking.
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4.4.6 BCAST _DEFAULT_MASK — Broadcast Default Mask Register

Address: 4405 0014h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — BCASTDM

Value after reset X X X X X X X X X X X 1 1 1 1 1
Table 4.8 BCAST_DEFAULT_MASK Register Contents

Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 BCASTDM Default Broadcast Resolution R/W

1 bit per port.
For broadcast/flooding resolution, the default output port list.

4.4.7 MCAST_DEFAULT_MASK — Multicast Default Mask Register

Address: 4405 0018h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — MCASTDM

Value after reset X X X X X X X X X X X 1 1 1 1 1
Table 4.9 MCAST_DEFAULT_MASK Register Contents

Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 MCASTDM Default Multicast Resolution R/W

1 bit per port.

Used for multicast/flooding resolution. The default output port list used instead of the
BCAST_DEFAULT_MASK, when the received frame carries a multicast address.
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4.4.8

INPUT_LEARN_BLOCK — Input Learning Block Register

When blocking is enabled for a port (bit = 1), only Bridge Protocol data units are accepted on that input, all other
frames are discarded.

When learning is disabled for a port (bit = 1), source address lookup will not occur and no learning will happen.

Both functions operate independently from each other.

NOTE

Source addresses from incoming BPDU frames are never learned, independent of these settings (to avoid table updates
if e.9. loops exist).

Bit

Value after reset

Bit

Value after reset

Address: 4405 001Ch
b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b18 b17 b16
— — — — — — — — — — — LEARNDIS
X X X X X X X X X X X 0 0 0
b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b2 b1l b0
— — — — — — — — — — — BLOCKEN
X X X X X X X X X X X 0 0 0

Table 4.10 INPUT_LEARN_BLOCK Register Contents
Bit Position Bit Name Function R/W
b31 to b21 Reserved Set to zero on Write. ignore on Read. R
b20 to b16 LEARNDIS 1 bit per port, disable learning (Bit 16 = Port 0) R/W
b15 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 BLOCKEN 1 bit per port, enable blocking (Bit O = Port 0) R/W
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4.4.9

Enables and defines the management port that receives Bridge Protocol Frames.

Bit

Value after reset

Bit

Value after reset

Table 4.11

Address:

b31 b30

b29

4405 0020h

b28 b27 b26

b25 b24 b23

b22

b21

MGMT_CONFIG — Management Configuration Register

b20

b19 b18 b17

b16

portmask

b15 b14

b13

b9 b8 b7

b6

X

b5

b4

0 0 0

b3 b2 bl

b0

priority

discard

enable

messag
e_trans

Port

mitted

0 0

X X X X X 1 0 0 X 0 1 0

MGMT_CONFIG Register Contents

Bit Position

Bit Name

Function

R/W

b31 to b21

Reserved

Set to zero on Write. ignore on Read.

R

b20 to b16

portmask

Portmask for transmission of management frames. When the management port
transmits a frame to the switch it is forwarded to all ports in this portmask (bit16=port0,
bitl7=portl, ... bit20=port4).

When the mask is all zero the frame is forwarded normally (i.e. either from MAC
address lookup or multicast flooding)

Note) Forced forwarding takes precedence over this port mask and management
frames will be forwarded as specified by the forced forwarding portmask if
active. When using forced forwarding, this portmask must be written with all 0.

R/W

b15 to b13

priority

Priority to use for transmitted BPDU frames if non zero.
The setting is ignored if it is O (i.e. then the normal priority resolution operates).

Can be used to e.g. put a management frame in a high-priority output queue for fast
delivery.

R/W

b12 to b8

Reserved

Set to zero on Write. ignore on Read.

R

b7

discard

If set, BPDU frames are discarded always. Setting has no effect, when the enable bit
is set.

R/W

b6

enable

If set, all Bridge Protocol Frames (BPDU) are forwarded exclusively to the
management port specified in bits 3:0. BPDU frames received at the specified
management port will be forwarded to the ports given in the portmask given in this
register, bypassing the normal forwarding decisions (except forced forwarding).

If cleared, Bridge Protocol Frames (BPDU) are forwarded as any other frame, or
discarded if the discard bit is set.

R/IW

b5

message_transmitted

Set (latched) when a BPDU message was transmitted from the management port to
any output port. It can be used for handshaking to indicate that the portmask bits
above were used and can now be changed again; e.g. set it to 0.

Will not assert for normal frames.
The Bit is reset by writing into the register.

R/W

b4

Reserved

Set to zero on Write. ignore on Read.

b3 to b0

Port

The Port number of the port that should act as a management port. Keep the initial
value.

R/W
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4.4.10 MODE_CONFIG — Mode Configuration Register

Address: 4405 0024h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

StatsRe
set

Value after reset 0 X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — Cut_Through_Enable Options
Value after reset X X X 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.12 MODE_CONFIG Register Contents
Bit Position Bit Name Function R/W
b31 StatsReset Reset Statistics Counters Command. w
When set during a write, all statistics counters are cleared.
When set, all other bits of the write are ignored and do not influence the currently
stored value in the register (i.e. it is not necessary to read/preserve the register
contents prior to writing the command).
This also means the other bits of the register can be written only if bit31=0.
b30 to b13 Reserved Set to zero on Write. ignore on Read. R
b12 to b8 Cut_Through_Enable Port Cut through Support Enable R/W

One bit per port.
Bit 8 = Port 0, Bit 9 = Port 1, Bit 10 = Port 2, Bit 11 = Port 3, Bit 12 = Port 4.

When a port is enabled for cut through, a frame received is forwarded to the
destination before the completion of the frame reception. Cut Through is possible only
if both ports (where frame is received and where frame is forwarded to) have the cut
through bit set. Otherwise the frame is forwarded in normal store & forward behavior.

b7 to b0 Options Reserved, unused. Write 0 always. R
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44.11 VLAN_IN_MODE — VLAN Input Manipulation Mode Register

Address: 4405 0028h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

—_ —_ —_ —_ —_ —_ P4VLANINMD | P3VLANINMD | P2VLANINMD | P1VLANINMD | POVLANINMD

Value after reset X X X X X X 0 0 0 0 0 0 0 0 0 0

Table 4.13 VLAN_IN_MODE Register Contents

Bit Position Bit Name Function R/W

b31 to b10 Reserved Set to zero on Write. ignore on Read. R

b9, b8 P4VLANINMD Port4 Define Behavior of VLAN Input Manipulation Function R/W
00b: Mode 1
01b: Mode 2
10b: Mode 3
11b: Mode 4

b7, b6 P3VLANINMD Port3 Define Behavior of VLAN Input Manipulation Function R/W
00b: Mode 1
01b: Mode 2
10b: Mode 3
11b: Mode 4

b5, b4 P2VLANINMD Port2 Define Behavior of VLAN Input Manipulation Function R/W
00b: Mode 1
01b: Mode 2
10b: Mode 3
11b: Mode 4

b3, b2 P1VLANINMD Portl Define Behavior of VLAN Input Manipulation Function R/W
00b: Mode 1
01b: Mode 2
10b: Mode 3
11b: Mode 4

b1, b0 POVLANINMD Port0 Define Behavior of VLAN Input Manipulation Function R/W
00b: Mode 1
01b: Mode 2
10b: Mode 3
11b: Mode 4
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4.4.12

Address: 4405 002Ch

Bit b31 b30 b29

b28

b27 b26 b25 b24 b23 b22 b21

b20

VLAN_OUT_MODE — VLAN Output Manipulation Mode Register

b19 b18 b17

b16

Value after reset X X X X

Bit bl5

b10 b9 b8 b7 b6 b5 b4

b3 b2 bl

b0

P4VLANOUTMD|P3VLANOUTMD|P2VLANOUTMD

P1VLANOUTMD|POVLANOUTMD

Value after reset X X X X

Table 4.14

VLAN_OUT_MODE Register Contents

Bit Position Bit Name

Function

R/W

b31 to b10 Reserved

Set to zero on Write.

ignore on Read.

b9, b8 P4VLANOUTMD

Port4 Define Behavior of VLAN Output Manipulation Function

00b: No output manipulation
01b: Mode 1, Strip Mode
10b: Mode 2, Tag Through
11b: Mode 3, Transparent

R/W

b7, b6 P3VLANOUTMD

Port3 Define Behavior of VLAN Output Manipulation Function

00b: No output manipulation
01b: Mode 1, Strip Mode
10b: Mode 2, Tag Through
11b: Mode 3, Transparent

R/W

b5, b4 P2VLANOUTMD

Port2 Define Behavior of VLAN Output Manipulation Function

00b: No output manipulation
01b: Mode 1, Strip Mode
10b: Mode 2, Tag Through
11b: Mode 3, Transparent

R/W

b3, b2 P1VLANOUTMD

Portl Define Behavior of VLAN Output Manipulation Function

00b: No output manipulation
01b: Mode 1, Strip Mode
10b: Mode 2, Tag Through
11b: Mode 3, Transparent

R/W

b1, b0 POVLANOUTMD

Port0 Define Behavior of VLAN Output Manipulation Function

00b: No output manipulation
01b: Mode 1, Strip Mode
10b: Mode 2, Tag Through
11b: Mode 3, Transparent

R/IW
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4.4.13 VLAN_IN_MODE_ENA — VLAN Input Mode Enable Register

Enable the input processing according to the VLAN_IN_MODE for a port (1 bit per port). When disabled (bit = 0), the
VLAN_IN_MODE setting for that port has no effect and the frames are processed unmodified.

Address: 4405 0030h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— _ — — — — — — — — — VLANINMDEN

Value after reset X X X X X X X X X X X 0 0 0 0 0
Table 4.15 VLAN_IN_MODE_ENA Register Contents

Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 VLANINMDEN Enable the input processing according to the VLAN_IN_MODE for a port (1 bit per R/W

port).

4414 VLAN_TAG_ID — VLAN Tag ID Register

Address: 4405 0034h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

VLANTAGID

Value after reset 1 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
Table 4.16 VLAN_TAG_ID Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read.

b15 to b0 VLANTAGID The VLAN type field (TPID) value to expect to identify a VLAN tagged frame.

Default value is 0x8100.
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44.15 BCAST_STORM_LIMIT — Broadcast Storm Protection Register

Address: 4405 0038h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

BCASTLIMIT

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TMOUT
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.17 BCAST_STORM_LIMIT Register Contents
Bit Position Bit Name Function R/W
b31 to b16 BCASTLIMIT Number of broadcast frames (-1) that can be accepted on a port during a timeout R/W

period. If more are received, they are discarded. The counter is implemented per port
independently; however the limit is used for all ports.

When 0, no limit is set.
Value is set one less. (i.e. set 9 to allow 10 frames)

b15 to b0 TMOUT Timeout in steps of 65536 switch system clock cycles. R/W

44,16 MCAST_STORM_LIMIT — Multicast Storm Protection Register

Address: 4405 003Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

MCASTLIMIT

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

Value after reset X X X X X X X X X X X X X X X X

Table 4.18 MCAST_STORM_LIMIT Register Contents

Bit Position Bit Name Function R/W

b31 to b16 MCASTLIMIT Number of multicast frames (-1) that can be accepted on a port during a timeout R/W
period. If more are received, they are discarded. The counter is implemented per port
independently; however the limit is used for all ports.

When 0, no limit is set.

b15 to b0 Reserved Set to zero on Write. ignore on Read. R/W
RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 135 of 788

Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (ASPSW)

4.4.17 MIRROR_CONTROL — Port Mirroring Configuration Register

Address: 4405 0040h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

eg_da_|eg_sa_|ing_da_|ing_sa_|eg_map ing_ma mirror_e| .
- - - - | match | match | match | match |_enable p_egabl nable Mirror_Port

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.19 MIRROR_CONTROL Register Contents

Bit Position Bit Name Function R/W

b31 to b1l Reserved Set to zero on Write. ignore on Read. R

b10 eg_da_match If set, only frames transmitted on an egress port with a destination address matching  R/W
the value programmed in register MIRROR_EDST are mirrored. Other frames are not
mirrored.

b9 eg_sa_maitch If set, only frames transmitted on an egress port with a source address matching the R/W
value programmed in register MIRROR_ESRC are mirrored. Other frames are not
mirrored.

b8 ing_da_match If set, only frames received on an ingress port with a destination address matching the R/W
value programmed in register MIRROR_IDST are mirrored. Other frames are not
mirrored.

b7 ing_sa_match If set, only frames received on an ingress port with a source address matching the R/W
value programmed in register MIRROR_ISRC are mirrored. Other frames are not
mirrored.

b6 eg_map_enable If set, the egress map is enabled (MIRROR_EG_MAP). R/W

b5 ing_map_enable If set, the ingress map is enabled (MIRROR_ING_MAP). R/W

b4 mirror_enable 0: Disable mirroring R/W
1: Enable mirroring

b3 to b0 Mirror_Port The port number of the port that should act as the mirror port and receive all mirrored R/W
frames. Valid setting range is O to 4.
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4418 MIRROR_EG_MAP — Port Mirroring Egress Port Definition

Address: 4405 0044h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — EMAP

Value after reset X X X X X X X X X X X 0 0 0 0 0

Table 4.20 MIRROR_EG_MAP Register Contents

Bit Position Bit Name Function R/W

b31 to b5 Reserved Set to zero on Write. ignore on Read. R

b4 to b0 EMAP Port Mirroring Egress Port Definitions R/W
1 bit per port. If enabled (Bit = 1), frames destined to the port(s) are mirrored to the

mirror port

44,19 MIRROR_ING_MAP — Port Mirroring Ingress Port Definition

Address: 4405 0048h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — IMAP
Value after reset X X X X X X X X X X X 0 0 0 0 0
Table 4.21 MIRROR_ING_MAP Register Contents
Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 IMAP Port Mirroring Ingress Port Definitions R/W
1 bit per port. If enabled (Bit = 1), frames from the port(s) are mirrored on the mirror
port
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4420 MIRROR_ISRC_0—Ingress Source MAC Address for Mirror Filtering O
Address: 4405 004Ch
Bit b31 b30 b29 b28 b27 b26  b25 b24  b23  b22 b2l  b20 bl9 bl8  bl7  bl6
ISRC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4  b13  b12  bll  bl0 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
ISRC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.22 MIRROR_ISRC_0 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ISRC Ingress Source MAC Address for Mirror Filtering R/W

Lowest 32-bit of address.

4421 MIRROR_ISRC 1 —Ingress Source MAC Address for Mirror Filtering 1

Address: 4405 0050h

Bit b31 b30 b29 b28 b27 b26 b25

b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
ISRC

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.23 MIRROR_ISRC_1 Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R

b15 to b0 ISRC Ingress Source MAC Address for Mirror Filtering R/W

Upper 16-bit of address.
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4.4.22 MIRROR_IDST_0 — Ingress Destination MAC Address for Mirror Filtering O

Address: 4405 0054h

Bit b31 b30 b29 b28 b27 b26 b25

b24 b23 b22 b21 b20 b19 b18 b17 b16

IDST

Value after reset 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9

b8 b7 b6 b5 b4 b3 b2 bl b0
IDST
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.24 MIRROR_IDST_0 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 IDST Ingress Destination MAC Address for Mirror Filtering R/W

Lowest 32-bit of address.

4.4.23 MIRROR_IDST_1 — Ingress Destination MAC Address for Mirror Filtering 1

Address: 4405 0058h

Bit b31 b30 b29 b28 b27 b26 b25

b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
IDST

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.25 MIRROR_IDST_1 Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R

b15 to b0 IDST Ingress Destination MAC Address for Mirror Filtering R/W

Upper 16-bit of address.
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4.4.24 MIRROR_ESRC 0 — Egress Source MAC Address for Mirror Filtering 0
Address: 4405 005Ch
Bit b31 b30 b29 b28 b27 b26  b25 b24  b23  b22 b2l  b20 bl9 bl8  bl7  bl6
ESRC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4  b13  b12  bll  bl0 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
ESRC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.26 MIRROR_ESRC_0 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ESRC Egress Source MAC Address for Mirror Filtering R/W

Lowest 32-bit of address.

4425 MIRROR_ESRC 1 — Egress Source MAC Address for Mirror Filtering 1

Address: 4405 0060h

Bit b31 b30 b29 b28 b27 b26 b25

b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
ESRC

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.27 MIRROR_ESRC_1 Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R

b15 to b0 ESRC Egress Source MAC Address for Mirror Filtering R/W

Upper 16-bit of address.
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4426 MIRROR_EDST_0— Egress Destination MAC Address for Mirror Filtering O

Address: 4405 0064h

Bit b31 b30 b29 b28 b27 b26 b25

b24 b23 b22 b21 b20 b19 b18 b17 b16

EDST

Value after reset 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9

b8 b7 b6 b5 b4 b3 b2 bl b0
EDST
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.28 MIRROR_EDST_0 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 EDST Egress Destination MAC Address for Mirror Filtering R/W

Lowest 32-bit of address.

4.4.27 MIRROR_EDST 1 — Egress Destination MAC Address for Mirror Filtering 1

Address: 4405 0068h

Bit b31 b30 b29 b28 b27 b26 b25

b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
EDST

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.29 MIRROR_EDST_1 Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R

b15 to b0 EDST Egress Destination MAC Address for Mirror Filtering R/W

Upper 16-bit of address.
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4.4.28 MIRROR_CNT — Mirror Filtering Count Value Register
Address: 4405 006Ch
Bit b3l b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
— — — — — — — — CNT
Value after reset X X X X X X X X 0 0 0 0 0 0 0 0

Table 4.30 MIRROR_CNT Register Contents

Bit Position Bit Name

Function

R/W
b31 to b8 Reserved Set to zero on Write. ignore on Read.

R
b7 to b0 CNT Count Value for Mirror Filtering

R/W
Every n-th frame is forwarded to the mirror port if enabled. A value of 1 or 0 means
every frame.
4429 QMGR_ST_MINCELLS — Output Queue Minimum Memory Statistics
Register
Address: 4405 0088h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
— — — — — M_CELLS_MIN
Value after reset X X X X X 0 0 0 0 0 0 0 0 0 0 0

Table 4.31 QMGR_ST_MINCELLS Register Contents
Bit Position Bit Name

Function

R/W
b31 to b1l Reserved

Set to zero on Write. ignore on Read. R
b10 to b0 M_CELLS_MIN Statistic providing the lowest number of free cells reached in memory during operation R/W

since this statistic was last cleared. The value is reset to the maximum when a write to
the register with any value is performed.
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4430 QMGR_RED_MIN4 — RED Minimum Threshold Register
Address: 4405 0094h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
CFGRED_MINTH4
Value after reset 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
CFGRED_MINTH4
Value after reset 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
Table 4.32 QMGR_RED_MIN4 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CFGRED_MINTH4 Random Early Detection (RED) Minimum Threshold for Queues 0..3. R/W
An 8 bits value per queue, global for all ports:
CFGRED_MINTHA4[7:0]: queue 0
CFGRED_MINTHA4[15:8]: queue 1
CFGRED_MINTHA4[23:16]: queue 2
CFGRED_MINTHA4[31:24]: queue 3
4431 QMGR_RED_MAX4 — RED Maximum Threshold Register
Address: 4405 0098h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
CFGRED_MAXTH4
Value after reset 0 0 1 0 1 1 1 1 0 0 1 0 1 1 1 1
Bit b15 bl4 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
CFGRED_MAXTH4
Value after reset 0 0 1 0 1 1 1 1 0 0 1 0 1 1 1 1
Table 4.33 QMGR_RED_MAX4 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CFGRED_MAXTH4 Random Early Detection (RED) Maximum Threshold for Queues 0..3. R/W

An 8 bits value per queue, global for all ports:
CFGRED_MAXTHA4[7:0]: queue 0
CFGRED_MAXTHA4[15:8]: queue 1
CFGRED_MAXTH4[23:16]: queue 2
CFGRED_MAXTHA4[31:24]: queue 3
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4432 QMGR_RED_CONFIG — RED Configuration Register

Address: 4405 009Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — ﬁ.@(}'&/ — — — — QUEUE_RED_EN

Value after reset X X X X X X X 0 X X X X 0 0 0 0
Table 4.34 QMGR_RED_CONFIG Register Contents

Bit Position Bit Name Function R/W
b31 to b9 Reserved Set to zero on Write. ignore on Read. R
b8 GACTIVITY_EN Enable Averaging on Global Switch Activity (1) or on port local activity (0) only. R/W
b7 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 to b0 QUEUE_RED_EN Enable Random Early Detection (RED) (1) or Taildrop (0) congestion management for R/W

a queue.
One bit per queue: bit 0 = queueO, bit 1 = queuel, ...
Per queue setting, but global for all queues of all ports.
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4433 IMC_STATUS — Input Memory Controller Status Register

Register reads 0x08000400 when memory initialization completed.

Address: 4405 00AOh

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

- -] =] = merl‘l‘—f“ de_init

de_erro :
- cf_error cells_available

Value after reset X X X X 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

cells_available

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.35 IMC_STATUS Register Contents

Bit Position Bit Name Function R/W
b31 to b28 Reserved Set to zero on Write. ignore on Read.
b27 mem_full Latched indication that memory is or was full. Asserts when all cells of the memory R

have been allocated (memory congestion). As a result, frames will be/were discarded.
This is not an error.

Note) Bitis Read clear

b26 de_init Asserts during memory initialization (deallocation module). Asserts after resetas long R
as memory initialization is ongoing and then clears when the memory is ready for
normal operation.

Note) The switch must not be enabled before the memory is ready for operation

b25 de_error Deallocation error. Indication that memory cells could not be deallocated and are lost R
for further usage.
This is a fatal error that must never occur during normal operation as it indicates
memory leakage.

Note) Bitis Read clear

b24 cf_error Cell factory empty error. Indication that memory overflow occurred. There were more R
memory cells requested than available. This is a fatal error that must never occur
during normal operation (may indicate memory leakage).

Note) Bitis Read clear

b23 to b0 cells_available Total number of memory cells (128-byte units) available in the shared memory (real R
time).
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4434 IMC_ERR_FULL — Input Port Memory Full and Truncation Indicator

Address: 4405 00A4h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — ipc_err_trunc

Value after reset X X X X X X X X X X X 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — ipc_err_full
Value after reset X X X X X X X X X X X 0 0 0 0 0
Table 4.36 IMC_ERR_FULL Register Contents
Bit Position Bit Name Function R/W
b31 to b21 Reserved Set to zero on Write. ignore on Read.
b20 to b16 ipc_err_trunc Memory became full while a frame was received and was partly written into memory. R

A frame has been truncated and discarded. Shows congestion occurred on an input to
the shared memory. This field is cleared by read.

One bit per port (bit 0 = port 0, bit 1=port 1, ...).

b15 to b5 Reserved Set to zero on Write. ignore on Read.

b4 to b0 ipc_err_full Memory was full at start of a frame reception. A frame has been discarded. Shows R
congestion occurred on an input to the shared memory. This field is cleared by read.

One bit per port (bit 0 = port 0, bit 1 = port 1, ...).
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4.4.35

Bit

IMC_ERR_IFACE — Input Port Memory Error Indicator

Value after reset

Bit

Value after reset

Address: 4405 00A8h
b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
— — — — — — — —_ —_ — — wbuf_oflow
X X X X X X X X X X X 0 0 0 0 0
b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
— — — — — — — — — — — ipc_err_iface
X X X X X X X X X X X 0 0 0 0 0

Table 4.37 IMC_ERR_IFACE Register Contents
Bit Position Bit Name Function R/W
b31 to b21 Reserved Set to zero on Write. ignore on Read.
b20 to b16 wbuf_oflow Error indicating an overflow in the input write buffer to the memory controller (a small
decoupling FIFO at every MAC RX).
This must not occur during normal operation. If it occurs, the received frame is
corrupted and marked as error to be discarded eventually by the memory controller. If
it occurs during normal operation, it indicates the switch system frequency is too low
(i.e. MAC rx rate is higher than memory write bandwidth). This field is cleared by read.
One bit per port (bit 0 = port 0, bit 1 = port 1, ...).
b15 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 ipc_err_iface Error indication on memory input (receive from MAC) that a frame has been truncated

and discarded. This may occur during normal operation if e.g. input rules would
discard a frame after it has started being written into memory (e.g. destination port
mask all zero or VLAN domain verification fails or source address not found discard is
enabled and source was not found). It also indicates internal (fatal!) errors if the
memory access failed. If none of the input rules is active and these bits would still
assert, it indicates a too low switch system clock frequency (i.e. input rate from MAC is
too high for the memory to be able to store the data). This field is cleared by read.

One bit per port (bit 0 = port 0, bit 1 = port 1, ...).
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4436 IMC_ERR_QOFLOW — Output Port Queue Overflow Indicator

Address: 4405 00ACh

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — op_error

Value after reset X X X X X X X X X X X 0 0 0 0 0
Table 4.38 IMC_ERR_QOFLOW Register Contents

Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read.

b4 to b0 op_error A frame could not be stored in an output queue of the port as the queue FIFO R

overflowed (i.e. write occurred into full fifo). The frame is ignored but stays stored in
memory. Should never occur during normal operation. This is a fatal error as the
memory, allocated by that frame is then never freed (i.e. resulting in memory leakage).
It indicates an error in the congestion function which must normally prevent writing a
frame into a queue when the queue is not capable of accepting it. This field is cleared
by read.

One bit per port (bit 0 = port 0, bit 1 = port 1, ...).

4.4.37 IMC_CONFIG — Input Memory Controller Configuration Register

Address: 4405 00BOh

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

- - - - . - - o . o o o o o __ |wfg_en
able
Value after reset X X X X X X X X X X X X X X X 0
Table 4.39 IMC_CONFIG Register Contents
Bit Position Bit Name Function R/W
b31 to bl Reserved Set to zero on Write. ignore on Read. R
b0 wfq_enable Enable weighted fair queuing (1) or strict priority (0, default) output queue scheduling. R/W
4 queue implementation: When wfq is set, the output queues are weighted with factors
1,2,4,8 for queues 0,1,2,3 respectively (queue 3 is highest priority). A higher weight
causes the queue to be served with higher priority.
Note) Must be 0 when TDMA scheduling is used.
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4.4.38 GPARSER[n] — [n]th Parser of 1st Block (n = 0..3)

Port Snooping function parser configuration.

Address: 4405 00COh + 4h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

__ |cmp_m/|offset_p|compar |ipprotoc| . ) o [offset D|
ask or| lus? o16 ol ipdata [skipvlan| valid A offset
Value after reset X 0 0 0 0 0 0 0 0 X 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

compare_value mask_value2

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.40 GPARSERI[Nn] Register Contents (1/2)

Bit Position Bit Name Function R/W
b31 Reserved Set to zero on Write. ignore on Read. R
b30 cmp_mask_or Use the mask byte (7:0) as a 2nd compare value. When set, the parser reports a R/W
match if the byte at given offset matches the compare value (15:8) or the mask value
(7:0).

Only usable when comparel16 = 0.

b29 offset_plus2 Repeats the comparison at offset+2, if the comparison at offset failed. R/W
Only usable when comparel6 = 1.

This can be used to create a comparison for UDP or TCP port numbers allowing
checking if the port number exists in the source or in the destination port number field.

b28 comparel6 When set, the mask (7:0) is used as a value to perform a 16-bit compare: Register bits R/W
15:8 represent the byte at the given offset and bits 7:0 the byte following at offset+1
which matches the network byte order for 16-bit fields (e.g. setting a compare value of
0x0800 and offset 0 matches IP frames). No mask is available in this mode.

When cleared, only one byte of data is compared and the mask can be used to mask
individual bits.

b27 ipprotocol When set, the compare value is compared with the protocol field found within the IP R/W
header for both IPv4 and IPv6 frames. It implicitly acts as skipvlan=1 skipping any
VLAN tags if present. The offset setting has no meaning and is ignored.
If the bit is set, but the frame is not an IPv4/v6 frame the parser will report “no match”
and not continue to inspect the frame. When cleared, the offset is used normally on all
frames.

Note) When this bit is set, the bits 25,26,28,29,30 have no meaning and should be set
to 0. The mask (7:0) is applied hence should be Oxff to achieve an exact match.

b26 ipdata When set, the offset starts with the first byte following an IP header if an IP frame is R/W
processed. The following fields are skipped:

« any VLAN tags if present (implicitly acts as skipvlan = 1)
« for IPv4 the header and any header options
« for IPv6 only the base header.

If the bit is set, it implicitly requires an IP frame. If the frame is not an IP frame, the
parser will report “no match” and not continue to inspect the frame. When cleared, the
offset starts with the first data following the MAC source address (skipping VLAN tags
if allowed by “skipvlan”).

Note) When this bit is set, the bit skipvlan has no meaning and can be set to any
value.
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Table 4.40 GPARSER([n] Register Contents (2/2)

Bit Position Bit Name Function R/W

b25 skipvlan When set, any optional VLAN tags found in the frame are skipped and the parser R/W
starts operating at the first byte following any VLAN tags. When cleared, the parser
starts with the first byte following the source MAC address.

Note) If 0, this means the first byte of the Type/length field is the first data for any
compares, allowing to check for ether Types.

b24 valid Indicate that this entry is valid (1) and should be used. When 0, the parser result R/W
always indicates “no match” and none of the other bits are relevant.

b23 offset_ DA When set, the offset starts counting from the first byte of the MAC destination address. R/W

Note) The skipvlan and ipdata and ipprotocol bits must be 0 when this bit is set.

b22 Reserved Set to zero on Write. ignore on Read. R

b21 to b16 offset An offset in bytes where to find the data for comparison within the frame. The offset R/W
value starts at 0 to indicate the very first byte after offset start. The offset start can be
either the frame’s type/length field (i.e. 0 = first byte of type/length field) or the payload
following an IP header (see bit “ipdata” above). Valid values range from 0O to 60.

b15 to b8 compare_value The value to compare the frame data with at the given offset. R/W

b7 to b0 mask_value2 Mask for single byte compares or 2nd compare value (if bit 30 = 1) or least significant R/W
bits of a 16-bit compare value (if bit 28 = 1). When used as a mask (bit 28,30 = 0,0),
the data from the frame is ANDed with this mask, then compared to the compare
value. All bits having a “1” in the mask will be compared with the data in the frame. All
bits having a “0” will be 0 for the compare, however this requires the compare value to
have those bits also set to “0”.
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4.4.39 GARITH[n] — Snoop Configuration for Arithmetic [n]th Stage of 1st Block
(n=0..3)
Address: 4405 00DOh + 4h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
o o o o o o o o o . snoopmode . . rerzillél:t_i operr]atio
Value after reset X X X X X X X X X X 0 0 X X 0 0
Bit b15 bla b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
select_alselect_alselect_al select match not input
— | rith2 | rithd | ritho = - = — |~ P
Value after reset X 0 0 0 0 0 0 0 X X X X 0 0 0 0
Table 4.41 GARITH[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b22 Reserved Set to zero on Write. ignore on Read. R
b21, b20 snoopmode 00b: Disabled, no snooping occurs (forward normally) R/W
01b: Forward to designated management port only
10b: Forward normally and copy to management port
11b: Discard the frame
Note)
® |f both arithmetic blocks (Arithmetic 0 and 1) match at the same time and they have
different mode settings, the lower mode will be chosen (e.g. if one function is
programmed to 01b and the other to 11b then mode 01b will be executed).
® These bits exist only in the GARITH3 register. The bits are not writeable in all
others.
b19, b18 Reserved Set to zero on Write. ignore on Read. R
b17 result_invert 0: The output is used directly R/W
1: The output of this stage is inverted
b16 operation 0: AND all selected inputs R/W
1: OR all selected inputs
b15 Reserved Set to zero on Write. ignore on Read. R
bl14 select_arith2 Available only on stage 3. If set, the result from arithmetic stage 2 is selected in R/W
addition to any of the parser results.
b13 select_arithl Available only on stages 2..3. If set, the result from arithmetic stage 1 is selected in R/W
addition to any of the parser results.
b12 select_arithO Available only on stages 1..3. If set, the result from arithmetic stage 0 is selected in R/W
addition to any of the parser results.
b1l to b8 select_match Define, which parser result is relevant at this stage. One bit per parser. R/W
Bit8 = parsero, ..., Bitll = parser3
When a bit is “1”, the match result of the corresponding parser is used in this stage,
otherwise it is ignored.
b7 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 to b0 not_input Define, which match result from a parser should be used inverted. One bit per parser. R/W

Bit0 = parser0, Bitl = parserl, ..., Bit3 = parser3
When a bit is “1”, the match result of the corresponding parser is used inverted in this
stage.
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4440 GPARSER[n] — [n=4]th Parser of 2nd Block (n = 4..7)

Port Snooping function parser configuration.

Address: 4405 00EOh + 4h x (n — 4)

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

__ |cmp_m/|offset_p|compar |ipprotoc| . ) o [offset D|
ask or| lus? o16 ol ipdata [skipvlan| valid A offset
Value after reset X 0 0 0 0 0 0 0 0 X 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

compare_value mask_value2

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.42 GPARSERI[Nn] Register Contents (1/2)

Bit Position Bit Name Function R/W
b31 Reserved Set to zero on Write. ignore on Read. R
b30 cmp_mask_or Use the mask byte (7:0) as a 2nd compare value. When set, the parser reports a R/W

match if the byte at given offset matches the compare value (15:8) or the mask value
(7:0). Only usable when comparel6 = 0.

b29 offset_plus2 Repeats the comparison at offset+2, if the comparison at offset failed. Only usable R/W
when comparel6 = 1.
This can be used to create a comparison for UDP or TCP port numbers allowing
checking if the port number exists in the source or in the destination port number field.

b28 comparel6 When set, the mask (7:0) is used as a value to perform a 16-bit compare: Register bits R/W
15:8 represent the byte at the given offset and bits 7:0 the byte following at offset+1
which matches the network byte order for 16-bit fields (e.g. setting a compare value of
0x0800 and offset 0 matches IP frames). No mask is available in this mode.

When cleared, only one byte of data is compared and the mask can be used to mask
individual bits.

b27 ipprotocol When set, the compare value is compared with the protocol field found within the IP R/W
header for both IPv4 and IPv6 frames. It implicitly acts as skipvlan = 1 skipping any
VLAN tags if present. The offset setting has no meaning and is ignored.
If the bit is set, but the frame is not an IPv4/v6 frame the parser will report “no match”
and not continue to inspect the frame. When cleared, the offset is used normally on all
frames.

Note) When this bit is set, the bits 25,26,28,29,30 have no meaning and should be set
to 0. The mask (7:0) is applied hence should be Oxff to achieve an exact match.

b26 ipdata When set, the offset starts with the first byte following an IP header if an IP frame is R/W
processed. The following fields are skipped:
® any VLAN tags if present (implicitly acts as skipvlan = 1)
® for IPv4 the header and any header options
® for IPv6 only the base header.

If the bit is set, it implicitly requires an IP frame. If the frame is not an IP frame, the
parser will report “no match” and not continue to inspect the frame. When cleared, the
offset starts with the first data following the MAC source address (skipping VLAN tags
if allowed by “skipvlan”).

Note) When this bit is set, the bit skipvlan has no meaning and can be set to any
value.
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Table 4.42 GPARSER([n] Register Contents (2/2)

Bit Position Bit Name Function R/W

b25 skipvlan When set, any optional VLAN tags found in the frame are skipped and the parser R/W
starts operating at the first byte following any VLAN tags. When cleared, the parser
starts with the first byte following the source MAC address.

Note) If 0, this means the first byte of the Type/length field is the first data for any
compares, allowing to check for ether Types.

b24 valid Indicate that this entry is valid (1) and should be used. When 0, the parser result R/W
always indicates “no match” and none of the other bits are relevant.

b23 offset_ DA When set, the offset starts counting from the first byte of the MAC destination address. R/W

Note) The skipvlan and ipdata and ipprotocol bits must be 0 when this bit is set.

b22 Reserved Set to zero on Write. ignore on Read. R

b21 to b16 offset An offset in bytes where to find the data for comparison within the frame. The offset R/W
value starts at 0 to indicate the very first byte after offset start. The offset start can be
either the frame’s type/length field (i.e. 0 = first byte of type/length field) or the payload
following an IP header (see bit “ipdata” above). Valid values range from 0O to 60.

b15 to b8 compare_value The value to compare the frame data with at the given offset. R/W

b7 to b0 mask_value2 Mask for single byte compares or 2nd compare value (if bit30 = 1) or least significant ~R/W
bits of a 16-bit compare value (if bit28 = 1). When used as a mask (bit28, 30 = 0,0),
the data from the frame is ANDed with this mask, then compared to the compare
value. All bits having a “1” in the mask will be compared with the data in the frame. All
bits having a “0” will be 0 for the compare, however this requires the compare value to
have those bits also set to “0”.
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44.41 GARITH[n] — Snoop Configuration for Arithmetic [n=4]th Stage of 2nd
Block (n =4..7)
Address: 4405 00FOh + 4h x (n - 4)
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
o o o o o o o o o . snoopmode . . rerzillél:t_i operr]atio
Value after reset X X X X X X X X X X 0 0 X X 0 0
Bit b15 bla b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
select_alselect_alselect_al select match not input
| dith2 | rithl | ritho = - - - - _np
Value after reset X 0 0 0 0 0 0 0 X X X X 0 0 0 0
Table 4.43 GARITH[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b22 Reserved Set to zero on Write. ignore on Read. R
b21, b20 snoopmode 00b: Disabled, no snooping occurs (forward normally) R/W
01b: Forward to designated management port only
10b: Forward normally and copy to management port
11b: Discard the frame
Note)
® |f both arithmetic blocks (Arithmetic 0 and 1) match at the same time and they have
different mode settings, the lower mode will be chosen (e.g. if one function is
programmed to 01b and the other to 11b then mode 01b will be executed).
® These bits exist only in the GARITH7 register. The bits are not writeable in all
others.
b19, b18 Reserved Set to zero on Write. ignore on Read. R
b17 result_invert 0: The output is used directly R/W
1: The output of this stage is inverted
b16 operation 0: AND all selected inputs R/W
1: OR all selected inputs
b15 Reserved Set to zero on Write. ignore on Read. R
bl14 select_arith2 Available only on stage 3. If set, the result from arithmetic stage 2 is selected in R/W
addition to any of the parser results.
b13 select_arithl Available only on stages 2..3. If set, the result from arithmetic stage 1 is selected in R/W
addition to any of the parser results.
b12 select_arithO Available only on stages 1..3. If set, the result from arithmetic stage 0 is selected in R/W
addition to any of the parser results.
b1l to b8 select_match Define, which parser result is relevant at this stage. One bit per parser. R/W
Bit 8 = parser 0, ..., Bit 11 = parser 3
When a bit is “1”, the match result of the corresponding parser is used in this stage,
otherwise it is ignored.
b7 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 to b0 not_input Define, which match result from a parser should be used inverted. One bit per parser. R/W

Bit O = parser 4, Bit 1 = parser 5, ..., Bit 3 = parser 7
When a bit is “1”, the match result of the corresponding parser is used inverted in this
stage.
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4.442 VLAN_PRIORITY[n] — VLAN Priority Register [n] (n =0..4)
The VLAN_PRIORITY[n] registers implement 3 bits to 2 bits VLAN priority mapping capability.

For each port, one register is provided. The current frame’s 3 bits VLAN priority field is used as an index and the
corresponding priority is taken from the respective position of the register giving the final classification for the frame.

Priority O is the lowest priority.

Address: 4405 0100h + 4h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — — PRIOIN7 — PRIOING6 — PRESOIN
Value after reset X X X X X X X X X 1 1 X 1 1 X 1

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

PR'SO'N — PRIOIN4 — PRIOIN3 — PRIOIN2 — PRIOINL — PRIOINO
Value after reset 1 X 1 1 X 1 1 X 1 0 X 0 1 X 0 0

Table 4.44 VLAN_PRIORITY[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b23 Reserved Set to zero on Write. ignore on Read. R
b22, b21 PRIOIN7 This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 7. R/W
b20 Reserved Set to zero on Write. ignore on Read. R
b19, b18 PRIOING6 This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 6. R/W
b17 Reserved Set to zero on Write. ignore on Read. R
b16, b1l5 PRIOINS This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 5. R/W
b14 Reserved Set to zero on Write. ignore on Read. R
b13, b12 PRIOIN4 This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 4. R/W
bl1 Reserved Set to zero on Write. ignore on Read. R
b10, b9 PRIOIN3 This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 3. R/W
b8 Reserved Set to zero on Write. ignore on Read. R
b7, b6 PRIOIN2 This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 2. R/W
b5 Reserved Set to zero on Write. ignore on Read. R
b4, b3 PRIOIN1 This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 1. R/W
b2 Reserved Set to zero on Write. ignore on Read. R
b1, b0 PRIOINO This field is used as priority queue number if the frame’s 3 bits VLAN priority field is 0. R/W
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4443 IP_PRIORITY[n] — IP Priority Register [n] (n = 0..4)

Address: 4405 0140h + 4h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

read — — — — — — —

Value after reset 0 X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — priority IPYfase Address
Value after reset X X X X X 0 0 0 0 0 0 0 0 0 0 0
Table 4.45 IP_PRIORITY[n] Register Contents
Bit Position Bit Name Function R/W
b31 read Must be cleared to write values in the tables. When set during register writes, the IPv6 R/W

select and address bits are stored in the register only and the priority bits are ignored
and not written into the addressed table. When the register is read, the priority bits
represent the value read from the table always.

b30 to b11 Reserved Set to zero on Write. ignore on Read. R

b10, b9 priority The priority information to write into the addressed table entry. When reading from the R/W
register, the bits show the value from the addressed table entry (address from last
write operation).

b8 IPv6_select If set during a write, the IPv6 table is accessed. Valid address values range fromO0to R/W
255.

If cleared, the IPv4 table is accessed. Valid address values range from 0 to 63.

b7 to b0 Address The address of the priority entry to read or write for a frame received on port [n]. R/W
The IPv4 table has 64 entries. The IPv6 table has 256 entries.
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4.4.44 PRIORITY_CFG[n] — Priority Configuration Register [n] (n = 0..4)

Address: 4405 0180h + 4h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — default_priority TYF:]E_e MAr(1:_e IP_en VL/-;N_e

Value after reset X X X X X X X X X X 0 0 0 0 0 0

Table 4.46 PRIORITY_CFGIn] Register Contents

Bit Position Bit Name Function R/W

b31 to b6 Reserved Set to zero on Write. ignore on Read. R

b5, b4 default_priority The default priority of a frame received on port [n], if none of the priority resolutions R/W
could define a priority of the frame.

b3 TYPE_en Enable TYPE Based Priority Resolution for Frame Received on Port[n] R/W
If set, the frame’s type/length field (following any VLAN tags) is compared to all
PRIORITY_TYPE configured values. If any of the values matches, the priority
information from that matching type will be used. If cleared, type fields are ignored.

b2 MAC_en Enable MAC Based Priority Resolution for Frame Received on Port[n] R/W
If set, the priority information found within the MAC address table (for a static entry) is
used. If cleared, MAC priority is ignored.

bl IP_en Enable IP Priority Resolution for Frame Received on Port[n] R/W
If set, the IP DiffServ/TrafficClass field is used and priority is resolved according to the
IP_PRIORITY[n] setting for the port. If cleared, IP DiffServ/TrafficClass fields are
ignored.

b0 VLAN_en Enable VLAN Priority Resolution for Frame Received on Port[n] R/W
If set, the VLAN tag field of a frame is inspected and priority is resolved according to
the setting programmed in VLAN_PRIORITY[n] for the port on which the frame was
received. If cleared, VLAN priority is ignored.
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4.4.45 PRIORITY_TYPE1 — Priority Type Register 1

Address: 4405 01B8h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — priority valid
Value after reset X X X X X X X X X X X X X 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
typevalue
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.47 PRIORITY_TYPE1 Register Contents
Bit Position Bit Name Function R/W
b31 to b19 Reserved Set to zero on Write. ignore on Read. R
b18, b17 priority The priority value to use if a match occurs. R/W
Note) A port's PRIORITY_CFG[n].TYPE_en bit controls use of this priority.
b16 valid If set indicates, this register contains valid data. R/W
If cleared (default) the data from this register is ignored.
Note) When using with the Management port special frame tagging the valid bit has
no relevance. The type is compared if enabled in the MGMT_TAG_CONFIG
register. This allows using the type for the management tag only, or at the
same time for priority resolution (e.g. useful for 1588 frames).
b15 to b0 typevalue A 16-bit value to be compared against the frame’s type/length field at receive. (e.g.a R/W
value of 0x88f7 would match IEEE 1588 frames).
All such PRIORITY_TYPE registers are searched simultaneously and a type match
will occur if any compare is successful.
The value is relevant (and used for comparison) only if the valid bit is set.
Note) This value is always compared against the type/length field of the frame
following any VLAN tags. Up to two VLAN tags can be present in the frame.
When used with the management port special frame tagging (see
MGMT_TAG_CONFIG register), no VLAN tags can be supported for the tag
insertion decision. That is, the management port tag will be inserted only if this
is the first tag found in the frame. At the same time, for priority definition, VLAN
tags are supported.
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4446 PRIORITY_TYPE2 — Priority Type Register 2

Address: 4405 01BCh

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — priority valid
Value after reset X X X X X X X X X X X X X 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
typevalue
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.48 PRIORITY_TYPE2 Register Contents
Bit Position Bit Name Function R/W
b31 to b19 Reserved Set to zero on Write. ignore on Read. R
b18, b17 priority The priority value to use if a match occurs. R/W
Note) A port's PRIORITY_CFG[n].TYPE_en bit controls use of this priority.
b16 valid If set indicates, this register contains valid data. R/W

Note) When using with the Management port special frame tagging the valid bit has
no relevance. The type is compared if enabled in the MGMT_TAG_CONFIG
register. This allows using the type for the management tag only, or at the
same time for priority resolution (e.g. useful for IEEE 1588 frames).

b15 to b0 typevalue A 16-bit value to be compared against the frame's type/length field at receive. (e.g.a R/W

value of 0x88f7 would match IEEE 1588 frames).

All such PRIORITY_TYPE registers are searched simultaneously and a type match
will occur if any compare is successful.

The value is relevant (and used for comparison) only if the valid bit is set.

Note) This value is always compared against the type/length field of the frame
following any VLAN tags. Up to two VLAN tags can be present in the frame.
When used with the management port special frame tagging (see
MGMT_TAG_CONFIG register), no VLAN tags can be supported for the tag
insertion decision. That is, the management port tag will be inserted only if this
is the first tag found in the frame. At the same time, for priority definition, VLAN
tags are supported.
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4.4.47 MGMT_ADDRO_|lo — Lower MAC Address for Bridge Protocol Frame
First 4 bytes of MAC address

Address: 4405 01COh

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

bpdu_dst_custom

Value after reset 0 0 0 0 0 0 0 0 1 1 0 0 0 0 1 0
Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
bpdu_dst_custom
Value after reset 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
Table 4.49 MGMT_ADDRO_lo Register Contents
Bit Position Bit Name Function R/W
b31 to b0 bpdu_dst_custom Additional MAC address defining a Bridge Protocol Frame (BPDU) in addition to the R/W

well-known addresses
First 4 bytes of MAC address: Bits 7:0 = 1st, 15:8 = 2nd, 23:16 = 3rd, 31:24 = 4th.

4448 MGMT_ADDRO_hi — Higher MAC Address for Bridge Protocol Frame
Last 2 octets of MAC address and mask/valid bits.
NOTE

The compare is active always. To disable it, set a default value. Reset defaults to 01-80-c2-00-00-00 mask ffh.

Address: 4405 01C4h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — MASKS8BIT

Value after reset X X X X X X X X 1 1 1 1 1 1 1 1
Bit bl5 bl14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

bpdu_dst_custom

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.50 MGMT_ADDRO_hi Register Contents

Bit Position Bit Name Function R/W

b31 to b24 Reserved Set to zero on Write. ignore on Read. R

b23 to b16 MASKS8BIT 8-bit mask for comparing the last byte of the MAC address. Each bit being “1” in the R/W

mask will be compared. The mask is ANDed with the last byte of the MAC address
(6th byte in frame) before comparison. Setting the mask to Oxff compares all bits. A
mask of 0x00 will ignore the last byte of the MAC address and a match will occur on
any value. Note that all mask bits with 0 must also have 0 in the corresponding MAC
address bit (bits 15:8 in this register).

b15 to b0 bpdu_dst_custom Bits 7:0 is 5th byte, Bits 15:8 is 6th (last) byte. R/W
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SYSTEM_TAGINFO[n] — One VLAN ID Field for VLAN Input Manipulation
(n=0..4)

4.4.49

Address: 4405 0200h + 4h x n

b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Bit b31 b30 b29 b28 b27

Value after reset X X X X X X
b7 b6 b5 b4 b3 b2 bl b0

Bit bl5 b14 b13 b12 b11 b10 b9 b8
SYSVLANINFO
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.51 SYSTEM_TAGINFO[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
System VLAN Info (prio/cfi/vid) for the Port [n] R/W

b15 to b0 SYSVLANINFO
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4450 AUTH_PORT[n] — PORT[n] Authentication Control and Configuration
(n=0..4)

The enable bits (both per port bits) reset defaults are controlled by STRAP_SX_ENB bit and STRAP_HUB_ENB bit of
SWCTRL register.

STRAP_SX ENB =0, STRAP_HUB_ENB = 0: AUTH_PORT][4:0].authorized = Oh.

STRAP_SX_ENB =0, STRAP_HUB_ENB = 1: AUTH_PORT[4:0].authorized = 3h.

STRAP_SX_ENB =1, STRAP_HUB_ENB = 0: AUTH_PORT[4:0].authorized = fh.

STRAP_SX ENB =1, STRAP_HUB ENB = 1: AUTH_PORT[4:0].authorized = 1fh.

STRAP_SX ENB and STRAP_HUB_ENB are described in [Section 10.2.14, SWCTRL — A5PSW Control
Register].

Address: 4405 0240h + 4h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — — — — guest_mask

Value after reset X X X X X X X X X X X 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

Auto_C EAPOL .
enpot_porrumber T9%| — | — | — | — | Luncas| DU jouet e EAPCL coniod st
orized _enable B -
Value after reset 0 1 0 0 0 X X X X X 0 0 0 0 0 X
Table 4.52 AUTH_PORTIn] Register Contents (1/2)
Bit Position Bit Name Function R/IW
b31 to b21 Reserved Set to zero on Write. ignore on Read. R
b20 to b16 guest_mask Destination port mask with all ports that are allowed to receive non EAPOL R/W

frames from this port while it is unauthorized and guest is enabled.
Bit 16 = port 0, Bit 17 = port 1, ...

Note)

® |f all 0 frames are discarded even if guest is enabled.

® |f a destination port in this list is unauthorized and has its controlled both bit
set, it is removed from this list automatically during forwarding.

® |f a destination port in this list is authorized it is not removed from this list. This
allows forwarding of a frame from an unauthorized to an authorized port. This
can be intentional to e.g. implement DHCP with an external server connected
at an authorized port. It is the responsibility of the application to ensure
updating all guest masks of all ports when a port changes to authorized and
then should no longer get frames forwarded to it from unauthorized ports.

b15 to b12 EAPOL_port_number 4 bits port number where to send EAPOL frames to. Typically the management ~ R/W
port (port number = 4), but could be an external port if desired (with limitations,
see below). The setting must be identical for all ports.

Note)

® |tis not recommended to change this setting. If it is changed and a port
changes to authorized without keeping the EAPOL enable bit 2 set, then
EAPOL frames will be treated as normal BPDU frames. Hence an EAPOL log
off message will then not reach the port configured here but will be forwarded
to the management port.

® Setting is relevant also when a port is authorized and matches this number. If
this port receives frames, it always can forward to unauthorized ports, even if
their controlled both is set.
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Table 4.52 AUTH_PORTIn] Register Contents (2/2)

Bit Position Bit Name Function R/W

bl1 Auto_Change_Unauthorized Enables (if 1) automatic port change to unauthorized. When enabled and a R/W
frame of unknown source is received at the port, the authorized bit of this
register is cleared. The port hence changes into unauthorized state and it is up
to the application to re-authenticate the port and eventually set the authorized bit
again.
Has an effect only if the port has learning disabled (see Section 4.4.8,
INPUT_LEARN_BLOCK — Input Learning Block Register) and is configured
to discard frames of unknown source (see Section 4.4.61, LK_CTRL —
Learning/Lookup Function Global Configuration Register)

Note) The interrupt (INT_CONFIG.LK_NEW_SRC) can be used to inform the
application of this event..

b10 to b6 Reserved Set to zero on Write. ignore on Read. R

b5 EAPOL_unicast_enable Normally EAPOL frames must use the dedicated PAE multicast destination R/W
address. However if this bit is set and a unicast destination address is found, the
frame is accepted if it matches the MAC address of the port as configured in the
MAC’s ADDR registers. It then will be forwarded to the EAPOL destination port
number given in bits 15:12 (see above).

b4 BPDU_enable Enable (1) / Disable (0) Reception of BPDU Frames R/W

When enabled and the port is unauthorized, BPDU frames are forwarded to the
management port normally. Otherwise BPDU frames will be discarded.

Note) Although EAPOL frames are using BPDU multicast addresses, they will
not be discarded by having this bit 0.

b3 guest_enable Enable (1) / Disable (0) Reception of non EAPOL Frames R/W
When enabled and the port is unauthorized, such frames are forwarded only to
the given guest port mask.

Note) When guest is enabled, the normal VLAN manipulation function (VLAN
insertion) can be used if needed.

b2 EAPOL_enable Enable (1) / Disable (0) Reception of EAPOL Frames R/W

When enabled EAPOL frames are forwarded to the port given in EAPOL
destination port number (see above). This is independent from authorized state.

If disabled and the port is:
® Unauthorized: then EAPOL frames are discarded.

® Authorized: then EAPOL frames are treated as BPDU frames and forwarded
to the management port.

Note) Would be disabled to implement the authentication statemachine’s HELD
state where a port is unauthorized and is not allowed to even accept
EAPOL frames.

bl controlled_both If 1, the port operates in Controlled Directions mode “both”. That is other ports R/W
cannot transmit any traffic on this port, except the port specified in EAPOL
destination port.
If 0, the port operates in Controlled Directions mode “in”. This allows frames from
other ports can be forwarded to this port for transmission, but receive is still
restricted.

Note) Represents OperControlledDirections from Section 4.6.2 (4), 6.5

b0 authorized If 1, the port is in the authorized state and operates normally without restrictions. R/W
The other bits of this register, except 15:12, 2, are then not relevant.
If 0, the port is unauthorized restricting forwarding according to the rules
configured in this register.
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4451 VLAN_RES_TABLE[n] — 32 VLAN Domain Entries (n =0..31)

Address: 4405 0280h + 4h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

write_p [write_ta|read_ta

ortmask| gmask | gmask - — |VLANid

Value after reset X 0 0 0 X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

VLANid Portmask

Value after reset 1 1 1 1 1 1 1 1 1 1 1 1

Table 4.53 VLAN_RES_TABLE[n] Register Contents

Bit Position Bit Name Function R/W

b31 Reserved Set to zero on Write. ignore on Read. R

b30 write_portmask When this bit is set when writing into the register, the bits (4:0) are stored in the R/W

portmask for the domain only. The tagged bit mask is left unchanged. The VLAN id
must be set accordingly during the write.

Note) When bits 29,30 are both 0 or both 1 during a write, the bits (4:0) are written
always into both the portmask and the tagged bit mask.

b29 write_tagmask When this bit is set when writing into the register, the bits (4:0) are stored in the R/W
tagged bit mask for the domain only.
The portmask is left unchanged. The VLAN id must be set accordingly during the
write.
The tagged bit mask allows to specify for each port if the frames leaving the port
should be tagged (bit = 1) or untagged (bit = 0). If a port is untagged, frames leaving
that port will have the VLAN tag removed. This tagged bit mask is interpreted by the
output manipulation function on all ports that operate in output manipulation mode 3.

Note) When bits 29,30 are both 0 or both 1 during a write, the bits (4:0) are written
always into both the portmask and the tagged bit mask.

b28 read_tagmask Select contents of mask bits (4:0) when reading the register. If this bit is set during a R/W
write into the register, all other bits of the write are ignored (i.e. 30,29,16:0) and the bit
28 of the register toggles (1-> 0; 0-> 1). This is used only to allow changing the bit 28
without changing any table contents. When the register is read, the bit indicates the
contents of bits (4:0):

if 0: the portmask is returned.
if 1: the tagged bit mask is returned.
The bit is cleared when the register is written with bit28 = 0.

b27 to b17 Reserved Set to zero on Write. ignore on Read. R

b16 to b5 VLANId The 12-bit VLAN identifier of the entry. R/W

b4 to b0 Portmask A bit set 1 defines a port as being member of the VLAN. When bit28/29 is set, the R/W
tagged bit mask is read/written instead.
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4452 TOTAL_DISC — Discarded Frame Total Number Register
Address: 4405 0300h
Bit b3l  b30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  Dbl8  bl7  ble
TOTAL_DISC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
TOTAL_DISC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.54 TOTAL_DISC Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TOTAL_DISC Total number of incoming frames accepted by MAC RX but discarded in the switch. R
4453 TOTAL_BYT_DISC — Discarded Frame Total Bytes Register
Address: 4405 0304h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
TOTAL_BYT_DISC
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4  bl3  bl2  bll  blO b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
TOTAL_BYT_DISC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.55 TOTAL_BYT_DISC Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TOTAL_BYT_DISC Sum of bytes of frames counted in TOTAL_DISC. R
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4454 TOTAL_FRM — Processed Frame Total Number Register

NOTE

Increments also when cut through forwarding is used and a frame with invalid CRC was received, as it has been
forwarded. The MAC's ifOutError however will indicate erroneous frames forwarded.

Address: 4405 0308h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
TOTAL_FRM
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
TOTAL_FRM
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.56 TOTAL_FRM Register Contents
Bit Position Bit Name Function R/W
R

b31 to b0 TOTAL_FRM

Total number of incoming frames processed by switch.

4455 TOTAL_BYT_FRM — Processed Frame Total Bytes Register

Address: 4405 030Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
TOTAL_BYT_FRM
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
TOTAL_BYT_FRM
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.57 TOTAL_BYT_FRM Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TOTAL_BYT_FRM Sum of bytes of frames counted in TOTAL_FRM. R
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ODISC[n] — PORT][n] Discarded Outgoing Frame Count Register (n =0..4)

4.4.56
Address: 4405 0310h + 10h x n
Bit b3l  b30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  Dbl8  bl7  ble
ODISC[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
oDISC[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.58 ODISCI[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ODISC[n] PORT[n] Outgoing frames discarded due to output Queue congestion. R
4.457 IDISC_VLAN[n] — PORT[n] Discarded Incoming VLAN Tagged Frame
Count Register (n =0..4)
Address: 4405 0314h + 10h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
IDISC_VLAN[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
IDISC_VLAN[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.59 IDISC_VLAN[N] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 IDISC_VLAN[N] PORT[n] incoming frames discarded due to mismatching or missing VLAN id while R

VLAN verification was enabled.
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4458 IDISC_UNTAGGED[n] — PORT[n] Discarded Incoming VLAN Untagged
Frame Count Register (n =0..4)

Address: 4405 0318h + 10h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

IDISC_UNTAGGEDIn]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
IDISC_UNTAGGEDI|n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.60 IDISC_UNTAGGEDI[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 IDISC_UNTAGGEDI[n] PORTI[n] incoming frames discarded due to missing VLAN tag. R

4459 IDISC_BLOCKED[n] — PORTI[n] Discarded Incoming Blocked Frame Count
Register (n =0..4)

Address: 4405 031Ch + 10h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

IDISC_BLOCKEDIn]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

IDISC_BLOCKEDIn]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.61 IDISC_BLOCKEDI[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 IDISC_BLOCKEDI[n] PORTI[n] incoming frames discarded (after learning) as port is configured in blocking R
mode.
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4460 IMC_QLEVEL_P[n] — PORT[n] Queued Frame Count Register (n = 0..4)

Address: 4405 03COh + 4h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

Queue3 Queue2 Queuel Queue0

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.62 IMC_QLEVEL_P[n] Register Contents

Bit Position Bit Name Function R/W

b31 to b16 Reserved Set to zero on Write. ignore on Read.

b15 to b12 Queue3 A 4 bits value per queue indicating number of frames stored in the queue3.
Saturates at 15 if more than 15 frames are stored in the queue.

b1l to b8 Queue2 A 4 bits value per queue indicating number of frames stored in the queue2. R
Saturates at 15 if more than 15 frames are stored in the queue.

b7 to b4 Queuel A 4 bits value per queue indicating number of frames stored in the queuel. R
Saturates at 15 if more than 15 frames are stored in the queue.

b3 to b0 Queue0 A 4 bits value per queue indicating number of frames stored in the queue0. R
Saturates at 15 if more than 15 frames are stored in the queue.
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44.61 LK_CTRL — Learning/Lookup Function Global Configuration Register

NOTE

Bits [3:0] would all be set to “1” for a normal switch operation.

Address: 4405 0400h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
— — — — — — — — — — — Discard_Unknown_Source
Value after reset X X X X X X X X X X X 0 0 0 0 0
Bit bl5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
Discard
Allow_ Enable_|
_ _ _ _ _ _ _ _ __ |Clear_T| __|_Unkno Migratio Enaple_ Learnin Enable_|
able wn_Des n Aging Lookup
tination 9
Value after reset X X X X X X X X X 0 X 0 1 1 1 1
Table 4.63 LK_CTRL Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 to b21 Reserved Set to zero on Write. ignore on Read. R
b20 to b16 Discard_Unknown_Source Per port discard if source address not found. R/W
Bit 16 = port 0, Bit 17 = port 1, ...
When enabled (1) and the source address of an incoming frame is not found,
the frame is discarded. The source will not be learned, even if learning is
allowed (INPUT_LEARN_BLOCK). Such discard events are counted in the
switch per port input statistics IDISC_BLOCKED.
When disabled (0), such frames are accepted normally.
This setting does not affect BPDU frames, which will be accepted always.
Independently from this setting, the unknown source interrupt will be triggered,
and the new address is stored internally for retrieval with the
LK_ADDR_CTRL.GETLASTNEW command.
Note) This function can have a negative impact on performance for Gigabit
ports when using a (too) low system frequency (can cause undesired
short frame drop).
b15 to b7 Reserved Set to zero on Write. ignore on Read. R
b6 Clear_Table Writes all table entries with 0. When the bit is set “1”, the bit stays 1 until the R/W
function has completed. Lookup is disabled during this time and the switch will
flood all frames. The BUSY bit within register LK_ADDR_CTRL is also set until
the function has completed.
Note) The bit is set after reset to flush the table. Software may read the bit as
1 if the flushing is not completed and then should not enable the switch
until the bit changes to 0.
b5 Reserved Set to zero on Write. ignore on Read. R
b4 Discard_Unknown_Destination When enabled (1) and the destination address is not found, the frame is R/W
discarded. This setting does not affect BPDU frames, which will be accepted
always. When disabled (0), such frames are flooded normally.
b3 Allow_Migration When enabled (1), existing dynamic entries in the lookup table are updated if R/W
the source port of the entry changed. Requires learning (bit1) to be enabled.
When disabled (0), no update occurs on dynamic entries when the incoming
port number changes.
b2 Enable_Aging When enabled (1), the aging process continuously scans the table for outdated R/W

entries and removes them.
When disabled (0), no aging occurs.
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Table 4.63 LK_CTRL Register Contents (2/2)

Bit Position Bit Name Function R/W

bl Enable_Learning When enabled (1), a frame source address, if not found in the lookup memory R/W
will be added automatically by the hardware. The source lookup will be
followed by a store operation, storing the MAC address in the next free
address of the lookup memory. When disabled (0), unknown source addresses
will not be added to the memory automatically and it is up to the software to
maintain the table entries

b0 Enable_Lookup Enable Lookup Controller R/W

The Lookup controller can be enabled or disabled by the host CPU. When
disabled, the switch forwarding engine will skip the lookup and flood all
incoming frames as if no address was found.
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4.4.62 LK_STATUS — Status Bits and Table Overflow Counter

Address: 4405 0404h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

learnev
ent

— overflows

Value after reset 0 X 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ageaddress
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.64 LK_STATUS Register Contents
Bit Position Bit Name Function R/W
b31 learnevent Indicates a new source address was detected. The bit is set whenever the lookup task R/W

could not find the source address from a received frame in the MAC address table. Bit
is cleared when writing a 1 to this bit, or when issuing the GETLASTNEW command in
LK_ADDR_CTRL to retrieve the latest entry. The bit asserts for every newly learned
source address, independent from automatic learning or any discard options being
configured. If the bit is already set from a previous event, it is left set.

b30 Reserved Set to zero on Write. ignore on Read. R

b29 to b16 overflows Counts number of table overflows that occurred (a new address was learned but the R/W
table had no storage and an older entry was deleted). The counter is cleared by
writing into the register and having bit16 = 1.

b15 to b0 ageaddress Address the aging process will inspect when the aging timer expires next time. R
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44.63 LK_ADDR_CTRL — Address Table Transaction Control and Read/Write
Address

Address: 4405 0408h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

DELET WAIT_ CLEAR|CLEAR
BUSY |E_POR|CLEAR LO(gKU COMPL| READ |WRITE SGTEI\-IFIIE-\)/AV _STATI|_DYNA| — — — — — —
T ETE C MIC
Value after reset 0 0 0 0 0 0 0 0 0 0 X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — address_mask

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.65 LK_ADDR_CTRL Register Contents (1/2)

Bit Position Bit Name Function R/W

b31 BUSY Transaction Busy Indication R

Controller is busy. As long as the controller is busy, the corresponding command bit is
set. When it becomes non busy again, all command bits are cleared.

b30 DELETE_PORT Scans the complete table for valid dynamic entries that contain the given port(s) in R/W
their destination port mask and deletes the port(s) or the complete entry. The port
mask is provided in the address_mask[12:0] when writing this register (1 bit per port,
bit O = port O, bit 1 = port 1, etc.).

Note) The given port mask is ANDed with the port mask of each entry. When the
result is non zero, the entry is processed, otherwise it is ignored. When an entry
is processed, the bits given in the mask are cleared in the entry’s port mask. If
the resulting port mask is then all zero, the entry is deleted from the table (i.e.
valid bit = 0).

The function operates on dynamic entries only and does not affect static entries.

The bit stays 1 together with the BUSY indication until the table has been scanned
completely.

b29 CLEAR Writes all zero to the entry selected by the given address. If set together with the R/W
LOOKUP, first a lookup is performed and if the lookup succeeds, the entry is then
deleted. The registers LK_DATA_LO/HI will also be cleared. The memory address in
this register will be set from the lookup result. If the lookup failed, the clear command
is ignored (and memory address is arbitrary).

b28 LOOKUP Performs a lookup of the MAC address given in LK_DATA_LO/HI. When the lookup R/W
completed, the LK_DATA_HI upper 16-bit are updated with the corresponding bits
read from the found entry. The address_mask field in this register will show the
address where the entry is found. If the MAC address was not found, LK_DATA_HI
valid bit (bit16) will be zero and the bits 31..17 are arbitrary. The address field of this
register is changed to the correct memory address that is empty and can be used to
write the new entry to (i.e. it returns the hash calculated for the MAC address plus an
offset to the empty entry within the 8 entries block). The bit stays 1 together with the
BUSY indication until the function completed.

b27 WAIT_COMPLETE Instructs to stall the processor bus until the transaction is completed. This allows R/W
performing consecutive writes into this register with varying commands without the
need for polling the busy bit.

b26 READ Perform Single Read Transaction R/W
Data is returned in LK_DATA_LO/HI.

b25 WRITE Perform a Single Write Transaction R/W
LK_DATA_LO/HI must be set prior to starting the transactions.
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Table 4.65 LK_ADDR_CTRL Register Contents (2/2)

Bit Position Bit Name Function R/W

b24 GETLASTNEW Retrieves the last source address that was not found in the table and places it into R/W
LK_DATA_LO/HI. The valid bit of the entry (LK_DATA_HI(16)) indicates if the address
is new (1) or not (0) since the command was last issued.
The port mask indicates at which port that new address was received. Whenever the
learning task detects an unknown source address, it stores it into an internal storage
that can be retrieved by this command. This occurs for every new source address, no
matter if learning is enabled or not. It stores the address also when the no source
discard feature is enabled. Only one entry is stored; If another new address is found
before the data is read, it overwrites any existing data.

b23 CLEAR_STATIC Scans the complete table for valid static entries and deletes them (writes entry with all R/W
zero). Bit is cleared when the function has completed.

b22 CLEAR_DYNAMIC Scans the complete table for valid dynamic entries and deletes them (writes entry with R/W
all zero). Bit is cleared when the function has completed.

b21 to b13 Reserved Set to zero on Write. ignore on Read. R

b12 to b0 address_mask Memory address for read and write transactions. This is the address of a 64-bit entry. R/W

For the DELETE_PORT function, a port mask can be provided in these bits instead of
the address. Bit O represents port 0, Bit 1 port 1, etc.

When a LOOKUP function was executed and it found the address (LK_DATA_HI(16)
= 1), the memory address of the entry is returned.

When a LOOKUP function was executed and it could not find the address
(LK_DATA_HI(16) = 0), it returns the valid memory address of an empty entry which
can be used to store the new data if needed (for a 8192 size table, bits 12:3 contain
the calculated hash value, bits 2:0 the offset within the 8 entries block).
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4.4.64 LK _DATA_LO — Lower 32-Bit Data of Lookup Memory Entry

Address: 4405 040Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

MEMDATA

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

MEMDATA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.66 LK_DATA_LO Register Contents
Bit Position Bit Name Function R/W
b31 to b0 MEMDATA Memory Data (31:0) R/W

The lower 32-bit data of a memory entry. When writing MAC addresses, the first byte
is 7:0 and the 4th byte is 31:24. When reading, the data returned is the captured data
of the last read transaction.

44.65 LK_DATA_HI— Higher 26-Bit Data of Lookup Memory Entry

Address: 4405 0410h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

—_ —_ —_ —_ —_ —_ MEMDATA

Value after reset X X X X X X 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

MEMDATA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.67 LK_DATA_HI Register Contents
Bit Position Bit Name Function R/W
b31 to b26 Reserved Set to zero on Write. ignore on Read. R
b25 to b0 MEMDATA Memory Data (57:32) R/W

The next 26-bit data of a memory entry. When writing MAC addresses, the 5th byte is
7:0 and the 6th byte is 15:8. The upper 10-bit are the bits 57:48 of the memory.
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4466 LK _LEARNCOUNT — Learned Address Count Register

Software would want to increment the value LEARNCOUNT when it has added a MAC address into the memory. It
would want to decrement the value if an entry has been removed.

The increment/decrement bits (write_mode) ensure atomic operations on the counter to avoid inconsistency that would
otherwise occur when using a read modify write scheme as the hardware could change the value meanwhile.

Address: 4405 0418h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

write_mode —

Value after reset 0 0 X

Bit bl5 b14 b13 b12 b1l b10

b9 b8 b7 b6 b5 b4 b3 b2 bl b0

LEARNCOUNT

Value after reset X X 0

Table 4.68 LK_LEARNCOUNT Register Contents

Bit Position Bit Name

Function
b31 to b30 write_mode

RIW
The bits define how the LEARNCOUNT value is modified when writing into the R/W
register:

00b: Sets LEARNCOUNT to given value.
01b: Increments the LEARNCOUNT value by 1 (atomic).
10b: Decrements the LEARNCOUNT value by 1 (atomic).

11b: Reserved, write has no effect on LEARNCOUNT.
b29 to b14 Reserved

Set to zero on Write. ignore on Read.
b13 to b0 LEARNCOUNT

The Number of Learned Addresses R/W
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4.4.67 LK_AGETIME — Period of the Aging Timer

The timer is decremented once every 1024 switch system clock cycles and reloaded with this value when it reaches 0.
One table entry is inspected whenever the agetimer expires.

Hence a full aging timeout is the amount of time given in this register multiplied by the size of the lookup memory

(number of entries).

Default:

16384 (for example, when using a 200 MHz switch system clock, it is up to 11.5 minutes for 8192 entries table: n x
1024 x period x tablesize = 16384 x 1024 x 5 ns x 8192)

Address: 4405 041Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
— — — — — — — — LK_AGETIME
Value after reset X X X X X X X X 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
LK_AGETIME
Value after reset 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.69 LK_AGETIME Register Contents
Bit Position Bit Name Function R/W
b31 to b24 Reserved Set to zero on Write. ignore on Read. R
b23 to b0 LK_AGETIME 24-bit Timer Value. R/W
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4468 MGMT_TAG_CONFIG — Management Tag Configuration Register

Address: 4405 0480h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Tagfield

Value after reset 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

o o . o . o _ . . __|enable_|enable_| __|all_fram enable
type2 | typel es
Value after reset X X X X X X X X X X 0 0 X X 0 0
Table 4.70 MGMT_TAG_CONFIG Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Tagfield The value of the tag that is found in the first type/length field of the frame to identify R/W
that the control information is present within a frame. (31:24 = first octet, 23:16 = 2nd
octet)
b15 to b6 Reserved Set to zero on Write. ignore on Read. R
b5 enable_type2 When set, frames with a type field that match the value in register R/W

PRIORITY_TYPE2[15:0] will get the control tag inserted. This is in addition to BPDU
frames (which will have tag inserted always).

Note) The valid bit (16) in PRIORITY_TYPEZ2 has no effect for this Type check.
Validity is indicated when this enable Type2 bit is set.

b4 enable_typel When set, frames with a type field that match the value in register R/W
PRIORITY_TYPE1[15:0] will get the control tag inserted. This is in addition to BPDU
frames (which will have tag inserted always).

Note) The valid bit (16) in PRIORITY_TYPEL has no effect for this Type check.
Validity is indicated when this enable Typel bit is set.
See also PRIORITY_TYPE register*! description.

b3, b2 Reserved Set to zero on Write. ignore on Read. R

bl all_frames Enable Tag Insertion for All Frames R/W

If set, the function inserts the control tag into all transmitted frames at the
management port. This requires that the CPU must be capable of receiving frames of
at least 1526 bytes (1518 + 8) for normal frames and 1530 bytes for VLAN tagged
frames. If O (reset default), only frames marked as management frames (BPDU
frames) will be tagged with extra control information. Other frames are not
manipulated.

Note) The input processing (receive; CPU to ASPSW) operates always when enabled
(bit0 = 1), independent from this setting.

b0 enable Enable Management Port Tag Insertion Module R/W

If set, the function is adding tags to outgoing frames and removes tags from incoming
frames at the management port. If O (reset default), no frame manipulation occurs.

Note) When enabled, frame manipulation requires a recalculation of the CRC. Hence
all MACs must be configured to remove CRC from incoming frames and add
CRC on all outgoing frames.

Note 1. See Section 4.4.45, PRIORITY_TYPE1 — Priority Type Register 1 and Section 4.4.46, PRIORITY_TYPE2 — Priority
Type Register 2.
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4.4.69 PEERDELAY[n] — Peer Delay Value for Port [n] (n =0..3)
NOTE

This register is the value for line port[n]. It must be set by the application after measuring the latency at the port where it
receives SYNC messages.

Address: 4405 050Ch + 4h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — PEERDELAY[n]

Value after reset X X 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

PEERDELAY[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.71 PEERDELAY[n] Register Contents

Bit Position Bit Name Function R/W
b31, b30 Reserved Set to zero on Write. ignore on Read. R
b29 to b0 PEERDELAY[n] Peer Delay Value Determined at the Port R/W

The value is added to the received frame’s correction field when a transient time
correction is done. This time value is set by the application after performing peer delay
measurement on the port. Required only when the network uses peer to peer
transparent clocks. A value of 0 is necessary to implement an end to end transparent
clock. Value is in nanoseconds and must be less than 10°.
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4.4.70 PORT[n]_CTRL — PORT[n] Timestamp Control/Status (n =0..3)

Address: 4405 0520h + 8h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TS_KE|TS_OV[TS_VAL

EP R ID
Value after reset X X X X X X X X X X X X X 0 0 0
Table 4.72 PORT[n]_CTRL Register Contents
Bit Position Bit Name Function R/W
b31 to b3 Reserved Set to zero on Write. ignore on Read. R
b2 TS_KEEP Configuration bit: Keep last timestamp in the transmit timestamp registers. When R/W

cleared (default), a new timestamp overwrites a stored value. When this bit is set, the
first timestamp stored is kept and following timestamps are ignored until software has
processed the timestamp (i.e. wrote this register to clear the valid bit).

bl TS_OVR A newer timestamp has overwritten the last stored timestamp. This occurs, if a valid R/W
timestamp is stored (TS_VALID = 1) and another timestamp is received before the
software could read the value and clear the valid bit. Writing to the register (with any
value) clears the bit. When the configuration bit TS_KEEP is set, this bit indicates that
timestamp(s) were received but ignored (i.e. a new timestamp was received while

TS_VALID = 1).
b0 TS_VALID A valid timestamp is available. Writing to the register (with any value) clears the bit. R/W
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4471 PORT[n]_TIME — PORT[n] Memorized Transmit Timestamp (n = 0..3)

Address: 4405 0524h +8h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PORT[n]_TIME

Value after reset 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

PORT[n]_TIME
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.73 PORT[n]_TIME Register Contents
Bit Position Bit Name Function R/W
b31 to b0 PORT[n]_TIME PORT[n] Memorized Transmit Timestamp R
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4.4.72 INT_CONFIG — Interrupt Enable Configuration Register

Address: 4405 0600h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PATTE |[TDMA_I
RNINT| NT — — IRQ_MAC_EEE — — — — IRQ_TSM_TX
Value after reset 0 0 X X 0 0 0 0 X X X X 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

HUB_IN|PRP_IN|DLR_IN|IRQ_TE[LK_NE

— — — — IRQ_LINK T T T ST |w srRe — MDIO1 IRQ_EN
Value after reset X X X X 0 0 0 0 0 0 0 0 0 X 0 0
Table 4.74 INT_CONFIG Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 PATTERN_INT When set, the RX Pattern Matcher module’s interrupt output is wired (ORed) with the  R/W

host interrupt signal (ASPSW_Int). When set and any of the pattern interrupts asserts,
the host interrupt will also assert. No latching occurs and writing the bit 31 of the
INT_STAT_ACK register has no effect. To clear the interrupt, the
PTN_IRQ_STAT_ACK register must be written instead.

Note) Does not influence the function of the ASPSW_PTRN_Int signal.

b30 TDMA_INT When set, the TDMA scheduler interrupt is wired (ORed) with the host interrupt signal R/W
(A5PSW_Int). When set and any of the TDMA interrupts asserts, the host interrupt will
assert.

No latching occurs and writing the bit 30 of the global INT_STAT_ACK register has no
effect. To clear the interrupt, the TDMA_IRQ_STAT_ACK register must be written

instead.
b29, b28 Reserved Set to zero on Write. ignore on Read. R
b27 to b24 IRQ_MAC_EEE Per Line Port MAC interrupt R/W

When set, an interrupt is generated when the port's EEE function changed state.
Bit 24 = Port 0, Bit 25 = Port 1, Bit 26 = Port 2, Bit 27 = Port 3.

b23 to b20 Reserved Set to zero on Write. ignore on Read. R

b19 to b16 IRQ_TSM_TX Per Line Port Transmit Timestamp Capture Interrupt Enable R/W
When set, an interrupt is generated when the port’s transmit timestamp register has
stored a new timestamp (see Section 4.5.4, Timestamping Functions (TSM)). One
bit for each line port: Bit 16 = Port 0, Bit 17 = Port 1, Bit 18 = Port 2, Bit 19 = Port 3.

b15 to b12 Reserved Set to zero on Write. ignore on Read. R

b1l to b8 IRQ_LINK Per Line Port Phy Link Change Interrupt Enable R/W
When set, an interrupt is generated when the Link status input from PHY of a port
changes. One bit for each line port: Bit 8 = Port 0, Bit 9 = Port 1, Bit 10 = Port 2, Bit 11
= Port 3.

b7 HUB_INT When set, the Hub module’s interrupt output (ASPSW_HUB_Int) is wired (ORed) with  R/W
the host interrupt signal (ASPSW_Int). When set and ASPSW_HUB_Int asserts, the
host interrupt will also assert. No latching occurs and writing the bit 7 of the
INT_STAT_ACK register has no effect. To clear the interrupt, the
HUB_IRQ_STAT_ACK register must be written instead.

Note) Does not influence the function of the ASPSW_HUB_Int signal.

b6 PRP_INT When set, the PRP module’s interrupt output (ASPSW_PRP_lInt) is wired (ORed) with R/W
the host interrupt signal (ASPSW_Int). When set and ASPSW_PRP_Int asserts, the
host interrupt will also assert. No latching occurs and writing the bit 6 of this register
has no effect. To clear the interrupt, the PRP_IRQ_STAT_ACK register must be
written instead.

Note) This bit does not influence the function of the ASPSW_PRP_Int signal.
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Table 4.74 INT_CONFIG Register Contents (2/2)

Bit Position Bit Name Function R/W

b5 DLR_INT When set, the DLR module’s interrupt output (ASPSW_DLR_Int) is wired (ORed) with  R/W
the host interrupt signal (ASPSW_Int). When set and ASPSW_DLR_Int asserts, the
host interrupt will also assert. No latching occurs and writing the bit 5 of the
INT_STAT_ACK register has no effect. To clear the interrupt, the
DLR_IRQ_STAT_ACK register must be written instead. This may be used if all
interrupt handling should be done through the single interrupt signal (ASPSW_Int) and
the separate ASPSW_DLR_Int signal is not used.

(see also DLR_IRQ_CONTROL and DLR_IRQ_STAT_ACK).

Note) This bit does not influence the function of the ASPSW_DLR_Int signal.

b4 IRQ_TEST When set, an interrupt is triggered immediately. Can be used to cause a software R/W
controlled interrupt for testing purposes.
b3 LK_NEW_SRC Enable Interrupt for New Source Address R/W

If this bit is set, an interrupt is triggered when the lookup process detects a new
(unknown) source address on a port.

Note) The interrupt triggers on every unknown source detected, independent of
learning (INPUT_LEARN_BLOCK) or source discard (LK_CTRL) was enabled

or not.
b2 Reserved Set to zero on Write. ignore on Read. R
bl MDIO1 Enable Interrupt on Transaction Complete from MDIO Controller R/W
b0 IRQ_EN Interrupt Global Enable R/W

When set and if any of the interrupt events occurs and is enabled, the interrupt signal
is asserted (1).
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4.4.73 INT_STAT_ACK — Interrupt Status/ACK Register

The register provides the current status of the interrupts and allows clearing/acknowledging one or all interrupts. The
interrupt signal is asserted only if the corresponding interrupt has been enabled within the INT_CONFIG register. Each
interrupt latch bit in this register asserts when the interrupt event occurred, independent of the enable setting within
INT_CONFIG.

Address: 4405 0604h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PATTE[TDMA_I .
RN_INT| NT interrupt_latches
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

interrupt_latches HU?__IN PRI_T__IN DLF_T__IN IR(%__I_TEVI;/KgNREC — |mpoio1 IR(EI_DPE
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.75 INT_STAT_ACK Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 PATTERN_INT Interrupt Pending Status from RX Pattern Matcher Module R
Asserted as long as the module’s interrupt register has pending interrupts (represents
OR of all RX Pattern Matcher module’s interrupt output). To clear the interrupt, the
pattern module’s status/acknowledge register must be written. Writing this bit has no
effect.
See PTN_IRQ_STAT_ACK.
b30 TDMA_INT Interrupt Pending Status from TDMA Scheduler R
Asserted as long as any TDMA interrupt has been enabled and is pending.
To clear the interrupt, the TDMA_IRQ_STAT_ACK register must be used. Writing this
bit has no effect.
b29 to b8 interrupt_latches Latched interrupt status for each bit as defined in register INT_CONFIG[29:8]. Writing R/W
a bit with 1 clears the interrupt.
b7 HUB_INT Interrupt Pending Status from Hub Module R

Asserted as long as the Hub module’s interrupt register has pending interrupts
(represents the status of signal ASPSW_HUB_Int). To clear the interrupt, the Hub
module’s status/acknowledge register must be written. Writing this bit has no effect.

See HUB_IRQ_STAT_ACK.

b6 PRP_INT Interrupt Pending Status from PRP Module R
Asserted as long as the PRP module’s interrupt register has pending interrupts
(represents the status of signal ASPSW_PRP_lInt). To clear the interrupt, the PRP
module’s status/acknowledge register must be written. Writing this bit has no effect.

b5 DLR_INT Interrupt Pending Status from DLR Module R
Asserted as long as the DLR module’s interrupt register has pending interrupts
(represents the status of signal ASPSW_DLR_Int). To clear the interrupt, the DLR
module’s status/acknowledge register must be written. Writing this bit has no effect.

b4 IRQ_TEST Interrupt Status for IRQ_TEST R
Is set as long as INT_CONFIG.IRQ_TEST is 1. To clear the interrupt, the
INT_CONFIG.IRQ_TEST. must be cleared.

b3 LK_NEW_SRC Latched Interrupt Status for LK_NEW_SRC R/W
Writing the bit with 1 clears the latch.

b2 Reserved Set to zero on Write. ignore on Read. R

bl MDIO1 Latched Interrupt Status for MDIO1 R/W
Writing the bit with 1 clears the latch.
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Table 4.75 INT_STAT_ACK Register Contents (2/2)

Bit Position Bit Name Function R/W

b0 IRQ_PEND Interrupt Pending Status R
Asserted as long as any pending and enabled interrupt exists. Each interrupt latch bit
in this register asserts when the interrupt event occurred, independent of the enable
setting within INT_CONFIG. However the IRQ_PEND asserts only if a latch bit and its
corresponding enable bit are both set for any of the events.

Note) When set, the signal (ASPSW_Int) will assert if the global enable bit
INT_CONFIGIO0] is set.
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4474 MDIO_CFG_STATUS — MDIO Configuration and Status Register

Address: 4405 0700h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

DISPRE READE
CLKDIV — AM HOLD RR BUSY
Value after reset 0 0 0 1 0 1 0 0 0 X 0 0 0 0 0 0

Table 4.76 MDIO_CFG_STATUS Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b7 CLKDIV MDIO Clock Divisor R/W
A value of 5 to 511 can be set. The frequency is (AHB clock freq.)/((2 x divisor)+1).
The reset default is 40. Setting the divisor to 0 disables MDC.
b6 Reserved Set to zero on Write. ignore on Read. R
b5 DISPREAM 0: Enable Preamble R/W
1: Disable Preamble
b4 to b2 HOLD MDIO Hold Time Setting R/W

000b: 1 AHB clock cycle (default)
001b: 3 AHB clock cycles

010b: 5 AHB clock cycles

011b: 7 AHB clock cycles

100b: 9 AHB clock cycles

101b: 11 AHB clock cycles

110b: 13 AHB clock cycles

111b: 15 AHB clock cycles

bl READERR MDIO Read Error (Read Only Bit) R

If set, the last read transaction had no response from a PHY and the data read could
be invalid. This can happen, if the PHY address does not match any PHY that is
available on the MDIO bus.

b0 BUSY MDIO Busy (Read Only Bit) R

If set, a MDIO transaction is currently ongoing. If cleared, the application can access
the other registers.
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4475 MDIO_COMMAND — MDIO PHY Command Register
Address: 4405 0704h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
TRGN'N — — — — — PHYADDR REGADDR
Value after reset 0 X X X X X 0 0 0 0 0 0 0 0 0 0
Table 4.77 MDIO_COMMAND Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 TRANINIT If written with 1, a read transaction is initiated. R/W
bl14 to b10 Reserved Set to zero on Write. ignore on Read. R
b9 to b5 PHYADDR PHY Address R/W
b4 to b0 REGADDR Register Address R/W

4476 MDIO_DATA — MDIO Data Register

Address: 4405 0708h

Bit b31 b30 b29 b28 b27 b26

b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X

Bit  bl5 b14 b13 b12 b1l b10 b9

b8 b7 b6 b5 b4 b3 b2 bl b0
MDIO_DATA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.78 MDIO_DATA Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 MDIO_DATA ® \When written: R/W

Initiates a write transaction to the PHY. The MDIO_COMMAND register must have

been initialized. The busy status bit will be set immediately and cleared when the write
transaction has finished.

® \When read:

Returns the data read from the PHY register after a read transaction has been
completed (initiated by writing the MDIO_COMMAND register).
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4477 REV_P[n] — PORT[n] MAC Core Revision (n =0..4)

Address: 4405 0800h + 400h x n

Bit b3l  b30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  Dbl8  bl7  ble
REV
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
REV
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
Table 4.79 REV_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 REV Revision R
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4478 COMMAND_CONFIG_P[n] — Port[n] Command Configuration Register
(n=0..4)

Address: 4405 0808h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

NO LG|CNTL_
— — — — — — |[ENA_10|TH_CH|FRM_E| — — — — — — —
ECK NA
Value after reset X X X X X X 0 1 0 X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

LOOP_ SW_RE EXZ(F:’E HD_EN|TX_AD PlAGUNSOE PAUSE|CRC_F|PAD_E|PROMI|ETH_S RX_EN|TX_EN
ENA - SET - = A |DR_INS|— FWD | WD N S EN|PEED | A A
END — RE |- -

Value after reset 0 0 0 X 1 0 0 0 0 0 0 1 0 X 1 1
Table 4.80 COMMAND_CONFIG_P[n] Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 to b26 Reserved Set to zero on Write. ignore on Read. R
b25 ENA_10 This bit has no effect except PHYSPEED bit of STATUS_P[n] register. R/W

When using the HUB function, set these bits as they are reflected appropriately in
STATUS_P[n].PHYSPEED. See STATUS_P[n].PHYSPEED for speed settings.

b24 NO_LGTH_CHECK Payload Length Check Disable R/W
When set to “0”, the Core checks the frame’s payload length with the Frame
Length/Type field. When set to “1”, the payload length check is disabled.

b23 CNTL_FRM_ENA MAC Control Frame Enable R/W

When set to “0”, MAC Control frames (type = 0x8808) with any opcode other than
0x0001 (Pause Frame) are silently discarded. When set to “1”, MAC Control frames
with any opcode other than 0x0001 are accepted and forwarded to the Client

interface.
b22 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 LOOP_ENA Set to zero on Write. ignore on Read. R/W
bl4 Reserved Set to zero on Write. ignore on Read. R
b13 SW_RESET Self Clearing Reset Command Bit R/W

When written with 1, it clears the statistics registers and disables the MAC transmit
and receive datapath.

Note) Only if this bit is written in the MAC PortO register, it will clear all statistics of all
ports. Writing this bit on any other port's register has no effect on the statistics

counters.
b12 Reserved Set to zero on Write. ignore on Read. R
bl1 TX_CRC_APPEND Enable CRC Append on Transmit R/W

If set (1), the TX will append a CRC to all outgoing frames. If frame manipulation
operations are activated within the switch, all MACs should be configured to remove
the CRC on receive (bit CRC_FWD = 0) and append CRC on transmit. If no frame
manipulation is configured within the switch, the CRC may be forwarded together with
the frame throughout the switch (i.e. all MACs can be configured with CRC_FWD =1
and TX_CRC_APPEND = 0)

b10 HD_ENA Enable auto full/half-duplex operation (1) or full-duplex only (0). R/W

To set half-duplex, this bit is set to 1 and PHY_DUPLEX bit of SWDUPC register in
Ethernet Accessory Register is set to 0. Otherwise, full-duplex is selected.

b9 TX_ADDR_INS Non writeable bit, Fixed to 0 always. R

b8 PAUSE_IGNORE Ignore Pause Frame Quanta R/W
If enabled (Set to “1"), received pause frames are ignored by the MAC. When disabled
(Set to reset value “0"), the transmit process is stopped for the amount of time
specified in the pause quanta received within the pause frame.
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Table 4.80 COMMAND_CONFIG_P[n] Register Contents (2/2)

Bit Position Bit Name Function R/W

b7 PAUSE_FWD Terminate/Forward Pause Frames R

If enabled (Set to “1"), pause frames are forwarded to the user application. In normal
mode (Set to reset value “0”), pause frames are terminated and discarded in the MAC.

This bit is fixed to 0 always.

b6 CRC_FWD Terminate/Forward Received CRC R/W

If enabled (1), the CRC field of received frames is forwarded with the frame to the user
application. If disabled (Set to reset value “0”), the CRC field is stripped from the
frame.

b5 PAD_EN Enable/Disable Frame Padding Remove on Receive R

If enabled (1), padding is removed from received frames before they are given to the
user application. If disabled (set to reset value “0”), no padding is removed on receive
by the MAC.

This bit is fixed to 0 always.

b4 PROMIS_EN Enable/Disable MAC Promiscuous Operation R
When asserted (Set to “1"), all frames are received without Unicast address filtering.
This bit is fixed to 1 always.

b3 ETH_SPEED Defines 10/100 Mode (0) or Gigabit Mode (1) of operation. R/W
b2 Reserved Set to zero on Write. ignore on Read. R
bl RX_ENA Enable/Disable MAC Receive Path R/W

When set to “0”, the MAC receive function is disabled. When set to “1”, the MAC
receive function is enabled.

b0 TX_ENA Enable/Disable MAC Transmit Path R/W

When set to “0”, the MAC transmit function is disabled. When set to “1”, the MAC
transmit function is enabled.
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4479 MAC_ADDR_O0_P[n] — Port[n] MAC Address Register 0 (n =0..3)

Address:

4405 080Ch + 400h x n

Bit b31 b30 b29 b28 b27

b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
MAC_ADDR
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
MAC_ADDR
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.81 MAC_ADDR_0_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 MAC_ADDR The first 4 bytes of the port's MAC address. First byte is (7:0). The MAC address is R/W
used on locally generated frames (e.g. pause frames, peer-delay response).
4.4.80

MAC_ADDR_1_P[n] — Port[n] MAC Address Register 1 (n =0..3)

Address: 4405 0810h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
MAC_ADDR
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.82 MAC_ADDR_1_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 MAC_ADDR The last 2 bytes of the port's MAC address. (7:0) is 5th byte and (15:8) is 6th byte. R/W
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4.4.81

FRM_LENGTH_P[n] — PORT[n] Maximum Frame Length Register (n = 0..4)
NOTE

To allow the management port to accept a frame with the special management tag, the allowed length must be increased
by 8 for this port.

Address: 4405 0814h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X

X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l

b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
— _ FRM_LENGTH
Value after reset X X 0 0 0 1 0 1 1 1 1 1 1 1 1 0
Table 4.83 FRM_LENGTH_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b14 Reserved Set to zero on Write. ignore on Read. R
b13 to b0 FRM_LENGTH Maximum Frame Length (RW) R/W
Defines a 14 Bit maximum frame length used by the MAC receive logic to check
frames.
This is the maximum total length of a frame allowed. Hence, if VLAN frames should be
supported, the value must be adjusted to 1522 or 1526 for single or double tagged
VLAN support respectively.
4.4.82

PAUSE_QUANT_P[n] — PORT[n] MAC Pause Quanta (n =0..4)

Address: 4405 0818h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X

X X X X X X

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

PAUSE_QUANT

Value after reset 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Table 4.84 PAUSE_QUANT_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 PAUSE_QUANT Pause Quanta

16 Bit value, sets, in increment of 512 Ethernet bit times, the pause quanta used in
each Pause Frame sent to the remote Ethernet device.
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4.4.83 PTPClockldentityl P[n] — PORT[n] PTP Clock Identityl Register (n = 0..3)

Address: 4405 0830h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Clockldentity3 Clockldentity2
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
Clockldentityl ClockldentityO
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.85 PTPClockldentityl P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b24 Clockldentity3 23, portldentity.Clockldentity[3] R/W
b23 to b16 Clockldentity2 22, portldentity.Clockldentity[2] R/W
b15 to b8 Clockldentityl 21, portldentity.Clockldentity[1] R/W
b7 to b0 ClockldentityO 20, portldentity.Clockldentity[0] R/W

4.4.84 PTPClockldentity2 P[n] — PORT[n] PTP Clock Identity2 Register (n = 0..3)

Address: 4405 0834h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Clockldentity7 Clockldentity6
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
Clockldentity5 Clockldentity4
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.86 PTPClockldentity2_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b24 Clockldentity7 27, portldentity.Clockldentity[7] R/W
b23 to b16 Clockldentity6 26, portldentity.Clockldentity[6] R/W
b15 to b8 Clockldentity5 25, portldentity.Clockldentity[5] R/W
b7 to b0 Clockldentity4 24, portldentity.Clockldentity[4] R/W
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4.4.85 PTPAutoResponse_P[n] — PORT[n] PTP Auto Response Register (n =0..3)

Address: 4405 0838h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PortNumberl PortNumber0

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

AutoRe
— — — — — — — — — — — — — — — |spEnabl
e
Value after reset X X X X X X X X X X X X X X X 0
Table 4.87 PTPAutoResponse_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b24 PortNumberl 28, portldentity.PortNumber[0] (msb) R/W
b23 to b16 PortNumber0 29, portldentity.PortNumber[1] (Isb) R/W
b15to bl Reserved Set to zero on Write. ignore on Read. R
b0 AutoRespEnable Enable automatic generation of IEEE 1588v2 Layer2 peer delay response R/W
(PDELAY_RESP) messages.
When 1, the MAC detects PDELAY_REQ messages causing an automatic reply with
PDELAY_RESP. When 0, the MAC will not cause automatic response generation.
Note) The PRIORITY_TYPE registers can be used to define the priority for the
response frames.
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4486 STATUS P[n] — PORT[n] Port Status Register (n =0..4)

Address: 4405 0840h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

PHYDU|PHYLIN

— — — — — — — — — — — — plex | K PHYSPEED
Value after reset X X X X X X X X X X X X 1 0 X X
Table 4.88 STATUS_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read.
b3 PHYDUPLEX Duplex status from PHY interface (1 = full-duplex, O = half-duplex)

The information is valid only if the PHYLINK = 1. Otherwise it can be arbitrary.

Note) This is a direct representation of PHY_DUPLEX bits of SWDUPC register in
Ethernet Accessory Register. Therefore, actual PHY status may differ from this.

b2 PHYLINK Link status from PHY interface (1 = link up, O = link down) R

Note) This is a direct representation of Link status input from PHY.

b1, b0 PHYSPEED Currently active PHY interface speed: R
00b =10 Mbps
01b =100 Mbps
10b = 1 Ghps
11b = reserved, unused

Define OR'ed of the configuration bits for each port as follows. (n: port)
mode10 = (COMMAND_CONFIG_P[n].ENA_10 OR SWCTRL.SET10[n])
mode1000 = (COMMAND_CONFIG_P[n].ETH_SPEED OR SWCTRL.SET1000[n])
model000 = 1 and model0 = x: 1 Gbps
model000 = 0 and mode10 = 0: 100 Mbps
model000 = 0 and model0 = 1: 10 Mbps

Note) The information is valid only if the link is up (PHYLINK = 1).
Otherwise it can be arbitrary.
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4487 TX_IPG_LENGTH_P[n] — PORT[n] Transmit IPG Length Register (n = 0..4)

Address: 4405 0844h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — TX_IPG_LENGTH

Value after reset X X X X X X X X X X X 0 1 1 0 0

Table 4.89 TX_IPG_LENGTH_P[n] Register Contents

Bit Position Bit Name Function R/W

b31 to b5 Reserved Set to zero on Write. ignore on Read. R

b4 to b0 TX_IPG_LENGTH define transmit interpacket gap in octets. Allowed values are in the range of 8 to 31 R/W
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44.88 EEE_CTL_STAT_P[n] — PORT[n] MAC EEE Functions Control and Status
(n=0..3)
Address: 4405 0848h + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
[ I A O A S AR N R B - T I = T tery TR
PI_IND XBUSY|" 5, |P_REQ
Value after reset X X X X X X X X X X X 0 X 0 0 0
Bit bl5 bl4  bl3  bl2  bll  blO b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
| | fstaefstax|stax (S st el || | | _ |LPLTX|LPLRE|EEE_A
_IND | AVAIL | BUSY =" "™ REQ HOLD | Q uTo
Value after reset X X X 0 0 0 0 0 X X X X X 0 0 0
Table 4.90 EEE_CTL_STAT_P[n] Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 to b21 Reserved Set to zero on Write. ignore on Read. R
b20 STLH_LPI_IND Status (latched high) of Received LPI (ST_LPI_IND) R
Bit clears on register read.
b19 Reserved Set to zero on Write. ignore on Read.
b18 STLH_TXBUSY Status (latched high) if the MAC is/was Transmitting R
Bit clears on register read.
b17 STLH_LPI_TXHOLD  Status (latched high) of INTERNAL LPI_TXHOLD to the MAC R
Bit clears on register read.
b16 STLH_LPI_REQ Status (latched high) of Internal LPI_REQ to the MAC R
Bit clears on register read.
b15 to b13 Reserved Set to zero on Write. ignore on Read.
b12 ST_LPI_IND Status (real time) of Received LPI
Asserts as long as the RS layer of the MAC detects LPI sequences at it's receive
interface.
b1l ST_TXAVAIL Status (real time) if the MAC transmit FIFO has data available for transmission.
b10 ST_TXBUSY Status (real time) if the MAC is currently transmitting.
b9 ST_LPI_TXHOLD Status (real time) of Internal LP1_TXHOLD to the MAC
Indicates the MAC is stopped and no longer serving frames. It will assert either as a
result of writing the LPI_REQ or LPI_TXHOLD bit, or when the automatic mode is
enabled and the MAC is not yet allowed to transmit frames.
b8 ST_LPI_REQ Status (real time) of Internal LPI_REQ to the MAC R
It will assert either as a result of writing the LPI_REQ bit, or when the automatic mode
is enabled and the idle time has expired.
b7 to b3 Reserved Set to zero on Write. ignore on Read. R
b2 LPI_TXHOLD MAC Transmission Hold R/W

When 1, the MAC will continue transmitting a currently ongoing frame, if any, and then

stop reading any more frames from its transmit FIFO/Queue.

This bit must be set before LPI_REQ is cleared to ensure the MAC transitions to idle
after LPI. Then LPI_TXHOLD is cleared after the (application controlled) wake time

expired, allowing the MAC to transmit frames normally again.

Note) Using LPI_REQ and LPI_TXHOLD controls requires the application to

implement corresponding quiet and wake timers.

Set 0 for normal operation or when EEE_AUTO is used.
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Table 4.90 EEE_CTL_STAT_P[n] Register Contents (2/2)

Bit Position Bit Name Function R/W

bl LPI_REQ Request LPI Transmission When MAC Becomes Idle R/W
When 1, the MAC will continue transmitting any available frames in its output
Queue(s) and then transmit LPI sequences. When it transitioned into LPI, the
ST_LPI_REQ status bit asserts. As long as in LPI state, the MAC will not serve new
frames arriving in its output queue(s).

Writing LPI_REQ =1 and LPI_TXHOLD = 0 will ensure all frames in the transmit
queue are sent before entering LPI. If LPI_TXHOLD is set together with LPI_REQ, the
MAC will stop immediately after currently ongoing frame transmission completed and
not empty its output queue.

Before clearing LPI_REQ, the LPI_TXHOLD bit should be set to prevent the MAC
from immediately transmitting frames following LPI removal (i.e. not respecting any
wake time).

Hence a typical application controlled power down sequence is:

LPI_REQ =1 -> wait until ST_LPI_REQ =1 -> LPI_TXHOLD = 1 -> wait quiet timeout
or data available -> LPI_REQ = 0 -> wait wake timeout -> LPI_TXHOLD = 0.

This bit can be set at any time (even when EEE_AUTO = 1).

Set 0 for normal operation.

b0 EEE_AUTO EEE automatic mode of operation. R/W

When 1, the MAC will begin transmitting LPI sequences as soon as it has been in idle
for the duration configured in register EEE_IDLE_TIME_P[n].

The bit should be set 1 only following initialization of the timer registers
(EEE_IDLE_TIME_P[n], EEE_TWSYS_TIME_P[n)).
When 0, the MAC will not perform automatic LPI transmission.
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4489 EEE_IDLE_TIME_P[n] — PORT[n] EEE Idle Time Register (n = 0..3)

Address: 4405 084Ch + 400h x n

Bit b31 bh30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  bl8  bl7  bil6
EEE_IDLE_TIME_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
EEE_IDLE_TIME_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.91 EEE_IDLE_TIME_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 EEE_IDLE_TIME_P[n] Time(-1) the transmitter must be idle before transmission of LPI will begin. 32-bit R/W

value in steps of 32 switch system clock cycles. A value of 0 disables the timer. The

value must be set to less 1 count.

4490 EEE_TWSYS_TIME_P[n] — PORT[n] EEE Wake Up Time Register (n = 0..3)

Address: 4405 0850h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
EEE_TWSYS_TIME_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
EEE_TWSYS_TIME_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.92 EEE_TWSYS_TIME_P[n] Register Contents
Bit Position Bit Name Function R/IW
b31 to b0 EEE_TWSYS_TIME_P[n] Time(-1) after PHY wakeup until the MAC is allowed to begin transmitting the first R/W

frame again. 32-bit value in steps of switch system clock cycles. A value of 0
disables the timer. The value must be set to less 1 count.
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4491 IDLE_SLOPE_P[n] — PORT[n] MAC Traffic Shaper Bandwidth Control
(n=0..4)
Address: 4405 0854h + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X

X X X X X X

Bit bl5 bl4 b13 b12 b1l b10

b9 b8 b7 b6 b5 b4 b3 b2 bl b0

IDLE_SLOPE
Value after reset X X X X X 0 0 0 0 0 0 0 0 0 0 0
Table 4.93 IDLE_SLOPE_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b1l Reserved Set to zero on Write. ignore on Read. R
b10 to b0 IDLE_SLOPE Traffic Shaper Bandwidth Control R/W
When a non zero value is set, the shaper is active and controls the bandwidth. When
0, the shaper is disabled. Valid values are 2..2046.
4.4.92

aFramesTransmittedOK_P[n] — PORT[n] MAC Transmitted Valid Frame
Count Register (n = 0..4)

Address: 4405 0868h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aFramesTransmittedOK_P[n]

Value after reset 0 0 0

0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9

b8 b7 b6 b5 b4 b3 b2 bl b0
aFramesTransmittedOK_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.94 aFramesTransmittedOK_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 aFramesTransmitted PORT[n], this field indicates the number of MAC Valid Transmitted (incl. pause) R
OK_P[n]
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4,493 aFramesReceivedOK_P[n] —PORT[n] MAC Received Valid Frame Count
Register (n = 0..4)

Address: 4405 086Ch + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aFramesReceivedOK_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aFramesReceivedOK_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.95 aFramesReceivedOK_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 aFramesReceivedOK PORT[n], this field indicates the number of MAC Valid Received (incl. pause) R
_PIn]

4.494 aFrameCheckSequenceErrors_P[n] —PORT[n] MAC FCS Error Frame
Count Register (n =0..4)

Address: 4405 0870h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aFrameCheckSequenceErrors_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aFrameCheckSequenceErrors_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.96 aFrameCheckSequenceErrors_P[n] Register Contents

Bit Position Bit Name Function R/W

b31 to b0 aFrameCheckSequen PORT[n], this field indicates the number of MAC Valid Length but CRC Error
ceErrors_P[n]
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4.4.95

Register (n = 0..4)

aAlignmentErrors_P[n] —PORT[n] MAC Alignment Error Frame Count

Address: 4405 0874h + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
aAlignmentErrors_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bi15 bl14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
aAlignmentErrors_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.97 aAlignmentErrors_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 aAlignmentErrors_P[n] PORTIn], this field indicates the number of MAC Odd Number of Nibbles (MIl) R
Received
4496 aOctetsTransmittedOK_P[n] —PORT[n] MAC Transmitted Valid Frame
Octets Register (n =0..4)
Address: 4405 0878h + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
aOctetsTransmittedOK_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
aOctetsTransmittedOK_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.98 aOctetsTransmittedOK_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 aOctetsTransmittedO PORT[n], this field indicates the octets of MAC valid transmitted. R

K_P[n]
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4.4.97 aOctetsReceivedOK_P[n] —PORT[n] MAC Received Valid Frame Octets
Register (n = 0..4)

Address: 4405 087Ch + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aOctetsReceivedOK_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
aOctetsReceivedOK_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.99 aOctetsReceivedOK_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 aOctetsReceivedOK_ PORT[n], this field indicates the octets of MAC Valid Received R
P[n]

4498 aTxPAUSEMACCtrIFrames_P[n] —PORT[n] MAC Transmitted Pause Frame
Count Register (n =0..4)

Address: 4405 0880h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aTXPAUSEMACCtrIFrames_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aTXxPAUSEMACCtrIFrames_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4100 aTxPAUSEMACCtrIFrames_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 aTxPAUSEMACCtrIFr PORT[n], this field indicates the number of MAC valid pause transmitted. R
ames_P[n]
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4499 aRxPAUSEMACCtrIFrames_P[n] — PORT[n] MAC Received Pause Frame
Count Register (n =0..4)

Address: 4405 0884h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aRxPAUSEMACCtrIFrames_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aRxPAUSEMACCtrIFrames_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4101  aRxPAUSEMACCtrIFrames_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 aRxPAUSEMACCItrIFr PORT[n], this field indicates the number of MAC Valid Pause Received R
ames_P[n]
4.4.100 ifInErrors_P[n] — PORT[n] MAC Input Error Count Register (n =0..4)
Address: 4405 0888h + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
iflnErrors_P[n]

0

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

iflnErrors_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.102  ifInErrors_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 iflnErrors_P[n] PORTIn], this field indicates the number of MAC Any Error During Reception: CRC, R

Length, PHY Error, rx fifo Overflow
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4.4.101 ifOutErrors_P[n] — PORT[n] MAC Output Error Count Register (n = 0..4)

Increments on internal errors (e.g. TX FIFO underflow) or when cut through forwarding was used and a frame with

error was received.
NOTE

Does not count aborted frames (half-duplex collisions).

Address: 4405 088Ch + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ifOutErrors_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ifOutErrors_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.103  ifOutErrors_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ifOutErrors_P[n] PORTIn], this field indicates the number of MAC Frame Transmitted with PHY Error R

4.4.102 ifInUcastPkts_P[n] — PORT[n] MAC Received Unicast Frame Count
Register (n = 0..4)

Address: 4405 0890h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

iflnUcastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ifinUcastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.104 iflnUcastPkts_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 iflnUcastPkts_P[n] PORTIn], this field indicates the number of MAC Unicast Frame Valid Received R
RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 205 of 788

Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (ASPSW)

4.4.103 ifInMulticastPkts_P[n] — PORT[n] MAC Received Multicast Frame Count
Register (n = 0..4)

Address: 4405 0894h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
iflnMulticastPkts_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ifinMulticastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.105 ifiInMulticastPkts_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 iflnMulticastPkts_P[n] PORTI[n], this field indicates the number of MAC Multicast Frame Valid Received R

4.4.104 iflInBroadcastPkts_P[n] — PORT[n] MAC Received Broadcast Frame Count
Register (n =0..4)

Address: 4405 0898h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
ifinBroadcastPkts_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

iflnBroadcastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.106  iflnBroadcastPkts_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 iflnBroadcastPkts_ P PORTIn], this field indicates the number of MAC Broadcast Frame Valid Received R
[n]
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4.4.105
Register (n = 0..4)

ifOutDiscards_P[n] — PORT[n] MAC Discarded Outbound Frame Count

Address: 4405 089Ch + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
ifOutDiscards_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4  bl3  bl2  bll  blO b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
ifOutDiscards_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.107  ifOutDiscards_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ifOutDiscards_P[n] Not Applicable R
4.4.106 ifOutUcastPkts P[n] — PORT[n] MAC Transmitted Unicast Frame Count
Register (n =0..4)
Address: 4405 08AOh + 400h x n
Bit b3l b30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  Dbl8  bl7  ble
ifOutUcastPkts_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
ifOutUcastPkts_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.108  ifOutUcastPkts_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ifOutUcastPkts_P[n]  PORTIn], this field indicates the number of MAC Unicast Frame Valid Transmitted R
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4.4.107 ifOutMulticastPkts_P[n] — PORT[n] MAC Transmitted Multicast Frame
Count Register (n =0..4)

Address: 4405 08A4h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ifOutMulticastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ifOutMulticastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.109  ifOutMulticastPkts_P[n] Register Contents
Bit Position Bit Name Function R/W
R

b31 to b0 ifOutMulticastPkts_P  PORTIn], this field indicates the number of MAC Multicast Frame Valid Transmitted

[n]

4.4.108 ifOutBroadcastPkts_P[n] — PORT[n] MAC Transmitted Broadcast Frame
Count Register (n =0..4)

Address: 4405 08A8h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ifOutBroadcastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ifOutBroadcastPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.110  ifOutBroadcastPkts_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ifOutBroadcastPkts_P PORTI[n], this field indicates the number of MAC Broadcast Frame Valid Transmitted R
(]
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4.4.109 etherStatsDropEvents_P[n] — PORT[n] MAC Dropped Frame Count
Register (n = 0..4)

Address: 4405 08ACh + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
etherStatsDropEvents_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4  bl3  bl2  bll  bl0 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
etherStatsDropEvents_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.111  etherStatsDropEvents_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsDropEvents PORT[n], this field indicates the number of MAC Rx FIFO Full at Frame Start R

_PIn]

4.4.110 etherStatsOctets P[n] — PORT[n] MAC All Frame Octets Register (n = 0..4)

Address: 4405 08BOh + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
etherStatsOctets_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4  bl3  bl2  bll  bl0 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
etherStatsOctets_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.112  etherStatsOctets_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsOctets_P[n] PORT[n], this field indicates the octets of MAC All Frames, Good and Bad (incl. too R

long/short)
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44111 etherStatsPkts_P[n] — PORT[n] MAC All Frame Count Register (n = 0..4)

Address: 4405 08B4h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 bla b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l bo
etherStatsPkts_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.113  etherStatsPkts_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts_P[n] PORTIn], this field indicates the number of MAC All Frames, Good and Bad (incl. too R
long/short)

4.4.112 etherStatsUndersizePkts P[n] — PORT[n] MAC Too Short Frame Count
Register (n = 0..4)

Address: 4405 08B8h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsUndersizePkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsUndersizePkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.114  etherStatsUndersizePkts_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 etherStatsUndersizeP PORT[n], this field indicates the number of MAC too Short, Good CRC R
kts_P[n]
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4.4.113 etherStatsOversizePkts_P[n] — PORT[n] MAC Too Long Frame Count
Register (n = 0..4)

Address: 4405 08BCh + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsOversizePkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsOversizePkts_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.115  etherStatsOversizePkts_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 etherStatsOversizePk PORT[n], this field indicates the number of MAC too Long, Good CRC R
ts_P[n]

4.4.114 etherStatsPkts640ctets_P[n] — PORT[n] MAC 64 Octets Frame Count
Register (n = 0..4)

Address: 4405 08COh + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts64Octets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsPkts64Octets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.116  etherStatsPkts64Octets_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts640cte PORT[n], this field indicates the number of MAC All Frames, Good and Bad (Packet R
ts_P[n] Size: 64 bytes)
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4.4.115 etherStatsPkts65t01270ctets_P[n] — PORT[n] MAC 65 to 127 Octets Frame
Count Register (n =0..4)

Address: 4405 08C4h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts65t01270ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsPkts65t01270ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0
Table 4.117  etherStatsPkts65t01270ctets_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts65t012 PORT[n], this field indicates the number of MAC All Frames, Good and Bad (Packet R
70ctets_P[n] Size: 65 to 127 bytes)

4.4.116 etherStatsPkts128t02550ctets P[n] — PORT[n] MAC 128 to 255 Octets
Frame Count Register (n =0..4)

Address: 4405 08C8h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts128to2550ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsPkts128to2550ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.118  etherStatsPkts128t02550ctets_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts128to2 PORT[n], this field indicates the number of MAC All Frames, Good and Bad (Packet R
550ctets_P[n] Size: 128 to 255 bytes)
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4.4.117 etherStatsPkts256t05110ctets_P[n] — PORT[n] MAC 256 to 511 Octets
Frame Count Register (n =0..4)

Address: 4405 08CCh + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts256t05110ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsPkts256t05110ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0
Table 4.119  etherStatsPkts256t05110ctets_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts256to5 PORT[n], this field indicates the number of MAC All Frames, Good and Bad (Packet R
110ctets_P[n] Size: 256 to 511 bytes)

4.4.118 etherStatsPkts512t010230ctets_P[n] — PORT[n] MAC 512 to 1023 Octets
Frame Count Register (n =0..4)

Address: 4405 08DOh + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts512t010230ctets_P[n]

Value after reset X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsPkts512t010230ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0
Table 4.120  etherStatsPkts512t010230ctets_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts512tol PORT[n], this field indicates the number of MAC All Frames, Good and Bad (Packet R
0230ctets_P[n] Size: 512 to 1023 bytes)
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4.4.119 etherStatsPkts1024t015180ctets_P[n] — PORT[n] MAC 1024 to 1519 Octets
Frame Count Register (n =0..4)

Address: 4405 08D4h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts1024t015180ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsPkts1024t015180ctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.121  etherStatsPkts1024t015180ctets_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts1024to  PORT[n], this field indicates the number of MAC All Frames, Good and Bad (Packet R

15180ctets_P[n] Size: 1024 to 1518 bytes)

4.4.120 etherStatsPkts1519toXOctets P[n] — PORT[n] MAC Over 1519 Octets
Frame Count Register (n =0..4)

Address: 4405 08D8h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsPkts1519toXOctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsPkts1519toXOctets_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.122  etherStatsPkts1519toXOctets_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsPkts1519to PORT[n], this field indicates the number of MAC all Frames, Good and Bad (Packet R
XOctets_P[n] Size: 1519 bytes to TX_IPG_LENGTH_P[n])
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4.4.121 etherStatsJabbers_P[n] — PORT[n] MAC Jabbers Frame Count Register (n
=0..4)

Address: 4405 08DCh + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsJabbers_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsJabbers_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.123  etherStatsJabbers_P[n] Register Contents
Bit Position Bit Name Function R/W
R

etherStatsJabbers_P  PORT[n], this field indicates the number of MAC too Long, Bad CRC
(]

b31 to b0

4.4.122 etherStatsFragments_P[n] — PORT[n] MAC Fragment Frame Count
Register (n = 0..4)

Address: 4405 08EOh + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

etherStatsFragments_P[n]

Value after reset 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

etherStatsFragments_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.124  etherStatsFragments_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 etherStatsFragments_ PORT[n], this field indicates the number of MAC too Short, Bad CRC R

P[n]
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4.4.123 VLANReceivedOK_P[n] — PORT[n] MAC Received VLAN Tagged Frame
Count Register (n =0..4)

Address: 4405 08E8h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
VLANReceivedOK_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

VLANReceivedOK_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.125  VLANReceivedOK_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 VLANReceivedOK_P  PORT]In], this field indicates the number of Good Frames with VLAN Tag Received R

[n]

4.4.124 VLANTransmittedOK_P[n] — PORT[n] MAC Transmitted VLAN Tagged
Frame Count Register (n =0..4)

Address: 4405 08F4h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

VLANTransmittedOK_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

VLANTransmittedOK_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.126  VLANTransmittedOK_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 VLANTransmittedOK_ PORTIn], this field indicates the number of Good Frames with VLAN Tag Transmitted R
PIn]
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4.4.125 FramesRetransmitted_P[n] — PORT[n] MAC Retransmitted Frame Count
Register (n = 0..4)

NOTE

e |f the Hub mode retransmit is disabled (see Section 4.4.183, HUB_CONFIG — HUB Configuration Register), the
counter increments when a collision occurred that normally would cause a retransmit, although the frame was

discarded.

® The counter increments with the next frame transmitted, in case the frame was discarded due to too many retransmits

or hub retransmit disabled.

Address: 4405 08F8h + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
FramesRetransmitted_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
FramesRetransmitted_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.127  FramesRetransmitted_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 FramesRetransmitted PORTI[n], this field indicates the number of Transmitted Frames that Experienced a R

_PIn]

Collision and were Retransmitted
Increments once per frame, independent of number of retransmit attempts (will

increment even if frame was discarded after 16 attempts).

Does not increment for late collisions.
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4.4.126 STATS_HIWORD_P[n] — PORT[n] MAC Statistics Counter High Word
Register (n = 0..4)

This register exists once only and is global. Accessing it in any of the MAC pages reads from this same global register.
It also means that it is latching for every statistics counter read in any of the MAC pages.

Address: 4405 0900h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

STATS_HIWORD_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

STATS_HIWORD_PIn]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.128  STATS_HIWORD_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 STATS_HIWORD_P  The latched upper 32-bit of the 64 bits MAC Statistics Counter Last Read R
[n] Returns latched bits 63:32 of the last accessed counter of any MAC page.
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4.4.127 STATS_CTRL_P[n] — PORT[n] MAC Statistics Control Register (n = 0..4)

Address: 4405 0904h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

o o . o . o _ . . o o o o __ |ClearBu|ClearAL|
sy L
Value after reset X X X X X X X X X X X X X X 0 0
Table 4.129  STATS_CTRL_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b2 Reserved Set to zero on Write. ignore on Read.
bl ClearBusy Clear in Progress Indication (RO)

The bit is set when a clear command has been triggered (either by ClearAll control bit
write, or soft reset write to COMMAND_CONFIG_PJ[n] register. The bit clears when all
counters have been initialized.

b0 ClearALL Self Clearing Counter Initialize Command R/W
The bit resets itself immediately, hence always reads back as 0.

When written with 1, all statistics counters of all MACs will be initialized to the value
given in STATS_CLEAR_VALUELO/HI.

For test purposes, the clear value is programmable to perform counter wrap around or
other memory tests for the counters.

They should be set to all zero during normal operation.

Note) A clear takes many switch system clock cycles (up to 30 * ports).
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4.4.128 STATS_CLEAR_VALUELO_P[n] — PORT[n] MAC Statistics Clear Value
Lower Register (n =0..4)

Address: 4405 0908h + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
STATS_CLEAR_VALUELO_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 bla b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
STATS_CLEAR_VALUELO_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.130 STATS_CLEAR_VALUELO_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 STATS_CLEAR_VAL PORT[n] Lower 32-bit of 64 bits Value Loaded into All Counters when Clearing All R/W
UELO_PIn] Counters with STATS_CTRL_P[n].ClearAll command for test purposes. Should be 0
normally.
4.4.129 STATS_CLEAR_VALUEHI_P[n] — PORT[n] MAC Statistics Clear Value
Higher Register (n =0..4)
Address: 4405 090Ch + 400h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
STATS_CLEAR_VALUEHI_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 bl4 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
STATS_CLEAR_VALUEHI_P[n]
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.131 STATS_CLEAR_VALUEHI_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 STATS_CLEAR_VAL PORT[n] Upper 32-bit of 64 bits Value Loaded into All Counters when Clearing All R/W
UEHI_PI[n] Counters with STATS_CTRL_P[n].ClearAll command for test purposes. Should be 0

normally.
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4.4.130 aDeferred_P[n] — PORT[n] MAC Deferred Count Register (n = 0..3)

Address: 4405 0910h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aDeferred_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aDeferred_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.132  aDeferred_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 aDeferred_P[n] PORTIn], this field indicates the number of Frame Transmitted without Collision but R

was Deferred at Begin

4.4.131 aMultipleCollisions_P[n] — PORT[n] MAC Multiple Collision Count Register
(n=0.3)

Address: 4405 0914h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aMultipleCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aMultipleCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.133  aMultipleCollisions_P[n] Register Contents
Bit Position Bit Name Function R/W
b31 to b0 aMultipleCollisions_P  PORT[n], this field indicates the number of Good Frame Transmit after Multiple R
[n] Collisions
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4.4.132 aSingleCollisions_P[n] — PORT[n] MAC Single Collision Count Register (n
=0..3)

Address: 4405 0918h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aSingleCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aSingleCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.134  aSingleCollisions_P[n] Register Contents

Bit Position Bit Name Function R/W

PORTIn], this field indicates the number of Good Frame Transmit after Single Collision R

b31 to b0 aSingleCollisions_P
(]

4.4.133 alateCollisions_P[n] — PORT[n] MAC Late Collision Count Register (n =
0..3)

Address: 4405 091Ch + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aLateCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aLateCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.135  alateCollisions_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 alLateCollisions_P[n]  PORT[n], this field indicates the number of too Late Collision. Frame was Aborted and R
not Retransmitted
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4.4.134 aExcessiveCollisions_P[n] — PORT[n] MAC Excessive Collision Count
Register (n =0..3)

Address: 4405 0920h + 400h x n

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aExcessiveCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aExcessiveCollisions_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.136  aExcessiveCollisions_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 aExcessiveCollisions_ PORT[n], this field indicates the number of Frames Discarded due to 16 Consecutive R
P[n] Collisions

4.4.135 aCarrierSenseErrors_P[n] — PORT[n] MAC Carrier Sense Error Count
Register (n = 0..3)

Address: 4405 0924h + 400h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

aCarrierSenseErrors_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

aCarrierSenseErrors_P[n]

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.137  aCarrierSenseErrors_P[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b0 aCarrierSenseErrors_  PORT[n] Increments when during Transmission without Collisions the PHY Carrier R
P[n] Sense Signal (RX_CRS) Dropped or never Asserted
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4.4.136 DLR_CONTROL — DLR Control Register

Address: 4405 3C00h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

_ _ _ _ _ _ _ — _ — — — US_TIME

Value after reset X X X X X X X X X X X X 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

IGNOR
US_TIME _ _ _ E_I,&IVT _ _ /-}.LEJ-I—S(})-lF ENéBL
Value after reset 0 1 1 0 0 1 0 0 X X X 0 X X 0 0
Table 4.138 DLR_CONTROL Register Contents
Bit Position Bit Name Function R/W
b31 to b20 Reserved Set to zero on Write. ignore on Read. R
b19 to b8 US_TIME Number of clock cycles required for 1 microsecond for the switch system clock. R/W

Default value assumes in case of running on 100 MHz. Should be changed according
to the current switch system clock frequency.

Example:
If the switch system clock frequency is 125 MHz, should be set 125.

b7 to b5 Reserved Set to zero on Write. ignore on Read. R

b4 IGNORE_INVTM Enable ignore Beacon frames with invalid timeout timer. When enabled (1), frames R/W
with timeout timer value not within a range of 200 microseconds to 500 milliseconds
will be ignored and parameters will not be locally stored or considered for state
transitions. The timeout timer value will always be stored within the register
DLR_INV_TMOUT irrespective of the value of this bit. Ignored frames will be
forwarded normally.

b3, b2 Reserved Set to zero on Write. ignore on Read. R

bl AUTOFLUSH Enable automatic flushing of unicast entries in address table if ring reconfiguration R/W
occurs (see also IRQ_flush_macaddr_ena bit of DLR_IRQ_CONTROL register).
When set and a table flush event occurs, it executes the lookup engine command
LK_ADDR_CTRL.DELETE_PORT with a mask of 0x03. This deletes all dynamic
entries in the table that are listed for forwarding to ports 0, 1 (i.e. it deletes all learned
unicast that are located within the ring).

b0 ENABLE Enable DLR extension module. When set, the DLR module becomes active. This also R/W
enables the loop filter.

When cleared, no DLR frame detection occurs and all DLR module statistics registers
are cleared.
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4.4.137 DLR_STATUS — DLR Status Register

Address: 4405 3C04h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TOPOLOGY —_ — — — — — LINK_STATUS

Value after reset 0 0 0 0 0 0 0 0 X X X X X X 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

NODE_STATE — — — — — — |LastBcnRcvPort

Value after reset 0 0 0 0 0 0 0 0 X X X X X X 0 0

Table 4.139 DLR_STATUS Register Contents

Bit Position Bit Name Function R/W

b31 to b24 TOPOLOGY Current Network Topology R
0x00: Linear Topology when local node is in IDLE state
0x01: Ring Topology when local node is not in IDLE state

b23 to b18 Reserved Set to zero on Write. ignore on Read.

bl7, b16 LINK_STATUS Link Status R
Bit 16: Set if port O link is up.
Bit 17: Set if port 1 link is up.

Note) This is a direct representation of the Link status input from PHY.

b15 to b8 NODE_STATE Local Node Current State R
0x00: IDLE_STATE
0x01: NORMAL_STATE
0x02: FAULT_STATE
Others: unused

b7 to b2 Reserved Set to zero on Write. ignore on Read.

b1, b0 LastBcnRcvPort Last Beacon Receive Port
Bit 0: Set if beacon frame from active supervisor received on port 0
Bit 1: Set if beacon frame from active supervisor received on port 1
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4.4.138 DLR_ETH_TYP — DLR Ethernet Type Register

Address: 4405 3C08h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
DLR_ETH_TYP
Value after reset 1 0 0 0 0 0 0 0 1 1 1 0 0 0 0 1
Table 4.140 DLR_ETH_TYP Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 DLR_ETH_TYP Ethernet Type for DLR Frame Detection R/W
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4.4.139 DLR_IRQ_CONTROL — DLR Interrupt Control Register

Address: 4405 3COCh
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
atomic_|atomic_[low_int_| o o o o o _ _ _ _ _ _ _
AND OR en
Value after reset 0 0 0 X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
IRQ_fr | IRQ_fr |IRQ_be|IRQ_be[IRQ_invRQ_ip_|IRQ_su[IRQ_Iin|IRQ_iin|IRQ_su|'RO-LE|'RQ_be|nr gioira sto Re-MUirq stdl
) ) c_tmrl_|c_tmrO sh_mac
m_dscr|m_dscr|c_rcvl_|c_rcvO_[alid_tmrladdr_ch|p_ignor|k_chng|k_chng [pr_chng exp enlexo enl p_nbch |p_nbch addr en te_chng
di do ena ena | _ena [ng_ena|d_ena |1l ena|0_ena| _ena pa— pa— k1_ena|kO_ena a _ena
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.141 DLR_IRQ_CONTROL Register Contents
Bit Position Bit Name Function R/W
b31 atomic_AND When set during a register write, the enable bits are AND’ed with the current setting of R/W
the register (i.e. clearing bits).
b30 atomic_OR When set during a register write, the enable bits are OR’ed into the current setting of R/W
the register (i.e. setting bits).
b29 low_int_en Enable active low interrupt. Asserted to use active low interrupt signal instead of active R/W
high interrupt signal.
b28 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 IRQ_frm_dscrd1 Enable Interrupt on Frame discard due to source address match with the local address R/W
on Port 1.
bl14 IRQ_frm_dscrdO Enable Interrupt on Frame discard due to source address match with the local address R/W
on Port 0.
b13 IRQ_bec_rcvl_ena Enable Interrupt on Beacon frame detection on Port 1. R/W
b12 IRQ_bec_rcv0_ena Enable Interrupt on Beacon frame detection on Port 0. R/W
b1l IRQ_invalid_tmr_ena Enable Interrupt on invalid range for beacon timeout timer value detection. R/W
b10 IRQ_ip_addr_chng_e Enable interrupt on IP address change detection within beacon frame from ring R/W
na supervisor.
b9 IRQ_sup_ignord_ena Enable interrupt on beacon frame detection from a supervisor with lower precedence  R/W
than the current ring supervisor or lower numeric value for MAC address when
precedence is same.
b8 IRQ_link_chngl_ena Enable Link change interrupt event for Port 1. R/W
b7 IRQ_link_chng0_ena Enable Link change interrupt event for Port 0. R/W
b6 IRQ_supr_chng_ena Enable interrupt on ring supervisor change. R/W
b5 IRQ_bec_tmrl_exp_e Enable interrupt on beacon timeout timer expire for port 1. R/W
na
b4 IRQ_bec_tmr0_exp_e Enable interrupt on beacon timeout timer expire for port 0. R/W
na
b3 IRQ_stop_nbchkl_en Enable Stop for neighbor check timeout timer interrupt for port 1. R/W
a
b2 IRQ_stop_nbchkO_en Enable Stop for neighbor check timeout timer interrupt for port 0. R/W
a
bl IRQ_flush_macaddr_  Enable flush local MAC address table interrupt. When enabled, an interrupt is R/W
ena generated when unicast MAC address learning table should be flushed.
b0 IRQ_state_chng_ena Enable interrupt for state change. When enabled, an interrupt is generated when state R/W
change occurs for the local beacon based DLR ring node.
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4.4.140 DLR_IRQ_STAT_ACK — DLR Interrupt Status/ACK Register

Address: 4405 3C10h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
frm_dsc|frm_dsc invalid_t|. sup_ign|, . . supr_ch state_c
rdZ IR | rd0_IR bec_rcv|bec_rcv mr_IRQ ip_chng ord_IR Link1_I|LinkO_lI ng IRQ bec_tmr|bec_tmr| nbchk1 | nbchko |flush_IR hng_IR
Q_pend|Q._pend| L'RQ{0_IRQ_|" 2 nl IRQ_p| " 2 IR _penRQ_pen ""cnl1 IRQ_0_IRQ_|_IRQ_p|_IRQ_p|Q_pend| " "=y
_P _p pending|pending -P ending P ding ding -P pending|pending| ending | ending | ing _p
ing ing g ing g ing
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.142 DLR_IRQ_STAT_ACK Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 frm_dscrd1_IRQ_pen Latched event on Frame discard due to source address match with the local address  R/W
ding on Port 1 (loop filter). To clear the latch, the bit must be written with “1”.
Note) The latch operates independently from the enable bit 15 of
DLR_IRQ_CONTROL.
bl4 frm_dscrd0_IRQ_pen Latched event on Frame discard due to source address match with the local address  R/W
ding on Port 0 (loop filter). To clear the latch, the bit must be written with “1”.
Note) The latch operates independently from the enable bit 14 of
DLR_IRQ_CONTROL.
b13 bec_rcvl_IRQ_pendi Latched event on Beacon frame detection on Port 1. To clear the latch, the bit must be R/W
ng written with “1”.
Note) The latch operates independently from the enable bit 13 of
DLR_IRQ_CONTROL.
b12 bec_rcv0_IRQ_pendi Latched event on Beacon frame detection on Port 0. To clear the latch, the bit must be R/W
ng written with “1”.
Note) The latch operates independently from the enable bit 12 of
DLR_IRQ_CONTROL.
b1l invalid_tmr_IRQ_pen Latched event on invalid beacon timeout timer value detection within beacon frame on R/W
ding port O or port 1. To clear the latch, the bit must be written with “1”.
Note) The latch operates independently from the enable bit 11 of
DLR_IRQ_CONTROL.
b10 ip_chng_IRQ_pendin Latched IP address change event. To clear the latch, the bit must be written with “1”.  R/W
9 Note) The latch operates independently from the enable bit 10 of
DLR_IRQ_CONTROL.
b9 sup_ignord_IRQ_pen Latched event for beacon frame detection from ignored supervisor. Asserted when R/W
ding Beacon frame detected from a supervisor with lower precedence or lower numeric
value for the MAC address when precedence is same. To clear the latch, the bit must
be written with “1”.
Note) The latch operates independently from the enable bit 9 of
DLR_IRQ_CONTROL.
b8 Link1_IRQ_pending Latched link status change event. Asserts whenever link status change is detected on R/W
Port 1. To clear the latch, the bit must be written with “1”.
Note) The latch operates independently from the enable bit 8 of
DLR_IRQ_CONTROL.
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Table 4.142 DLR_IRQ_STAT_ACK Register Contents (2/2)

Bit Position Bit Name Function R/W

b7 LinkO_IRQ_pending Latched link status change event. Asserts whenever link status change is detected on R/W
Port 0. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 7 of
DLR_IRQ_CONTROL.

b6 supr_chng_IRQ_pend Latched supervisor change event. Asserted, when ring supervisor changes for DLR R/W
ing ring. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 6 of
DLR_IRQ_CONTROL.

b5 bec_tmrl_IRQ_pendi Beacon timeout timer expire interrupt for port 1. Asserted when Beacon timeout timer  R/W
ng expired for port 1. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 5 of
DLR_IRQ_CONTROL.

b4 bec_tmr0_IRQ_pendi Beacon timeout timer expire interrupt for port 0. Asserted when Beacon timeout timer  R/W
ng expired for port 0. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 4 of
DLR_IRQ_CONTROL.

b3 nbchkl_IRQ_pending Stop event for neighbor check timeout timer for port 1. When asserted, neighbor check R/W
timeout timer should be stopped. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 3 of
DLR_IRQ_CONTROL.

b2 nbchkO_IRQ_pending Stop event for neighbor check timeout timer for port 0. When asserted, neighbor check R/W
timeout timer should be stopped. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 2 of
DLR_IRQ_CONTROL.

bl flush_IRQ_pending Latched flush event for MAC address learning table. When asserted, MAC address R/W
learning table should be flushed. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 1 of
DLR_IRQ_CONTROL.

b0 state_chng_IRQ_pen Latched state change event. Asserts whenever local beacon based DLR node state R/W
ding change. To clear the latch, the bit must be written with “1”.

Note) The latch operates independently from the enable bit 0 of
DLR_IRQ_CONTROL.
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4.4.141 DLR_LOC _MACIo —DLR Local MAC Address Low Register

Address: 4405 3C14h

Bit b31 b30 b29 b28 b27

b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
LOC_MAC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
LOC_MAC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.143 DLR_LOC_MACIo Register Contents
Bit Position Bit Name Function R/W
b31 to b0 LOC_MAC First 4 Octets of the Local MAC Address for Loop Filter R/W
Bits 7:0 is first byte, ..., Bits 31:24 is 4th byte of address

4.4.142 DLR_LOC _MAChi — DLR Local MAC Address High Register

Address: 4405 3C18h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit b15 bl4 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
LOC_MAC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.144  DLR_LOC_MAChi Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 LOC_MAC Last 2 Octets of Local MAC Address for Loop Filter R/W
Bits 7:0 is 5th byte of the local MAC address.
Bits 15:8 is 6th (last) byte of the local MAC address
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4.4.143 DLR_SUPR_MACIo — DLR Supervisor MAC Address Low Register

Address: 4405 3C20h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

SUPR_MAC

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SUPR_MAC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.145 DLR_SUPR_MACIo Register Contents
Bit Position Bit Name Function R/W
b31 to b0 SUPR_MAC First 4 Octets of the Active Ring Supervisor's MAC Address Extracted from Source R

Address Field of the Beacon Frame
Bits 7:0 is first byte, ..., Bits 31:24 is 4th byte of address

4.4.144 DLR_SUPR_MAChi — DLR Supervisor MAC Address High Register

Address: 4405 3C24h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — PRECE

Value after reset X X X X X X X X 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SUPR_MAC
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.146  DLR_SUPR_MAChI Register Contents
Bit Position Bit Name Function R/W
b31 to b24 Reserved Set to zero on Write. ignore on Read.
b23 to b16 PRECE Bits 23:16 is ring supervisor’s precedence value extracted from the Supervisor

precedence field of the Beacon frame.

b15 to b0 SUPR_MAC Last 2 octets of active ring supervisor's MAC address extracted from the Source R
Address field of the Beacon frame.

Bits 7:0 is 5th byte, 15:8 is 6th byte.
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4.4.145 DLR_STATE_VLAN — DLR Ring Status/VLAN Register

Address: 4405 3C28h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

VLANTAG

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — V'A‘G'E‘)V RINGSTAT
Value after reset X X X X X X X 0 0 0 0 0 0 0 0 0
Table 4.147 DLR_STATE_VLAN Register Contents
Bit Position Bit Name Function R/W
b31 to b16 VLANTAG Bits 31:16 is 802.1Q VLAN Tag control field extracted from the VLAN info field of the R
Beacon frame.
b15 to b9 Reserved Set to zero on Write. ignore on Read. R

b8 VLANVALID VLAN Valid
When asserted, current VLAN Tag control field (Bits 31:16) contains valid VLAN ID.

b7 to b0 RINGSTAT DLR ring state extracted from the Ring State field of the Beacon frame. R
0x1: RING_NORMAL_STATE
0x2: RING_FAULT_STATE
Others: Unused

4.4.146 DLR_BEC _TMOUT — DLR Beacon Timeout Register

Address: 4405 3C2Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

BEC_TMOUT

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

BEC_TMOUT
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.148 DLR_BEC_TMOUT Register Contents
Bit Position Bit Name Function R/W
b31 to b0 BEC_TMOUT Beacon timeout timer value extracted from the Beacon Timeout in microseconds field R

of the Beacon frame.

Invalid timeout timer values will be not written to this register and will not be
considered for state transition when ignore enabled through the bit 8 of the CONTROL
register. Expected value is in a range between minimum 200 microseconds and
maximum 500 milliseconds. Typical value is 1960 microseconds.
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4.4.147 DLR_BEC_INTRVL — DLR Beacon Interval Register

Address: 4405 3C30h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

BEC_INTRVL

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

BEC_INTRVL
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.149 DLR_BEC_INTRVL Register Contents
Bit Position Bit Name Function R/W
b31 to b0 BEC_INTRVL Beacon interval extracted from the Beacon Interval field of the Beacon frame. R
Expected value is in a range between minimum 100 microseconds and maximum 100
milliseconds. Typical value is 400 microseconds.
4.4.148 DLR_SUPR_IPADR — DLR Supervisor IP Address Register
Address: 4405 3C34h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
SUPR_IPADR
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SUPR_IPADR

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4150 DLR_SUPR_IPADR Register Contents

Bit Position Bit Name Function R/W

b31 to b0 SUPR_IPADR Ring supervisor’s IP address extracted from the Source IP address field of the Beacon R
frame. A value of 0x0 can be received when supervisor has no IP address.
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4.4.149 DLR_ETH_STYP_VER — DLR Sub Type/Protocol Version Register

Address: 4405 3C38h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

—_ —_ SPORT

Value after reset X X X X X X X X 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

PROTVER SUBTYPE

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.151 DLR_ETH_STYP_VER Register Contents

Bit Position Bit Name Function R/W

b31 to b24 Reserved Set to zero on Write. ignore on Read.

b23 to b16 SPORT Source Port Extracted from the Source Port Field of the Beacon frame

b15 to b8 PROTVER DLR Ring Protocol Version Extracted from the Ring Protocol Version Field of the R
Beacon Frame

b7 to b0 SUBTYPE DLR Ring Ether Sub Type Extracted from the Ring Sub Type Field of the Beacon R
Frame

Value is expected to be 0x02.

4.4.150 DLR_INV_TMOUT — DLR Beacon Timeout Timer Register

Address: 4405 3C3Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

INV_TMOUT

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

INV_TMOUT
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.152 DLR_INV_TMOUT Register Contents
Bit Position Bit Name Function R/W
b31 to b0 INV_TMOUT Last out of Range Beacon Timeout Timer Value Extracted from Beacon Frame on any R

of the Port

Valid range is between 200 microseconds and 500 milliseconds. This register will be
always written whenever new invalid value is received. Contains a valid value when
the bit 11 of the register DLR_IRQ_STAT_ACK is asserted.
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4.4.151 DLR_SEQ ID — DLR Sequence ID Register

Address: 4405 3C40h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

SEQ_ID

Value after reset 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SEQ_ID
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.153 DLR_SEQ_ID Register Contents
Bit Position Bit Name Function R/W
b31 to b0 SEQ_ID Sequence ID of the last Beacon frame extracted from the Sequence ID field of the R

Beacon frame on port 0 or port 1. Sequence ID of the ignored frames is not stored.

4.4.152 DLR_DSTlo — DLR Beacon Destination Address Low Register

Address: 4405 3C58h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

DLR_DST

Value after reset 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

DLR_DST

Value after reset 0 0 1 0 0 0 0 1 0 0 0 0 0 0 0 1
Table 4.154  DLR_DSTlo Register Contents

Bit Position Bit Name Function R/W

b31 to b0 DLR_DST First 4 Octets of the Beacon Frame Destination Multicast Address (01-21-6C-00-00- R/W

01)
Bits 7:0 is first byte, ..., Bits 31:24 is 4th byte of address
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4.4.153 DLR_DSThi — DLR Beacon Destination Address High Register

Address: 4405 3C5Ch

Bit b31 b30 b29 b28 b27 b26 b25

b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

DLR_DST

Value after reset 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
Table 4.155  DLR_DSThi Register Contents

Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 DLR_DST

Last 2 Octets of the Beacon Frame Destination Multicast Address (01-21-6C-00-00- R/W
01)

Bits 7:0 is 5th byte, 15:8 is 6th.

4.4.154 DLR_RX STATO — DLR Received Frame Statistic Register O

Address: 4405 3C60h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

RX_STATO

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

RX_STATO

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.156 DLR_RX_STATO Register Contents

Bit Position Bit Name Function R/W
b31 to b0 RX_STATO

Number of Beacon Frames Received on Port 0

Counter will increment with the Beacon frames which matches the destination MAC
address, Ether type, DLR frame type and CRC. Ignored frames due to type mismatch
or CRC error are not counted. The counters are cleared if the DLR module is disabled.
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4.4.155 DLR_RX ERR_STATO — DLR Received Frame Error Statistic Register O

Address: 4405 3C64h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

RX_ERR_STATO

Value after reset 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

RX_ERR_STATO

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.157 DLR_RX_ERR_STATO Register Contents
Bit Position Bit Name Function R/W
b31 to b0 RX_ERR_STATO Number of Beacon Frames Received with CRC Error on Port 0 R

Counter will increment with the Beacon frames which match the destination MAC
address, Ether type, DLR frame type but with CRC error. The counters are cleared if

the DLR module is disabled.

4.4.156 DLR_TX_STATO — DLR Transmitted Frame Statistic Register 0

Address: 4405 3C68h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TX_STATO

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TX_STATO
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.158 DLR_TX_STATO Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TX_STATO Number of Beacon Frames Forwarded from Port 1 to Port 0 (Port 0 Transmitted) R

The counters are cleared if the DLR module is disabled.

Note) Not available, always 0.
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4.4.157 DLR_RX STAT1 — DLR Received Frame Statistic Register 1

Address: 4405 3C70h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

RX_STAT1

Value after reset 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

RX_STAT1
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.159 DLR_RX_STAT1 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 RX_STAT1 Number of Beacon Frames Received on Port 1 R

Counter will increment with the Beacon frames which matches the destination MAC
address, Ether type, DLR frame type and CRC. Ignored frames due to type mismatch
or CRC error are not counted. The counters are cleared if the DLR module is disabled.

4.4.158 DLR_RX ERR_STAT1 — DLR Received Frame Error Statistic Register 1

Address: 4405 3C74h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

RX_ERR_STAT1

Value after reset 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

RX_ERR_STAT1

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4160 DLR_RX_ERR_STAT1 Register Contents

Bit Position Bit Name Function R/W
b31 to b0 RX_ERR_STAT1 Number of Beacon Frames Received with CRC Error on Port 1 R
Counter will increment with the Beacon frames which matches the destination MAC
address, Ether type, DLR frame type but with CRC error. The counters are cleared if
the DLR module is disabled.
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4.4.159 DLR_TX STAT1 —DLR Transmitted Frame Statistic Register 1

Address: 4405 3C78h

Bit b31  b30 b29  b28 b27 b26 b25 b24  b23 b22 b21 b20  bl9  b18  bl7 b16
TX_STATL
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
TX_STAT1
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.161 DLR_TX_STAT1 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TX_STAT1 Number of Beacon Frames Forwarded from Port O to Port 1 (Port 1 Transmitted) R
The counters are cleared if the DLR module is disabled.
Note) Not available, always 0.
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4.4.160 PRP_CONFIG — PRP Configuration Register

Address: 4405 3D00h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

PRP_A
— — — |GE_EN

>

Value after reset X X X X X X X X X X X X X X X 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TX_RC|TX_RC|TX_RCT_| RX_RE|RX_DU
— — — — — — — 1T'x1_5RB(£:3 T_UNK|T_MUL [BROADC|TX_RCT_MODEMOVE_|P_ACC PT\‘F;;E
= NOWN [TICAST| AsT RCT | EPT
Value after reset X X X X X X X 0 0 0 0 0 0 0 0 0
Table 4.162 PRP_CONFIG Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 to b17 Reserved Set to zero on Write. ignore on Read. R
b16 PRP_AGE_ENA Enable History Memory Aging Timer R/W
The timer value is configured with register PRP_AGETIME.
b15 to b9 Reserved Set to zero on Write. ignore on Read. R
b8 TX_RCT_1588 1: Allow appending RCT to IEEE 1588 frames (ether type 0x88f7). Defines to treat R/W
those frames as any other frame according to the configured TX_RCT_xxx
settings below.
0: Do not append RCT to IEEE 1588 frames. Even if they are duplicated.
This affects IEEE 1588 frames that are forwarded through the switch (e.g. when used
as RedBox) to both PRP_GROUP ports. Locally generated IEEE 1588 frames (e.g.
peer delay request/response) are not affected by this setting.
Note) Should be 0 normally, as IEEE 1588 frames should not be considered for
duplicate detection (IEC 62439-3:A.4.4.).
b7 TX_RCT_UNKNOWN 1: Allow appending RCT to frames that have unknown destination and are hence R/W
flooded.
0: Do not append RCT to frames flooded because the destination is unknown. This
further restricts modes 00b, 01b, 11b.
Note) Should be 1 normally.
b6 TX_RCT_MULTICAS 1: Allow appending RCT to multicast frames. R/W
T 0: Do not append RCT to multicast frames. This further restricts modes 00b, 01b,
11b.
Note) Should be 1 normally.
b5 TX_RCT_BROADCA 1: Allow appending RCT to broadcast frames. R/W
ST 0: Do not append RCT to broadcast frames. This further restricts modes 00b, 01b,
11b.
Note) Should be 1 normally.
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Table 4.162 PRP_CONFIG Register Contents (2/2)

Bit Position Bit Name Function R/W

b4, b3 TX_RCT_MODE Control Appending the RCT to Transmitted Frames on the Redundant Ports R/W
The following modes are available: [4:3]
00b: Append RCT if group only: Append RCT, if frame is duplicated to exactly the
ports listed in the PRP_GROUP register. If the frame is sent to only one of the
ports, or is e.g. flooded also to other ports no RCT is appended.
01b: Append RCT to group always: Append the RCT always if the frame is
duplicated to at least the two ports listed in the PRP_GROUP. This includes
flooded frames even if they are additionally sent on other ports outside the
PRP_GROUP. If the frame is sent to only one of the PRP_GROUP ports, no
RCT is appended.
10b: Disable RCT append. The transmitters never append the RCT even if frames
are duplicated to the PRP_GROUP ports. (This represents the IEC 62439-
3:4.2.6 duplicate accept mode of operation)
11b: Append RCT always forced. The transmitters will append the RCT to all
frames transmitted on any of the PRP_GROUP ports, no matter if they are
duplicated or not or if they are flooded.
Normally the setting should be 00b or 01b. This allows Single attached nodes (SAN)
and Double attached nodes (DAN) within the PRP LAN segments ensuring the RCT is
only appended to frames sent to DANSs.

Note) BPDU frames will never get an RCT appended (IEC:4.2.7.5.1), independent
from this setting.
Frames forwarded to a port that is not within the PRP_GROUP will never get a
RCT appended (even if at the same time the frame is duplicated to the
PRP_GROUP where it can get the RCT appended).

b2 RX_REMOVE_RCT  Allow PRP Port RX to Remove the RCT R/W
When 1, the RCT is removed from frames received at the PRP ports before
forwarding. Has no effect on other ports.
When 0, the RCT is not removed.
Duplicate detection occurs normally, independent from this setting.
BPDU and IEEE 1588 Layer 2 frames are not affected by this setting and are received
unmodified always.

Note) The RCT is removed only if the source node is known to be a DAN as indicated
by having a port mask containing both ports within the address table and the
LAN ID matches the port where it is received.

bl RX_DUP_ACCEPT Enable Duplicate Accept Mode of Operation at Receive R/W
When 1, the receivers will not perform duplicate detection and forward all received
frames unmodified.
When 0, the receivers try to detect and discard duplicates.
Should be 0 for normal operation.

Note) Even when 0, BPDU and IEEE 1588 frames are always accepted without a
duplicate check.
Using receive duplicate accept could be used to perform duplicate detection at
the application and not having the hardware to perform it. Aside from this use,
duplicate accept mode is a test setting (IEC:4.2.6) not intended to be used
during normal operation.
The bit is permanent 1 (RO) in non-PRP-supported product.

b0 PRP_ENA Enable PRP Operation R/W

All other configuration registers must have been configured correctly before setting
this bit.
When cleared, the statistics counters are cleared also.

Note) Before re-enabling the history memory should be cleared by executing the
memory RM_ADDR_CTRL.CLEAR_MEMORY command.
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4.4.161 PRP_GROUP — PRP Port Group Register

Address: 4405 3D04h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

— — — — — — — — —_ — — — LANB_MASK

Value after reset X X X X X X X X X X X X 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — — PRP_GROUP
Value after reset X X X X X X X X X X X X 0 0 0 0
Table 4.163 PRP_GROUP Register Contents
Bit Position Bit Name Function R/W
b31 to b20 Reserved Set to zero on Write. ignore on Read. R
b19 to b16 LANB_MASK Defines which of the ports is considered the LAN B port. This port will have the RCT R/W

containing the LAN B identifier. The other port will use the LAN A identifier for the
RCT. Exactly 1 bit must be set matching one of the two bits in the PRP_GROUP
mask.

Bit 16 = Port0, Bit 17 = Port1, ...

Note) The setting can be changed any time during operation. For example, if
management detects the ports were connected to the wrong networks it is
sufficient to swap the declaration of LAN A/B in this register and there is no
need to physically change connections.

b15 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 to b0 PRP_GROUP Defines which two ports should be treated as redundant ports for PRP. Exactly 2 bits ~ R/W
must be set in the mask. Only line ports are supported.
Bit 0 =Port 0, Bit1 = Port 1, ...

Note) Setting not exactly 2 bits leads to unpredictable behavior.
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4.4.162 PRP_SUFFIX — PRP RCT Suffix

Address: 4405 3D08h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X

X X X X X X X

Bit bl5 b14 b13 b12 b1l b10

b9 b8 b7 b6 b5 b4 b3 b2 bl b0

PRP_SUFFIX
Value after reset 1 0 0 0 1 0 0 0 1 1 1 1 1 0 1 1
Table 4.164  PRP_SUFFIX Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 PRP_SUFFIX The Redundancy Control Trailer (RCT) Suffix R/W

4.4.163 PRP_LANID — PRP LAN ldentifier

Address: 4405 3D0Ch

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X

Bit bl5 b14 b13 b12 b1l b10

b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — LANBID LANAID

Value after reset X X X X X X X X 1 0 1 1 1 0 1 0
Table 4.165 PRP_LANID Register Contents

Bit Position Bit Name Function R/W
b31 to b8 Reserved Set to zero on Write. ignore on Read. R
b7 to b4 LANBID LAN B Identifier R/W
b3 to b0 LANAID LAN A Identifier R/W
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4.4.164 DUP_W — PRP Max Duplicate Detection Window Size

Address: 4405 3D10h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — DUP_W

Value after reset X X X X X X X 0 0 0 0 0 0 0 0 0
Table 4.166  DUP_W Register Contents
Bit Position Bit Name Function R/W
b31 to b9 Reserved Set to zero on Write. ignore on Read. R
b8 to b0 DUP_W Maximum Duplicate Detect Window Size R/W

If the current frame’s sequence number is in the range of expected window, it will be
treated as duplicate (i.e. it is an old sequence number). If a sequence number with a
value beyond this window is found, the frame is accepted and an increment of
CntOutOfSegLow occurs. Valid values are 2..255. Recommended: >50

Note) Setting values 0 or 1 will cause all frames with a sequence number less than
the minimum received to be accepted with an out of sequence error indication.

4.4.165 PRP_AGETIME — PRP Aging Time Define Register

Address: 4405 3D14h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
— — — — — — — — PRP_AGETIME
Value after reset X X X X X X X X 0 0 0 0 0 0 0 0
Bit bl5 bl14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
PRP_AGETIME
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.167 PRP_AGETIME Register Contents
Bit Position Bit Name Function R/W
b31 to b24 Reserved Set to zero on Write. ignore on Read. R
b23 to b0 PRP_AGETIME Timeout in Steps of 32 Switch system clock Cycles to Control Aging of Duplicate R/W

History Data

Every Agetime one entry of the history table will be inspected for invalidating. As only
a single age bit is used, it requires at maximum two table rounds until an entry is
removed. The timeout should be chosen to guarantee the full table is covered in
EntryForgetTime/2 (200 ms). A 24-bit value is available. A Value of 0 disables the
aging process.

Example:

For a setting of 200 ms with a 8192 entries table and the switch system clock running
at 200 MHz (5 ns): Agetime = 200 ms / (8192x5 ns) / 32 = 152.
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4.4.166 PRP_IRQ_CONTROL — PRP Interrupt Control Register

If any of the interrupt enable bits is set and a corresponding event occurs, the PRP interrupt within the global
INT_STAT_ACK interrupt status register asserts. In addition, the signal ASPSW_PRP_Int asserts. To clear any of the
interrupts, the PRP_IRQ_STAT_ACK register must be written.

Address: 4405 3D18h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SEQMI|OUTOF| WRON |[MEMTQ
SSING| SEQ | GLAN [OLATE

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.168 PRP_IRQ_CONTROL Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 SEQMISSING Enable interrupt for frames received and accepted that caused the history to skip a R/W

sequence number that was never received (i.e. a missing sequence number is being
ignored and will now be treated as candidate for dropping).

This event also caused incrementing the CntMissing statistics.

b2 OUTOFSEQ Enable interrupt for frames received and accepted but have an unexpected sequence R/W
number. This event also caused incrementing the CntOutOfSeq statistics.

bl WRONGLAN This bit is not available. Set to zero on Write. R/W

b0 MEMTOOLATE Enable interrupt for memory error indications. When enabled, an interrupt is generated R/W

when the memory transactions for a frame could not be completed in time. For
transmit, it means a frame was sent without appending an RCT. For receive, it means
a RCT could not be checked and the frame was accepted.

Note) This interrupt should never occur. It could occur on Gigabit ports if the switch
system frequency is too low and coincidently all ports request memory lookups
simultaneously. This may indicate the system frequency is too low.
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4.4.167 PRP_IRQ_STAT_ACK — PRP Interrupt Status/ACK Register
To clear any of the interrupts, the PRP_IRQ_STAT_ACK register must be written.

Address: 4405 3D1Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SEQMI|OUTOF| WRON |[MEMTQ
SSING| SEQ | GLAN |OLATE

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.169 PRP_IRQ_STAT_ACK Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 SEQMISSING Interrupt pending indication bits corresponding to the bits defined in R/W

PRP_IRQ_CONTROL. If an event occurs, the corresponding bit is latched high. To
clear the bit, it must be written with a “1”.

Note) The latches operate independently of the PRP_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.

b2 OUTOFSEQ Interrupt pending indication bits corresponding to the bits defined in R/W
PRP_IRQ_CONTROL. If an event occurs, the corresponding bit is latched high. To
clear the bit, it must be written with a “1”.

Note) The latches operate independently of the PRP_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be

inspected.
bl WRONGLAN This bit is not available. Set to zero on Write. R/W
b0 MEMTOOLATE Interrupt pending indication bits corresponding to the bits defined in R/W

PRP_IRQ_CONTROL. If an event occurs, the corresponding bit is latched high. To
clear the bit, it must be written with a “1”.

Note) The latches operate independently of the PRP_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
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4.4.168 RM_ADDR_CTRL — PRP History Memory Transactions Control Register

Address: 4405 3D20h
Bit b3l b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
CLEAR|CLEAR
BUSY | — |CLEAR| — — | READ [WRITE| — | MEMO|_DYNA| — — — — — —
RY MIC
Value after reset 0 X 0 X X 0 0 X 0 0 X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
— — — address
Value after reset X X X 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4170 RM_ADDR_CTRL Register Contents
Bit Position Bit Name Function R/W
b31 BUSY Transaction Busy Indication R
Controller is busy. As long as the controller is busy, the corresponding command bit is
set. When it becomes non busy again, all command bits are cleared. No other
commands are allowed when BUSY = 1. A write to this register must be avoided as
long as it is busy.
b30 Reserved Set to zero on Write. ignore on Read. R
b29 CLEAR Writes all zero to the entry selected by the given address. Avoids the need to set the R/W
data registers to a zero value.
Bit is cleared when the function has completed
b28, b27 Reserved Set to zero on Write. ignore on Read. R
b26 READ When set to 1, perform single read transaction. Data is returned in RM_DATA register. R/W
Bit is cleared when the function has completed
b25 WRITE When set to 1, perform a single write transaction. The RM_DATA register must be set R/W
prior to starting the transaction. Bit is cleared when the function has completed
b24 Reserved Set to zero on Write. ignore on Read. R
b23 CLEAR_MEMORY Writes all memory locations with zero. Bit is cleared when the function has completed. R/W
Note) The bit is set upon reset to clear the memory and will deassert when
completed.
b22 CLEAR_DYNAMIC Scans the complete table for valid dynamic history entries and deletes them (writes R/W
entry with all zero).
The stored sequence numbers (for transmit RCT generation) of source addresses
associated with non redundant local ports are not modified. Bit is cleared when the
function has completed.
b21 to b13 Reserved Set to zero on Write. ignore on Read. R
b12 to b0 address Memory Address for Read and Write Transactions R/W

This is the address of an entry.

The address is the same as the address of an entry in the MAC address lookup table.
Hence to find the data for a specific MAC address, first the MAC address table must
be searched (lookup) to retrieve the address of an entry.
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4.4.169 RM_DATA — PRP Memory Data Register

Address: 4405 3D24h
Bit b3l  b30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  Dbl8  bl7  ble
RM_DATA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
RM_DATA

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.171 RM_DATA Register Contents

Bit Position Bit Name Function R/W

b31 to b0 RM_DATA Memory Data Register for Read/Write Transactions Controlled by RM_ADDR_CTRL  R/W

4.4.170 RM_STATUS — PRP Memory Controller Status Indication
Address: 4405 3D2Ch
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4  bl3  bl2  bll  blO b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
ageaddress

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.172 RM_STATUS Register Contents
Bit Position Bit Name Function R/W
b31 to b16 Reserved Set to zero on Write. ignore on Read. R
b15 to b0 ageaddress Address the aging process will inspect when the aging timer expires next time. R
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4.4.171 TxSeqTooLate — PRP Frame Transmission Retrieval of Failed Sequence

Address: 4405 3D30h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — TxSeqToolate
Value after reset X X X X X X X X X X X 0 0 0 0 0
Table 4.173  TxSeqToolLate Register Contents
Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 to b0 TxSeqToolLate Retrieval of a sequence number failed. A frame was transmitted and duplicated R/W

without appending the RCT.

One bit per port, latched high when such an event occurred. Writing the register with
“1" in the corresponding bit position will clear the latch. This can happen on ports that
transmit to the redundant ports hence the RedBox function will require to retrieve the
sequence number for the frame (based on its source address). If that source address
lookup took too long and the frame got forwarded before the lookup could complete,
the frame is transmitted without appending an RCT (it is still duplicated). This could
happen on Gigabit ports for short frames if the switch system frequency is too low and
all ports request address lookups simultaneously.

Note) Latches are cleared also when PRP_CONFIG.PRP_ENA = 0.

4.4.172 CntErrWrongLanA — PRP Wrong ID LAN-A Count Register

Address: 4405 3D34h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntErrWrongLanA

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntErrWrongLanA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.174  CntErrWrongLanA Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntErrWrongLanA This field is not available. R
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4.4.173 CntErrWrongLanB — PRP Wrong ID LAN-B Count Register

Address: 4405 3D38h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntErrfWrongLanB

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntErrWrongLanB

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.175  CntErrWrongLanB Register Contents

Bit Position Bit Name Function R/W

b31 to b0 CntErrWrongLanB This field is not available.

4.4.174 CntDupLanA — PRP Duplicate LAN-A Count Register

Address: 4405 3D3Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntDupLanA

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntDupLanA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.176  CntDupLanA Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntDupLanA Valid frames received on LAN A that were dropped by duplicate detection R
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4.4.175 CntDupLanB — PRP Duplicate LAN-B Count Register

Address: 4405 3D40h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
CntDupLanB
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 bla b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l bo
CntDupLanB
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.177  CntDupLanB Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntDupLanB Valid frames received on LAN B that were dropped by duplicate detection R

4.4.176 CntOutOfSegLowA — PRP Sequence Error Low LAN-A Count Register

Address: 4405 3D44h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
CntOutOfSegLowA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
CntOutOfSegLowA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.178  CntOutOfSeqgLowA Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntOutOfSeqLowA Valid and accepted frames received on LAN A with a sequence number less than last R

- window (DUP_W)
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4.4.177 CntOutOfSegLowB — PRP Sequence Error Low LAN-B Count Register

Address: 4405 3D48h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntOutOfSeqLowB

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntOutOfSeqLowB
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.179  CntOutOfSegLowB Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntOutOfSeqLowB Valid and accepted frames received on LAN B with a sequence number less than last R
- window (DUP_W)

4.4.178 CntOutOfSegA — PRP Sequence Error LAN-A Count Register

NOTE

Increments also with CntOutOfSeqLowA

Address: 4405 3D4Ch
Bit b31  b30 b29  b28 b27 b26 b25 b24  b23 b22 b21 b20  bl9  b18  bl7 b16
CntOutOfSegA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntOutOfSeqA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.180 CntOutOfSegA Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntOutOfSegA Valid and accepted frames received on LAN A with an unexpected sequence number R
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4.4.179 CntOutOfSegB — PRP Sequence Error LAN-B Count Register

NOTE

Increments also with CntOutOfSeqlLowB

Address: 4405 3D50h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntOutOfSeqB

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntOutOfSeqB
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.181  CntOutOfSeqB Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntOutOfSeqB Valid and accepted frames received on LAN B with an unexpected sequence number R

4.4.180 CntAcceptA — PRP Valid Frame LAN-A Count Register

Address: 4405 3D54h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntAcceptA

Value after reset 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntAcceptA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.182  CntAcceptA Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntAcceptA Valid frames received on LAN A which had a valid sequence number in the expected R
range
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4.4.181 CntAcceptB — PRP Valid Frame LAN-B Count Register

Address: 4405 3D58h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntAcceptB

Value after reset 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntAcceptB
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.183  CntAcceptB Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntAcceptB Valid frames received on LAN B which had a valid sequence number in the expected R
range

4.4.182 CntMissing — PRP Drop history Adjustment Count

Address: 4405 3D5Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

CntMissing

Value after reset 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CntMissing
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.184  CntMissing Register Contents
Bit Position Bit Name Function R/W
b31 to b0 CntMissing Indicates adjustment of the drop history as a frame was received with a sequence R
number of expected + history + 1. This occurs if the same frame was dropped in both
LAN segments (one sequence number is missing) and the history is now extended
beyond that sequence number (causing it to be treated as drop allowed).
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4.4.183 HUB_CONFIG — HUB Configuration Register

Address: 4405 3E00h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

Hus 15| TRIGG |RETRA| o
— — — — — — — — — — — — | oLATE [ER-MONSMIT_|" " =
DE | ENA
Value after reset X X X X X X X X X X X X 0 0 0 0
Table 4.185 HUB_CONFIG Register Contents
Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 HUB_ISOLATE Isolates all hub ports from the other ports of the switch and allows communication with R/W
management port only. It is then up to the management port’s application to
implement some bridging functionality to other ports as required.
When 1, frames received at any of the Hub ports are forwarded to the management
port always. No lookup or flooding occurs. In addition, all frames from ports outside
the Hub Group that would need forwarding to the Hub Group are also forwarded to the
management port always.
The setting has no effect on forwarding in between non hub ports and forwarding
to/from the management port.
When 0, normal forwarding is performed and the HUB_DEFPORT mask is used when
forwarding traffic to the hub group from any other port.
Note) This setting only controls forwarding within the switch.
The Hub PHY copy function is not affected by this setting.
b2 TRIGGER_MODE Enable single frame trigger mode. R/W
The HUB will send a single frame (single MAC transmit) only when allowed by a
trigger event. Trigger events are generated by the settings in the
HUB_TRIGGER_IMMEDIATE and HUB_TRIGGER_AT registers, individually per port.
Note) The RETRANSMIT_ENA must be 0 when trigger mode is active.
bl RETRANSMIT_ENA  Enable Hub retransmit capability. R/W
When 1 and a collision occurs while a MAC of the Hub Group is transmitting, the MAC
is allowed to retransmit if possible (following IEEE 802.3 half-duplex backoff rules).
When 0 and a collision occurs, the MAC will not retransmit the frame and the frame is
discarded.
Note) Must be 0 when TRIGGER_MODE = 1.
b0 HUB_ENA Enable Integrated HUB operation. All other configuration registers must be configured R/W
correctly before setting this bit.
When cleared, the HUB statistics counters get cleared also.
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4.4.184 HUB_GROUP — HUB Port Group Register
NOTE

Only setting a single port would allow the port to use the trigger capabilities.

Address: 4405 3E04h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — — HUB_GROUP
Value after reset X X X X X X X X X X X X 0 0 0 0
Table 4.186 HUB_GROUP Register Contents
Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 to b0 HUB_GROUP Defines all ports that should be combined to a Hub Group. A portmask with atleast1  R/W
bit set (typically at least 2 are set). The management port cannot be used (write
ignored).
The MACs of the Hub group must be configured to identical speed and half-duplex
operation.

The group should not collide with any other group settings of the switch that may be
active (e.g. DLR, PRP) as this can lead to unpredictable behavior.
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4.4.185 HUB_DEFPORT — HUB Default Port Selection Register
NOTE

The management port’s forced forwarding can be used to direct frames to other ports within the group.

Address: 4405 3E08h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — HUB_DEFPORT

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.187 HUB_DEFPORT Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 to b0 HUB_DEFPORT The default port within the Hub Group where all traffic from a port outside the group is R/W

forwarded to. If a frame should be forwarded to any of the hub ports the frame is sent
to this port only. The hub’s copy function will copy it to all PHY interfaces of the group
eventually.

Set portmask with exactly 1 bit from the hub group.
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4.4.186 HUB_TRIGGER_IMMEDIATE — HUB Transmission Trigger Immediate
Register

NOTE

If no frame is waiting at the port at the time of writing this register, the trigger will be kept active until a frame arrives. It
then is transmitted and the register clears.

Address: 4405 3EOCh

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — — HUB_TRIGGER_IMMEDIATE

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.188 HUB_TRIGGER_IMMEDIATE Register Contents

Bit Position Bit Name Function R/W

b31 to b4 Reserved Set to zero on Write. ignore on Read. R

b3 to b0 HUB_TRIGGER_IMM Trigger Transmission of a Single Frame from Given Port within the Hub Group R/W
EDIATE Portmask with at maximum having a single bit set. Setting a port bit that is not within

the hub group has no effect (i.e. register write is ignored).
When written, the specified port is allowed to send a single frame (as soon as

possible).
The register is cleared when transmission has started and an interrupt can be
generated.
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4.4.187 HUB_TRIGGER_AT — HUB Transmission Trigger At Register
NOTE

The register clears also if the port has no frame to transmit at the time of the trigger. Then the trigger interrupt will occur
and the register clears but no frame is transmitted. A frame arriving after the trigger time will then not be transmitted (this
is in contrast to the trigger immediate function).

Address: 4405 3E10h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

_ _ — — — — — — — — — — HUB_TRIGGER_AT

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.189 HUB_TRIGGER_AT Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 to b0 HUB_TRIGGER_AT  Trigger Transmission of a Single Frame at a Specific Time. R/W

Portmask with at maximum having a single bit set. Setting a port bit that is not within
the hub group has no effect (i.e. register write is ignored).

The HUB_TTIME register should be written first to avoid unexpected triggering on an
older/invalid timer value.

The register is cleared when transmission has started and an interrupt can be
generated.

4.4.188 HUB_TTIME — HUB Transmission Time Define Register

Address: 4405 3E14h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

HUB_TTIME

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

HUB_TTIME
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.190 HUB_TTIME Register Contents
Bit Position Bit Name Function R/W
b31 to b0 HUB_TTIME Defines the time value when a trigger should occur. R/W

A 32-bit value compared with the timer.
The value is compared with the hardware timer (input ASPSW_TS_NS_IN[31:0]) and if

the timer reaches (or crosses) the value, the port given in HUB_TRIGGER_AT is
allowed to transmit one frame.
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4.4.189 HUB_IRQ_CONTROL — HUB Interrupt Control Register

If any of the interrupt enable bits is set and a corresponding event occurs, the Hub interrupt within the global
INT_STAT_ACK interrupt status register asserts. To clear any of the interrupts, the HUB_IRQ_STAT_ACK register
must be written.

Address: 4405 3E18h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TRIGG ERR'(';’S
ER_TIM = |[CHANG
— — — — — — — — — |gr ac|MEDIAIZ DET RX_TRIGGER
| TE_AC| =
K
K
Value after reset X X X X X X X X X 0 0 0 0 0 0 0
Table 4.191 HUB_IRQ_CONTROL Register Contents
Bit Position Bit Name Function R/W
b31 to b7 Reserved Set to zero on Write. ignore on Read. R
b6 TRIGGER_TIMER_A Enable interrupt when Hub transmit started after writing the HUB_TRIGGER_AT R/W
CK register and the timeout value has been reached (register HUB_TTIME).

The event is caused when the transmission has started and the HUB_TRIGGER_AT
register has been cleared.

b5 TRIGGER_IMMEDIA Enable interrupt when Hub transmit started after writing the R/W
TE_ACK HUB_TRIGGER_IMMEDIATE register.
The event is caused when the transmission has started and the
HUB_TRIGGER_IMMEDIATE register has been cleared and can accept a new
command.

b4 CHANGE_DET Enable interrupt for Hub TX statemachine port state change request detection. R/W
Asserts when the HUB_STATUS register bit TX Change Pending asserts.

b3 to b0 RX_TRIGGER Enable interrupt on receive pattern match trigger function. R/W
One bit per port. Bit 0 = port 0, Bit 1 = port 1, ..., Bit 3 = port 3.
When enabled, an interrupt is generated when the receive pattern matcher on that

port caused the Hub transmit to transmit one frame (trigger mode) and transmission
has begun.

Note) This interrupt is in addition to the pattern’s own match interrupt capability that
can be enabled in the PATTERN_CTRL register. This trigger interrupt will occur
typically shortly after the pattern match interrupt did occur (e.g. up to 1us later
in a 100 Mbps port which is the time between frame receive and transmit start
following the IPG delay). Hence it can cause two separate interrupts for the
same event to the system if both are enabled, which may cause unwanted
processing overhead.

RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 260 of 788
Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (ASPSW)

4.4.190 HUB_IRQ_STAT_ACK — HUB Interrupt Status/ACK Register
To clear any of the interrupts, the HUB_IRQ_STAT_ACK register must be written.

Address: 4405 3E1Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TRIGG | [RIGS
ER_TIM| = ", |CHANG
— — — — — — — — — |ER AC MEDIA E DET RX_TRIGGER
— | TE_AC| —
K g
K
Value after reset X X X X X X X X X 0 0 0 0 0 0 0
Table 4.192 HUB_IRQ_STAT_ACK Register Contents
Bit Position Bit Name Function R/W
b31 to b7 Reserved Set to zero on Write. ignore on Read. R
b6 TRIGGER_TIMER_A Interrupt Pending Indication R/W
CK Bits corresponding to the bits defined in HUB_IRQ_CONTROL.
If an event occurs, the corresponding bit is latched high. To clear the bit, it must be
written with a “1”.
Note) The latches operate independently of the HUB_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
b5 TRIGGER_IMMEDIA Interrupt Pending Indication R/W
TE_ACK Bits corresponding to the bits defined in HUB_IRQ_CONTROL.
If an event occurs, the corresponding bit is latched high. To clear the bit, it must be
written with a “1”.
Note) The latches operate independently of the HUB_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
b4 CHANGE_DET Interrupt Pending Indication R/W
Bits corresponding to the bits defined in HUB_IRQ_CONTROL.
If an event occurs, the corresponding bit is latched high. To clear the bit, it must be
written with a “1”.
Note) The latches operate independently of the HUB_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
b3 to b0 RX_TRIGGER Interrupt Pending Indication R/W
Bits corresponding to the bits defined in HUB_IRQ_CONTROL.
If an event occurs, the corresponding bit is latched high. To clear the bit, it must be
written with a “1”.
Note) The latches operate independently of the HUB_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
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4.4.191 HUB_STATUS — HUB Status Register

Address: 4405 3E20h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TX_Chal
— Speed_|TX_BU|TX_AC
— — — [nge_Pe - = ~ — — — — — PORTS_ACTIVE
nding OK Sy TIVE
Value after reset X X X 0 0 0 0 X X X X X 0 0 0 0

Table 4.193 HUB_STATUS Register Contents

Bit Position Bit Name Function R/W
b31 to b13 Reserved Set to zero on Write. ignore on Read.
b12 TX_Change_Pending Indicates a pending change request in the hub transmitter that is unsolved and causes R

the Hub to stop operation (no longer performing any transmissions).

A state change is requested when a port of the hub group changed its operational
mode unexpectedly (link fail, MAC speed change). It also will assert if e.g. the Hub is
disabled in the middle of a transmission until the transmission has ended normally,
which will then allow the hub to become disabled (and eventually deassert TX
ACTIVE).

The bit will deassert if the misconfiguration has been resolved and the Hub is allowed
to perform transmissions.

The hub is inoperable if this bit is set and the misconfiguration may need the
intervention of the application to be resolved (e.g. speed mismatch persists).

b1l Speed_OK Indicates that the port speed of all group ports match. This bit must be 1 to allow the R
TX statemachine to enter active state and may indicate a misconfiguration or link
failure that changed the speed of the attached PHY of a port.

It is important that all PHYs at all time when they are part of the Hub group operate
with the same MAC interface speed even if the link would be disconnected (e.g. the
PHY must not change its MAC interface speed from 100 Mbps to 10 Mbps after the
link dropped).

The Hub is inoperable (not transmitting) and cannot enter the active state as long as
this bit is 0. The bit is valid as soon as the hub group is defined (HUB_GROUP) and
enabled (HUB_CONFIG). It may give an indication why the TX ACTIVE is not getting
set.

b10 TX_BUSY The local device currently transmits data to all ports within the hub group. The bit is R
informal and will toggle during normal operation.

b9 TX_ACTIVE The hub global transmit statemachine has successfully entered Hub mode and is now R
controlling the hub group.
The bit will react with some delay following a write into the
HUB_CONFIG/HUB_GROUP registers until it successfully could enter or leave the
hub operational mode.
The statemachine may not enter hub mode even when enabled through the
HUB_CONFIG register, as long as the ports are still transferring data or a
misconfiguration exists (e.g. speed differences, no group defined).

b8 to b4 Reserved Set to zero on Write. ignore on Read. R

b3 to b0 PORTS_ACTIVE Shows the currently active ports of the Hub group which are allowed for transmit. It
can differ from the HUB_GROUP setting if a port is e.g. disabled, or has no link.

One bit per port. Bit0 = Port 0, Bit 1 = Port 1, ...
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4.4.192 HUB_OPORT_STATUS — HUB Output Port Status Register

Address: 4405 3E24h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — HUB_OPORT_STATUS

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.194 HUB_OPORT_STATUS Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read.
b3 to b0 HUB_OPORT_STAT Per Output Port Data Available Status

us

One bit per port. A bit = 1 indicates the output port has data available for transmission
(any queue of the port has data).

This is a real time indication of all line ports of the switch, not only the ones for the
hub.

4.4.193 RXMATCH_CONFIG[n] — RX Pattern Match Configuration for PORT[n]
(n=0..4)

Address: 4405 3E80h + 4h x n

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — PATTERN_EN

Value after reset X X X X X X X X 0 0 0 0 0 0 0 0
Table 4.195 RXMATCH_CONFIG[n] Register Contents

Bit Position Bit Name Function R/W
b31 to b8 Reserved Set to zero on Write. ignore on Read. R
b7 to b0 PATTERN_EN Enables pattern(s) on the port (RX). One bit per pattern. R/W

When a bit x is set, the corresponding pattern is searched within frames received at
the port. The pattern’s match function executed is defined in its PATTERN_CTRL
registers.

Multiple patterns can be enabled at the same time (allowing any match).
Note) If multiple patterns are enabled, they should be exclusive to each other. If

multiple patterns match simultaneously, the executing function is unpredictable
if the controls differ.
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4.4.194 PATTERN_CTRL[n] — RX Pattern Match Function Control for Pattern[n]
(n=0..7)

For every pattern data set, one pattern control register defines the function that is executed when the pattern matches
onto a received frame. Whether a pattern is applied to received traffic of a port is controlled by the
RXMATCH_CONFIG registers.

Note that any control bit acts independent of each other. Hence if multiple bits are set, those functions will all execute
and/or affect the frame simultaneously.

Address: 4405 3EBOh + 4h x n
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
— — — — — — — — — — — PORTMASK
Value after reset X X X X X X X X X X X 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
HUBTRI SET_P | DISCA [MGMTFMATCH
- - PRIORITY - - ~ |GGER| - - - RIO RD WD | _NOT
Value after reset X X 0 0 X X X 0 X X X X 0 0 0 0
Table 4.196  PATTERN_CTRL[n] Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 to b21 Reserved Set to zero on Write. ignore on Read. R
b20 to b16 PORTMASK A Port Mask Used Depending on the Control Bits below (e.g. HUBTRIGGER) R/W
One bit per port: Bit 16 = port 0, Bit 17 = port 1, ...
b15, b14 Reserved Set to zero on Write. ignore on Read. R
b13, b12 PRIORITY Priority of the frame used when SET_PRIO is set. The priority is used to forward the R/W
frame into the corresponding output queue of a port. A higher value defines a higher
priority.
b1l to b9 Reserved Set to zero on Write. ignore on Read. R
b8 HUBTRIGGER When set, the port defined in the PORTMASK setting (see above) is allowed for R/W
transmitting one frame.
Usable for Hub mode only and if the Hub has been configured to operate in Trigger
mode.
Note) The port mask should contain only a single port from within the hub group.
A hub trigger is a global event and can occur only once until the enabled port
transmits the frame. Hence, if multiple patterns would match simultaneously,
only one trigger (which one is unknown) will execute. All other triggers that may
follow will be ignored as long as a pending trigger has not been processed (i.e.
frame transmit has not started yet).
b7 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 SET_PRIO Set frame priority, overriding normal classification. R/W
When a match occurs, the frame’s priority is set as given in the PRIORITY bits (see
above).
This priority takes precedence over (i.e. ignores) settings in the PRIORITY_CFG[n]
register of the port where the frame is received.
b2 DISCARD When set, the frame is discarded. R/W
bl MGMTFWD When set, the frame is forwarded to the management port only (suppressing R/W

destination address lookup).

Note) If the pattern is applied to the management port, this setting has no effect.
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Table 4.196  PATTERN_CTRL[Nn] Register Contents (2/2)

Bit Position Bit Name Function R/W

b0 MATCH_NOT When set, a match is reported and the functions of this control are executed if the R/W
pattern does not match.
When cleared (default), the above control executes when the pattern matches on an
incoming frame.
This bit is available only in PATTERN_CTRLO. It is ignored and must be 0 in all other
pattern control registers. When set, the PATTERN_CTRLO will be used if no patterns
(including PATTERN_CTRLO) report a match and the PATTERN_CTRLO has been
enabled for a port.
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4.4.195 PTN_IRQ_CONTROL — RX Pattern Match Interrupt Control Register

If any of the patterns match (globally) and a pattern’s interrupt enable bits is set, the PATTERN interrupt within the
global INT_STAT_ACK interrupt status register asserts. To clear any of the interrupts, the PTN_IRQ_STAT_ACK

register must be written.

Address: 4405 3EDOh

Bit  b31 b30 b29

b28 b27 b26 b25 b24 b23

b22

b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — MATCHINT

Value after reset X X X X X X X X 0 0 0 0 0 0 0 0
Table 4.197 PTN_IRQ_CONTROL Register Contents
Bit Position Bit Name Function R/W
b31 to b8 Reserved Set to zero on Write. ignore on Read. R
b7 to b0 MATCHINT Enable Interrupt on Receive Pattern Match R/W

One bit per pattern. Bit 0 = pattern 0, ..., Bit 7 = pattern 7.

If set and the corresponding pattern match occurs when processing received frames
(on any port), an interrupt occurs. The corresponding interrupt signal
(ASPSW_PTRN_Int) will also assert as long as the interrupt is not cleared.

Note) The interrupt occurs following the CRC check of the frame by the MAC RX.

Even if the frame would be dropped by the switch eventually due to other rules,
the match interrupt can still occur (it will not occur if the frame is dropped by the

MAC).
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4.4.196 PTN_IRQ_STAT_ACK — RX Pattern Match Interrupt Status/ACK Register

Address: 4405 3ED4h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — MATCHINT

Value after reset X X X X X X X X 0 0 0 0 0 0 0 0
Table 4.198 PTN_IRQ_STAT_ACK Register Contents

Bit Position Bit Name Function R/W
b31 to b8 Reserved Set to zero on Write. ignore on Read. R
b7 to b0 MATCHINT Interrupt pending indication for the corresponding pattern match events (see R/W

PTN_IRQ_CONTROL).
If an event occurs, the corresponding bit is latched high. To clear the bit, it must be
written with a “1”.

Note) The latches operate independently of the PTN_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.

4.4.197 PATTERN_SEL — RX Pattern Number Selection Register

Address: 4405 3EDCh

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — PATTERN_SEL

Value after reset X X X X X X X X X X X X X 0 0 0

Table 4.199 PATTERN_SEL Register Contents

Bit Position Bit Name Function R/W
b31 to b3 Reserved Set to zero on Write. ignore on Read. R
b2 to b0 PATTERN_SEL Defines the pattern number which is selected for read/write through the following R/W

registers PTRN_CMP_*, PTRN_MSK_*.

A read or write operation into any of the PTRN_CMP and PTRN_MSK registers will
affect the pattern that is selected by this register.

To configure a specific pattern dataset, first this selection register must be set to the
pattern number of interest.
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4.4.198 PTRN_CMP_30 — Pattern Compare Value Bytes 3.. 0

Address: 4405 3EEOh
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
PTRN_CMP_30
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
PTRN_CMP_30
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.200 PTRN_CMP_30 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 PTRN_CMP_30 Pattern Compare Value Bytes 3 .. 0 R/W
First byte (Byte 0) is 7:0.
4th byte (Byte 3) is 31:24.
4.4.199 PTRN_CMP_74 — Pattern Compare Value Bytes 7 .. 4
Address: 4405 3EE4h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
PTRN_CMP_74
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 bl4 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
PTRN_CMP_74
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.201 PTRN_CMP_74 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 PTRN_CMP_74 Pattern Compare Value Bytes 7 .. 4 R/W

First byte (Byte 4) is 7:0.
4th byte (Byte 7) is 31:24.
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4.4.200 PTRN_CMP_118 — Pattern Compare Value Bytes 11 .. 8

Address: 4405 3EE8h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
PTRN_CMP_118
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
PTRN_CMP_118
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.202 PTRN_CMP_118 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 PTRN_CMP_118 Pattern Compare Value Bytes 11 .. 8 R/W
First byte (Byte 8) is 7:0.
4th byte (Byte 11) is 31:24.
4.4.201 PTRN_MSK_ 30 — Pattern Mask for Bytes 3..0
Address: 4405 3EFOh
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
PTRN_MSK_30
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 bl4 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
PTRN_MSK_30
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.203 PTRN_MSK_30 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 PTRN_MSK_30 Pattern Mask for Bytes 3 .. 0 R/W
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4.4.202 PTRN_MSK_74 — Pattern Mask for Bytes 7 .. 4

Address: 4405 3EF4h
Bit b31 bh30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  bl8  bl7  bil6
PTRN_MSK_74
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
PTRN_MSK_74
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.204 PTRN_MSK_74 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 PTRN_MSK_74 Pattern Mask for Bytes 7 .. 4 R/W
4.4.203 PTRN_MSK_ 118 — Pattern Mask for Bytes 11 .. 8
Address: 4405 3EF8h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
PTRN_MSK_118
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4  bl3  bl2  bll  bl0 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
PTRN_MSK_118
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.205 PTRN_MSK_118 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 PTRN_MSK_118 Pattern Mask for Bytes 11 .. 8 R/W
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4.4.204 TDMA_CONFIG — TDMA Configuration Register

Address: 4405 3FO0h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

. o . . . . . . . i B B i _ \WAIT_S|TDMA_
TART | ENA
Value after reset X X X X X X X X X X X X X X 0 0
Table 4.206 TDMA_CONFIG Register Contents
Bit Position Bit Name Function R/W
b31 to b2 Reserved Set to zero on Write. ignore on Read. R
bl WAIT_START Status bit which is set as long as the scheduler is enabled but has not yet reached the R

time given in register TDMA_START.
The bit clears when the start time has been reached and the scheduler has begun with
the very first cycle.
b0 TDMA_ENA Enable TDMA Scheduler R/W

The bit should be set only after all other TDMA scheduler configuration registers have
been correctly configured.

When set, the scheduler will begin with its first cycle at the time given in
TDMA_START. Before that time is reached, the queues defined in QUEUES_START
will be enabled

Clearing the bit is allowed any time to disable the TDMA scheduler allowing all ports to
transmit normally again.

Caution) The scheduler must be enabled before the timer has reached the value in
TDMA_START. Enabling it too late would cause the scheduler to start after
the timer has wrapped around and then reached the start value.
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4.4.205 TDMA_PORTS — TDMA Scheduling Enable Register

Address: 4405 3F04h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset X X X X X X X X X X X X X X X X
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
— — — — — — — — — — — port4 | port3 | port2 | portl | portO
Value after reset X X X X X X X X X X X 0 0 0 0 0
Table 4.207 TDMA_PORTS Register Contents
Bit Position Bit Name Function R/W
b31 to b5 Reserved Set to zero on Write. ignore on Read. R
b4 port4 Port4 Define the ports that should use TDMA scheduling. R/W
b3 port3 Port3 Define the ports that should use TDMA scheduling. R/W
b2 port2 Port2 Define the ports that should use TDMA scheduling. R/W
bl portl Portl Define the ports that should use TDMA scheduling. R/W
b0 port0 Port0 Define the ports that should use TDMA scheduling. R/W
4.4.206 TDMA_START — TDMA Start Time Set Register
Address: 4405 3F08h
Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
TDMA_START
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 bl4 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
TDMA_START
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.208 TDMA_START Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TDMA_START Sets the start time for the very first cycle after system initialization has completed. The R/W

value will be compared with the system time and when it is reached (crossed), the
scheduler begins with its first cycle. The 2nd cycle then will be at TDMA_START +

TDMA_CYCLE.
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4.4.207 TDMA_MODULO — TDMA System Timer Modulo
NOTE

It is not expected that the values at ABPSW_TS_NS_IN(31:0) increment continuously. Relevant for this setting is only the
possible range of values.

Address: 4405 3FOCh

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TDMA_MODULO
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
TDMA_MODULO
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.209 TDMA_MODULO Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TDMA_MODULO The System Timer Modulo R/W

It gives the maximum time value+1 the timer input (ASPSW_TS_NS_IN[31:0]) will
reach before it wraps around. Setting a value of 0 would indicate a wrap-around at 2%2.

4.4.208 TDMA_CYCLE — TDMA Periodic Cycle Set Register

The cycle time can be manipulated any time during TDMA operation to possibly compensate for a drifting system timer
(however usually the system timer should be adjusted and locked to a master clock).

Address: 4405 3F10h
Bit b3l b30 b29 b28  b27 b26  b25 b24  b23  b22 b2l  b20 bl9  Dbl8  bl7  ble
TDMA_CYCLE
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
TDMA_CYCLE
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.210 TDMA_CYCLE Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TDMA_CYCLE The Periodic Cycle Time for the Scheduler R/W

Given in system timer time.
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4.4.209 TDMA_T1 — TDMA 1st Time Offset
NOTE

Must be greater than 10 timer value steps (i.e. greater than increment within 10 timer module clock cycles).

Address: 4405 3F14h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TDMA_T1

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TDMA_T1
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.211  TDMA_T1 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TDMA_T1 First Time Offset from Cycle Start -1 R/W

Given in system timer time. Defines the end of the first slot within every cycle.

4.4210 TDMA_T2 — TDMA 2nd Time Offset
NOTE

Must be greater than T1 by at least 10 timer value steps (i.e. greater than increment within 10 timer module clock cycles).

If T2 and T3 is not needed, T2 can be setto O (i.e. if T2 = 0 then T3 is ignored).

Address: 4405 3F18h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TDMA_T2

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TDMA_T2
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.212 TDMA_T2 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TDMA_T2 2nd Time Offset from Cycle Start -1 R/W

Given in system timer time. Defines the end of the 2nd slot.
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4.4.211 TDMA_T3 — TDMA 3rd Time Offset
NOTE

Must be greater than T2 by at least 10 timer value steps (i.e. greater than increment within 10 timer module clock cycles).

It must be smaller than the cycle time with a maximum less than the same distance of 10 timer steps to the cycle time.

If T3 is not needed, it can be set to 0.

Address: 4405 3F1Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TDMA_T3

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TDMA_T3
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 4.213 TDMA_T3 Register Contents
Bit Position Bit Name Function R/W
b31 to b0 TDMA_T3 3rd Time Offset from Cycle Start -1 R/W
Given in system timer time. Defines the end of the 3rd slot.
RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 275 of 788

Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (ASPSW)

4.4.212 QUEUES_TS — TDMA 1st Slot Transmit Enable

Multiple bits as well as none can be set. When multiple bits are set, priority selection applies between the enabled
queues and the frames from the highest queue will be sent first. If no bit is set, no queue will transmit during the slot.

NOTE

The setting applies to all ports that are configured for TDMA mode in register TDMA_PORTS.

Address: 4405 3F20h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

_ _ _ _ — — — — — — — — |queue3|queue2|queuel|queuel

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.214 QUEUES_TS Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R

b3 queue3 Queue3 Allowed for Transmit at Cycle Start (until T1) R/W
b2 queue2 Queue?2 Allowed for Transmit at Cycle Start (until T1) R/W
bl queuel Queuel Allowed for Transmit at Cycle Start (until T1) R/W
b0 queue0 Queue0 Allowed for Transmit at Cycle Start (until T1) R/W

4.4.213 QUEUES_T1 — TDMA 2nd Slot Transmit Enable

Address: 4405 3F24h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

_ _ _ — — — — — — — — — |queue3|queue2|queuel|queuel

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.215 QUEUES_T1 Register Contents

Bit Position Bit Name Function R/W

b31 to b4 Reserved Set to zero on Write. ignore on Read. R

b3 queue3 Queue3 Allowed to Transmit from Time T1 until T2 (2nd slot) R/W

b2 queue2 Queue?2 Allowed to Transmit from Time T1 until T2 (2nd slot) R/W

bl queuel Queuel Allowed to Transmit from Time T1 until T2 (2nd slot) R/W

b0 queue0 Queue0 Allowed to Transmit from Time T1 until T2 (2nd slot) R/W
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4.4.214 QUEUES_T2 — TDMA 3rd Slot Transmit Enable

Address: 4405 3F28h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

_ _ — — — — — — — — — — |queue3|queue2|queuel|queuel

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.216 QUEUES_T2 Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R

b3 queue3 Queue3 Allowed to Transmit from Time T2 until T3 (3rd slot) R/W
b2 queue?2 Queue?2 Allowed to Transmit from Time T2 until T3 (3rd slot) R/W
bl queuel Queuel Allowed to Transmit from Time T2 until T3 (3rd slot) R/W
b0 queue0 Queue0 Allowed to Transmit from Time T2 until T3 (3rd slot) R/W

4.4.215 QUEUES_T3 — TDMA Last Slot Transmit Enable

Address: 4405 3F2Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

_ _ — — — — — — — — — — |queue3|queue2|queuel|queuel

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.217 QUEUES_T3 Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 queue3 Queue3 Allowed to Transmit from Time T3 until End of Cycle (last slot before next R/W

cycle starts)

b2 queue2 Queue?2 Allowed to Transmit from Time T3 until End of Cycle (last slot before next R/W
cycle starts)

bl queuel Queuel Allowed to Transmit from Time T3 until End of Cycle (last slot before next R/W
cycle starts)

b0 queue0 Queue0 Allowed to Transmit from Time T3 until End of Cycle (last slot before next R/W
cycle starts)
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4.4.216 QUEUES_START — TDMA First Cycle Transmit Enable

Address: 4405 3F30h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

_ _ — — — — — — — — — — |queue3|queue2|queuel|queuel

Value after reset X X X X X X X X X X X X 0 0 0 0

Table 4.218 QUEUES_START Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 queue3 Queue3 allowed to transmit when the scheduler was enabled until the system timer R/W

has reached the first cycle time given in TDMA_START.

b2 queue2 Queue? allowed to transmit when the scheduler was enabled until the system timer R/W
has reached the first cycle time given in TDMA_START.

bl queuel Queuel allowed to transmit when the scheduler was enabled until the system timer R/W
has reached the first cycle time given in TDMA_START.

b0 queue0 Queue0 allowed to transmit when the scheduler was enabled until the system timer R/W
has reached the first cycle time given in TDMA_START.

4.4.217 TIME_LOAD_NEXT — TDMA Calculated Next Loading Time

Address: 4405 3F34h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

TIME_LOAD_NEXT

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TIME_LOAD_NEXT

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 4.219  TIME_LOAD_NEXT Register Contents

Bit Position Bit Name Function R/W

b31 to b0 TIME_LOAD_NEXT  Status giving the calculated time the scheduler will load into its internal compare R
register after the current running slot end will be reached. (i.e. it is not the end of the
current slot).
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4.4.218 TDMA_IRQ_CONTROL — TDMA Interrupt Control Register

Address: 4405 3F38h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — — |T3_EN|T2_EN|T1_EN Cfg\l‘E

Value after reset X X X X X X X X X X X X 0 0 0 0
Table 4.220 TDMA_IRQ_CONTROL Register Contents

Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R

b3 T3_EN Enable interrupt on TDMA cycle T3 offset reached. The interrupt occurs every cycle. R/W
b2 T2_EN Enable interrupt on TDMA cycle T2 offset reached. The interrupt occurs every cycle. R/W
bl T1_EN Enable interrupt on TDMA cycle T1 offset reached. The interrupt occurs every cycle. R/W
b0 CYCLE_EN Enable interrupt on TDMA cycle start. The interrupt occurs every cycle. R/W

Note) Asserts also when the very first cycle started after enabling the scheduler (i.e.
at time TDMA_START)
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4.4.219 TDMA_IRQ_STAT_ACK — TDMA Interrupt Status/ACK Register

Address: 4405 3F3Ch

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

CYCLE
— — — — — — — — — — — — |T3_EN|T2_EN|T1_EN EN
Value after reset X X X X X X X X X X X X 0 0 0 0
Table 4.221  TDMA_IRQ_STAT_ACK Register Contents
Bit Position Bit Name Function R/W
b31 to b4 Reserved Set to zero on Write. ignore on Read. R
b3 T3_EN Interrupt pending indication for the corresponding events.* R/W
If an TDMA cycle T3 offset reached, the corresponding bit is latched high. To clear the
bit, it must be written with a “1”".
Note) The latches operate independently of the TDMA_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
b2 T2_EN Interrupt pending indication for the corresponding events.*! R/W
If an TDMA cycle T2 offset reached, the corresponding bit is latched high. To clear the
bit, it must be written with a “1”".
Note) The latches operate independently of the TDMA_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
bl T1_EN Interrupt pending indication for the corresponding events.*! R/W
If an TDMA cycle T1 offset reached, the corresponding bit is latched high. To clear the
bit, it must be written with a “1”.
Note) The latches operate independently of the TDMA_IRQ_CONTROL register. That
is, even when the interrupt is disabled, the event occurrences can still be
inspected.
b0 CYCLE_EN Enable interrupt on TDMA cycle start. R/W
The interrupt occurs every cycle.
Note) Asserts also when the very first cycle started after enabling the scheduler (i.e.
at time TDMA_START)
Note 1. See Section 4.4.218, TDMA_IRQ_CONTROL — TDMA Interrupt Control Register.
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4.5 Operation
451 Ethernet Frame Format Overview

451.1 Overview

The IEEE 802.3 Standard defines the Ethernet Frame format as follows: An Ethernet frame has a minimum length of 64
bytes and a maximum length of 1518 bytes, excluding the preamble and the SFD bytes. An Ethernet frame consists of
the following fields:

e Seven bytes preamble

e Start frame delimiter (SFD)

e Two address fields

e Length or type field

e Data field

¢ Frame check sequence (CRC value)

e An EXTENSION field is defined only for half-duplex implementations and is not supported

7 octets PREAMBLE
1 octet SFD
6 octets DESTINATION ADDRESS
6 octets SOURCE ADDRESS
2 octets LEMNGTH/TYPE Payload length
Frame length 0.1500/9000 octets PAYLOAD DATA T 4j
1 0..46 octets : PAD :
4 octets FRAME CHECK SEQUENCE |
A A EXTENSION (half dup only) !

Figure 4.2 MAC Frame Format Overview
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Optionally MAC frames can be VLAN tagged with an additional 4 Byte field (TPID and VLAN Info) inserted between
the MAC Source Address and the Type/Length Field. VLAN tagging is defined by the IEEE P802.1Q specification.
VLAN tagged frames have a maximum length of 1522 bytes (Tagged standard frames) or 9022 bytes (Tagged Jumbo
frames), excluding the preamble and the SFD bytes.

7 octets PREAMBLE
1 octet SFD
(| 6 octets DESTINATION ADDRESS
6 octets SOURCE ADDRESS
2 octets VLAN Tag (0x8100} length/type field
Frame length < 2 octets VLAN info
2 octets LENGTH/TYPE Payload length
0..1500/9000 octets PAYLOAD DATA ?l
0..42 octets : PAD
\ ‘ 4 octets . FRAME CHECK SEQUENCE
EXTENSION (half dup only)

Figure 4.3 VLAN Tagged MAC Frame Format Overview

Table 4.222 MAC Frame Definition

Term Description

Frame length The length, in octets, defines the length of the complete Frame without preamble and SFD. A
frame has a valid length if it contains at least 64 octets and does not exceed the programmed
maximum length (typical 1518).

Payload Length The length / type field indicates the length of the frame’s payload section or identifies the type of
the frame. The most significant byte is sent/received first.
® |f the Length/type field is set to a value less 1536 (0x600), it is interpreted as a length field
indicating number of payload octets following.

Note) A Length/type field less 46 indicates the payload is padded so that the minimum frame
length requirement (64 Bytes) is met. For VLAN tagged frames, a value less than 42
indicates a padded frame.

® |f the length / type field is set to a value larger or equal to 1536 (0x600), it is interpreted as a
type field.

Destination and Source Address 48-Bit MAC addresses.
The least significant byte is sent/received first and the two first bits (Two Least Significant bits) of
the MAC address are used to distinguish MAC frames.

In typical Ethernet switching application, the MAC, on receive, should be programmed to accept every frame
(Promiscuous mode), to check but not change the frame FCS and forward the frame with the FCS field to the Switch.
On transmit, the MAC should be programmed not to overwrite the source MAC address received from the Switch and
to transmit the frame with the FCS received from the switch.

However when frame manipulation functions within the switch are used, CRC should be stripped by the MAC receivers
and will be appended by the MAC transmitters.
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45.1.2 MAC Address Overview

The destination address bit 0 is used to differentiate Multicast and Unicast Addresses:
e If bit 0 is set “0”, the MAC address is an individual (Unicast) address.
e If bit 0 is set “1”, the MAC address defines a group address (Multicast Address).

o |f all 48 bits of the MAC address are set to “1”, it indicates a broadcast address.

In addition, the first 24 Bit of the MAC address define a vendor ID.

24 bits 24 bits
(Manufacture code) (Serial #)

48-Bit MAC Address

Figure 4.4 MAC Address Overview

45.1.3 VLAN Tag Overview

A VLAN tagged frame provides a 16-bit VLAN information field. For VLAN priority resolution (see Section
4.5.3.5(2), VLAN Priority Look Up), the switch uses the uppest 4 bits of the first word (octet) of the VLAN Info
field, that is the 3 bits priority field and the 1 bit CFI field can be used for priority classification.

Bit

7 6 5 4 3..0
1% octet | Prio (2) | Prio(1) | Prio(0) | CFI VLAN ID (11:8)
2" octet VLAN ID (7:0)

Figure 4.5 VLAN Info Fields

RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 283 of 788
Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (ASPSW)

45.1.4 Pause Frames

The receiving device to indicate congestion to the emitting device, which should then stop sending data, generates a
Pause Frame.

The Length / Type set to 0x8808 indicates a pause Frame. The two first bytes of a Pause Frame following the type,
defines a 16 Bit opcode field set to 0x0001 always. A 16 Bit Pause Quanta is defined in the Frame payload Bytes 2
(Byte P1) and 3 (Byte P2) as defined in the following table. The pause quanta byte P1 is the most significant.

Table 4.223  Pause Frame Format (values in hex)

1 2 3 4 5 6 7 8 9 10 11 12 13 14
55 | 55 | 55 ‘ 55 ‘ 55 | 55 ‘ 55 D5 01 ‘ 80 ‘ C2 00 00 ‘ 01
Preamble SFD Multicast Destination Address
15 16 17 18 19 20 21 22 23 24 25 26 27 - 68
00 | 00 | 00 ‘ 00 ‘ 00 | 00 88 | 08 00 ‘ 01 hi lo 00
Source Address Type Opcode P1 P2 pad (42)

69 70 71 72

XX XX XX XX

CRC-32

There is no Payload Length field found within a Pause Frame and a Pause Frame is always padded with 42 bytes
(0x00). If a pause frame with a pause value greater zero (XOFF Condition) is received, the MAC stops transmitting data
as soon the current Frame transfer is completed. The MAC stops transmitting data for the value defined in pause quanta.
One pause quanta fraction refers to 512-bit times.

Pause Frames are terminated in the MAC layer and not forwarded by the switch.
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45.2 IP Frame Format

452.1 Definitions

The following chapters use the term datagram to describe the protocol specific data unit, which is found within the
payload section of its container entity.

For example, an IP datagram specifies the payload section of an Ethernet frame. A TCP datagram specifies the payload
section within an IP datagram.

4522 Ethernet Types

IP datagrams are carried in the payload section of an Ethernet frame. The Ethernet type/length field is used to
discriminate several datagram types. The following table lists the types of interest:

Table 4.224  Ethernet Type Value Examples

Type Description

8100h VLAN tagged frame. The actual type is found 4 octets later in the frame
0800h IPv4

86DDh IPv6

8808h MAC Control Frames (Slow Protocols, Flow Control)

45.2.3 IPv4 Datagram Format

The following figure shows the IP Version 4 (IPv4) header, which is located at the beginning of an IP datagram. It is
organized in 32-bit words. The most significant bit is bit 31 in the following figure. The first byte sent/received is the
leftmost byte of the first word (i.e. Version/IHL field).

The IP Header can contain further options, which are always padded if necessary to guarantee the payload following the
header is aligned to a 32-bit boundary.

The IP header is followed by the payload immediately, which can contain further protocol headers like e.g. TCP or
UDP as indicated by the protocol field value. The complete IP datagram is transported in the payload section of an
Ethernet frame.

3 2 2 1 1 1
3

1 7 9 o 1 7 3 0
Pyt e e rtld
wer | IHL TOS length
fragment 1D ﬂags| fragm ent offeet
TTL protocol header checksum

source address

destination address

' opticns H

Figure 4.6 IPv4 Header Format
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Table 4.225  |Pv4 Header Fields
Field Name Description
Vers 4-bit IP version information. It is 4 for IPv4 frames.
IHL 4-bit IP header length information. Determines number of 32-bit words found within the IP
header. The default value, if no options are present is 5.
TOS Type of Service / DiffServ field
Length Total length of the datagram in bytes. It includes all octets of header and payload.

Fragment ID, flags, fragment offset

Fields used for IP fragmentation

TTL

Time-to-live. If zero, datagram must be discarded.

Protocol

Protocol Identifier of protocol that follows in the datagram

Header checksum

Checksum over all IP header fields

Source address

Source IP address

Destination address

Destination IP address

4524

IPv6 Datagram Format

The following figure shows the IP Version 6 (IPv6) header, which is located at the beginning of an IP datagram. It is
organized in 32-bit words and has a fixed length of 10 words (40 bytes).

The next header field identifies the type of the header to follow the IPv6 header. It is defined identical to the protocol
identifier within 1Pv4 with new definitions for identifying so-called extension headers, which can be inserted between
the IPv6 header and the protocol header, shifting the protocol header accordingly.

The most significant bit is bit 31 in the following figure. The first byte sent/received is the leftmost byte of the first
word (i.e. Version/Traffic class fields).

3 2 2 1 1 1

1 T 3 5 5 1 7 3 0

LI il tiitill
flow label

Ly riitttl
e |TraficClass

pavioad length next header| hop limit

source address

destination address

! star of next header / pavioad '

Section 4 Advanced 5port Switch (ASPSW)

Figure 4.7 IPv6 Header Format
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Table 4.226 IPv6 Header Fields

Field Name Description

Vers 4-bit IP version information. It is 6 for all IPv6 frames.

Traffic Class 8-bit field defining the traffic class.

Flow Label 20-bit flow label identifying frames of the same flow.

Payload Length 16-Bit Length of the datagram payload in bytes. It includes all octets following the IPv6 header.

Next Header Identifies the header that follows the IPv6 header. This can be the protocol header or any IPv6
defined extension header.

Hop limit Hop counter, decremented by 1 by each station that forwards the frame. If hop limit is 0, the
frame must be discarded.

Source Address 128-bit IPv6 source address

Destination Address 128-bit IPv6 destination address
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45.3 Switch Functional Description

45.3.1 Overview

The Switch implements the following main functions:

Input/Output VLAN Processing

Input Frame Parsing and Priority Extraction

Input Port Selection

Output Port(s) Resolution
¢ Frame Queuing
e Output Queue Scheduling

The Firmware together with the switching hardware provides a complete Ethernet switching solution.
45.3.2 VLAN Input Processing Function

(1) Overview

The VLAN input processing function is used on each switch input port to inspect and manipulate the VLAN tag of
frames entering the switch. It performs the following functions:

e Input Frame Parsing
e VLAN tag insertion or manipulation

Based on the information of the Input Processing function, the frame can be switched to the corresponding output port
or will be discarded.

VLAN input processing is not performed for BPDU frames.

(2) Terms and Definitions

¢ VLAN Information: The 16-bit field following the VLAN type field within a frame.
e VLAN ID: The lower 12 bits of the VLAN information field.
¢ VLAN Priority: The upper 3 bits of the VLAN information field. Used to prioritize incoming frames. A

value of 0 represents lowest priority, a value of 7 represents highest priority.

(3) Configuration Information
The switch management provides the following information to configure and control the operation of the function:

e SYSTEM_TAGINFO[n]: 16-bit value. The VLAN information field (VLAN ID and priority) used for tag
insertion operations.

e Mode of operation: There are different modes of operation, which define how incoming frames must be
processed for a port. The function can be enabled and configured individually per port:
See registers VLAN_IN_MODE*! and VLAN_IN_MODE_ENA*?,

Note 1. See Section 4.4.11, VLAN_IN_MODE — VLAN Input Manipulation Mode Register.
Note 2. See Section 4.4.13, VLAN_IN_MODE_ENA — VLAN Input Mode Enable Register.
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CAUTION

If the VLAN input processing function is not enabled (VLAN_IN_MODE_ENA bit of the port = 0), the mode setting has no
effect.

(4) Modes of Operation

The VLAN input processing function modifies the frames before they enter the switching engine. This means, if a
VLAN tag is inserted, the switch will only act on the inserted VLAN tag (e.g. priority) and any original tag that was
found in the frame before the modification, if any, has no effect within the switch.

In addition, if VLAN verification is enabled for a port (see Section 4.4.5, VLAN_VERIFY — Verify VLAN
Domain), the VLAN id used for insertion (SYSTEM_TAGINFO[n]) must also be configured in the global VLAN
resolution table (see Section 4.4.51, VLAN_RES_TABLE[n] — 32 VLAN Domain Entries (n = 0..31)), to
ensure the switch accepts frames, which contain the inserted tag.

When, in any of the modes, a tag is inserted, it is always inserted as first tag (outer) and its information field is set as
programmed in the SYSTEM_TAGINFO[nN] register for the port[n] where the frame is received.

Input manipulation can be enabled per port with register VLAN_IN_MODE_ENA and its port individual mode is
configured in register VLAN_IN_MODE.

Table 4.227  Input Manipulation Modes

Mode VLAN_IN_MODE bits [1:0] Description

1 00b Single Tagging with Passthrough/VID Overwrite
Insert Tag if untagged frame.
Leave frame unmodified if tagged and VID > 0.

If tagged with VID = 0 (priority tagged), then the VID will be overwritten with the VID from
SYSTEM_TAGINFO and priority is kept.

2 01b Single Tagging with Replace
If untagged, add the tag, if single tagged, overwrite the tag.

3 10b Tag always
Insert a tag always. This results in a single tagged frame when an untagged is received,
and a double tagged frame, when a single tagged frame is received (or triple tagged if
double-tagged received etc.).

4 11b Reserved
mode is not implemented and should not be configured.
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45.3.3 VLAN Output Processing Function

(1) Overview

The VLAN output processing function is used on a switch output port to manipulate the VLAN tag of the outgoing

frames that leave the switch. Frames are processed based on the output Processing mode, and the number of Tags the
frame contains.

VLAN output processing is not performed on BPDU frames.

(2) Configuration Information

The switch management provides the information on operating mode to configure and control the operation of the
function. There are three different modes of operation, which define how the outgoing frames should be processed.

(3) Modes of Operation
The VLAN output processing function is configured to operate in one of the following modes, which define the way
outgoing frames should be treated.

(&) Mode 0: Disabled

No frame manipulation occurs.

(b) Mode 1: Strip Mode

In Strip mode, all the Tags (Single or double) are removed from frame

(c) Mode 2: Tag Through Mode

Always removes first tag from frame only. In Tag Through mode, the inner Tag is passed through while the outer
Tag is removed for a double Tagged frame. The following rules apply:

e When a single Tagged frame is received, strip the tag from the frame.

e When a double Tagged frame is received, strip the outer tag from the frame.

(d) Mode 3: VLAN Domain Mode / Transparent Mode

The following function is implemented: VLAN Domain Mode: The first tag of a frame is removed (same as Mode 2)
when the VLAN is defined as untagged for the port. The following rules apply:

e |f frame’s VLAN id is found in the VLAN table (see Section 4.5.3.9(3)(b), VLAN Domain Resolution /
VLAN Table) and the port is defined as tagged for the VLAN, the frame is not modified.

e If frame’s VLAN id is found in the VLAN table and the port is defined as untagged for the VLAN, the first VLAN
tag is removed from the frame.

o |f frame’s VLAN id is not found in the VLAN table, the frame is not modified.
CAUTION

The VLAN table is extended by a 2nd port mask to store the tagged bit for every entry for every port (in addition to the

member port mask). This tagged bit mask is accessed using the control bits 30..28 when writing the VLAN_RES_TABLE
registers.
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45.3.4 Frame Snooping

(1) Overview

To allow inspecting specific frames of different protocols for management purposes, a programmable generic frame
parsing module is implemented that allows marking a frame for snooping. Snooping allows several functions like e.g. a
copy is sent to the management port for inspection while the frame is forwarded normally.

The generic approach allows searching for multiple arbitrary length patterns within a frame to identify (match) a frame
for snooping. The following is a non exhaustive list of examples how the generic parsing can be used:

e Mark frames with specific Ethernet type

e Mark frames with specific payload contents

e Mark IP frames with any IP protocol and sub protocol (extension headers) values
e Mark TCP/IP or UDP/IP frames with specific port numbers

When a frame is marked for snooping, it can be forwarded to the management port exclusively or as a copy or become
discarded.

If none of the given rules match, the frame is processed normally. If a frame is coming from the management port itself,
the snooping rules are ignored (to avoid the frame be routed back to the management port again). However the
management port can use forced forwarding mechanisms to direct any frame to specific output ports if needed.

The function is configured using registers GPARSER[n] and GARITH[n] in the register map and the management port
is defined by register MGMT_CONFIG.
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(2) Snooping Dataflow Description

The figure below shows the functions involved to mark a frame for snooping. Every frame is inspected, in parallel, with
up to 8 individually programmable parsers. These parsers allow comparing a specific pattern from 1 to 16 bits at a
certain position within the frame and report a match if the pattern is found.

The match result of each individual parser is then provided to an arithmetic block, which can perform Boolean
operations on the result from up to 4 parsers to form a final match decision. Two of such arithmetic modules are
available and independently programmable.

When any of the arithmetic blocks reports a match, the final snooping decision for the frame is provided to the switch

forwarding.

L
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Figure 4.8

Snooping Function Overview
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(3) Generic Parser
Each individual parser can inspect a frame as programmed by register GPARSER[n] (n=0..7). The picture shows the
interpretation of the individual settings.

offsat = M compare value
D, 7, 2 . NT
& mask
1
56 g 43 48 MG g
| Preamble |SFD]Destination] Source | wpeden | - [ |
. — compare value
indata=1 N offset= N N l
N B
T | mask
56 g 48 43 16 N g
| Preamble | SFD | Destination] Source | 0x0800/ |  IPheader | - |
0x86dd
16 16
[Cosio0 Twanta |
Optional VLAMN Tag(s)

Figure 4.9 Generic Parser Configuration Parameters

The parser acts as follows:
1. It extracts the byte(s) at the given offset of the frame. The offset can either be specified starting after the MAC
source address, starting after any optional VLAN tags or starting after an IP header.
2. It then applies a bitmask (AND) to the byte to mask out bits that should be ignored

3. It then compares the result with the given pattern (compare value). If the pattern matches, a match indication is
produced.

Instead of the mask&compare function, additional compare options allow to compare against a 16-bit value (e.g. for
type comparisons) or alternatively (OR) two different byte values instead.

(4) Parser Limitations
The parser when inspecting frames has limitations. If a limit is reached, the parser is ignored and the frame is forwarded
normally as if no parser was active (treated as a “no match”).

The limitations are as follows:

e The bytes that can be inspected can be at maximum at position 67 after the first byte of the frame’s destination
address. If the offset together with e.g. VLAN tags falls beyond this limit, the snooping may not have an effect on

the frame.
¢ The bytes within the last 8 bytes of a frame cannot be inspected. That is, if the last byte of the CRC field is 8 bytes
or less after the byte to compare.
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(5) Arithmetic Function

The match result of four parsers is connected to an arithmetic module combining the results of the parsers to a final

match decision.

The arithmetic function implements 4 stages (arith0,1,2,3 in figure below) and Boolean operations at every stage allow
to implement complex combinations of the parser results. At each stage, the following can be configured:

e select parser match result (match) or its inverted (i.e. no match)

e select a result of a previous stage (only for the last 3 stages, arith1,2,3)

e define if the selected inputs should be OR’ed or AND’ed and if the result should be inverted

match results
from parsers

stage
anth0 [~ AND/OR/
NANDINOR [ | NOT
prev0
A4
arith 1 [~ AND/OR/
NANDINOR [ NOT
prevl
arith 2 = i
AND/OR/
NANDINOR [ | NOT
prev2
ith 3 A4 A4
ari AND/OR/
NANDINOR [T | NOT
v
final match result

4-bit:
4-bit:
1-bit:
1-bit:

4-bit:
5-bit:
1-bit:
1-bit:

4-bit:
6-bit:
1-bit:
1-bit:

4-bit:
7-bit:
1-bit:
1-bit:

not per input

which match infos to use
OR/AND the bits

NOT the result

not per input

which infos to use (4 match + 1 prev)
OR/AND the bits

NOT the result

not per input

which infos to use (4 match + 2 prev)
OR/AND the bits

NOT the result

not per input

which infos to use (4 match + 3 prev)
OR/AND the bits

NOT the result

Figure 4.10

Snooping Arithmetic Function

The arithmetic function for the first 4 parsers (0..3) is configured in registers GARITHO..3. The arithmetic function of
the next 4 parsers (4..7) is configured in registers GARITHA4..7.

The configuration of the last stage (arith3, register GARITH3 or GARITH7) also includes the configuration bits for the
snooping function to define if the frame should be forwarded to management or copied or discarded eventually.
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(6) Snooping Qualification
The last stage following the arithmetic modules qualifies the results from both arithmetic functions to provide the final

decision to the switch how it should process the frame:

1. forward it to the management port only

2. forward it normally and copy it to the management port also

3. discard it
If both arithmetic functions match for the same frame but have different snooping actions configured, the action with

the lower number is executed (i.e. forward to management port only before copy before discard).
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4535 Frame Classification and Priority Resolution

(1) Overview

When a Frame is received on an input port, several information are extracted from the frame as the Ethernet MAC
Address, VLAN tag and IP Headers to determine the Frame Type and perform the relevant Classification actions.

In addition, the MAC Address table can provide a priority indication for the destination MAC address if the switch
management has programmed the address table accordingly (static entries).

The Frame is classified as a High priority or as a Low priority Frame and is eventually queued in a corresponding
priority queue at the output port(s). A higher queue number is given a higher priority.

(2) VLAN Priority Look Up

On each port, an 8-entry programmable priority table is implemented. The registers VLAN_PRIORITY[n] contain the
priority mapping for a port [n]. The switch uses 3 bits from the VLAN tag information (3 bits VLAN priority, see
Section 4.5.1.3, VLAN Tag Overview) to extract the corresponding bits from the Table, which indicates which
priority the Frame should be finally classified.

The index in the mapping table is the 3 bits of the first octet of the VLAN Tag Data with bit 5 (Prio(0)) being the LSB
and Bit 7 (Prio(2)) being the MSB (see Section 4.5.1.3, VLAN Tag Overview for VLAN tag details).

o
=
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2
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Frogramming Interface
Figure 4.11 VLAN Table Overview
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(3) IPv4 and IPv6 Priority Look Up

The switch can classify both 1Pv4 and I1Pv6 frames: A 64 Entry Table is implemented per port to classify the IPv4
Frames and a 256 Entry Table is implemented per port to classify IPv6 Frames (The IP Classify Tables) (see Section
4.4.43, IP_PRIORITY[n] — IP Priority Register [n] (n = 0..4)).

On the IPv4 Classify table entry, the Frame’s 6 bits DiffServ field is provided and the Table returns the 2 bits priority
information.

On the IPv6 Classify table entry, the 8 bits Traffic Class field is provided and the Table returns the 2 bits priority
information.

CAUTION

The table provides 2 hits for addressing queues 0..3.
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Figure 4.12 IP Classify Tables Overview
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(4) Priority Resolution

The Priority Resolution function, for a Port [n], is, on each port independently, programmable with the registers
PRIORITY_CFGIn] to enable or disable VLAN or IP or MAC address or type based classification.

In addition, the optional Receive Pattern Matcher (see Section 4.5.14, Receive Pattern Matcher) can be used to
override the classification.

The priority resolution follows the following rule set (and precedence) depending on which classifications are enabled
(PRIORITY_CFG[n]) and which fields are found within the frame:

e |f the Pattern Match classification is enabled (PATTERN_CTRL.SET_PRIO) and a match occurs, the defined
priority from the PATTERN_CTRL register is used, ignoring the settings in PRIORITY_CFG[n].

e Otherwise, if IP classification is enabled and IP header found — map priority according IP_PRIORITY table

e Otherwise, if VLAN classification is enabled and VLAN tag found — map priority according VLAN_ PRIORITY
table

e Otherwise, if MAC classification is enabled and MAC address found — take priority from address table

e Otherwise, if TYPE classification is enabled and the frame’s type (following any VLAN tags) matches an entry of
the PRIORITY_TYPE defined values, use the priority from that matching PRIORITY_TYPE

e Otherwise, if it is a BPDU frame transmitted by the management port, and the priority setting in the register
MGMT_CONFIG is non zero, this priority is used.

e Otherwise, use default priority as specified in PRIORITY_CFG.

(5) Bridge Control Protocol Identification

To allow for implementation of bridge control protocols like the Spanning tree protocol, an input module is
implemented that marks all management frames (Bridge Protocol Data Units, BPDU) when they enter the switch. The
mark then can be used by the Input Port Blocking function (see Section 4.5.3.9(6)(b), Input Port Blocking) to
drop the frame after the address learning.

In addition, the function can be configured to pass all frames or to pass only management frames (e.g. covering
spanning tree port states “blocking”, “listening”, “learning™) and discard all other frames.
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4.5.3.6 Input Port Selection

The port selection constantly checks (polling) all input ports for available data and if any data is available, a port is
selected and frame data is read from the input. All inputs are served simultaneously using a multiplexed access for
storing the frame data into the shared memory. No receive FIFOs exist allowing for very low forwarding delays as no
copying from a receive FIFO into an output queue is needed.

4.5.3.7 Layer 2 Look Up Engine

(1) Overview

The switch is using the lookup memory to perform address lookups and decide to which port(s) a frame should be
forwarded to. By using a port mask, instead of a number, it is possible to forward a frame to one or many destination
ports (e.g. multicast). For example, software can add (static) multicast addresses and define that traffic is forwarded
only to the ports that have subscribed to the multicast domain.

In addition to the destination lookup, the source address of each incoming frame is searched, and if found, the
corresponding aging bit of an entry becomes set. The aging bit is used by the aging process to determine if an entry
should be removed from the memory. The aging process will periodically clear the aging bit of each entry and verify if
the bit is set again after some time. If the bit is not set, the entry is considered to be outdated and can be removed from
the lookup memory.

(2) Hash based Lookup

A hash code is calculated using the frame destination MAC address. It is used as an entry (address) to a table, which
contains, for each hash value MAC addresses with destination port mask and validity information.

As one hash code value can represent more than one MAC address, the memory implements for each hash value, up to
eight MAC address entries, which are searched linearly.

Miss

Hit
Destination Destination

nddress ————P»| CRC-10 ————»  8192x64 [———P oo

1 2

CRC Based 10-Bit Hash Linear Search
Code Calculation

Figure 4.13 Port Look-Up Overview
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(3) Hash Code

For MAC address table 8192 entries, a 10-bit hash value is calculated from the 48-bit MAC address. The hash code is
using a CRC-10:

X0+ x%+ x5+ x* + x + 1 (233h)

(4) Address Memory

The address memory is divided into blocks. Each block contains eight records, which contain 58-bit of information
each. Each record contains the 48-bit MAC address (first byte in bits 7:0) and provides the necessary forwarding
information as well as priority or aging information.

Two types of records are defined:

¢ Dynamic Record:
The dynamic entry provides the MAC address together with destination port number and aging information. These
entries are created by the learning function based on received frames. Dynamic entries are deleted by the aging
function if not updated.

e Static Multiport/Priority Record:
Switch Management can also write static entries in the table, which can include priority information as well as
multiple destination ports for forwarding. The MAC address can be unicast or multicast. These records can be used to
e.g. specify the ports to participate in a specific multicast domain or to assign a MAC address based priority to a
frame. The aging and learning functions ignore static records.

.53 52........ 50 a7 0

Port Bitmask -1-lalo MAC Address (48 bits)

50: age bit | | 48: Record valid
49: Record type

Port Bitmask 1

5-bit Port Mask

BB

3-bit priority

Figure 4.14 Address Memory Record Types

The record’s bit 49 decides which type of record is found in the table:

¢ |f 0, a dynamic entry is available and bit 50 holds the aging bit. bits 53..57 indicate at which port the address has been
received.

e If 1, a static entry is available with a 3-bit priority field followed by the port bit mask (bit 52 is ignored because the
priority is 4 levels).

The record bit 53 represents Port 0, bit 54 Port 1 etc. The frame will be forwarded to all ports that have a 1 in the port
bitmask. The source port will be removed dynamically from the bitmask during forwarding (a frame is never forwarded
to the port where it came from).
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4.5.3.8 Layer 2 Look Up Engine Operational Description

(1) General

The host CPU can be used to configure the lookup options. The switch performs self initialization of the address table
after reset for normal operation. Lookup and Learning is performed fully autonomously by the hardware without
processor intervention.

It should be noted, that all address table memory transactions from the processor consume time that is lost for the
hardware to perform lookups required for frame forwarding. Hence it influences the overall switch performance and
therefore should be reduced to a minimum during operation.

(2) Memory Write

Writing to memory is performed in 2 steps.

1. The register LK_DATA_LO/HI are set with the data to write

2. Theregister LK_ADDR_CTRL is written to start the transaction.

When the transaction is started (by writing into LK_ADDR_CTRL), the interface controller needs some time until the
transaction is completed. Software can either poll the busy bit within the LK_ADDR_CTRL register, or set the
WAIT_COMPLETE bit when writing to the register. Using the WAIT_COMPLETE bit ensures that the CPU cannot
access the registers until the transaction has been completed (the processor bus is held in wait, freezing processor
activity).

(3) Memory Read

Reading from the memory is performed in 2 steps similar to writing. However, first the transaction is executed and the
data will be delivered to the LK_DATA_LO/HI registers after completion.

1. The register LK_ADDR_CTRL is written to start a READ transaction.
2. Upon completion of the transaction, data is available in LK_DATA_LO/HI.

(4) Power On Initialization

After power on reset, the switch performs self initialization of the lookup table functions and enables automatic
learning. The host CPU may perform additional configuration or e.g. add static table entries as needed. The learning
functionality and other options are configured with the lookup control register LK_CTRL.
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(5) MAC Destination Address Lookup

The 48-Bit destination MAC address of each frame is extracted. If the frame is a Unicast or Multicast frame (See
Section 4.5.1.2 for definition) the look up function can provide three results with three different associated actions
performed by the switch hardware:

1. The address is found in the table:
The switch forwards the frame to the port(s) provided by the port mask of the entry.

2. The address is in the table but is associated with the port on which it was received:
The switch discards the frame and does not forward it to any port.

3. The address is not found in the table:
The Switch engine sends the received frame depending on the type of destination address to all ports (flooding)
listed in:

e UCAST_DEFAULT_MASK for unicast frames
e MCAST_DEFAULT_MASK for multicast frames
Broadcast frames are always sent to all ports listed in the BCAST_DEFAULT_MASK.
Note that setting any of the default masks to all zero would lead to discard of the frame.
In all cases, the port, where the frame was received from is automatically removed from the final forwarding port mask.

CAUTION

Flooding and additional frame filtering can be further controlled with the mechanism described in Section 4.5.3.9(3).

(6) Automatic Learning / Migration

The hardware allows performing automatic learning of source addresses of incoming frames. When a frame is received
from any port, its source address is searched in the lookup memory in addition to the destination address lookup
described before.

If learning is enabled (see Section 4.4.61, LK_CTRL — Learning/Lookup Function Global Configuration
Register), the following tasks are performed by the hardware:

e Checks the INPUT_LEARN_BLOCK register of the switch. If learning is disabled for a port, the source address of
incoming frames is ignored.

e |f the frame is marked as a management frame (BPDU, see Section 4.5.3.9(6), Bridge Protocol Frame
Resolution), the source address is never learned (independent of INPUT_LEARN_BLOCK).

¢ |f the source lookup was successful, the port mask is verified to match the incoming port number where the frame
was received. If a mismatch occurs, the forwarding port mask is updated accordingly (migration), but only if the
entry is a dynamic entry. Static entries are not changed.

— In case of a redundant port, the port mask is updated adding the redundant port to the existing port mask (OR’ing).
This allows automatic learning for single and double attached nodes (see Section 4.5.12, Parallel
Redundancy Protocol (PRP)).

e |f the source lookup failed, the new address is added to the lookup memory (if allowed by configuration in
LK_CTRL). If there is no more space in the table, the new entry replaces an arbitrary entry with an identical
matching hash value (i.e. one of the 8 entries for the hash is deleted).
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e The aging bit of the entry is set. The aging function will continuously scan the table and clear the bit to detect
outdated entries.

¢ An interrupt is generated whenever a source address is not found in the table (this is independent from learning
having entered an address or not). See Section 4.4.62, LK_STATUS — Status Bits and Table Overflow

Counter.

If automatic learning is disabled, no inspection of the frame source address is performed. It is then the responsibility of
the software to place the addresses in the lookup memory (static configuration). The learning interrupt will still indicate
when new addresses arrive.

Note that management frames (BPDU, see Section 4.5.3.9(6), Bridge Protocol Frame Resolution) are never
learned by the hardware and it is the responsibility of the software to add a source address of such frames if necessary.

(7) Aging

Aging refers to deleting old entries within the table. It proceeds as follows:

1. For each entry, an aging bit is implemented. The bit is set whenever the source address is found within a received
frame.

2. When the aging process (timer) inspects an entry, it resets the aging bit to 0. If it finds an entry with the aging bit
already being 0, the entry is deleted.

3. Static entries are not affected by the aging process and kept always.

This process runs continuously in the background processing one entry at a time. The aging period is programmable
(see Section 4.4.67, LK_AGETIME — Period of the Aging Timer), giving a range from seconds to several
minutes. Aging can also be disabled completely under software control.
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45.3.9 Frame Forwarding Tasks

(1) Overview

When an input port has been selected, the frame is forwarded to its corresponding output port(s) as necessary. Output
port resolution and switching is based on the information from the two stage MAC destination address lookup followed
by additional resolution functions to allow frame duplication and flooding control, which are described in the following

sections.

START

MAC Address Lookup

!

VLAN Domain Verification

!

Multicast / Broadcast
VLAN Domain Resolution

!

Port Mirroring
Resolution (optional)

Y

Bridge Protocol Frame
Resolution

!

Congestion Resolution

!

Matrix Programming

Frame Forwarding

discard

Figure 4.15 Frame Forwarding Tasks Overview
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(2) VLAN Domain Verification

When a frame is received at a port, it can be verified to be within the correct VLAN domain. The register
VLAN_VERIFY is used to define if input verification should occur. Output verification is always implicitly done by
the VLAN resolution function, which will forward a frame only to ports that are a member of the VLAN as defined by
the VLAN table (see Section 4.5.3.9(3)(b), VLAN Domain Resolution / VLAN Table). The following rules
apply if the verify bit within VLAN_VERIFY for the port is enabled:

e |f the frame’s VLAN id is found within the table and the input port is member of the VLAN domain, the frame will
be forwarded normally.

e |f the frame’s VLAN id is found within the table but the input port is not a member of the VLAN domain, the frame
will be marked invalid and will be discarded eventually.

e |f the frame’s VLAN id is not found in the VLAN table, or the frame has no VLAN tag, the frame will be forwarded
normally, or, if the discard bit for the port is set (also in register VLAN_VERIFY), it will be discarded.

CAUTION

When the VLAN_VERIFY does not enforce input verification, the output verification (VLAN domain resolution) is still
active always. To avoid unexpected behavior if VLAN domains are not used, the complete VLAN_RES_TABLE should
be programmed to have an all 1 port mask in all entries.

(3) Broadcast / Multicast / VLAN Domain Resolution

(a) Overview

To ensure that traffic within VLAN channels are always routed to the correct ports, for example to avoid the
duplication of critical information through a network, the switch implements a resolution mechanism that, for any
frame that is switched to multiple ports, checks the VLAN ID provided with the current frame.

The VLAN resolution mechanism searches the VLAN Resolution Table (see Section 4.4.51,
VLAN_RES_TABLE[n] — 32 VLAN Domain Entries (n = 0..31)), which stores up to 32 unique VLAN IDs,
each associated to a port bit mask. It is used to limit forwarding of frames only to ports that are member of a VLAN
domain.

(b) VLAN Domain Resolution / VLAN Table

The VLAN resolution table (registers VLAN_RES_TABLE) provides a unique VLAN ID / port bit mask association
for up to 32 VLANS. A default entry (register BCAST_DEFAULT_MASK) provides an additional port bit mask.
The port bit mask implements one bit for each port.

Each Port Bit indicates, if set to “1”, that it is member of the VLAN and frames with the corresponding VLAN ID
can be switched to the port. If the Port Bit is set to “0”, a frame with the corresponding VLAN ID will not be
switched to that port. If no VLAN ID matches, the default mask is applied.
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16 5 4 0
Entry O VLAN Info O
Entry 1 VLAN Info 1
Entry 2 VLAN Info 2
Entry 3 VLAN Info 3
Entry 4 VLAN Info 4
Entry 5 VLAN Info 5
Entry 31 VLAN Info 31
Default entry (BCAST_DEFAULT_MASK)
NN
Port 4 Mask Port 0 Mask

Figure 4.16 VLAN Resolution Table Overview

CAUTION

The port mask is found in bits [4:0] and the VLAN info is found at bits [16:5].

Note that the VLAN table cannot be deactivated. To avoid unexpected behavior if VLAN domains are not used, all
entries of the table (i.e. all VLAN_RES_TABLE registers) should be programmed to have an all 1 port mask in all
entries (reset default).

(c) VLAN Switching / Resolution Mechanism

The VLAN table is used for both, VLAN domain verification (see Section 4.5.3.9(2), VLAN Domain
Verification) as well as VLAN resolution. Once the frame has passed any VLAN domain verification (i.e. will not
be discarded by the verification function already), the forwarding resolution applies.

e |f the destination MAC address (Unicast or Multicast) is found in the MAC address table:

— If the frame carries a VLAN tag that is found in the VLAN table, the frame can be forwarded only to the ports
within the VLAN domain and will be discarded if the destination port is not member of the VLAN domain.

- If the frame carries a VLAN tag that is not found in the VLAN table, or does not contain a VLAN tag, it is
forwarded as indicated by the lookup table (note that VLAN domain verification can be configured to discard
the frame in this case if enabled).

e If the destination MAC address (Unicast or Multicast) is not found in the MAC address table, or if the destination
address is the Broadcast address, the frame is forwarded according to the following rules:

— The destination port mask is loaded from the respective register U/M/BCAST_DEFAULT_MASK depending on
unicast, multicast or broadcast. Then the following filtering on this mask applies.

> If the frame carries a VLAN tag, the VLAN resolution table is searched for a matching VLAN ID and the
frame is sent only to ports that are associated with the VLAN ID.
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»  If the frame carries a VLAN tag and the VLAN ID does not match any entry in the VLAN Resolution
Table, or the frame does not carry a VLAN tag, the frame is forwarded to all ports that are enabled by the
default mask.

»  If it cannot be associated with any VLAN group and if the default group has been set to all zero, the frame
is discarded.

To disable the VLAN resolution, set all VLAN IDs to 0x000 and all Port Mask bits to “1”. If the VLAN resolution is
disabled, normal port flooding is implemented as described in Section 4.5.3.8(5), MAC Destination Address
Lookup. The default entry can still be used to restrict flooding to only dedicated ports, if not programmed to all “1”.

(4) Port Mirroring

The optional function allows duplicating traffic to a dedicated mirror port. Any one of the ports can be assigned to act
as a mirror port (register MIRROR_CONTROL).

The mirror port then is always added to the list of output ports and therefore receives a copy of the frame, if any of
the following rules matches with the currently processed frame:

e Ingress Port Number Match
When a frame is received on port[n] and the corresponding bit in the register MIRROR_ING_MAP is set to 1, the
frame is mirrored.

e Egress Port Number Match
When a frame is forwarded to port[n] and the corresponding bit in the register MIRROR_EG_MAP is set to 1, the
frame will be mirrored.

e MAC Ingress SA Match
When the Ingress Port Number match succeeded (see above) and the MAC source address matches the
MIRROR_ISRC, the frame will be mirrored.

e MAC Ingress DA Match
When the Ingress Port Number match succeeded (see above) and the MAC destination address matches the
MIRROR_IDST, the frame will be mirrored.

e MAC Egress SA Match
When the Egress Port Number match succeeded (see above) and the MAC source address matches the
MIRROR_ESRC, the frame will be mirrored.

e MAC Egress DA Match
When the Egress Port Number match succeeded (see above) and the MAC destination address matches the
MIRROR_EDST, the frame will be mirrored.

In addition, a counter is implemented (register MIRROR_CNT) that allows specifying that only every Nth frame that
matches any of the above criteria is mirrored. If the counter is set to 1 or 0, every frame is mirrored that matches any
of the above criteria.
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(5) Congestion Resolution

(a) Overview

The congestion resolution function is used whenever an output port is not available and data needs to be sent to that
port. An output port is defined to be available if the port is enabled (bit n in register PORT_ENA.TXENA is “1”, n =
0..4) and its output queue is not full. If a port is deasserted (bit n in register PORT_ENA.TXENA is “0"), the port is
not available and Frames cannot be switched to that port.

The congestion resolution function determines whether the frame should be processed further or discarded according
to the following rules.

(b) Unique Destination (one input to one output)
If the output port is enabled and can accept, a frame the frame will be forwarded normally.

In any other case, the frame will be discarded.

(c) Multiple Destinations (Flooding)

After broadcast / flooding resolution, a frame needs to be switched to multiple output ports.

e Qutput disabled:
All disabled ports are removed from the list of outputs.

e Qutput congestion:

If any of the outputs cannot accept a frame (as indicated by the output queue management for the port,
implementation specific), it is removed from the list of outputs also.

If, after the removal no output port is left in the list of outputs, the frame is read from the input and discarded. This
event is counted in the port specific ODISC statistics counter.

(6) Bridge Protocol Frame Resolution

To implement bridge control protocols like the Spanning Tree protocol, the following control functions are performed
by the Bridge Protocol Frame Resolution function.

(@) Management Frame (BPDU) Identification

Bridge Protocol Frames are identified by its destination address being any of the following:

e 01-80-c2-00-00-00 to 01-80-c2-00-00-0F (Spanning Tree, IEEE 802.1D, Table 7-9)

¢ 01-80-c2-00-00-10 (Bridge Management Address, IEEE 802.1D, Table 7-10)

¢ 01-80-c2-00-00-20 to 01-80-c2-00-00-2F (Generic Attribute Registration Protocol, IEEE 802.1D, Table 12-1)

In addition, the following features are available to define a frame as Bridge Protocol frame which will then
experience the same treatment as any other BPDU within the switch.

e Custom Address:
To support other protocols and standards, the switch allows defining one additional address (see Section 4.4.47,
MGMT_ADDRO_|lo — Lower MAC Address for Bridge Protocol Frame and Section 4.4.48,
MGMT_ADDRO_hi — Higher MAC Address for Bridge Protocol Frame) which is treated identically to
the above, marking a frame as a Management (BPDU) frame.

To support IEEE 802.1X authentication, the destination address 01-80-c2-00-00-00 is used by EAPOL frames and
can be treated differently from BPDU frames (see Section 4.5.8, Port Based Access Control (802.1X)).
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(b) Input Port Blocking

The input port blocking function is used to avoid forwarding of frames after address learning. The firmware can
program the register INPUT_LEARN_BLOCK and if a frame is received on a port [n] which should be blocked
(blocking bit n = 1) and the frame is not a bridge protocol frame, the frame will be marked for discard and will not be
forwarded to any output port.

(c) Input Port Learning Disable

To reduce processing load from the firmware, a port can be configured for exclusion from learning (see Section
4.4.8, INPUT_LEARN_BLOCK — Input Learning Block Register). When learning is disabled on a port, no
source address extraction happens for incoming frames.

Incoming BPDU frame source addresses are never extracted and not forwarded to the learning process independent
from this setting. The application (management port) will need to add source addresses from received BPDUs to the
lookup table e.g. as static entries as needed.

(d) Management Frame Forwarding

If a frame is coming from any port except the management port and is marked as a management frame (BPDU frame)
and the management port is enabled (see Section 4.4.9, MGMT_CONFIG — Management Configuration
Register), the frame is forwarded to the management port only, ignoring any destination address lookups.

If the management port itself receives management frames (i.e. host CPU sends management frames to switch), they
are forwarded according to the port mask defined in the configuration register MGMT_CONFIG. A handshaking
mechanism is implemented that can be used by the protocol software to configure the destination port mask on a
frame by frame basis for management frames.

In addition, the port mask given in MGMT_CONFIG can include ports that are disabled for normal traffic
(configured in register PORT_ENA.TXENA) allowing transmitting management frames on ports that are disabled for
normal traffic.

When forced forwarding is used, management frames will be forwarded to the ports given in the forced forwarding
mask and the port mask given in MGMT_CONFIG is ignored.

NOTE

VLAN domain verification/discard (see Section 4.4.5, VLAN_VERIFY — Verify VLAN Domain) should be switched off
for the management port to avoid that the switch discards management frames.

(7) Forced Forwarding

When the forced forwarding is used, it overrides any forwarding decision and a frame will be forwarded to all ports
given in the forced forwarding mask.

This includes forwarding to disabled ports (i.e. overriding PORT_ENA) when the force filtering is disabled (0). Only
the port where the frame was received from will be removed from the port mask automatically (i.e. it is not possible to
transmit a frame to where it was received from).

Mirroring and Snooping functions may continue to inspect forced forwarded frames.
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(8) Cut Through Forwarding

The switch normally operates in so-called store and forward mode. All frames are received and stored completely
before they are forwarded to any output port. This allows error detection and discard of erroneous frames within the
switch as well as communication between links of different speeds.

Alternatively, the switch can operate in cut through mode, where a frame will be forwarded and transmitted at an output
port before it is completely received. This allows for reduced latency and is independent of the frame’s size. However
as the frame is forwarded before error checks can be done, erroneous frames will become transmitted (however the
switch ensures to mark them erroneous and sends it with an invalid CRC).

Cut Through operation is configurable on a per port basis with register MODE_CONFIG. It allows to define a group of
ports for cut through and have other ports using normal store&forward.

When cut through forwarding is enabled, a frame is forwarded using cut through only if the following conditions are all
valid. Otherwise the frame is forwarded using store&forward:

¢ Destination lookup resolves only a single destination port (i.e. no broadcast or flooding that would require forwarding
to multiple destination ports).

e The source and destination ports have both their cut through mode bit set.
e |t is not a broadcast, not a BPDU, not a IEEE 1588 PDELAY_REQ frame (auto-response).
¢ The source and destination port operate at the same link speed.

It means only 1:1 forwarded frames are able to use cut through. If cut through is not possible for a frame, it is forwarded
using store&forward as normal.

The cut through forwarding delay depends on link speed and the switch system clock frequency. For a switch system
clock of up to 200 MHz, the following forwarding delays are possible.

Table 4.228  Link Speed vs Forwarding Delay

Link Speed Forwarding Delay (SFD to SFD, without PHY latencies)
10 Mbps Up to 35 us
100 Mbps 3.2 .. 3.8 ps (no pattern matcher active)

3.5 .. 3.9 ps (pattern matcher active)

1 Gbps*! 550 .. 800 ns (pattern matcher active)

Note 1.  Using cut-through with Gigabit ports can cause TX FIFO underflows corrupting outgoing frames. To avoid this, gigabit ports
should also have at least one RX Pattern Matcher enabled as this will delay the cut-through decision slightly (by up to 4
bytes) preventing the underflow. The pattern is not relevant and does not need to match anything (e.g. an all 0 pattern with all
1 mask never matches), but will still delay the forwarding decision by the required extra time.

(9) Switching
After the output port(s) have been determined, the switch control enables the corresponding path through the Switch
Matrix and the frame is forwarded to the output queue(s).

In a similar fashion, if a frame should be switched to multiple ports (e.g. Broadcast), the switch control enables the
corresponding paths though the Switch Matrix and the frame is forwarded to all the destination output ports.
Duplication is eventually done by the output ports reading the same frame from memory multiple times.
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45.3.10 Broadcast Storm Protection

To avoid network and memory congestion caused by a broadcast storm, the switch engine can be programmed to limit
the number of broadcast frames over a certain time period.

A counter is implemented on each receive port, which increments whenever a broadcast frame is received. The counters
of all ports are cleared each time the timeout expires.

When the counter of a port reached the limit, further broadcast frames received at this port are discarded.

The register BCAST_STORM_LIMIT is used to set the periodic timeout and the counter limit for all ports.

45.3.11 Multicast Storm Protection

To avoid network and memory congestion caused by a multicast storm, the switch engine can be programmed to limit
the number of multicast frames over a certain time period.

The behavior is identical to the broadcast storm protection, however implements its own per port counters.

The register MCAST_STORM_LIMIT is used to set the counter limit for all ports. The periodic timeout from
BCAST_STORM_LIMIT is used to reset the counters.

45.3.12 Output Frame Queuing
The following is a conceptual Output Queue management function supporting multiple Queues.
The implementation offers 4 queues numbered 0..3 where 0 is lowest and 3 is highest priority.

The output queues (FIFOs) are implemented separately for each output port. After input processing has completed, the
frame is stored in a queue within the corresponding output port, based on the priority resolution result for the frame
(Classification, see Section 4.5.3.5(4), Priority Resolution).

high priority ]
—» > ]
-
Queue »
Data >
’ ;
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Queue \ 4 \ 4
Select Queue
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Figure 4.17 Output Queuing

The Queue Arbitration selects the appropriate Queue and indicates data availability to the output interface, which
eventually will transmit the frame. A higher queue number takes precedence over a lower queue number.

The Queue Arbitration implements a strict priority selection. Weighted fair queuing is also available (see Section
4.4.37, IMC_CONFIG — Input Memory Controller Configuration Register).
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In addition, the optional TDMA scheduler influences arbitration by allowing read from a queue only at specific times
(see Section 4.5.15, TDMA Operation).

The MAC connected to the port’s data interface will eventually de-queue the frame at its local transmit port speed.

45.3.13 Output Port Congestion Management

Depending on the output queue management method, a congestion indication is generated to the switch (internally)
when a queue becomes full. When a frame needs to be forwarded to a congested queue, the frame will be discarded and
the according error counter (Switch statistics ODISC) will be incremented.

(1) Tail Drop

By default, frame discard occurs only when a queue becomes full, or if the shared switch memory is exhausted. Frames
will be dropped as long as the congestion situation persists.

The implementation allows to store up to 58 frames per queue per port. This is independent of the frame size.

(2) Random Early Detection

As an alternative to Tail Drop the Random Early Detection (RED) active queue management following RFC 2309 is
available (Section 4.6.2, (1)). It can be enabled per queue but only globally for all ports (see registers
QMGR_RED_MIN4*Y/MAX4*2/CONFIG*?).

The RED algorithm averages the fill level of a queue over time. Depending on the current average a drop probability is
calculated and frames are dropped before the queue becomes full. When filled completely, tail drop occurs. The early
dropping of frames may help higher protocols (mainly TCP) to better adapt to the available link bandwidth. The
algorithm is configured using two thresholds defining a window where frames will be dropped before the queue’s
capacity is reached. No drop occurs below the minimum threshold and all frames are dropped when the maximum is
reached (resulting in tail drop behavior). Between minimum and maximum the probability for dropping a frame
increases. That is, the more the queue is filled the more frames will be dropped which, ideally, avoids reaching the
maximum which causes continuous frame drops.

When the current queue fill level drops below the calculated average, the average is immediately set to the current level
of the queue. This prevents a delayed reaction where the queue is already emptied again while the average would still
indicate a higher fill level causing unnecessary dropping of frames.

Note 1. See Section 4.4.30, QMGR_RED_MIN4 — RED Minimum Threshold Register.
Note 2.  See Section 4.4.31, QMGR_RED_MAX4 — RED Maximum Threshold Register.
Note 3. See Section 4.4.32, QMGR_RED_CONFIG — RED Configuration Register.

The following figure illustrates the behavior.

RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 312 of 788
Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (ASPSW)

garly dropping with — dropping

modified variani unnecessany
e —— : 1
Sz
maximum >
threshold averaged lsval

current level

=

nmodified)

dropping
probahiify \
increases
minimum N
thrashold \ i
»lime

maodification. average folfows
draining queue mmediately

-YI_‘

\

Figure 4.18 Random Early Detection Algorithm Implementation

The algorithm avoids dropping of frames when the queue is draining which means the output rate is higher than the
input rate and hence dropping of frames should not occur. This allows to absorb a short peak in the queue size making
use of the available storage capacity, ideally without (unnecessary) dropping activity.
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45.4 Timestamping Functions (TSM)

4541 Overview
The timestamping module (TSM) implements the following functions:
e collects a timestamp for received frames on all line ports.
e collects a timestamp for transmitted frames on all line ports with interrupt generation.

e processes |IEEE 1588 Layer 2 event frames updating on the fly (1 step) the correction field with the transient time.

4.5.4.2 IEEE 1588 Message Header Structure
CAUTION

The following is provided as a brief reference only. Please refer to the standard documents for details and usage
scenarios.

An IEEE 1588 message can be transported with various encapsulation protocols for example within an Ethernet frame
(L2) payload or an UDP/IP payload. The following figure shows the message header, which is common to all

IEEE 1588 version 2 messages. The MAC allows updating the correction field during transmission when using Layer 2
frames which are identified by Ethernet type field being 0x88f7. Other encapsulations are not supported. Correction
field updates only occur in event messages (i.e. messageld < 4).

All fields follow the network byte order which is the first byte transmitted is the most significant byte (leftmost) of a
multi byte field. The following tables provide a short overview. For details of any of the fields, please refer to the
IEEE 1588 specification document (Section 4.6.2, (2)).

Table 4.229  |EEE 1588v2 Message Header (PTPv2)

Bits
7 |6 | s a3 ] 2]1]o0 Octets Offset
transportSpecific messageld 1 0
reserved versionPTP = 0x2 1 1
messagelLength 2 2
domainNumber 1 4
reserved 1 5
flags 2 6
correctionField 8 8
reserved 4 16
sourcePortldentity 10 20
sequenceld 2 30
control 1 32
logMeanMessagelnterval 1 33
further message specific fields may follow n 34
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The type of message is encoded in the field messageld as follows (informal):

Table 4.230 PTPv2 Message Type Identification

messageld Message Name Message

00h SYNC event message
01h DELAY_REQ event message
02h PDELAY_REQ event message
03h PDELAY_RESP event message
04h —07h reserved

08h FOLLOW_UP general message
09h DELAY_RESP general message
0Ah PDELAY_RESP_FOLLOW_UP general message
0Bh ANNOUNCE general message
0Ch SIGNALING general message
0Dh MANAGEMENT general message

45.4.3 Timestamp Processing

(1) Receive Timestamp Processing

When a port receives a frame, the timestamp, based on the current time from the timer, is captured when the start of
frame delimiter (SFD) is detected at the PHY interface. The timestamp is forwarded together with the frame throughout
the switching engine and can be accessed by the management port to implement e.g. the Precision Time Protocol (PTP).

The receive timestamp is encapsulated in the proprietary tag information for frames forwarded to the management port
(see Section 4.5.5, Management Port Specific Frame Tagging).

(2) Transmit Timestamp Processing

When a frame is transmitted to the PHY on a port, the timestamp is also captured. The outgoing timestamp can be
stored in the port specific timestamp register (PORT[n]_TIME) for each port. The management port, through its special
control information, has the capability to identify frames for outgoing timestamp capture, as timestamps must only be
captured for dedicated event frames, not for all frames.

45.4.4 Transparent Clock Support

(1) General

The hardware implements the necessary functions to implement so-called transparent clocks (TC) in both variants,
a) the end to end variant and
b) the peer to peer variant.

The end to end TC is the default behavior when the register PEERDELAY is set to 0.

When a peer to peer transparent clock is implemented, the PTP software has to determine the peer delay at the port
where the master is connected to (where it receives SYNC messages). This value then is programmed into the
PEERDELAY register(s). The setting needs to be updated when a new peer measurement has been done or whenever
the master port changes.
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(2) Implementation of Correction Field Update

The implementation is capable of updating the correction field within Layer 2 PTP frames only (i.e. frames with type
0x88f7). PTP messages within UDP/IP frames are not considered.

The update module only processes event messages, which it automatically detects from the message type field found
within the PTP header (type < 4). This means that it does not process follow up frames (which are not event frames),
hence any correction field updates will be found in the corresponding SYNC frame. This allows supporting one step as
well as two step master and slave nodes connected to the switch.

For an end to end transparent clock implementation, the correction field of SYNC and DELAY_REQ messages is
updated with the transient time (output time - input time).

For a peer to peer transparent clock implementation, the correction field update includes adding the value set in the
PEERDELAY register (of the port where the frame was received) to the transient time. The hardware always
implements the addition of this value, hence it only depends on configuring the PEERDELAY to define whether an end
to end (PEERDELAY = 0) or peer to peer (PEERDELAY > 0) behavior is selected. It is the responsibility of the PTP
software to exchange the PDELAY_REQ/PDELAY_RESP messages on every port to determine the peer delay values
accordingly.

Correction field updates occur only on frames that are exchanged in between external (line) ports. Any frame from and
to the management port will not be modified.

The following figure shows the operations when a frame is forwarded in between line ports.
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Figure 4.19 One-Step Correction Field Update

CAUTION

No specific configuration is necessary (aside from PEERDELAY register and having a correctly running timer). The
function is always active and automatically detects IEEE 1588v2 Layer 2 event frames for processing.
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4545 Using One Step update at the Management Port

When sending frames through the management port to the switch, the normal correction field updates are not available
as there is no notion of a “received” timestamp at this interface.

However to allow master or boundary clock implementations that want to use one step precise timestamping for locally
generated event frames (e.g. SYNC messages), the management tag one step update feature can be used (see Section
4.5.5.4, Receive Processing (CPU to Switch), ControlData[4]).

To use this function, an event frame requires special preparation by the application: The correction field must be set to
the same value as the originTime field’s nanoseconds value. When preparing a frame for one step update, the
application needs to perform the following steps:

¢ Read out the current time (seconds, nanoseconds) from the hardware timer.

e Prepare the event frame (e.g. SYNC message) and copy the time values retrieved from the timer into the originTime
field of the frame. The originTime field contains seconds and nanoseconds fields.

e Set the frame’s correction field nanoseconds value the same as the originTime nanoseconds (seconds are not relevant
to the correction field).

¢ Transfer the frame to the switch using the management tag feature and setting ControlData[4] to 1 (see Section
4.5.5.4, Receive Processing (CPU to Switch)).

The MAC transmitter when transmitting the frame will rewrite the correction field with the difference of the transmit
timestamp and the value in the correction field. Note that this function does not add to the correction field, it reads the
value, subtracts it from the transmit time and writes the result back into the correction field (after performing a 1 second
modulo). Any PEERDELAY register settings are ignored. The following figure shows the principle of operations.

Application Frepared Frame

Ta: ariginTime Cr. correction field (ns) .
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T b T ! forwarding MAC TX
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T timestamp
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Figure 4.20 Management Port One-Step Transmit Feature

A receiver will always add the correction field value to the originTime field’s value and hence will get the precise
transmit time of the frame as:

T =To+ Crwhichis To+ Ttx — To = Ttx.
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CAUTION

As the update function does not modify the seconds value within the frame, the application must ensure the time delay
from reading the hardware timer value and the actual frame transmission at the switch output port is less than one
second.

4.5.4.6 Automatic Response to Peer Delay Request Messages

(1) General

Each line port MAC can be configured to automatically respond to incoming peer delay request (PDELAY_REQ)
messages. These are used in peer to peer clock implementations to measure the link delay between neighbor nodes.
Both nodes of a link periodically transmit the PDELAY_REQ message to each other to allow both nodes to determine
the link delay.

A node when receiving a PDELAY_REQ message responds with a PDELAY _RESP message. This enables the
requesting device to calculate the path delay.

The switch management application will periodically issue PDELAY _REQ messages to determine the link delay on
each of its line ports to set each port’s PEERDELAY registers. The PEERDELAY register is used by the transparent
clock when forwarding SYNC frames through the switch (see Section 4.5.4.4, Transparent Clock Support).

In addition, the switch will receive PDELAY_REQ from all its connected neighbor nodes and needs to respond with
PDELAY_RESP messages, individually per port. The management application can be used to create such response
messages, but as incoming requests have no relevance to the local system this only represents additional processing
overhead.

(2) Response Generation

To reduce overhead, each line port MAC can be instructed to automatically answer with a PDELAY _RESP message to
incoming PDELAY_REQ messages. The incoming request is converted to a response and routed through the switch,
however will be transmitted only at the port where it was received (i.e. emulating a MAC local response). This function
can be enabled in the PTPAutoResponse_P[n] register within a port’s MAC register set.

When autoresponse is enabled, the following functions are performed:

e APDELAY_REQ message is identified by an IEEE 1588v2 Layer2 frame (type 88f7h) with messageld = 2 (1st octet
in PTP header, see Section 4.5.4.2, IEEE 1588 Message Header Structure).

The next steps occur only when a PDELAY_REQ has been identified:

e |If the frame’s destination address is unicast, the incoming frame’s source address will be copied into the frame’s
destination address. Otherwise the destination address is not modified (i.e. if the neighbor sends the request with
multicast the response will return to the same multicast)

¢ The frame’s source address is set to the port’s MAC address (register MAC_ADDR_[01]_P[n])

¢ Address lookup and learning is suppressed for the frame. The frame will be transferred to the switch but is marked
for exclusive forwarding to the same port (this is an exception of the normal forwarding rules which do not forward
to the same port). Hence normal statistics, etc. will occur as with any other frame.

¢ When the frame is forwarded, it is converted into a one-step PDELAY_RESP by the MAC transmitter according to
Section 4.6.2, References, (2) 11.4.3 b as follows:

— The messageld is changed to 3 (PDELAY_RESP).
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— The twoStepFlag bit within the flags field of the header is cleared (bit 1 of first octet, see Section 4.6.2,
References, (2) 13.3.2.6) to indicate a one-step response.

— Adds the transient time (i.e. not considering the port’s PEERDELAY|[n] register value) to the correction field.

— The sourcePortldentity is set according to the values from registers PTPClockldentityl P[n],
PTPClockldentity2_P[n], PTPAutoResponse_P[n][31:16] as follows:

Table 4.231  PTP AutoResponse Header SourcePortldentity Mapping

Register[Octet] Octet Offset in PTP header, Name
PTPClockldentityl P[n][7:0] 20, portldentity.Clockldentity[0]
PTPClockldentityl P[n][15:8] 21, portldentity.Clockldentity[1]
PTPClockldentityl P[n][23:16] 22, portldentity.Clockldentity[2]
PTPClockldentityl P[n][31:24] 23, portldentity.Clockldentity[3]
PTPClockldentity2_P[n][7:0] 24, portldentity.Clockldentity[4]
PTPClockldentity2_P[n][15:8] 25, portldentity.Clockldentity[5]
PTPClockldentity2_P[n][23:16] 26, portldentity.Clockldentity[6]
PTPClockldentity2_P[n][31:24] 27, portldentity.Clockldentity[7]
PTPAutoResponse_P[n][31:24] 28, portldentity.PortNumber[0] (msb)
PTPAutoResponse_P[n][23:16] 29, portldentity.PortNumber[1] (Isb)

— The requestReceiptTimestamp field (10 octets at offset 34) is set to 0.
— The frame’s original sourcePortldentity field is copied into the requestingPortldentity field (10 octets at offset 44).

All other bits/fields of the request are left unchanged and will hence be copied unmodified into the response
message.

The CRC of the message is replaced accordingly.

(3) Usage Notes
e Auto Response generation is available only for Layer 2 frames (i.e. not with UDP/IP).

e Auto Response forces the MAC RX to strip the CRC. The TX will append a new CRC. Ignores the
COMMAND_CONFIG_P[n].CRC_FWD configuration setting.

¢ When using the recommended PTP multicast destination address (01-80-c2-00-00-0e), the register MGMT_CONFIG
must have management enabled, or at least the BPDU discard bit cleared. Otherwise the frame is discarded as this is
a BPDU address.

e The normal priority resolution functions apply to the frame when forwarding. The PRIORITY_TYPE registers can be
used to set the priority of Layer 2 PTP messages.

e The destination MAC address change is performed at the MAC RX. Hence if mirroring is active, it would show the
frame with the already modified destination address.

e Although not required by PTP, a single VLAN tag is supported for PTP messages.

e |f the port has VLAN input/output manipulation functions active, those settings are ignored for the response
generation.

¢ Auto Response is supported on PRP group ports (as a response is link local, no trailer processing or duplication is
performed).
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45.5 Management Port Specific Frame Tagging

To support the CPU through a normal networking interface (GMII), some special side band information required for
implementing management protocols require the addition of such information into frames exchanged between the CPU
and the switch. This function is available only on the dedicated management port when a MAC is implemented there.

Management frames are frames that are identified by their destination address or type as so-called Bridge Protocol Data
Units (BPDU) as defined in Section 4.5.3.9(6), Bridge Protocol Frame Resolution (destination 01-80-c2-00-00-
XX).

Instead of only affecting management frames, optionally, the function can be configured to include the side band
information into all frames transferred from the switch to the CPU.

The CPU has the flexibility to insert control information into any frame it transfers to the switch. The hardware inspects
all frames received at the management port and will remove the extra data as necessary.

455.1 Tagged Frame Format

The additional control information is added following the frame source address marked by a programmable
(proprietary) ether type (ControlTag). If the tag exists, it is always the very first in the frame (i.e. before any VLAN
tags).

The following information is added:

e ControlTag:
identifier that the control data is present within the frame (default: E001h)

¢ ControlData:
2 octets following the ControlTag with control information

e ControlData2:
4 additional octets used to carry 32-bit frame timestamps or destination port masks depending on transmit or receive.

All data following the ControlData2 are from the original frame. For example, any VLAN tags will be found in this
portion of the frame. The control tag, if present, is always the very first tag of a frame.

Table 4.232  Management Port Frame Tagged Frame Format

7 octets PREAMBLE

1 octet SFD

6 octets DESTINATION ADDRESS

6 octets SOURCE ADDRESS

2 octets ControlTag (default: EO01h)
2 octets ControlData

4 octets ControlData2 (timestamp, portmask)
2 octets type/length

0..1500/9000 octets PAYLOAD DATA

0..42 octets PAD

4 octets FRAME CHECK SEQUENCE

Note that the frame is extended by 8 bytes and the receiving MAC must be enabled to accept such enlarged frames as
necessary.

As the tagging function changes the frame contents, the MACSs should be configured to strip CRC at the receiving ports.
The management port’s transmitter will eventually append a new CRC.
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4552 Byte Order

The first octet of ControlData is the MSByte (bits 15:8) and the 2nd octet of Control Data is the LSByte (7:0) of the 16-
bit data field.

The first octet of ControlData2 is the MSByte (bits 31:24) and the 4th octet of ControlData2 is the LSByte (7:0) of the
32-bit data field.

455.3 Transmit Processing (Switch to CPU)

When the switch forwards a frame to the management port to the host CPU, the following information is added into
management (or all) frames.

Table 4.233  Management Frame Transmit Tagging

Field Bit# Description

ControlData b3 to b0 Port number where the frame was received from.
Ports are enumerated starting with O to 3.

b15 to b4 Reserved, unused

ControlData2 b31 to b0 Received timestamp of the frame.

The 32-bit nanoseconds value when the start frame delimiter (SFD) was detected at the port
where the frame was received.

4554 Receive Processing (CPU to Switch)

When the CPU sends a frame to the switch, the tagging function checks the frame and removes the optional control tag
information from the frame if present. The CPU is free to add the tag to a frame as necessary or leave it out for normal
frames that do not need special treatment.

When the tagging function detects the control tag, it removes all 8 octets from the frame before it hands the frame on to
the switch.

The control tag information for received frames provides the following information.

Table 4.234  Management Frame Receive Tagging Fields (1/2)

Field Bit# Description

ControlData b0 Forced Forwarding

If set, the frame is forwarded to all ports as defined in the destination port mask defined in
ControlData2.

If 0, the forwarding mask is ignored and the frame is forwarded normally.

bl Forced Forwarding, include filtering.

If set together with forced forwarding, normal filtering of the destination port mask applies (i.e.
disabled ports will be removed from the list). If 0, the frame is forwarded also to disabled ports.

Note) This applies to BPDU frames only. Normal frames will be filtered always (i.e. can never
be transmitted to disabled ports).

b2 Unused, set 0 always

b3 Mark frame for transmit timestamping.
When set, the frame transmit timestamp will be latched into the corresponding port’s transmit
timestamp register, when the frame is transmitted. See Section 4.5.4, Timestamping
Functions (TSM) for details on timestamping functions

b4 Mark frame for special one-step correction field update (option).
When enabled, the correction field of the frame is subtracted from the tx timestamp upon
transmission and the result replaces the correction field. The application needs to prepare the
frame specifically to use this update method as described in chapter Transparent Clock
Support)
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Table 4.234  Management Frame Receive Tagging Fields (2/2)

Field Bit# Description

ControlData b5 Suppress PRP trailer append.
If 1, suppresses the switch adding a redundancy control trailer (RCT) when sending the frame
at a port defined in the PRP group (i.e. bypassing the RedBox function). The bit has no effect
if transmission occurs at a normal port.
If 0, the switch can append the RCT as needed.

Must be 0 if ControlData[6] = 1.

b6 Force PRP trailer append.
If 1, indicates that the transmitter must append a redundancy control trailer (RCT) when
sending the frame at a port defined in the PRP group. This enforces trailer append, even if the
frame is not duplicated to both redundant networks. Depending on bit 7 either the switch will
generate a sequence number, or the application can provide the sequence number that should
be used. The bit has no effect if transmission occurs at a normal port.
If 0, no trailer append request is given.
The bit has an effect only, if ControlData[5] = 0 and is ignored otherwise.

b7 Use provided sequence number for the PRP trailer.
If 1, indicates that the sequence number for the frame to be used when appending the RCT is
found in ControlData2[31:16].
If 0, the switch will automatically generate a sequence number when forwarding the frame to
the PRP ports. This requires that the source address of the frame is stored in the MAC
address table (either a dynamic or static entry).
The bit has an effect only, if ControlData[6] = 1 and is ignored otherwise.
When using a provided sequence number (i.e. bit[6,7] = 11b), the sequence number/history
memory is not updated. Hence if a following frame would be sent without this method, an
arbitrary/older sequence number from the memory is added (this may be useful for testing out-
of-sequence error scenarios)

b15 to b8 Unused, set 0 always

ControlData2 b3 to b0 Destination port mask.
Relevant only if ControlData forced forwarding bit (bit 0) is set. It then presents the list of ports
where the frame should be forwarded to.
One bit per port. A bit set to 1 will cause the frame being forwarded to that port. Bit 0 = port O,
Bit1=portl,...
The management port bit is automatically removed from the list during switch forwarding,
hence it is not possible to send a frame back to the management port itself.

b15 to b4 Reserved, unused

b31 to b16 When ControlData[7] = 1, the 16-bit sequence number for use with the frame when appending
the redundancy control trailer (RCT).

Reserved otherwise.

NOTE

The tag fields are inserted into the frame in network byte order. That is ControlData[15:8] followed by ControlData[7:0]
then ControlData2[31:24] first until ControlData2[7:0] last.
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4555 Module Configuration
The tagging module is configured by the register MGMT_TAG_CONFIG.

The module can either insert the control information into every frame sent to the host CPU, or only into dedicated
management frames (BPDUSs).

In addition to BPDU frames, two types (PRIORITY_TYPEL/2) can be defined that will cause the tag being inserted if it
should not be done on all frames. When using this feature, the type field compare can be done only for the first type
field in the frame (i.e. it cannot skip VLAN tags at this point in the datapath where the decision for the tag insertion is
done).

When the CPU sends a frame to the switch, it can insert the control information as needed, every frame can be treated
individually and software can decide for the best implementation on a frame by frame basis.

When using the management tag features, the line ports must be configured to remove CRC from incoming frames
(COMMAND_CONFIG_P[n].CRC_FWD =0)
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4.5.6 MAC EEE Support

45.6.1 Overview

Energy Efficient Ethernet (EEE) is defined in IEEE 802.3az. It defines energy saving modes for backplane applications
allowing the PHY device to power down the link during idle times.

The MAC Core implements the necessary functionality to signal Low Power Idle (LPI) to the PHY.
The MAC includes the necessary timers and a control register to allow for the following usage scenarios:

1.  Fully autonomous operation:
The MAC integrated timers detect idle and initiate LPI transmission to power down the link when the idle time is
reached. It also automatically wakes up and performs the Tw_sys_tx wake up delay before transmitting traffic.

2. Software controlled operation:
A control register (EEE_CTL_STAT_P[n]) within the MAC allows controlling the transmission of LPI (Ipi_req)
and holding the transmitter during wakeup (Ipi_txhold). This allows software to implement idle detection and
wake up timers.

The following figure shows the implementation of the MAC Core.

MAC core
Control/Status Idle ’ tx_busy
Register timer MAC
A
Tw_sys_tx 4
> timer tx_hold

™ Ipi_req

D—» Ipi_txhold
RS

Figure 4.21 MAC Extension for Autonomous EEE Operation

The following 3 functions are integrated with the MAC Core on every line port:

¢ A control/status register. Allows software to configure the mode of operation (full autonomous with timers, or
software controlled) and inspect the received LPI indication status.

e An Idle timer. This timer will assert Ipi_req when the MAC does not transmit any data for the configured amount of
time. It will cause the RS layer to transmit LPI.

e A Wake up timer (Tw_sys_tx). This timer prevents the MAC transmitter from transmitting traffic for a certain period
after wakeup. It will keep the Ipi_txhold signal asserted after Ipi_req deasserted.

All timers are programmable through registers under software control.
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45.6.2 PHY Interface Encodings for EEE

The MAC general purpose PHY interface allows interconnecting to any PHY interface using a PHY interface converter
as needed. The following tables list the encodings for standard GMII and MII to allow transferring the Low Power Idle
(LPI) sequences between MAC and PHY.

(1) GMIl Encodings for EEE

The following table shows the interface encodings. When no frame is transferred on the interface, specific idle
sequencing can be encoded on the GMII asserting the error signal while data valid is kept low.

Table 4.235  GMII Encodings for EEE

rxdv/txen rxer/txer rxd/txd(7:0) Description

1 X xxh Normal frame transfer

0 0 xxh Normal interpacket gap (idle)

0 1 01h Low Power Idle indication

0 1 OFh/1Fh Carrier Extend / Error during half-duplex operation only (not supported)
0 1 others Reserved

(2) Ml Encodings for EEE

The following table shows the interface encodings. When no frame is transferred on the interface, specific idle
sequencing can be encoded on the MII asserting the error signal while data valid is kept low.

Table 4.236  MII Encodings for EEE

rxdv/txen rxer/txer rxd/txd(3:0) Description
1 X xh Normal frame transfer
0 0 xh Normal interpacket gap (idle)
0 1 1h Low Power Idle indication
0 1 others Reserved
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457 MAC Transmit Rate Control

45.7.1 General

Every MAC implements a rate control function to allow reducing the average transmitted traffic load on the link. When
enabled, the transmission bandwidth can be configured to use from 1% to 80% of the available link bandwidth. When
disabled, 100% link bandwidth are used.

The implemented algorithm uses the credit based shaper as defined in Section 4.6.2, (3). The algorithm maintains a
credit counter for the traffic being transmitted by the MAC. The counter is incremented whenever a frame is waiting for
transmission, or if the current count is negative. It decrements when a frame is transmitted. A frame can be transmitted
only when the credit counter has a value of > 0. If no frame is waiting and the credit counter is > 0, it is reset to 0.

The increment rate of the counter is defined by the idle slope. The decrement rate of the counter is defined by the send
slope. The idle slope is configurable to define the bandwidth that can be allocated for the traffic. The send slope is
defined by the link speed.

45.7.2 Configuration Settings

The send slope depends on the transmission speed of the link (e.g. 10 or 100 or 1000 Mbps) and is defined by the
current mode of operation of the MAC. The idle slope is defined by configuration (see Section 4.4.91,
IDLE_SLOPE_P[n] — PORT[n] MAC Traffic Shaper Bandwidth Control (n = 0..4)) depending on the
(relative) bandwidth that should be allocated for the traffic.

The idle slope can be configured with a granularity of 1/64 bit. That is, the credit counter increments by 1 byte when the
increment has reached 512 (8 x 64). The implementation may have restrictions on the granularity depending on byte to
clock ratio of the interface, however the calculations will be based always on the 1/64-bit steps. This means the idle
slope allows to specify bandwidth usage in steps of 0.2% (1/(1+512)) of the link capacity. Using an 11-bit value allows
to configure the bandwidth allocation from 0.2% to 80%.

The resulting Bandwidth is calculated as:

bandwidth [%] = 1/ (1 + 64/IdleSlope x 8) =1/ (1 + 512/IdleSlope)
IdleSlope = (512 x bandwidth) / (1 — bandwidth)

Table 4.237  Credit Based Shaper Bandwidth Setting Examples

IdleSlope Value  Allocated Bandwidth Notes

2 1/(1+32x8) = 0.4% Counter decrements 8-bit per byte transmitted.

During idle, it increments 2/64 bit per byte clock — requires 32x8 bytes clock cycles to
increment by 1 byte.

4 1/(1+16x8) = 0.77% During idle, it increments 4/64 bit per byte clock — requires 16x8 bytes clock cycles.
1/(1+10.6x8) = 1.1% During idle, it increments 6/64 bit per byte clock — requires 10.6x8 bytes clock cycles.
64 1/(1+8) = 11% Counter decrements 8-bit per transmit clock cycle.

During idle, it increments 1 bit per transmit clock cycle hence requires 8 clock cycles.

57 1/10 = 10%
73 1/8 = 12.5%
170 1/(1+3) = 25%
256 1/(1+0.25%8) = 33%
512 1/(1+1) = 50%
1536 1/(1+0.04%8) = 75%
2046 80%
RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 326 of 788

Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (A5SPSW)

45.8 Port Based Access Control (802.1X)

458.1 General

The IEEE 802.1X specification defines procedures to allow a port of the switch to be removed from the network until it
is authorized by a higher layer authentication function.

Use of IEEE 802.1X is fully controlled by the application (software) usually connected through the management port.
The application exchanges authentication messages through the switch with the devices that connect to the switch line
ports. The switch does not interpret the messages aside from detecting the authentication relevant frames (EAPOL) and
restricting forwarding if a port is configured as unauthorized.

Authentication of a port is controlled for each port individually through its configuration register AUTH_PORT[n].

45.8.2 Terms & Definitions

e PAE:
Port Access Entity; An entity associated with a port that implements the authentication protocol(s) of interest.

e EAP:
Extensible Authentication Protocol; Messages for encapsulation in frames for exchange between PAEs.

e EAPOL:
EAP Over LAN; Encapsulation of EAP frames in IEEE 802.3 is defined as IEEE 802.1X:

— Destination MAC address is either the PAE group address 01-80-c2-00-00-03 or the port’s defined unicast address
configured in the MAC of the port.

— The ether type is set to the PAE Ethernet Type: 888eh
— The frame shall not be VLAN tagged (VID != 0) but may be priority tagged.
¢ Port Controlled Direction. A port, while unauthorized, can operate with controlled direction “in” or “both”:

— When using controlled direction “in”, the port only restricts incoming traffic but allows other ports to forward
traffic to it for transmission. In controlled direction mode “both”, forwarding traffic from other ports is not
allowed.

— An exception from this rule is the dedicated EAPOL management port, which must be allowed to forward EAPOL

(or other) frames even to ports that have controlled direction “both” to implement the necessary authentication
protocol.

4.5.8.3 Functions
When a port is configured as unauthorized, the MAC/switch port receive behavior changes as follows:

e Accept EAPOL frames and forward them exclusively to a defined port (so-called EAPOL port, which is typically the
management port).

¢ Non EAPOL frames can either be discarded or be allowed for limited forwarding to a specific group of ports (guest
VLAN). e.g. allow DHCP before authentication.

¢ Allow or discard non EAPOL frames received from other ports to be forwarded for transmission on the port
(Controlled Directions “in” or “both™).

e Allow or discard BPDU frames

When a port is configured as authorized, normal destination lookup and forwarding resolution occurs with additional
filtering of unauthorized destination ports which are configured in controlled direction “both”.
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4584 Forwarding Decision

The following decision is implemented in each port receive datapath to determine the destination port(s) of a frame or
discard it depending on authentication status of a port.

normal operation
reset
J/ authorized=0
authorized=1
Port unauthorized = Port authorized
frame receive frame receive

perform normal
destination lookup and
forwarding resolution

dest =

PAE

multicast
?

guest
enabled ?

address
atch 7,

This is the
EAPOL port?

\ yes
remove port(s) from
forwarding port list if any
is unauthenticated and
BPDU controlled mode is "both”
enabled ?
Forward fo guest
farwarding mask
any ports in
no forwarding
Forward port list 7
to management
EAPOL no
enabled
?
Y
Forward
W normally
Forward to [ discard frame
EAPOL port
Figure 4.22 IEEE 802.1X Forwarding Decision Flow
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45.8.5 Usage aspects
The following points should be considered when implementing the authorization application:

e Source address learning should be disabled for an unauthorized port (see Section 4.4.8, INPUT_LEARN_BLOCK
— Input Learning Block Register) to avoid invalid addresses can enter or overwrite the MAC address table

(MAC address spoofing). The authorization application will need to enter the address into the MAC address table
once the remote device is authenticated.

¢ With learning disabled and guest traffic allowed for an unauthorized port, the source address will not be entered into
the address table of the switch. Hence all traffic sent to such an unauthorized port from another (answering) port is
flooded. Flooding is limited to either the guest port mask of the (answering) port if it is unauthorized or the usual
U/M/BCast flooding masks if the port is authorized. An exception is the management port, which can use forced
forwarding to direct the frame to the intended port only.

¢ To enable EAPOL reception, the management port functionality must be enabled. That is register MGMT_CONFIG

bit 6 (enable) must be 1 and bit 7 (discard) must be 0. Otherwise frames are discarded before EAPOL checking can
be done.

¢ If a port is unauthorized, its cut through bit should be cleared to avoid any invalid frames can enter the switch. Cut
Through should be enabled only on authorized ports.
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4.5.9 Interrupts

The following interrupts are available and can be individually enabled through the INT_CONFIG register.

The INT_STAT_ACK register allows inspecting interrupt status and acknowledging the individual pending interrupts
by writing a bit with “1” to clear the interrupt latch.

Table 4.238  Interrupt Sources
Bit symbol of Individual Control and Individual interrupt
Source INT_CONFIG register Description Status/Ack register signal
MDIO MDIO1 MDIO master transaction completion — —
Lookup Source LK_NEW_SRC A frame with an unknown source MAC address — —
was received.
PHY Link Change IRQ_LINK[3:0] Change on any of the PHY link status — —

TX Timestamps IRQ_TSM_TXI[3:0]

Per Line Port indication that outgoing frame
timestamp is available.

MAC EEE IRQ_MAC_EEEJ[3:0] The MAC integrated functions for managing — —
Energy-Efficient Ethernet (EEE) can trigger
interrupts from changing power states.

DLR Module DLR_INT Events generated by the Device Level Ring DLR_IRQ_CONTROL AS5PSW_DLR_Int
(DLR) module DLR_IRQ_STAT_ACK

PRP Module PRP_INT Events generated by the redundancy network PRP_IRQ_CONTROL A5PSW_PRP_Int
support functions (PRP). PRP_IRQ_STAT_ACK

Hub Module HUB_INT Events generated by the Hub module. HUB_IRQ_CONTROL A5PSW_HUB_Int

HUB_IRQ_STAT_ACK

Pattern Matcher PATTERN_INT Events generated by the Pattern Matcher PTN_IRQ_CONTROL AS5PSW_PTRN_Int

Module module. PTN_IRQ_STAT_ACK

TDMA Scheduler TDMA_INT Events generated by the TDMA Scheduler TDMA_IRQ_CONTROL —

Module

module.

TDMA_IRQ_STAT_ACK
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45.10 PHY Management Interface (MDIO Master)

45.10.1 Overview

The MDIO management interface is a two wire Management Interface. It provides a standardized method to access
PHY device internal management registers. The IEEE 802.3 Clause 22 defines the bus protocol.

45.10.2 MDIO Frame Format

A complete frame has a length of 64 bits (32-bit preamble, 14-bit command, 2-bit bus direction change, 16-bit data).
Each bit is transferred with the rising edge of the MDIO clock (MDC signal).

Table 4.239  MDIO Frame Formats (Read / Write)
Command
ST OP Addrl Addr2 Data

Type PRE MSB LSB MSB LSB MSB.LSB MSB.LSB TA MSB LSB Idle

Read 1.. 01b 10b XXXXXD XXXXXb Z0 XXXXXXXXXXXXXXXXD 4

Write 1.. 01b 01b XXXXXb XXXXXb 10 XXXXXXXXXXXXXXXXD z

Table 4.240  MDIO Frame Fields Description

Name Description

PRE Preamble: 32 bits of logical “1” sent prior to every transaction

ST Start indication: “01b”

OP The opcode defines whether a read or write operation is performed:

1. If “10b”, a read operation is performed.
2. If “01b”, a write operation is performed.

Addrl The PHY device address (PHYADDR). Up to 32 devices can be addressed.

Addr2 Register Address. Each PHY can implement up to 32 registers.

TA Turnaround time. Two bit-times are reserved for read operations to switch the data bus from write to read for read
operations. The PHY device will present its register contents in the data phase and drives the bus from the 2nd bit
of the turnaround phase.

Data 16 bits of data written to the PHY or read from the PHY.

Idle Between frames, the MDIO data signal is tri-stated.
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4.5.10.3 Turnaround Signalling

For Read operations, the addressed PHY has to drive the data bus. This direction change is done during the two bit-
times TA phase of the frame.

<R> <7> <0>

MDC

AN\
MPIO p /e \

Figure 4.23 MDIO Turnaround Sequence

When the last bit before the TA phase (<R> in above figure) has been transmitted to the PHY, the transmitter will
switch its MDIO data signal into tristate (<Z>). One clock cycle later, the PHY starts driving the MDIO data signal to 0
(<0>) and then shifts out its 16 bits of data from the addressed register. After all 16 data bits have been transferred by
the PHY, it again tri-states MDIO.

45.10.4 MDIO Control Registers

The configuration register MDIO_CFG_STATUS is used to set the operation parameters for all MDIO transactions and
must be initialized before any transactions can occur.

The control registers are located at offsets 0700h.

45105 Transaction Types

The MDIO provides two transactions. A read transaction and a write transaction. The transactions contain the PHY
device address and the register address allowing to address up to 32 devices on the bus with up to 32 registers.

The transactions can occur after the MDIO_CFG_STATUS has been initialized.

(1) Read transaction
To read a register from the PHY the following sequence is used:

1. Setup MDIO_COMMAND with the PHY device and register address of interest and set bit 15 to trigger the read
transaction.

2. Wait for transaction complete (inspecting MDIO_CFG_STATUS)
3. Read data from MDIO_DATA

(2) Write Transaction

To write into a PHY register, the following sequence is used:

1. Setup MDIO_COMMAND with the PHY device and register address of interest.
2. Write data into MDIO_DATA. This triggers the write transaction.

3. Wait for transaction complete (inspecting MDIO_CFG_STATUS)
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45.11 DLR Extension Module

45.11.1 Overview

The A5PSW Device Level Ring (DLR) extension offers Beacon frame processing on receive for the two line-ports (0
and 1) of the switch implementation.

The DLR extension module operates between the MAC receive and switch input of a port. Beacon frames are detected
and the frame parameters are interpreted and stored locally for software access.

The switch forwards the beacon frames normally (possibly using cut through if available). Using a static address entry
in the MAC address table allows limiting beacon frame forwarding to the two DLR enabled ports only. This prevents
any beacon traffic sent to the management port or other line ports of the switch avoiding unnecessary processing load.

In addition, a loop filter is inserted into each receive datapath to detect if the incoming frame’s source address equals
the local station MAC address. Such frames are discarded to avoid cycling of frames sent by the local device into the
ring during reconfiguration times. The local node’s MAC address can be configured with the DLR_LOC_MACIo/hi
registers.

Any ring status change for beacon based node implementation is notified to the processor through the interrupt status. It
is possible to read the received beacon frame parameters at any time. Statistics counters are implemented counting
beacon frames processed.

Port O Port 1
TX-MII-RX TX-MII-RX
MAC-0 MAC-1

RX DLR Module RX

DLR frame match

X Loop Filter Loop Filter X

l Beacon Data Extract l

Switch Module

Figure 4.24 Switch with DLR Extension
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45.11.2 Beacon Frame Format

Within a DLR Network, the active ring supervisor transmits beacon frames through both of its Ethernet ports once per
beacon interval (400 microseconds by default). DLR frames are using the frame format of 802.1Q. Frames are
transmitted with highest priority (7). Beacon frames are DLR frames with a length of 64 bytes, excluding the preamble
and the SFD bytes. Beacon frame consists of the following fields:

e Seven bytes preamble

e Start frame delimiter (SFD)

¢ Six bytes Destination MAC address of 01-21-6C-00-00-01
¢ Six bytes Source MAC address
e TPID (0x8100) and VLAN Info
e Ring Ether Type of 0x80E1

¢ Ring Subtype 0x02

¢ Ring protocol version 0x01

e Frame type 0x01

e Source port 0x00

e Source IP address

e Sequence ID

¢ Ring state

e Supervisor precedence

e Beacon interval

e Beacon timeout

¢ Frame check sequence (CRC value)
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Table 4.241 Beacon Frame Format

. | 7 octets PREAMBLE
% 1 octet SFD
% 6 octets DESTINATION ADDRESS
é 6 octets SOURCE ADDRESS
o |2 octets TPID (0x8100)
g 2 octets VLAN info (OXEOOO + VLAN ID)
é 2 octets Ring Ether TYPE (0x80E1)
< g 1 octet Ring Sub Type(0x02)
= 1 octet Ring Protocol Version (0x01)
% 1 octet Frame Type (0x01)
E 1 octet Source Port (0x00)
- 4 octets Source IP Address (0x00 if source has no IP address)
4 octets Sequence ID
1 octet Ring State
1 octet Supervisor precedence
4 octets Beacon Interval
4 octets Beacon Timeout in microseconds
20 octets Reserved
4 octets Frame Check Sequence
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Beacon frames are processed and parameters are stored locally for the software access. The following table shows the

beacon frame fields.

Table 4.242

Beacon Frame Field Definitions

Term

Description

Destination Address

The destination MAC address for the Beacon frame is fixed multicast address of 01-21-6C-00-00-01.

This is an exclusive MAC address used only for Beacon frames. Hence cut-through forwarding could
be used based on this address match.

Source Address

Source MAC address of the supervisor. 48-bit address is stored in two separate registers.

TPID DLR messages contain 2 octets TPID (0x8100) after the source MAC address according to
IEEE 802.1Q.
VLAN info 16-bit information field contains the priority field and the VLAN ID.

VLAN ID is configured at the ring supervisor and received by the ring nodes. The default value for the
VLAN ID is 0 when there is no VLAN ID available. The default VLAN ID does not need to be changed
unless a commercial switch is being used within the ring.

Ring Ether Type

Ether type for DLR frame is OX80E1

Ring Sub Type

Ring Sub type value is always 0x02 for the DLR messages

Ring Protocol Version

Protocol version for the DLR messages

Frame Type

Frame Type value for the Beacon Frame is always 0x01

Source Port

Source port value is always 0x0 for the Beacon frame

Source IP address

IP address of the Supervisor.
The default value for the IP address is 0 when there is no IP address available.

Sequence ID

Sequence identification number of the frame

Ring State

State of the Ring network transmitted by the ring supervisor.

Supervisor precedence

The Ring Supervisor Precedence value contains the user assigned precedence value to the ring
supervisor. When multiple supervisors are enabled, the precedence value enables the user to select a
single supervisor with highest precedence.

The ring supervisor’'s precedence value can be any value within a range 0-255, with numerically
higher values indicating higher precedence.

Beacon Interval

Interval in microsecond at which the ring supervisor sends Beacon frames.

Valid value is in a range between minimum 100 microseconds and maximum 100 milliseconds.
Typical value is 400 microseconds.

Beacon Timeout

Amount of time in microsecond, nodes shall wait before timing out reception of Beacon frames and
taking appropriate action.

Valid value is in a range between minimum 200 microseconds and maximum 500 milliseconds.
Typical value is 1960 microseconds.

Frame Check Sequence

CRC value for the frame
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45.11.3 Ring Node Functional Description

Beacon frames are detected and interpreted by the hardware so that the processor is not burdened with processing the
Beacon frames for ring node implementation. Any ring status change for beacon based node implementation is notified
to the processor through the interrupt status. It is also possible to read the received beacon frame parameters at any time.
Statistics counters are also implemented to view the number of beacon frames processed.

(1) Configuration
Following are the steps to configure the DLR Module:

¢ Enter the Beacon destination address (01-21-6C-00-00-01) into the MAC address table as a static entry having only
bits 0,1 set in the portmask (see also Section 4.5.3.8, Layer 2 Look Up Engine Operational Description).
This ensures beacon frames are forwarded only between the two DLR capable ports within the switch.

¢ Set the Beacon destination address (01-21-6C-00-00-01) within the DLR module to allow its detection (see also
Section 4.5.11.3(2), Beacon Frame Detection):

— Set register DLR_DSTIlo = 0x006¢2101 which is also the reset value.
— Set register DLR_DSThi = 0x0100 which is also the reset value.
e Set the MAC address of the local device which is used by the loop filter.
— Set the first 4 bytes of the MAC address in register DLR_LOC_MACIo.
— Set the last 2 bytes of the MAC address in register DLR_LOC_MACHi.
e Set the DLR Ethernet type value of 80E1h to the register DLR_ETH_TYP which is also the reset value.

e Enable and control the DLR module through the DLR_CONTROL register. It also defines the timer constant (cycles
required to count 1 us) used by the timeout counters.

¢ Configure the destination address for Neighbor_Check xxx and Sign_On messages (01-21-6C-00-00-02) to ensure it
is always forwarded to the management port only and not forwarded between any of the line ports. There are 2
alternatives to achieve this:

— Configure the address into the additional BPDU register MGMT_ADDRO_lo/hi.

— Add it as static address into the address table with the portmask having only the bit of the management port set to
1.

e Any interrupt bit can be enabled/ disabled through the register DLR_IRQ_CONTROL as required by the software.

(2) Beacon Frame Detection

Received frames are inspected by the DLR module only if they match the following rules. Otherwise the frame is
ignored by the DLR module.

e Destination address must match the address provided in DLR_DSTlo/hi registers.
¢ Ethernet type must match the value given in register DLR_ETH_TYP.

If above rules both match, learning of the source address of the frame is suppressed, even if the port has learning
enabled (to avoid the address table is constantly updated with alternating entries for the ring supervisor).

The accepted DLR frame is then forwarded to the beacon frame processing function (within the DLR module), which
inspects the frame payload further to extract beacon information. However, this function accepts a frame only if the
following rule matches:

¢ The DLR payload Frame Type field (3rd byte in payload) must have a value of 0x01.
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If the DLR payload Frame Type is not matching, the frame is ignored by the beacon processing functions. However,
source address learning will still not occur (as it does not depend on payload).

The switch will always process the frame normally (i.e. forwards it between line ports), independent of the DLR module
function inspecting the frame.

(3) Start Up

Upon start up ring node will be in IDLE_STATE and presumes the network in linear topology mode. The current state
of the local ring node and other status bits are stored within the register DLR_STATUS for software access.

Beacon frame received with invalid timer value will be ignored if ignore enabled through the DLR_CONTROL register.
Invalid timeout timer value of the beacon frame will be always stored within the register DLR_INV_TMOUT
irrespective of the ignore enable bit within the DLR_CONTROL register. An interrupt will be generated upon receiving
a Beacon frame with invalid timeout timer value if enabled through DLR_IRQ_CONTROL.

Upon receiving a Beacon frame through either port, the node shall transition to FAULT_STATE, which presumes the
network in ring topology mode. An interrupt will be generated to the processor indicating a need for flushing the MAC
address learning table and a change in state if enabled through the register DLR_IRQ_CONTROL. All ring supervisor
parameters will be saved within register for software access. Following parameters will be saved only during transition
from IDLE_STATE to FAULT_STATE:

e Supervisor’s MAC address and will be stored in the register DLR_SUPR_MACIo and DLR_SUPR_MAChi
e Supervisor’s precedence value will be stored in the register DLR_SUPR_MACHi

¢ VLAN ID will be stored in the register DLR_STATE_VLAN

e Beacon timeout timer value will be stored in the register DLR_BEC_TMOUT

Supervisors IP address is accepted to change at any time. New IP address will always replace the old one and interrupt
will be generated indicating the IP address change if enabled through the DLR_IRQ_CONTROL.

If beacon frame received from a different supervisor with a higher precedence value or higher numeric value for MAC
address with same precedence value, new Beacon frame parameters will replace all the old values. An interrupt will be
generated indicating change of supervisor if enabled through the register DLR_IRQ_CONTROL. Node will stay in
FAULT_STATE.

If beacon frame received from a different supervisor with a lower precedence value or lower numeric value for MAC
address with same precedence value, Beacon frame will be ignored. An interrupt will be generated indicating ignored
beacon frame if enabled through the register DLR_IRQ_CONTROL. Node will stay in FAULT_STATE.

Ring supervisor is not expected to change parameters within the Beacon frame. If parameters need to be changed,
supervisor is expected to stop transmitting Beacon frame for at least two beacon timeout periods before transmitting
beacon frames with new parameters.

If the local node state changes back to IDLE_STATE due to beacon timeout timer expiration on both ports, it will
generate interrupt if enabled through the register DLR_IRQ_CONTROL. Current interrupt status is available for
software access showing beacon timeout timer asserted for both ports, need to flush MAC address learning table and
state change within interrupt status register DLR_IRQ_STAT_ACK.

Upon receiving Beacon frame through both ports and after receiving a beacon frame from active ring supervisor with
ring state field set to RING_NORMAL_STATE on either one of its ports, Local node shall transition to
NORMAL_STATE. Interrupt status bits will show the change in state, need to flush the unicast MAC address learning
table and to stop neighbor check timeout timer when active within the software.
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NOTE

Neighbor check time out timer (100 millisecond) for neighbor check process (see Section 4.6.2, References, (5)) should
be implemented by the software. Software may take advantage of the stop neighbor check timeout timer bit of the
interrupt status register to stop the timer.

(4) Fault Detection
One of several possible events shall cause the ring node to transition from NORMAL_STATE to other states:

¢ Receipt of Beacon frame with state parameter set to RING_FAULT_STATE. Interrupt status will show a change in
node state change and cause an interrupt if enabled

¢ Receipt of Beacon frame with different MAC address and higher precedence than the current active ring supervisor.
In addition to state change, supervisor change bit will be asserted within the interrupt status register.

¢ Loss of beacon frame on both ports for a period specified by the Beacon timeout period will cause the node to
transition to IDLE_STATE. In addition to the state change, Beacon timeout timer expire bits for both ports bit will be
asserted within the interrupt status register.

¢ Loss of Beacon frame on a single port for a period specified by the Beacon timeout period will cause the node to
transition to FAULT_STATE. In addition to the state change, Beacon timeout timer expire bits for corresponding
port bit will be asserted within the interrupt status register.

(5) Error Handling
DLR node module is able to handle several error conditions,

e Beacon frames with CRC error are detected and not interpreted for DLR node implementation and discarded before
entering the switch. Beacon frame parameters are not stored for the error frame. Beacon frames with CRC error are
counted and stored in the DLR statistics register DLR_RX _ERR_STATO0 and DLR_RX_ERR_STAT1 for the port0
and portl respectively.

¢ Valid range for the Beacon frame timeout timer value is between 200 microseconds to 500 milliseconds. Beacon
frame from supervisor with invalid value of the beacon timeout will be ignored for processing (however are still
forwarded normally by the switch) if configured through the DLR_CONTROL register. Beacon frames with invalid
timeout timer are always detected irrespective of the DLR_CONTROL register configuration and invalid timeout
value is stored within the register DLR_INV_TMOUT. An interrupt is also generated if enabled through the register
DLR_IRQ_CONTROL.

(6) Beacon Frame Parameter Extraction

Parameters are transmitted by the Ring Supervisor through Beacon frame and extracted by the node and stored within
read only Registers. There are three types of Beacon frame parameters depending on time of capture and store.

e Typel:
Parameters which are not allowed to change during normal operation. This is done to avoid any unexpected change
during normal operation. Parameters are always extracted and compared for the state machine evaluation but they are
stored only during IDLE state or if the received Beacon frame has higher precedence than previously received
Beacon frame.

® Type2:
Allowed to change at any time. Such parameters are always extracted and stored if the Beacon frame is received from
current Ring supervisor or node is in IDLE state or received Beacon frame has higher precedence than previously
received Beacon frame.
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® Type3:
Always extracted from all Beacon frames on any port and stored within the register. Does not have any dependency
on state or supervisor or precedence. Useful for debugging purpose only.

45.12 Parallel Redundancy Protocol (PRP)

45.12.1 Overview

The switch can be used within a redundant network infrastructure according to IEC 62439-3 Clause 4 (Section 4.6.2,
(6)). The Parallel Redundancy Protocol (PRP) defines a network infrastructure consisting of two fully independent
networks which are operated in parallel between all nodes. No communication occurs between the two networks and
they are installed so that failure of one network does not affect the operation of the other network. Each network by
itself is not aware of its role in a redundant infrastructure and is built from standard Ethernet networking equipment.

Each node that connects to the redundant network infrastructure uses two separate networking interfaces to connect to
both networks at the same time. This is called a Double Attached Node (DAN). All DANSs inject the same frame into
both networks and append a Redundancy Control Trailer (RCT) which allows a receiving node to identify the redundant
frames and only process one of the two frames. Hence if one of the networks experiences a failure the communication is
not interrupted as all data still passes through the redundant network.

The infrastructure is held flexible to allow attachment of existing network components with only a single network
interface (Single Attached Node, SAN) into the network. A SAN cannot benefit from the redundancy and can only
communicate with other DAN or SAN on the same network.

If a SAN should also benefit from the redundant network infrastructure, it can be connected through a so-called
Redundancy Box (RedBox) device which performs the necessary frame duplication functions to all traffic transferred
between the SAN and the redundant networks. From the perspective of the network and all other nodes, a SAN behind a
RedBox acts identical to a DAN and is called a virtual DAN (VDAN).

M WOAN
1
1
1
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1
1
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:
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SAN DAN DAN
Figure 4.25 PRP Network Infrastructure Overview
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45122 A5PSW Function Summary

The A5PSW allows implementing a very flexible device by combining two of its ports to a “PRP Group” to connect to
such a redundant network infrastructure. All traffic to and from the PRP grouped ports will be subject to redundancy
processing like frame duplication, trailer append and duplicate detection.

At the same time, the other ports of the ASPSW can connect to regular SANSs or other local (non redundant) networks
and the switch will perform the function of a RedBox when forwarding traffic between the PRP Group and any other
port. The following figure shows the different roles of the ASPSW within some mixed infrastructure example.

SAN DAN

SAN
A5PSW .
PRP Group Redundancy Functions
-— e = > O — —| . RedBox
Function
Normal Switching Function

SAN

SAN

Network
(non redundant)

SAN

Figure 4.26 A5PSW within PRP Infrastructure

The implementation is held flexible and enables the following functionalities:
¢ Any two ports of the line ports can be grouped for redundancy (one group can exist).

¢ Perform frame duplication and RCT append to frames directed to double attached nodes (DANSs) when transmitting
to the PRP group ports.

¢ Perform duplicate detection on frames received from the redundant networks with optional dropping of duplicates.
¢ Avoid frame duplication and RCT append if the destination is known to be a single attached node (SAN).

¢ The switch forwarding function distinguishes DANs and SANSs fully automatically using its lookup table. A DAN has
both ports of the PRP Group listed as its destination, whereas a SAN only has one of the ports of the PRP Group as
its destination.
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e The learning function is enhanced to automatically detect DANSs when it receives redundant traffic from a node
through the PRP grouped ports.

e Alternatively, management can setup the forwarding table to define DANs and SANS.

e Several options exist to configure trailer append and duplicate detection functionalities with optional automatic
removal of the RCT when forwarding to non redundant ports.

¢ The special local switch management port (internal port) which connects the local node to the network(s) allows to
operate the necessary network monitoring (software) and management services and can act itself as a DAN attached
to the redundant networks.

¢ Transparent RedBox functionality when forwarding traffic between the PRP grouped ports and the other switch ports.
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45.12.3 Switch Forwarding Behavior

(1) Forwarding to Redundant Networks

Due to its flexible architecture and advantage of having a full switch in place, no dedicated redundancy layer exists.
Instead, the existing switch forwarding mechanisms together with the capability to duplicate frames (used e.g. for
broadcast or flooding) is used. When forwarding frames to the PRP grouped ports (as defined in register PRP_GROUP),
the switch provides additional information with the frame to instruct the MAC transmitters to attach the redundancy
trailer as needed. This allows transparent mixing of redundant and non redundant traffic on the networks. For example,
link local traffic like BPDU management frames are forwarded without duplication and without redundancy trailer as
are frames destined to SANs.

The following figure shows the flow of a frame and its respective actions along the path when forwarded from a non
redundant port to the redundant ports. This effectively performs the RedBox functionality.

Destination Source Sequence .
QOutput Trailer
Address Address number
. Queues  Append
Lookup  Lookup retrieval
™>
est.Pods‘f‘ f MAC LanA
RX —>
MAC
(outside group) TX
T e T e e
Number
MAC Sequence
Address Numbers
Table Memory

Figure 4.27 Forwarding to Redundant Ports (RedBox)

This also means that the switch’s output queues are by itself already part of the redundant network infrastructure and
sending of the duplicated frames into the redundant networks may not occur simultaneously. For example, if the queues
of the redundant ports are filled to different levels because e.g. one port is transferring a frame to a SAN. Then the first
of the two duplicates is sent immediately while the 2nd frame will have to wait for completion of the ongoing
transmission at the other port.

To support automatic sequence number generation required to allow duplicate detection at the receiving DAN, the
switch MAC address table is extended with a 2nd memory to store, for each MAC address, the current sequence
number. The sequence number is automatically incremented whenever a frame from such a MAC address is forwarded
from a non redundant port to the redundant ports and experiences duplication with trailer append. If the same source
communicates with a SAN, the sequence number is not retrieved and stays unmodified.
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(2) Receive from Redundant Networks

When receiving traffic from redundant networks optionally, a history memory is used to keep track of received
sequence numbers. If the history memory shows that the same frame has been received from the same source already, it
can be discarded. If it is the first of the two frames, it will be forwarded normally with the option to remove the
redundancy control trailer.
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Address Address  number history
Lookup  Lookup check & drop
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MAC LanA
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Dest.Port * *
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Figure 4.28 Receiving from Redundant Networks

The figure shows an example where the duplicate is dropped in the upper path (from MAC LanA). The sequence
numbers history memory is consulted by every port when it receives frames to identify duplicates. The switch will then
mark the frame for discard and not forward it.

The history memory provides specific atomic functions that guarantee that simultaneous reception of frames will always
generate a consistent dataset in memory that allows a decision to drop one of the redundant frames only.

If sequence numbers are unknown or out of the expected range, the history is capable to manage, duplicates will not be
detected and both frames will be forwarded to the output queue(s). The higher layer protocols therefore will need to be
robust against receiving duplicated frames, as there is no guarantee that duplicates will be dropped. Rather in case of
doubt the forwarding of both frames tries to ensure that no data is lost.
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45124 MAC Address Learning Enhancements

The hardware MAC address table management allows automatic learning of source addresses when receiving frames
(see also Section 4.5.3.8(6), Automatic Learning / Migration). For supporting redundant networks, it is enhanced
to allow the same source address to appear on both redundant ports. That is, when the same MAC address is found in
the source address field of frames received on both redundant ports, the associated port mask of the entry in the table
will contain the same two bits that were defined as a PRP group (register PRP_GROUP).

This causes the switch forwarding to duplicate the frames to both redundant ports when a frame is sent to a node
attached to both redundant networks (DAN). This also ensures that no duplication is performed if the address entry
would not show both bits within its table identifying the remote device as a SAN.

In addition, dynamic entries indicate reception of frames from either of the two ports in the (otherwise unused) bits 51
and 52. The hardware will only set the corresponding bit when receiving frames from the designated LAN A or LAN B
port (as defined by register PRP_GROUP). It is up to the management (software) to deliberately clear those bits as
necessary. This can be used to e.g. verify that traffic from a DAN is received on both ports allowing detection of
network failures in one of the redundant networks.

The following figure shows the enhanced format of dynamic entries when redundancy operation is enabled (see also
Figure 4.14, Address Memory Record Types). The normally unused bits 51 and 52 are used to indicate reception
from the corresponding port of a redundant network.

... 53 52, 51, 50, 49, 48 47 0
Port Bitmask B|A]a]oO MAC Address (48 bits)
52:age B — I— 48: Record valid
51: age A 49: Record type (0 = dynamic)

50: age bit

Figure 4.29 Dynamic Address Table Entry with Redundancy Enhancement

By disabling the learning function (register LK_CTRL), software can control the address table in a static way.
However, it should then still use dynamic entries (i.e. Bit 49 = 0) when adding addresses for DANSs to enable the
automatic updating of Bits 51,52 for network monitoring purposes. The aging and migration functions can be disabled,
hence dynamic entries will not be modified by the hardware except for updating (setting) those two bits of an entry.

CAUTION

The normal age bit (bit 50) is also set always by the hardware independent of the port where the frame was received
from.
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Table 4.243  PRP Support Relevant Registers

Register Notes

PRP_GROUP Defines which two of the line ports should be used to connect to redundant networks. The
management port (internal Port 4 of ASPSW) cannot be assigned.
When the switch forwards frames to the PRP group ports, it automatically performs frame duplication
and appends the redundancy control trailer (RCT). A dedicated memory is used to store the current
sequence number for each known (source) MAC address which is automatically incremented
whenever such node sends frames to the redundant networks requiring duplication and trailer append.
Frame duplication is controlled through the normal MAC address table entries (see Section 4.5.3.7,
Layer 2 Look Up Engine). If an address is inserted into the table, the port bitmask can be set to
contain both ports to identify a DAN. The MAC transmitters use this information to determine if a trailer
should be appended or not. On the other hand, if only one port is listed, frames are forwarded as to
any other port, no duplication occurs and no trailer is appended.

Note) When using ports within a PRP group, the VLAN input and output manipulation function that
relies on the per-VLAN tag mask cannot be used any more.

PRP_CONFIG Enables all redundancy functions and configures when to add redundancy trailer or perform duplicate
detection with automatic removal of the trailer.

PRP_IRQ_CONTROL Allows enabling several interrupts that may be of interest to the management application when
implementing network monitoring functionalities.

RM_ADDR_CTRL Access functions to read and write the history (rx) and sequence number (tx) memory entries for every
MAC address.
The memory has the same number of entries as the MAC lookup table memory (LK_ADDR_CTRL)
allowing to store a sequence number or sequence number history for each individual MAC address.
Which type of information is stored depends on the port(s) associated with a MAC address: If it is
associated with the redundant ports (i.e. it is a source address of a DAN), a history is stored allowing
duplicate detection. If the MAC address is associated with any other port of the switch, a sequence
number is stored which is used when appending the RCT to frames forwarded to a DAN.

Note) The history and sequence number memory is automatically updated and managed by the
switch hardware. The application usually does not modify the entries. It may however decide to
e.g. clear the table or perform modifications during initialization or network reconfiguration
scenarios.

LK_CTRL The lookup function can be used to automatically learn addresses. This includes automatic detection
of DAN and SAN within the redundant networks.
Dynamic entries are enhanced to provide a (new) indication that allows if frames are received from a
node through one or both of the redundant ports.

Alternatively, management can set up the address table if the network configuration is known, or
should be controlled by other measures.

The management (software) then may choose to disable the global learning and aging functions
(LK_CTRL bits 1,2,3) and can use the table management registers (LK_ADDR_CTRL) to add and
remove addresses as needed.

Even if using a static table setup, the entries for DANs and SANs should follow the format of dynamic
entries (see Figure 4.14, Address Memory Record Types) as it allows the hardware to update the
LAN A/B bits. The LAN A/B bits can be cleared by software and will be set by the switch hardware
whenever the corresponding MAC source address is found in a frame received from any of the
redundant ports. This method allows implementing a software controlled aging or additional monitoring
for e.g. detecting faults within one of the networks connecting to a DAN.
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45.13 Integrated HUB Module

45.13.1 Overview

The switch offers an integrated flexible Hub function. The Hub function emulates functionality similar to an
IEEE 802.3 Clause 27 Class 2 repeater connecting multiple half-duplex ports to create a shared network infrastructure.

The basic task of the Hub function is to copy all frames in an immediate (< 460 ns) cut through manner between all
ports. Only one port can receive at any time and data is always copied to all other ports, allowing for half-duplex
operation only. If multiple ports receive simultaneously, a collision occurs resulting in corrupted data.

Hub
Scheduler

Croo Jpo{ e _Joo 1o
. . -> MAC SR <
Switch Engine PHIE::)( PHY
Interfaces
Port 2 |<-> MAC > COY |o»
<+»| Port4d
Port 3 |<-> MAC > >

Figure 4.30 Integrated Hub Function Overview

The switch integrated Hub function allows flexible assignment of any line port to create a so-called Hub Group. The
Hub Group implements a copying layer inserted between MAC and PHY interfaces with the following functionalities:

¢ Copying of data in between all ports of the Hub Group at the PHY interfaces.
e Copying of MAC transmit data from a single MAC of the group to all Hub Group PHY interfaces.

¢ Data received at PHY interfaces is transparently received by the corresponding MAC port (i.e. is not copied to
multiple MAC receivers).

Additional switch functionalities that are available when the hub mode is active:
¢ Optional frame retransmission following collisions (when a MAC transmitted).
e Hub scheduler ensuring at all times only one MAC of the Hub group can transmit.

¢ Additional MAC transmit allowance controllable by application or from received frames (pattern matching).
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45.13.2 Functional Description

The switch can forward (transmit) to the Hub Group with any of the MACs of the Hub Group. When a MAC transmits
into the Hub Group, its data is copied to all PHY interfaces of the group. Data received at any of the Hub Group's PHY
interfaces is received by the switch through the port’s connected MAC layer as normal (i.e. no copying into multiple
MAC receivers occurs).

The switch forwarding is modified to allow only one of the Hub Group’s MACs to transmit at any time. The MACs of
the Hub Group must be configured for half-duplex operation.

(1) Dataflow Example

The following figure shows an example Hub Group configuration consisting of ports 0 and 1.
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Figure 4.31 Integrated Hub Copy Function Examples

(2) Transmit into Hub Group

When a switch port (port 0 in above example) within the Hub Group transmits, its MAC transmit data is copied to all
group’s PHY interfaces simultaneously. Note that any MAC of the group can transmit independently into the group
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(and will be copied to all PHY interfaces). The hub scheduler function within the switch ensures that only one of the
output ports can transmit at any time into the group to avoid collisions.

The ports which do not participate in the Hub Group are fully independent. Their PHY interfaces are directly connected
to the corresponding MAC, bypassing the copy function, and may operate at different rates.

(3) Hub Group Receive

When a PHY within the Hub Group receives data, it is copied to all other PHY interfaces of the group, as well as to the
corresponding MAC (i.e. PHYO0 to MACO, PHY1 to MAC1). The switch forwarding ensures that no frame received at a
port of the Hub Group will be forwarded to the other ports of the Hub group to avoid frame duplication (and causing
loops).

For learning, it means it will learn a MAC address from incoming frames at the port where it was received (same as
normal switch mode). However, forwarding to a MAC learned on any of the Hub ports will still only use the dedicated
(configured) Hub Group’s default port.

4,5.13.3 Hub Specific Forwarding Rules

The switch forwarding decisions, when the Hub Group exists, needs special consideration for frames that are forwarded
between the group and all other ports to avoid frame duplication. As every MAC within the Hub Group will transmit to
all PHY interfaces of the group, frames would be sent multiple times if they are stored in multiple switch output ports
(e.g. due to flooding or broadcast).

The switch forwarding decisions are modified to send frames always to only one MAC within the hub group (the
default group port). When receiving frames from a port of the Hub group, the frame is never forwarded to any other port
within the group (as this is already performed by the hub copy).

The following forwarding rules apply when the Hub is enabled:
¢ |If frame received from within the Hub group
— If isolate mode (HUB_CONFIG.HUB_ISOLATE = 1), set the management port as the only destination.

— Otherwise, normal destination lookup defines the destination (incl. flooding)
and all hub group ports are removed from final destination map.

e |f frame received from the management port
— If destination lookup fails or broadcast or BPDU: allow flooding only to the hub default port.

— If destination lookup successful and a static entry: forward normally (can use static table entries to have full
control to any hub group port, unfiltered!).

— If destination lookup is successful and a dynamic entry:
« If destination is a port of the hub group, forward to hub default port only;
« Otherwise, forward normally (i.e. traffic to non hub ports).

— Forced forwarding is unrestricted (application is responsible not to send to two ports within hub group).
e |f frame received from another port (i.e. non hub group and not from management)
— If destination lookup resolves non hub only, forward normally.

— Otherwise, if destination is inside hub group (either from lookup or flooding),
« If isolate mode: remove all hub group, add management port;
« Otherwise, remove all hub group, add default hub port only.
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The basic concept behind these rules is that all traffic from a port outside the Hub Group is sent only through the output
port of a single MAC (the default hub port) into the hub infrastructure. Hence the other port(s) within the Hub group are
not used for transmitting by default. They are however fully operable and the switch integrated hub scheduler will
ensure that at any time only one of the MACSs within the Hub Group will transmit into the hub infrastructure.

Those unused transmit MACs are available for use by the management port (application), which can use either forced
forwarding or static address table entries to direct traffic to those ports.

For example, the default port would be used for all asynchronous traffic, while the management port can use the
alternate port for all isochronous traffic and the protocol specific frames that require guaranteed response times.

45134 HUB Group Clocking

When use Hub mode, set “RMII half-duplex 100 Mbps REF_CLK output” (RMI1_100M_HALF_RO) mode to
“RGMII/RMII Converter[m] Control register (m = 1..5)".

45.135 PHY Requirement

A PHY that should be used with a port that is intended for use within a Hub Group requires the following functionality
for proper operation when hub mode is active.

1. The PHY, when operating in half-duplex, must not return transmit data to its receive interface.
2. The carrier sense (CRS) signal must assert for any traffic activity (standard behavior).

3. Both (tx and rx) PHY interfaces (including the carrier sense signal) must be synchronous to a common clock
domain (see Section 4.5.13.4, HUB Group Clocking).

4. The PHY must operate in 100 Mbps at all times. Especially, when it has no link, it must be avoided that it would
fall back to operate at 10 Mbps. A misconfigured speed on a port can prevent the hub from becoming operational
hence affecting all ports of the group (see also Section 4.4.191, HUB_STATUS — HUB Status Register).

Note that the first two requirements are general requirements for any PHY that is used for half-duplex operation
attached to any of the switch ports.

45.13.6 Usage Information

e The Hub Group can be enabled at any time, however due to the changing clocking requirements special care on
possible reset sequences and PHY initialization may be needed.

¢ A Hub Group should not use ports used in other grouping modes at the same time (e.g. DLR, PRP grouped ports).

¢ All ports used within the Hub Group must be configured for 100 Mbps and half-duplex operation
(COMMAND_CONFIG_P[n])
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45.14 Receive Pattern Matcher

45.14.1 Functional Description

Every port implements additional receive pattern matchers which allow pattern search within up to 12 bytes following
the frame’s source address field.

The pattern compare starts at the 13th byte of a frame and can inspect up to the 24th byte (not considering
Preamble/SFD). Hence it covers the length/type field of the frame and up to 10 bytes of payload (see also Figure 4.2,
MAC Frame Format Overview for frame formats). For each byte, an individual compare value and bit mask are
available to define individual length patterns.

A pattern defines a compare value (see registers PTRN_CMP*1) and a mask value (see registers PTRN_MSK*?), The
mask value is ANDed with the frame’s data and the result compared with the compare value to determine a match.
Hence all bits that should be treated as not relevant must have a 0 in the mask as well as in the compare value itself.

The pattern matchers can be used in combination with the integrated hub module (see Section 4.5.13, Integrated
HUB Module) to allow triggering a MAC transmission when a specific frame is received. This allows to implement
protocols like where a node’s transmission into the network is controlled by receiving specific frames from a central
master node.

However, its use is not limited to the hub module but can be used for any applications.

Note 1. See Section 4.4.198 to Section 4.4.200.
Note 2. See Section 4.4.201 to Section 4.4.203.

45.14.2 Usage Information
e Up to 8 patterns are available, globally (see registers PTRN_CMP_xx*!, PTRN_MSK_xx*? and PATTERN_SEL*3).

¢ The executed function if a pattern matches a received frame, is configured with the per pattern control register
PATTERN_CTRL][n] (n=0..7).

¢ |f and which pattern(s) is applied to traffic received at a specific port can be configured individually per port with the
port specific RXMATCH_CONFIG[n] register. Multiple patterns can be enabled for a port implementing a logical
OR (i.e. allowing any pattern to match and execute its corresponding function).

e For each pattern, an interrupt can be generated when a match occurs. This is globally per pattern, not per port,
however still requires that a pattern is enabled at any one port at least. The pattern interrupts are enabled with the
module’s specific PTN_IRQ_CONTROL and PTN_IRQ_STAT_ACK registers.

Note 1. See Section 4.4.198 to Section 4.4.200.
Note 2. See Section 4.4.201 to Section 4.4.203.
Note 3. See Section 4.4.197.

RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 351 of 788
Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 4 Advanced 5port Switch (A5SPSW)

45.15 TDMA Operation

45.15.1 Overview

To support network infrastructures that define a time multiplexed access to reserve bandwidth for different traffic
classes, the switch can be configured to operate some or all ports in a TDMA (Time Division Multiple Access) fashion.

Typical usage of such a scheduling is to reserve bandwidth and define times (time slot) for transmitting e.g. real time or
delay sensitive traffic. Other traffic can use the network only at other times. This allows implementation of isochronous
(real time) traffic channels with deterministic delays while sharing the network with other best effort traffic.

Proper operation of such an infrastructure requires that all nodes and switches connected in the network operate with
synchronized clocks (e.g. using IEEE 1588) and agree on the time slot assignments through some network management
protocol.

45152 Output Queue Scheduling

A group of ports (including all) can be assigned for operation in TDMA mode. The output queues of a port can be
assigned freely to different time slots allowing a queue to transmit only within its granted time slot. The assignment of
the time slots occurs periodically hence separating the available bandwidth to different network traffic classes stored in
different priority queues of a port.

The TDMA scheduler allows assignment of 4 time slots within a periodically repeating time interval (cycle interval).
For each time slot an individual set of queues, including none, can be allowed to transmit. Frames received and
classified to a queue will immediately become transmitted as long as the queue has granted transmit time.

If multiple queues are enabled within a time slot, the normal priority resolution between the enabled queues occurs,
serving the highest queue first (strict priority).

Using 4 time slots gives flexibility to allow different queues at different times, or define guard times between slots
where no new transmission is allowed to begin. A guard slot can guarantee that all transmit and receive operations of a
previous slot can finish before the next slot begins.

Note that receive is not restricted in any way when TDMA is active. Frames can arrive completely asynchronously at
the switch but will be stored and sorted into time slots for transmission according to their classification (i.e. priority
resolution).

45153 Scheduling Example

The following figure shows the principle and definitions used when configuring the switch for TDMA operation. The
example shows using two active time slots (duration: Ts—T1 and T2-T3) and two guard slots (duration: T1-T2 and T3—
Ts+1) where no transmission is allowed to begin.

At every start of a cycle (Ts), the offsets for the slots are calculated from the settings T1, T2, T3. Then at all 4 times
(Ts, T1, T2, T3) a different set of Queues is given transmit allowance.

In the example shown in the figure below, queue 3 is enabled from start of cycle (Ts) to T1, and the other queues 0,1,2
are enabled from T2 to T3. None of the queues is enabled during all other times. Hence the frames are scheduled as
follows:

1. Atcycle begin (Ts), frames stored in queue 3 are transmitted (e.g. data created by the local node during the
previous cycle that could not be transmitted). As long as T1 is not reached received frames classified for queue 3
are immediately forwarded (e.g. orange frame 2).

2. Attime T1, no more queues are allowed to transmit. Ongoing transmit and receive operations continue until they
complete (i.e. 1 max. frame time).
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3. Attime T2, the queues 0,1,2 are enabled and due to priority of queue 1 over queue 0 the first frames are sent from
queue 1. Finally, the frame from queue 0 is sent. Note that queue 2 had no data during this cycle but would have
been scheduled before queue 1 otherwise.

4. Attime T3, no more queues are allowed again. Ongoing transmit and receive operations are completing but no
new transmit will begin.

The sequence repeats with queue 3 transmit allowance again when the next cycle begins at time Ts+1. If a queue has no
data to transmit while it is granted time for transmission, the port stays quiet (i.e. reserved bandwidth is unused).

Teycle
Jl A \
[ \l | |
Ts-1 Ts Tsi Ts+2
™ T2 T2 T

>

Transmit Queue 3 2 IE .

Transmit Queues 2,1,0 =] '
Y I ¥ JL Y I . ]

Enable Enable  Enable  Enable

Queue3 none  Queues  none;
21,0

Frame Reception

and classification
Queue 3 [II lII E
Queue 1 m IZI
Queue 0 -

Figure 4.32 TDMA Scheduling Example

The TDMA Periodic Cycle Set register and each Time Offset registers define 4 values: Tcycle defines the periodic
cycle, T1 defines the first offset from cycle start, T2 the second and T3 the last.

For the cycle start and each specified offset, any set of the available queues can be given the right to transmit (and those
queues stay enabled until timer reaches the next offset boundary).
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45.15.4  Startup Sequence

When the application has determined all information for the cycle and slots to use and the system timer has been locked
to some master clock within the network infrastructure (and hence runs precise), it can start the TDMA scheduler.

To start the TDMA scheduler, the application defines the absolute time when to begin with the first cycle setting
register TDMA_START. It then enables the scheduler writing register TDMA_CONFIG (bit0 = 1).

CAUTION

The application must ensure to write the TDMA_CONFIG before the value in TDMA_START can be reached by the
timer. If it would enable the scheduler after the timer has already passed the start value, the scheduler will wait until the
timer wraps around and reaches the value again one full timer period later, which may not be intended.

This will cause the TDMA scheduler to begin its operation as soon as the timer reached the configured start time. While
waiting for the first cycle, a specific set of queues can be enabled with register QUEUES_START including none.

When the first cycle has started, the cycle interrupt occurs if enabled (see Section 4.4.218, TDMA_IRQ_CONTROL
— TDMA Interrupt Control Register)

The TDMA scheduler can be disabled at any time by clearing the TDMA_CONFIG register. This has an immediate
effect and will enable all queues again as for normal operation.

45.155 Usage Information

¢ When using the TDMA scheduler, the strict priority selection scheme must be configured (see Section 4.4.37,
IMC_CONFIG — Input Memory Controller Configuration Register). Other schemes are not allowed and
may give unpredictable results.

e The MAC rate limiter for all TDMA enabled ports must be disabled to avoid delaying transmissions unexpectedly
(see Section 4.4.91, IDLE_SLOPE_P[n] — PORT[n] MAC Traffic Shaper Bandwidth Control (n = 0..4)).

¢ To classify received traffic into corresponding output queues, several methods can be used and combined (see also
Section 4.5.3.5(4), Priority Resolution):

— Classification based on settings per port with register PRIORITY_CFG[n].
— Define mapping of VLAN priorities per port with register VLAN_PRIORITY[n].
— Using the Pattern Matcher to define priority for a matching frame.

As classification occurs at frame reception, all ports of the switch must be configured consistently, not only the
TDMA enabled ports.

¢ The scheduler allows disabling time offsets T2 and T3 to allow implementing only 2 or 3 slots per cycle. Setting T2
to 0 will ignore T2 and T3 meaning the cycle is split into two slots with boundary at T1. Setting T3 to 0 will ignore
T3 meaning the cycle is split into three slots with boundaries at T1, T2. T1 cannot be disabled.
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45.16 Initializing ASPSW

The initializing sequence in this section is a example used for preparation of system environments for using ASPSW

under configuration below.

Refer to “8.3.1 Initializing” in “the RZ/N1D Group, RZ/N1S Group, RZ/N1L Group User’s Manual: System

Introduction, Multiplexing, Electrical and Mechanical Information” for Ethernet initialization.

Switch initialization
START

Y

RZ/N1 Ethernet Protect Permit Write Access
(See Register Description**)

A

Y

A5PSW Control Setting
(See Register Description**) AUTH_PORTO-4 Setting
(See Register Description*?)

A

\ 4

A5PSW Duplex Mode Setting
(See Register Description*?) FRM_LENGTH PO0-4 Setting
(See Register Description*®)

\
SYSCTRL_CONNECT_SWITCH

Y

(See figure RZ/N1 Generic programing

sequence for quasi static clock control - MDIO_CFG_STATUS Setting
Connect*?) (See Register Description*?)

Connect Switch Registers using
PWRCTRL_SWITCH and v

PWRSTAT_SWITCH registers

MGMT_TAG_CONFIG Setting
(See Register Description*?)

PORT_ENA Setting

(See Register Description*®)

\

A RZ/N1 Ethernet Protect Prohibit
Write Access
COMMAND_CONFIG P0-4 Setting (See Register Description*")

(See Register Description*?)

\ 4

Switch initialization
END

Note 2. RZ/N1 User’s Manual: System Introduction, Multiplexing, Electrical and Mechanical Information

Note 1. Section 10, Ethernet Accessory Register

Note 3. Section 4, Advanced 5port Switch (ASPSW)

Figure 4.33 Initializing of ASPSW flowchart
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4.6 Usage notes

46.1 Restriction

e |f Ethernet ports are used as Hub mode, the ports must be configured to “RMII half-duplex 100 Mbps REF_CLK
output” (RMII_100M_HALF_RO) mode by “RGMII/RMII Converter[m] Control register (CONVCTRL[m]) (m =
1..5)”. Because PHYs connected with the Ethernet ports in Hub mode requires common clock supplied as REF_CLK.

¢ To configure the port of ASPSW as half-duplex mode, it is necessary to clear PHY_DUPLEX bit of ASPSW Duplex
Mode register (SWDUPC) and set HD_ENA bit of Port[n] Command Configuration register
(COMMAND_CONFIG_P[n]).

e For initialization of the Learning Table, wait until Clear_Table bit of LK_CTRL register is cleared.

¢ |P Classify table isn’t initialized automatically, therefore it is necessary to initialize all areas by software. Refer to
IP_PRIORITY[n] register description for an access procedure to IP Classify table.

e The PHY, when operating in half-duplex, must not return transmit data to its receive interface.

¢ TDMA scheduler may be stopped after a wrap-around under the specified condition, which the compare value after a
full timer wraps around (modulo) to become less than the timestamp granularity. To avoid this, the configuration of
time slots must consider the following rules. Also, use the Fine correction method for the timestamp:

— Start of operation must be configured with an offset equal or larger the timestamp granularity of
A5PSW_TS_NS_IN[31:0] which comes from GMAC1. ASPSW_TS_NS_IN is related to PTP modulation, and
the timestamp granularity (= increment size) is decided by Sub_Second_Increment register of GMACL. For the
connection of ASPSW_TS_NS_IN, See Section 8.2.2, Selection of clocks for PTP in the RZ/N1D Group, RZ/N1S
Group, RZ/N1L Group User’s Manual: System Introduction, Multiplexing, Electrical and Mechanical
Information.

— All TDMA scheduling time (T1, T2, and T3) must not to eliminate the workaround offset value.

Example)
Timestamp granularity: 20 ns (= Setting value of Sub_Second_Increment register of GMAC1)

Timer modulo: 1s

Workaround offset: 20 ns (> timestamp granularity)

The register values for such set up would be:

TDMA_MODULO = 1,000,000,000 (1 second timer modulo)
TDMA_CYCLE  =20,000,000 (20 ms)

TDMA T1 = 5,000,000 (5 ms)

TDMA T2 = 15,000,000 (15 ms)

TDMA T3 = 18,000,000 (18 ms)

TDMA_START  =100,000,000+20 (100 ms + 20 ns; here the workaround offset is applied)
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¢ Broadcast and flooding packets are forwarded between PRP ports as well.
To avoid it, implement following measures

— Disable packet forwarding to PRP ports by default mask registers
(UCAST/MCAST/BCAST_DEFAULT_MASK)

— Receive a TX packet by CPU through management port, then transmit the packet to PRP port by force forwarding
function

¢ NodeTable function for RedBox is not implemented in this hardware. Please manage the NodeTable by software.
¢ When using ports within a PRP group, the VLAN input and output processing function cannot be used.

¢ When using Hub module, preamble of the frame output from ASPSW is extended compared with input frame (see the
figure below). This is used to indicate the frame transmission to the next devices and to avoid the collision as soon as
possible. From the Ethernet standard point of view, extension of preamble is permitted. However, it is found that
some Ethernet POWERLINK support devices can’t receive the frame with extended preamble. Therefore, do not use
Hub module when supporting Ethernet POWERLINK.

CRS_DV
Input frame
RX_D Preamble SFD DA
Valid ) Data Data
Forwarding Forwarding Forwarding
delay delay delay
TX_EN
Output frame
TX_D Preamble SFD DA
Preamble
extension

Figure 4.34  Timing of Input and Output Frames in Case of Using Hub Module
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e It is prohibited to use PRP Wrong ID LAN-A/-B Count Registers (CntErrWrongLanA and CntErrWrongLanB).
Workaround by software is the following.

1. Mirror the incoming frames on PRP ports to the management port with management tag to know which port
incoming frame comes from, LAN A or LAN B.

2. Host CPU confirms all the frames from management port whether LAN ID is correct or not by SW, and software
counter is incremented if it is incorrect.

In order to reduce CPU load, mirroring frames can be reduced by setting MIRROR_CNT register.
Two options are available dependent on the situation as below, for example,
e Full inspection: For qualification you may want to be fully accurate, and mirror all the frames

e Production: Here sampling 1 out of N frames would be sufficient to detect errors. In this mode
MIRROR_CNT can be set to N to reduce the load on the CPU.

CPU

LAN-A =, Mirroring 1]
H
LAN-B I:E
_J ASPSW | | Normal
forwarding
PRP port Non-PRP port

(ingress mirror target)

Figure 4.35 Frame Forwarding by Mirroring Function

4.6.2 References
(1) RFC 2309; Recommendations on Queue Management and Congestion Avoidance in the Internet; IETF, 1998

(2) IEEE Standard for a Precision Clock Synchronization Protocol for Networked Measurement and Control Systems;
IEEE Std 1588-2008.

(3) IEEE 802.1Qav; Virtual Bridged Local Area Networks, Amendment 12: Forwarding and Queuing Enhancements
for Time Sensitive Streams; 20009.

(4) IEEE 802.1X; Port Based Network Access Control; 2004.
(5) The CIP Networks Library, Volume 2, Ethernet/IP Adaptation of CIP. Edition 1.9, April 2009.

(6) 1EC 62439-3; Industrial communication networks — High availability automation networks — Part 3: Parallel
Redundancy Protocol (PRP) and High availability Seamless Redundancy (HSR); Edition 2.0; 2012 07.
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Section 5 EtherCAT Slave Controller

51 Overview

Typical functions of EtherCAT Slave Controller and supported function are shown below. Regarding the detailed
specification of EtherCAT and EtherCAT Slave Controller (ESC), refer to the documentation (e.g. ETG.1000
EtherCAT Specification) provided by EtherCAT Technology Group (ETG) and the EtherCAT Slave Controller IP Core
(v2.04) datasheet provided by Beckhoff Automation GmbH.

Table 5.1 Typical Functions of EtherCAT Slave Controller and Supported Function (1/3)

Features

Functions

Support

EtherCAT protocol

Handling the following frames:

® Ethernet frames with Ether type 88A4h

® EtherCAT frames encapsulated in UDP/IP
® EtherCAT frames with VLAN Tag

® Normal Ethernet frames

v

Addressing modes

Device addressing

® Auto increment address

® Configured station address
® Broadcast address

Logical addressing

Working counter

Counting the number of read/write from/to the device

EtherCAT command type

Processing the command that master requests slaves to address each addressing

mode

<

Loop control

Loop control and loop state in ESC

Shadow buffer

Shadow buffers function when register is read/written

Circulating frames

Processing of circulating frames during the failure

Link detection

Link Ml signal (PHY link signal)

N RN

MI Link detection and configuration
(monitoring the PHY register via the management interface)

Enhanced link detection
(monitoring the state of transfer by MIl RX error monitor)

FIFO size reduction

RX FIFO size reduction because of reduction of propagation delay

AN

Ethernet physical layer

Mil

<

EBUS

Back-to-Back MII connection

MII management interface

Read/write of the PHY register via MIl management interface

PHY address offset

Manual TX clock shift compensation

Automatic TX clock shift compensation

FMMU

Mapping between logical address and physical address

SyncManager

Buffer mode

Mailbox mode

Interrupt and latch event generation when a buffer was completely and
successfully written or read.

NN EN RN RN RN EN RN RN RN

Repeating mailbox communication

AN

SyncManager deactivation by the PDI

<«
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Table 5.1 Typical Functions of EtherCAT Slave Controller and Supported Function (2/3)

Features

Functions

Support

Distributed clocks

Clock Synchronization considering propagation delay and drift compensation 4

Generation of synchronous output signals (SYNCO and 1 signals) 4

® Cyclic mode

® Single shot mode

® Cyclic acknowledge mode

® Single shot acknowledge mode

Precise time stamping of input events (LATCHO and 1 signals) 4

® Single event mode
® Continuous mode
® SyncManager event mode (for debugging)

Generation of synchronous interrupts

Synchronous digital output updates / Synchronous digital input sampling —

Exclusive control for the SYNC and LATCH signals of the EtherCAT and PDI v

System time control by the PDI

Communication Timing

® Free run

® Synchronized to output event
® Synchronized to SYNC signal

EtherCAT state machine

Control of state machine / Indication of the status and error code 4

Device emulation

SIl EEPROM

Sl EEPROM commands

Sl EEPROM error indication

Sl EEPROM access interface

EEPROM size selection

N RN

EEPROM emulation

Interrupt

AL event request (PDI interrupt)

EtherCAT event request (EtherCAT interrupt)

Watchdog

Process data watchdog

PDI watchdog

Error counters

Port error counters

Forwarded RX error counter

EtherCAT processing unit error counter

PDI error counter

Lost link counter

Watchdog counter process data

Watchdog counter PDI

LED signals

RUN LED signal

ERR LED signal

STATE LED and STATE_RUN LED signals

LINK/ACT LED signals

NIENENEN AN AN EN AN AN AN EN AN ENENEN

Port error LED signal

RUN/ERR LED override

Process data interface (PDI)

Digital I/O

SPI slave

8-bit/16-bit synchronous/asynchronous microcontroller interface —

On-chip bus

General purpose /O
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Table 5.1 Typical Functions of EtherCAT Slave Controller and Supported Function (3/3)

Features Functions Support

v

Write protection Write protection for the register area (0000h to OFFFh)

Write protection for the whole area including the user RAM and process data RAM v
(0000h to 2FFFh)

ESC reset from the master or PDI

ESC reset v

51.1 Block Diagram

HWRTOS GMAC GMAC2
ront Forr

[ oo ] [ wcror ]l

MAC2_RTOS PORT
v i
SWITCH
PORTIN(Portd)

GMAC1

MAC1
PORT

SW_MODE[4:0]

Mux MAC2/RTOS

SW_MODE[4:0]

SERCOS lI Advanced
ETHERCAT Cut-through
Sports SWITCH
SERCOS SeRcos ETHERCAT ETHERCAT ETHERCAT switch swirch SwiTcH switch
PORTB(Port1) PORTC(Port2) PORTA(Port0) PORTB(Port1) PORTC(Port2) PORTD(Port3)
swirch poRTa | [ maczporr
HSR
HSR PORTI Mux HSR
SR T
= HSR PORTI
SW_MODE[4:0] PORTA PORTB INTERLINK i
i l SW_MODE[4:0]
SERCOS PORTA ETHERCAT PORTA HSR PORTA [ swncuponra wspoRt | [ emiercatrorrc | [ swircrorre swircporto | [ wacz poric
Mux GMII/MII3 Mux GMII/MII2
Mux GMII/MIIS / /
GMIl/MIIS PORT GMIl/MII3 PORT GMIl/MII2 PORT
x x
SERCOS PORTB ETHERCAT PORTS. HSR_PORTB SWITCH PORTS i i
SW_MODE[4:0] SW_MODE([4:0]
Mux GMII/MII4.
GMII/MIi4 PORT

RGMI/RMII RGMII/RMIT SW_MODE[4:0] RGMII/RMIT RGMII/RMIT RGMII/RMII
Comverter Converter Converter Converter Converter
(MI1_CONVS) (MII_CONV4) (MII_CONV3) (MII_CONV2) (MI1_CONV1)

[ —— \

Buffer

GPIO48 to GPIOSS GPIO36 to GPIO47 GPI024 0 GPIO35 GPIO12 to GPIO23 GPIOO to GPIO11

Figure 5.1 EtherCAT Slave Connections
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5.1.2 Features
e Up to 3 ports
e Automatic TX Shift
e Enhanced Link Detection
¢ 8 FMMUs
¢ 8 SyncManagers
e 8 KByte Process Data RAM
¢ 64-bit Distributed Clocks
¢ Mapping to global IRQ
e Read/Write Offset
e \Write Protection
e AL Status Code Register
¢ Extended Watchdog
¢ AL Event Mask Register
¢ Watchdog Counter
e SyncManager Event Times
e EPU (EtherCAT Processing Unit) and PDI Error Counter
e Lost Link Counter
e 12C interface for external EEPROM
e RESET slave by EtherCAT master or CPU
e RUN LED
e Extended RUN/ERR LED
¢ PLB v4.6 as PDI (converted to AHB by additional bridge module)
e Interface
- Native mode MlI

- No Native RMII, managed by RMII/RGMII convertor (connected on external pins)
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5.2  Signal Interface

Table 5.2 Signal Interface of the EtherCAT Slave Controller (excluding PHY MiIl pins)

Signal Name | 110 ‘ Description ‘ Active
Clock

ECAT_HCLK | AHB clock

ECAT_CLK100 | 100 MHz for EtherCAT

ECAT_CLK25 | 25 MHz for EtherCAT

Interrupt

ETHCAT_RST _Int (@) ETHERCAT Reset interrupt, level sensitive High
ETHCAT_SYNC_Int[0] (@) ETHERCAT SyncO interrupt, pulse sensitive High
ETHCAT_SYNC _Int[1] (@) ETHERCAT Syncl interrupt, pulse sensitive High
ETHCAT_WDT_lInt (@) ETHERCAT WDT interrupt, pulse sensitive High
ETHCAT_EOF_Int O ETHERCAT EOF interrupt, pulse sensitive High
ETHCAT_SOF_Int (@) ETHERCAT SOF interrupt, pulse sensitive High
ETHCAT _Int (@) ETHERCAT interrupt, level sensitive High
External Signal

CAT_LEDRUN (0] EtherCAT RUN LED port High
CAT_LEDSTER O EtherCAT Dual-color State LED port High
CAT_LEDERR (@) EtherCAT Error LED port High
CAT_LINKACTO O EtherCAT link / Activity LED port (port A) (Port 0 of ESC) High
CAT_LINKACT1 (@) EtherCAT link / Activity LED port (port B) (Port 1 of ESC) High
CAT_LINKACT2 (@) EtherCAT link / Activity LED port (port C) (Port 2 of ESC) High
CAT_SYNCO (@) EtherCAT SYNCO port High
CAT_SYNC1 (@) EtherCAT SYNCL1 port High
CAT_LATCHO | EtherCAT LATCHO port Rise/Fall (Both Edge)
CAT_LATCH1 | EtherCAT LATCHL1 port Rise/Fall (Both Edge)
CAT_MII_LINK]O] | EtherCAT PHY indicating a link (port A) (Port O of ESC) High**
CAT_MII_LINK]1] | EtherCAT PHY indicating a link (port B) (Port 1 of ESC) High*!
CAT_MII_LINK][2] | EtherCAT PHY indicating a link (port C) (Port 2 of ESC) High**
CAT_RESETOUT_N O EtherCAT RESET OUT Low
CAT_I2CCLK (@) EtherCAT EEPROM 12C clock port —
CAT_I2CDATA I/0 EtherCAT EEPROM I2C data port —

Note 1. CAT_MII_LINKJ2:0] active level is controlled by Ethernet PHY Link Mode register.
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5.3 Register Map

Table 5.3 EtherCAT Register Map (1/3)

Address Register Symbol Register Name

4401 0000h TYPE Type register

4401 0001h REVISION Revision register

4401 0002h BUILD Build register

4401 0004h FMMU_NUM FMMUs supported register

4401 0005h SYNC_MANAGER SyncManagers supported register
4401 0006h RAM_SIZE RAM Size register

4401 0007h PORT_DESC Port Descriptor register

4401 0008h FEATURE ESC Features supported register
4401 0010h STATION_ADR Configured Station Address register
4401 0012h STATION_ALIAS Configured Station Alias register
4401 0020h WR_REG_ENABLE Write Register Enable register
4401 0021h WR_REG_PROTECT Write Register Protection register
4401 0030h ESC_WR_ENABLE ESC Write Enable register

4401 0031h ESC_WR_PROTECT ESC Write Protection register
4401 0040h ESC_RESET_ECAT ESC Reset EtherCAT register
4401 0041h ESC_RESET_PDI ESC Reset PDI register

4401 0100h ESC_DL_CONTROL ESC DL Control register

4401 0108h PHYSICAL_RW_OFFSET Physical Read/Write Offset register
4401 0110h ESC_DL_STATUS ESC DL Status register

4401 0120h AL_CONTROL AL Control register

4401 0130h AL_STATUS AL Status register

4401 0134h AL_STATUS_CODE AL Status Code register

4401 0138h RUN_LED_OVERRIDE RUN LED Override register

4401 013%9h ERR_LED_OVERRIDE ERR LED Override register

4401 0140h PDI_CONTROL PDI Control register

4401 0141h ESC_CONFIG ESC Configuration register

4401 0150h PDI_CONFIG PDI Configuration register

4401 0151h SYNC_LATCH_CONFIG SYNC/LATCH PDI Configuration register
4401 0152h EXT_PDI_CONFIG Extended PDI Configuration register
4401 0200h ECAT_EVENT_MASK EtherCAT Event Mask register
4401 0204h AL_EVENT_MASK AL Event Mask register

4401 0210h ECAT_EVENT_REQ EtherCAT Event Request register
4401 0220h AL_EVENT_REQ AL Event Request register

4401 0300h + 2h x n

RX_ERR_COUNTIn] (n = 0..2)

Rx Error Counter [n] register

4401 0308h + 1h x n

FWD_RX_ERR_COUNT[n] (n =0..2) Forwarded Rx Error counter [n] register

4401 030Ch ECAT_PROC_ERR_COUNT EtherCAT Processing Unit Error Counter register
4401 030Dh PDI_ERR_COUNT PDI Error Counter register

4401 0310h + 1h x n LOST_LINK_COUNTI[n] (n =0..2) Lost Link Counter [n] register

4401 0400h WD_DIVIDE Watchdog Divider register

4401 0410h WDT_PDI Watchdog Time PDI register

4401 0420h WDT_DATA Watchdog Time Process Data register

4401 0440h WDS_DATA Watchdog Status Process Data register

4401 0442h WDC_DATA Watchdog Counter Process Data register

4401 0443h WDC_PDI Watchdog Counter PDI register
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Table 5.3 EtherCAT Register Map (2/3)

Address Register Symbol Register Name

4401 0500h EEP_CONF EEPROM Configuration register

4401 0501h EEP_STATE EEPROM PDI Access State register

4401 0502h EEP_CONT_STAT EEPROM Control/Status register

4401 0504h EEP_ADR EEPROM Address register

4401 0508h EEP_DATA EEPROM Data register

4401 0510h MII_CONT_STAT MIlI Management Control/Status register
4401 0512h PHY_ADR PHY Address register

4401 0513h PHY_REG_ADR PHY Register Address register

4401 0514h PHY_DATA PHY Data register

4401 0516h MII_ECAT_ACS_STAT MIlI Management EtherCAT Access State register
4401 0517h MIl_PDI_ACS_STAT MII Management PDI Access State register

4401 0518h + 1h x n PHY_STATUS[n] (n = 0..2)

PHY Port Status [n] register

4401 0600h + 10h x n

FMMU[n]_L_START_ADR (n =0..7)

FMMU Logical Start Address [n] register

4401 0604h + 10h x n FMMU[n]_LEN (n=0..7)

FMMU Length [n] register

4401 0606h + 10h x n

FMMU[n]_L_START_BIT (n=0..7)

FMMU Logical Start bit [n] register

4401 0607h + 10h x n

FMMU[n]_L_STOP_BIT (n =0..7)

FMMU Logical Stop bit [n] register

4401 0608h + 10h x n

FMMU[n]_P_START_ADR (n =0..7)

FMMU Physical Start Address [n] register

4401 060Ah + 10h x n

FMMU[n]_P_START BIT (n=0..7)

FMMU Physical Start bit [n] register

4401 060Bh + 10h x n FMMU[n]_TYPE (n = 0..7)

FMMU Type [n] register

4401 060Ch + 10h x n FMMUIn]_ACT (n=0..7)

FMMU Activate [n] register

4401 0800h + 8h x n

SM[n]_P_START_ADR (n =0..7)

SyncManager Physical Start Address [n] register

4401 0802h +8h x n

SMI[n]_LEN (n =0..7)

SyncManager Length [n] register

4401 0804h + 8h x n

SM[n]_CONTROL (n = 0..7)

SyncManager Control [n] register

4401 0805h + 8h x n

SMIn]_STATUS (n =0..7)

SyncManager Status [n] register

4401 0806h + 8h x n

SM[n]_ACT (n=0..7)

SyncManager Activate [n] register

4401 0807h + 8h x n

SM[n]_PDI_CONT (n=0..7)

SyncManager PDI Control [n] register

4401 0900h DC_RCV_TIME_PORTO Receive Times Port0 register

4401 0904h DC_RCV_TIME_PORT1 Receive Times Portl register

4401 0908h DC_RCV_TIME_PORT2 Receive Times Port2 register

4401 0910h DC_SYS _TIME System Time register

4401 0918h DC_RCV_TIME_UNIT Receive Time EtherCAT Processing Unit register
4401 0920h DC_SYS_TIME_OFFSET System Time Offset register

4401 0928h DC_SYS_TIME_DELAY System Time Delay register

4401 092Ch DC_SYS_TIME_DIFF System Time Difference register

4401 0930h DC_SPEED_COUNT_START Speed Counter Start register

4401 0932h DC_SPEED_COUNT_DIFF Speed Counter Diff register

4401 0934h DC_SYS _TIME_DIFF_FIL_DEPTH System Time Difference Filter Depth register
4401 0935h DC_SPEED_COUNT_FIL_DEPTH Speed Counter Filter Depth register

4401 0980h DC_CYC_CONT Cyclic Unit Control register

4401 0981h DC_ACT Activation register

4401 0982h DC_PULSE_LEN Pulse Length of SyncSignals register

4401 0984h DC_ACT_STAT Activation Status register

4401 098Eh DC_SYNCO_STAT SYNCO Status register

4401 098Fh DC_SYNC1_STAT SYNCL1 Status register

4401 0990h DC_CYC_START_TIME Start Time Cyclic Operation/Next SYNCO Pulse register
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Table 5.3 EtherCAT Register Map (3/3)

Address Register Symbol Register Name

4401 0998h DC_NEXT_SYNC1_PULSE Next SYNC1 Pulse register

4401 09A0h DC_SYNCO_CYC_TIME SYNCO Cycle Time register

4401 09A4h DC_SYNC1_CYC_TIME SYNC1 Cycle Time register

4401 09A8h DC_LATCHO_CONT LatchO Control register

4401 09A%h DC_LATCH1_CONT Latchl1 Control register

4401 09AEh DC_LATCHO_STAT LatchO Status register

4401 09AFh DC_LATCH1_STAT Latchl Status register

4401 09BOh DC_LATCHO_TIME_POS LatchO Time Positive Edge register
4401 09B8h DC_LATCHO_TIME_NEG LatchO Time Negative Edge register
4401 09COh DC_LATCH1_TIME_POS Latchl Time Positive Edge register
4401 09C8h DC_LATCH1_TIME_NEG Latchl Time Negative Edge register
4401 09F0h DC_ECAT_CNG_EV_TIME Buffer Change Event Time register
4401 09F8h DC_PDI_START_EV_TIME PDI Buffer Start Event Time register
4401 09FCh DC_PDI_CNG_EV_TIME PDI Buffer Change Event Time register
4401 OEOOh PRODUCT_ID PRODUCT ID register

4401 OEO8h VENDOR_ID Vendor ID register

Table 5.4 EtherCAT Memory Map

Address Register Symbol Register Name

4401 OF80h to 4401 OFFFh USER_RAM User RAM

4401 1000h to 4401 2FFFh DATA_RAM Process Data RAM
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5.4 Register Description

5.4.1 TYPE — Type Register
This register indicates the type of the EtherCAT slave controller.

Address: 4401 0000h

Bit b7 b6 b5 b4 b3 b2 bl b0

TYPE
Value after reset 1 0 1 0 0 0 0 0
Table 5.5 TYPE Register Contents
Bit Position Bit Name Function R/IW
b7 to b0 TYPE Type of the EtherCAT slave controller R
Accessing from EtherCAT master: Read only
5.4.2 REVISION — Revision Register
This register indicates the revision of the EtherCAT slave controller.
Address: 4401 0001h
Bit b7 b6 b5 b4 b3 b2 bl b0
REV
Value after reset 0 0 0 0 0 0 1 0
Table 5.6 REVISION Register Contents
Bit Position Bit Name Function R/IW
b7 to b0 REV Revision of the EtherCAT slave controller R

Accessing from EtherCAT master: Read only
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5.4.3 BUILD — Build Register

This register indicates the build number of the EtherCAT slave controller.

Address: 4401 0002h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

BUILD
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.7 BUILD Register Contents
Bit Position Bit Name Function R/W
b15 to b0 BUILD Build number of the EtherCAT slave controller R

Accessing from EtherCAT master: Read only

544 FMMU_NUM — FMMUs Supported Register

This register indicates the number of FMMU channels supported in the EtherCAT slave controller.

Address: 4401 0004h

Bit b7 b6 b5 b4 b3 b2 bl b0

NUMFMMU
Value after reset 0 0 0 0 1 0 0 0
Table 5.8 FMMU_NUM Register Contents
Bit Position Bit Name Function R/W
b7 to b0 NUMFMMU Number of FMMU channels supported in the EtherCAT slave controller. R

Accessing from EtherCAT master: Read only

545 SYNC_MANAGER — SyncManagers Supported Register

This register indicates the number of SyncManager channels supported in the EtherCAT slave controller.

Address: 4401 0005h

Bit b7 b6 b5 b4 b3 b2 b1 b0

NUMSYNC
Value after reset 0 0 0 0 1 0 0 0
Table 5.9 SYNC_MANAGER Register Contents
Bit Position Bit Name Function R/W
b7 to b0 NUMSYNC Number of SyncManager channels supported in the EtherCAT slave controller R

Accessing from EtherCAT master: Read only
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5.4.6 RAM_SIZE — RAM Size Register
This register indicates the process data RAM size supported in the EtherCAT slave controller in Kbyte.

Address: 4401 0006h

Bit b7 b6 b5 b4 b3 b2 bl b0

RAMSIZE

Value after reset 0 0 0 0 1 0 0 0

Table 5.10 RAM_SIZE Register Contents

Bit Position Bit Name Function R/W
b7 to b0 RAMSIZE Process data RAM size supported in the EtherCAT slave controller (unit: Kbyte) R

Accessing from EtherCAT master: Read only
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5.4.7 PORT_DESC — Port Descriptor Register

This register indicates the port configuration.

Address: 4401 0007h

Bit b7 b6 b5

b4 b3 b2 bl b0

P3 P2

P1 PO

Value after reset 0 0 1

Table 5.11

PORT_DESC Register Contents

Bit Position Bit Name

Function

R/W

b7, b6 P3

Port 3 configuration: This LSI does not implement port 3.
Fixed to (00b).

00b: Not implemented

01b: Not configured (SIl EEPROM)

10b: EBUS

11b: Ml
Accessing from EtherCAT master: Read only

b5, b4 P2

Port 2 configuration: Fixed to the setting for MIl connection
(11b) in this LSI.

00b: Not implemented

01b: Not configured (SIl EEPROM)

10b: EBUS

11b: Ml
Accessing from EtherCAT master: Read only

b3, b2 P1

Port 1 configuration: Fixed to the setting for MIl connection
(11b) in this LSI.

00b: Not implemented

01b: Not configured (SIl EEPROM)

10b: EBUS

11b: MII
Accessing from EtherCAT master: Read only

b1, b0 PO

Port 0 configuration: Fixed to the setting for MIl connection
(11b) in this LSI.

00b: Not implemented

01b: Not configured (SIl EEPROM)

10b: EBUS

11b: MII
Accessing from EtherCAT master: Read only
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5.4.8

Bit

Value after reset

Table 5.12

Address:

b15 bl4 b13

FEATURE — ESC Features Supported Register

4401 0008h

b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl

b0

DCSYN| g [LINKDE| |

LRW ™7 CMil

DCWID

FSCON RWSUP DC _

FIG

FMMU

X X X

FEATURE Register

X 0 0 0 1 1 1 X X 1 1 X

Contents (1/2)

Bit Position

Bit Name

Function

R/W

b15 to b12

Reserved

When read, the value returned is undefined.

Accessing from EtherCAT master: Read only

b1l

FSCONFIG

Fixed FMMU/SyncManager configuration
0: Variable configuration
1: Fixed configuration
Accessing from EtherCAT master: Read only

b10

RWSUPP

EtherCAT read/write command support (BRW, APRW, FPRW)
0: Supported
1: Not supported

Accessing from EtherCAT master: Read only

b9

LRW

EtherCAT LRW command support
0: Supported
1: Not supported
Accessing from EtherCAT master: Read only

b8

DCSYNC

Enhanced DC SYNC activation
0: Not available
1: Available
Accessing from EtherCAT master: Read only

b7

FCS

Separate handling of FCS errors
0: Not supported

1: Supported. Frames with wrong FCS and additional nibble will be counted
separately in forwarded RX error counter.

Accessing from EtherCAT master: Read only

b6

LINKDECMII

Enhanced link detection in Ml
0: Not available
1: Available
Accessing from EtherCAT master: Read only

b5, b4

Reserved

When read, the value returned is undefined.

Accessing from EtherCAT master: Read only

b3

DCWID

Distributed clocks (width)
0: 32 bits
1: 64 bits
Accessing from EtherCAT master: Read only

b2

DC

Distributed clocks
0: Not available
1: Available
Accessing from EtherCAT master: Read only

bl

Reserved

When read, the value returned is undefined.

Accessing from EtherCAT master: Read only
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Table 5.12 FEATURE Register Contents (2/2)

Bit Position Bit Name Function R/W

b0 FMMU FMMU operation R
0: Bit oriented
1: Byte oriented
Accessing from EtherCAT master: Read only

5.4.9 STATION_ADR — Configured Station Address Register

Address: 4401 0010h

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

NODADDR
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.13 STATION_ADR Register Contents
Bit Position Bit Name Function R/W
b15 to b0 NODADDR Address used for node addressing (FPxx commands) R/W

Accessing from EtherCAT master: Read only

5.4.10 STATION_ALIAS — Configured Station Alias Register

This register indicates the alias address used for node addressing (FPxx commands).

NOTE

The initial value, 0, is retained until the EEPROM is loaded. After that, the value becomes the value at address 0004h in
the EEPROM. This value is only taken over from the EEPROM the first time the EEPROM is loaded after a power on or

reset.

Address: 4401 0012h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

NODALIADDR
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.14 STATION_ALIAS Register Contents
Bit Position Bit Name Function R/W
b15 to b0 NODALIADDR Alias address used for node addressing (FPxx commands). R

The use of this alias is activated by setting bit 24 of the ESC DL Control Register
(ESC_DL_CONTROL at 0100h) to 1.

Accessing from EtherCAT master: R/W
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5411 WR_REG_ENABLE — Write Register Enable Register

This register is used to unlock the write protection temporarily while registers are write protected.

Address: 4401 0020h

Bit b7 b6 b5 b4 b3 b2 bl b0

o o o o o o __ |ENABL
E
Value after reset X X X X X X X 0
Table 5.15 WR_REG_ENABLE Register Contents
Bit Position Bit Name Function R/W
b7 to b1 Reserved When read, the value returned is undefined. When writing to these bits, write O. R

Accessing from EtherCAT master: R/W

b0 ENABLE When registers are currently being protected against writing (bit O is 1 in the write R
register protection register, WR_REG_PROTECT, at 0021h) and freely writing to
registers of the given node is to be permitted, the operation to do so by writing to this
register has to proceed in the same Ethernet frame and preceding the other desired
writing to registers. Write protection will be reactivated once the frame period elapses
(unless the value in the write register protection register is changed).

Accessing from EtherCAT master: R/W

5.4.12 WR_REG_PROTECT — Write Register Protection Register

This register is used to protect registers against writing. The registers in the area 4401 0000h to 4401 OFFFh are write-
protected (except for the WR_REG_ENABLE register (0020h) and ESC_WR_ENABLE register (0030h)).

Address: 4401 0021h

Bit b7 b6 b5 b4 b3 b2 bl b0

o o o o o o __ |PROTE
CcT
Value after reset X X X X X X X 0
Table 5.16 WR_REG_PROTECT Register Contents
Bit Position Bit Name Function R/W
b7 to b1 Reserved When read, the value returned is undefined. When writing to these bits, write 0. R

Accessing from EtherCAT master: Read only

b0 PROTECT Protection of registers against writing R
0: Protection disabled
1: Protection enabled
Accessing from EtherCAT master: R/W
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5.4.13 ESC_WR_ENABLE — ESC Write Enable Register

This register is used to unlock the write protection temporarily while registers and memories are write protected by ESC
write protection.

Address: 4401 0030h

Bit b7 b6 b5 b4 b3 b2 bl b0

_ _ . _ _ . __ |ENABL
E
Value after reset X X X X X X X 0
Table 5.17 ESC_WR_ENABLE Register Contents
Bit Position Bit Name Function R/IW
b7 to bl Reserved When read, the value returned is undefined. When writing to these bits, write 0. R

Accessing from EtherCAT master: Read only

b0 ENABLE When registers are currently being protected against writing by ESC write protection R
(bit 0 is 1 in the ESC write protection register, ESC_WR_PROTECT, at 0031h) and
freely writing to registers of the given node is to be permitted, the operation to do so
by writing to this register has to proceed in the same Ethernet frame and preceding
the other desired writing to registers. Write protection will be reactivated once the
frame period elapses (unless the value in the ESC write protection register is
changed).

Accessing from EtherCAT master: R/W

5.4.14 ESC_WR_PROTECT — ESC Write Protection Register

This register is used to protect registers against writing. Registers and memories in the area 4401 0000h to 4401 2FFFh
including the process data RAM are write protected (except for the WR_REG_ENABLE register (0020h) and
ESC_WR_ENABLE register (0030h)).

Address: 4401 0031h

Bit b7 b6 b5 b4 b3 b2 bl b0

o o _ - _ - __ |PROTE
CT
Value after reset X X X X X X X 0
Table 5.18 ESC_WR_PROTECT Register Contents
Bit Position Bit Name Function R/IW
b7 to bl Reserved When read, the value returned is undefined. When writing to these bits, write 0. R

Accessing from EtherCAT master: Read only

b0 PROTECT Protection of registers and process memories against writing R
0: Protection disabled
1: Protection enabled
Accessing from EtherCAT master: R/W
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5.4.15 ESC_RESET_ECAT — ESC Reset EtherCAT Register

This register is used to reset the EtherCAT slave controller from the EtherCAT (master) by software.

Address: 4401 0040h

Bit b7 b6 b5 b4 b3 b2 bl b0

RESET_ECAT

Value after reset 0 0 0 0 0 0 0 0

Table 5.19 ESC_RESET_ECAT Register Contents

Bit Position Bit Name Function R/W

b7 to b0 RESET_ECAT When written (ESC_RESET_ECAT_W): R
® hit[7:0] RESET_ECAT

A reset is enabled after writing 52h (“R”), 45h (“E”) and 53h (“S”) consecutively to
this register.

Accessing from EtherCAT master: R/W

When read (ESC_RESET_ECAT_R):
® bit[7:2] Reserved
When read, the value returned is undefined. When writing to these bits, write 0.
Accessing from EtherCAT master: Read only
® hit[1:0] RESET_ECAT
Progress of the reset procedure
01b: After writing 52h
10b: After writing 45h (if 52h was written before)
00b: Others
Accessing from EtherCAT master: R/IW
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5.4.16 ESC_RESET_PDI — ESC Reset PDI Register

This register is used to reset the EtherCAT slave controller from the PDI (slave) by software.

Address: 4401 0041h

Bit b7 b6 b5 b4 b3 b2 bl b0

RESET_PDI

Value after reset 0 0 0 0 0 0 0 0

Table 5.20 ESC_RESET_PDI Register Contents

Bit Position Bit Name Function R/W

b7 to b0 RESET_PDI When written (ESC_RESET_PDI_W): R/W
® bit[7:0] RESET_PDI
A reset is enabled after writing 52h (“R”), 45h (“E”) and 53h (“S”) consecutively to
this register.

Accessing from EtherCAT master: Read only

When read (ESC_RESET_PDI_R):
® bit[7:2] Reserved
When read, the value returned is undefined. When writing to these bits, write 0.
Accessing from CPU and EtherCAT master: Read only
® bit[1:0] RESET_PDI
Progress of the reset procedure
01b: After writing 52h
10b: After writing 45h (if 52h was written before)
00b: Others

Accessing from EtherCAT master: Read only
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5.4.17 ESC_DL_CONTROL — ESC DL Control Register
This register is used to control loop in the EtherCAT slave controller and configure the RX FIFO size and station alias.

Changes to loop configurations are delayed until any current reception or transmission of a frame through the port is
completed.

Reducing the size of the RX FIFO depends on all masters and slaves connected to the same network as the EtherCAT
having very precise clock sources. An RX FIFO size of 7 (default) is sufficient if the precision of all clocks is 100 ppm
or better and RX FIFO sizes of 0 to 3 are possible if the precision is 25 ppm or better.

Address: 4401 0100h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

STAALI
— — — — — — — AS — — — — — RXFIFO
Value after reset X X X X X X X 0 X X X X X 1 1 1

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

TEMPU|FWDRU|

LP3 LP2 LP1 LPO — — — — — — SE LE
Value after reset 1 1 0 0 0 0 0 0 X X X X X X 0 1
Table 5.21 ESC_DL_CONTROL Register Contents (1/2)
Bit Position Bit Name Function R/W
b31 to b25 Reserved When read, the value returned is undefined. When writing to these bits, write O. R

Accessing from EtherCAT master: Read only

b24 STAALIAS Station alias R
0: Ignore station alias
1: Alias can be used for all configured address command types (FPRD, FPWR, ...).
Accessing from EtherCAT master: R/W

b23 to b19 Reserved When read, the value returned is undefined. When writing to these bits, write O. R

Accessing from EtherCAT master: Read only

b18 to b16 RXFIFO Set the RX FIFO size. The transfer time can be reduced by reducing the FIFO size. R
0to 3:-40ns
4 to 6: No change
7: Default
Accessing from EtherCAT master: R/W

b15, b14 LP3 Loop port 3 configuration (port 3 is not available on this LSI.) R
00b: Auto
01b: Auto close
10b: Open
11b: Closed
Accessing from EtherCAT master: R/W

b13, b12 LP2 Loop port 2 configuration R
00b: Auto
01b: Auto close
10b: Open
11b: Closed
Accessing from EtherCAT master: R/W
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Table 5.21

ESC_DL_CONTROL Register Contents (2/2)

Bit Position

Bit Name

Function R/W

b11, b10

LP1

Loop port 1 configuration R
00b: Auto
01b: Auto close
10b: Open
11b: Closed
Accessing from EtherCAT master: R/W

b9, b8

LPO

Loop port 0 configuration R
00b: Auto
01b: Auto close
10b: Open
11b: Closed
Accessing from EtherCAT master: R/W

b7 to b2

Reserved

When read, the value returned is undefined. When writing to these bits, write 0. R

Accessing from EtherCAT master: Read only

bl

TEMPUSE

Temporary use of bits 15 to 8 settings R
0: Permanent use
1: Use for about 1 second, then revert to previous settings

Accessing from EtherCAT master: R/W

b0

FWDRULE

Forwarding rule R

0: EtherCAT frames are processed. Non EtherCAT frames are forwarded without
processing.

1: EtherCAT frames are processed. Non EtherCAT frames are destroyed.

The source MAC address is changed for every frame (SOURCE_MACI1] is set
to 1 (locally administered address)) regardless of the forwarding rule.

Accessing from EtherCAT master: R/W
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5.4.18 PHYSICAL_RW_OFFSET — Physical Read/Write Offset Register

This register is used to set the offset between read address and write address in the R/W commands.

Address: 4401 0108h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

RWOFFSET
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.22 PHYSICAL_RW_OFFSET Register Contents
Bit Position Bit Name Function R/W
b15 to b0 RWOFFSET Offset of R/W commands (FPRW, APRW) between read address and write address. R

That is, in the case of reading, RD_ADR = ADR (the given address is read)
In the case of writing, WR_ADR = ADR + R/W offset

(writing is to the address obtained by adding the offset set in this register to the given
address)

Accessing from EtherCAT master: R/W
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5419 ESC_DL_STATUS — ESC DL Status Register

This register indicates the state of the EtherCAT slave controller.

Reading this register from the EtherCAT clears bit 2 of the EtherCAT event request register (ECAT_EVENT_REQ at
0210h).

Address: 4401 0110h

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ENHLIN|PDIWD | PDIOP

COMP3| LP3 |COMP2| LP2 |COMP1l| LP1 |COMPO| LPO |PHYP3|PHYP2|PHYP1|PHYPO| — KD ST E

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 X 1 0 0

Table 5.23 ESC_DL_STATUS Register Contents (1/2)

Bit Position Bit Name Function R/W

b15 COMP3 Communication on port 3 (port 3 is not available on this LSI.) R
0: No stable communication
1: Communication established
Accessing from EtherCAT master: Read only (ack)

b14 LP3 Loop port 3 (port 3 is not available on this LSI.) R
0: Open
1: Closed
Accessing from EtherCAT master: Read only (ack)
b13 COMP2 Communication on port 2 R

0: No stable communication
1: Communication established
Accessing from EtherCAT master: Read only (ack)

b12 LP2 Loop port 2 R
0: Open
1: Closed
Accessing from EtherCAT master: Read only (ack)
bl1 COMP1 Communication on port 1 R

0: No stable communication
1: Communication established
Accessing from EtherCAT master: Read only (ack)

b10 LP1 Loop port 1 R
0: Open
1: Closed
Accessing from EtherCAT master: Read only (ack)
b9 COMPO Communication on port 0 R

0: No stable communication
1: Communication established
Accessing from EtherCAT master: Read only (ack)
b8 LPO Loop port 0 R
0: Open
1: Closed
Accessing from EtherCAT master: Read only (ack)

b7 PHYP3 Physical link on port 3 (port 3 is not available on this LSI.) R
0: No link
1: Link detected
Accessing from EtherCAT master: Read only (ack)
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Table 5.23 ESC_DL_STATUS Register Contents (2/2)

Bit Position Bit Name Function R/W
b6 PHYP2 Physical link on port 2 R
0: No link

1: Link detected
Accessing from EtherCAT master: Read only (ack)
b5 PHYP1 Physical link on port 1 R
0: No link
1: Link detected
Accessing from EtherCAT master: Read only (ack)
b4 PHYPO Physical link on port 0 R
0: No link
1: Link detected
Accessing from EtherCAT master: Read only (ack)

b3 Reserved When read, the value returned is undefined. R

Accessing from EtherCAT master: Read only (ack)

b2 ENHLINKD Enhanced link detection R
0: Deactivated for all ports
1: Activated for at least one port

Note) This bit is set to the value of bit 9 at address 0000h in the EEPROM the first
time the EEPROM is loaded after power is initially supplied or after a reset.

Accessing from EtherCAT master: Read only (ack)

bl PDIWDST PDI watchdog timer status R
0: Timeout of the watchdog timer
1: Watchdog timer reloaded
Accessing from EtherCAT master: Read only (ack)

b0 PDIOPE PDI operation/EEPROM load state R

0: EEPROM not loaded, the PDI not operational (process data RAM is not
accessible)

1: EEPROM loaded correctly, the PDI operational (process data RAM is
accessible)

Accessing from EtherCAT master: Read only (ack)
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5420 AL_CONTROL — AL Control Register
This register is used to change the state transition of the device state machine and to acknowledge error indication.

The PDI has to read the AL control register after the EtherCAT has written it. Otherwise the EtherCAT cannot write
again to the AL control register. Reading the AL control register from the PDI clears bit 0 of the AL event request
register (AL_EVENT_REQ at 0220h).

Address: 4401 0120h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

DEVICE| ERRIN
— — — — — — — — — — D | bACK INISTATE
Value after reset X X X X X X X X X X 0 0 0 0 0 1
Table 5.24 AL_CONTROL Register Contents
Bit Position Bit Name Function R/IW
b15 to b6 Reserved When read, the value returned is undefined. R
Accessing from EtherCAT master: R (/W)
b5 DEVICEID Device ID request R
0: No request (clear)
1: Request
Accessing from EtherCAT master: R (/W)
b4 ERRINDACK Error indication acknowledge (response) R
0: Error Indication in AL status register is not acknowledged. (clear)
1: Error Indication in AL status register is acknowledged.
Accessing from EtherCAT master: R (/W)
b3 to b0 INISTATE Change the state transition of the device state machine. R
1: Initial state request (clear)
3: Bootstrap state request
2: Pre-operational state request
4: Safe-operational state request
8: Operational state request
Accessing from EtherCAT master: R (/W)
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5421 AL_STATUS — AL Status Register

This register indicates the state of slave application.

Reading this register from the EtherCAT master clears bit 3 of the EtherCAT event request register

(ECAT_EVENT_REQ at 0210h).

Address: 4401 0130h

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6

b5 b4 b3 b2 bl b0

— — — — — — — — — — DEl\gCE ERR ACTSTATE
Value after reset X X X X X X X X X X 0 0 0 0 0 1
Table 5.25 AL_STATUS Register Contents
Bit Position Bit Name Function R/W
b15 to b6 Reserved When read, the value returned is undefined. When writing to these bits, write 0. R/W
Accessing from EtherCAT master: Read only (ack)
b5 DEVICEID Status of loading device ID R/W
0: Loading device ID failure
1: Loading device ID success
Accessing from EtherCAT master: Read only (ack)
b4 ERR Error indicator R/W
0: The device is in the state as requested or flag was cleared by command.
1: The device has not entered the requested state or the state was changed as a
result of local action.
Accessing from EtherCAT master: Read only (ack)
b3 to b0 ACTSTATE Actual state of the device state machine R/W
1: Initial state
3: Request bootstrap state
2: Pre-operational state
4: Safe-operational state
8: Operational state
Accessing from EtherCAT master: Read only (ack)
5.4.22 AL_STATUS_CODE — AL Status Code Register
This register indicates an error code from slave application.
Address: 4401 0134h
Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
STATUSCODE
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.26 AL_STATUS_CODE Register Contents
Bit Position Bit Name Function R/W
b15 to b0 STATUSCODE AL status code R/W

Accessing from EtherCAT master: R
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5.4.23

RUN_LED OVERRIDE — RUN LED Override Register
This register is used to override control of the RUN LED pin.

Changing the value of the AL status register to an appropriate value will clear bit 4 (override enable).

Normally RUN LED is controlled by the AL status register (AL_STATUS at 0130h) automatically. It is not necessary
to override RUN LED in order to indicate the state of a general state machine.

For example, this register can be used to run special lighting patterns that indicate the positions of specific slaves.

Address: 4401 0138h
Bit b7 b6 b5 b4 b3 b2 bl b0
OVERR
— — — |iDEEN LEDCODE
Value after reset X X X 0 0 0 0 0
Table 5.27 RUN_LED_OVERRIDE Register Contents
Bit Position Bit Name Function R/W
b7 to b5 Reserved When read, the value returned is undefined. When writing to these bits, write 0. R
Accessing from EtherCAT master: R/W
b4 OVERRIDEEN Override enable R/W
0: Override disabled
1: Override enabled
Accessing from EtherCAT master: R/W
b3 to b0 LEDCODE LED code R/W
Oh: Off
1h — Ch: Flash 1x — 12x
Dh: Blinking
Eh: Flickering
Fh: On

Accessing from EtherCAT master: R/W

RO1UHO753EJ0130 Rev.1.30
Dec 29, 2021

RENESAS

Page 384 of 788



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group

Section 5 EtherCAT Slave Controller

5.4.24 ERR_LED_OVERRIDE — ERR LED Override Register

This register is used to override control of the error LED pin.

Bit 4 (override enable) will be cleared if a new error occurs.

The ESC automatically controls an error LED under the conditions below. Regarding other errors, the error LED should

be controlled by application using this register.
e Sl EEPROM load error

¢ PDI watchdog timeout

Address: 4401 013%h

Bit b7 b6 b5 b4 b3 b2 bl

OVERR
_ — — IDEEN LEDCODE
Value after reset X X X 0 0 0 0

Table 5.28 ERR_LED_OVERRIDE Register Contents

Bit Position Bit Name Function

R/IW

b7 to b5 Reserved When read, the value returned is undefined. When writing to these bits, write 0. R

Accessing from EtherCAT master: R/W

b4 OVERRIDEEN Override enable
0: Override disabled
1: Override enabled

Accessing from EtherCAT master: R/W

R/IW

b3 to b0 LEDCODE LED code
Oh: Off

1h to Ch: Flash 1x to 12x

Dh: Blinking
Eh: Flickering
Fh: On

Accessing from EtherCAT master: R/W

R/IW
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5.4.25 PDI_CONTROL — PDI Control Register
This register indicates the type of PDI.

Address: 4401 0140h

Bit b7 b6 b5 b4 b3 b2 bl b0

PDI

Value after reset 1 0 0 0 0 0 0 0

Table 5.29 PDI_CONTROL Register Contents

Bit Position Bit Name Function R/W

b7 to b0 PDI Process data interface. In this LSI, the below value is indicated. R
80h: On-chip bus

Accessing from EtherCAT master: Read only
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5.4.26 ESC_CONFIG — ESC Configuration Register

This register indicates configuration of the EtherCAT slave controller.

Address: 4401 0141h

Bit b7 b6 b5 b4 b3 b2 bl b0

DCLAT |DCSYN[ENLALLDEVEM

ENLP3|[ENLP2|ENLP1|ENLPO CH c p U

Value after reset 0 0 0 0 1 1 0 0

Table 5.30 ESC_CONFIG Register Contents

Bit Position Bit Name Function R/W

b7 ENLP3 Sets enhanced link detection for port 3 (port 3 is not available on this LSI). R
0: Disabled (if bit 9 of address 0 in the EEPROM = 0)
1: Enabled
Accessing from EtherCAT master: Read only

b6 ENLP2 Sets enhanced link detection for port 2. R
0: Disabled (if bit 9 of address 0 in the EEPROM = 0)
1: Enabled
Accessing from EtherCAT master: Read only

b5 ENLP1 Sets enhanced link detection for port 1. R
0: Disabled (if bit 9 of address 0 in the EEPROM = 0)
1: Enabled
Accessing from EtherCAT master: Read only

b4 ENLPO Sets enhanced link detection for port 0. R
0: Disabled (if bit 9 of address 0 in the EEPROM = 0)
1: Enabled
Accessing from EtherCAT master: Read only

b3 DCLATCH Sets the latch input unit for distributed clocks (fixed to 1 in this LSI). R
0: Disabled (power saving)
1: Enabled
Accessing from EtherCAT master: Read only

b2 DCSYNC Sets the SYNC output unit for distributed clocks (fixed to 1 in this LSI). R
0: Disabled (power saving)
1: Enabled
Accessing from EtherCAT master: Read only

bl ENLALLP Sets enhanced link detection for all ports. R
0: Disabled (if bits 15 to 12 of address 0 in the EEPROM = 0)
1: Enabled at all ports
Accessing from EtherCAT master: Read only

b0 DEVEMU Device emulation (control of AL status) R
0: The AL status register has to be set by the PDI.
1: The AL status register will be set to a value written to the AL control register.
Accessing from EtherCAT master: Read only
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5.4.27 PDI_CONFIG — PDI Configuration Register

This register indicates configuration of the PDI.

Address: 4401 0150h

Bit b7 b6 b5 b4 b3 b2 bl b0

ONCHIPBUS ONCHIPBUSCLK

Value after reset 0 1 0 0 0 1 0 1

Table 5.31 PDI_CONFIG Register Contents

Bit Position Bit Name Function R/W

b7 to b5 ONCHIPBUS Indicate the type of on-chip bus. In this LSI, the value is always 010b. R

Accessing from EtherCAT master: Read only

b4 to b0 ONCHIPBUSCLK Indicate the frequency of the on-chip bus clock. In this LSI, the value is always 5 R
(corresponding to 125 MHz).

Accessing from EtherCAT master: Read only
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5.4.28 SYNC_LATCH_CONFIG — SYNC/LATCH PDI Configuration Register

This register indicates the configuration of SYNC output and LATCH input.

Bit

Value after reset

Table 5.32

Address: 4401 0151h
b7 b6 b5 b4 b3 b2 b1l b0
SYNC1|SYNCL SYNCO|SYNCL
MAP | ATL SYNC10UT MAP | ATO SYNCOOUT
1 1 0 1 1 1 0

SYNC_LATCH_CONFIG Register Contents

Bit Position

Bit Name

Function

R/IW

b7

SYNC1MAP

Indicates enabling or disabling of mapping of the SYNC1 state to bit3 of the AL event
request register (AL_EVENT_REQ at 0220h). This is always enabled in this LSI, so
the value indicated is always 1(enabled).

0: Disabled
1: Enabled
Accessing from EtherCAT master: Read only

b6

SYNCLAT1

Indicates the SYNC1/LATCH1 configuration. In this LSI, the value is always 1.

Latch input is available, though the value indicates SYNC output. Use the 10
Multiplexing function in order to switch SYNC output to LATCH input and vice versa.

0: LATCH1 input
1: SYNC1 output
Accessing from EtherCAT master: Read only

b5, b4

SYNC10UT

Indicate the SYNC1 output driver/polarity. In this LSI, the value is always 10b
(push-pull active high).

Accessing from EtherCAT master: Read only

b3

SYNCOMAP

Indicates enabling or disabling of mapping of the SYNCO state to bit2 of the AL event
request register (AL_EVENT_REQ at 0220h). This is always enabled in this LSI, so
the value indicated is always 1(enabled).

0: Disabled
1: Enabled
Accessing from EtherCAT master: Read only

b2

SYNCLATO

Indicates the SYNCO/LATCHO configuration. In this LSI, the value is always 1.

Latch input is available, though the value indicates SYNC output. Use the 10
Multiplexing function in order to switch SYNC output to LATCH input and vice versa.

0: LATCHO input
1: SYNCO output
Accessing from EtherCAT master: Read only

b1, b0

SYNCOOUT

Indicate the SYNCO output driver/polarity. In this LSI, the value is always 10b
(push-pull active high).

Accessing from EtherCAT master: Read only
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5.4.29 EXT_PDI_CONFIG — Extended PDI Configuration Register

This register indicates configuration of the PDI.

Address: 4401 0152h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

— — — — — — — — — — — — — — | DATABUSWID
Value after reset X X X X X X X X X X X X X X 0 0
Table 5.33 EXT_PDI_CONFIG Register Contents
Bit Position Bit Name Function R/W
b15 to b2 Reserved When read, the value returned is undefined. R
Accessing from EtherCAT master: Read only
b1, b0 DATABUSWID Indicate the data bus width of the PDI. In this LSI, the value is always 0 (4 bytes). R
00b: 4 bytes
01b: 1 byte
10b: 2 bytes

11b: Reserved
Accessing from EtherCAT master: Read only

5.4.30 ECAT_EVENT_MASK — EtherCAT Event Mask Register

The EtherCAT event request (EtherCAT interrupt) is used to transmit the slave event to the EtherCAT master. This
register is used to set mask to each event of the EtherCAT event request register (ECAT_EVENT_REQ at 0210h). The
logical AND of each effective bit in the EtherCAT event request register and the corresponding bit of this register is
taken and the result produces the interrupt signal.

Address: 4401 0200h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ECATEVMASK
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.34 ECAT_EVENT_MASK Register Contents
Bit Position Bit Name Function R/IW
b15 to b0 ECATEVMASK 0: The corresponding bit of the EtherCAT event request register R

(ECAT_EVENT_REQ at 0210h) is not mapped.
1: The corresponding bit of the EtherCAT event request register is mapped.
Accessing from EtherCAT master: R/W
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5.4.31 AL_EVENT _MASK — AL Event Mask Register

The AL event request (PDI interrupt) is used to transmit the ESC interrupt to the slave application. This register is used
to set mask to each event of the AL event request register (AL_EVENT_REQ at 0220h). The logical AND of each
effective bit in the AL event request register and the corresponding bit of this register is taken and the result produces

the interrupt signal.

Address: 4401 0204h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ALEVMASK

Value after reset 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ALEVMASK
Value after reset 1 1 1 1 1 1 1 1 0 0 0 0 1 1 1 1
Table 5.35 AL_EVENT_MASK Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ALEVMASK 0: The corresponding bit of the AL event request register (AL_EVENT_REQ at R/W

0220h) is not mapped.
1: The corresponding bit of the AL event request register is mapped.
Accessing from EtherCAT master: Read only
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5.4.32

ECAT_EVENT_REQ — EtherCAT Event Request Register
This register indicates the source of EtherCAT event requests (EtherCAT interrupts).

Address: 4401 0210h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7

b6 b5 b4 b3 b2 bl

SMSTA|SMSTA|SMSTA

b0
7 6 5

SMSTA|SMSTA|SMSTA|SMSTA|SMSTA DCLAT
4 3 > 1 0 ALSTA|DLSTA CH
0 0 0 0 0 0

Value after reset X

X X X 0

0 0

Table 5.36 ECAT_EVENT_REQ Register Contents (1/2)

Bit Position Bit Name Function
b15to bl2 Reserved

R/W
When read, the value returned is undefined.

b1l

Accessing from EtherCAT master: Read only
SMSTA7

Mirror value of SyncManager 7 status

0: No Sync channel 7 event

1: Sync channel 7 event pending
Accessing from EtherCAT master: Read only

b10 SMSTAG

Mirror value of SyncManager 6 status
0: No Sync channel 6 event
1: Sync channel 6 event pending
Accessing from EtherCAT master: Read only
b9

SMSTA5 Mirror value of SyncManager 5 status

0: No Sync channel 5 event

1: Sync channel 5 event pending
Accessing from EtherCAT master: Read only

b8 SMSTA4

Mirror value of SyncManager 4 status
0: No Sync channel 4 event
1: Sync channel 4 event pending
Accessing from EtherCAT master: Read only
b7 SMSTA3 Mirror value of SyncManager 3 status
0: No Sync channel 3 event
1: Sync channel 3 event pending
Accessing from EtherCAT master: Read only

b6 SMSTA2

Mirror value of SyncManager 2 status

0: No Sync channel 2 event

1: Sync channel 2 event pending
Accessing from EtherCAT master: Read only

b5 SMSTA1

Mirror value of SyncManager 1 status
0: No Sync channel 1 event
1: Sync channel 1 event pending
Accessing from EtherCAT master: Read only
b4

SMSTAO Mirror value of SyncManager 0 status
0: No Sync channel 0 event
1: Sync channel 0 event pending
Accessing from EtherCAT master: Read only
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Table 5.36 ECAT_EVENT_REQ Register Contents (2/2)

Bit Position Bit Name Function R/W

b3 ALSTA AL status event R
0: No change in AL status
1: AL status change

This bit is cleared by reading out the AL status register (AL_STATUS at 0130h or
0131h) from the EtherCAT.

Accessing from EtherCAT master: Read only

b2 DLSTA DL status event R
0: No change in DL status
1: DL status change

This bit is cleared by reading out the DL status register (ESC_DL_STATUS at 0110h
or 0111h) from the EtherCAT.

Accessing from EtherCAT master: Read only

bl Reserved When read, the value returned is undefined. R

Accessing from EtherCAT master: Read only

b0 DCLATCH DC latch event R
0: No change on DC latch Inputs
1: At least one change on DC latch Inputs

This bit is cleared by reading DC latch event times from the EtherCAT master for
EtherCAT controlled latch units, so the latch 0 and 1 status registers
(DC_LATCHO_STAT and DC_LATCH1_STAT at 09AEh and 09AFh) indicate no
event.

Accessing from EtherCAT master: Read only
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5.4.33 AL_EVENT REQ — AL Event Request Register

This register indicates the source of AL event requests (PDI interrupts).

Address: 4401 0220h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset X X X X X X X X X X X X X X X X

Bit  bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

SMINT7|SMINTG6[SMINT5[SMINT4[SMINT3[SMINT2[SMINTLSMINTO, — |WDPD| — SYNCAIDCSYNDESYN| DCLATIALCTR

CT |C1STA|COSTA| CH L

Value after reset 0 0 0 0 0 0 0 0 X 0 X 0 0 0 0 0

Table 5.37 AL_EVENT_REQ Register Contents (1/2)

Bit Position Bit Name Function R/W

b31 to b16 Reserved When read, the value returned is undefined. R

Accessing from EtherCAT master: Read only

b15 SMINT?7 SyncManager 7 interrupt (bit 0 or 1 of the SyncManager status 7 register (083Dh)) R
0: No SyncManager 7 interrupt
1: SyncManager 7 interrupt pending
Accessing from EtherCAT master: Read only

bl4 SMINT6 SyncManager 6 interrupt (bit 0 or 1 of the SyncManager status 6 register (0835h)) R
0: No SyncManager 6 interrupt
1: SyncManager 6 interrupt pending
Accessing from EtherCAT master: Read only

b13 SMINT5 SyncManager 5 interrupt (bit 0 or 1 of the SyncManager status 5 register (082Dh)) R
0: No SyncManager 5 interrupt
1: SyncManager 5 interrupt pending
Accessing from EtherCAT master: Read only

b12 SMINT4 SyncManager 4 interrupt (bit 0 or 1 of the SyncManager status 4 register (0825h)) R
0: No SyncManager 4 interrupt
1: SyncManager 4 interrupt pending
Accessing from EtherCAT master: Read only

bl1 SMINT3 SyncManager 3 interrupt (bit 0 or 1 of the SyncManager status 3 register (081Dh)) R
0: No SyncManager 3 interrupt
1: SyncManager 3 interrupt pending
Accessing from EtherCAT master: Read only

b10 SMINT2 SyncManager 2 interrupt (bit 0 or 1 of the SyncManager status 2 register (0815h)) R
0: No SyncManager 2 interrupt
1: SyncManager 2 interrupt pending
Accessing from EtherCAT master: Read only

b9 SMINT1 SyncManager 1 interrupt (bit 0 or 1 of the SyncManager status 1 register (080Dh)) R
0: No SyncManager 1 interrupt
1: SyncManager 1 interrupt pending
Accessing from EtherCAT master: Read only

Py

b8 SMINTO SyncManager 0 interrupt (bit 0 or 1 of the SyncManager status 0 register (0805h))
0: No SyncManager 0 interrupt
1: SyncManager O interrupt pending
Accessing from EtherCAT master: Read only

RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 394 of 788
Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group

Section 5 EtherCAT Slave Controller

Table 5.37

AL_EVENT_REQ Register Contents (2/2)

Bit Position

Bit Name

Function R/W

b7

Reserved

When read, the value returned is undefined. R

Accessing from EtherCAT master: Read only

b6

WDPD

Watchdog process data R
0: Valid
1: Timeout

This bit is cleared by reading the watchdog status process data register (WDS_DATA
at 0440h) from the PDI.

Accessing from EtherCAT master: Read only

b5

Reserved

When read, the value returned is undefined. R

Accessing from EtherCAT master: Read only

b4

SYNCACT

Change of the SyncManager activate [n] register (SM[n]_ACT at 0806h + 8h*n) R
0: No change in any SyncManager
1: At least one SyncManager changed

This bit is cleared by reading SyncManager activate [n] registers from the PDI.

Accessing from EtherCAT master: Read only

b3

DCSYNCI1STA

State of DC SYNC1 R

This bit is cleared by reading the SYNCL1 status register (DC_SYNC1_STAT at 098Fh)
from the PDI.

Accessing from EtherCAT master: Read only

b2

DCSYNCOSTA

State of DC SYNCO R

This bit is cleared by reading the SYNCO status register (DC_SYNCO_STAT at 098Eh)
from the PDI.

Accessing from EtherCAT master: Read only

bl

DCLATCH

DC latch event R
0: No change on DC latch Inputs
1: At least one change on DC latch inputs

This bit is cleared by reading DC latch event times from the PDI for PDI controlled
latch units, so the latch 0 and 1 status registers (DC_LATCHO_STAT and
DC_LATCH1_STAT at 09AEh and 09AFh) indicate no event.

Accessing from EtherCAT master: Read only

b0

ALCTRL

AL control event R
0: No change in the AL control register
1: The AL control register has been written.

This bit is cleared by reading the AL control register (AL_CONTROL at 0120h or
0121h) from the PDI.

Accessing from EtherCAT master: Read only
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5.4.34 RX_ERR_COUNT[n] — Rx Error Counter [n] Register (n =0..2)
This register counts RX frame errors.
(Port0 of ESC — PortA, Portl of ESC — PortB, Port2 of ESC — PortC)

Address: 4401 0300h + 2h x n

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

RXERRCNT INVFRMCNT

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 5.38 RX_ERR_COUNTIn] Register Contents

Bit Position Bit Name Function R/IW

b15 to b8 RXERRCNT Counter value of RX errors for port[n] R
Counting is stopped when FFh is reached. The number of RX errors of Mll interface is
counted.

These bits are cleared if one of the RX error counters (RX_ERR_COUNTIn],
FWD_RX_ERR_COUNTI[n]) is written.

Accessing from EtherCAT master: R/W (clear)

b7 to b0 INVFRMCNT Counter value of invalid frames for port[n] R
Counting is stopped when FFh is reached.

These bits are cleared if one of the RX error counters (RX_ERR_COUNTIn],
FWD_RX_ERR_COUNT[n]) is written.

Accessing from EtherCAT master: R/W (clear)

RO1UHO0753EJ0130 Rev.1.30 RENESAS Page 396 of 788
Dec 29, 2021



RZ/N1D Group, RZ/N1S Group, RZ/N1L Group Section 5 EtherCAT Slave Controller

5435 FWD_RX_ERR_COUNT[n] — Forwarded Rx Error Counter [n] Register
(n=0.2)
This register counts forwarded RX frame errors.

(Port0 of ESC — PortA, Portl of ESC — PortB, Port2 of ESC — PortC)

Address: 4401 0308h + 1h x n

Bit b7 b6 b5 b4 b3 b2 bl b0

FWDERRCNT

Value after reset 0 0 0 0 0 0 0 0

Table 5.39 FWD_RX_ERR_COUNT[n] Register Contents

Bit Position Bit Name Function R/W

b7 to b0 FWDERRCNT Counter value of forwarded RX error frames for port[n]
Counting is stopped when FFh is reached.
These bits are cleared if one of the RX error counters (RX_ERR_COUNT][n],
FWD_RX_ERR_COUNT[n]) is written.

Accessing from EtherCAT master: R/W (clear)

5436 ECAT_PROC_ERR_COUNT — EtherCAT Processing Unit Error Counter
Register
This register counts frame errors passing the EtherCAT processing unit.

Address: 4401 030Ch

Bit b7 b6 b5 b4 b3 b2 bl b0

EPUERRCNT
Value after reset 0 0 0 0 0 0 0 0
Table 5.40 ECAT_PROC_ERR_COUNT Register Contents
Bit Position Bit Name Function R/W
b7 to b0 EPUERRCNT EtherCAT processing unit error counter value R

Counting is stopped when FFh is reached.
This register counts errors of frames passing the processing unit.
Writing to this register clears it.

Accessing from EtherCAT master: R/W (clear)
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5.4.37 PDI_ERR_COUNT — PDI Error Counter Register

This register counts PDI access errors.

Address: 4401 030Dh

Bit b7 b6 b5 b4 b3 b2 bl b0

PDIERRCNT

Value after reset 0 0 0 0 0 0 0 0

Table 5.41 PDI_ERR_COUNT Register Contents

Bit Position Bit Name Function R/W

b7 to b0 PDIERRCNT PDI error counter value R
Counting is stopped when FFh is reached. Counting starts when an interface error
occurs due to access to the PDI.

Writing to this register clears it.

Accessing from EtherCAT master: R/W (clear)

5.4.38 LOST_LINK_COUNT[n] — Lost Link Counter [n] Register (n =0..2)
This register counts lost links at port [n].
(Port0 — PortA, Portl — PortB, Port2 — PortC)

Address: 4401 0310h + 1h x n

Bit b7 b6 b5 b4 b3 b2 b1l b0

LOSTLINKCNT

Value after reset 0 0 0 0 0 0 0 0

Table 5.42 LOST_LINK_COUNTI[n] Register Contents

Bit Position Bit Name Function R/W
b7 to b0 LOSTLINKCNT Lost link counter value for port [n]. R
Counting is stopped when FFh is reached.
Counting starts only when port loop is Auto or Auto-Close.
Only lost links at open ports are counted.
Writing to one of the lost link counter registers clears it.

Accessing from EtherCAT master: R/W (clear)
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5.4.39 WD_DIVIDE — Watchdog Divider Register

This register is used to set the ratio for dividing 25 MHz to obtain the basic period for incrementing the watchdog timer.

Address: 4401 0400h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

WDDIV
Value after reset 0 0 0 0 1 0 0 1 1 1 0 0 0 0 1 0
Table 5.43 WD_DIVIDE Register Contents
Bit Position Bit Name Function R/W
b15 to b0 WDDIV Set the frequency divisor of the clock to drive counting by the watchdog timer in units R

of ticks at 25 MHz.

The clock that drives counting by the watchdog timer is obtained by dividing 25 MHz
by the value in this register plus two. The default value is 2498, which corresponds to
a period of 100 ps.

Accessing from EtherCAT master: R/W

5.4.40 WDT_PDI— Watchdog Time PDI Register

This register is used to set the time until the PDI watchdog timer overflows.

Address: 4401 0410h

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

WDTIMPDI
Value after reset 0 0 0 0 0 0 1 1 1 1 1 0 1 0 0 0
Table 5.44 WDT_PDI Register Contents
Bit Position Bit Name Function R/W
b15 to b0 WDTIMPDI Set the time until the PDI watchdog timer overflows as a number of times the R

watchdog is incremented.

With the default values for these bits and the setting of the watchdog divider, the time
for a single incrementation is 100 ps, so the watchdog timer overflows when 100 ps x
1000 = 100 ms elapse.

Setting these bits to 0 disables the watchdog timer. Access to the PDI restarts the
watchdog timer.

Accessing from EtherCAT master: R/W
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5441 WDT_DATA — Watchdog Time Process Data Register

This register is used to set the time until the process data watchdog timer overflows.

Address: 4401 0420h

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

WDTIMPD
Value after reset 0 0 0 0 0 0 1 1 1 1 1 0 1 0 0 0
Table 5.45 WDT_DATA Register Contents
Bit Position Bit Name Function R/W
b15 to b0 WDTIMPD Set the time until the process data watchdog timer overflows as a number of times the R

watchdog is incremented.

With the default values for these bits and the setting of the watchdog divider, the time
for a single incrementation is 100 ps, so the watchdog timer overflows when 100 ps x
1000 = 100 ms elapse.

There is one Watchdog for all SyncManagers.
Setting these bits to 0 disables the watchdog timer.

Access to the watchdog trigger enable bit of SyncManager restarts the watchdog
timer.

Accessing from EtherCAT master: R/W

5.4.42 WDS_DATA — Watchdog Status Process Data Register

This register indicates the state of the process data watchdog timer.

Address: 4401 0440h

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

. . - . - . . o . . . _ . . __ |WDSTA|
PD
Value after reset X X X X X X X X X X X X X X X 0
Table 5.46 WDS_DATA Register Contents
Bit Position Bit Name Function R/W
b15 to bl Reserved When read, the value returned is undefined. R
(ack)
Accessing from EtherCAT master: Read only
b0 WDSTAPD Indicates the state of the process data watchdog timer triggered by SyncManagers. R
0: The timeout period of the process data watchdog timer elapses. (ack)
1: The process data watchdog timer is active or disabled.
Reading this register clears bit 6 of the AL event request register (AL_EVENT_REQ at
0220h).
Accessing from EtherCAT master: Read only
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5.4.43 WDC_DATA — Watchdog Counter Process Data Register

This register indicates the timeout counter value of the process data watchdog timer.

Address: 4401 0442h

Bit b7 b6 b5 b4 b3 b2 bl b0

WDCNTPD

Value after reset 0 0 0 0 0 0 0 0

Table 5.47 WDC_DATA Register Contents

Bit Position Bit Name Function R/W

b7 to b0 WDCNTPD Counter value of the process data watchdog timer R
Counting stops when FFh is reached. Counting starts on a timeout of the process data
watchdog timer.

Writing to one of the watchdog counter registers (WDC_DATA, WDC_PDI at 0442h
and 0443h) clears the counter.

Accessing from EtherCAT master: R/W (clear)

5.4.44 WDC_PDI — Watchdog Counter PDI Register

This register indicates the timeout counter value of the PDI watchdog timer.

Address: 4401 0443h

Bit b7 b6 b5 b4 b3 b2 b1l b0

WDCNTPDI

Value after reset 0 0 0 0 0 0 0 0

Table 5.48 WDC_PDI Register Contents

Bit Position Bit Name Function R/W

b7 to b0 WDCNTPDI Counter value of the PDI watchdog timer R
Counting stops when FFh is reached. Counting starts on a timeout of the PDI
watchdog timer.
Writing to one of the watchdog counter registers (WDC_DATA, WDC_PDI at 0442h
and 0443h) clears the counter.

Accessing from EtherCAT master: R/W (clear)
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5.4.45

EEP_CONF — EEPROM Configuration Register

EtherCAT controls the SII EEPROM interface if EEPROM configuration register EEP_CONF.CTRLPDI (0500h) = 0
and EEPROM PDI Access State register EEP_STATE.PDIACCEES (0501h) = 0, otherwise PDI controls the EEPROM

interface.

Address:

Bit b7 b6 b5

4401 0500h

b4 b3 b2 bl b0

FORCE|CTRLP

ECAT DI
Value after reset X X X X X X 0 0
Table 5.49 EEP_CONF Register Contents
Bit Position Bit Name Function R/W
b7 to b2 Reserved When read, the value returned is undefined. When writing to these bits, write 0. R
Accessing from EtherCAT master: Read only
bl FORCEECAT Forcibly changes the right of access to the EEPROM by the EtherCAT. R
0: No change
1: Reset bit 0 of the EEPROM PDI access state register (EEP_STATE at 0501h) to
0. That is, prohibit access to the EEPROM by the PDI.
Accessing from EtherCAT master: R/W
b0 CTRLPDI Specifies whether EEPROM control is offered to the PDI. R
0: The PDI has no EEPROM control.
1: The PDI has EEPROM control.
Accessing from EtherCAT master: R/W
5.4.46 EEP_STATE — EEPROM PDI Access State Register
This register is used to set the right of access to the EEPROM by the PDI.
Address: 4401 0501h
Bit b7 b6 b5 b4 b3 b2 bl b0
PDIAC
- - - - - - ~ | CEES
Value after reset X X X X X X X 0
Table 5.50 EEP_STATE Register Contents
Bit Position Bit Name Function R/IW
b7 to b1 Reserved When read, the value returned is undefined. When writing to these bits, write O. R
Accessing from EtherCAT master: Read only
b0 PDIACCEES Sets the right of access to the EEPROM. R(/W)

0: Prohibits the PDI from access to the EEPROM.
1: The PDI has access to the EEPROM.

Write access from the PDI is only possible when bit 0 is 1 and bit 1 is O in the
EEPROM configuration register (EEP_CONF at 0500h).

Accessing from EtherCAT master: Read only
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5.4.47 EEP_CONT_STAT — EEPROM Control/Status Register
This register is used to control access to the EEPROM and indicate the status.

Write access depends on the assignment of the EEPROM interface (EtherCAT/PDI). Write access is generally blocked
if the EEPROM interface is busy (bit 15 = 1).

Address: 4401 0502h

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

RENE/ACKCM|LOADS [CKSUM PROMS|READB ECATW|
BUSY ""Rr | DERR| TA | ERR COMMAND ze |yt | — | — | — | 7 | — |Ren
Value after reset 0 0 0 0 0 0 0 0 0 0 X X X X X 0

Table 5.51 EEP_CONT_STAT Register Contents (1/2)

Bit Position Bit Name Function R/W
b15 BUSY Indicates a busy state of the EEPROM interface. R
0: The EEPROM Interface is idle.
1: The EEPROM Interface is busy.
Accessing from EtherCAT master: Read only
b14 WRENERR Indicates error of write enable. R

Error bits are cleared by writing 000b (or any valid command) to command bits (bit 10
to 8).

0: No error

1: Write command without write enable
Accessing from EtherCAT master: Read only
b13 ACKCMDERR Indicates error of acknowledge/command: R
Error bits are cleared by writing 000b (or any valid command) to command bits (bit 10
to 8).
0: No error
1: Missing EEPROM acknowledge or invalid command
Accessing from EtherCAT master: Read only

b12 LOADSTA Indicates EEPROM loading status. R
0: EEPROM has been loaded and device information has no problem

1: EEPROM has not been loaded and device information is not available
(EEPROM loading in progress or finished with a failure).

Accessing from EtherCAT master: Read only

b1l CKSUMERR Indicates checksum error in the ESC configuration area. R
0: No error in the checksum
1: Error in the checksum
Accessing from EtherCAT master: Read only

b10 to b8 COMMAND Command R(/W)

EtherCAT write enable (bit 0) is self-cleared at the SOF of the next frame. Command
bits (bit 10 to 8) are also self-cleared after the command is executed (EEPROM busy
ends).

Writing 000b to command bits (bit 10 to 8) will also clear the error bits (bit 14 and 13).
Command bits (bit 10 to 8) are ignored if the acknowledge/command error (bit 13) is 1.

[Write] Initiates the commands below.
[Read] Indicates the currently executed command.
Commands:

000b: No command/EEPROM idle (clear error bits)

001b: Read

010b: Write

100b: Reload

Others: Reserved/invalid commands (must not be issued)
Accessing from EtherCAT master: R(/W)
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Table 5.51 EEP_CONT_STAT Register Contents (2/2)

Bit Position Bit Name Function R/W
b7 PROMSIZE Indicates the selected EEPROM algorithm. R
0: 1 address byte (1-Kbit to 16-Kbit EEPROMS)
1: 2 address bytes (32-Kbit to 4-Mbit EEPROMS)
Accessing from EtherCAT master: Read only

b6 READBYTE Indicates supported EEPROM read bytes. R
0: 4 bytes
1: 8 bytes
Accessing from EtherCAT master: Read only

b5 to b1 Reserved When read, the value returned is undefined. R

Accessing from EtherCAT master: Read only

b0 ECATWREN EtherCAT write enable R
EtherCAT write enable (bit 0) is self-cleared at the SOF of the next frame. Command
bits (bit 10 to 8) are also self-cleared after the command is executed (EEPROM busy
ends).
Writing 000b to command bits (bit 10 to 8) will also clear the error bits (bit 14 and 13).
Command bits (bit 10 to 8) are ignored if the acknowledge/command error (bit 13) is 1.

0: Write requests are disabled.

1: Write requests are enabled.
This bit is always 1 if the PDI has EEPROM control.

Accessing from EtherCAT master: R(/W)

5.4.48 EEP_ADR — EEPROM Address Register
This register is used to set the EEPROM address to be accessed.

Write access depends on the assignment of the EEPROM interface (EtherCAT/PDI). Write access is generally blocked
if the EEPROM interface is busy (bit 15 is 1 in the EEPROM control/status register, EEP_CONT_STAT, at 0502h).

Address: 4401 0504h

Bit  b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ADDRESS

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 bl4 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

ADDRESS
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.52 EEP_ADR Register Contents
Bit Position Bit Name Function R/W
b31 to b0 ADDRESS EEPROM address R(/W)

0: First word (= 16 bits)
1: Second word

Actually used EEPROM address bits:
[9:0]: EEPROM size of up to 16 Kbits
[17:0]: EEPROM size of 32 Kbits to 4 Mbits
Accessing from EtherCAT master: R(/W)
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5449 EEP_DATA — EEPROM Data Register

This register is used to set write data to the EEPROM or indicates read data from the EEPROM. It can be written in 1-
word (2 bytes) units and read in 2-word (4 bytes) units.

Write access depends on the assignment of the EEPROM interface (EtherCAT/PDI). Write access is generally blocked
if the EEPROM interface is busy (bit 15 is 1 in the EEPROM control/status register, EEP_CONT_STAT, at 0502h).

Address: 4401 0508h

Bit b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

HIDATA

Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

LODATA
Value after reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Table 5.53 EEP_DATA Register Contents
Bit Position Bit Name Function R/W
b31 to b16 HIDATA Data read from the EEPROM (upper 2 bytes) R

Accessing from EtherCAT master: Read only

b15 to b0 LODATA Data to be written to the EEPROM or data read from the EEPROM (lower 2 bytes) R(/W)

Accessing from EtherCAT master: R(/W)
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5.450 MII_CONT_STAT — MIl Management Control/Status Register
This register is used to control the MIl management interface and to indicate the status.

Write access depends on the assignment of the management interface (EtherCAT/PDI). Write access is generally
blocked if the management interface is busy (bit 15 = 1 in this register).

NOTE

Write enable bit (bit 0) is self-cleared at the SOF of the next frame. Command bits (bit 9 to 8) are also self-cleared after
the command is executed (busy ends).

Writing 00b to command bits will also clear the error bits (bit 14 and 13). Command bits are cleared after the command is
executed.

Address: 4401 0510h

Bit bl5 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0

Busy [CMPERIREADEI | | | commanD PHYOFFSET miLINK PPICTR wreN
Value after reset 0 0 0 X X X 0 0 0 0 0 0 0 0 1 0
Table 5.54 MII_CONT_STAT Register Contents (1/2)
Bit Position Bit Name Function R/W
b15 BUSY Indicates that the MIl management interface is busy. R
0: MIl management interface is idle.
1: MIl management interface is busy.
Accessing from EtherCAT master: Read only
bl4 CMDERR Indicates whether a command error occurred. R
0: Last command was successful
1: Invalid command or write command without write enable
This bit is cleared by executing a valid command or writing 00b to command bits (bit 9
and 8).
Accessing from EtherCAT master: Read only
b13 READERR Indicates whether a read error occurred. R(/W)
0: No read error
1: Read error occurred (PHY or register not available)
This bit is cleared by writing to this register.
Accessing from EtherCAT master: R(/W)
b12 to b10 Reserved When read, the value returned is undefined. R

Accessing fr