LENESANS Application Note

LTE Modules
Data Over UART with PPP

Feature Description

This document describes how to establish a standard PPP connection on the modem interface to
perform traffic tests between a LTE-based module and a host.

When the PPP connection is up, the module will transmit the IP packet flow from the application to the
network. In this mode, the PPP server is running on the module and a PPP client should run on the
application side. Linux/Unix and Windows operating systems natively include a PPP protocol stack. For
operating systems that do not embed an existing application to set up a PPP connection (such as Android
0S), customers will have to develop their own application software to support PPP according to the standard
RFC 1661: Point-to-Point Protocol.

In all the examples below, the kit must be connected to a network as a prerequisite. As the PPP
connection will be established through UART, the baudrate of the UART must be the one expected
by the application.

Note: Please note that in the following examples, the UART baudrate was set to 921600. Please refer to the
EVK user manual to get the default baudrate of the UART to be used for PPP connection.

Target Devices
RYZ014, RYZ024
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1. PPP Overview

1.1 PPP Procedure
The following sequence of commands establish and terminate the PPP connection:

AT Command Response Comment
AT+CFUN=1

OK

+CEREG:1,70002","01A2 2002",7 |Wait for the CEREG URC showing
that the modem is connected to
the network

Establish the external network access (PDP context)
AT+CGDATA="PPP",1 \Where 1 is the context ID for the
external network access. It can be
retrieved with the AT+CGDCONT?
command. Itis 1 for most
operators except for Verizon
where it is 3.

CONNECT If needed, a specific APN for this
CID can be set with
AT+CGDCONT command.

Instead of using the AT+CGDATA command, it is possible to use the following command :

ATD*99***1# 1 is the CID

CONNECT
At this point, the modem enters data mode and will not answer to AT commands. Every character sent
over the UART will be considered as data. Incoming URCs will not be sent to the MCU either.

In data mode, incoming URC will make the RINGO line toggle. The MCU will then have to suspend the
PPP connection with the +++ escape sequence to read the incoming URC.

[+++] The +++ command must be sent
with a delay not smaller than 1
second before and after the

command
OK
ATO After checking the incoming
URC, the MCU can resume the
PPP session
CONNECT

To terminate the PPP session, the MCU should first suspend the PPP connection to exit data mode
with +++ escape sequence and then terminate the session with the relevant AT command

[+++] The +++ command must be sent
with a delay not smaller than 1
second before and after the
command

OK

ATH

OK The delay to get the OK response
can be up to 20 seconds

The PPP session is then terminated

1.2 PPP and Low Power

When the module enters sleep or deep sleep mode while a PPP connection is open, the PPP connection will
be available again when the modem wakes up. No need for the MCU to reestablish the PPP connection.
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2. Using a Linux Host

This section illustrates the use of the pppd client. Other PPP clients such as gnome-ppp, kppp, or wvdial,
among others can also be used.

Please note that to be able to reach the maximum UL throughput of 1.1Mbps in 3GPP Release 14, it is
necessary to change the UARTO baudrate to 1843200 as follows:

AT+CFUN=5
AT+SQNHWCFG=""uart0","enable",”rtscts”, 1843200 AT"~RESET

2.1 Use Case

2.1.1 Preparation
In this example, the Linux host runs Ubuntu 14.04 and the following versions of the tools:

e chatvl.22
e pppdv2.4.5

2.1.2 Configure pppd
The main configuration file is /etc/ppp/options.

Please refer to man pppd for all details.
Replace the Zetc/ppp/options file with the contents below for the test:

/dev/ttyACMO

921600

nodetach

noauth 1

ocal

noipdefault

defaultroute

usepeerdns

crtscts lock

debug

dump

-chap connect "/usr/sbin/chat -t6 -f
/etc/chatscripts/connect”™ disconnect ""/usr/sbin/chat -t6 -f
/etc/chatscripts/disconnect™

In this file, configure:

e The TTY device, which is one of the AT ports of the modem
e The baud rate, which is 921600 in this example but can be 115200 or any other supported baudrate
configured on the module
— The default baud rate of the AT UART terminal can be checked by connecting a UART terminal
utility such as Tera Term and running AT+1PR?. Make sure to disconnect the UART AT terminal
before you attempt to use the COM port for PPP connection
e HW flow control enable with the crtscts option
e The scripts for connect and disconnect
e Other options depending on usage

2.1.3 Connect Script

In the options of the configuration file above, the script /etc/chatscripts/connect contains the
commands sent to the modem to initialize the connection.

Below is an example of this script.

Replace the /etc/chatscripts/connect file with the one below for the test.
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#ABORT "'NO CARRIER"
TIMEOUT 30
ABORT ERROR

LAAA] AT
OK AT+CGDATA="PPP",1
CONNECT ™"

Note: AT+CGDATA=""PPP”’,<cid> where <cid> represents the cid of the PDP context as defined by
AT+CGDCONT. Use value 3 for Verizon Wireless testing and 1 for the other networks. The user can
check which cid is connected to the network with AT+CGDCONT?.

See also man chat for additional information.

2.1.4 Disconnect Script
In the options of the configuration file above, the script /etc/chatscripts/disconnect contains
the commands sent to the modem to terminate the PPP connection.

Replace the Zetc/chatscripts/disconnect file with the one below for the test.

""" \d\d\d+++\c"

Note: The sequence +++ is used to suspend the PPP session.

2.1.5 Terminate pppd Connection

To terminate the pppd connection, just press <Ctrl-C> or kill the pppd process from another terminal as
shown below:

sudo killall -TERM pppd

2.2 Connecting to PPP

Note: Please disconnect the Linux station from the network before the test, to be sure to get the correct
default route. Also make sure that AT UART is not in use and disconnected.

When the setup is ready, run the following command to dial-up.

sudo pppd

After entering the root password, you will see the following log and the PPP connection is established.

ydu@ydu-X230:~/tmp/gto$ sudo pppd
[sudo] password for ydu:

pppd options in effect:

debug # (from /etc/ppp/options)
nodetach # (from /etc/ppp/options)
dump # (from /etc/ppp/options)

noauth # (from /etc/ppp/options)

-chap # (from /etc/ppp/options)
/dev/ttyUSBO # (From /etc/ppp/options)
921600 # (from /etc/ppp/options)

lock # (from /etc/ppp/options)

connect /usr/sbin/chat -t6 -f /etc/chatscripts/connect # (from
/etc/ppp/options)

crtscts # (from /etc/ppp/options)
local # (from /etc/ppp/options)
noipdefault # (from /etc/ppp/options)
defaultroute # (from /etc/ppp/options)
usepeerdns # (from /Zetc/ppp/options)
Script /usr/sbin/chat -t6 -f /etc/chatscripts/connect finished (pid 7737),
status = 0x0

Serial connection established.

using channel 2
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Using interface pppO

Connect: ppp0 <--> /dev/ttyUSBO

sent [LCP ConfReq i1d=0x1 <asyncmap Ox0> <magic 0xal249984> <pcomp> <accomp>]
rcvd [LCP ConfReq i1d=0x1 <mru 1280> <asyncmap Ox0> <magic Oxbd59bcce> <pcomp>
<accomp>]

sent [LCP ConfAck id=0x1 <mru 1280> <asyncmap Ox0> <magic Oxbd59bcce> <pcomp>
<accomp>]

rcvd [LCP ConfAck id=0x1 <asyncmap Ox0> <magic 0xal249984> <pcomp> <accomp>]
sent [CCP ConfReq i1d=0x1 <deflate 15> <deflate(old#) 15> <bsd vl 15>]

sent [IPCP ConfReq 1d=0x1 <compress VJ OFf 01> <addr 0.0.0.0> <ms-dnsl 0.0.0.0>
<ms-dns2 0.0.0.0>]

rcvd [LCP ProtRej id=0x2 80 fd 01 01 00 Of 1a 04 78 00 18 04 78 00 15 03 2f]
Protocol-Reject for "Compression Control Protocol®™ (0x80fd) received

rcvd [IPCP ConfReq 1d=0x1 <addr 192.168.50.1>]

sent [IPCP ConfAck i1d=0x1 <addr 192.168.50.1>]

rcvd [IPV6CP ConfReq 1d=0x1 <addr fe80::51el:85c6:d330:d689>]

Unsupported protocol "IPv6 Control Protocol®™ (0x8057) received

sent [LCP ProtRej id=0x2 80 57 01 01 00 Oe 01 Oa 51 el 85 c6 d3 30 d6 89]
rcvd [IPCP ConfRej 1d=0x1 <compress VJ Of 01>]

sent [IPCP ConfReq 1d=0x2 <addr 0.0.0.0> <ms-dnsl 0.0.0.0> <ms-dns2 0.0.0.0>]
rcvd [IPCP ConfNak i1d=0x2 <addr 192.168.6.2> <ms-dnsl 172.16.66.1> <ms-dns2
172.16.66.1>]

sent [IPCP ConfReq 1d=0x3 <addr 192.168.6.2> <ms-dnsl 172.16.66.1> <ms-dns2
172.16.66.1>]

rcvd [IPCP ConfAck i1d=0x3 <addr 192.168.6.2> <ms-dnsl 172.16.66.1> <ms-dns2
172.16.66.1>]

local IP address 192.168.6.2

remote IP address 192.168.50.1

primary DNS address 172.16.66.1

secondary DNS address 172.16.66.1

Script /etc/ppp/ip-up started (pid 7751)

Script /etc/ppp/ip-up Finished (pid 7751), status = OxO

After the test, you can ping to network (using a different terminal) and access the internet.

2.3 Troubleshooting

The debug option can be used when launching pppd. In that case, pppd will log the contents of all control
packets sent or received in a readable form. The packets are logged through syslog with facility daemon and
level debug. This information can be directed to a file by setting up Zetc/syslog.conf appropriately. Note
that if pppd is compiled with extra debugging enabled, it will log messages using facility local 2 instead of
daemon.

Note that with Ubuntu machines, the Zetc/syslog.conf file is replaced by /etc/rsyslog.conf
instead.

3. Using a Windows Host

Please note with a Windows Host, the maximum supported baudrate is 921600, which will not allow the UE
to reach the maximum UL throughput of 1.1 Mbps in 3GPP Release 14.

3.1 With sgncom2ppp Tool
This section applies to both Windows 7 and Windows 10.

3.1.1 Modem Interface Creation

A Renesas tool named sgncom2ppp can be installed to ease the Windows PPP driver
configuration. Get the latest version of sqncom2ppp software from Renesas
(com2ppp_setup_1.1-6.exe for example) and run this application. Click Next/Finish on
the following windows:
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2 Setup - Sequans Communications COM2PPP = 52

2 Setup - Sequans Communications COM2PPP = 2] Setup - Sequans Communications COM2PPP

™

License Agreement -
Please read the folloving impartant information before continuing. Completing the Sequans
Communications COM2PPP Setup

Wizard

Wizard

Please read the folloving License Agreement, You must accent the terms of this

‘agrecment before continuing with the instaliaion,
Setup has firished nstaling Sequans Communications

COM2PPP on your computer, The applicaton may be launched
by selecting the installed icons.

[COM2PPP's USER expressly undertakes to use the module software (PRODUCTY) &
and ori STING and DESUGGING. USER s perfectly

for the sole contrung.
that the d o

d by SEQUANS Comemn Clck Finish 1o exit Setup.

s Cick Next to contrue, or Cancel to exit
D BY COURTESY OF e
N0

ATIONS BE LIABLE FOR ANY CLAIM,
CT, SPECIAL OR. CONSEQUENTIAL -
NECTION WITH THE PRODUCT. No ¥

@ 1 accept the agreement

I do not accept the agresment

Next > Cancel | Finish Next

Welcome to the Sequans
Communications COM2PPP Setup

This will install Sequans COMZPPP on your cor

Itis recommended that you dose al other applications before

Setup

mputer

> Cancel

Figure 1. sqncom2ppp Setup

At this stage, sqncom2ppp is installed on your PC and can be used to configure PPP driver on Windows.

After completing the sqncom2ppp installation, perform the following steps. All these steps are required the
first time PPP is used only.

1.
2.

Open a CMD command prompt in Windows and run it as administrator
Change directory to the default installation directory
— C:\Program Files (x86)\Sequans Communications\com2ppp

BN Administrator: Command Prompt

Microsoft Windows [Version 6.1.76811
Copyright <c> 2882 Microsoft Corporation. All rights reserwved.
C:~Windows systemd2>cd C:»Program Filesz (xB6>“Sequans Communications“comZppp

C:“Program Files (x86>~Sequans Communications“com2ppprsgncomZ2ppp ——help
usage :
sgncom2ppp [-hl {list.create.connect.disconnect.removel.

commands =
li=st
create
connect
disconnect
FEMOVE

list all COM ports availahle.

configqure COM port.

configure COM port and establish connection.
find estabhlish PPP connection and terminate it.
destroy PPP interface.

optional arguments:
—h, —help show this help messzage and exit.

C:“Program Files {(x86>“Beguans Communicaticnz“conppp*

Figure 2. com2ppp Directory

From this location you can run the sqncom2ppp program.

Create the Modem interface, by typing

sgncom2ppp create COMxx

COMxx is one of the COM ports associated to the test kit.

Please use the UART COM associated to AT Commands or to DCP
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3.1.2 Modem Interface Configuration
Configure the Modem interface as follows:

1. Open the Windows control panel, section Phone and Modem
2. Click on Modems tab

— The new modem can be seen in the list.

— Double click on it
3. Then click on Change Settings

3 Phone and Modem : % |
| Dialing Rules | Modems | Advanced
|

-
24 Communications cable between two computers Properties

General ‘ Modem I Diagnostics | Advanced I Driver I De{a\ls|

_/__';-! Commurications cable between two computers

Device type: Modems
Manufacturer: (Standard Modem Types)
Location: Unlknaown
i h Device status
- Phone and Modem [} @
[This device is working property -

| Digling Fules | Madems !Mvancedl

."‘" The following modems are installed:

Modem Attachied To

A Communications cable between two comp... COMT0

[

S ===
B add... | | B Remove | F‘ﬂ\a L

oK e — [ cancel |
Can 1

Figure 3. Select New Modem

4. Inthe Modem tab, set the baud rate of the UART port. It is typically 921600 or 115200
5. The baudrate of the UART can be checked with AT+1PR?

23 Phone and Madem = L

Communications cable between two computers Properties @

| General |m;| Diagnostics | Advanced I Driver | Details |

Port: COM1D

Speaker volume

Mexdmum Port Speed

300

1200

2400

Disl Cont 300
12 ag0n

15200
38400
57600
115200
230400
460800

7
|

Figure 4. Select Baudrate

At this stage, a reboot of the computer is required, in order for those new settings to take effect.

3.1.3 Running a Data Session over PPP
In the current example, AT commands are mapped on COM10. The assumption is that the user has already
performed all the steps described in previous sections to create the Modem interface and map it on COM10.
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Start the terminal process and connect it to COM10.
Then connect the modem to the network with:

AT+CFUN=1
Wait for the Kit to connect to the network

AT+CGDATA=""PPP",1

This will create the PPP connection AT+CGDATA=""PPP*’,<cid> where <cid> is set to 1 by default. To
run tests over Verizon Wireless network, cid should be set to 3. The user can check which cid is connected
to the network with AT+CGDCONT?.

If everything went well, you should get a CONNECT answer. Otherwise, the command will return NO
CARRIER, meaning that something went wrong and it needs to be fixed before moving further. Double
check that the modem is correctly attached to the network to make sure that the baudrate matches the one
of the module’s UART and reset the module.

Once CONNECT is received in response to AT+CGDATA, then disconnect the serial terminal from COM10.
After this step, run the following command from the CMD terminal to establish the PPP connection.

sgncom2ppp -exe connect COM10

The above command will set up a dial-up connection if not already existing and open it.

If the following error is seen, please check that the COM port configuration is correct, and no other
process is using the same COM port. Please also make sure that the PC configuration is correct
(refer to section 3.1.2).

Typically, in the example, the COM port used for PPP is the same as the one for the AT command
terminal. Omitting to disconnect the terminal will prevent the PPP process from succeeding.

& Error Connecting to Sequans Interface COM10 ﬁ

! 3 Dialing...
Emor 777: The connection attempt failed because the modem (or

other connecting device) on the remote computer is out of order.

I you continue to receive emor messages, you can enable logging for
analysis.

For logging options, see diagnostics
Logging options can also be accessed by clicking the Remote Access

Preferences menu item under the Advanced menu of the Network
Caonnection Folder.

£ Redial ] | Close |

Figure 5. Connection Error

If this step succeeds, the PPP connection will appear among other existing connections, through an
ipconfig command and is ready for use.

If you want to stop the PPP connection, you should run the following command from the CMD terminal:
sgncom2ppp-exe disconnect COM10

As long as this PPP interface is not removed, it will be available every time the test kit is connected on this

PC. The interface can be deleted using the following command from the CMD terminal:

sgqncom2ppp -exe remove COM10
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3.2 Without sgncom2ppp Tool (Windows 10 Host)

If you don’t have access to the sqncom2ppp tool, you can configure Windows PPP driver manually as
follows. This section applies to a Windows 10 host. Please refer to section 3.3 if you are using a Windows 7

host.

3.2.1 Modem Interface Creation
1. Open the device manager, click on Modems then Action—Add legacy hardware.

= Device Manager

File View Help
as=

a4

pr
=

Scan for hardware changes

Add legacy hardware

==

Help

- Disk drives

B Display adapters

o DVD/CD-ROM drives
4% Human Interface Devices

» G IDE ATA/ATAPI controllers

2 Keyboards
- );'! Mice and other pointing devices

A Monitors
-&F Network adapters

3 Ports (COM & LPT)

2 Processors
% Sound, video and game controllers

(M System devices

> § Universal Serial Bus controllers

Add a legacy (non Plug and Play) device to the computer,

Figure 6. Add Legacy Hardware
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2. Click on Next.

=1 Device Manager | = (= ” 22
File View Help

@& | @ HEl =

A’B huda-PC

Add Hardware

Welcome to the Add Hardware Wizard

This wizard helps you install driver software to support older
devices that do not support Plug-and-Play and which are not
automatically recognized by Windows.

You should only use this wizard if you are an advanced user or
you have been directed here by technical support.

A ¢ your hardware came with an installation CD, it is
recommended that you click Cancel to close this wizard
and use the manufacturer’s CD to install this hardware.

To continug, click Next.

< Back Net> | [ Cancel

Figure 7. Add Hardware

3. Select Install the hardware manually

[ R

&= Device Manager = EE

File View Help
o HE &
4(-:3 huda-PC

Add Hardware

The wizard can help you install cther hardware

The wizard can search for other hardware and automatically install it for you. Or, if you
know exactly which hardware model you want to install, you can select it from a list.

What do you want the wizard to do?
(7) Search for and install the hardware automatically (Recommended)

@ Install the hardware that I manually select from a list (Advanced)

<Back |[ Net> | [ Cancel

Figure 8. Install Hardware Manually
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4. Inthe list, select Modem.

=4 Device Manager [s]@] =

File View  Help
¢ @ Hm &

Aﬁ huda-PC

Add Hardware

From the list below. select the type of hardware you are installing

If you do not see the hardware category you want, click Show All Devices.

Commeon hardware types:

-';jlmaging devices -~
f]nfrared devices

g Media Center Extender
ET]Memory technelogy driver

b 4 Multi-port serial adapters
¥ Network adapters

ETPCMCIA adapters
i Portable Devices b
<Back | Net> | [ Cancel
Figure 9. Select Modem
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5. Check Don't detect my modem.

a4 Device Manager =) HE'UEJ

File View Help
& T HEl®

J;_a huda-PC
Add Hardware Wizard

Install New Modem
Do you want Windows to detect your modem?

Windows will now try to detect your modem. Before
continuing, you should:

1. if the modem is attached to your
computer, make sure it is tumed on.

2. Quit any programs that may be using
the modem.

Click Next when you are ready to continue.

[¥ Dont detect my modem; | will select it from a list.

<Back | Net> | [ Cancel

Figure 10. Don’t Detect Modem
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6. Inthe list, select Communications cable between two computers.
[all@m]| =]

&=y Device Manager

File View Help
&= m| %
Jfﬁ huda-PC

Add Hardware Wizard

Install New Modem

s~ Select the manufacturer and model of your modem. If your modem is not listed, or if you have
‘a".‘ an installation disk, click Have Disk.

»

Manufacturer Models

(Standard Modem Types)
S Parallel cable between two computers
5l Standard 300 bps Modem
) Standard 1200 bps Modem

K|

[ PR P W

is driver is digitally signed. ave Disk...
Gl This driver is digitally signed Have Disk.

Tell me why driver signing is important

<Back |[ Net> | [ camcsl |

Figure 11. Communications Cable between Two Computers

7. Select the UART COM associated with AT Commands or to the DCP on which PPP connection will take
place. Please refer to your Test Kit User Manual. Here, the COM port is COMA40.

Add Hardware Wizard

Install New Modem
Select the port(s) you want to install the modem on.

You have selected the following modem:
Communications cable between two computers

On which ports do you want to install it 7

Al ports
¢ Selected ports

<Back || Newt> Cancel

Figure 12. Select Port
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8. Click on Finish.

= Device Manager =i
File View Help
| m Hm|
4 g P

Add Hardware Wizard

Install New Modem
Modem installation is finished!

Your modem has been sat up successfully

I you want to change these settings, double-click the
Phone and Modem Options icon in Conttrol Panel. click the
Modems tab, select this modem, and then chick Properties.

Figure 13. Finish Modem Setup

9. Now in the device manager, under the Modem section, you can see the Communications cable
between two computers.

A Device Manager

File Action View Help

v & LT-002220
i Audio inputs and outputs
gﬁ Batteries
& Biometric devices
€) Bluetooth
® Cameras
B Computer
) ? ControlVault Device
- Disk drives
» B Display adapters
¥ Firmware
» i Human Interface Devices
.3 Memory technology devices
8 Mice and other pointing devices
v B Modems
'l Communications cable between two computers
> [l Monitors
v & Network adapters
I? Intel(R) Dual Band Wireless-AC 8265
[? Intel(R) Ethernet Connection (4) 1218-LM
I3 Npcap Loopback Adapter
¥ Realtek USB GbE Family Controller
P TAP-Windows Adapter V9
IS WAN Miniport (IKEv2)
Sl WAN Mininart (1Y

Figure 14. Modem Available
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If you have several dial up connections, please delete the old one, or you won't see the new modem device.

3.2.2 Modem Interface Configuration
1. Inthe device manager, right click on the modem interface and select Properties.

= Device Manager

File

Action View Help

& @ EHE ® B&S

(=8 EER =5

45 huda-PC

53 Batteries
/% Computer

> =g Disk drives
B, Display adapters
> iy DVD/CD-ROM drives

5’,-,, Human Interface Devices

2 Processors
& Sound, video and ga

» /M System devices

@ Universal Serial Bus ¢

» g IDE ATA/ATAPI controllers

= Keyboards
}3 Mice and other pointing devices
{5 Modems
b Communications=shlshotmcan fusm camautac
& Monitors Update Driver Software...
& Network adapters Disable
. 7 Ports (COM & LPT) Heanstall

Scan for hardware changes

Properties

Opens property sheet for the current selection.

Figure 15. Modem Properties

2. Inthe tab Modem list of baudrates for Maximum Port Speed, you will see that the maximum value is
115200. Check that the port corresponds the one you chose. The baudrate to be set is the one of the
UART that will be used for the PPP connection. You can refer to your Test Kit User Manual or use
AT+I1PR? to get it.

A e

File Action View Help

e RIEHE B EX®

w & LT-002220

» wm Disk drives

v a Modems

v [3F Network adapters

i Audio inputs and oufy
@ Batteries

4| Biometric devices
0 Bluetooth

® Cameras

|__] Computer

[ ControlVault Device

[ Display adapters

B Firmware

F# Human Interface Devi
=2 Keyboards

{1 Memory technology
() Mice and other point

% Communications
% Communications
[ Menitors

@ Intel(R) Dual Band|
[ Intel(R) Ethernet J
f_a Npcap Loopback
[57 Realtek USB GbEF
5 TAP-Windows Ad

Communications cable between two computers Properties

Genersl Modem Diagnostics Advanced Driver Detals Events

Port: COM40

Speaker volume

Maximum Port Speed

115200 ~

Dial Control

Wait for dial tone before dialing

Cancel

15 WAN Mininart 1K1

T

Figure 16. Maximum Port Speed

If you need to set 921600 baudrate, you must modify the base register as follows:
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e Close the Properties window and start regedit as administrator.

e Gointo:
HKEY_LOCAL_MACHINENSYSTEM\CurrentControlSet\Control\Class\{4D36E96D-E325-
11CE-BFC1-08002BE10318}\0003
Note that the file isn’t necessarily named 0003

e Check that the AttachedTo field value matches the UART COM port used when creating the modem
(here COM40).

H
de Edic . View e Help
emputer HEEY LOCAL MACHIND,SYSTEM: Current Control Set Control Clasa\ {44 36e56¢-e325- 11ce-bic1- 08002 be 1031 BH0003
{4d30e867-2325- Tce-bicT-JB00ELE10313) | Mame Type Data
& -e)25- | - " ] \
(ddd5etes :x:s Tee-bicl-00002kcT0313) 5 Dk it Hec & frahwe ot s
fsken 35t s - —TTD)
§ FOE=e3 - VlcebiC]~ Mbe 1 s qT
(44356968-£325- e bic1-08002ke10313) = o AReMIICE ]
243 335 Vlce-biel-d = DCB REG_EINARY 1c 00 00 00 00 2k 00 00 15 20 00 00 00 00 02 00 Da 0.
(435500b-€525.T1ce.ble1 DBNZbENETE) 4 Defauh REG_EINARY 010000 D2 00.00.00 00 030 00 50 00000 00 1900
(4d36e86c-2325- Hezbfc1-08002bc10313) B DeviceType REG BANAGY ol
v | [ddd5e96d-a225.Tce- e 103000k 10313 | DriverDate FEG.SZ 332000
+ £l ‘0000 T DrivesDateData REG_EINARY 0040 84 59 53 80 b1 01
0001 ats| Depseallece FEG_SZ Cer abile Batweaen bve comp
0002 ] Drivetiersion FEG_SZ 100 1
0003 25 EnumPropPages3l REG_SZ modemuidlModemPropP sgesProvider
0002 3] FriendlyNarmz REG_ SZ Communications cable between bno computers
0005 B FEC_EIMARY 10943205
| Propemiss 8 InfPath REG_SL mdmhayecinf
b aan e mataize TR —— ] b infSection REG_SZ MZT00
ety M # ab| | oggingFath REG_SZ CAWINDOWS\Madembogs| MedemLog_Commu.
Vakie name =5 Marufactiurer REG.SZ (Stardard Modem Types)
|“"-‘Pﬁ"ﬂ 2| MetchingDeviceld REG_SZ prpcldl
Voo el b Lodel REG SZ Cemmunications cable between bwvo computers
3 I = ermanentGuid REG_EINARY 8308 1f2c dadec7 42 b0fa c2 1 4 datbal
z x : : x m z z: """" ortSubClacs REG_EINARY w2
13 66 o8 83 Ge 30 80 0O ge L Wy REG_EINARY 0000 00 9 00 00 00 50 00 00 60 B 0000 60 0 59 00
18 % €2 81 00 e €2 @M e B S S 5| Provideitleme REG_SZ Microsoft
20 5| ResponseskzyMame REG_SZ Communications coble between two computerss...
) UNumber REG_DWORD Cd0000001 (1)
o] e
S T509982855- 115~ 405T- 2000 B3 022354
(50dd5230-boBa- 1 1d1-bf5d-0000FB0SF510) -

Figure 17. AttachedTo Field

e Right-click on Properties and select Modify Binary Data...
e Find the first occurrence of 00 C2 01 00 and change it into 00 10 OE 00.

L]
File Edit View Favoritss Help
Computen\-KEY LOCAL MACHINESYSTEM\ CurrertControl5eihControl\ Cless\{4d36c95d-2325-1 1 ce-bic1-08002b< 1031510003
5 || {4d35965- €325 11ce-bfc1-DB003bel 0318} ~ | Name Type Data
Edit Binary Value x a¥|(Default] REG.SZ (value not set)
| AttachedTo REG_SZ COMAD
Vet a¥|CerfigDizlog REG 57 rmodernui dil
Fropeites | REG_BINARY 10002 00 00 45 00.00 15 20 0000 00 00 Ca 00 Ca G
Value, deta REG_BINARY 010000 00/07.00 013 00 B0 53 00 00.00.00 00 00 10.00.,,
{clcicc] a8 oa o8 Relc] =] o o8 k=3 REG_BINARY 00
aas a8 =] k1] ee 28 a0 f=c] =1 REG_SZ 3-8-2000
aaig gg gg ;g :g gg x REG_EINARY 0040 84 69 50 89 b O
20 REG_S7 Communicatinns cable between two computers
| DrvefVersion REG Sz 100471341
¥ | Encm BropPagesi? REG_SZ macemui dll ModemPropPagesP rovider
REG.SZ Communications ceble between bve computers
REG_BINARY 10043208
REG.SZ mdmbayesint
| nfSection REG.SZ MIT0
Canosl a5]LoggingPath REG 57 CAWINDOWS\ ModemLogs\ModemLog Compmus.,
! at| cturer REG.SZ (Standard Modem Typer)
14ci36e971-325- 1 1ce-bc 1-DB0Zbe | 1318) ¥ |MatchingDericeld REG 2 proco3t
el pih et Gt ol a8 Model REGSZ i e e
{AdgenTy e32: 11 e bici- 002 bEI03TH) 4| Permanentsuid REG_BINARY 8303 1 2¢ 42 de T 42 b0 fa c2 31 4f dafad
{4d36674- 632511 ce-bf e 1-08002be 1 1313} i il
{4d36e975- €325 11ce-bfc 1-0B002be] 0313) "
i e b REG_BINARY 000000 00 09 00 0 00 B0 02 00 00 60 00.00 00 00 00..,
{4c35e878. £325- 1w bfc1-DBDNTb=16313] Eow Miciomiy
4c366979- 6325 1ee-bfc1-DB00Zbel 0318) 1 REG_5Z Communications cable between two computers:|. .
{del2RetTh- 205 11ee-bfe 1 TADIZRe] 0218} HE|UlNumber REG DWORD 000000001 (1)
{4d36eT7el €305 T1ce bfel 03002be10710)
{4ci35e9Te- 325 11ce-bfc 1-08002he | 1313)
{4d36e080- 325 11ce-bfc1-02002be 10312}
{4FCO541 (-0Fe- 4480- 60493601 Ted2)
{50127cle3-0F36-41 e-abicc-4cbbeld1 DbES}
{50306cbB- ba12-11d1-bf5d-0000FE05530)
{5099844a-f5h9-4057-aD56- B S0228544c}
{50dd5230-ba%a-11d1-bf5d-D0001301530] ,,

Figure 18. Modify Data
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Close regedit, return in the device manager and re-open the Properties window of Communications

cable between two computers
Select 921600 as maximum baudrate

File Action View Help

b il 4 | o=l BR |3 Communications cable between two computers Properties

v & LT-002220
» By Audio inputs and outpu

) Batteries
? Biometric devices R e
9 Bluetooth Speaker volume
@_ Cameras

» B Computer

» & ControlVault Device
' u Disk drives

3@ Display adapters Maximum Port Speed
> B Firmware
> @ Human Interface Device 521600 s

» B2 Keyboards
» £.1 Memory technology de|
B Mice and other pointing Dial Control
v ﬂ Modems
& Communications ca Wait for dial tone before dialing
ﬂ Communications ca _

> [ Monitors
v [P Network adapters
57 Intel(R) Dual Band W
[5F Intel(R) Ethernet Cor

[% Npcap Loopback Ag

¥ Realtek USB GBE Fan

General Modem Diagnostics Advanced Driver Detals Events

Cancel

[ TAP-Windows Adapter V9
£ WAN Mininart (IKFw21

Figure 19. Set 921600 as Maximum Baudrate
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3.2.3 Creating a Dial-Up Connection
1. Open the Network and Sharing Center

=‘: Control Panel\Metwork and InternetyNetwork and Sharing Center
1T ‘.;: » Control Panel » Metwork and Internet » Metwork and Sharing Center
PR View your basic network information and set up connections
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: :‘? Ethernet 2
Change your networking settings
‘{‘i- Set up a new connection or network
Set up a broadband, dial-up, or VPM connection; or set up a router or access point.
'-1 Troubleshoot problems
o=
Diagnose and repair netwerk problems, or get troubleshooting information,
See also
Infrared
Internet Options
Windows Defender Firewall

v O

Search Control Panel yel

== | 4

Figure 20. Network and Sharing Center

2. Click on Connect to a workplace

? Set Up a Connection or Metwork

Choose a connection option

dg Connect to the Internet
Set up @ broadband or dial-up connection ta the Internet,

EE. Set up a new network
<y Set up @ new router or access point

Manually connect to a wireless network
Connectto a hidden network or create a new wireless profile.

L.
‘ Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

Cancel

Figure 21. Connect to a Workplace

R19AN0071EU0150 Rev.1.50
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3. Select Dial directly

<« L;ﬂ Connect to a Workplace

How do you want to connect?

— Use my Internet connection (VPN)

—> Dial directly

Connect directly te 2 phone number without going through the Intemet.

A D

Connect using a virtual private netwerk (WPN) cennection through the Internet.

Cancel

Figure 22. Select Dial Directly

4. Select the modem you created (here: Communication cable between two computers)

&« I::ﬂ Connect to a Workplace

Which modem do you want to use?

Communications cable between two computers
Modem

Cancel

Figure 23. Select Modem
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5. Set a dummy number in Telephone number and click on Don’t connect now. Then click on Next

« [l Connect to a Workplace

Type the telephone number to connect to

Your network administrator can give you this information.

Telephone number: ‘ 1234 | Dialing Rules

Destination name: ‘ Dial-up Connection |

[JUse a smart card

#) [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so | can connect later

Cancel

Figure 24. Set Dummy Telephone Number
6. Click on Create

« [_:;] Connect to a Workplace

Type your user name and password

Uszer name; | ‘

Password: | ‘

[]Show characters
[ Remember this password

Dornain (optional): | ‘

Figure 25. Create Dial Up Connection
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7. Return on the Network and Sharing Center and click on Change adapter settings. You will see your
dial up connection created. You can rename it as you wish.

:'El Control Panel\Network and Intemet\Network Connections
— - 4 E* » Control Panel » Network and Internet » Network Connections

Start this connection Rename this connection

~

Organize +
MName Status

\= Dial-up Connection

Disconnected

Delete this connection

— o X

v O | Search Network Connections @

Change settings of this connection =~ @ @
Device Name

Connectivity

Communications cable between t

) computers

ntel(R) Ethernet Connection (4) 12

o Ethernet

:‘5 Ethernet 2

1‘, Npcap Loopback Adapter
» Sequans_vpn

ailll Wi-Fi

<

6 items 1 itemn selected

cable unplugged

Realtek USE

Npcap
etwork cable unplugged TAP-Wind

Not connected

amily Controller

dapter

intel(R) Dual Band Wireless-AC 8265

Internet access

8. Right-click on Properties and then in General/Connect using
— Click the write link, here Communication cable between two computers (COM40) if you created
more than one dial-up connection.

— Click Configure... and select 921600 in Maximum speed (bps) and then Ok. Disable all the

hardware features.

Figure 26. Check Dial Up Connection

|42l Dial-up Connection

w Ethemnet

& Ethernet2

i Npcap Loopback Adapter
4 sequans_vpn

fill Wi-Fi

<

b items 1 item selected

él

L v f’ » Control Panel » Network and
Organize « Start this connection Rename thi
Name -

oo v Search Network Connections yel
]
|s connection == = [
General Options Securty Networking  Sharing | o
; Connectivity
Connect using
I v Communications cable between two computers (CON }EE” two computers
_EI Communications cable between two computers #2 {( (4) 1219-LM
troller Internet access
< > I

2 Modem Configuration X

All devices call the same numbers Configure....

Dial only first available device Communications cable between two computers (COMA0)

Phone number { .
B Maximum speed (bps): 921600 b
1234 | | Atemates | Modem protocal
n Hardware features
| [[] Enable hardware flow control
|  []Enable modem error cantrol

[[] Use diling nies Dialing Rules | 0 : i

Privacy statement
D Enable modem speaker
ok | ca o

Figure 27. Configure Connection
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9. Inthe Options tab, tick only Display progress while connecting and set Idle time before hanging up

to 20 minutes. Then click OK.

=
-
< v 4 & > Control Panel » Network an

Organize » Start this connection Rename th

MName

| Dial-up Connection

wn Ethernet

% Ethemet2

., Npcap Loopback Adapter

% Sequans_vpn

wifl] Wi-Fi

<

|Z Dial-up Connection Properties
General Options  Securty MNetworking Sharing

Display progress while connecting

[C] Promgt for name and password, cerificate, etc
[ Include Windows logon domain

[ Prompt for phone number

Idle time before hanging up: 20 minutes

PPP Settings...

Bitems 1 item selected

Is connection =+ [ o

[een two computers

Figure 28. Create Dialup Connection

Note: At this stage, a reboot of the computer is required for those new settings to take effect.

3.2.4 Running a Data Session over PPP

In the current example, AT commands are mapped on COM40. The assumption is that the user already
performed all the steps described in previous sections to create the modem interface and map it on COM40.

Start the terminal process and connect it to COM40.

Then connect the modem to the network with:

AT+CFUN=1
Wait for the Kit to connect to the

AT+CGDATA=""PPP",1

network

This will create the PPP connection

AT+CGDATA="PPP”’ ,<cid> where<cid> represents the cid of the PDP context as defined by
AT+CGDCONT. Use value 3 for Verizon Wireless testing and 1 for the other networks. The user can check
which cid is connected to the network with AT+CGDCONT?.

If everything went well, you should get a CONNECT answer. Otherwise, the command will return NO
CARRIER, meaning that something went wrong and it needs to be fixed before moving further. Double
check that the modem is correctly attached to the network.

Once CONNECT is received in response to AT+CGDATA, then disconnect the serial terminal from

COMA40.

Establish PPP connection as follows.

R19ANO0O71EUO0150 Rev.1.50
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1. Right click on the Dial-up Connection (or whatever the name you gave) in the Sharing Center and
select Connect.

oo ]
@l\._/'| K/ ¢« Network and Internet » Network Connections b = 4y | Search Network Connectio }JI
Organize « Start this connection Rename this connection Delete this connection » R w| ﬂ"
~ ) Dial-up Connection - Local Area Connection
‘__-.‘-"r DII._UP ity Ao | iy !
;;} Con Connect EI(R) PRO/1000 MT Deskdop Ad...
Status

Cancel as Default Connection
Create Copy

Create Shortcut
Delete

& &

Rename

Properties

Figure 29. Connect

2. Click on Dial-up Connection in the Windows 10 Internet Access popup (here in airplane mode)

MNetwork

EI Connected

Dial-up Connection

Wi-Fi

Turned off

o= ()
Mobile
Airplane mode  hotspot

A~ B & @ £ fE) ::{‘:- )=

Figure 30. Internet Access
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3. Windows 10 interface will show up. Click Connect

Advanced options Remove

Settings
G Home Dial-up
| Find a setting » Dial-up
Network & Intemnet ﬁ Dial-up Connection
£ Status
A Connect
7  Wi-Fi
=T Eilstiet Set up a new connection
| @ Dialup Related settings
Change adapter options
% VPN
Network and Sharing Center
2= Airplane mode
Windows Firewall
)  Mobile hotspot
i 7
(5 Bt e Have a question?
Get help
& Proxy
Make Windows hetter

Figure 31. Windows10 Dial Up Interface

A dialog window opens, quickly passes the connection steps until it shows Connected for a few seconds,

then it closes itself.

The debug console of test kit shows that PPP connection is established and shows the local and remote IP

addresses.

3.2.5 Troubleshooting

If you encounter any issue while setting up the PPP connection, please check the following:

e Check in the device manager that the COM port used for PPP is the right one. It should correspond

either to the AT port of the test kit or to the debug port.

e Check that the Hardware features are all disabled in the PPP connection properties
— Make sure that you reboot your laptop after configuring the dial-up connection.
— Make sure that the COM port used for PPP is not already opened somewhere else

— Check that the UE is attached and has a valid IP address.

— Check that the AT+CGDATA command was set using the right cid by checking the PDN attached to

the network with AT+CGDCONT?

3.3 Without sgncom2ppp Tool (Windows 7 Host)

This section describes how to set up a PPP connection using a Windows 7 host if you don’t have access to
the sgncom2ppp tool. Computer used for testing should have no firewall and user should have administrator

rights.

3.3.1 Modem Interface Creation
First associate a dial-up interface with the modem

R19AN0071EU0150 Rev.1.50
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1. Open the “Phone and Modem” settings panel

Adjust your computer's settings View by: Large icons ~

Internet Options & | Java Keyboard
7 Location and Other ? o MNetwork and Sharing
Y Sensors ' ' Center

NVIDIA nView Desktop

| NVIDIA Control Panel
) Manager

Motification Area Icons

- Performance Information
|

Personalization
and Tools

Parental Controls

Phone and Modem Programs and Features

i,_c
ea
a

Power Options

3 : 5 RemoteApp and Desktop
Recove Region and Language [ - :
Yy q 9 guag —1¥) Connections =

Sound i!j;r Speech Recognition @ Sync Center
System E i Taskbar and Start Menu !:_! Troubleshooting

” ir nyti Ez i
User Accounts f 5 4 Windows Anytime I;J Windows CardSpace

A Upgrade L2 o

Figure 32. Open Phone and Modem Control Panel

If you see a pop-up window like the following, this is because you need to set some “area zone” the first
time you install a dialup modem connection. Just enter 0000 for example and then click OK.

Before you can make any phone or modem connections, Windows needs
the following information about your current location.

What country/region are you in now?

| United States

What area code (or dty code) are you in now?

If you need to specify a carrier code, what is it?

If you dial @ number to access an outside line, what is it?

The phone system at this location uses:

i@ Tone digling (7 Pulse dialing

Figure 33. Location Information
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2. Choose the Modems tab in the next window.

Dialing H|J|'35| Modems IAdvanced

44 The list below displays the locations you have specified. Select the
location from which you are dialing.

Locations:

Location Area Code

OfMy Location 00

Figure 34. Modem Tab

3. Click on the Add button to add a new modem interface. In the new window that pops up, enable the
option Don't detect my modem. | will select it from a list.

Modems | Advanced

Dialing Rules

| Add Hardware Wizard

Install New Modem
Do you want Windows to detect your modem?

Windows will now try to detect your modem. Before
continuing, you should:

1. If the modem is attached to your
computer, make sure it is tumed on.

2. Quit any programs that may be using
the modem.

Click Neaxt when you are ready to continue.

[+ Dont detect my modem; | will select it from a list.

Figure 35. Don’t Detect Modem
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4. Wait while you see Retrieving a list of all devices and a few seconds later a list of modem models
appear. Select the Standard 56000 bps Modem.

Digling Rules | Modems | Advanced

i Add Hardware Wizard

Install Mew Modem

Select the manufacturer and model of your modem., If your modem is not listed, or if you have

=
@ an installation disk, click Have Disk.

Manufacturer Models

(Standard Modem Types) ;] Standard 28800 bps Modem
5] Standard 33600 bps Modemn

B4 Standard 56000 bps Modem

5l Standard PCMCIA Card Modem

—aJ This driver is digitally signed.

Tell me why driver signing is important

lom |

] l Cancel

l

Figure 36. Select Standard 56000 bps Modem
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5. In the next window that appears, you need to associate a COM port with the Modem. Please use the
UART COM associated with AT Commands or to DCP (refer to your test kit user manual). If you don't
see the COM port to be used in the list, make sure that it is not being used by another application.

Dialing Rules | Modems | Advanced

4 Add Hardware Wizard

Install New Modem
Select the port(s) you want to install the modem on.

You have selected the following modem:
Standard 56000 bps Modem

On which ports do you wart to install t?

™ Al ports
* Selected ports

[coms

Figure 37. Associate COM Port with Modem

6. Click on Next to finish the installation of the modem device.

Add Hardware Wizard

Install New Modem

Modem installation is finished!

Your modem has been set up successfully.

ff you wart to change these settings, double-click the
Phone and Modem Options icon in Control Panel, click the
Madems tab, select this modem, and then click Properties.

Figure 38. Finish Installation
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7. A new modem device associated to the COM port has been created

| Dialiry

g Rules | Modems |M\ranced|

I -; The following modems are installed:

Modem
=] Standard 56000 bps Modem

Attached To
COM3

[ '@Md... l ['.@'F{emove ] ’ Properties

[ ok || Cancel || rpoy

Figure 39. Modem Installed

3.3.2 Modem Interface Configuration

1. Configure the Modem interface
— Open the Windows control
— Click on the Modems tab

as follows
panel Phone and Modem section

e The new modem can be seen in the list.

e Double-click on it

e Then click on Change Settings

3 Phone and Modem

| Dialing Rules | Modems | Advanced

d -
{ 2% Communications cable between two computers Properties w

General |Modem I Diagnostics IMvanced | Driver I Detai\5|

-

=% Phone and Modem

3

Device type: Modems
Manufacturer: {Standard Modem Types)
Location Unknown
===
Device status

| Digling Fulss ‘ Madems ‘ Mvancedl

/_7'-I Communications cable between two computers

[This device is working propery.

"7; The following modems are installed:

Modem

2 Communications cable between two comp... COMT0

Attached To

(] Hgl ovE i ;
fadd.. | | FyRem \ PE‘a

[ G|

Figure 40. Change Modem Settings
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— In the Modem tab, set the baud rate of the UART port
— The baudrate of the UART can be checked with AT+1PR?

23 Phane and Madem [ = ‘l
¢ jcations cable b two computers Properties  (BRESN

| General | Modem | Diagrostics | Advanced | Drver | Detais |

Port: COM10
Speaker volume

Low 1f High

Mzodmum Port Speed

300
1200

2400
4300

Dial Cort £200
19200
38400
57600
115200
230400

460800

— — 2]

L

Figure 41. Set Baudrate
Note: At this stage, a reboot of the computer is required, in order for those new settings to take effect.

2. Check modem configuration
— Open the Windows control panel, Network and Sharing Center section
— Click on Change adapter settings on the left
— Select the right connection (Sequans Interface COM##) and click on Change settings of this
connection from the menu above, then Configure

Contnol Paned & Netwodk and Intésnét # Network Cannedtions

Stant thes cannechicn Fename thi connechon Dtlete the connection

Ovganize =
o Local Area C

W= intelr) Erhen
‘: Sequans Intertace COMBA
-

Discomnected

Chidnge seflngs of the cannedticn
Eb Mobile Brcadband Connection 5 ‘: Sequans Interface COMIG
Hot i | -

. Disconnected
oni217.. 3¢ Al 5o :

"

ITMS 4G LTE 3 Communicationt cable betwoen ©

WartualBox Host-Ondy Netwek:
Enabled

..!..
-

= -
o8l Modem - Standard 55000 boa Modem [COMEE | | L
{5 Moder - Standard 56000 bps Modem 22 COME: = | [ 3]
i

Prizne numbser for Communaations cable Betwesn fwo Sompulen

Phone rumber
-| R

| Use dising ruien

S0 our onlire ety oy @ abemand for date colection aod e
irformation:

oK ][ |

Figure 42. Modem Configuration
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— Check that the speed is correct, and that HW flow control is enabled

Maodem Configuratio

s

& Communications cable between two computers (COM26)
L

Mazxdmum speed {bps): 921600

Modem protocol

Hardware features
Enable hardware flow control
[] Enable modem emar control

[ Enable modem compression

[] Enable modem speaker

Figure 43. Check Modem Speed and Hardware Flow Control

3.3.3 Running a Data Session over PPP

In the current example, AT commands are mapped on COM10. Assumption is made that the user already
performed all the steps described in previous sections to create the modem interface and map it on COM10.
Start the terminal process and connect it to COM10.

Then connect the modem to the network with:

AT+CFUN=1
Wait for the Kit to connect to the network

AT+CGDATA=""PPP",1
This will create the PPP connection

AT+CGDATA="PPP”,<cid> where <cid> is set to 1 by default. To run tests over Verizon Wireless

network, cid should be set to 3. The user can check which cid is connected to the network with
AT+CGDCONT?.

If everything went well, you should get a CONNECT answer. Otherwise, the command will return NO
CARRIER, meaning that something went wrong and it needs to be fixed before moving further. Double
check that the modem is correctly attached to the network.

Once CONNECT is received in response to AT+CGDATA, then disconnect the serial terminal from
CowMm1o0.
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3.3.3.1 Creating a Dial-up Connection

1. From the Network settings panel, choose Setup a new connection or network.

@ Q‘ :‘: <« All Control Panelltems » Metwork and Sharing Center - earch Control Panel pel

Control Panel Home

View your basic network information and set up connections

Manage wireless networks '-h' L_l
-

Change adapter setti

ngs i
o LT-001016 Multiple networks

Change advanced sharing (This computer)

settings

See also

HomeGroup

Intel® PROSet/Wireless Tools

Internet Options

Windows Firewall

View your active networks

Access type:

NETGEAR4G HomeGroup:
|~ Homenetwork Connections:

Access type:
/‘ Network 8 : thp .
L‘l_!,/) Heome network S r?up. " :
e Connections: ll Local Area Connection 14

Change your networking settings

@

@ See full map

Internet

Connect or disconnect
Internet
Joined

! Wireless Metwork Connection
3 (NETGEAR4S)

Mo Internet access
Joined

'ﬁ;. Set up a new connection or network
=

point.

Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access

'—5.. Connect to a network

Choose homegroup and sharing options

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Access files and printers located on other network computers, or change sharing settings.

Figure 44. Set Up New Connection

2. Then choose Set up a dial-up connection.

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a new network
Configure a new router or access point.

Manually connect to a wireless network
Cennect to a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Set up a dial-up connection
Connect to the Internet using a dial-up connection

Figure 45. Set Up a Dial-Up Connection
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3. Enter *00# as the Dial-up phone number and then click on Connect.

Type the information from your Internet service provider (ISP)

Dial-up phone number: s"t]':]*-‘fl Dialing Rules

User name: [Mame your ISP gave you]
Passwaord: [Password your ISP gave you]
[7] Show characters
[T] Rermember this password
Connection name: Dial-up Connection
’.EE' [T] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Idon't have an ISP

[ Connect ][ Cancel

Figure 46. Enter Phone Number
4. Windows will immediately try to open the dial-up connection

Dialing "00#,.,

Skip ][ Cancel

Figure 47. Opening Dial-Up Connection
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3.3.3.2 Opening

Dial-up Connection

1. From the Windows Control Panel, open the Network and Sharing Center settings and choose
Change adapter settings. Right-click on the icon of the Dial-up Connection and choose Connect.

Organize « Start this

MName

connection Rename this connection Delete this connection Change settings of this connection

-

Status

8 Bluetooth Metwork Connection 2 Disabled
| Dial-up Connection
U LAN (Ethemet)

] LTE

¥ sequans_vpn

W VirtualBox Host-Only M

= ted

Connect
Status

5Set as Default Connection

Create Copy

ol Wireless Metwork Coni
oill Wireless Metwork Conl Create Shortcut

Delete

Rename

Properties

Device Name Connectivity

Bluetooth Device (Personal Area...

Standard 56000 bps Modem

Intel(R) 82579LM Gigabit Netwo...

GTOUsbV Device #2 Mo Internet access
TAP-Windows Adapter V9

VirtualBox Host-Only Ethernet A...

Intel(R) Centrino dvanced-... Internet access

Microsoft Virtual WiFi Miniport ...

Figure 48. Connect

2. In the new window that pops up, click on Dial. You don't need to enter anything in the user

name/password

fields.

'f(-\ " - EF' » Control Panel » Metwork and Internet » MNetwork Connections »

Organize * Start th
Name

) Bluetooth Network g
|| Dial-up Connection
U LAM (Ethernet)

B LTEe
U sequans_vpn
;'-," VirtualBox Host-Onl
ol Wireless Metwork Col
ol Wireless Network Col

" f’ Connect Dial-up Connection

User name:

Password:

[ Save this user name and password for the following users:

Me only

® ) Anyone who uses this computer

Dial: 95 A

][ e | s | (r——

Search Network Connections

ion Change settings of this connection B= » [ IZ@]
Device Name Connectivity
Bluetooth Device (Personal Area...

Standard 56000 bps Modem

Mo Internet access
TAP-Windows Adapter V9
VirtualBox Host-Only Ethernet A...

Intel(R) Centrino Internet access

Microsoft Virtual WiFi Mini

Figure 49. Dial
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3. Once the connection is established, you can right-click on the icon for Dial-up Connection and choose
Status for checking connection parameters after clicking on Details (IP address and so on).

(I

A

PR S L =

"\Z| Dial-up Connection _"ﬁ»

this connection 3

Device Name

Bluetooth Device (Personal Area...
Standard 56000 bps Modem
Intel(R) 82579LM Gigabit Netwo...
GTOUsbV Device #2

TAP-Windows Adapter V2
VirtualBox Host-Only Ethernet A..
Intel(R) Centrine(R) Advanced-...

Microsoft Virtual WiFi Miniport ...

Connectivity

Mo Internet access

Mo Internet access

Internet access

Organize = Disco
General |Detai|s
Name
€ Bluetooth Network -
it .u el o.r IPv4 Connectivity: Mo Internet access
LL—_-I BiabuniConnechn IPv& Connectivity: Mo network access
_:_ LAN (Ethernet) Media State: Connected
= LTE Duration; 00:00;10
w Sequans_vpn Speed: 115.2 kbps
;‘i WirtualBox Host-On
ol Wireless Network
fll Wireless Network Activity
Sent L‘\E Received
o
Bytes: 12,250 1,344
Compression: 0% 0 %
Errors: 0 0
Properties ] [ Disconnect ] I Diagnose ]

Close

Figure 50. Check Parameters

3.3.3.3 Closing Dial-up Connection

Right-click on the icon of the Dial-up Connection and choose Disconnect.

Organize = Disconnect this connection

-
MName

a Bluetooth Network Connection 2
l-_l;l Dial-up Connection

§ LAN (Ethernet)

@ LT

U sequans_vpn

U virtualBox Haost-Only Metwork
affll Wireless Metwork Connection 3
il Wireless Metwork Connection 4

Rename this connection View status of

Status

Disabled
. R PP o A i |

Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

this connection »
Device Name

Bluetooth Device (Personal Area...

1 Standard 56000 bps Modem

Intel(R) 82579LM Gigabit Netwo...
GTOUs
TAP-Windows Adapter V9

VirtualBox Host-Only Ethernet A...

v Device #2

Intel(R) Centrinc(R) Advanced-...

Microsoft Virtual WiFi Miniport ...

Connectivity

Mo Internet access

Mo Internet access

Internet access

Properties

Figure 51. Disconnect
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LS| are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external
reset pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states
of pins in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power

reaches the level at which resetting is specified.
Input of signal during power-off state

Do not input signals or an I/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or 1/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity
of the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Vin (Min.).
Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in
terms of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic
values, operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a
system-evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Notel)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quiality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.

© 2022 Renesas Electronics Corporation. All rights reserved.
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