LENESAS APPLICATION NOTE

Bluetooth® Low Energy Protocol Stack
Case studies for good connectivity with smartphones

Introduction

This document provides good connectivity with smartphones when using "Bluetooth Low Energy Protocol Stack™
(referred to as "BLE Software™) used for developing Bluetooth application products using the Renesas Bluetooth Low
Energy microprocessor RL78/G1D the corresponding case for doing it is described.

Target Device
RL78/G1D

Android device

Related Documents

The documents referred in this document may be preliminary version but might not marked as such version.

Document Document No.
Bluetooth Low Energy Protocol Stack —
User’s Manual RO1UWO095E
API Reference Manual Basic R0O1UWO0088E
rBLE Command Specification RO1AN1376E
Quick Start RO1AN2767E
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1. Overview

1.1 Equipment used in this document
»  Commercially available smartphones and tablets with Android OS

(referred to as "Android device")

»  The android device will be our master device. It encrypts pairing and communication when making a
connection request to the slave device.

»  Equipment using RL78/G1D
(referred to as “Terminal device™)

*  The terminal device is a slave device. The terminal device automatically starts advertising when
turning on the power. When connecting with an Android device, it performs pairing and
communication encryption.

1.2 Case list
1. Case that the connection cannot be established again by turning on, after turning off, the terminal device.

If you turn on the power immediately after turning off the terminal, and make a connection request from the
Android device from the state where the connection is established between the Android device and the
terminal, the connection may not be established.

2. The connection may not be established due to turning on the power of the terminal device (failure of the
pairing sequence)

When turning on the terminal and making a connection request from the Android device, the pairing sequence
fails, and the connection cannot be established in some cases.

3. Connection may not be established due to turning on the power of the terminal device (Feature exchange
sequence failure)

When turning on the terminal and issuing a connection request from the Android device, the Feature
exchange sequence may fail, and the connection cannot be established in some cases.

4. Unable to maintain connection with Android device (packet reception failure on the terminal side)

When connecting with an Android device, it disconnects without pairing or GATT communication.
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2. Case that the connection cannot be established again by turning on, after
turning off, the terminal device.

2.1 Outline
® Phenomenon

If you turn on the power immediately after turning off the terminal device, and then make a connection request from
the Android device from the state where the connection is established between the Android device and the terminal
device, the connection may not be established.

® Assumed cause

Since a disconnection request is not issued from the terminal device when the terminal device is powered off, the
Android device cannot communicate with the terminal device and waits for timeout (supervision timeout).

When the terminal device is turned on again, advertising is started, and the Android device tries to establish a new
connection. But a connection waiting for the supervision timeout before the power is turned off remains for the
terminal device, it is presumed to be caused by the unexpected state of *Dual Connection”.

[ J Measures

Send disconnect command to Android device before turning off terminal device. Make sure that you cannot make a
connection request to the same terminal device until disconnection is notified by the Android device application.

® Symptom confirmation device
Some Android devices with Android 7.1.1
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2.2 State explanation

Terminal device Android device
The state where the connection between the terminal
device and the Android device is established
- Connectd
Latest communication
__________________________________ I —
1
1
1
Turned OFF E
i
1
1
i
Turned ON ® Advertising ]
____________________________ :a’? _ Supervision
e i~ i timeout
s 1 1
Connection request ! :
Connect@-_ i '
\‘E :
D .
X Encryption i ' o
! : Notify disconnect to
1 1 | application
i é
Link loss

Figure 2-1  State when the terminal device cannot be reconnected from power OFF to ON

® When pairing is completed between the terminal device and the Android device, and the terminal device is turned
off "Connection (D" of the Android device is supervision timeout (20 seconds for some Android devices with
Android 7.1.1.).

® \When the terminal device is powered on while in the above state, the Android device tries to establish a
connection by issuing a connection request of "Connection @" to the advertisement from the terminal device.
Now the connection of the android device is doubly connected to the terminal device due to the presence,
encryption is not started, and an abnormal connection state is established.
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2.3 Improvement plan

231 Improvement plan on terminal device side

Android device

The state where the connection between the terminal device
and the Android device is established

Turned OFF
processing starts

Send disconnect request

(RBLE_GAP_Disconnect)
Disconndct complete event Notifv di tt

(RBLE_GAP_EVENT _DISCONNECT_COMP) OnLY CISCOnNect 1o

e — application
[

Turned OFF ® Disconnect

Turned ON Advertising

Figure 2-2  Improvement plan for the case where the terminal device cannot be reconnected from the power
OFF to ON (Terminal device side: No.1)

® Before turning off the power of the terminal device, execute a disconnection command (RBLE_GAP_Disconnect)
to send a disconnection to the Android device. The terminal device waits for a disconnection completion event
(RBLE_GAP_EVENT_DISCONNECT_COMP) and turns off the power. By explicitly disconnecting the
connection with the Android device, it is possible to normally connect to the advertising by turning on the power
of the terminal device.
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Android device

The state where the connection between the terminal device
and the Android device is established
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Figure 2-3  Improvement plan for the case where the terminal device cannot be reconnected from the power
OFF to ON (Terminal device side: No.2)

® Turn on the power of the terminal device after the time of supervision timeout elapses. Since the connection
between the Android device and the terminal device has been disconnected, the Android device issues a
connection request to the advertisement from the terminal device, so that the connection is established normally.
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2.3.2 Improvement plan for Android device side

Terminal device Android device
The state where the connection between the terminal device
and the Android device is established

Latest communication
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Figure 2-4  Improvement plan for the case where the terminal device cannot be reconnected from the power
OFF to ON (Android device side)

® Avoid an abnormal connection state caused by the Android device not issuing a connection request for advertising
from the terminal device received during the period of judging that the connection with the terminal device is
continuing (until the supervision timeout expires).

Note: If possible, at the time of receiving advertisement from the connected terminal device, judge the link loss, issue a
disconnection request from the application to the controller, shift to the disconnected state, and issue a
connection request to the terminal device.
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3. The connection may not be established due to turning on the power of the
terminal device (failure of the pairing sequence)

3.1 Outline
® Phenomenon

When turning on the power of the terminal device and making a connection request from the Android device, the
pairing sequence may fail, and connection may not be established in some cases.

® Assumed cause

In the pairing sequence of the Android device, the Encryption Information and Master Identification are notified from
the controller layer of the Android device to the host layer prior to the Encryption Change event, whereby
inconsistency occurs in the order of the pairing sequence and processing stops.

® Measures

Delay the execution of the function RBLE_SM_Ltk Req_Resp responding to the LTK request with the RL78 / G1D
program so that the Encryption Information and Master Identification will be notified after the Encryption Change
event on the Android device.

Note: For delay time, *connection interval x 2'* is recommended.

®  Symptom confirmation device
Some Android devices with Android 7.0
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3.2 State explanation
®  Symptom occurrence status

A phenomenon in which connection cannot be established, and an error message with content saying "Cannot
connect to Bluetooth" is displayed on the application of the smartphone.

®  Analysis method

Analyze the HCI snoop log, which is the communication log in the Android device, using the Android device and the
terminal device where the symptoms occur.

®  Analysis result

When an error message of symptom occurrence status is displayed on the Android device, the pairing sequence after
the connection between the terminal and the Android device is stopped. After the terminal transmits Master
Identification, since the Android device does not transmit Identify Information, the pairing sequence is not
completed, and the terminal and the Android device remain in an incomplete connection state. This is because the
controller layer of the Android device notifies the host layer of Encryption Information and Master Identification
prior to the Encryption Change event, thereby causing a discrepancy in the order of the pairing sequence and halting
the processing.
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3.21 HCI snoop log (Normal)

Mo, Time Source Deztination
145 28.886628 host controller
146 28.892582 controller host
147 29.177797 controller host
148 29.178117 RenesasE_8@:7f.. localhost ()
149 29.178819 RenesasE_B8:7f.. localhost ()
158 29.188198 localhost () RenesasE_8@:7..
151 29.188382 host controller
152 29.188376 localhost () RenesasE_0@:7..
153 29.188429 localhost () RenesasE_8@:7f..

[Source / Destination]

host : Top driver of smartphone

localhost : Top driver of smartphone
controller : Subordinate driver of smartphone
RenesasE_00 : RL78/G1D

Protocal
HCI_CMD
HCI_EVWT
HCI_EVT
SMP

SMP

SMP
HCI_CMD
SMP

ATT

Length  Info
32 Sent LE Start Encryption
7 Rcvd Command Status (LE Start Encryption) ¢:®
7 Rcvd Encryption Change &
26 Rcvd Encryption Information
28 Rcvd Master Identification @
26 Sent Identity Information
43 Sent TE Add Device to Resolving List
17 Sent Identity Address Information
16 Sent Read By Group Type Request, GATT Pri..

Figure 3-1 HCI snoop log (Normal)

O  When an Encryption Change event occurs immediately after the LE Start Encryption event from the
controller layer in the Android device, Identity Information is transmitted from the host layer.

@ Encryption information and Master Identification transmitted from the terminal device are notified from
the controller layer in the Android device. Identity Information is transmitted from the host layer, after

that, the pairing sequence is completed.

3.2.2 HCIl snoop log (Symptom occurrence)
Ma. Time Source Destination Protocol Length  Info
168 29.838978 host controller HCI_CMD 32 Sent LE Start Encryption
169 29.849877 controller host HCI_EVT 7 Rcvd Command Status (LE Start Encryption) :CD
178 29.331548 RenesasE_@8:7f.. localhost () SMP 26 Revd Encryption Tnformation
171 29.331783 RenesasE_@0:7f.. localhost () SMP 20 Revd Master Tdentification
172 29.331918 controller heost HCI_EVT 7 Rcvd Encryption Change
173 55.516396 remote () localhost () L2CAP 488 Rcvd Connection oriented channel

[Source / Destination]

host : Top driver of smartphone

localhost : Top driver of smartphone
controller : Subordinate driver of smartphone
RenesasE_00 : RL78/G1D

Figure 3-2 HCI snoop log (Symptom occurrence)

@ The Encryption Information and Master Identification transmitted from the terminal device are notified
from the controller layer of the Android device before the Encryption Change event. When this state
occurs, since the host layer of the Android device does not transmit the Identify Information, the pairing
sequence is not completed, and the incomplete connection is maintained.

Note: When the occurrence of the Encryption Change event is delayed after the LE Start Encryption
event from the controller layer in the Android device, the Identify Information is not transmitted

from the host layer.
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3.3 Improvement plan
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Figure 3-3 Improvement plan for cases where connection cannot be established by turning on terminal device
(Pairing sequence failure)

® In pairing sequence processing of the terminal device program, wait insertion ((*1) in Figure 3-3) is
performed while calling the RBLE_SM_ Ltk Req_Resp function since the occurrence of the
RBLE_SM_LTK_REQ_IND event, thereby intentionally sending Encryption Information and Master
Identification It can be delayed.

Thus, after an Encryption Change of the HCI event occurs, in the Android device, Encryption Information
and Master Identification from the terminal device can be received, and a normal pairing sequence can be
executed.

®  On the smartphone side which is the Central side, in the case of Android, the OS automatically performs the
processing of (*2) in Figure 3-3, so there is no processing done on the application side.
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3.4 Example of terminal device program implementation

An implementation example for delaying the invocation of the RBLE_SM_Ltk_Req_Resp function using the kernel
timer is shown below.

3.4.1 Add message ID for delay

Adds the delay message ID to the enum enumeration of the message 1D of the kernel used in the terminal device
program.

Note: In our sample program, there is a definition in “r_ble_sample_app_peripheral.h”.

typedef enum {

APP MSG BOOTUP = KE FIRST MSG(APP TASK ID) + 1,

APP MSG RESET COMP,

APP MSG SECLIB SET PARAM COMP,

APP MSG CONNECTED,

APP MSG SECLIB CHK ADDR COMP,

APP MSG SECLIB PASSKEY IND,

APP MSG SECLIB ENC COMP,

APP MSG DISCONNECTED,

APP MSG PROFILE ENABLED,

APP MSG PROFILE DISABLED,

APP MSG TIMER EXPIRED,

APP_MSG_LTK REQ DELAY, // (DMessage ID for delay
} APP MSG_1ID;

Figure 3-4 Add message ID for delay

3.4.2 Added message processing for LTK response

When the RBLE_SM_LTK_REQ_IND event occurs, add a message function process to set the kernel timer and set the
wait time and perform the LTK response.

Note: In our sample program, add message function processing to “r_ble_sample_app_peripheral.c”.

// @Added Prototype Declaration of Message Function for LTK Response
static int t app ltk req delay(ke msg id t const msgid, void const *param,
ke task id t const dest id, ke task id t const

src id);
Figure 3-5 Added Prototype Declaration of Message Function for LTK Response

const struct ke msg handler app connect handler[] = {

{ APP_MSG_CONNECTED, (ke_msg func_ t)app profile enable },

/* { APP_MSG PROFILE ENABLED, (ke msg func t)NULL }, */

{ APP_MSG TIMER EXPIRED, (ke_msg func t)app timer expired },

// @Register message function after elapse of timer time

{ APP_MSG LTK REQ DELAY, (ke msg func t)app ltk req delay },
i

Figure 3-6 Add message function after connection of timer time to connected message handler
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{

/*

####4# SM Event Handler ####4# */
void app_ sm callback (RBLE SM EVENT *event)

switch (event->type) {
case RBLE SM LTK REQ IND:
req result = event->param.ltk req;

// @set the kernel timer for the delay time wait (unit time is 10 msec)

// —-> Delay the response of LTK (Long Term Key)
ke timer set (APP_MSG LTK REQ DELAY, APP TASK ID, 50);//Wait 500 msec
break;
default:
break;

Figure 3-7 Added kernel timer setting process when RBLE_SM_LTK_REQ_IND event occurs

{

// ®Additional message function for LTK response = Execute after delay time
static int t app ltk req delay(ke msg id t const msgid, void const *param,

ke task id t const dest id, ke task id t const

src_id)

/* Generate LTK/EDIV/NB. */
seclib _generate key(&ld 1ltk.val);
seclib_generate nb(&ld ltk.nb);
1d 1ltk.ediv = SecLib_ Rand();

1d 1tk.valid = SECDB_VALID KEY;

/* LE Long Term Key Request Reply */
RBLE SM Ltk Reg Resp(req result.idx, RBLE OK,
RBLE_SMP_KSEC_ NONE,
1d 1tk.ediv,
&1d ltk.nb,
&1ld 1tk.val);

return KE MSG CONSUMED;

Figure 3-8 Added message function for LTK response
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4. Connection may not be established due to turning on the power of the terminal
device (Feature exchange sequence failure)

4.1 Outline
® Phenomenon

When turning on the power of the terminal device and making a connection request from the Android device, the
Feature exchange sequence may fail, and the connection cannot be established in some cases.

® Assumed cause

When another command or event is executed between the connection request command HCI_LE_Create_Connection
executed from the host layer of the Android device and the connection completion event LE Connection Complete,
the command after the command HCI_LE_Read_Remote_Used_Features after the command which reads the
function supported by the remote device The sequence for establishing the connection is not executed.

[ J Measures

After executing the connection request in the Android device application, do not enter any other processing until
receiving the connection completion event LE Connection Complete.

®  Symptom confirmation device
Some Android devices with Android 5.0.1
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4.2 State explanation

NG Ok

SmartPhone RL7B/G1D SmartPhone RL7E/G1D
PR A0 IM0Y A m e AL INDY
e e e 200 IM0) A LD MDY
\PNNECT_REQ _ _ _ ___ -] |[CONNECT_REQ _ _ -
UL FEATURE PEQ_ ____ - L FEATURE FEQ_ _ ___ |
I 1L FEATURE RS P 1L FEATURE RSP
- L FNC REQ _ _ -
R [P - LL _NEC RSP
e — — — L _START_EMC RECQ)
| | _START_ENC BSP. _ - _
e — - - L _START, ENC BSE
Ll _CHANMEL _MAP_RFQ _

Figure 4-1  State when the terminal device cannot be connected due to power ON (Feature exchange sequence
failure)

® Bluetooth Packet Sniffer log analysis result

» Inthe case of NG, the Android device sends LL_FEATURE_REQ, and after the terminal device
transmits LL_FEATURE_RSP, the Android device stops responding. Even in the case of NG, the
Android device and the terminal device are connected. While maintaining the connection it will not
proceed from the sequence of LL_FEATURE.

» In case of OK, the Android device transmits LL_FEATURE_REQ, the sequence device is processed
normally after the terminal device transmits LL_FEATURE_RSP.
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Type Opecode Command Ewvent
Cormand ]
Event HCI_LE_Create_Connection Command Status A
Command  HCI_LE_Set_Advertising_Parameters
Event HCI_LE_Set_Advertizing_Parameters Command Complzte
Command  *Write_Scan_Enable
Ewent Wirite_Scan_Enable Command Complete
Command  *Write_Scan_Enable
Event YWiite_Scan_Enable Command Complete
Command  “wite Extended Inguiny Response
Event wirite Extended Inquiry Response Command Complate
Command  Write Extended Inguiny Response
Event ‘wirite Extended Inquiny Response Command Complate
Command  “write Extended Inquiry Response
Ewent Write Extended Inguiny Responze Command Complete
Command  *write Extended Inquiny Response
Event Wite Extended Inquirny Response Command Complete 252ms
Command  “write Extended Inguiny Response
Event Wwiite Extended Inquirny Response Command Complete
Command  “Write_Clazs_of_Device
Event Wwirite_Class_of Device Command Complate
Command  HCI_LE_Set_Advertising_Data
Event HCI_LE_Set_Advertizing_Data Command Complzte
Command  HCI_LE_Set_Advertising_Parameters v
Ewent HCI_LE_Set_Adwertizing_FParameters Command Complete

LE Connection Complete

Command  HCI_LE_Read_Remote_Used Features
Event HCI_LE_Read Remote_Uszed_Features  Command Status
Event LE Read Remate sed Features Complete
Command  Change_Local_Name
Event Change_Local MName Command Complzte
Command  “write Extended Inquiry Response

Figure 4-2 HCI snoop log (Symptom occurrence)

Type Opcode Command Ewent
Carnnmand HCI_LE_Create Connection
Ewent HCI_LE_Create_Connechion Command Status
- — 35ms
LE Connection Camplete i
Command  HCILLE_Read Remote_Used Features @
Event HCI_LE_Read Remote_Used Features  Command Status
Event LE Read Remate Used Features Complete
Cormmatd HCI_LE_Start_Encryption
E vent HCI_LE_Start_Encryphion Command Status
Event Encryption Change

Figure 4-3 HCI snoop log (Normal)

®  Analysis result of HCI snoop log

» Inthe normal case, it is executed continuously from HCI_LE_Create_Connection to LE Connection
Complete. Thereafter, commands of HCI_LE_Read Remote Used_Features and
HCI_LE_Start_Encryption are executed.

»  When a symptom occurs, another command or event is executed during HCI_LE_Create_Connection ~
LE Connection Complete. After LE Connection Complete, the HCI_LE_Read Remote_Used_Features
command is executed, but the HCI_LE_Start Encryption command is not executed.
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4.3 Improvement plan

After executing the connection request in the Android device application, do not enter any other processing until
receiving the connection completion event LE Connection Complete.
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5. Unable to maintain connection with Android device (packet reception failure on
the terminal side)

5.1 Outline
® Phenomenon

When connecting with an Android device, it disconnects without pairing or GATT communication.

® Assumed cause

The cause is presumed to be that the terminal failed to receive packets for some Android devices and was unable to
respond with a connection event, resulting in disconnection.

® Measures

Modify the program on the terminal side so that the corresponding packet can be received.

® Symptom confirmation device

Some Android devices with Android 11 or later.
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5.2 State explanation
®  Symptom occurrence status

When connecting a terminal and an Android device, an error message stating "An app is needed to use this device" is
displayed on the smartphone application.

Note: The error message may differ depending on the Android device used.

®  Analysis method

Use the Android device and terminal where the symptom occurs and set a break at the LE link disconnection
completion event (RBLE_GAP_EVENT_DISCONNECT_COMP) notified to the gap_call_back function registered by
the RBLE_GAP_Reset API while the terminal side is connected for debugging using the on-chip debugging emulator
(e.g., E2 emulator Lite). Then, when the LE link disconnection completion event occurs, check the disconnection
reason value of the event parameter.

Note: Depending on the optimization level of the compiler, it may not be possible to watch event parameters with
variable names. In that case, add a uint8_t type global variable for debug, assign a disconnection reason value to the
global variable, and confirm the global variable in the watch window on the debugger.

®  Analysis result

If the symptom occurrence operation is repeated and the disconnection reason of the terminal side LE link
disconnection completion event is RBLE_CONN_FAILED_TO_BE_ES (0x3E) or RBLE_CON_TIMEOUT (0x08), it
is considered that the terminal has failed to receive Android device packets and has disconnected.

5.3 Improvement plan

Add processing to improve interoperability in the main function on the terminal side so that packets from Android
devices that cause symptoms can be received.
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5.4 Example of terminal device program implementation
An implementation example for improving interoperability is shown below.

54.1 Add Library Function/Variable References
Add code [1] to use library functions/variables for use in terminal programs.

Note: For our sample program, add the code to rf.h.

<Project_Source\renesas\src\driver\rf\rf.h>
#ifndef RF_H_
#define RF_H_

void rf init(const uintl6_t rf flg);

// [1] Add external reference declarations for library functions/variables
void rf renesas reg wr(uintl6 t addr, uintlé t value);

extern bool sleep data_save;

/// @}

#endif // RF _H_

Figure 5-1 Add library function/variable reference

5.4.2 Add interoperability improvement processing

Add processing codes [2] to [5] to improve interoperability to the main function and arch_main_ent function of the
terminal program.
Note: For our sample program, add code to main.c and arch_main.c.

<Project_Source\renesas\src\arch\rl78\main.c>

_MAINCODE void main( void )
{

#ifdef USE FW UPDATE PROFILE
/* during FW update? */
if ( true == check fw update() ) {

// Disable the BLE core
rwble_disable();

// Initialize RF
rf init (CFG_RF_INIT);

// [2] Add interoperability improvement processing
rf renesas_reg wr (0x11A4,0x0B33);
rf renesas reg wr (0x11A6,0x3A3A);

// Initialize BLE stack
rwble init (&public_addr, CFG_SCA);
else

#endif

/* call arch main */
arch main();

Figure 5-2 Add code to main.c
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<Project_Source\renesas\src\arch\rl78\arch _main.c>

void arch main_ent (void)
{
struct bd addr public addr; /* Public Device Address */
bool app reg set = false; // [3] Add setting flag for interoperability improvement

/* Disable parity error resets */
RPECTL = 0x80;

// And loop forever
for (;7)
{
// [4] Add setting flag check and interoperability improvement process
if( (sleep data save == false) && (app_reg set == false) )
{
rf renesas reg wr (0x11A4,0x0B3A);
rf renesas reg wr (0x11A6,0x3A3A);
app_reg _set = true;

}

//LED activity
led blink();

// schedule the BLE stack
rwble schedule () ;

// Checks for sleep have to be done with interrupt disabled
GLOBAL INT DISABLE() ;
// Check if the processor clock can be gated
if ((uintlé6_t)rwble sleep() != false)
{
// check CPU can sleep
if ((uintl6_t)sleep check enable() != false)
{
#ifndef CONFIG_EMBEDDED
/* Before CPU enters stop mode, this function must be called */
if ((uintlé6_t)wakeup ready() != false)
#endif // #ifndef CONFIG EMBEDDED
{
// Wait for interrupt
WETL ()

#ifndef CONFIG_EMBEDDED

/* After CPU is released stop mode, this function must be called immediately */
wakeup finish();

#endif // #ifndef CONFIG EMBEDDED

}
}
// [5] Add setting flag update processing for interoperability improvement
if (sleep _data save != false)
{
app_reg_set = false;
}
// Checks for sleep have to be done with interrupt disabled
GLOBAL INT RESTORE () ;

sleep_load data();

Figure 5-3 Add code to arch_main.c
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6. Appendix

The environment that can be used for analysis is shown below.

6.1 Analysis environment

There are two kinds of analysis environments as follows.

®  Capture the communication between the terminal device (RL78/G1D) and Android device with Bluetooth
Packet Sniffer and analyze with packet log

® Analyze BLE operation status of Android device with Bluetooth HCI snoop log

Bluetooth Packet Sniffer

% BLE packet log

Android device

Terminal device
(RL78/G1D)

$<Android Developer options
Bluetooth HCI snoop log

9) (-

® Figure 6-1 Analysis environment
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6.1.1 Packet Sniffer

Capture communication on Air
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between devices and analyze logs.

O Frame Display -

File Edit View Format Filter Bookmasks

Options  Window Help

* t’lﬂ ﬁ g | ' 4 v| = e T | [y Yl & il Filter: Include each frame where the protocol "LE DIATA” exists

6.1.2

Total Frames: 9,442 FramesFitered In: 604 Frame #s Selected: 3,014%; (1 total] [1 bytes]
For Help Press F1

I [’Eag‘;_:"-”“ Ler=24 i=Im njm G o o m Findt: ,| d@ £ ()| Summany: [LEDATA Baseband with Auto-traverse
P2 Unfiltered | Data | Emars | L2CAP |
Channel Index: 32 - 2470 iz
Voo e are— L L LELL|SWP AT |
Dexeypted by Anab; B.. Framsft Chen Acesseiddiess EvertCountse S LLID MESH SN MD  Coniil Pkt Len  Fiam. Deks )
Ee Eﬂf;—-ﬁ“"’”‘"“"” o e am0 1 DeEFde 000 1 Empy [ 01
& e T - : 16 Dwd51 %24 00000 Emply 5 00 D0r 00 000230
0 ] e
° 5 DwSZC  DWO00T z  Emmy CREE 0 7 15 00-00:00 000302
e a0s [ ) 1 Empy a0 o ¢ s 000000 048488
5 e 0% N Mz Gd0E 2 Contiel 1 0 0  LLFEATURE_RSP EI-! 00:00:00 000230
e i@ 2 DesZ2e D003 1 Contiel 1 1 0 LLVERSION_IND CR| 00:00:00. 046521
@ 303 21 DA 00003 2 Emgly a 1 [t} 0 15 000000 000277
e 3080 6 DuSiale (004 1 Empy a0 0 T 00.00:00.048472
M e 308 6 DaSIZMe (00 2 Conel 1 D0 LLVERSIONIND CR 000000 000231
Papload Lenglh 3 @ 3060 &2 s 24 00005 1 Coetiol 1 1 1] LL_CONNECTION_UPDATE_RED 12 ey 000000 048520
=+ LELL @ 3061 2 Dws A 00005 2 Emply o 1 o 0 15 O0-00r00 000326
Canticl Fit: LL_FEATURE_REQ @ 3063 1 Dwd1 2240 D000 1 Stant a (1] o 1 F:3 00-00:00 048424
FoalrsaSel ° 064 T DeMzc DO :  Emmy 1 0o EIE 000000 000316
LL_Encypiicrt Lized ® 307 17 DedE2C 0007 1 Emply 1 1 o 0 15 0100004842
< >
~
v
i
v,
< >

Figure 6-2 Packet Sniffer log

Bluetooth HCI snoop log

Record BLE HCI communication in Android smartphone and analyze log.
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Figure 6-3 Bluetooth HCI snoop log
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The recording method of Android's Bluetooth HCI snoop log is as follows.

Activate "Developer options" from "Settings" of Android smartphone and turn on "Enable Bluetooth HCI snoop
log" setting.

When Bluetooth of Android smartphone is enabled, log recording is started.

The log file name is "btsnoop_hci.log".

Note: The save destination of the file depends on the model. For details, refer to the smartphone manual.

If you continue to record logs and the file size becomes large and it is difficult to see it, disable Bluetooth on
smartphone once, disable "Developer options" and "Enable Bluetooth HCI snoop log" before starting recording,
then again It is possible to reset and reset the log recording.

After acquiring the Bluetooth HCI snoop log, it can be viewed in the viewer.

Reference viewer

BPA software

http://fte.com/support/CPAS-download.aspx?demo=BPA%20500&iid=1U

After installation, use Capture File Viewer.

®  Wireshark

https://www.wireshark.org/

Once opened in the viewer, you can do the analysis in the following procedure.

1. Search by keywords such as "disconnection” or "response timeout". If found, the cause of the error is analyzed
from the error occurrence point backward.

2. If anerror occurrence location cannot be found by keyword, search for the point where connection was established

with the keyword "create_connection". Check Command and Event one by one and analyze error occurrence

points and cause.
53 Command HCI_LE_Create_Connection 00:00:00.024035 2017/09/26 9:26:58.951985
54 Event HCI_LE_Create_Connection Command Status Success 00:00:00.005141 2017/09/26 9:26:58 957126
55 Event Warning: No default case [10] 00:00:00.550315 2017/09/26 9:26:59.507441
56 Command HCI_LE_Read_Remote_Used_Features 00:00:00.000640 2017/09/26 9:26:59.508081
57 Event HCI_LE_Read_Remote_Used_Features Command Status Success 00:00:00.002543 2017/09/26 9:26:59.510624
58 Event LE Read Remote Used Features Complete Success 00:00:00.109168 2017/09/26 9:26:59.619792
59 Command Read_Remote_Version_|nformation 00:00:00.000234 2017/09/26 9:26:59.620026
60 Event Read_Remote_Version_|nformation Command Status Success 00:00:00.004088 2017/09/26 9:26:59.624114
61 Event Read Remote Version Information Complete  Success 00:00:00.093136 2017/09/26 9:26:59.717250
173  ACL Data 00:00:00.009306 2017/09/269:27:07 672764
174 Command HCI_LE_Connection_Update 00:00:00.006043 2017/09/26 9:27:07.678807
175  Event HCI_LE_Connection_Update Command Status Success 00:00:00.006914 2017/09/26 9:27:07 685721
176  Event LE Connection Update Complete LMP Response Timecout 00:00:00.550251 2017/09/269:27:08.235972
177  Event Disconnection Complete Success 00:00:00.000642 2017/09/269:27:08.236614
178 Command 00:02:00.298772  2017/09/269:29:08.535386

Figure 6-4 Viewer display example
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the products covered by

this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps must be taken to
stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be adequate. When it is dry, a
humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity. Semiconductor devices must be stored and
transported in an anti-static container, static shielding bag or conductive material. All test and measurement tools including work benches and floors must be
grounded. The operator must also be grounded using a wrist strap. Semiconductor devices must not be touched with bare hands. Similar precautions must be taken for

printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of register settings
and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset pin, the states of pins are not
guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins in a product that is reset by an on-chip

power-on reset function are not guaranteed from the time when power is supplied until the power reaches the level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O pull-up power
supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal elements. Follow the guideline for

input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are generally in the high-
impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of the LSI, an associated shoot-

through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program execution, wait
until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator during a reset, ensure that the
reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal produced with an external resonator or by an

external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V. (Max.) and Vin
(Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the input level is fixed, and also in

the transition period when the input level passes through the area between Vi (Max.) and V4 (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these addresses as the

correct operation of the LSI is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems. The
characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms of internal
memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values, operating margins, immunity
to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-evaluation test for the given product.



Notice

1

10.

11.

12.

13.
14.

(Notel)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and
application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your product or
system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of these circuits, software,
or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or other
intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this document, including
but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export, manufacture,
sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability
for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for each Renesas
Electronics product depends on the product’s quality grade, as indicated below.

“Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic

appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial
terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics
document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to human life or bodily injury
(artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system; undersea repeaters; nuclear power
control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all liability for any damages or losses
incurred by you or any third parties arising from the use of any Renesas Electronics product that is inconsistent with any Renesas Electronics data sheet, user’s manual
or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics hardware or
software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not limited to any
unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS ELECTRONICS DOES NOT
WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING RENESAS ELECTRONICS
PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE, HACKING, DATA LOSS OR THEFT, OR
OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND ALL RESPONSIBILITY OR LIABILITY
ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT PERMITTED BY APPLICABLE LAW,
RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH RESPECT TO THIS DOCUMENT AND ANY
RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF
MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for Handling and
Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect
to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any
malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics,
such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability product or a product for harsh
environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products are not subject to radiation resistance design.
You are responsible for implementing safety measures to guard against the possibility of bodily injury, injury or damage caused by fire, and/or danger to the public in
the event of a failure or malfunction of Renesas Electronics products, such as safety design for hardware and software, including but not limited to redundancy, fire
control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software
alone is very difficult and impractical, you are responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product.
You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of controlled substances, including
without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these applicable laws and regulations. Renesas Electronics
disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under
any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations promulgated and administered by
the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or transfers the
product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

“Renesas Electronics™ as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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