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Debugging Your Application with IAR C-SPY Feb 7, 2018

Introduction

This Application Note uses the template project SK-S7G2 Synergy™ MCU Group Blinky with ThreadX®. Refer to
Getting Started with IAR Embedded Workbench® for Renesas Synergy™ document to create a project through the
Synergy Standalone Configurator (SSC).

Contents

Lo INITAI SEENGS ceeeeeeeeiieeeee et s 2
2. Debug basics and LiVe WALCH ...........uuiiiiiiiie e 5
3. Conditional and Data BreakpOintS. ............uu i 8
N O Y e 172 1o o 1= TR 11
5. PRINTF via SWO and SEemMINOSHING .......uoiiiiiiiiiiiiiie e e e et e e e e e eaenes 12
L T I I I V=T o 1 PR 14
A 101 (=T 4 (] o 8 0T [ 1o RO 18
ST A\ = Tt o (o (o oY I = o = P SURSPPPPR 19
9. Thre@adX RTOS PIUGIN ...ueriiiiiiiiiiiiiiiii e e e e e e e e e e e e e e e e e eeeeeas 22
10. Stack Analysis during Debug (View > Stack USAQE) .......cevvvrrreiiieemieiieiiiiiiieiieeieeieiiesneneneninnnnns 24
iYL= o FSY L C=TE= VgL IS0 o] oL ] o AP 27
R20AN0418EU0103 Rev.1.03 Page 1 of 27

Feb 7, 2018 RENESAS



Renesas Synergy™ Platform

Debugging Your Application with IAR C-SPY

1. Initial Settings

1. Open the project options for S7G2-SK Blinky with ThreadX® by right clicking on the project in the workspace.
Select the project in bold in the project tree to get access to all the project options.
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Figure 1 Debug project

2. Select the J-Link® driver that is populated on the Synergy MCU board. Go to Step 4 for the final debug probe
settings. You do not need to close the Options windows yet.
3. Under the Category window select the Debugger setting. Under the Setup tab and Driver window select J-Link/J-

Trace.
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Figure 2 J-Link driver
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Renesas Synergy™ Platform

Debugging Your Application with IAR C-SPY

4. Inthe Category window choose J-Link/J-Trace. Select the JTAG/SWD speed to Auto and set the CPU clock to
120 MHz. It will be required for the SWO clock interface that will be used for the complete debugging in this

application note.

Options for node "lab1”
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Figure 3 Setting the CPU clock

5. Inthe Connection tab click the SWD button under Interface and confirm all changes by clicking OK.
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Figure 4 Selecting SWD interface
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Renesas Synergy™ Platform

Debugging Your Application with IAR C-SPY

6.
CTRL + D).

Download and Debug your application by selecting Project > Download and Debug (shortcut key combination is

¢ quix - IAR Emb
File Edit View[Project Tools Window Help

o :
DS W@ |5 AddFiles. p
e Add Group... —]
Debug Import File List...
Files Add Project Connection... -
B ﬂm Edit Configurations... Al
& C guix
Quiapp_ Remave
guispp
guispp_| Create New Project...
L@ [ Icd_set e i
- -~ Add Existing Project...
&1 ‘b Synergy
L@ Source i
o Options... Alt+F7
False
| FECsy Version Control System 4
| hal
| ma Make F7
CIsyne :
Compile Ctrl+F7
Laass P
[ Rebuild All
i Clean
Batch build... F&
H C-STAT Static Analysis 4
| Stop Build Ctrl+Break
I Download and Debug Ctrl+D
| W TRORPR PR IR [ Ty [ I
Figure 5 Selecting Download and Debug
L. . . .
7. The application should halt in the main function.
“,ilab'l IAR Embedded Workbench IDE - a ®
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27 i
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30 0x320e: 0x0D000 HOVS RO. RC
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Figure 6 Halting at the main() function
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Renesas Synergy™ Platform Debugging Your Application with IAR C-SPY

8. Enable the line numbers in the source code. The line numbers can be enabled any time, even during the debug
session in Tools > Options > Editor: Show line numbers and clicking OK.

}% lab1 - IAR Embedded Workbench IDE

File Edit View Project Debug Disassembly J-LinkWindow Help

D&k | v evuErerins muUNS|dD
= ‘ Filename Extensions... IDE Options X
1l '
e Common Fonts =
Workspace Configure Custom Argument Variables... - Key Bindings Tab size 8 Syrtax highlighting L
Debug Configure Tools... A Auto indent
i = . 2
Files o -1 - g ~ @ Editor Indent size: Corfigure... n
B (Jlabl - Debug v :2 o 9e Tab Key Function Show line numbers
) @ ct
] Synergy - "roje (O Insert tab Scan for changed files
Doulpul 324 Source Code Control
33 . Debugger (®) Indent with spaces 41 Show bookmarks
Show fold margin
34 Sta:lk Show right margin
354 - Register Filter O Piiting o4 [[] Enable vitual space
36 Terminal I/O rinting edge i
= | @® Columns 80 [[] Remove trailing blanks
a8 Auto code completion and parameter hints
35 Fe Encoding Show source browser tooltips
40 Defaut character encoding [] Show line break characters
System v
41
42 L Auto-detect character encoding
43 EOL characters: PC ~
P 44
45
46
p Corce | [ ey b
48
49 return 0;
50 }
51
) S
lab1 =

Figure 7 Show line numbers
2. Debug basics and Live Watch

1. Open the View > Disassembly window if it’s not already open. Single-step through the code, both on the C level
and the assembler level.

2. Use the Step into, Step over, Step out, Restart Debugger, Go, and Break functionality function buttons.

Toggle Restart Step Step Runto
breakpoint Debugger  over out cursor Break

SN T S

[ @ c@®@.:n3Irs»0a

f f P

Make and Step Go Reset
Restart into
Debugger

Stop Next

Debugging statement

o0k w

Figure 8 Debug functions

Open the View > Register window and see how the different register changes values as you go through the code.
Open the View > Call Stack window and follow the calls during the single stepping.

Break/halt the application to see the register and call stack information.

Double click on the bl inky _thread_entry.c file in the Project Explorer. If this is a new Blinky Project or
you don’t see the counter variable, add the below code at mentioned positions in bl inky_thread_entry.c . A
simple counter will be incremented in the while loop like the print screen in Figure 11 below.

A. int counter = 0; > line 15

B. counter++; > line 40, inside the while loop
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Renesas Synergy™ Platform Debugging Your Application with IAR C-SPY

% lab1 - AR Embedded Workbench IDE
File Edit View Project Tools Window Help

=== = | || stack YR EPeR@H @ NN S AL
e * | blinky_thread_entry.c |
Debug il 10 *
Files B 11 * Blinks all leds at a rate of 1 second using the the th
B Jlabl - Debug v 12 * Only references two other modules including the BSP, I
|2 @ syneray ) 13 *
LE}_EED::EEFHES 14 L ook ok 3k sk sk ok o ok ok o ok o ok ok ok ok ok ok sk sk ok o ok ok ok ok ok ok ok ok oF ok ok ok sk sk ok ok ok o ok ok ok ok ok oF ob ok ok ok o ok o o ok
\ 15 | int counter = 0; |
} lé wvoid blinky thread entry(void)
LE D synergy 178 d
Latassp 18 /* Define the units to be used with the threadx sleesp
ginc 19 const uint32 t threadx tick rate Hz = 1007
E‘Cbsp 20 /* Set the blink frequency (must be <= threadx tick r
@ 3 driver 21 const uint32 t freg in hz = 2;
Lo ramework 22 /* Calculate the delay in terms of the threadx tick r.
—=0- 23 const uint32 t delay = threadx tick rate Hz/freq in h:
—5 @ Output 24 /* LED type structure */ - T -
ype structure
25 bsp leds t leds;
26 /* LED state variable */
27 ioport level t level = IOPORT LEVEL HIGH;
28
29 /* Get LED information for this board */
30 R_BSP_LedsGet (&leds):
31
32 /* If this board has no leds then trap here */
33 if (0 == leds.led count)
340 {
35 while (1) // There are no leds on this board
36 | }
37
38 while (1)
390 {
40 P_counterﬂ—;
41 Determine the next state of the LEDs */
42 if (IOPORT_LEVEL LOW == level)

Figure 9 Increment counter
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Debugging Your Application with IAR C-SPY

7. Use the option Project > Make & Restart Debugger (shortcut key combination Ctrl+R) or the Make & Restart
Debugger icon at the top after adding the changes in the source code. You could also Make the project first and
then use Debug and Download button to run the code.

ProjecthenesasSynergy Debug Disassembly J-Link Tools Window Help

File Edit View
ho R |G . < Qo> %< B0 RO =[Glco]
Call Stack [s AddGroup.. * 1 X | main blinky_thread_entry x
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= main Add Project Connection... . 19 const uint32_t threadx tick re
Reset_Hand Edit Configurations... 20 /% Set the blink frequency (must I
<Unknown h ¥ 21 const uint3Z_t freg_in_hz = 2;
Remove 22 /* Calculate the delay in terms of
23 const uint3Z_t delay = threadx tic
|_"I Create New Project... z4 /% LED type structure &/
2 .
% add Existing Project... 2 bsp_leds t leds:
e | | | 26 /4% LED state variable */
¥ | Options... Alt=F7 27 ioport_level t lewvel = IOFORT_LEVE
28
Version Control System 3 29 /% Get LED information for this be
30 BR_BSP_LedsGet(&leds);
B Make F7 31
2 '8 TF Ehi 3 ha 1 £
. Compile Chrl<FT 3z /% If this board has no leds then
33 if (0 == leds.led_count)
@ Rebuild Al = |
&  Clean 35 while (1} ; /4 There are no le
36 | }
Batch build... Fa
& 37
- ) )
C-STAT Static Analysis v i while (1)
39 H {
Stop Build Ctrl+Break 40 fpounter++;
41 /% Determine the next state of
Download and Debug Ctrl+D 432 if (IOPORT_LEVEL LOW == level)
L4 Debug without Downloading <
Debug Log Attach to Running Target
Ll:lg Make & Restart Debugger Ctrl+R
bon Jan 22, 4 ©  Restart Debugger Ctri=Shift=R  |oase set 'WMOSC_CLOCK! macrn parameter ta the actual XTALMOSCH

Figure 10 Make and restart debugger

8. Open the View > Live Watch window and write counter.
9. Reset the application to return to the main function.

10.

halting the application.

11.

Press Go and see how the counter value changes during runtime. You can monitor the value of variables without

In some cases, you need a shorter update interval for the live watch. The default value is 1000 ms but you can

decrease it to 1 ms for example. The update interval can be changed by right-clicking in the Live Watch window
and selecting Options > Debugger > Update intervals (milliseconds) > Live watch. Alternatively, the Options
window can be opened from the Tools tab: Tools > Options
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Renesas Synergy™ Platform Debugging Your Application with IAR C-SPY

IAR Information Center for ARM Renesas Synergy  main.c | blinky_thread_entry.c main) v x Disassembly x | Hvewstd
17 { TX_USER_TRACE_BUFFER DECLA— _ 0ok v | [y ot Expression  Value
18 fendif | Disassembly ~ | counter 3
13
20 IDE Options
41 C Font
mmon N
22 s When source resalves to muttiple function instances
23 Key Bindings
24 | Language [ Automatically choose all instances
25 ‘ - ::rtnr Source code colorin disassembly window
L essages
26
27 4 Project - Color
28 - adg Control Step into functions STL container expansion Show As
29 Debugger - )
S5 SEat ® functions Deqt 10 Save to File...
31 Register Filter (O Functions with source only —
320 Terminal /O Update intervals {miliseconds) Defaut integer format —
=5 Live watch ‘_‘W ] Decmal v
. | “H}L‘ n STR R2, [F
35 Memary window | BEQ.N 0x245:
= LDR.N R2. [E
37 4] Window dlassification by background color MOVS Rl £
=0 STR R1. [F
35 B.N 0x240F
40 MOVS RO. RC
41 DC32 _tx_tl
42 [ ox | [ oo e Help DC32 blinky
43 _ DC32 107374
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Figure 11 Updating Live Watch interval

12. Break the debugger and reset the application to force counter == 0 again.

3. Conditional and Data Breakpoints
To get the execution to stop at a certain point once a certain condition is met, insert a conditional breakpoint:

1. Find the following expression at line 57/58 in blinky_thread_entry.c
/* Delay */
tx_thread_sleep (delay);

2. Right-click and select Toggle Breakpoint (Code).

50
51 /* Update all board LEDs */
52 for(uint32 t i = 07 i < leds.led count; i++)
530 {
54 g loport.p api->pinWrite(leds.p leds[i], level);
55 1 }
56
=7 /* Delay */
® 58 | tx thread sleep (delay):
o 1
60 | }
| 6l -
Figure 12 Break location
R20ANO418EU0103 Rev.1.03 Page 8 of 27
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Renesas Synergy™ Platform Debugging Your Application with IAR C-SPY

3. Right-click again and select Edit Breakpoint.
4. Inthe Conditions > Expression box, type counter > 10.
5. This will stop execution when the value is over 10.

31
o lut B rd has no leds then trap here */
Co led count)
P Edit Breakpoint X
Paste

// There
Complete Word . Code

Complete Code Breal: At:

| “\Usersh\Fafael Ta" Synengy'lab 1hsrcblinky_thread_entry.c}.58.1| | Edit..

Parameter Hint

Match Brackets Breakpoirt type
Toggle All Folds (] Ovenide defauit
Insert Template > 5~ the next Software Astion
Open Header/Source File LEVEL LOW e Expression: |
Go to Definition o
Go to Declaration i IOPORT_L g;:i;:;:
Find All References courter>10] |
Find All Calls te Functions {® Condftion trus Skip court: ’—D‘
Find All Calls from Functions ) Condttion changed
= IOPORT L

Teggle Breakpoint (Code)

Toggle Breakpoint (Log)

Teqgle Breakpeint (Trace Start) 211 board®LEDs */

Teggle Breakpeint (Trace Stop)
Teggle Breakpoint (Trace Filter)

Enable/disable Breakpoint

rt.p api-»>pinWrite(leds.p leds[i level) ;
[ editBreakpoint.. ) p_2pl=>p ( P_ (11, )

Character Encoding »
® oo L.A_LLu_\—_:qu_"leep (dElaY}; I
2 T
60 | }

Figure 13 Stop execution when counter > 10

6. Reset the application to return to main and force counter == 0.

7. Run the program again. Notice the View > Live Watch with the counter changing. The breakpoint will only be
valid when the condition is true.

8. Itis not shown, but the execution is stopped, the condition is evaluated, and if it is FALSE then the execution
resumes. The complex breakpoint is intrusive but very powerful.

9. The following types of symbols can be used in expressions:
A. C/C++ symbols
B. Assembler symbols (register names and assembler labels)
C. C-SPY macro functions
D. C-SPY macro variable

10. You can write very complex expressions. These expressions will however need to be evaluated to decide if the
expression is true or not, so there is a performance loss.

11. The action box can be used to evaluate another expression when the breakpoint triggers.

12. Remove the conditional breakpoint at line 58. One way of doing this is to open the Breakpoints window (View >
Breakpoints) and remove all existing breakpoints. You can also set new breakpoints in this window.

R20AN0418EU0103 Rev.1.03 Page 9 of 27
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13. Right-click on the global variable counter in line 15. In the menu, select Set Data Breakpoint for counter.

Workspace x blinky_1 1_entry.c | main.c
Debug bl l /************************************)
Files i my oA 2| * File Name : blinky thread entry.c
= BEN - Debug 3 | * Description : This is a very simple
& ‘e Synergy 4 W S o e e ok ke ok ke ke ke ok e ok ok e ke ok e ol ol ol o ol e o o oy
L g0 Source Files Cut
Fa s 5 . Copy
| FmCsynergy_gen & #include "k
| i|blinky_thread_entry.c 7 Paste
!—E-‘ :;lé;mwc 8 VERAEE RSt Complete Word
l—EJDSSp 9 * @brief Complete Code
[:Iinc 10 * Parameter Hint
I_EI—[E[%CIJ 11 * plinks a Match Brackets
sp
3 driver 12 * Oﬂly ref Toggle All Folds
[ framework. 13 * Insert Template 3
[ 0utput
_?_ O |§b1.|0g 14 EAA A Open Header/Source File
l_ lab1.map — ln"_: I(_.Olll'lte I Go to Definition of 'counter’
La [ lab1.out 16 wvoid blinky ) . .
3 Output 175 { Go to Declaration of 'counter’
0 blinky_thread.o 18 /* Defi Find All References to 'counter'
— [ blinky_thread_entry.o 19 Find All Calls to 'counter’
— con
D bsp_clocks.o Find All Calls from ‘counter’
— [ bsp_common.a 20 /* Set
— % EEE_ZEE;]E”_'EE’SD 21 const U Find in Trace
0 bsp:group_irq.o 22 JS* calc Toggle Breakpoint (Code)
0 hsp_inito 23 const u Toggle Breakpoint (Log)
: E EEE_:;EEE.D 24 /* LED Toggle Breakpoint (Trace Start)
— bsp:IDcking.o 25 bSp_lEd Toggle Breakpoint (Trace Stop)
0 bSp_qspi.D . 26 /* LED Toggle Breakpoint (Trace Filter)
— [ bsp_register_protection.o 27 ioport Enable/disable Breakpoint
— [ bsp_rom_registers.o 28 T - . .
O bsp_shrk.o Set Data Breakpoint for 'counter
— [ bsp_vhatto 29 /* Get Set Data Log Breakpoint for 'counter’
— E ZID?TAmIDn_data.D 30 R BSP L Set Trace Start Breakpoint for 'counter'
— tin.
L ™ hal rrmr;i 31 Set Trace Stop Breakpoint for 'counter’

Figure 14 Setting Breakpoint for variable

14. In the Breakpoint window, View > Breakpoints, edit the data breakpoint.

— L ESp_iny
— [ bsp_irg.o

— [l hsp_leds.o

— [l hsp_locking.o

— [ bsp_gspio

— [ bsp_register_pratection.o
— [ bsp_ror_registers.o

— [ hsp_shrko

— [ hep_vhatto

I I SN FF T Y

labl

Breakpoints

) COILST L1 L.JA_L. e,
24 Go to Source c
e D
26 1
27 Delete (=n)
28 Disable

y 29 Enable All ey
30 Disable Al =

< Delete All
Mew Breakpoint ¥

Figure 15 Editing a Breakpoint

R20AN0418EU0103 Rev.1.03
Feb 7, 2018

RENESAS

Page 10 of 27



Renesas Synergy™ Platform

Debugging Your Application with IAR C-SPY

15. Set the breakpoint Access type to Read and check the Enable Match data and set Value to 0x05 (5d).

Edit Breakpoint
Data
Break: at:
— Edt
Access type Size
O Read Wit @Atold) |,
(®) Read () Manual
() Wiite Trigger range
Requested:
|[b(1 FFE10BS - Ix1FFE10BE |
Match data Effective:
Enable |[{x1 FFE10BS - Ix1FFE10BE ‘
Vil G 00000005 [ Extend to cover requested range
alue:
Mask: |(xFFFFFFFF
Cancel

*

Figure 16 Edit Breakpoint range

16. Click Go.

17. The application will halt when there is a read operation to the variable and the data matches.

18. Try additional settings for additional access types like Write and Read/Write.

4. C-SPY Macros

1. Remove all old breakpoints.

2. Go back to the expression at line 57/58 in blinky _thread_entry.c.

a. /* Delay */
b. tx_thread_sleep (delay);

3. Right-click the line and select Toggle Breakpoint (Log), and then right-click again and select Edit Breakpoint.
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Renesas Synergy™ Platform Debugging Your Application with IAR C-SPY

4. Enable C-Spy macro messages and in the Message box add: data =, counter

Edit Breakpoint =

® Lo
Trigger &t:
|{C:\Users\HafaelTa‘»Smergy‘-.laM‘-src‘-.blink:.r_thread_entry.c}.ﬁﬂ.ﬂ Edit ...

Message: C-5py macro "__message” style

Conditions

Expression:

(@) Condition true
() Condition changed

Cancal

Figure 17 C-SPY message

5. Run the program. You will see messages in the Debug Log window. If you want, you can set conditions on this
Breakpoint as well.

5. PRINTF via SWO and Semihosting

1. Add asimple printf() function call inside the while loop in the application. For example:
printf("'Hello Synergy! SSP 1.10\n");

39 while (1)

40 {

41 counter++;

42 p_'r_lIltf(“HellD .)YIlEngI SSP 1.10\n") ;|
43 T I

44 1f(IOPORT LEVEL LOW == level)

Figure 18 Printf function
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13. Use the option Project > Make & Restart Debugger (shortcut key combination Ctrl+R) or the Make & Restart
Debugger icon on the top after adding the changes in the source code.

File Edit View | Project I Renesas Synergy Debug Disassembly J-Link Tools Window Help

ho R |G . < Qo> %< B0 RO =[Glco]

Call Stack [& | Add Group... * B X | main blinky_thread_entry x

L=l | Import File List... .| |blinky thread entry[]

5 main Add Project Connection... . 19 const uint3Z_t threadx tick re
Reset_Hand Edit Configurations... 20 /% Set the blink frequency (must I
<Unknown h ¥ 21 const uint3Z_t freg_in_hz = 2;

Remaove 2 /% Calculate the delay in terms of
23 const uint3Z_t delay = threadx tic
L_j Create New Project... z4 /% LED type structure &/
el -
% add Existing Project... 2 bsp_leds t leds:
e | | | 26 /4% LED state variable */
¥ | Options... Alt=F7 27 ioport_level t lewvel = IOFORT_LEVE
28
Wersion Control System 3 29 /% Get LED information for this be
30 BR_BSP_LedsGet(&leds);
B Make F7 31
2 '8 TF Ehi 3 ha 1 Er
. Compile Chrl<FT 32 ,_H __f this board has no leds then
33 if (0 == leds.led_count)
@ Rebuild Al = |
&  Clean 35 while (1} ; /4 There are no le
36 1
Batch build... F8
ij 37
- )
C-STAT Static Analysis v i while (1)
39 H {
Stop Build Ctrl+Break 40 fpounter++;
41 /% Determine the next state ot
Download and Debug Ctrl+D 432 if (IOPORT_LEVEL LOW == level)

L4 Debug without Downloading <

Debug Log Attach to Running Target
Ll:lg Make & Restart Debugger Ctrl+R
bon Jan 22, 4 ©  Restart Debugger Ctri=Shift=R  |oase set 'WMOSC_CLOCK! macrn parameter ta the actual XTALMOSCH

Figure 19 Make & Restart Debugger

3. Make sure the Terminal 1/O window is open by selecting View > Terminal 1/O.
Run the program, and observe how much time it takes to print the line till the end.
5. Exit the debugger.

e
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6. Open the Project options by right clicking the Project in the project explorer window or from Tab Project>

Options and change General Options > Library Configuration > stdout/stderr to Via SWO.

Options for node "lab1"

Category:

General Options
Static Analysis
Runtime Checking
CfC++ Compiler
Assembler
Qutput Converter
Custom Build
Build Actions
Linker
Debugger
Simulator
Angel
CMSIS DAP
GLB Server
IAR. ROM-monitor
I-4et/TTAGjet
Iink{I-Trace
TI Stellaris
Macraigor
PE micro
RDI
ST-LINK
Third-Party Driver
TIXDS

Target Output Lbrary Configuration  Library Options = MISRAC:200( ¢ | *

Library: Description:

Use the nomal configuration of the C/C++
runtime library. No locale interface, C locale, no
file descriptor support, no muttibytes in printf and
scanf, and no hex floats in strtod.

Nomal ~

STOOLKIT_DIRS\INC\c'\DLib_Corfig_Normal h

] Enable thread support in library

Library low4evel interface implementation CMSIS
() None stdout/‘stdem [ Use CMSIS
(® Semihosted () Via semihosting ]
) DSP library
|AR breakpoint (® Via SWO
Cancel

x

Figure 20 Change stdout/stderr to Via SWO

7. Build and download the program.

8. Run the program, and observe how much time it takes to print the line till the end.

9. Do you see a difference?

As you can see, SWO can be sent at full speed while semi-hosting needs to halt the core to send data, and then continue

execution.

6. ITM Events

To see ITM event logging to measure time, complete the following steps:

1. Addan ITM event in the while loop when the IOPORT level is high in line 48 from
blinky_thread_entry.c, and include the needed header file #include <arm_itm.h> in line 7 otherwise you

will get a build error. You do not need to transfer large amounts of data so select an 8-bit variant or

ITM_EVENTS_WITH_PC(1,1);

R20AN0418EU0103 Rev.1.03
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2. Addasecond ITM event ITM_EVENT8 WITH_PC(1,0); when the IOPORT level is low in line 53. You want

to measure the time in between the two ITM events when the LEDs are being toggled.

40& while (1)

410 [

42 counter++;

43 printf("Hello Synergy! SSP 1.10\n");
44 /* Determine the next state of the LEDs */
45 if(IOPORT_LEVEL_LOW == level)

46 H {

47 level = TOPORT TEVEL HIGH;

48 [E&M EVENTS8 WITH PC(1,1):

49 ]

50 else

51H {

52 level = IOPORT LEVEL LOW;:

53 [TTM _EVENTE WITH PC(1,0)7)

54 ]

55

Figure 21 Setting ITM events

3. Build and download.
4, Select Timeline in the J-Link menu.

5. In the Timeline window, point within the Event log field, right-click and select Enable. See the following Figure.

l 1 R P T PP P peppe e m
—

. ) ,
IF Mavigate

v Auto Scroll

B Zoom >
~  Enable
ear
TM3:
Size >
Style ¥
Show Mumerical Values

Hexadecimal

Go to Source

Select Graphs ¥

Time Axis Unit >

Profile Selection

Timeline

0.2s 0. 4= 0.6s 0.

gz

0=

Figure 22 Enable event logging

6. Run the program for a few seconds until you have some events in the timeline.
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7. Finding the events in the Timeline window, you can measure how much time you have spent in the critical section.
Note that you probably need to zoom in or out to find the events more easily. By right-clicking the ITM log field
you can zoom the time line or just use the short keys plus (+) and minus (-).

| £ Navigate > | 40 ‘
A Auto Scroll - 41 +tx Aarmlication define 1
Events Tirciais Ot _ FOOD, PID: D01BB101 TSG
~ Enable - |perdormed
Clear 10ms
B 100 ns ramming performed for 1 range (16384 bytes)
Tm: Tus eeded: 0.314s (Prepare: 0.090s, Compare: 0.005s, Erase: [
Size | 10us ytes/sec)
g Style » 100 us [Ta\Synergyhlabl\Debug\Exe\labl.out
= - performed
§ +  Show Numerical Values Tms
8l |« Hexadecimal 10ms
5 I Go to Source :00 ms
s
E Select Graphs > 10s
- Time Axis Unit > Tm
) 10m : :
Selection 1h Ox00000000 (00000001
T | |
0= 0. 5= 1.0s 1.5s 2 0s 2 .53 3.0s
Figure 23 Zooming the Timeline
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8. To measure the time between events, find the first event in the timeline, press shift and then right arrow to step to
next event. Hover the mouse cursor above the marked field to see the time between events.

9. The source code navigation is also straightforward with the ITM event. Just double-click the event and you will
land in the correct line in the source code.

I}E lab1 - IAR Embedded Workbench IDE
¢ File Edit View Project Debug Disassembly J-Link Tools Window Help

DS E@ & @ | YA o &H G BN S |
et M2 LEBZ|X
1 6 il
r Workspace * | 1AR Information Center for ARM Renesas Synergy | main.c | blinky_thread_entry.c biinky_thread_
2| Debug v 40 ’-b {
i Files fn B | 41 counter++;
Eﬂn-' 42 /* Determine the next state of the LEDs */
p }—E‘aSynergy | 43 if (IOPORT_LEVEL_LOW == level)
1 L@ [ 50urce Files [ 44 {
CJsrc [l 45 ITM_EVENT8 WITH_PC(1,1);
[ synergy_gen 46 level = IOPORT_ LEVEL HIGH;
@ [ blinky_thread_entry.c [ 47 | }
\_E L@ @ hal_entry.c : 43 else
I synergy [ 450 I
3 0utput [0 Jrrm EVENTS WITH PC(1,0);
51 Tevel = IOPORT LEVEL LOW;
52 }
53
54 /* Update all board LEDs */
55 for(uint32_t i = 0; i < leds.led count; it++)
56 [ {
57 g_ioport.p_api->pinWrite(leds.p_leds[i],
58 1 }
59
60 /* Delay */
61 tx thread sleep (delay);
62 }
62 | }
~fd4 -
<
OFF
7 > OFF
[|-|:|[|U::H‘JU!:” Ox000poooo U-l][l{l:]l][\\]‘]
1 1
0.5s 1.0s 1.5s 2.0s 2.5s 3.0s 3.5s

Figure 24 Finding the source from the timeline

14. Using the same method, can you measure how long the tx_thread_sleep (delay); is really taking? Hint:
add the ITM event in lines 60 and 62.
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Timeline

(00000007 (00000000 DXDDDIEIDEIEI'
1
t1: G95000.00 us (119400000 cycles)
t2: 15 995000.00 us (230400000 cycles) |——
T (2 - t1): 15 0.00 us (120000000 cycles)
1/T: THz
0. 5= 1.0s 1 5= 2 0= 2 5= 3.0s

Figure 25 Timing the tx_thread_sleep delay

7. Interrupt Logging

To use the interrupt logging capabilities, complete the following steps:

1. Remove all breakpoints.
2. Build and download.

3. Open the Timeline, Interrupt log and Interrupt Log Summary windows from the J-Link menu.

}‘;’E blinky - 1AR Embedded Werkbench IDE - ARM 7.71.2
File Edit View Project Renesas Synergy Debug Disassembly J-lLink ThreadX Teels Window Help

D& ﬂ & | e | K3 (4 | Watchpoints... P '
822 sEBBIX Vector Cateh..
(1] Disable Interrupts When Stepping
Workspace B x| IAR Information Cante Leave Target Running [mz
Debug i 30 ETM Trace Settings... erna
Files B :; ETM Trace Save... r {vo:
Er_grtfﬂ - Debug 33 ETM Trace d *
W Synergy 34 H Function Trace
| L8 1Source Files 35 =F
| l—EJD sIC 36 SWO Configuration... fal:
| |_m 8] syn ergy_gen 37 SWO Trace Window Settings...
| 2 ) blinky_thread_entry.c 38 £ e su
| | Ly B hal_entry.c 39 SWO Trace Save... _com
|  l@0synergy 40 SWO Trace
41 :
La DOutpul s Interrupt Log
430 Interrupt Log Sumrmary X!
44 Data Log iR_EI
45
16 Data Log Summary
47 EventLeg (Eir:
:g Event Summary
50 Power Log Setup
51 H Power Log
S2
53 Timeline
54
55 Function Profiler
56 =
57 L Breakpoint Usage
test =
Figure 26 Interrupt Log Summary windows, J-Link menu
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4. Inthe Timeline window, enable the Interrupt Log.

I

Mavigate >
~  Auto Scroll

Zoom ¥

Interrupts

I: Enable

Clear

Select Graphs >
Tirne Axis Unit »

| ﬁi Profile Selection
l

Timeline

0.0= 0.5= 1.0= 1.G=

Figure 27 Timeline window, Interrupt Log

5. Run (Go) the application.
Now the Timeline window will show every interrupt.
7. By selecting and zooming, verify how many cycles it takes for the SysTick.

S

o

é 2.0599955s  2.0599%60= 2.0599965= 2.0599970s 2.0599975= 2. 0599950 2.0599985s 2 .0599990s 2. 05!

=<

2 Time  Interrugpt Status Frograrm Cau... Execution Time
5= 879991.77 us  SysTick Leawve —_— 0.64 us
5= 899991.09 us  SysTick Enter —_—
5= 899991.73 us  SysTick Leawe —_— 0.64 us
S= 919991.06 u= SysTick Enter —_—
= 919991.70 us  SysTick Leawe —_— 0.64 us
= 939991.03 us  SysTick Enter —_—
5= 939991.67 u= SysTick Leawve —_— 0.64 us
5= 959990.99 u=s  SysTick Enter —_—

Interrupt Log

Interrupt Log | Interrupt Log Summary

Figure 28 SysTick timing
8. Attach to running target

To connect to a target system without resetting or in other way interfering with the program that is running on the
system already, complete the following steps:

1. Build, download and run the application (Go). You’ll see the LEDs blinking, showing that the application is
running.
2. View the variable counter in the View > LiveWatch window.
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3. Select the Leave Target Running from the J-link in the menu bar as shown below.

File Edit View Project RenesasSynergy Debug Disassembly | J-Link | ThreadX Teools Window Help
D H@ &+ ER[o o Watchpoints.. Y EIEEEIIE N ey
(4[] .| Vector Catch...
Workspace x e Disable Interrupts When Stepping main) = x Disassembly
Debug v/ 35 + | Leave Target Running =i Goto
N p——
- - 36 D
Files iom = ETM Trace Settings... Disas:
B b1 - Debug - 38 ETM Trace Save... pnmon init is dope before threads start run
|_|1:-‘ W Synergy 39 ETM Trace nitialized semaphore, "SSP Common Init Sem
| “erasource Files 10 nain
| l_E_‘ s 11 Function Trace
| | [CDsynergy_gen 42 ) )
T SWO Conf tion...
| blinky_thread_... 43 g | ENABLE_TRACE
| | hal_entry.c 44 SWO Trace Window Settings... | TRACE;
| [ SYNErDy 45 r SWO Trace Save...
3 Output 46
47 SWO Trace hused memory) ;

Figure 29 Leave Target Running Option

4. Exit the debugger. Note that it will not stop the execution.

R Be-=6clo.in -

Figure 30 Exit the Debugger

5. Note that the LEDs are still running.
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6. Select the Attach to running target from Project in the menu bar.

File Edit View | Project | Renesas Synergy J-Link Tools Window Help
O @ | [e AddFiles.. IF1< Q> &= < >
Workspace Lg] Add Group... read_entry
Debug [+] import File List...
Files Add Project Connection... | g_s3p_com
Edit Configurations... while (g_:
= @ labl - Deb i
|'."
Ll “S_B'“”E”-]F Remove grr =
M Source
= + . i .
|—E|-Sr|: L::] Create Mew Project... if (T2
| B 51 "% ndd Existing Project... (I
| b /
| B h| ¥ options.. Alt+F7 t:
B syne !
] Output Version Control System k
g_ssp.
O Make F7 ]
B compile Ctrl+E7 } !
@ rebuid A
& | Clean int main (woid)
i {
Batch build... Fé
ij aken bul __disabkle irg
C-STAT Static Analysis » tx_kernel ents
Stop Build Ctrl+Break return 07
}
o Download and Debug Ctrl+D
lab ¥ | Debug without Downloading
Build h:) Attach to Running Target
Messages Make & Restart Debugger Ctri+R
Eiuilding confi Restart Debugger Ctrl+5hift+R

Figure 31 Attach to running target

7. Observe that the counter variable has progressed further since the target was not reset. The target is running, but
when you press Stop, the debugger has full control so the running program stops. You can visualize all the
variables and registers when it’s more convenient for you. This features is useful when investigating some crash of
your application.

8. Stop the debugger. All features in Options > Debugger > Download should be disabled.
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9. ThreadX RTOS plugin
To use the built-in RTOS awareness plugin for ThreadX in the ISDE, complete the following steps:

1. Enable the RTOS awareness plugin for ThreadX in Options > Debugger > Plugins. Right click on the project in
the project explorer to get the Options menu.
Options for node "lab1"
Lizga Factary Settings
General Options
Static Analysis
Runtime Checking
C/C++ Compiler Setup  Dowrload Images Edtra Options Murti::o
Assembler ) _
Oulput Converter Select plugins to load:
Custom Build [ MG N
Build Actions [ |FreeRTOS and OpenRTOS
inke [ |RTHC Quadros
| Debugger e p——
imulator . Thread®
Angel ——
CMSIS DAP [ w051 for versions 2 86 and eardier v
GOE Server Description: RTOS awareness for ThieadX,
IAR. ROM-manitor
Ljet/TTAGet Location: C\Embedded Workbench 7.2 EWARM RS_2\amplugins'
J-Linkf31-Trace
TI stelaris Criginator: |IF|.H Systems
Macraigor Version: 740511235
PE micro
RDI
ST-LIMK
Third-Party Driver
s Careel
Figure 32 ThreadX awareness plugin
2. Start the debugger again with Ctrl+D or the Download and Debug button.
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3.

Notice that there is a new ThreadX menu available in your debug session.

% lab1 - AR Embedded Werkbench IDE

File Edit View Project Debug Disassembly J-Linll ThreadX Qffocls Window Help
D@ [ ThreadList VYR Ep o @0 G NN S b
= | = Message Queues
£ S Semaphores
Workspace Mutexes d.c A main() » x Disassembly
Diebug Byte Pools — Goto Mernory
”~
Files Block Peols void g_hal_ Disassermbly
[=kmillabl - D Timers ) ) ) int main(we
21 & Synerc Event Flag Groups #if defined P
l—E_H:ISDu fdefine WER T2
[acss | Eecutonrotie foragna wea | A RES N
| E Communication Performance Metri felif defin _ disal
| E Memery Performance Metrics fdefine WER U6 Eiabye
| k o . fendif tx kerr
|_E| s Synchronization Performance Metric 0m3466: 0miTif Omffl
l_E-‘E Thread Performance Metrics fifdef TX U return
l_E & Timer Performance Metrics J O=346a: O=2000
Le oy — 1 fendif 0x346c: Oxbd0z
FHaIbsp 15 Dx346s: O=0000
Ddriver 20 void tx app _tx_thread_initialize:
L@ 3 framework = - 0x3470: 0xb510
Figure 33 ThreadX menu
4. Open the ThreadX > Thread List window.

ﬁ lab1 - IAR Embedded Workbench IDE

File Edit View Project Debug Disassermnbly J-Link
ST '
P | o Meszage Queues |
£ G Sermaphores

Warkspace Mutexes :
Debug Byte Pools 1
| Placl Danle

Figure 34 Showing ThreadX List window

5. The ThreadX List window shows the list of active tasks with all additional information from stack, maximum
stack usage, state of the thread and how many times the thread has been called.
o | g_K
OETEESTO08 BIVKA | eag T 288k 3T OXTLESIREE OXTLESI3TE OXTEESTATS 03t 47
= D s bLIDH()\ o W COngy 290K B HOCK 24eH HICK ENY HICK DITE MO ZiPCK nEQaE
Figure 35 ThreadX List window
6. If you do not see any task you must leave the application running for a while or at least until the multi-tasking is
started in the application.
7. Notice the max stack usage for the thread and the available stack. This information is useful to set the size of the
thread in your application
8. Stop and exit the debugger.
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10. Stack Analysis during Debug (View > Stack Usage)

1. Toenable graphical stack analysis during debugging with the SSP package in the IAR EW for Synergy, you must
enable the following extra options for the debugger in Project > Options > Debugger > Extra Options > Use
command line options:

—-—-proc_stack main=g_main_stack,g main_stack+sizeof(g_main_stack)

Options for node "lab4d" ¥

Categony: Factory Settings

General Options

Static Analysis

Runtime Checking .
C/C++ Compiler Setup Download Images Exra Options  Mutticore  Plugins
Assembler
Output Converter Use command line options
Custom Build
Build Actions
Linker -proc_stack_main=g_main_stack.g_main_stack+sizecfg_main_stac

Debugger
Simulator
Angel
CMSIS DAP
GDE Server
IAR. ROM-monitor
I-4et/ITAGjet
Jink/1-Trace
TI Stellaris
Macraigor
PE micro
RDI
ST-LINK
Third-Party Driver

TS Cancel

Command line options: {one per line)

Figure 36 Command line options for stack analysis

2. Enable the graphical stack display in Tools > Options > Stack: Enable Graphical Stack display.

E&ab1 - AR
File Edit View Proje

Window Help

D@ =
= Fil E i

Dehug lename Extensions...

— Configure Viewers...

;Ill;: Ecm?gune :ustlnm Argument Variables_ e

Lo @ Syneny onfigure Tools.. .

| L&01Saumee Files 7 Key Bindings # Enable graphical stack display and stack usage fracking

La g oupu ; Language %0 % stack usage threshald

%::;: ::ED a {1l | = Editor o Wain whin exceeding stack thieshold
[ labs1. ot 10| Messages
11 1 Project # Wam when stack pointer is out of bounds
12 T,
13 Source Code Caml | g Stack paintar(s) not valid untl program reachas:
14 mer
i =
16 [ -
17 | Warnangs
o @ Lo
18 9
20 Log and alert
21
ke
21 E Limit stack display to bylas
24 |
5
28
il
i
24
30
g “ T r
2 | |
o L L s
8E S D L DT D
36 | TH_USEE_ENABLE_TRACE:
Figure 37 Enable graphical stack display
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3. Start the debugger again with Ctrl+D or the Download and Debug button.
4. Once you reach main(), open the Stack window in View > Stack > Stack 1.

¢4 labl - IAR Em
File Edi

n

View |§Project Debug

Disassembly J-Link Tools Window Help

= ” % 00D
= = Messages 3 v?%%ﬁ®®&@@@|@mwﬁ&|@@|
=~ 8 Workspace
£ Sl Source Browser »
Warkspace C-STAT »  Enter for Renesas Synergy | labl.map  main.c |
[Debug ) $define WEAK REF ATTRIBUTE
Fil Breakpomts #pragmz weak tx application_define user = tx_applicatic
1es - = :
Dlsassembly #elif defined(_ GNUC_ )
Elallabi #define WEAK REF ATTRIEUIE _ attribute  {(weak, alias("tx appl:
@ @ Sy Memory gendif
@ (3 Ou Symbolic Memory
. #ifdef T¥ USER_TRACE_BUFFER_DECLARE
Register T¥_USER_TRACE BUFFER DECLARE:
Watch 3 #endif
Locals void tx application_define internal (void * first unused memory):
Statics
vold tx application_define internal (void * first unused memory)
Auto [
Live Watch /* Does nothing. Default implementation of tx application define
] SSP_PARRMETER_NOT USED(first_unused_memory);
Quick Watch 1
Macros 4
void tx application_define internal (void * first unused memory):
Call Stack ME plication_define_user(wvoid * first_unused_memory) WELK REF
Stack 4 Stack 1
N epplication define(woid * first_unused memory)
Terminal /O Stack 2
Images blinky thread create():
Cores

v

Code Coverage
C-RUN
Symboaols

Toolbars
Status Bar

| =

#ifdef TE USER_ENABLE TRACE
T% USER_ENAELE TRACE;
#endif

g_hal inic():

ti_application define user(first_umised memory):

}

lint main(void)
I

Figure 38 Open Stack window

5. Leave the application running for a while (5 to 10 seconds).
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6. Halt the debugger and observe the stack usage in the Stack window. Notice the log of the maximum usage
displayed graphically on the top of the stack window.

% labl - IAR Embedded Workbench ID

File Edit View Project Debug Disassembly J-Link Tools Window Help

DSFEHE & B@ | B | eb ol
crt 23 L2 (X
ar F
Workspace Stack 1 "\|I&R1nformaﬁoﬂ Center for Renesas Synergy | labl.map  main.c
[Debug | [manstack ~|[H o] delfine WEAK REF ATIRIBUIE —_avtribute_ {(weak, al
Files £ o= Location Dad 216 bytes used out of 1280 (16%) i fendis
=lilabl - Debug| v [ | nx1 MOtack range: Ox1FFE0008 - Ox1FFE0508 16 $ifdef TX_USER_TRACE_BUFFER_DECLARE
@ Synergy 0x1FFED494 0xEQ0DEDDA 17 LT:' TX USER TRACE BUFFER DECLERE:
@ (1 Output Dx1FFE0498 0x00001000 - fendis
0x1FFE049C Dx1FFE0GA0 e B B
0x1FFE0440 0x00000000 22 void tx application_define internal {void * first_unused_
g:iigigi:; g:ggggggg? gg \{foid tx_application define_ internal {void * first unused_
Dx1FFE04AC 0201000000 24 /# Does nothing. Default implementation of tx applic
D=fEERIAEON0=00000000 25 SSE_PARAMETER NOT_USED (first_unused memory);
0x1FFED4B4 0x1FFE1818 26 '
0x1FFED4B8 0=00000000 27
0=1FFE04BC 0=000030ED 28 void tx application_define internal (void * first_unused_
0=1FFE04C0 0=1FFE1818 23 void tx_application_define_user(void * first_unused_memo
Ox1FFE0O4C4 0x00000400 30
O0x1FFED4CH 0=x00000001 31 void tx_application define (woid * first unused memory)
Ox1FFEO4CC 0x00000001 3z [
0x1FFE04D0 0x00000001 33 blinky_thread create();
0=1FFED4D4 0x=00000001 34
0x1FFE04D8 0=00000002 35 H #ifdef TX USER_ENRBLE TRACE
0%1FFE04DC 0=000031FE 4 TX_USER_ENABLE TRACE;
0x1FFED4ED 0xFOFOFOED r fendit
Ds1FFED4E 0200003141 ® o Bl imic()s
0x1FFED4E8 0=00000000 10 -
U=1FFED4EC DxzlFFE0S08 41 tx_application_define_user(first_unused_memory);
0x1FFED4F0 0x1FFE0S08 42 L ' - - - - -
0x1FFED4F4 0=0000320E 43
0x1FFED4F8 0=00000002 44 int main({void)
Ox1FFEO4FC 0x00003363 45 i
Ox1FFEOS00 0x00000002 46 __disable irg():;
OxlFFEOS04 0OxFFFFFEFF 47 tx_kernel_enter();
48
49 return 0;
50 }
51 =
lab1 ] Il ol N m

Figure 39 Stack window
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Website and Support

Support: https://synergygallery.renesas.com/support

Technical Contact Details:

e America: https.//www.renesas.com/en-us/support/contact.html
e Europe: https://www.renesas.com/en-eu/support/contact.html
e Japan: https://www.renesas.com/ja-jp/support/contact.html

All trademarks and registered trademarks are the property of their respective owners.
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Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for
the incorporation or any other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by
you or third parties arising from the use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or other intellectual property rights of third parties, by or
arising from the use of Renesas Electronics products or technical information described in this document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application
examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages incurred by
you or third parties arising from such alteration, modification, copying or reverse engineering.

5. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for each Renesas Electronics product depends on the
product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic

equipment; industrial robots; etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.
Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products are
not intended or authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause
serious property damage (space system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all
liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is inconsistent with any Renesas Electronics data sheet, user's manual or
other Renesas Electronics document.

6. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for Handling and Using Semiconductor Devices” in the
reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation
characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such specified
ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics, such as the occurrence of failure at a
certain rate and malfunctions under certain use conditions. Unless designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury, injury
or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety design for hardware and software, including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult
and impractical, you are responsible for evaluating the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. You are responsible for carefully and
sufficiently investigating applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics
products in compliance with all these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable
laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws
or regulations. You shall comply with any applicable export control laws and regulations promulgated and administered by the governments of any countries asserting jurisdiction over the parties or
transactions.

10.
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It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or transfers the product to a third party, to notify such third
party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled subsidiaries.

(Note 2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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