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1. #=E

HMEEGROMICLELCEL1EETI7—LIT7DT7Y T L— FAREIZHEZAREEADY TT,
RYZO1AAD T 7— LT ET7 VT L—FTBHEEIUTOIEEHY., A7 TVr—3>/—F+T
FZDHDFIETAAVFERA RKMCUNST Y T L— KT BHEICDODVNTHBALES,

® LTE Ry bT—7 (T8GR L TERTT v 75 L— K(Firmware Upgrade Over-the-Air (FOTA))
® PCHh7yIIL—F
o HlHvAa(RRFMCUMNLT Y T L—FK

RR b MCU [Z RX65N Z##& L 7= CK-RX65N Ri— K Z#{EA L. Pmod a4 412 Pmod Expansion
Board for RYZ014A %8 L= THELE T, RYZ014A 77 —L9 7 I 7A4ILIEZUSB 75y a R
S4 T L. CK-RX65N R— K USB Full Speed a9 R IZHEFHELET, USB 75w a KS4 Th
5 RYZOUUAANT 7—LIzFEEELTTZ Y T L—FEITVET,

J7—LO9xzF7F7yvFTITL—F -HoTUNF7T)5r—2 a3 0BEER 1-112RLET,

Pmod Expansion CK-RX65N
Board for RYZ014A

Power o
(USB micro-B)
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RESET
Button USB Serial
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(USB micro-B)
Button ;SB Flash Drive

h 2 E20B Debugger
Connector
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(USB micro-Bto A
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Log = &
Debug
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2. ENMFIRIR
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Windows 10 PC
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(micro-B)
e CK-RX65N USB Serial Connecter(Progress Log)FH
(micro-B)
e  Pmod Expansion Board for RYZ014A(Power)FH
(micro-B)
e USB73wiabkR354 TR (USB micro-Bto A Z#)

22 YI7bx7T
BTN TTVr— a3 THERTBAYINIIT7ERE TR 22 VI b2z 7EH)] ITRLET,

®22YVILOITEHR

VIb9x7 N—oa V%

e? studio 2022-10
CC-RXavn45 3.04
Renesas Flash Programmer V3.11
Tera Term V4.106
XEMEFHERAL LTETOIORRTHERALET,
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2.3 T4 a2E DR
BTN TTIVr—2 a0 THEAT A OVEDMEEE TR 2-3 <4 a3 FB#EEl (TRLET,

=& 2-3 74 3 VRBHKREE

JERUE - P&

SY7)aAzazhsyr—3ay SCI6(UART®6) Pmod1: RYZ014A & M UART &1

A 7271 —R R— L — F:921600 bps

T—% K8 bit

/\1) T 4 :none

A by TEw k1 bit

J0—%l{#: N—FDxz7 CTS/V T b7 RTS
RTS {§5:P02

CTS {§5:PJ3

SCI5(UART5) | USB Serial Connector: Tera Term T#{TR Y D&
R— L — F:115200 bps

T—% &8 bit

/N T 4 :none

A kY TEwY k1 bit

J0—H#: GTL
AVURTIVFHEAAIW CMTWO RYZ014A &M UART@IEZ A LTV
CMTW1 LED =im/EAH
USB2.0FS7RX USB2.0 FS USB Full Speed Connector:
Host T7—L9TTF7 774D EINTLNS USB 2
Svyia ko4 TLEDEE
/0 /R— k P55 RYZO14A M ')+ v b iiGF il
P02 RYZ014A & @ UART BIETHERY % RTS§F
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P25 aA—4%—LED #
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2.4 FIT Modules

BTN TITVr— 30 TCERTBAFTED2—)LE (R 24 FRATABFITESa—)L] IZRLE
T AN—h AV T4 L—FICTaA—FERZETSZEIZKY FITED2—ILZBEFHTAFTELEN
TEE9,

xR 24 FHTBFITED 21—
aAVR—RU A

BSP Board Support Package r_bsp 7.20
R—k Config_PORT Config_PORT 240
SCI SCI Driver r _sci_rx 4.40
Byte-based circular buffer library r_byteq 2.00
GPIO Driver r_gpio_rx 4.50
IRQ IRQ Driver r_irg_rx 4.10
USB USB Basic r_usb_basic 1.40
USB Host Mass Storage Class r_ usb_hmsc 1.31
File System Open Source Fat File System r_tfat rx 4.02
Memory Driver Interface for Open Source FAT  r_tfat_driver_rx 2.20
File System
CMT driver r_cmt_rx 5.20
Generic system timer for RX MCUs using CMT  r_sys_timer_rx 1.01
module
Timer CMTW Driver r_cmtw_rx 2.60
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25 TA4LO R - D74 ILER

BTV TTIVr—230DT4 LI M) - D740 ERE TR 25 T4LO M) - 74 L8R I
rLET,

R25 T4LYU Y - T7AILER

RYZ014A_FWUP_from_HostMCU¥ | .cproject JaozH b+
.project I74N
RYZ014A_FWUP_from_HostMCU HardwareDebug.launch
RYZ014A FWUP_from_HostMCU.rcpc
RYZ014A_FWUP_from_HostMCU.scfg

.settings¥ com.renesas.cdt.managedbuild.renesas.ccrx.prefs e? studio X 7€
com.renesas.hardwaredebug.rx.e2.PerfAnalysisSettings.xml I7AI
com.renesas.smc.e2studio.qe.xml
com.renesas.smc.generationsetting.properties
CoverageSetting.xml
DebugVirtualConsoleSetting.xml
Dependency_Scan_Preferences.prefs
e2studio_project.prefs

IORegisterSetting.xml
org.eclipse.cdt.core.prefs
org.eclipse.core.resources.prefs
renesasPGModel.xml

Src¥ main.c I27—L9FTYvTIL—F-HTLT
r_lte_ryz014a_fwup.c JYy—3y - y—Ra—FK
r_lte_ryz014a_fwup.h
r_lte_ryz014a_fwup_console.c
r_lte_ryz014a_fwup_console.h
r_lte_ryz014a_fwup_hal_data.c
r_lte_ryz014a_fwup_hal_data.h
r_Ite_user_config.h

smc_gen¥ FITEYa—)ILY—Ra—F
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3. EpfFHERR

BTN TTI)r—2 a3 vDFERAEIZODVTRLET, ETEREICOVWTE TR 11 727—4LDx7
FTITL—FR - HoTUNTTIr—a ViERR] #8BLTLESL,

YUOTLT7 TV r—2aVELTERY FO—1CHHE L TOALMREBTETL TS,

3.1 RYZO014A 77 —L7 =7 DR

RYZO14AA DT 7—LI 7 I 7AIILAEUTDLEBINZEBLUSB 75921 RSA4TDIL—bTa LY
FJlzaE—LZET,

ryz014a_firmware.dup

F D7 L9z T I 7ANERBEIZIE LTI R AN R ERICEEIES®LET, BFFOT77—L4
DITDN—=2aAVICE>TI7Z7AILRERY FTDT, LR FRAABEWLEHLEDORIZIEEERD
T7—LzT7NN—2a3 EHBMLELFESL,

3.2 CK-RX65N <+ >/ % 5F

CK-RX65N 0 USB Full Speed 1 42 7 x—R[F, USB 75w a RS A J&EHRT H71=6 USB Host &
LTHEALZEY, RX65N Group Cloud Kit for RX65N Microcontroller Group CK-RX65N v1 User's
Manuall (R20UT5100)IZHELY. RD D v NEEFITo>TLIZE0Y,

J25: E>1-2 ¥ 3— b (USB Host)
J24: ¥ 3— I (Bus-powered operation)

ZFDD T v /8E,. TRX65N Group Cloud Kit for RX65N Microcontroller Group CK-RX65N v1 User's
Manual] (R20UT5100)® [Table 2. Default Jumper Settings] [ZEEEH SN TULSEREIZL TL LY,

33 Aoz DA UER—F
e?studio ICH U TILTTUHr—30o07aCzH ba2aA4VR— T 3FIEERLET,

1. e?studio ZEEBLTI—YRAR—RAT 4 LY F)ZEHEEL lLaunchl RE22ZH9 v o LET,

8} & studio Launcher *

Select a directory as workspace

e? studio uses the workspace directory to store its preferences and development artifacts.

Workspace: f[C:2\yWorkspace ~ Browse...

[] Use this as the default and do not ask again

» Recent Workspaces

o

3-1 Workspace MiEiR
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Firmware Upgrade from Host MCU for RX

2. AzZa—/\—h5 TFile] — Timport...] ZRIRLZET,

File

Ty

C. &

Q MyWaorkspace - &” studio

Edit Navigate Search Project Renesas Views

New Alt+5Shift+N »

Open File...

Open Projects from File System...

Recent Files
Cirl+W
Cirl+Shift+W
Cirl+5
Ctrl+Shift+5
Rename... F2
Refresh F5
Convert Line Delimiters To
Print... Crl+P
Import.. L\\,
Export...
Properties Alt+Enter
Switch Workspace
Restart
Exit

3-2 File #=a—

3. TExisting Projects into Workspacel #:#RL Next] #2) v o LET,

Import
& mp

Select

Create new projects from an archive file or directory.

Select an import wizard:

| type filter text

v (= General

J& Archive File

[ CMSIS Pack

=% Existing Projects into Workspace

() File System

[T] Preferences

(=} Projects from Folder or Archive

= Rename & Import Existing C/C++ Project into Workspace

[==]

Cancel

3-3 Import wizard MEiR
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RYZ014A and RX MCU
4.

Firmware Upgrade from Host MCU for RX

[Select root directory] #:&{RL T MBrowse...] 22 Jwo L. o 7FL7oszy bOT4LY +
)EFIRLET, [Finish) RE2UEWTETOC ) MBS UR—bENET,

& 1mport O *
Import Projects ]

Select a directory to search for existing Eclipse projects. s A
(®) Select root directory: | C¥MyWorkspac e¥RYZ014A_FWUP_from_Ho ~ | Browse...

(O Select archive file:

o
=
-

Projects:

RYZ014A_FWUP_from_HostMCU (C¥MyWorkspace¥RYZ0144A_FWL Select All

Deselect All

<

> Refresh

Options

[J Search for nested projects

[] Copy projects into workspace

[ Close newly imperted projects upon completion

[] Hide projects that already exist in the workspace

Working sets

] Add project to working sets

L < Back

[c

3-4 Project @ import
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34 EIKESAHO—F
1. RYZ014A_FWUP_from_HostMCU.scfg EXTILIY)Y S LAY— -V T4 5 L—42914 2Ky

ZREFET,
Fa Project Explorer = <_E.) 7 8§ = 0
~ (=% RYZ014A_FWUP_from_HostMCU [HardwareDebug]
[ Includes
B src

=| RYZO14A_FWUP_from_HostMClLrcpc
{CEE RYZ014A_FWUP_from_HostMCl.scfg

¥ RYZ014A_FWUP_from_HostMCU HardwareDebug.launch
(?) Developer Assistance

3-5 configuration.xml 7 7 1 JL

2. RR—F-aAVT4HTL—894 Y RYDELEIZH2 Generate Code A T e 91 w5
Lﬂfj-o M‘EEV—ZZ—Pﬁ§Em3ﬂ$7o

3. AZa—/\—m5 [Project] — [Build Project] Z:#EiR$ %, Build 74 3 ‘/’é? JwyyLTT
Aoz FEELFLET,

4. ?‘/i“yly“%r:péa Yy LT7a Y FERBEBILET, TS PAREBTHEH VT
W7 T)r—2 3 A CK-RXB5N 128 va—RahEd,
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3.5 Tera Term M#Z &}
1. TeraTerm ##2EL. A —a—/\—h 55 [Setup] — [Serial port] #ERLET,
2. & 2-3 ¥4 2 ED#EE] D SCI5(UART5)%# 88 L T Serial port DREFTWNET,

36 D27—LxT7T7vITIL—KET

1. 2studioBELD T AL EL YU I LTTNY T IR—ARIF 4 T4@EEd. BE7(2
RS LT Y TILT TYUr—S a v EETLET,

Attach the flash drive

X 36 Yo ITIWTF7TUr— a3 UET

2. USB735v>aKR54 J% CK-RX65M M USB Full Speed 3+ % &2 [Z$##% L 7= USB micro-B to A &
By—JI~EHRLET,
USB 759 La RS54 JITHBRMENTWLWARYZ04A D7 —LDT T I7AILARDONY D74 LY
A AMKRREINFET,

Attach the flash drive
Attached
Firmware filesize = 67

Press the 52

3-7TRYZO14A T 7— L7 T 74 ILIRH
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3. CK-RX65N D S2 KA VERT LT 7—LI 7TV TITL—FREFTEINET, 77—LDx7T

7y T L—RKAEFIZEI TSN TR LTR FWUpgrade success] AERRINET,

remaining=
remaining=419
remaining=118
remaining=@

num=/

num=1 atc=AT
v num=7

v num=1 rsp=0K

atc=AT+SMUPGRADE

atc=AT+5MLOG? -
rsp=0K

sp=ERROR

walt S5s...
timeout atc_num=9

num=11 A
v num=11 + LOG_INHERIT
/ num=11

num=5 atc=AT+CFUN=4
f num=5 rsp=0K

num=14
v num=14

num=15 A
v num=15 + LOG_INHERIT
rocv num=15
wait .
timeout atc_num=

(= Q= R R I = R ]

num=14
v num=14

atc=AT+5ML
v num=15 rsp=ERROR

SMUPGRADE ?
UPGRADE: succ

38 J7—LxzT7T7vIJL—REF
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4. 7055 LANE

727—LOxF7T7v 7T L—FIER_LTE_FWUpgrade B ZHFUHT & TEITEINET, USB TS v
DA RS TITHRMENT-RYZ04A DI 7—LITT7 774N BREESh, "D S2 K2 UNBEhD &
AT av > FATCLEZEIBLET,

ATaT Y FRETIK T421AT a2 Fo70—) TRYIEFTAT AT FEEL. LARVREZE
LES. TLTI7—LIzT7T7vTIL—RDETE RYZ014A~NERLET,

Firmware data #5203 Tl& 4.3 Firmware data Transfer £t T7r9 Simple Transfer Protocol (STP)%
EALTRYZOUANT 7—Lo 7 T—35EELET,

T7—LY9TF7T7yvITL—RKDEBTHRR F MCU ¥ RYZ014A DEFEMAFKLE LT-188I1%. BEREEE
BALT=#%IZ R LTE_FWUpgrade B ZMUH L TLESW, Z27—LD 77y TIL—FREBETT
BIETERBIZFYTYIL—KNETLEY,

YOTNT TV r—2avaERLEI7—LD 77y T L— FOERTHET 3. BIERERI 25

BLTSEES,

| main() |
[
| RvzouAu €y bR
|
| ResNmgsanE |

I | RﬁLTEiFV‘V' Upgrade() |

; | RYZ014A_uart_callback()
i
Lo Yes
ATa R - I; il ATC
I Request = —
| ryz014a_fwup_atc_send() 1= QTC ZET—4
! esponse
! ryz014a_fwup_atc_receive() <
-
e v YrGnNy o7
No
Firmware dataé#m*f0L12?
Firmware data E STP
iﬁ%ﬂ&ﬂ-&-: Request
: . ol
ryz014a_fwup_stp_send() f—— > ryz014a_fwup_stp_fwdata_get()
ryz014a_fwup_stp_receive() | < . I S LI F—A&
! <

Response
: — L
| ryz014a_fwup_usb_event_exec() |

B 41 I7—LoxT7T7yv 77 L—FT05 5 LAEHRER
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RYZ014A and RX MCU

Firmware Upgrade from Host MCU for RX

4.1 API
1—4—API
Firmware Upgrade B8%t

411
4111

(1) R_LTE_FWUpgrade

T RE RYZOU4AD I 7— Loz TET7VvIIL—FLET,
518 L
RY{E EE#T : LTE_SUCCESS(Z 7 —LW 77 v ¥ L— K
I5— :LTE_ERR_FWUPGRADE(Z7—LW 77w 7 L—F4K)
LTE_ERR_NOT_FOUND_FWFILE(Z 7 =L T 7 77 A LNEONY EHA)
¥ IS—FEHEYY AL lte ryz014a_fwup.h 8B LT,

412 RNEPLERER
4121 AT o< LR

(1) ryz014a_fwup_atc_send

HERE RYZOM4AIZCAT ATV F&#EELFET, EIETHATIATURIL T421ATOT UKD
O—] #3BL TS,

CIE L

RYIE L

(2) ryz014a_fwup_atc receive

BaE ATAY 2V FDLARRURERYZOUADNLZIELERZHELET, RIETHLRAKRY
RlE T421ATa<T o KoO0—] #8RBLTCESLY,
LTOIS—ARELEISBSFXEACATIT Y FE5RE\EXEELET, BEEDICEEL
LARUVREZETELMESITRYZ04AZ )£y FLAT O Y FREOEEN SH
EITLET, BERBKOIS—DRELEGAEI7—LI 7Ty T I L— kB
BYET,

@ FEHLARUVRAEZELE

0 S5MELRARUVANZIETELMN-T-
5%k L
RYUIE L
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4.1.2.2 Firmware Data Transfer {LEER§%k
(1) ryz014a_fwup_stp_send

HERE RYZO14AIZSTP DY Y IR FEZFIELET, 70O FaJ)LDFEMIE 4.3 Firmware data
Transfer I8 | #SHBL TS0,

CIE L

RYE L

(2) ryz014a_fwup_stp_receive

HHE STPOLARKRUR%E RYZOUUADLZIELBEREZHELET ., 70 Fa/LOFEFMIK 4.3
Firmware data Transfer Sl | #SBL T LY,

UTOIS—HREELEFERITRYZ014AZ) £y FLAT T Y FREORENSBE
TLEY, BERKROIS—MARELESEEET77—LVIT7T7 v T L— KRB ER
YEI,

® FRELZLARUVREZRELT:

o S5HHELARUVANZETELE,ST
513 TL

RYE TL

(3) ryz014a_fwup_stp_fwdata_get

HERE RYZOU4A D27 —L Iz T 77 ANLDSIRESINE=HA XD T 7—LD T T—2 W5
LET,
ElE: 0 JF7—LIITT—REMNYITTDRA2F (HA)
o mMBTEHIT—2H4(4X (AN)
RYUIE L
R19AN0176JJ0100 Rev.1.00 Page 16 of 28
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42 AT w2 RE

421 ATavw>kKzoAo—
27—L9xF77 v T L—FRTCHERATHATaY Y FO7a—%5RLET,

BRIDDBEIL— KE, 7vFT5L— FHIZ RYZO14A DEENA T2 =BED ) ANYWEB LY X

¥, BERFRTSINFRA

AT Command Response
AT ERROR (Note)
AT OK
[ AT Command |
[ AT+SMLOG? |
|
v v
[ Response | Response
[ ERROR | +SMLOG: LOG_INHERIT
OK
[ AT Command |
[ AT+SMOD? |
L
v v v
AT Command Response Response Response
AT+SMOD? 2 4 3
OK OK OK
AT+SQNWL="sqgndcc",2 |+SQNWL: "sgndcc",2
OK
AT+CFUN=4 OK AT Command Response
AT+SMSTPU OK AT+SMSTPU= OK
"ON_THE_FLY"
N
Firmware data Firmware data
Transfer Transfer
AT Command Response AT Command Response
AT OK AT OK
AT+SMUPGRADE AT+SMSWBOOT=1,0 OK
ATRESET (no response)
AT Command Response
AT ERROR (Note)
AT OK
AT+SMLOG? +SMLOG: LOG_INHERIT
OK
AT+SMOD? 3
OK
Y
AT Command Response
AT ERROR (Note)
AT OK
AT+SMLOG? ERROR Note: Response T"ERROR" T 37 < OKHIR D A
? N . Le o
AT+SMOD? ZOK ROAT'aAY Y FIgFRFy 7LET,
AT+SMUPGRADE? +SMUPGRADE: success
OK
END

4-2ATavw > k70—
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422 AT Kk

T77—L9zF77yv T L—KTERATIDIATIAIVROWBESR IR 41ATAT U R ITRLET, AT
a2 FOE#MIE 5.1 AT Commands Definition] 2B LT E&LY,

x 41ATa<T KR

ATav Y R4 B EA
AT+SMLOG aVY—ILBATDENAEEFEELET,
AT+SMOD J—rE—FZRLZET,
AT+SQNWL RY—TE—F~AOBITEHELET,
AT+CFUN Mobile Termination (MT)DH#EREL NILEEIRLFT S
AT+SMSTPU Simple Transfer Protocol (STP)(rE #Bith L £ 9,
AT+SMUPGRADE T7—LOxF7T7YvTIL—FREETLET,
AT+SMSWBOOT TFTINARERELEE—RFTI—FLET,
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4.3 Firmware data Transfer {18

Firmware data B5iXfLIE T, Simple Transfer Protocol (STP)EMESIBED A O LZEFEARALTI 7—
L9z T7T—2%RYZO14AIZSEELFET ., RA K MCUHS RYZO4ANZEET DU I IR My b,
RYZO14A 57K R b MCU NEETHLRARV RNy FTEIELET.

Ny FDWERLE T4.3.1 /8Ny MERL . STP OAEBRNAE% 4.3.2 Operation 70— IZRLET,

4.3.1 Ny MERK
4.3.1.1 STP packet

STP packet DM % & 4-2STP /4oy bR ITRLET, K 4-2STP /4w FERI O payload
XUV 16 /84 FHYSTP header EFEIENFE T,

* 4-2STP /vy MER

Name  Size Description

signature 4 JU T X+ :0x66617374 ("fast")
LARUR :0x74736166 ("tsaf")

operation 1 0x00 : reset

0x01 : open session

0x02 : transfer block command

0x03 : transfer block

% Response M operation (& 0x80 & OR L7={ETY,

session ID (sid) 1 set to 0 on reset, set to 1 once session is open.

payload length 2 payload length

transaction ID (tid) 4 transaction ID, set to 0 on reset, then incremented after
each answer.

full header checksum 2 Request : full header checksum
Response : 0

payload checksum 2 payload checksum or 0 if no payload.

payload - payload data

T—A 1% 14.3.1.2 Payload] #3538,

4.3.1.2 Payload

Payload DR ZE R LET . (1)~(4)D% operation DIKEIZK Y. EHIN S payload DY 1 XHEL Y
i?—o

(1) open session operation payload (L 7R X)

open session operation D L AR X TIN5 payload # % & 4-3 open session payload 1AL |
IZRLEFET,

% 4-3 open session payload R

Name Size Description
1

success Indicate if session has been open with success (1) or not
(0).
version 1 protocol version, always 1.
max transfer size 2 max size for STP header + payload.
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(2) transfer block command operation payload (') 2 T X k)

transfer block command operation @) ¥ TX kTt &5 payload #ER % [ 4-4 transfer block
command payload #mk] IZRLET,

5= 4-4 transfer block command payload #& %

Name Size Description
block size 2 block size to transfer.

(3) transfer block operation payload (1) 2 T X k)

transfer block operation @ ') ¥ TR k Tt & 15 payload #R% % 4-5 transfer block operation
request payload #R] IZRLET,

%= 4-5 transfer block operation request payload #

Name Size Description

firmware data Refer to firmware data.
Description | size = max transfer size - STP header

(4) transfer block operation payload (L 7K X)

transfer block operation @ L XK > X Tt & 15 payload #R% % 4-6 transfer block operation
response payload #RZ| [TRLET,

%= 4-6 transfer block operation response payload &Rk

Name Size Description
residue 2 always 0.
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4.3.2 Operation 7A—

STP#FEARALE77—LI 7 T—2DEENEL TF 4-2STP /X4y ERK] @ Tloperation] TRE

NBHEECEITSTP /N7y FDEREZEITI CETRITSNET,

(1) reset

\ 4

(2) open @

A 4

(3) transfer block
command

A 4

Firmware data remains.

(4) transfer block

All firmware data has been transferred.

END

43 AXL—T3270—

(1) reset

E]:g] RYZ014A Dty a &)ty bLET,

AE ® sidétdxE0ICEY FLET,
® UOUVIXrNgyy bhEZEEFELET, (payload i L)
® LAKRVRN Y bEZIELET, (payload % L)

R19AN0176JJ0100 Rev.1.00
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(2) open session

E]:p] RYZOU4A Dt avEA—TLET,
HNE e sidxE1IcEyLET,

® tdzxA VAV KRLET,
® YUIRb/N7ry hEEELET, (payload % L)

& LARVRNYY hEZELET,
( Topen session operation payload (LA R)] $HY)

(3) transfer block command

=) 77—LIITT—2DRIEZ RYZ0O4AIETRLET,
ZES ® tidxA U YAVMLET,

o UHIRMNTYREEELET,

( Ttransfer block command operation payload (V2 TX k)1 % Y)

® LAKRVANTY FEZIELET, (payload % L)

(4) transfer block

BEY D7—LxT7T—32NDZIEH RYZO14A ITHERLE T,
AR ® tdxEA2HUAVELET,

® YUIXRMNNyybEHEELET,

( Ttransfer block operation payload () 2 TX k)] &Y)
& LARVARNyY bERELET,

( Ttransfer block operation payload (LRAR2R)1 &HY)

R19AN0176JJ0100 Rev.1.00
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5. fTEx

5.1 AT Commands Definition
27—L9xF77 v T L—FRTHERATAATaATY RIZDONWTHBALET,
(1) AT+SMSWBOOT

Description:

This command forces the device to boot in mode <mode> (FFF, FFH, Updater or Recovery).

Syntax:
Command Possible Response(s)
AT+SMSWBOOT=<mode>[,<reboot>] OK

Parameters:

<mode>: integer 0, 1, 2 or 3. Device start-up mode at next boot
0: FFH
1: FFF
2: UPDATER
3: RECOVERY
<reboot>: integer 0 or 1. Automatic device reboot after <mode> change
0 (default): no reboot

(2) AT+SMOD
Description:

This command returns the boot mode.

Syntax:
Command Possible Response(s)
AT+SMOD <mode>

Parameters:

<mode>: Integer. Device start-up mode at next boot
0: FFH
1. FFF
2: UPDATER
3: RECOVERY
4: OTHER
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(3) AT+SMUPGRADE

Description:

AT+SMUPGRADE parses the .dup file and directly flashes the data into the corresponding regions
depending on which boot mode the module is:

® FFH: Upgrade all regions and filesystem

® RECOVERY: Upgrade all regions and filesystem

® FFF: Upgrade UPDATER and BOOTROM regions

® UPDATER: Upgrade FFF region and filesystem
When in FFF, all authorized regions are upgraded before the module reboots in UPDATER mode to
finish the execution of the .dup file. Once the UPDATER mode is over, the module reboots in FFF

mode. The SFU tool takes care of both steps, its use is highly recommended for any upgrade.

Syntax:

Command Possible Response(s)
AT+SMUPGRADE -

AT+SMUPGRADE? Upgrade report

(4) AT+SMLOG

Description:

Available in manufacturing mode (AT+CFUN=5)

Forces console logs to be printed on the specified UART (regardless of their programmed "console"

functionality).

Syntax:

Command Possible Response(s)
AT+SMLOG=<log> OK
AT+SMLOG? +SMLOG=<log>
AT+SMLOG=? +SMLOG [list of supported <log>]
Parameters:

<log>: String. Chooses the UART the console log is directed to.
® LOG_DISABLE: The logs are discarded

® LOG_INHERIT: The logs are printed on the UART configured as ‘console’ (default)
® LOG_FORCE_UARTO: The logs are printed on UART 0
® | OG_FORCE_UART1: The logs are printed on UART 1
® | OG_FORCE_UART2: The logs are printed on UART 2
R19AN0176JJ0100 Rev.1.00 Page 24 of 28



RYZ014A and RX MCU Firmware Upgrade from Host MCU for RX

(5) AT+SMSTPU
Description:
This command starts a STP transfer, waiting for an FFF image containing upgrade images.

Syntax:

Command Possible Response(s)

AT+SMSTPU[="ON_THE_FLY"] -

Parameters:
none: Normal transfer
ON_THE_FLY: Recovery transfer

(6) AT RESET
Description:
This command performs an hardware reset.

Syntax:
Command Possible Response(s)
AT*"RESET Device is reset
- +SHUTDOWN
+SYSSTART
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(7) AT+SQNWL

Description:

This command manages resources wake locks to indicate that a client application running on the Host
CPU needs to secure full and immediate availability of some device resources, which implies to prevent the
considered resources to enter sleep mode.

Currently, the wake-lockable system resources are:
® CPU and external interfaces (UART, GPIO)
® Device memory (RAM)

The Set command is used to set and release the wake locks based on the resource identified by the
bitmask <wl_mask>. To set the wake locks and prevent the sleep mode for the specified resource(s),
<wl_mask> bit(s) should be set to 1. To release the wake locks and allow sleep mode for the specified
resource(s), <wl_mask> bit(s) should be set to 0.

Note: The wake locks configuration is volatile. It is lost at reboot.

The Set command entered with bitmask omitted will return the wake lock defined by the <app> client
application.

The Read command returns the list of client applications using wake locks and lock status.

Caution: It is very important release wake lock as soon as possible to avoid running down the device's
battery excessively. Each application

<app> setting a wake lock to 1 should explicitly reset it to 0 when the need for resource availability is not
present anymore.

Syntax:
AT+SQNWL=<app>[,<wl_mask>] +CME ERROR:<err>
+SQNWL:<app>,<wl_mask>
OK
AT+SQNWL? +SQNWL:<app1>,<mask1>
[<CR><LF>...<CR><LF>+SQNWL: <appN>,<maskN>[...]]
OK
AT+SQNWL=? +SQNWL:"”,(0-3)
OK
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Parameters:
app

® Client application name, string.
wl_mask

® Bitmask as integer in range [0-3] identifying the resource to keep available. Bitis set to 1 to keep the
resource available and prevent sleep mode, or reset to 0 to release.

wl_mask

0 Default value. No system resource locked

Bit 0 (0x01) Keep CPU and external interfaces (UART, GPIO) active. Prevents the
CPU and external interfaces to enter sleep mode.

Bit 1 (0x02) Keep device’s RAM memory active. Prevents the device’s RAM memory
to enter sleep mode.

Bits 0 and 1 (0x03) Keep CPU, external interfaces (UART, GPIO) and device’s RAM memory
active. Prevents the
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