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1.

i

Bluetooth Mesh R 2 v 9 Y 7 k™ = 7MNEIET 3 Bluetooth Mesh R kT —0 DEFHEEBNLET,

11 EEFROD—

Bluetooth Low Energy i MR 2@ E RO D—F. R4V b Y—RA 2 bETR—FKF v X kT

¥, Bluetooth Mesh 2% w4 7 k7 = 7. Bluetooth Low Energy Hffi 2R LT Mesh %y kT —4 %
BELFET, H1-1ICEEMRAYS—Z2RLET,

~

ot O Jo—rxrza— O . O
~a
yzzsn O r79-1-0O O O /=t O X /O\
\O OREL

AYSaxRxy MI—F (m:m)
KA RY—RA> b (1:1) JO0—-KFrRR (1:m) ?

11 EErRAS—

KA > bY—RA > F(Point-to-Point)

KAV KRY—RA VM RRAOD—TIE, £ FSLIERY TSN ERFATEELET, 21— Ry —
ADFIELTIE, TSI TNLADBRRI— b TH 2, RYUTZSIVTNAAN T4 YRR T Y
HW—TF, AX—hr 74+ D 1A—HOEHFHBZEEML., T4V FRA STV H—ILEFHEEL VT
BET—2%EELET,

7'A— F&%+ X F(Broadcast)

TJO—FX¥ R+ rRAD—TIK, FA—FX ¥ RE—DBFREEZHOF THF—N—IZHLTT—42 %
BEL. 84TV —N—RZELELT 2 ZREERLTHALET, 2—X5—X0HIELT. TR
—FF XY RE—TNA AN —RUBEE—aY T —N—FTNAANRI—FrT+2TT, E—
aAVUhSI—RUIDEZEEL. AR—FITAUIEA U F—2y FERALTYI—RUIDIZHIET S
—RUEWMBLET,

Mesh v k7 —7% (Mesh Network)

Mesh *v kT —9 F7ARAD—TIX, 8D/ —FABRARTEELET, &/ —FIIEEDAM 3V
JTAYE—VFFEETEET, SHIC, BEEBETELVERICHL/ —FEEL. BED/ — KA A
ytE—UhifT 5L TRIETEET, A—RAy—ADHIE LTIE, BB, ZEH, 2> FA—JL/AR
b, AR— b7+ 2V -/ —FTHERENBELA— A= a3 VDV RATATY, EEBENOVF
A—INARILNS T7AT7L2EOBAPCERZHFEHL. SSICELDFEREERTI—F I+ U LREBE
DIEBAPEROHRAZELET,
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1.2 Mesh Ry FI—OEiE

Bluetooth Mesh 2y kT —V DEMEZLITIZRLET . AR MeshFHMEEXZERT S5y FD—01F, <

+—L K275y FR—X K Mesh & v k7—% (Managed-Flood-based Mesh Network)& L TE&Z S FE
ER

1-2IZMesh Ry FI—V 8BTS/ —FOBEERLET, 120/ — KEFBD SRC)A A v +—
CEEETDHE. AED/ —FHARLZEAvE—DFEDPBLET, A vE—IHRY FT—U2&KIZED
Y., REICEED/ — F(RFDDST)IZEELET .

Ayt —TFE

X 1-2 EEENE
ISIT, AvtE—CHEEHIRBICHEBLEWVEDIZ, /—FRIEZ2204AYy KEFIALET,

o AytE—UF vy aAYwy F(Message Cache method)

&/ —FEAvE—UERETHE, AvE—UEM@L, Avb—UEFryLalET, TOH.
J—EBE— A vE— S BRELBAERRLEL A,

o B4 LY—1) T XYy F(Time to Live method)

B/ —FERETEIAVvE—TIZ, DHOBRERZZE TTL(Time to Live)EIZRELEFT ., HETETHRx
KX 127 TF, ZOMD/ —FIZAvE—SOTTLEF1FELTCH#ELES, TTLENAOTHD
AytE—TlFh#EnEREA,
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1.3 Mesh TINA ADSA 7L 9 )L
X 1-3 IZ Bluetooth Mesh 2%t L1=T /N4 AQHBLS A I A I ILERLET,

EIBSTECIN
JnE a=vy
JaEvazyy shTugngqz S B
AN L B
LY 4

avIq4L—v3y
ShTWAL/ —F

::/74'7‘\1/—93‘/\ aAvI45L—3> J—Fy&ytk

FEHD/ —

ETIEE
B1-3 /—FOSA479149IL

Bluetooth Mesh 2%t LT=T/NA R, ETFTAOEC a2 RBIZE > TRIESINF-E. Ry FT—2
F—ERBRILAVFMDAZX VYR M RFLREVNSETOES a9 T—22Z WY £,

TJOEDa=VIDRTHR. /—FEBOETNARIE, a2V T4 Lb—2avIick->TF7TUYr—2 3
DX —ONRTY YL aTFRLA, TR YT I U7 RLRAEVWSEETIMEICBRERLREEEZZ(TERY
*9,

aAVI45L—2a DETHR, /—FIXETIIZCESTH/ — FEBIET B ENTEET, TV
TJ49L—2 3 vDBETICEY., /—FORELREHFEINDIZEADYET,

AT T =30 9S5ATF7UREI FY T FXF—0OF7 T ) 5r— 30 x—IC@T DX T4
JRODHDEE. CNODBEREEHLET., 512, FELELE--/—FIZHREFERALTWSEBES
BORBZWEWSEURIAHBZED., FEEGE S/ —FEITSY I YR MIEMLET, TS5V UR
MIEBEMEN-/ —FIE, HLOVBSREZTWMA I ENTEEEA,

aAVI45L—23vhSATURE /=K L—NILTA =R ko TREEESE/— K& R

Y RT=IODOBNTHIENTEET, Ry FIT—IMLBRNAENE=TNARF, BRAELIEESL
F9,
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2. BME

2.1 Bluetooth Mesh 7%

Bluetooth Mesh R 2 v O N\ —JIZE&8FENI Y 0TI TOTS ALK, FRR4DODDTEI T —XEET
LFET,

e TEIZJI—X1:TBEYI=UY

e TEII—XR2:a0T745L—V3Vv

e TEIJI—XIETFTIBIE

e TEIx—R4/—FKYL—NL

N —DIZEATEERTTHEODAI— T+ D ETEET S Mesh ENA LT TV =304
EELESE

Joxy Jaxy
FoEvaz=vy avz49L—vay Q Y= 73472k
a—m a— /V
O —==0=0= \Q%D
o o
JREY3=YY  gppgayr— /—F  avIqsL—vav \ -
ERTVENT /NS R BS547 Uk 94TV RETIL
J—=F)ty b
@ _
]
e
avIsHL—vay Y—N—FTL 7747/&7‘;1,
2547k ETIVEE

B 2-1 Mesh TEHE

211 TEIZ7z—X1:7AEL 3=y

TOEY 3= o IhTUWELT /A X (Unprovisioned Device)ld., 7’0 E ¥ 3 +—(Provisioner)[C&k o T
TOESIZ VI ENBREAHBYET., JAEDSIZVJERFTNAARFRIEL, A=Fv R 7 RLR
PRy bIT—=F—LVofzMesh Y FT—I TAYE—VHEEZETHOITBELGERNEFRTIRET
5-HDNETY, HHTOEDaF—k EXMITFRAI— T+ VHEEDENMILEHERTT,

HoTINTOISALIE, TOAEDIaZ VI SNTOVEREWTNAAR(TREY 3 :/’J'U'—/\—(Prowsmnlng
Servern)& LTEIMELET ., BRA VEFTOES I ZVJICRAMLTEL SO, 7o7AEYS 3V RT
/N4 R E—12 > (Unprovisioned Device beacon)& A<V 2 TILT7 ENEA UG EKEBIZEELET,

—A. Mesh ENA LT TV 5—2 32 TOED 3 +—(FRED 3 =259 54 7 > b(Provisioning
Client)) E LTEMEL, ORI B TILT RNBA DU %ZETHETOESIZ VG E2EFTLETS,

212 FEIZ7xz—RX2:av7145L—>ay

JREY I i%, TREDaZ VI ENE=TNARIE, /—FNode), B YEST, av 745 L—3
3249 54 7 > k(Configuration Client)l&7 T r—avdx— NITYwPaF7 LR, $YTRH YT
a3V R bEWVWDTz Mesh ETILEEBICRHERREZE IV T 1« J L— 3 Y —/3—(Configuration Server)
THHE/—FICEBEHLET., BT L—23 05470 I, BERMIZERAI— b7+ U F =
[EENAMIVIHEEKRTY,

oL TOrSALK, avI4 O L— a3 Y —N—¢LTEMELET, FOES I =5 %, OV D
ATL—2a005AT7 U NEERETA=O, ARV B TLTRENZAD UG EFEELET,
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—H. MeshENRMLVT TV r—2320@FavI7490b—2a 00547 bELTEMEL, RV 42T
W7 ENRBAD VT RETHEAV T« T L—2avEETLET,

213 TEI7xz—X3:ETILEE

AVI4TL—2avik, B/ —KFKEAvE—CEF IV —2a v F—THEELELTAT Yy a7k
LRSEICEELET, Y IRIYTLI VYR MIEENBT7RLRABTOA v E—S42ZELTT S
Jhr—avx—THEILELET,

B2 7T 0455 LIZIE Generic OnOff Server £T /L. Generic Client ETJ/LIZHIZ . B ® Vendor
Server €T JL. Vendor Client ETFILAEE I TNVET,

BREAR—FEDRA v FEHTI 5 &, Generic OnOff Client [& On & =% Off M{E %#%F D Generic OnOff
Set Unacknowledged * v t—C#ZEELEFT, AA vE—U%F5Z(E L1z Generic OnOff Server [, A v+t
—CDEIZH > THAEAR—FLED LED #HlE L E I,

MAEAR—FEEKELIZPCLEOO VY —ILTXFIEANT S &L Vendor Client [E3XF 5 %D Vendor
Set Unacknowledged * v £—C#EELET, AA Vv E—UFF{E LT- Vendor Server [, A vtE—IhH
BOXFHEPCEDary—LIZHALZET,

Mesh £/31 LT T 1) & —< 3 U Id Generic OnOff Client & & U Vendor Client & L TEIET 5 2 &M T
ELR/—FRIZAYE—CEFEELFT., *vtE—COEZEDSH. TOFXF I (Proxy)/ — R EEREEHE
ALFET, TOXFL/—FEAvE—C#EABO/ —FIZEZEL, S5I2&/ —FAR#IBEIET, Ay
t—2(E Mesh 2y kD —O £KIZIEMNY T,

214 TEI?xz—RX4:/—FUL—NL
aVI7449L—32329 547> b/ — FIZ Config Node Reset * v —U %#1%2{59 5 Z & T, Mesh
FYRT—OMNE/—REBRNTHIENTEET,

Y2 7))L F B4 5 LlE Config Node Reset A v —2 % Mesh BN LT TN r—2aohb2ETS
ELaAvIq4 L= aviERE)EY FLTBEJOE D a =V E#MBLET,

R0O1AN4874JJ0131 Rev.1.31 Page 8 of 29
2022.03.31 RENESAS



RX23W %' JL— 7 Bluetooth Mesh X % v 4 RE—brT79THA K

3. "—FYH9xz7EH
Bluetooth Mesh X & v 7 /8y r—IZl&. RO RX23W [ ITHFER— FETEET 2> F)ITasS A
NEREINET, 7IVr—>a VHEROBIZIE2EULOFERAZHRELET,

e Target Board for RX23W
e Target Board for RX23W module
e Renesas Solution Starter Kit for RX23W

3.1 Target Board for RX23W

Target Board for RX23W (LA#%, "TB"& % :i2)I& Bluetooth Mesh R4 v S 2F|ALE=7 T U5 — 3 U
RIERATEET., FLE2TIaL—F Lite BEDA VAR—FTNAYFX I I alb—Ya VEEEER
LTWBE®H, @I alL—2%8FATH LBV IMNIITERRTEHENTEET,

ESW1

PCLEM (T I o L—2 AR
PC& 85t (7 7 — L = 7 R17H)

a—4—LED
A—HYF—XA vF

Target Board for RX23W

3-1 Target Board for RX23W

. ESWIRA YFETRICHESTEUVIZCEET A2RENHY F7,
o TJF—LYTITDEZAHOTINYITDIBEE: ESW1 D 2-4 % ON
o FUR—FIZalL—4%FERAET I77—LOzT7%ETTHI5E6: ESW1D 2-4 % OFF

ON

21
1HEOFF | FUR—FIZalL—4%FEALTI7—LY I TEEETRALHE
43
2

ON
43

1
t o o R— FIsaL—42RAET I7— Loz 7EEAT 554
B 3-2 Target Board for RX23W ) ESW1 X 1 v FE&XE

TB ML TRX23W 4')L— 7 Target Board for RX23W 1—H— X< =217 /L] (R20UT4634)%SHE L
TLEEL,

3.2 Target Board for RX23W module

Target Board for RX23W & [El#%. Target Board for RX23W module (L1#. "TB module" & R it)(&
Bluetooth Mesh R 2 vV #FA L7 TV r— a3 VBERICERATEE T, TB module DEEMIE TRX23W
4 )L— 7 Target Board for RX23W module 1—H#'—X< =27/l (R20UT4890)% S L T 2 &Ly,
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3.3 Renesas Solution Starter Kit for RX23W

Renesas Solution Starter Kit for RX23W (LA . "RSSK"& XKi2)+ Bluetooth Mesh R 2 v U #F|IAL =7
TVr—2a v ORKICERTEEY,

PC & #fx

PC & #6%

Renesas Solution Starter Kit for RX23W
3-3 Renesas Solution Starter Kit for RX23W

RSSKMD L) 7ILR— bk T#H% USBCNO A o BIRMIET 571=h, R3-1ITRLED v /REICEEL
TLEELY,

#& 3-1 Renesas Solution Starter Kit for RX23W O < v >/ & 5E

DA BT B

J3 1-2 Short
Ja 1-2 Short
J5 1-2 Short
J10 Short
J13 Short

J7 1-2

RSSK M&f#llix TRX23W %' JL— 7 Renesas Solution Stater Kit for RX23W CPU hi— K 21— —Xv =2
T7IL1 (R20UT4446) =SB LT = &Ly,
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34 E2ITSalL—7% Lite

E2T=aL—2LiteFRXBLUVRL7B I 7IUDMCULTDYTILEAALTNYTETTVI1ESE
RAAIZHIELIZTI2aL—3TY, TOMDII aL—2ZFEAT HIHEIERX2BW ADXEEHEZRL TS
ZEly,

3.5 E/NAIEEK

EAMIZIFRT— b I VEEDENSILIHEERN., TAECar—bLUPar 2459 0L—2309547
VRELTERINET, AT —YIC8FNE Y0 TLTOT 5 ALFTERTORH, Bluetooth
Low Energy ;&{E AJ&E%: Android T/3 1 R E =1L I0S ZEELET,
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4. YVIbF9zT7EH

4.1 Bluetooth Mesh X 4 w4

Bluetooth Mesh X % v 7 (LA&. "Mesh X% v 7"&KREE)E. Mesh 2y b T —0 L TOEXEDERERE
[ZWAET] Bluetooth Mesh #$BEZ 7 T U7 —2 3 VICRELFET, MeshRE v VIE, FITEDa—ILELT
RBEEENFET, F-MeshRE v Y2 FILTOH5 S LlE, Bluetooth Mesh X2 w9 /8y r— (KL,
"Mesh /8y r—I"EREB)ICRABEINTLET,

4.2 Bluetooth Low Energy 7O Fa LR AR WY

Mesh X4 w7 (&, Bluetooth Low Energy #iff7 % FIFi 9 % 7= (< Bluetooth Low Energy 7B kLR 2 v
9 W ETT, Bluetooth Low Energy A2 w2 I1&, FITEDa—)LE LTIRESNET, = Mesh/\v 4y
—JICRAMEINhTWET,

4.3 MeshENSMILTFTTVHF— 30

Mesh ENA LT TV 7r— 3 (L. "Mesh ENAL"ERB)E. TEDEHOY Y ITLT TV r—2
3 THY. Android F7/(£i0S ETEMELET . Mesh ENAILT TY7r—2a VIETRYVIEYSTD
vAa—kFLTLESL,

Android hR: https://play.google.com/store/apps/details?id=com.renesas.meshmobile

iOS hi: https://apps.apple.com/jp/app/renesas-meshmobile/id1641877699

4.4 e?studioIDE B LU CC-RXaV/M5
Mesh /8w —SIEBEANBEFTETOS LY FERD IDE TERENE L=,

IDE : Renesas Electronics e? studio 2022-10
Mesh A2 v OS54 TSYIXRODAVNNASTEILFRFEShFELT,
AN, : Renesas Electronics CC-RX V2.08.01

e2 studio [ < &% L T3 Eclipse CDT (C/C++ Development Tooling)ZX—X & LT-FARRETH
YU, ELKETa2. a4 50 2ADHIENSTNYTETHIELET 41 VA —=5—[XTEDNY
T7HA FTAFTEET,

e? studio:
https://www.renesas.com/products/software-tools/tools/ide/e2studio.html#downloads

SHICRXZ7IVRACIC++a N, S5/ FT—D(CC-RX)MRX2IWH T 7 7 —LD T 7D EI FIZh
BETY, Kav/f 3k e?studioDA VR =LA VR M—ILENFET, a4 SOFEAIZFK, O
DI STA U ADBMBETY, HHETREOV I ITHA FE2SBLTLESL,

= DIVAY B b 2 i LAV &

https://www.renesas.com/products/software-tools/tools/compiler-assembler/compiler-licenses.html

4.5 Renesas Flash Programmer

Renesas Flash Programmer(LL#&. "RFP"& REE)EMAFEOEEIZCEVTILRFAMCUD I Ty a A E
JIZT7—LIT7EEEALEOHDY—ILTT, 1 VA —F—ETRDOV T ITHA b TAFTEET,

Renesas Flash Programmer (Programming GUI):
https://www.renesas.com/products/software-tools/tools/programmer/renesas-flash-programmer-
programming-gui.html#downloads
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46 Y—FN—TFT4— YT+ 7
461 JUTZILE—=FILY—IL

HoINTaT S LIE. UARTRETAS Ay E—CFHALET, O A vE—DOHERIZIE, ANSI
IRy —TF—4 2 XD CSl(Control Sequence Introducer)[Zx G L= FILA—SFILY—ILEFERAL
TLEEL,

Tera Term
BEYoTLTOdSLAEAT RO Ay E—C0FIE818EZSBLTLIEEL,

4.6.2 Mesh E/XMILDEI FIZBERRBARY—IL
Mesh E/XM LD EIL FIZIERDARY—ILHBBETT, IhblES 03—y FETAFTEET,
Mesh ENAIILDEL FHZEDFHFHIFZ63HZEZSHML T ZEL,
npm (Node Package Manager), Node.js [Z[EI4#

Python

Capacitor
lonic framework

Android Studio, Android [\ 17 Mesh /N JLDEJL K
Xcode, iOS [+ Mesh E/AM LD EJL K

i¥:  Xcode [ Mac PC ETOHEELET, Xcode 4 vO0— KF5=HIZI%. Apple ID ARBRETT,
FI0ST7INr—a v ERETHICIETHEENDSA LU RANBETT,

Apple Developer Program : App Store TEHT ST T r—avmlt
Apple Developer Enterprise Program : 4 /N9 RF7 T 45— 3 VElT
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https://ttssh2.osdn.jp/index.html.ja
https://nodejs.org/
https://www.python.org/
https://capacitorjs.jp/
https://ionicframework.com/
https://developer.android.com/studio
https://developer.apple.com/xcode/
https://developer.apple.com/programs/
https://developer.apple.com/programs/enterprise/
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5. Bluetooth Mesh X & v o 1\ —
51 #EnL

Mesh 73w 47— (r01an4930xx0131-rx23w-blemesh-fit.zip) DK Z LA T IR L E T,

re1an4930xx0131-rx23w-blemesh-fit.zip
| blemesh_api.chm

| relan4874ejo131-blemesh.pdf

| relan4874jje131-blemesh.pdf

|  reian4875ej0131-blemesh.pdf

|  rei1an4875jj0131-blemesh.pdf

|  reilan4930ej0131-rx23w-blemesh.pdf

|  relan4930jj0131-rx23w-blemesh.pdf

|  readme.txt

|

+---FITDemos\

| make_workspace_rsskrx23w.bat

|  make_workspace_tbrx23w.bat

|  rsskrx23w_mesh_cli.zip

| rsskrx23w_mesh_client.zip

| rsskrx23w_mesh_server.zip

|  tbrx23w_mesh_cli.zip

|  tbrx23w_mesh_client.zip

|  tbrx23w_mesh_server.zip

| tbrx23wmodule_mesh_cli.zip

| tbrx23wmodule_mesh_client.zip

| tbrx23wmodule_mesh_server.zip

|

+---ROM_Files\
rsskrx23w_mesh_cli.mot
rsskrx23w_mesh_client.mot
rsskrx23w_mesh_server.mot
tbrx23w_mesh_cli.mot
tbrx23w_mesh_client.mot
tbrx23w_mesh_server.mot
tbrx23wmodule_mesh_cli.mot

+---FITModules\

| r_mesh_rx23w_vi1.31.xml

| r_mesh_rx23w_vi1.31.zip

| r_mesh_rx23w_v1.31_extend.mdf

+---mesh_mobile\

tbrx23wmodule_mesh_client.mot
tbrx23wmodule_mesh_server.mot

Mesh X2 v APIT =27

Mesh R & — +7 v THA F(ER)

Mesh RZ2— k7w THA F(H)

Mesh BAFEH A F(E)

Mesh RAE A4 K(B)

Mesh FIT €2 21— L XE (%)

Mesh FIT €2 2 —JLXZE(R)

Mesh R Ay P I\ r—IFERIT 7ML

— MeshFITFEIOY Y b —-

J—5 ZR—R{ER/S Y F T 7 4 JL(RSSK)
J—5 ZR—ZHER/ Sy F T 7 A IL(TB)
Command Line Interface 704 5 L(RSSK)
Client Models %> )L 704 S5 L(RSSK)
Server Models 4> 7L 704 5 L(RSSK)
Command Line Interface A4S A(TB)

Client Models 4> )L 7R 4 5 L(TB)

Server Models %> )L 704 S5 L(TB)
Command Line Interface 7845 L(TB module)
Client Models %> 7L 7045 L (TB module)
Server Models 4> )L 7045 L(TB module)

- EWREHIT7—LITT -

Command Line Interface 77045 L(RSSK)
Client Models ¥ > 7))L 7045 L(RSSK)
Server Models 4> 7L 7045 L(RSSK)
Command Line Interface 7 A4 5 L(TB)

Client Models 4> )L 7R 4 5 L(TB)

Server Models %> )L 704 S5 L(TB)
Command Line Interface 7’04 5 L\(TB module)
Client Models %> 7L 7045 L (TB module)
Server Models 4> )L 7045 L(TB module)

-~ MeshFITEYa—JL -
TSTA40T740L

Mesh FITE®Ya—IL
BERBIFAIL

= AYDAERNANT T =30

AZETI& ClientModels > 7L T A4 S5 L& ServerModels > I TASTS LEFRALET,
Command Line Interface 704 5 LIZDWVTIE TRX23W 4 JL— 7 Bluetooth Mesh 2% v & BFEH A K]
(RO1AN4875)M 4.1 EixSHBL T &Ly,

RO1AN4874JJ0131 Rev.1.31
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Mesh FIT £ 12 —/L(r_mesh_rx23w_v1.31.zip)DEHREUTIZRLET,

r_mesh_rx23w_v1.31.zip

+---r_config\ : - FIT &&R%E —
| r_mesh_rx23w_config.h : Mesh FITEXE 7 7 1 /L
|
+---r_mesh_rx23w\ : ----Mesh FIT E¥a2—)L -
|  r_mesh_rx23w_if.h ' MeshRAYY APINYSET7A)L
|  readme.txt : Mesh FIT EZ 2 —ILEHR 7 71 L
|
+---doc\ :
| | blemesh_api.chm : Mesh X% w9 API®=a7IJL
| +---en\ :
| re1an4930ej0131-rx23w-blemesh.pdf : Mesh FIT £ 1 —JLEtBAE ()
| +---ja\ :
| re1an4930jj0131-rx23w-blemesh.pdf : Mesh FIT €L 2 —)LEBAZE(R)
| .
+---json :
| mesh_provisioning.service.json : QE for BLE AITH—ERE&Z I 71 /L

| mesh_proxy.service.json

+---1ib\ :

| 1ib_ble ms_ccrx.lib : Mesh RA v oS54 TS5

|

+---src\
+---bearer\ : Bluetooth X7 5 —
+---drivers\ : Mesh K5 A /N
+---include\ : Mesh R 2y O ANy T T7A)L

Mesh FIT E2 2 —JLDEREIZDLTIE TRX23W %' )L— 7 BLE E ¥ 21— )L Firmware Integration
Technology] (RO1AN4930)? 3.1 EiZSHBL T &Ly,

R0O1AN4874JJ0131 Rev.1.31 Page 15 of 29
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6. FRRIREDESE
AZETIL Bluetooth Mesh R2 v #FALE7 T yr—2a VEARBREOEBERAEZRLET,

FRATEEZETTILENHDEE. FEFRAFXTYTLTT7TEICEATLEEN, Ny 7r—UICRABSE
N7 — LT FERATEHIETTEERTIDENTEET,

6.1 e?studioIDEB LU CC-RXaA/NL 5

e?2studio A VA F—S5—Z8HL. 1 VA =IO HF—FIZH>TNEEZEDFET, 1 VXA F—ILD
M\, HR—,FTBE3TNAR-T7IY—ELTRXTFNASREEIRLTLEELY, RIZCC-RXIZT?
FILRTA VR =L ENBH, ATy - avih—RU F2EFTEHIRETHYEHA,

F OAVAM=LTALY MR EFTDNRITIFRR=—ZOZ/NA FXF, $HE%GEEDRBBEEEDEIN
ETRHYFERFA, CNHEDOXFIFA VR M—LLELTELF, TNy TREBEYITHAHEMELH Y
FI. ARIZT—VAR—RBPEDNRRIZLINODXFFEDEIRETEHY FE A,

F OO RAR—ZATFA LI M)BEFONRRETEBRYELLTLESL, ELWT—YAR—Z /IR
. FDT—HDAR—RI[ZHBHY—RA—EDI IS I)LOY) U HMBEIHIFLEEEERHY £,

6.2 FEIAY Yk
UTOFIEEZEFTLET,
1. e?studio #iE&IL. FEDTA LI M) EDT—DAR—RELTHEELET,

Eclipse 327 7— o
FALIP—ET—JAR—-ZELGER

& studio uses the workspace directory to store its preferences and development artifacts.

D-JRR-A(W): [C:¥ble¥workspace v|| ==@.

Oz0@REF I ELTERAL. $#IOEMERTLENY
y REOT-TAN-R(R)

2. TJ—HRR=ZRIZFEIO I rEAUR—FLET,
TB ##EHT 25&IE FITDemos T4 LY FUDTRDT—hAT - I74IL%EAR—FLET,

FITDemos\
+---tbrx23w_mesh_client.zip © Client Models 7B x4 +
+---tbrx23w_mesh_server.zip : Server Models 7B x4 +
+---tbrx23w_mesh_cli.zip :  Command Line Interface(CL)) 7R x4 k

TB module #{# A3 315 &L FITDemos T4 LY FDTRDT7—HhAT - T7A4ILEA ViR— kL
*9,

FITDemos\
+---tbrx23wmodule_mesh_client.zip : ClientModels 7A> x4 b
+---tbrx23wmodule_mesh_server.zip : Server Models 7O <z % +
+---tbrx23wmodule_mesh_cli.zip :  Command Line Interface(CL)) 7B ¥ k
RSSK A 55 AIX FITDemos T4 LY D TFRDT—hA T - T7AILEA 2 R—bLET,
FITDemos\
+---rsskrx23w_mesh_client.zip . Client Models 7O x5 +
+---rsskrx23w_mesh_server.zip . Server Models 7Oz ¥ +
+---rsskrx23w_mesh_cli.zip : Command Line Interface(CL)) 7R < x4 k
RO1AN4874JJ0131 Rev.1.31 Page 16 of 29
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AZA—@[TFAN]DA vR— b JEBRLTA VR— b4 7OTEREET,

AR— b EATRITD[T—H4AT - 774 IIL0DERIT FITDemos T 1 LY k1) D Client Models 7

A2 1Y M(mesh_client)Z:ZRL T, THREEI VI LET, EHROFIET Server Models 70
x4 kF(mesh_server)t A4 »iR— b LET,

& -t O %
Joso b R—b —
BivE() Eclipse JOYIMERTETBTALI N -EERLET. d
O I~k F4LIF)-DRBR(D): ZE(R)..
@ 74T - T4 ILOEIRA): | C¥ble¥r01and930xx0130-rx23w-blemesh-fit¥FITDemos¥tbrk23w_mesh _client.zip v ZEE(R)...
TOVIZHP):
tbrx23w_mesh_client(tbrx23w_mesh_client/) IATER(S)
ERETNTEER(D)
EH(E)
EwPE Y]
FARLETOVIOFERTR(H)
TOUTHRET-9AN-AICIE-(O)
O=TRE. HLVR-FLETOYIoMEELS(0)
[ 7-52A4-ACBRIcEET 3T0VTI MEET ()
-7 tyh
O 9-%»4 -ty fOv12 M EBIND FIRW...
ER(E)..
@ <E3(B) EAN) > BT Frvel
3. Enk74av 8 EsyysLTIaTs FEELFLET.
o . . [£7] tbre23w_mesh_server HardwareDel - R
WED TP x4 k& Launch Configuration THRALEENTESE

EE

EINR&, 27—LDzT7(mot 774N TR T4 LY k1D HardwareDebug\R =4 B &
nEd,

4, BAFAR—FELE2TIIalL—RLiteZ PCICHERRL, TSalL—2c&R—FEERLET.

5. FRvsT4ad BBy LTFAY S E—FTTOD Y FERBLET,
FASTY FORIE. 77— 7 HERA— KIS Ao O— FahET.

6. TRYYR—ZR0F4IOBETAar ey LTTODIY FERFLET,

7. FOVIH ROFNYTRIE. FAYIR—ARIF 4 TORTFAav B gy 9s LET,
TACz I DI 7— LI TRETEEBRATRLRX2BWD IS vV a AEYICREENET,

TEICREINZTEEETITA-O28ULOBAER—FEFERTHILEHELEFT (D EB1E
M Client, ZDhAS Server) . 7 ZIZEDHINZ Server DT 7—LxzF7 EClentD 7 7—LHx 7%, L
ROFIES & 7E2ETERIIRFPE2FEAT S L THREAR— FICEZTRAATEZELY,
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ARE—rT7YTHAFK

E:

Joszy bOTANRTAEA4T7OTEREE, [C/IC++ EL R]D[BE
V—ILFz—2FERLTLCIESL,

'No toolchain set or toolchain not integrated.] £ TS5 —HMFEL. EL FIZKKRT 2BEF. 7

]>[Toolchain]? FIZ#& L T.

F0/{71: thre23w_mesh_server O ®
ZE AR Eis G v w
Uy-2 ~ R
v QU+ ELE
Tool chain 715~ #k: |HardwareDebug [747471 v EROER.
AGwlET
ClFzEs
¥y ® y-)LEE Tookhain Device & EILF-27v7 a2 2o SHAFY=—1-4— @ I5—-H-
BE
= Enable toolchain integration
v Ll =R EE0Y-IF-y
MISRA-CT717 -5 1 Y=ILFI-: Renesas CCRX
P/r;;rgc;ssorlnclud- f-%aw: 20801
74—
I-FE Y-NFI-UOEE (FIEDYERIHICHEAIMI S EIUSIL TS
FFv7-vay Y F1-/{ | Renesas CCRX -
NABEU YVl
IrAN-54F M=3ay: ||vzoa01 i~
TA-Ny5-
&I v
< > b

0 APz FMIEFRTE D a—hbERSIhzY—Ra—FKREFENET, AX—F-a2T745
L—A2%#FRATH¢ETY—RI—FREBEERTEET, AVN—hr a2 T7 47 L—2 B E
2 TW04020001: EPa— LR =SH, a2 T4 Lb—arr lpe rx [FHEIBRESNEL

2o | EVWDEIS—MNRETBHERE. RFOFITED2a—ILESFHrO—F#&, AX—F+-aY
749 L—3D&EAVKR—R U DEV )Y I A1 —TN\—CavDER]FERL, FHoo0o—
RLIEzN—=D 3 UFEIRLTLEEELY,

N-Z3v0EE a %
HK—Zam=R

FTEED/(-UaVEBERLTHEN.

JR-F b
Ran/(-ya: [440 |

[r_flash_n |

ﬁmr(—-}ayl 450

I
@

Al

Frutzll

6.3 Mesh E/A\MJL

Mesh E/S1 LD EJL K& A4 VR b—ILAEIZ DL TIE mesh_mobile\mesh_mobile_guide.pdf #58E L T
{f2aLy,

RO1AN4874JJ0131 Rev.1.31
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7. TEDEFT

ARElEI Mesh TEZEFTTHH0OH5 TN TOSS5LE Mesh BN IILDEEREZETRLET ., ATE
TIEH2BLULEOREREAR—FZFEHET I EFHBELET (D EE 1B Client, FDHuh Server) .

HLE6EZRFY T LEBAFKRFPZ2FERA L THER—KRIZT7—LD I T7Z2EZETRAHFET, TEDT=
DT 7—LYTTIE Mesh/ Sy Hr—LIcEBENTLVET,

FITDemos\ROM_Files\rsskrx23w_mesh_client.mot
FITDemos\ROM_Files\rsskrx23w_mesh_server.mot
FITDemos\ROM_Files\tbrx23w_mesh_client.mot
FITDemos\ROM_Files\tbrx23w_mesh_server.mot
FITDemos\ROM_Files\tbrx23wmodule mesh_client.mot
FITDemos\ROM_Files\tbrx23wmodule mesh_server.mot

Mesh E/XNMILEA VA FP—ILLTWEWMEEIZIUTOFIEEZETLET,

F AR —TUIZIE Android TINA RADT T r—o 3oy r—SDHBERENET, iI0S T/ R
#FEARAT BHAEIL, 6.3FHICH ST Mesh ENAMILDEIL FEAL VR F—=ILETOTLESLY,

1. RONRYT—TT774)L% USBEEHTPCH S Android (o E—LET,

mesh_mobile\android-debug.apk

2. Android EOIEED I 7 AN EZ—D % —F T 5r—2 a0 TRy SF—S0 74 ILEERTLET,

FEROBETH—IFIVY—LEZERTSHET, ARER—FABATHIATAvE—D2HERT H
ENTEFET,

® 11 DUYTILR—FRE

HE B

R—L—+h 115200 bps

T—4 8 bits

AUL ¢ L

AbyF 1 bit

7 O—ilfE Tl

R01AN4874JJ0131 Rev.1.31 Page 19 of 29
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71 7zx—X1:7aEv3a=v4y
TEZHBT S0, 2TORAER—FICERZHA L. Mesh ENXSIILEZEEILET,
3¥: Android |+ Mesh BN JLIERD/IN—Z v a VRENDETT,  LEFR. HEDT/NM X,
AkL—o

3¥:  Android [E](+ Mesh €734 JL T SCAN $){EIZkBRT B1BE. LEED/N—Z v 3 v E L2 -AHIRR
LTEHRELTLEEL,

ETCORKR—FETOEDI=ZVITHORDFIEEZRYELET,
1. FAEDaZ o ShTOWWEWT/NAS REFERT 5718, PROVISION 2 JIZ#EEH L TSCANKRE %
Ay TLET,
2. BFERERHISTOEDI=VITHEEDTNAREERLET,
3. EROMI%. JOEDa=UINRETINET,
4. T34 XHOO0B Public Key ¥> OOB Authentication [Z%fii L TUL 5B A&. Mesh £/34 JL(E OO0B
Public Key D {# FiF & & OOB Authentication DWWF A ZEIRT SEEERFLES, TETIEFIE

DERIEDT-8. [No OOB Public Key is used] & No OOB Authentication is used] Z:#EiRL.
PROVISIONING STARTR4Z v &4y FLET,

FIE 1 FIE 2 FIE 3 FIE 4

Renesas Bluetoath Mesh Mobile Renesas Bluetooth Mesh Mobile DF:BC:49:8F:BA:9A

PROVISION CONFIG MODELS SETTING PROVISION CONFIG MODELS SETTING Public Key

List of unprovisioned devices EI E List of unprovisioned devices No O0B Public Key is used
Tap SCAN 1o find unprovisioned devices. Select a device 1 provision it QOB Public Key is used

3 ACDC188E-667A-4BE4-FEES-E2994DABEAT3
D9-AADASE3R:CS -54dBm "RX23W-Mesh”
Authentication Method

3 G63DF955-1692-485D-F1DE-937939F8321E

DF:44:10:54.08:28 -59dBm "RXZ3W-Mesh' No O0B Authentication is used

Static 0OB Authentication is used

Output OB Authentication is used

Input 0OB Authentication is used

PROVISIONING START

B741 FnEYa=vy

R0O1AN4874JJ0131 Rev.1.31 Page 20 of 29
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72 7x—X2:aAv7445L—>3Y
2R—KDOTOES 3= oF#g, BRR—K£Ea2 745 L—2 30T 2-0RDFIEERYELES,

1. /—FZEFEHRT 576, CONFIGAR TIZHEL SCANKRE V&4 v TLET,
2. BEGARELG/—FEIRETRTEINET, BREHILTaY T4 L—2avERTT 50, KE
TRREN-EBED/ —RFEBERLET,

E: /—KOaARIBITLTENREIALA UG EEFXORTELELES, VI L—2avdRE)
— KB ERTEGLOHEVESE. BERR—FOSWI 2 LUERBLLT, a2 TILF K
NEZADUTEEEBRALTLEEL,

3. KEHIEHROFRE. CONFIGURATION % JIZ#BEL £,
FIIE 1 FF 2 FE 3

Renesas Bluetoath Mesh Mobile Renesas Bluetooth Mesh Mobile DISEORNECT HODERESET
ccccccc conFia
INFORMATION
List of network nodes @ List of network nodes SCAN -
Device Address DY-ANDASH3BCY
NetKeyl0] AB OB 8505 C6TABR 4B BC
EC 94 5F FC 6F D9 DE
Tap SCAN to find nodes enablin Select a node shown in green to connect and configure it Devkey e (e
0x0002 Element Type i Descrigtion
ACDC1BEE 0674 43E4 FEER EZ30IDABEATS
provisiond st 32172027, 13640 40 0002 SIG 0000 Canfiguration Server
o0z SIG 0002 Health Server
? S0-FIDF-937939FBATNE 0oo2 Bl 1001 Ganeric OnOTT Client
f2021, 103540 A o002 Vendor 020036 GOMPANY ID: 0036

72 aAVI74L—3> (112)

R0O1AN4874JJ0131 Rev.1.31 Page 21 of 29
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ARE—rT7YTHAFK

4. CONFIGURATION # 7 kT Relay. Proxy. Friend #F%{t L. "Demo" ¥ IL—TZRIRLFT,

5. APPLYRAZVH#ZYTLET,

6. AT« L—>3>D5ET#. DISCONNECTREVE2 Yy TLET,

Fl& 0

FlES5 FIE6

DISCONNECT NODE RESET

CONFIGURATION

Enable or disable features and select a Group for Publish and
Subscription

Relay
Proxy:

Friend

el <=
APPLY

SHOW MORE

DISCONNECT HODE RESET NODE RESET

( DISCONNECT ’

Enable or disable features and select a Group for Publish and
Subscription

CONFIGURATION CONFIGURATION

Enable or disable features and select a Group for Publish and
Subscription,

Relay: ® Relay L )

Prosy: ® Proxy: ®

Friend: ® Friend: ®
Group: Demo Group: Deme

APPLY

SHOW MORE SHOW MORE
log caunt: 21 log count: 71
< Config AppKey Add < Config AppKey Add
= Config AppKey Status = Config AppKey Status

< Config Model App Bind < Config Model App Bind
= Config Model App Status

< Canfig Model App Bind

= Config Model App Status
< Config Madel App Bind

= Config Model App Status

< Config Model Publication Set

= Config Model App Status

Configured

B7-3 avI749L—3ay (22

A4 L—2a v TEIRLETIL—TIEERD ) — FE T IIL— T LTIBET ABIZEREINET,
TROFIBEIZLEYEEDTIL—TH5EMT B ENTEET,

1. MODELS % JIZ#& L ADDGROUP K2 &4 v T LET,
2. Add Group #4 74 L T"Kitchen"® & S HEED T I—TLEANLET,
3. JI—ThEmMEIhf=-ZL&xHELET,

FIE 1

Renesas Bluetooth Mesh Mobile

MODELE

GENERIC ONOFF

List of groups and nodes SCAN

Tap Scan to find Proxy nodes.

Demo (group address: 0xC000)

FlE 2 FIE3

Renesas Bluetooth Mesh Mobile

MODELE

Add Group

GENERIC ONOFF
List of groups and nodes apD GROUP | | SCAN

Tap Scan to find Proxy nodes.

Demo (group addrese: 0x€000)

a s df gh j k I
Sz x ¢ v b onm &

s © & English

Group Address: 0xCO01 is assigned to Kitchen

B 7-4 J)L—FEM
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7.3 7x1—X3: ETILEE

BAFAR—KDa T4 L—2 a3 %, MeshENSILBLEUVRBRAER—KFIEZETILA YvE—UFFEETSE
F£9, £FIE Mesh ENA DK R—KO—D & TOFXFIEHFEEHEITLHE-H. ROFIEEEFTLTLE
T, MeshENASLIFTOXOEHKLIZ/ —FEELT, FED/ —FIZAvE—DFREELET,

1. 7O0%>/—F#FEETH1-8H. MODELS 2 JIZEBHB L SCANREVE2 v T LET,
2. TAXL /) —FEEFEEHITLED. BBIZRTINE-EFED/ —FZ2BIRLET, BENTTIT S

E. /—FREFBTRREINET,
3. FRTERTRIN:/—FZ2BERYTITDE. /—FEDEGEYMTEZENTEET,
FIE 1 FIIg 2 FIE 3

Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile

MODELS MODELS:
SENERIC ONOFF GENERIG ONGFF GENERIC ONOFF
ADD GROY @ List of groups and nodes ADDGROUF | | STAN List of gro

List of gro Avp cRoUE | [ scan |
Cannectable nodes are green and @ connected node is biue. Connectable nodes are green and = connected node is blue. Cannectable nodes are green and @ connected node is blus.
Tap a nodé 16 CONNECT 10 GF dsconNest from It Tap @ node 10 connect to of disconnect from i Tap a nodé 16 CONNECT 10 GF dsconNest from It

Demo (group address: 0xC000} Derm (group address: 0xCDOD) Demo (group address: 0xC000}

= Y O

& Fe &

B 7-5 7Ax8EHK
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7.3.1 Mesh E/34 JLIZ & % Generic OnOff X 7— ~&l{H

1. MODELS # 7 GENERICONOFF 2 JET, JIL—TDrTILKREZ VEBRYBRLEAYTLET,
Generic OnOff Server & L TENMET 22 THRAFKAR— KD LED A%, 54§ L 1= Generic OnOff SET # v
T—DICEELTEILTHILEEHATEET,

Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile

7-6 FIL—TFF FLRXA®D Generic OnOff SET X vt —R4T

2. MODELS % 7@ GENERIC ONOFF 2 7 LT, FEDHEAR—FD R JTILKR2 U H#RYIRLA Y TL
ESCI8
Generic OnOff Server & L TEIMET 2 EEDBFAR— KD LED A, Z4E L 1= Generic OnOff SET #* v
T—UICEERLTELT L EERTETET,

Renesas Bluetooth Mesh Mobile Renesas Bluetoath Mesh Mobile

nnnnnnnn

r
nodes [ b0 GROUF | [ scan
nda

b0 sRovP | [ scan
and a connected node is blue. Connectal
Tap connect from it Tap a nos

B7-7 2=%+v¥ X 7 FLAA®D Generic OnOff SET * vt—T 51T
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7.3.2 BAfAR— FIZ & % Generic OnOff X 7— #il{H

1.  Generic OnOff Client & L TENMET 2B KR— KD SW1 8 YRLETLET,
Generic OnOff Server & L TEIMET & THOEAFEKR— KD LED A%, 15 L f= Generic OnOff SET £ v
T—UICEELTCERT L EHRTETET,

7.3.3 Mesh E£/81JLIZ& % Vendor R 7— ~ il

1. MODELS ® VENDOR STRING # 7 ETH)IL—TD STRING RZ &2 v TLET, RRShiz4 A
TOJICEEOXFIEAN®E, SENDRZER Y TLTLEZEL,

Renesas Bluetooth Mesh Mobile

Vendor Set
Unacknowledged

Renesas Blustooth Mesh|

CANCE

0x0002

] 0x0003

a s df g h j k |
Hoz o x ¢ vbnm &

nm ¢ B English

7-8 FIL—TFF7 ELAA®D Vendor SET A wt—LRIT

Vendor Server & L TEIMET 52 TORAFEAR— KA. Z{E L7 Vendor SET A v —CICEFEFNDIXF
FlZa)—IICHNTHILERERTEET,

Vendor Set src: Ox7F00 dst: 0xCO00 len = 23 value: "Renesas bluetooth mesh"

7-9 Vendor Server / — KDy —)LAY
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2. MODELS ® VENDOR STRING # 7t T, FEDHKXAR—FDO STRINGREZ V&2 vy T LETS., R
SNF=EAT7RTICEEOXFIHEAN%,. SENDREZUESZ Y TLTLIEEL,

Renesas Bluetooth Mesh Mobile

Vendor Set

VENDOR STRING Unacknowledged
List of groups and nodes ADD BROUP | [ SCAN Renesas Blustoath MesH
nod green and a connected node is blue.
Tap anode 1o connect w or disconnect from it
CANCE
Dermo (group address: 0xC0D)
0x0002
-] 0x0003

a s df g h j k I
&z x ¢ v b nm@&

123 ? 222} English

710 2=F% R L7 FLAA® Vendor SET * v t—U&1T

Vendor Server & L TEIMET AIEEDRFEAR— KM, Z{ELT- Vendor SET A v t—JIZEFNBXFE
FlZzar ) —I)LICHAT B LEHERTEET,

Vendor Set src: Ox7F00 dst: 0x0003 len = 23 value: "Renesas bluetooth mesh"

B 7-11 Vendor Server / — F®Mavy—)La4y

7.3.4 BHEA— FIZ& 5 Vendor X 7— FHilfH
1. Vendor Client & LTEMET AT R—FDOaLY—ILIZXFH A2 AN#E. Enter ¥ —ZTFLEY,

Renesas Bluetooth Mesh
MS_vendor_set_unack() status:0x0000

B 7-12 Vendor Client ® 3 > Y —JLADXEIA D

Vendor Server & L TEIET 2 EEDRHFEAR— KM, ZIELT- Vendor SET A v E—VIZEFNBHXF
FlZa2)—ILICH AT HILEHERTEET,

Vendor Set src: 0x0004 dst: OxC000 len = 23 value: "Renesas bluetooth mesh"

7-13 Vendor Server / — F®ayy—)La4
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ARE—rT7YTHAFK

7.3.5 Mesh ®E/NAIIZELD/—FY+Ey

1. CONFIGAJT/—KR&EEHKE. RESETREVEA YT LET, RRESN=4470%5 LD SEND R

RUERYTLTLIEZEL,

DISCONNECT ‘ NODE RESET ’

INFORMATION CONFIBURATION

Device Address D9-AADA:56:38:C8

NetKey[Q] ABOBBS5D5C67A BB 4B RC
EC 94 5F FC 6F DS DE

Devkey AT 3E 42 82 B4 4F 87 07 66
FF2236 AD AT 2423

Elernent Type Id Description

0002 Eile) 0000 Configuration Server
ooo2 SIG oooz Health Server

0002 316 1001 Generlc OnOIT Client Node Reset
0002 Vendor 020036 COMPANY ID: D036

The node will be reset and
removed from a network To add

this node to a network again,
please provision it again.

CANCE

7-14 J — F~® Config Node Reset * v — 1T

Mesh /31 )L & T O X D358 L TULV=BAFKR— KA, Config Node Reset * v —L % 25352 &

TIOEDaZ VvV eBERTT I LERATEET,

MS_ACCESS_CONFIG_NODE_RESET_ OPCODE
This node was removed from the mesh network
MS_PROXY_DOWN_EVENT
BLEBRR_GATT_IFACE_DOWN

Device Address: 75:56:76:B5:7A:89 rnd
MS_prov_register() status:0x0000
MS_prov_setup() status:0x0000

Role : UNPROVISIONED DEVICE

Bearer: BOTH
MS_prov_bind() status:0x0000

Device UUID: 5C6E7883-8FBO-DE1A-1941-212A2A4F9AF1

K 7-15 Config Node Reset * vy t—C%Z{EL-/—FDary—in¥4y
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8. Appendix
81 RATAyE—

YoTLTaTSLNEANTERT A vtE—DDFERLET, F—IFLY—LDLY FTILR— FERE
[CDOWTIEH7TEDR71ZSBL TS,

Bearer Initialization Completed
Device Address: DF:BC:49:8F:BA:9A rnd
MS_init_ext() status:0x0000
MS_access_create_node() status:0x0000
MS_access_register_element_ext() status:0x0000
MS_config_server_init() status:0x0000
MS_health_server_init() status:0x0000
MS_generic_onoff_server_init() status:0x0000
MS_vendor_server_init() status:0x0000
MS_prov_register() status:0x0000
MS_prov_setup() status:0x0000
Role : UNPROVISIONED DEVICE
Bearer: BOTH
MS_prov_bind() status:0x0000
Device UUID: 5C6E7883-8FBO-DE1A-1941-212A2A4F9AF1
BLEBRR_GATT_IFACE_UP
Device Address: 53:8D:18:43:7F:4B rnd
BLEBRR_GATT_IFACE_ENABLE
Device Address: 53:8D:18:43:7F:4B rnd
MS_prov_bind() status:0x0000
Device UUID: 5C6E7883-8FBO-DE1A-1941-212A2A4F9AF1 e
PROV_EVT_PROVISIONING SETUP status:0x0000 P JRESa v 0FE
PROV_EVT_PROVDATA_INFO status:exeeee¢  ~77mmmmmmmmmmmmmmmmmmmmmeeeees
Unicast Address: 0x005C
IV Index: ©x00000001
Flags: 0x00
MS_access_cm_set_prov_data() status:0x0000 e
PROV_EVT_PROVISIONING COMPLETE status:0x0000 » JRESIZ U IDRET
MS_access_cm_get_netkey() status:oxee00  TTTTTTTTTTTTTTTTTIIRIIIIIIOT
NetKey: 16bytes:741ACOFCA1EBCD68476C66E3A8CA99A5
MS_access_cm_get_device_key() status:0x0000
DevKey: 16bytes:2B951BEE7CEBSAEFEB5F2FESES581CB15
BLEBRR_GATT_IFACE_DOWN
Device Address: 53:8D:18:43:7F:4B rnd

MS_proxy_register() status:0x0000
MS_proxy_server_adv_start() status:0x0000
Identification Type: Node Identity
Advertising with Node Identity is limited to 60 seconds.
To perform Advertising with Node Identity again, keep pressing SW1 for 2 seconds.
BLEBRR_GATT_IFACE_UP
Device Address: 53:8D:18:43:7F:4B rnd b
MS_PROXY_UP_EVENT D TOX EROBEIL
MS_net_broadcast_secure_beacon() status:0x0000
subnet_handle: ©
BLEBRR_GATT_IFACE_ENABLE
Device Address: 53:8D:18:43:7F:4B rnd . .
MS_ACCESS_CONFIG_APPKEY_GET_OPCODE LAV T4 L—2 a3 VDA
2bytes:e@e@ . TTTTmTmmmmmmmmmmmommmmmmmee s
MS_ACCESS_CONFIG_RELAY_GET_OPCODE
MS_ACCESS_CONFIG_FRIEND GET_OPCODE
MS_ACCESS_CONFIG_GATT_PROXY_GET_OPCODE
MS_ACCESS_CONFIG_APPKEY_ADD_OPCODE
19bytes:000000BB1985565CE4870CE78374E6D095277C
MS_ACCESS_CONFIG_MODEL_APP_BIND_OPCODE
6bytes:5C0000000010
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MS_ACCESS_CONFIG_MODEL_APP_BIND_ OPCODE
8bytes:5C00000036000100
MS_ACCESS_CONFIG_MODEL_PUBLICATION_SET_OPCODE
11bytes:5C0000C000007F00000010
MS_ACCESS_CONFIG_MODEL_PUBLICATION SET_OPCODE
13bytes:5C0000C000007F000036000100
MS_ACCESS_CONFIG_MODEL_SUBSCRIPTION_ADD_ OPCODE
6bytes:5C0000C00010
MS_ACCESS_CONFIG_MODEL_SUBSCRIPTION_ADD_OPCODE
8bytes:5C0000C036000100
MS_ACCESS_CONFIG_RELAY_SET_OPCODE
2bytes:0148
MS_ACCESS_CONFIG_FRIEND SET_OPCODE
1lbytes:00
MS_ACCESS_CONFIG_GATT_PROXY_SET_OPCODE FAV I L—2 3 DR
lbytes:01
MS_PROXY_DOWN_EVENT
MS_proxy_server_adv_start() status:0x0000
Identification Type: Network ID
BLEBRR_GATT_IFACE_DOWN
Device Address: 53:8D:18:43:7F:4B rnd

BLEBRR_GATT_IFACE_UP
Device Address: 53:8D:18:43:7F:4B rnd
MS_PROXY_UP_EVENT
MS_net_broadcast_secure_beacon() status:0x0000
subnet_handle: ©
BLEBRR_GATT_IFACE_ENABLE
Device Address: 53:8D:18:43:7F:4B rnd e .
Generic OnOff Set src: Ox7F00 dst: OxCO0Q tid: Ox00 state: ON | Generic OnOff Server ET /L
MS_generic_onoff server_ state update() status:0xeeee TS
Generic OnOff Set src: Ox7F00 dst: OxCO00 tid: 0x01 state: OFF
MS_generic_onoff_server_state_update() status:0x0000

Vendor Set src: Ox7F00 dst: OxCO00 len = 36 value: "Renesas bluetooth mesh vendor model"
MS_vendor_server_state_update() status:exeeee .
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Bluetooth® M7 — K< —% & 10 IJ1& Bluetooth SIG, Inc NEFTE T 2 EEHEZETHY . ILRPFRXILY

FOZY ABASHEIALDI—VEFTA UV RICETVTHERALTWET, ZOMOEES L UEFEE
BEIEhZThOREEICRELEYS,

RX23W 4 JL— 7 Bluetooth Mesh R 2 v I (FRDA—T Y —AVY T bz 7E#FERLET,

crackle; AES-CCM, AES-128bit ##E
BSD 2-Clause License

Copyright (c) 2013-2018, Mike Ryan
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS 1S"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.


https://github.com/mikeryan/crackle
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