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RX23W %' JL— 7 Bluetooth Mesh X & v & BfHA K

1. Bluetooth Mesh &

AR E (& Bluetooth Mesh Networking {£#k TE# & 17= Bluetooth Mesh DERM LG ZIZDOVWTRLET,
AEHROFFMIL. Bluetooth SIG o = 7H A +® Specifications List #5B L T F2& LY,

1-1 IZ Bluetooth Mesh v kT —Y DEXERERLET,

,_F/ P
~ /

s J—F
ILAVE /—F - ILAVK
I9SATURETIL _ Ayt—2 _ H—NR—EF)L
< >

X 1-1 Bluetooth Mesh &y k7 —% OEKIER

11 /—F

2y RT—=D(128MLTWNBT/INA R(E/ —F(Node)EFEENE T, Y hT—2 (X, 7 FLREMER
EREHXET L/ —FDEETY, /—FREIOBEEFRY FT—0F—IC&k>THEBEEINET, &Y b
D—9ERy bIT—9F—hEREN D Network ID THANENFET, TIAHLETRETISAIIVH TR
v k(primary subnet) EFEIEN S 1 DDFY FT—OWBNBEINFET, FHEENRERET H=HIZER
DY TRy b(subnet) EHEETHELLTEET,

1.2 TLAVF

I LAY kElement)lE/ — FRADHREBHLEA TSI T, /—RIFDHELCELE—DDIL AV ME
B, BHOILAVMERDODILLTEFT, RUDILAD MEITSA4TY T LA Kprimary
element) EMFFIENFE T, RILAY MITRED 3=V JIC&k>TEIVETONZA=ZF YA M7 FLRIC
2T, XY FI—Y LET—EIZHEASNFET,

1.3 ZFLR

XY FID—OTCHEASNBZT7FRFLRIF16EY FRTT, PRLRAATELT, REIYHETT FLR,
AZF Y AR RFLAR, N—F¥ILTF7 FLR, JIL—TF7 RFLABRERERSINET,

£11 ZFRLRRAT

7FELRE2ALF & fEDHEH

REIYETT7 RLXR 0b0000000000000000 0x0000

A=F XX ET7 FLX | 0bOXxxxxxxxxxxxxxx (0b0000000000000000% k<) | 0x0001~0x7FFF

N—F¥ILT7 FLR 0bTOXXXXXXXXXXXXXX 0x8000~0xBFFF

TN—TF7KLZR 0b 1 1XXXXXXXXXXXXXX 0xCO00~OXFFEF
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o kEYLTT FL X (Unassigned address)
REIWWETTZ FLRF, 22X v A M7 FLRZEIYVETONTVWVEVWILA Y MIBRESNDT L
ATY, 2 vytE—CDRERLT FLAPHEET FLRAELTHERT S LETEEEA,

e A=%¥ R L7 FLX(Unicast Address)
A=F Y RE7FLRIE, —DDILAY FE—EIZHBANT 5=0DT7 FLRATY, 120y FT—
JTIE32,767TENDI=_F ¥ A7 FLRAZFERATEET, A v E—CDRETT FLADEET FLR
ELTHERATEET,

e /A—F ¥ LT FL X(Virtual Address)
N—F v )LT7 FLRARIE., TNJ)LUUID(Label UUID)DMNSERENBTYILFF YA T RFLATYE, A v
t—CDREET FLRELTHERATEES,

SN UUD IFEHDIL AL FEDFETE-HDD128EY FROETT, COEIXEEICERT S
ZEMNTE, OOB(Out-Of-Band)IZ&k 2 TT /NS RETHEINET, FFRNILUUD BLUV/N—F v
L7 RLRAZ—THICEBTIREEHY T A,

e 4 IL—TF KL ZX(Group address)

TIN—TT7 FLRE—TMICEEIh, ARICIECTHMICEIY L TOAETILFXY A7 FLART
To AVvE—UDRAET FLRELTHERATEET ., £22/ — F(all-nodes) & W BEESTIL—T7 K
L A (Fixed Group Addresses) B\ EZxINE T,

£1-2 EERISIL—TFTF7ZELR

BESIL—T7 ELR &

all-proxies OxFFFC

all-friends OxFFFD

all-relays OxFFFE

all-nodes OxFFFF
14 RAT—F

AT—h(State)lE. TL AV FDKEEZRIETT ., 2DOULDETERINSIRAT—FIaVRDY k
AT—J(Composite States) EFEIENFET, S5IC, MORT— MIEEHL TEILT LBEREOH IR T—
FE. /89> KX F—Y(Bound States) “FE[ENE T,

AT— MMIBEEFIC, FLEBREZHITTERELET . 41 = ¥ )LRXT— K(Initial State)h 52 —4 v F X
7— b(Target State)E£ TOBMEIL. ~5 2P 3 24 A L(Transition Time) &EFEIENFET, F-AL Y FX
7— b (Current State) 52—y X T— FETOBMIL. A4 =% 32 4 Ls(Remaining Time) & FEIE
nEd,

1.5 ETIL

ETN(Model)lF, &/ —FBRT7TVr—23 0D F ) AITH > TEMET - DERM LGB L IZE
ELI=EDTY, ETILERT— M, RAT—MIEATE A vE—Y, BETIHEZERLET,

1.51 95472 e —/—
EFINIEHISATUR—H—N—ERETT, Y—N—FETILIEFRTF—rE2ELEITA. 9547V FET
LWIFRAT—rEELEEA,
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RX23W %' JL— 7 Bluetooth Mesh X & v & BfHA K

DSAT M ETIEGET A vtE—CTH—N—FETILDRAT—FEREB., FLIESET A ytE—D%0
SET Unacknowledged * v £ —C TH—/N—EFTICHLOWRAT—FERET I ENTEET,

P—N—EFLEFERT— FOELEBHNT HHBEP. GET A v — UV SET A v £ —UERELIBHE
[Z. ACK & LT STATUS A yt—T%#{ELFET, SET Unacknowledged » v —U %#2Z{ELT-154E.
—/N—ETILIEFACK & LT STATUS * vt —S##ELE AL

J—FRIEEHDILA DV FEFDODIENTEFET, FHREILAVMIEELHWVERDOETILEZERT
BLENRTEFT, Y—N—FETIEFISAT U LCETIDOLAYE—CEZETEHIET, ILAVED
AT—hEHIEILET,

J/—F
ILAV K ILAYVE
D347V RETIL HY—NR—FETIL
H—NR—FEFI

®1-2 /— Rk

152 279 0T7—2avETI

7792 T—% 3 UETIL(Foundation Models)l&. EI LAY FDEEZRTE. BETHODETILT
T, &/ —FDTSATIVITLAYMIFaYT 1«5 L— 3 oY —/\—F T )L (Configuration Server Model)
ENILLRY—/N—F T JL(Health Server Model) ZHFDHEMNHY £,

£1-3 2790T7—2avETIL

ETI SIG Model ID
Configuration Server 0x0000
Configuration Client 0x0001
Health Server 0x0002
Health Client 0x0003

153 aAVI74T7L—YavETIL

a> 74 %5 L— 3 2ET/)L(Configuration Model)l&/ — FOBMEFRTET 5=HDDETITYT, /—F
EILAVFDREEIXOAVI4TL— a3 ATF—RELTERSNET,

a> 7445 L—Y 3 oY —/N\—FT)L(Configuration Server Model)iFa > 27445 L—Y 3 v RF—F
(Configuration State)&#2ETITY, —A. A>T 4 JL— 3295472 kETIL(Configuration
ClientModel)lZa > 74 L—2a vt yE—YI2&2T, AV 745 b—2a v —N—DRELZEET
BETILTT, AT« L—3vrvt—T1ET /84 RF—(Device Key)IZk > THESEESNET, T
NARF—([FR/—FIZ&>TERY., TRAED IV IBICERSINET,

1.54 ANJLRETIL
AN JLRETIL(Health Model)[Z/ — FOWEBHLIREZERT 5-ODETILTT,
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RX23W %' JL— 7 Bluetooth Mesh X & v & BfHA K

A LR Y —/3—F T )L(Health Server Model) I B L EZTERERZTT5HD T+ —IL R T—F
(Fault State)ZHD2ETILTT . —AH. NILARY 54 72 hETIL(Health Client Model)[ENLR A v E2—2
[CE2T. ALAY—N—DOBEEFREERTDIETILTT . AN ARAYE—SET7 T r—2avFx—
(Application Key)IZ&k > THESIESNET,

1.5.5 NITYF—>aveEHIR9YToay

ETILD A vt —TFEESEF/NT ) 5 — 3 > (Publication), * v t—CZEEFHYH IR T3
> (Subscription) EFEENFE T, ETILIE. YILFFXFY R M7 RLRERET7 FLRELTERETHI LT,
BHILADKIHLTAYyE—D%1T ) v a(Publishy§52EMNTEET, TEETUEIILFF v
ALT7RLRBEBDA Yy —DFBIRMICH TR 54 J(Subscribe)d B EMNTEET,

BA1-3ICETINZEKBAYE—2DIRT) w2 b TRISATERLET, FETUEETILIATY
F—2a VATF—MDIRTY Y27 FLRIZEDTAYE—CFZFELET, NTUwP a7 FLAARY
LWFXEXY R LT ELADGE, FAvE—CF>Y TRV YTV VYR MNRATF— DY TR ) Tav7
RLRIZEDTHERBDETADOY TR SA TENFET,

NTYwaF7RLAR: NIy aF7FRFLA:
TILFHFY AT ELRA IILFXFxv R LT FLRB
ILAV B ILAV K
ETIL ETL
'W'N“/l\ //\"7‘w~>1
TILFFv AT FLRARRD A vtE—P TLFXFv A7 FLABREDA vtE—o
/\\\ ‘/

\
-

NS

ILFHXFXY AT FLRADA vtE—L ILFHXRY AT FLABREDA vE—D

*’L7"‘7'J7°/3>/ *:*77’]')7“‘/3‘/\ Jﬂjxaunw \47‘7'?(7')7:/3*/

ILAV b ILAVE ILAVE
ETI ETIL ETIL
IR Y FTavFRLR: YIRHYYTLavFRLAR: YIRYYTFLavF7RLR:
TILFHFX X7 FLRA TILFXEY AT RFLRA TILFFv AT FLRB

TILFFv A7 FLRB

1-3 ETNIZEBAYE—SONRTY w2 TRISA4T
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RX23W %' JL— 7 Bluetooth Mesh X & v & BfHA K

1.6 Avt—o

2y bT—OD/—FIZE>TERESNET—RE A vE—Y(Message) EEENFET,

Ayt—TT+—< v b&E LT, Unsegmented * v t— & Segmented A v E—UMNERESINET,
e Unsegmented * vt&—

Unsegmented A v t—2 &, A MESRTWEWT—2 58X T 520D A v E—T T,

11byte F T Access PDU #E5iX TEFE T,
e Segmented * vt—

Segmented A v E—TlE, RRZ2 BT AV METEIT AV MESNET—2ZBETH-ODA YL

— P TY, 380byte £T®D Access PDU ZEi X TEFE T, 3Bk / — FIEZETD Segmented * vt—T %
RER. TR EEHEELET,

1-4 12 AccessPDUDtE ST A > MMEEBHEEZERLET ., &/ — FlX Network PDU % Mesh * vt —
DELTERIELET,

Access PDU Opcode‘ Parameters
| 4
St 75
UT: ; e'l::r;’s[;JS rt/ Encrypted A\ccess Payload TransMIC ‘
SR A .
nE #E ) 9B #a N HEL S
, (O PR RN
Loxv::e'l;rsar;ssogn ‘ Header‘ Segment 0 ‘ ‘ﬁeader‘ Segment 1 ‘ ‘\I—?ader‘ Segment 2 ‘
et #5 . St #% N B #5%
Network PDU ‘Header‘ TransportPDU ‘NetMIC‘ ‘Header\‘ TransportPDU ‘ NetMIC‘ ‘Heade?‘ TransportPDU ‘ NetMIC‘

1-4 Access PDUDt 45 4> MELEBRS

Network PDU DA~ v & [ZHIETT K L A (SRC)¥5E5ET KL R(DST), ¥—~ Y REE(SEQ)& o1
14— FEEHFT ., Network PDU [E3 v b T—7% F—(Network Key) TEEEIL SN Bz, R—D v b
T—J128MLTWVWE/ —FEFRAYE—CFBERTEIIENTEET, £, RETT FLAPME
7 KL RIE#5E(Obfuscation) S5 1=8. 2y hT—UF—&HEHWTNAA RIZFhoEHESND
EFHYFEEAS

Lower Transport PDU MDA v % [ Segmented A Unsegmented ™% R9 SEG ¥t 5 AV MM hf=7T—
A EB/IEST B2 D SeqZero, SegO. SegN & W21z 4 —ILKRZEEHFET,

Access PDU (37 74— 3 4 Ra— K(Opcode) & 7 T r—= 3 /X5 4 —4% (Parameters)d 2 D
D7 4—ILETEERINET, £z Access PDU (X7 T &r— 3 X —(Application Key)FE 7z IXT/314 R
F—TEELINFET, CNITE2>TT7IVr—2 a3 vF—FLETNAREX—2HEFT S/ — FHETD
H. T—RERFTEHENTEFET, 77— avxF—Fariq49L—2a 03472 Mk
THEK., BREINET,
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RX23W %' JL— 7 Bluetooth Mesh X & v & BfHA K

1.7 Mesh R75—

Mesh X7 5 —(Mesh Bearer)l&, Mesh Y FT—2[2EWVWTA v E—CFERT HFETY,
Bluetooth Low Energy HffiZfIA L2 DDORT7 S —MHEEINFET,
e ADVRF7S5—
A~ 7 Z—I[& Non-Connectable and Non-Scannable Undirected Advertising TH* v t—C &% ELET .
ADVART7S—MREELEA vE—PEREBEICERD/ — FARIETEET,
KHEITOEDI=VJTTOED 3= PDU #EWT D56, AT 5 —IL PB-ADV L E[EhF
E
e GATTRT7S5—
ART7S—[EGATTH—ERZBELTAYE—DFREELET, V53472 MID/ — FiL Write
Without Response IZ& 2 TA v tE—TUZFEEL. —/N\—fD/ — FI& Notification [Tk > TA v t—
CHEREELFET, GATTY—EXRZE L TRIET HHIIC. BEEZHILTILENHYET., GATTART
S—HEELEzAvE—DEEGRSAZXEA/ — FOADNRETEET,
BREIOEDI=ZITIOED 3 =0T PDU BT H1BE. AT 5 —IT PB-GATT &EREEhFE
ER

Advertiser / Scanner
GATT Server (Peripheral@ —JL)

non-connectable and non-scannable
directed advertisi —
/ \\ urdiected adertsing Notfiaton n Wite Wihout Response
—

GATT Client (Central@ —)JL)
Advertiser / Scanner Advertiser / Scanner

ADVA 75— GATTR 7 5 —

15 ADVART7 5—& GATTR7 53—
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RX23W %' JL— 7 Bluetooth Mesh X & v & BfHA K

1.8 FREYa=>s
TREYI=JERY FI—JI128MT 5-0ONETY, JREYI=V Y TEIRE 3 =vI T
—ANEBEHINET, TRES I =V TR ETROBEREEAET,
o XYM IT—VF—LRYMI—VF—AVTYIR
o X—YILwPaIdSTENTYITT—LI35
e ALVEINAUTYIR
o TSATYILAVIDAZF VYR IF7FLR

Y RT=2128MLTVEVWTNA REF7 > FTOE T 3> F7/34 X(Unprovisioned Device) & FEIEH
T, £E7TOET I FTFNAL RIE128 Ew b T/34 X UUID(Device UUID)IZ&k > THA SN FET,

TNAREXY FIT—=VICBBLTCTIOES 3=V T7—22BHT5TN\A1XIE. FRED3 =25
S 4 7 > k(Provisioning Client)E 7=1& 7’0 E ¥ 3 +—(Provisioner) L FEIENF T, —fEMIC. JOEY 3=
DTV TAT U MERR— b T+ VERLIFENACILVIHERTT,

TOEDa= VI T—4%2TWMoTHRY hI—=VI128MT 2T NARIE, FROED 3= FH—i—
(Provisioning Server)E =& 70 E ¥ 3 ——(Provisionee) & FEFIENFET, XY FT—I~ADSMAET L1
TNARIF/ —FEFIENFET,

1.9 avor245L—v3Y

J—ERETIEFERALTH/ —FERIET H=HICIX, 327445 L— 3 (Configuration) SILET
T, AV T4 L—2avIC&oT, 7TV r—2arF—0NTYy a7 RLAR, TR YTy
T RFLREVSFETABEICRLELGERN/ — FIZRESAET,

1-6 12/ — FOHBEZESA4 TFAIILERLET,

FHREASINETNARIEITAED 3+ —I2&2TTOES I =T ENBIET, 2y FI7—2128M
LET, S5I12arT7459L—2a30954F7 o MZ&>2Tarvr4590L—23 08B ET, s/ —FK
ED Mesh ETILIZK HBEMNARELGYET, —MBMIC, 32T745L—2309F4F7 U MERT—F
T+ EFIFENSILIHEERTT,

aAV749L—232954F7 2 ME/ — FIZx LT Config Node Reset A vt —2%3%2{§9 52 & T
J—FREXYLIT—=UDLBRALET, a2 T4 L—2300354F7 2 MEFRy FI—U TERSHA
SEEREBHT S0, B Shiz/ — KR/ — FEDBENTREE BV ET,

FREA
FoFAEYaVER
FINM R
/ S
TOEY 3= Y —inN— BRI R
(FaeEYa=—-) /
JoeEva=vy
xavIq4GL—
vavp/—FK

avIq4dL—v3y :>747p—>1x avIqdL—vay avIq4dL—v3y
— . N — _
9347k H—N— \ / H—nN— 9347 vk
avI49L—Y3

avI4JL—3y J =KV L=
VEHD I — R

Hh/ —REDA Y2 ETIVEBIE

16 /—FOS147Y149)L
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RX23W %' JL— 7 Bluetooth Mesh X % v % BISE S A K

110 7> 3 Viie
TROBENLT T a vkl LTESSAET.
o UL —HkE

o  TOXTHEE

o  TLYIRiEE

o O—/\TJ—HEE

J—FRBEA T a VvREEANILT H2 LT, EHRA Mesh Ry FT—V EHRATEET,

\ / 'Jl/—/ \
Faxi o547k JL— “«——» '\
/ /—F
\ / vu>‘ Jox /s —F
I —/—°
YL—+ FOFH—/— \ v . h\\

/; L— / \ A—RD—/—F

A—s— ——> GATTR7 5—#EH
a—/X7— ——> ADVAT 5—#25

1-7 Mesh Ry k7 —%

1101 Y L—

1) L—H4BE(Relay feature)lX ADV R 7 5 —I[ZxIiEd 5/ — KA, ADVRTS—TRELEAVvE—T %
BEET SIS LTHMBTIMETT, NIk YRR/ — FHARE/ — FOERRIZSZENTHH>TH, A
VE—UEMD/ —FARREFBRLTRY FT—V HITHEHT ST LT, RENICAYE—DF3EE/ —
RICEZEGT B ENTEET,

AytE—TFh#T S/ — RIL, ) L—/ — K(Relay node) & FE[ENFE T,

FROTEHE

(B8 — ) / (525 / — F)

_ 5

Ueff\\\\

| ——> ADVR7S—Ei8 |

1-8 Awt—o1)L—
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RX23W %' JL— 7 Bluetooth Mesh X & v & BfHA K

1.10.2 7AxY

TAx HEE(Proxy)lE GATT R 7 53— & ADV R 7 S —OmEAITHIET S/ — KA. GATTRT7 I —¢&
ADVART7 S—[TA Y-V ZEET HHEETY,

GATT A7 5—DHIZHIET B/ — FIE, #EELEMAEA/ —FELABRETEEFREA, TITEHR/ —FE
TOXOMEEICKIET D/ — FEBRERILILET ., ChITEY, A/ —FRREELAYE—DIE. F0O
¥/ —FBNADVATS—ICERE L, &EMITIWE/ — FICEIETHENTEEY, oI/ —FA
EELEAYvE—DEF, TAFS/ —FRGATTARTS—(Z8E L. K/ —FICEIETEIEMNTEET,

GATTR75—& ADVART7S—RTA vt —C%&ERET 5/ — FIETOF o4 —/3—(Proxy Server) & IF
ENFET, FLTOF Y —N—LERLTGATIRTS—TAyE—D%ERETSH/ —FETEXTYH
>4 7> b(Proxy Client) & FE[EN F T,

TOXSY—N—ETAXLISATUO MDY TR YT a V7 RLREEETH-HODD YR M
L, COURMITAFLITLNRA YR MEFIENRET, TOFT T4 ILE2Z2L4TELT, RTA YR L
TANBFERFTIVIVRNIANFAEERTEET, TOXLTANAEALATHRITA YR KT 4L
ANBE., TAOFIH—N—[FYRAMIBREINET RLRAED Ay E—S0HETOAXFIIS54T 2 M
BELFET, TOXVTANUNEEZATHRISYI YR RIAILADETE, 7OFSH—N—IE) R MZ&EE
ENETZRLRABDAvE—2EF 70X 95470 MIEELERA,

TaXxIUSA4T U

- <
/ JAaxiH—/—
TRXIHSAT R

— GATIR7 5 — &
— ADV X7 5 — R &

B19 A%
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1103 JLY EFYw

BE. ADVART7S—[I/iETE/—FlE, * vytE—U%EL Advertising /87y FEZIET 518, HIC
Scan #E{TLF9, O—/ T —#EE(Low Power)l&. M Scan DEATHMZHIFE T 5O DHEETT, O
— /N —HBEICRIG L=/ — FIE, Scan 2Kk T 3 ETHEBBNZEBR IS ENTEET,

A—/\J—#EEEZRTTH=0OICIE. 7L FH#EE(Friend feature)l2xfit L=/ —KET LV KL v T
(Friendship)##iL§ SEAHY FET, LV FEEXO—N\T—/ —FEOAvE—DERBFL, O—
INT—/ —FHEBERT DHAM4 I Tk T HHHEETT,

FIA—NT—/—FRIETLU R/ —FIZHLT, JLYRERBIEFERLET., JLVF/—FKN
NERRBTSHET, JLVRDYTHREILILET, JLU ROy TOMEILEZ, O—/\TJ—/ —FIX
Scan ZFILT B ENTEE—AH, FJLU R/ —RIFO—nRT—/ —FBAREBELTEAvE—CHFFEFL
BIFhERZY FEA

JLY R/ —FRIF, =T —/—FDY TRV )T avF7 RLRAEZEETLHE-HDOV A MEESL,
DYAMEIZLYRHY TR YT a VYR VERIENET, LR/ —FIEI7LU Foy TOMEILE.
JR MZEBFINEZILFIVY AT RLREDOA v E—CEREFELET,

A—/XT7—/—Fl&., LY R/ —=FRIZAyE—UHARBESATOWSHAZRIRMICEVEDHLE. BULEah
ORI+ Scan ZBRALET, JLY R/ —FIXRELTWAO0—/1T—/ —FEDA Y E—CF 2D
ALV TEHRELET,

a—/\J—/—F

(58%k/ —F)
I BB SRTUEA ye—
JLY R/ —F .
[ ADVA7 S5 — ik |
110 ZLYERYy S
R01AN4875JJ0131 Rev.1.31 —
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FFEHA R

2. Bluetooth Mesh X & v O 1\ —

AZE (% Bluetooth Mesh A2 v O I\ r—D2E8FENBY T F O 7OBMEESHBALET,

Bluetooth Mesh X Z v ¥ /Xy r—CEMesh 7 T r—SaopU o FLrns s LIcma, o TLT
A5 35 L0OEI RIZHEZR Bluetooth Mesh X # w4 | Bluetooth X7 5 —_ Bluetooth Low Energy 70 k3

IWREYY FOMDFITES2—ILEEHFET,

tbrx23w_mesh_client:
tbrx23w_mesh_server:
tbrx23wmodule_mesh_client:

tbrx23wmodule_mesh_server:

SSICTFROTEIOC Y FEEHET,

Target Board for RX23W [d] [+ Client EF7/)L 7O x4 b
Target Board for RX23W [ 1+ Server €7/ 70> b

Target Board for RX23W module A+ Client €7/ 7By b
Target Board for RX23W module @] [+ Server E7/.L 702 x4 b+

rsskrx23w_mesh_client: Renesas Solution Starter Kit for RX23W [d 1+ Client ET7/)L 7B Y b
rsskrx23w_mesh_server: Renesas Solution Starter Kit for RX23W [d] [+ Server EF/L 7R Y k

TETAD Y FOBREUTICRLET, AETEKRFETCRI VI LI 7ICONVTEBRLET., &
FITESA—ILOEREIET7TIr— 30/ —ESBLTLESLY,

{project}\
+---src\
| main.c
| mesh appl.h
| mesh core.c
| mesh model.c
|
+---vendor model\
| vendor api.h
| vendor client.c
| vendor server.c
+---smc_gen\
+---r mesh rx23w\
| +---Json\
| +---1ib\
| +-——-src\
| +——-bearer\
| +-——drivers\
| +---include\
+---r ble rx23w\

| +---1ib\
+---1r bsp)\

+---r byteqg\
+---r cmt_rx\

+---r flash rx\
+---r gpio_rx\
+---r irg rx\
+---r lpc rx\
+---r sci rx\

+---r config\

+---r pincfg\

Mesh 4> FIFTRTS A
Mesh 4> )~y &
Mesha7EYa—)L
Mesh ETFILES 1 —)L

Vendor EFI/ILAY S
Vendor Client €2 a1—JL
Vendor Server €2 a1—)L

Mesh FIT €< 2 —)JL (R01AN4930)
- QE for BLE [+ Mesh GATT H—E X E=
- MeshRE Y5475

-  Bluetooth R75—

- Mesh FSM/

Mesh R4 v I~y &

BLE FIT £ 2 —JL (RO1AN4860)

- Bluetooth Low Energy 7R b LR B YO SA4 TS
BSP FIT £ 12—/l (RO1AN1685)
BYTEQ FIT & £ 12—/l (RO1AN1683)
CMT FIT £ 2—JL (RO1AN1856)
FLASH FIT £ 1 —JL (RO1AN2184)
GPIO FIT £ 2—JL (RO1AN1721)
IRQFIT €Y 2—)JL (RO1AN1668)
LPC FIT £ 2 —JL (RO1AN2769)
SCIFIT ¥ 2—JL (RO1AN1815)
FITES2—ILETE

MCU i -F 5% %E

HoTINTOTSLOEI FREEBEIZDOLTIE.

TRX23W %' JL— 7 Bluetooth Mesh X & v 49 XA — k

7w THA K] (ROIAN4B74)D 6 EESBL T 2Ly,

RO1AN4875JJ0131 Rev.1.31
2025.03.31
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RX23W %' JL— 7 Bluetooth Mesh X % v % BISE S A K

21 JRATLIER
2-1 |2 Bluetooth Mesh R # vy I /18y 5r—S DR TLERERLET .

Mesh7? 7)) r—3 >

MeshZX &« 4 API ——— — FZA4/3API—

Bluetooth MeshRX & v & ‘

Bluetooth 7 5 —API e JEliDHEEE

BluetoothR 7 5 — h\?/f/\
T a—)L
R_BLE API
Bluetooth Low EnergyZ7 0 k3 JLR A2 v 5
RX23W MCU |

B 2-1 Bluetooth Mesh @ < R T LR

Bluetooth Mesh A2 v U N5 —UIETEDY T LDz 7 THERSINET,

e Mesh77Us—3>
Mesh 7 1) r—< 3 &, Bluetooth Mesh DEMRBEHEELXFIRTS7 TV y—23 > TATS LT
¥, A—H[E Mesh X% v 4 APl %> Bluetooth N7 5 —API DE#Z#EfEL. Mesh 7 T 5r— 3 %
HETLIVENHYET, BB Mesh 7 TUr—2 3 009> F )T 04 S5 L Bluetooth Mesh R %
Gy r—IZEFENET,

¢ Bluetooth Mesh X 4 v 4

Bluetooth Mesh X %2 v & (L. "Mesh X2 v "L FKEL)(X. Bluetooth Mesh Networking fH4kIZZEH#L L
2R EOEBBEEEEZT TV r—2a VITRETHY I D7 TY, Mesh X2 w4 (& Mesh &
FO—OBEEXFIAT 5-DD Mesh X2 v Y API #HLFET, 48 Mesh R 2 v ¥ (& RX23W ¥ )L—
TEIlF Mesh FITED a—)LIZEFENET,

e Bluetooth R7 55—

Bluetooth X7 5 —[&. Bluetooth Low Energy 7B kLR A YO DS v/N—FEE%E MeshRE2 v &7
T)r—a VT3 2RI L A ¥Y—TT, Bluetooth R7 S5 —+ F£iz RX23W ¥ )L— TR+ Mesh
FITESa—LIZEELET .

e Bluetooth Low Energy 70 LR A Y Y

Bluetooth Low Energy 7R k3 JLR A v 4 (LL#%. "Bluetooth LE X% v & "& FK3iE)I&. Bluetooth Low
Energy fHHRICEM L - EIGEEHEEZ LG LA VY—ICRBT DY 7 b2 7TT, Bluetooth LE X2 v
4 1% Bluetooth Low Energy BIE#FIAT 51D R BLEAPI #H LEJ, 1 F Bluetooth LE X% v ¥
[ RX23W JIL—TRAIF BLEFITES a—ILIZEENFET,

o BDBERSANED1—
7IUHr— 3>, Mesh R4 w4, Bluetooth LER A v 1E< A a3 DRED#EZMALET, RX <
43a>®MY 7 bz 7 TIE Firmware Integration Technology(FIT)EY 2 —JL & LTRSS ED
BEERSANEFATEET,

R0O1AN4875JJ0131 Rev.1.31 Page 15 of 67
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22 Mesh77U4s—S 3>

Bluetooth Mesh D ELBIEHEEEZFAT S5 Mesh 7 T r—> a3 Vi, A—FHHERETIHELHY F
9, BluetoothMesh R&Z w2 /85 —T1E, Mesh 7 TS —S a3 VREDY I 7 LUVRERDZYUTILT
OJS5LDY—RAI—FKEEHET,

Mesh 77U —>3 U FNT0g 35 LMK, "Mesh YT ILT0T 5 L"EREE)IE. Mesh X 42
v APIZFALT, 7AEC 3 =25 & Mesh / —FELTOEERMEEEZETLET . L. Mesh
BTN TaTSLIZODWTHEHLET,

MeshH > 7L 700S LOELGEBEZRLET,

e Unprovisioned Device E{k:
e Configuration Server Ej{E:
e Generic OnOff Client Ei{k:

e Generic OnOff Server E{E:

e Vendor Client E11E:
e Vendor Server #{E:
e Low Power EjE:

e Proxy Server Ei{k:
e IV Update BfitBH4ARE:

e Mesh =% t4Hs:

PB-ADV X7 5 —¢& PB-GATT R7 S —O ARG

AT T L= aViERET RISV a AR IRE

RX23W @] [TBFER— FD X 1 v FHT T Generic OnOff Set A vt —
CEEE

Generic OnOff Set * v+ — L N Z{ET RX23W [ ITEFKEAR— KD LED
% il

UART £ TA N EN=XF5|% Vendor Set A v t—L TEF
Vendor Set * v+ —C TRIEL-XF % UART R TH N

Friend / — K & Friendship Z#37#. Friend Subscription List [Z
Subscription 7 F L X =& &

Proxy Client L £ I #. GATTR7S—RBHTA vE— U %5
EZREAVvE—VDV—T U RBSEZEHRL. BEZEABEICZIV
Update % Bfth

ERFEAYE—TFE=FUUJ LTUARTTESH A

AKYUTILTATSLIERD2DDES 1 —ILEEHET,

e MeshaZ7EVa—

AED2A—NEFTOEDI= VI Y—nN—LLTTOED IV %ERFTL, TJOEDI=ZVIDET
BIETOFXFIH—N—L LT GATTR7S—Z2FELLET, 1z Low Power / — F & L T Friendship

EHRIBMLET .

e MeshETILEY 21—l

RKED2a—NFa T4 L—23 0 —N—FETFTILEANILRG—/NN—FTILIZINZ. Generic OnOff €
FIL&EMBE Vendor EFILIZEAT 2EMEEZEITLET .

RO1AN4875JJ0131 Rev.1.31
2025.03.31
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221 Mesha7EPa—IL
MeshH > TILTATSLIZEEND Mesh A7 ED 2 —ILIEROUVEBEERITLET, AEDa1—ILIE
mesh_core.c [CEREINTWVET,
e JROEY 3=/
o TOXHEEE
o O—/\N7J—HEgE
e |V Update ##E
e Mesh £ =% #8E

222 Mesh ®EFILEDa—)L
Mesh# > FLTOTSLIZEENS Mesh ETLED 21— LIZROVEERITLET, FED2—ILIE
mesh_model.c [CEEENTUNET,
e Mesh ETILDH#ERL
e AVIAYTL—YIVETIL
e Generic OnOff ETJL
e Vendor T/

2.2.3 Mesh ETILHER
AU TNTOTSLTIEROETILEFEALET,

e Configuration Server £ JL
e Health Server €7 /L

e Generic OnOff Server €T JL
e Generic OnOff Client 7 JL
e Vendor Server E7 /)L

e Vendor Client T J)L

2212 MeshH >0 5SLDETOC Y FOETIVIEBREZRLET, TI3A4VIL A2 MIE
Configuration Server €7 )L, Health Server €T JLIZ/l X Generic OnOff Server €7 )L, Generic OnOff
Client 7 /L. Vendor Server €7 )L, Vendor Client ETILHERESNET,

J—K J—F
ILAY K ILAVE

Vendor Serer® T /L Vendor Client® T L
Generic OnOff Sener® T /L Generic OnOff Client® T JL

Health Server® 7 JL Health Serer® 7L
Configuration Server® 7 JL Configuration Server® 7 JL

tbrx23w_mesh_server 7R x5 k tbrx23w_mesh client7 @< x4 b
rsskrx23w_mesh_server 7Oz b+ rsskrx23w_mesh client7 o<z 4 k

2-2 MeshH4 > FILTAYTSLOETIVIER

R0O1AN4875JJ0131 Rev.1.31 Page 17 of 67
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FFEHA R

2231 aAYvI749L—La>vETIL

AV T4 T L= a3 ETIUE/ —FERETDHEOHDETILCT, AV I« T Lb—avY—R—(F/
—FRILAV R, ETILOBEREZRETAEHRDOI V74 L—2a R T—REELET, Chb
DAT—KFAL T4 T L—23 0054 T7 UMD bDAvE—VICE>TEBESLET,

AV T4 L—YavETIADRERET HDAT— FOA vE—C DMK Mesh Profile 1£#Zd Chapter 4

"Foundation models"# &8 L T &Ly,

£21 A2I749L—La3 EFETFILOAT—

ETIE SIGETFIID(16 EY )

AF—F

Configuration Server 0x0000

Secure Network Beacon
Composition Data
Default TTL

GATT Proxy

Friend

Relay

Model Publication
Subscription List
NetKey List

AppKey List

Model to AppKey List
Node Identity

Key Refresh Phase
Heartbeat Publish
Heartbeat Subscription
Network Transmit
Relay Retransmit
PollTimeout List

0x0001

Configuration Client

AT T =23V RT— REKIMNT DA T MBI Mesh RV ICHERINET, MeshRZ2 w5
Zav 745 L—2a30iryte—CFERETEEAV T L—C a3V RT— FEEFMICETT 510,
FIVr—2avhho2B8EBIIREFHYERA, 7 TVS—2 3 IE Mesh R4 w5 APl #{&
BY2&ETRAVIATL—YaVRTF—RMIT7HORRATEET,

RO1AN4875JJ0131 Rev.1.31
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2232 ANJLRETIL

ANLRETIVIE, — ROYEMNTIREZERT B-ODETILTT, NLAY—/1—(F/ — FOYEML
BEEREFZRETIEODITIA—ILERT—rE2ELET, CORT— MNIESRERBICEHINET, F
FEANILRYDSATUORDODAYE—VIZE 2T, /—FDEILITTRNEETTBHENTEET,

FEANRY—N—FADTEZSI E[ T HEHEA(LED DRBO/ A ADERG E)EEEESEH-HD
FTooavEARAT—rAHEBET,

ANRETILDNERT DA T— FOA v E—DFHMIE Mesh Profile {£#:Z ® Chapter 4 "Foundation
models"ZZB L T &Y,

#22 ANILRETILORT— b

ETILE SIGETILID(16 EvY }) ATF—F
Health Server 0x0002 Current Fault
Registered Fault
Health Period
Attention Timer
Health Client 0x0003 -

NVART— hEBT AT MEEIE Mesh R 2 vV ICHERSNET,

2.2.3.3 Generic OnOff ETJL

Generic OnOff & 7 /LI Bluetooth SIG MEZET A ETILTYT, Generic OnOff Server [£ On E£1=I% Off &
R¥F9 5 Generic OnOff R 7— h & B E T, KX T— kI Generic OnOff Client WD A v E— 2k
TIREEShET,

Generic OnOff ETILNEET B R T— O A v t—T DML Mesh Model {£#Z D Chapter 3
"Generics" =SB L T ZELY,

% 2-3 Generic OnOff ETILD A F— k

ETIA SIGETILID(16 EY 1) AT—Fk
Generic OnOff Server 0x1000 Generic OnOff (0x00: Off, 0x01: On)
Generic OnOff Client 0x1001 -

Generic ONOff A 7 — FZ2RET 3H-ODAFEEIEF 7 TIyr— a U THRETIVENDY TI, Mesh
22y TIEZIE LT GenericONOff A wt—CZEaA— LNy VM TEANLET ., 7IUyr—Savida—
LNy O BETEIMENTI=A v E—2I2H# > T Generic OnOff R 7— FZEEH L TL &L,

R0O1AN4875JJ0131 Rev.1.31 Page 19 of 67
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FFEHA R

2.2.3.4 Vendor £TI/L
1—H[E Mesh R4 v I MR B Access LA VY—D API ZFHAL T, HBODETILEZEEHZT S LD

f%ij—o

CCTlEMeshH o770 d 35 LICEEESNT- Vendor ETILIZDULNTHERER L E9 . Vendor Server [&
FEDAIERT—2%&RHT % Vendor AT— rZHHEFET, AXT— kIL Vendor Client 5D A vt —
DICk->TIRESNET,

% 2-4 Vendor €T

VDA T—F

ETILE

Vendor EFJ/LID (32 E v )

AF—F

Vendor Server

0x00010036 (T 7 # JL ~E)

Vendor state (IFEDAIERT—4)

Vendor Client

0x00020036 (7 7 # JL i)

% 2-5 Vendor * v

t—o

RT—h Fytk—S% ARa—F M
Vendor Vendor Get 0xC10036 (7 7 # JL ki) Client > Server
Vendor Set 0xC20036 (7 7 #JL ~ME) Client = Server
Vendor Set Unacknowledged 0xC30036 (T 7 #JL ~ME) Client - Server
Vendor OnOff Status 0xC40036 (77 # JL ME) Server > Client
R0O1AN4875JJ0131 Rev.1.31 Page 20 of 67
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2.3 Bluetooth Mesh X 4 w4

Bluetooth Mesh X % v 4 & Bluetooth Mesh Networking {E#£ [ZH#H L -2 Z T /34 AB CEFBEESHAE
EFF7TVT—2a ICRBLET, MeshREZVIDSA TS VIFNRNyTr—2ICRBENRTEY. Mesh X
2949 APIIZ& 2T Mesh #BEZFIAT 52 ENTEET,

2-3 |Z Bluetooth Mesh 24 v 9 OAEERERLET,

MeshX 2 v 9 API

Mesh¥E 7 )L

Generic models Time and Scenes models

Lighting models Sensors models

| Configuration models Health model

Mesha 7

Access layer |

Upper Transport layer | Provisioning

Lower Transport layer | layer

Network layer |

e e ] ]

Bearer layer

2-3 Bluetooth Mesh X 4 v %4 O NERIERK

Bluetooth Mesh R # v & (XD T O v THEEREINhET,

e Mesha7
Mesh 37 70w % [ Mesh Profile t# & CEZSsN-& LA VY—IH/IGT RED1—IILTHEREEn, 70O
EvazZyvdéMeshry hO—VEMEERITT2-ODHEEET7 T ) r—a VICRHELET, Mesh
Profile {£#%I%. Bluetooth SIG @ Specifications List [T Mesh Profile {t#Z#SB L T EE LY,

e Mesh EFIL

Mesh E7/)L 78w 7 (& Mesh Model it CERSN-ZETILICHIET HED 12— L THERE L.
Mesh %y FJ—H TOEERHEEZEHRZELT-Mesh ETILEZHR— b 2EODMEEET T 55— 3>
2B LEF, Mesh Model {£#k(%. Bluetooth SIG M Specifications List [ZT Mesh Model {t# £ %5 &
LTLIEEELY,

Mesh R &2 w4 APl ME#kIE. Mesh FIT £ 2 —/JLIZEHR & v 1= Bluetooth Mesh X4 vy 49 APIY =217
JU (blemesh_api.chm)ZZSB LT fZ& LY,
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FFEHA R

Mesh X % v 4 [ Bluetooth Mesh Networking {t# M E&T 570 L L EFRBT H5HDEP21—ILT
BRENET, MeshRE Y APIHIFEZRED a—LIZHIELE=TROBBIL 71 v I R EHELET,

Mesh 7 TV r—S a3 E7 T 5—2a oo F )X LT, Mesh RE Y9 APl # RT3 H2EMN

HYEI,
% 2-6 Mesh X% v & MK
ECa— EBILI4vIR
MeshETJL
Generic OnOff MS_generic_onoff_*()

Generic Level

MS_generic_level *()

Generic Default Transition Time

MS_generic_default_transition_time_*(),

Generic Power OnOff

MS_generic_power_onoff_*()

Generic Power Level

MS_generic_power_level *()

Generic Battery

MS_generic_battery_ *()

Generic Location

MS_generic_location_*()

Generic Property

MS_generic_property_*()

Sensor MS_sensor_*()
Time MS_time_*()
Scene MS_scene_*()
Scheduler MS_scheduler_*()
Light Lightness MS_light_lightness_*()
Light CTL MS_light_ctl_*()
Light HSL MS_light_hsl_*()
Light xyL MS_light_xyl *()
Light LC MS_light_lc_*()
Configuration MS_config *()
Health MS_health_*()
Mesha 7

Access Layer

MS_access_*()

Transport Layer MS_trn_*()
Lower Transport Layer MS_1trn_*()
Network Layer MS_net_*()
Bearer Layer MS_brr_*()
Provisioning Layer MS_prov_*()

RO1AN4875JJ0131 Rev.1.31
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2.4 Bluetooth R7 55—

Bluetooth A7 5 —I&. Bluetooth LE X2 v I D5 v/\—F#%E Mesh R 2 vy &7 T ) r— 3 UITiR
£ LFEJ, Bluetooth R7 5 —DV—XaA—KRIE/N\yr—JICEBESNTLVET , Bluetooth X7 5 —API D
fE#R(X. Mesh FIT £ 2 —)LIZE## & 711z Bluetooth Mesh X 2 v % APl ¥ — 2 7 )L (blemesh_api.chm)%
SHBLTLIEEL,

Bluetooth LE X 2 v 2 [&. Bluetooth Low Energy {E4RICHEH L F- BIRBEMELT LR L A V—IZIRELFE
To ATV IT7ANENRyr—JIZRABEENTNET, R BLE API L4 IE, BLEFITE2 2 —JLICH
W=t 1= R_BLE APl {£#2Z(r_ble_api_spec.chm)ZSB L T Z&Ly,

2-4 [Z Bluetooth R7 S —DNEFERERLET, A vE—TCEZEDOHDORT S5 —E$IE. Mesh
Ay DBFALET, BEHREHEOIZHORT S —EHIE. Mesh 7TV 45— a oA EICKECTHAT
BBHELRHYFET,

Mesh7 1) or— 3>

Bluetooth MeshRX & v 4

Bluetooth R 7 5 —API

BluetoothR 7 5 —

<

\ 4
S5— - GATTR7 5— GATTR7 5 —
EZEEHK e I B &

R_BLE API

ADVA 7

Bluetooth Low EnergyZ7 B k3 JLR 2 v 5

X 2-4 Bluetooth R7 S5 —DENE

241 AvE—VEREDOROHDAT S5 —FEE (blebrr.c)
R2TICAYVE—VEZEOLODRTI—BHERLET, A7 T7—FHKEA vE—PDEZEITM
Z. ADV R 7 S —DEMEIRREEZFIET SHEEEIRELET, X7 5 —B%II R_MS_BRR_Setup()IT&>T
Mesh R 2wV IZ&ERENET, MeshRE2 vV XTHLDEHEFEALT. FJAESI =Y PDUE LY

Mesh A v —U%EZEL, ADVART7S—REZHIELET,

K27 Avt—UERBEOLHORT 5B

3k k]
blebrr_adv_send() Ayt—UMiEE
ERTE = ZEAVvE—CDONIE
blebrr_adv_sleep() R75—0OIE
blebrr_adv_wakeup() R7S5—0DHH

0 RET—HNIEBSIL R_MS_BRR_Setup()INTa—I/LEN D MS_brr_add_bearer()IZ& > T Mesh
AE YN BEFMIZEHRLET,
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FFEHA R

24.2 ESHIHOIODRT 5—EH (blebrr_pl.c, blebrr_gatt.c)

Mesh 22 v 7L GATT R7 5 —D = DIEHIKEDL GATTH—EXEEELFEA, TD=®H GATTA

T7S5—%FBATBEE. Mesh7 TV 5r—2 3 VITEGEEED-OORT7S —BEHETEE

EBOCGATTH—ERZEETHILELAHY FT.

& 2-8 IEGHIEDI=HDRT7 S —BHERLET, ChoDOBEBIIEGEORILLUIERICMA., Y—EX
EF . Notification MEFAI & N> F-#EEZ IR L ET T,

®2-8 EBRFHOL-HORT S —EEK

7L T, #HK

Indication 7]

c=F- k] GATT Server | GATT Client
(Peripheral) (Central)

R_MS_BRR_Register_GattIfaceCallback() | GATT a—JL/\v 4 D& &M A
R_MS_BRR_Set_GattMode() GATTR7S—E— FDHRE %M %M

1
R_MS_BRR_Get_GattMode() GATTR7S5—E— FOREF &M fE=A

E1
R_MS_BRR_Disconnect() s Uk e fEA
R_MS_BRR_Set_ScanRspDatal() Scan Response T—4% DRTE e ~EA
R_MS_BRR_Scan_GattBearer() BETRETNAADAXYY | RMEA fEA
R_MS_BRR_Create_Connection() BEHEOER TMEHA =
R_MS_BRR_Cancel_CreateConnection() EHEERODFv oL TMEHA fF
R_MS_BRR_Discover_Service() Y—ERT 1 RAANYDET TEA =/
R_MS_BRR_Config Notification() Mesh GATT H—E R ® A %M

Notification Z¥7] ¥ 2
R_MS_BRR_Config_ServChanged() GATT Service Changed M TEA =/

E1:
F 2

GATTRF7S—E—FKé&F7AE S a = E—FFEEEFEIOXTOE—F
GATT Server (% Notification A 8] S =B m T MTU /4 X% Mesh R 2 v 7 |

-=n
~aX

EFLET, GATT

Client i S MTU 44 XL E$ 5184 . GATT Client I% Notification & %11t 9 S HIIZ MTU
Exchange 7R — U v #ETL TS,

MTU OZEEIZDUVNTIE,

k1 (ROTAN5504)M 8.4 EiZzZHL TSy,

TRX23W 4 JL— 7 Bluetooth Low Energy 7 77— a3 VEEREHA
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2.4.3 Mesh GATT —E X (gatt_db.c)

GATTR7 S5 —I2& B Mesh * yt—LMiEZIEIZIE Mesh GATT H—ERAMNFERHINET, £ 29I
Mesh GATTH—EXD#EEETRLET, Mesh TOEC a9 —ERIEGATTR7S—I2&b7AE
CIZUTBIZERASN, Mesh TOFXF U H—EREFETOES a9 RTR#OTOXVERKICERSINAE
T, MeshGATT H—ERDEE LD —EXF BT 5H &L R_MS_BRR_Set_GattMode() TYIY & X F
ER

% 2-9 Mesh GATT H—FE X DR

H+—ER X¥VYIIVEVRTAYY TanRT4 | E

(UUID) (UUID)

Mesh Mesh Provisioning Data In Write TJRE a= IS4 F7 v b TREDIZVY

Provisioning | Characteristic (0xX2ADB) Without H—N—~DTFOET 3= 45PDU

Service Response

(0x1827) Mesh Provisioning Data Out | Notify JRE Iz Y —n—moTREYCI=ZVIIS
Characteristic (0x2ADC) A7 hADT7OETS3=245PDU

Mesh Proxy | Mesh Proxy Data In Write TOX o547 S TAF I —IN—ADRY

Service Characteristic (0Ox2ADD) Without kJ—4PDU. MeshE—a>F-(370XHEES

(0x1828) Response 70+ PDU
Mesh Proxy Data Out Notify TaXxIH—N—moTaAXL IS4 T DR Y
Characteristic (0x2ADE) FJ—4PDU, MeshE—a > EfE7OXLBFEEE

£ 70+ PDU

Mesh GATT H—E X B L UMDY —ERXNEER SN GATT T—4 X— X (& Bluetooth N7 5 —®
gatt_db.c[CEEINTULET,
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244 ADVAR7S—EE

Mesh 7 71) &r—< 3 U HY R_MS_BRR_Setup() &E1T9 % &. Bluetooth R7 5 —([Z ADV AT 5 —D A v
t— X ZIEBEE Mesh R 2 v U I2&Ek L. Scan ZRBLET,

Bluetooth LE X 2 v 7 Hh'5%2{g L 1= Advertising /34w b H¥ Mesh X2 w7 @IS NFE T, F£iz Mesh X
By MR Ay—I%ER#BEERITT S & T, Bluetooth LE R4 w7 (& Advertising /85w FEFEELE
ER

Mesh7 75— 3> MeshX 4 v & ‘ ‘ BluetoothR 7 5 — Bluetooth LER % v 4

ADVAR 7 5 — D &k

'] R_MS_BRR_Setup()

A\

MS_brr_add_bearer()
[y

R BLE_GAP_StartScan()

_BLE_GAP_EVENT_SCAN_ON 'H

ADVART 5 —®M

X
o

BLE_GAP_EVENT_ADV_REPT_IND

ADVA T 5 — O .1

i

v

R BLE_GAP_StartAdv)

>

BLE_GAP_EVENT ADV_ON

-

R_BLE_GAP_StopAdv()

BLE_GAP_EVENT ADV_OFF

Bl 2-5 ADV R7S5—EifE
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245 GATTR7S—EiE

EHOMEIL% . Notification DEIMEMNTT T T B E . Bluetooth R7S—[X GATTRT7S—D A vt —%
ZIEE#E Mesh R A2 v IZBBLET,

GATT Server & L TEIET 2mE. Mesh R v IO M A vt — UK EBEBEEITT S &, Bluetooth LE X
A 7% Notification THA v t—TFEELET ., Fiz Write Without Response TRZIEL A v E—U M
Mesh A2 v I IZ@HMESNET,

GATT Client & L CTEI{ET 21HE. Mesh RE2 v IR A v E— X EBEBAERERITT S & . Bluetooth LE X

& 7 & Write Without Response THA vt — %2 {E LE T, F7= Notification TRZEL=A vE—IN
Mesh R 2 v I IZEMEINET,

Mesh? 74— 3y MeshX 2 v & BluetoothA 7 5 — Bluetooth LERX & v &

GATTA 7 5 —®m3iEMm

_ BLE_GAP_EVENT_CONN_IND

 BLEBRR_GATT_IFACE_UPA Nk
LI

[GATT Server] BLE_GATTS_EVENT WRITE_RSP_COMP
[GATT Clientl BLE GATTC EVENT CHAR WRITE RSP

i _(Notification® % 2h1k)

MS_brr_add_bearer()
mpy

BLEBRR_GATT_IFACE_ENABLE4 Nk

T

GATTAR 7 5 —i@{g (GATT Server > GATT Client)

[GATT Server] i
i .
'H R_BLE_GATTS_Nofification()
[GATT Client]
BLE_GATTC_EVENT_HDL_VAL_NTF
m)y [
GATTR 7 5 —31&1& (GATT Client > GATT Server)
[GATT Client] ;
O >
'H R_BLE_GATTC_WriteCharWithoutRsp()
[GATT Server]

BLE_GATTS_EVENT DB_ACCESS_IND

GATIRN 7 5 — DK%

[GATT Server] BLE_GATTS_EVENT WRITE_RSP_COMP
[GATT Client] BLE GATTC EVENT CHAR WRITE RSP

{ _(Notification &% 1k)

<
<

. BLEBRR GATT_IFACE_DISABLEA N> |

g

i MS_brr_remove_bearer()

"r I BLE_GAP_EVENT_DISCONN_IND
’ BLEBRR GATT_IFACE_DOWNA R > k !:I‘
|I_|' 1
X 2-6 GATT R7S>—8E
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FFEHA R

2.5 MCU FBiD#sE

Bluetooth Mesh 2 & w9 /8y r— &K 2-10 12779 RX23W ELD#eeZRALET,

% 2-10 {HF9 % RX23W [FiD#aE

-  CMT2 8& U CMT3: Bluetooth LE R4 v o AR EH
- CMTO E7/=IXCMT1:Mesh B> F)ILTOT S LE
Bluetooth A7 5 —h#H

RX23W FEiD#EE AAHE RS M/ RO#EEZEMAT SV I b7

A 1/0 7R— + (GPIO) GPIOFITEYa—J)L | Mesh B> FLTad 54

- P15, PBO0 # & U PCO: Target Board {3 F R (ROTAN1721)

- P30. P31. P42 & U\ P43: RSSK {# fk%

SYFNILAZTa=Hhr— 3242427 —X(SCI) SCIFITEYa—L Mesh &> ILTRT S LA

_ sci (RO1AN1815)

AVURTIYFHRAT (CMT) CMTFITEYa—JL | Mesh4>F)L7a4sd5 A
(RO1AN1856) Mesh X2 v 4

Bluetooth R 7 5 —
Bluetooth LE R & v 4

- TMR2 8& U TMR3

|2 RI48(RO1AN4930)

SHEB AKEMEEE (LPC) LPCFITEYa—IL | MeshH > L7055 L4
(RO1AN2769) Bluetooth LE R % v %

E2F—42 75 v aAE!Y (FLASH) FLASHFITES 21— | Mesh X4 w4

- Jaw#s1~5 JL(RO1AN2184)

8Ew k% 4% (TMR) MeshFITEYa1—JL | Mesh 2B w4

o RA 10 R— k (GPIO)

MeshH > 77055 LIXRODMIBIZGPIO #FAT A=HIZGPIOFITE 2 —/ILZEALEY,

o PFAFAR— F Lo LED %l
o FHRAR—FLORA v FOIBTEL

o YUFPIAZTa=H—aA2T7—X(SCl)
Mesh S > 77055 LK UART #8HELF-aVY—ILOABAIZSCIFITESa—IILEZFEALET,

o AURTIYFHRAT(CMT)

BLEFITED a—J)LIZIECMT D1 F Y RILEZEHONEBETEETESLY I LD ITRAT
(R_ BLE_TIMER)A'\RI#E &N T ET, R BLE TIMERI[ZCMTFITEL 2a—/)LZFERALTCMT D 1 Fv *
ILESEELET, £ BLEFITEZ 21—/ Bluetooth LE R 2 v 2 (£ CMT2 &£ CMT3 258 L9,

Bluetooth X7 5 — L FEEDALEIZ R_BLE_TIMER Z#RALF 7,

e ADV A7 35—k % Advertising M 1% 15 Hl1E

Mesh# > FL70Y 5 LIETEDLEIC R BLE_ TIMER #fERALET,

o FAFA— FLDLED R
e RARR—FLORAYFOFr5) M

e Config Node Reset Z{EFFMD MCU ) & v ~EIE

e IVUpdate 7O —C v DT
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o HEBNERMAE

Mesh %> TILTBT S5 LIEMCU DEBENEBHEEZENILT 5-DICLPCFITEDa—ILEFERAL
F9,

e 75w aAE! (FLASH)

T—RI739DarE)EFERTEILODT—2I75va FF4/1\[EMeshFITED 2—)LD
mesh_dataflash.c ICREINTWET, KRRSA /NI FLASHFITE S a—ILEFRALTT—475via
79X LET, KSANMNERTET75 vy aAE OEEIEMESH CFG_DATA FLASH BLOCK_ID ¥4
0O & MESH_CFG_DATA_FLASH BLOCK NUM RV OIC&K YBRET B ENTEET,

0010 0000h Block0
Block1
Block?2
Block3 MESH_CFG_DATA_FLASH_BLOCK_NUM
Block4
Block5
Block6
0010 1FFFh Block7

MESH_CFG_DATA_FLASH_BLOCK_ID

K27 F—4275varEYOEREE

Mesh RA YD IET—R2 759 a rEYICTROEREZERFLET,
e JOEYaz=LIT—4
A=F ¥R M7 KLR
oy kI—yF—
e VT4 L—TavIER
ETILER
ETILERE
o NAVTYHIRET Y TT— MKEE
o L—HUREF

VU RABEEBR LROBERIIFEAEEREINDZLEEHYFRA, VT VRBEEIAvE—D
EFREETAEBICTAVIUAVFENET, AVIVAVREBIZO— S VRBEFZEZALE, 75yt
EYIFEPETEEAHBBORERIZEELET,

ZITISYVAAT)DEEZAHEEFRBET 510, O—47 U RBESETO vy ELTHRbOA, o—
TUORBENRO IOV IIZEELEZEEDH TSIV AITEZTAFTFNET, O T RBEORSITHD
Jow49 44 XL MESH_CFG_NET_SEQ NUMBER_BLOCK SIZE RV OICKYRETE, TFOTIAIL YA
X% 2048 TY,

e 8EYF247 (TMR)
BEY FEAYEMRAT BV ATLAA L KS4/3& mesh_systemtime.c [CREINTWVET., K5/
F8EY I ATD2F v RILEFERALT, Imsec B 32 EY MEDVRTLAA LEERLET,

Mesh RB Y7 IEV AT LR A LEFEHALTIV Update 70— v DR/IMEGEBTH D 96 B ZER
LET,
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26 MeshY 2770455 LDOEE

2.6.1 EXBEDRE
Mesh 5> I T0O5 S LAIZIZEREEEZRET 2O VRS ILARA Y FRHYET, a/MILR
4 Y F(E mesh applhIZEREThTWET,

mesh_appl.h

/**

* Monitor SEQ of Incoming and Outgoing message.

* If SEQ is greater than or equal to threshold, initiating IV Update procedure.
*/

#tdefine IV_UPDATE_INITIATION_EN (1)
/**

* Low Power Feature

*/
#define LOW_POWER_FEATURE_EN (0)
/**

* Monitoring Mesh Layer
* Combination of the following macros can be set like "(MS_MONITOR_ACCESS PDU |
MS_MONITOR_NET_PDU)".
* - MS_MONITOR_ACCESS_PDU
- MS_MONITOR_TRANS_PDU
- MS_MONITOR_LTRANS_PDU
- MS_MONITOR_NET_PDU
- MS_MONITOR_GENERIC_LOG
* To specify all layer, MS_MONITOR_ALL macro can be set.
* To disable monitoring, set MS_MONITOR_NONE.
*/
#define CONSOLE_MONITOR_CFG (MS_MONITOR_NONE)

* % ¥

*

/** Logging Console using SCI (Serial Communication Interface) */
#define CONSOLE_OUT_EN (1)

/** ANSI escape sequence - CSI (Control Sequence Introducer) */
#define ANSI_CSI_EN (1)

/** SCI String Reception */
#define SCI_RCV_STRING_EN (1)
#define SCI_RCV_STRING_BUFFER_LEN (0x100)

/** Monitoring CPU Usage */
#define CPU_USAGE_EN ()

e W7y 77— FBBLBOEDE

IV_UPDATE_INITIATION_EN ¥4 B Z(1)ICERET 5 Z & T. IV Update FIRREAFE LY F£T, AL
BIIERETIAvE—PDO—7VRABEEERL, O— T URABELNEIELZEZ S L IV Update 7O
— Oy ERETLET, ChICkYB/—FFELEFM/ —FOL -4 RABEDOHBEHILELET,

®EI/R BEE AE
IV_UPDATE_INITIATION_EN 0 IV Update Bth L2 % FE3h1k
1 IV Update B33 = F 51k
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o O—/NDJ—HEEODHEMIE
LOW_POWER_FEATURE_EN ¥/ OZF(1)ICHRET S LT, O—N\T—#EENESELYET, TOED 3
ZUTDRETHR, LYK/ —FRETLY RV Yy TEREIL, O—1RT—/—RELTEELET,

LOW_POWER_FEATURE_EN 0 O—/\TJ—/— F~DEBEZEMNIL
1 O—nN7—/—F~OBREAEMEL

e Mesh E=42%E

CONSOLE_MONITOR_CFG ¥V BICE=AHRET IV OEHRET 5L T, Mesh EZ I HENEMELY F
T MeshRA VI DELAN—DNEZELEzAVvE—CEE—arDOIDRHEAESNEzH, Mesh 7T
Dr—2a Vv ORFEICEWT Mesh 2y hT—Y DBEFBRITEET,

®ETY A BEE HE

CONSOLE_MONITOR_LOG MS_MONITOR_ACCESS_PDU Access PDU
MS_MONITOR_TRANS_PDU Transport PDU
MS_MONITOR_LTRANS_PDU Lower Transport PDU
MS_MONITOR_NET_PDU Network PDU & Secure Network Beacon
MS_MONITOR_GENERIC_LOG Mesh X2 v 9 DRWREA N b

o OAVY—ILHAKE
CONSOLE_OUT_EN X OZ(MNIZHKET S ET, aAvV—IAQOOTHAREMERLY EFT, Mesh B>
INTaTSLDOETTSAPIOMesh REZ VI DRINTHA A &2 L—RATEET,

®EYSO BEE A&
CONSOLE_OUT_EN 0 avy—)LaSHAEEDE
1 avy—)Los5HAhEFEDE

e O2Y—JLAD ANSICSI HAKRTE
ANSI_CSI EN Y O%F(NIZHRET S LT, a2 Y—ILAD ANSI CSI (Control Sequence Introducer)h’
BHNEBYET, MeshH 2T ILTOTSLIXCSIIZLKSOTDEMTEIT>TVET, FRATZUTIL
— I FJLY T FAYANSI CSI T3S L TULVELME S, ANSI_CSI_EN ¥ BIX(0)ZEHREL TLESLY,

BE</A B ] A&
ANSI_CSI_EN 0 ary—)Lasg~m ANSI CSI H A ZExhiE
1 a2 y—)LasgAn ANSICSI HAEEMIE

o IVY—ILXFINRERE
SCI_RCV_STRING_EN ¥V BZ(N)ICERET HZ LT, AVY—IOLDOXFIZENAMELY ET, Z
ELEXFIFa—LA\yIEHTEHMEINET,

®EI/R BEE AE
SCI_RCV_STRING_EN 0 Y=L DXFIIZEE B
1 VY=L bDOXFIZIEEEDIE
SCI_RCV_STRING_BUFFER_LEN 0x0001~0xFFFF XFHRENY T7HA4X
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o CPUEAFEAEDAME

CPU_USAGE_ EN Y/ B Z#(NIZHKRET A& T, CPUBHAERAENEDELYET, Mesh o F)L7oy
SLFAMVIIL—TIZET CPU A RUN JREE & SLEEP IREED FhFnDERE ZAIE L. CPUEHEEDO
Jg%&avy—)LIcHALET,

®ETINO B ] AE
CPU_USAGE_EN 0 CPU EHZRAITE =&t
1 CPU EAZRAEZEME

2.6.2 Provisioning Ei{ES%5E
Mesh %> 7))L T 0% 5 LIZI& Provisioning BIfFZ R E T 51-ODHREX/ ANHY FET, [EY/ OIE
mesh_core.c [CEREINTWET,

mesh_core.c

/** Public Key OOB Flag (@:unavailable, 1l:available) */

#define CORE_PROV_PUBKEY_OOBINFO (0)
/** Static OOB Flag (@:unavailable, 1l:available) */
#define CORE_PROV_STATIC_OOBINFO (0)
/** Output 00B Actions Supported (bit@-bit4 specified with PROV_MASK_0OOB_ACTION *) */
#define CORE_PROV_OUTPUT_0OB_ACTIONS (@)
/** Output OOB Maximum size supported (©:not supported, 1-8 digits supported) */
#define CORE_PROV_OUTPUT_OOB_SIZE (C))
/** Input O0B Actions supported (bit@-bit4 specified with PROV_MASK_IOOB_ACTION_*) */
#define CORE_PROV_INPUT_OOB_ACTIONS (0)

/** Input OOB Maximum size supported (©:not supported, 1-8 digits supported) */
#define CORE_PROV_INPUT_OOB_SIZE (0)

/** 00B Information (bit®@-bité6 and bitll-bitl5 specified with PROV_OOB_TYPE_*) */
#define CORE_PROV_BEACON_OOB_INFO (0)

/**

* Encoded URI Information (payload length is up to 29 octets)

*/
#define CORE_PROV_BEACON_URI_INFO {.payload = "\x17//www.example.com", .length = 18}

e OOB Public Key
CORE_PROV_PUBKEY_O0OBINFO ¥4 O %(1)IZE&Ed 5 Z & T OOB PublicKey AE# LY £9, OOB T
B9 5 PublicKey [Fa >y —ILIZRRENET,

®ETY A BEE NE
CORE_PROV_PUBKEY_OOBINFO 0 OOB Public Key # &1t
1 OOB Public Key ZE&%h1t

o Static OOB Authentication
CORE_PROV_STATIC_OOBINFO ¥ % O %(1)IZEET 5 Z & T Static OOB Authentication BNEXI & 4 Y F
9, OOB TE#9 5 AuthValue (TR ES a o D#HAEREICa Y —ILIZRRTEINET,

BETIA BEE AE
CORE_PROV_STATIC_OOBINFO 0 Static OOB Authentication ##&xh1k
1 Static OOB Authentication Z& %11t
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FFEHA R

e Output OOB Authentication
CORE_PROV_OUTPUT_00B_SIZE ¥4 BIZ AuthValue D#T$(1~8)% &k EJ 5 = & T Output OOB
Authentication BAE# &7 Y £, OOB THEHF S AuthValue [ Provisioning 23 > Y —JLIZRTRENE

TO

CORE_PROV_OUTPUT_00B_ACTIONS ¥ % H(ZI& AuthValue #HHh3 5 00B 7o > a v ERELEFT, &
D Output OOB 7V 2 3 VEH/RET S EMNTEET . HlZ (L Blink EifF & Beep BIEICHIET 5HE.
(PROV_MASK_000B_ACTION BLINK | PROV_MASK_OOOB_ACTION BEEP)ZRXEL EFTJ .

®EYs O BEE HE
CORE_PROV_OUTPUT_0OB | 0 Output OOB Authentication % #&%i{t
_SIzZE 1~8 Output OOB Authentication Z&%{t

AuthValue O3 EHTEk % 5% E

CORE_PROV_OUTPUT_0OB
_ACTIONS

PROV_MASK_000B_ACTION_BLINK

Blink E11E (#1&)

PROV_MASK_0OOB_ACTION_BEEP

Beep EN1E ($11E)

PROV_MASK_0OOB_ACTION_VIBRATE

Vibrate Ei{F (#11E)

PROV_MASK_000B_ACTION_NUMERIC

PROV_MASK_0OOOB_ACTION_ALPHANUMERIC

Numeric & ($#)
Alphanumeric &R (E#¥F)

¢ Input OOB Authentication
CORE_PROV_INPUT_00B_SIZE ¥ % OIZ AuthValue D#1#(1~8)%%EJ % Z & T Input OOB
Authentication B E%h&7E Y £9, OOB TEBHAINTz AuthValue [Fa >V —ILICABLTLZELY,

CORE_PROV_INPUT_0OB_ACTIONS ¥ % HI[ZIX AuthValue ZAHNTH500B 7V avEHRELET., EH
D InputOOB 7V 2 a v EH/RETHIENTEET, HIRIE Push BIEEL Twist BIEICRIET 5B E.
(PROV_MASK_IOOB_ACTION_PUSH | PROV_MASK_IOOB_ACTION TWIST)ZHRELZT,

BE</A BEE AE

CORE_PROV_INPUT_00B_ | O Input OOB Authentication % #&&h1t

SIZE 1~8 Input OOB Authentication Z &%t
AuthValue DHTEF T

CORE_PROV_INPUT_0OB_ | PROV_MASK_TOOB_ACTION_PUSH Push BI{F (1)

ACTIONS PROV_MASK_IO0B_ACTION_TWIST Twist B1E (% {E)

PROV_MASK_TI00B_ACTION_NUMERIC

Numeric A 71 ($&)

PROV_MASK_TIOOB_ACTION_ALPHANUMERIC

Alphanumeric A1 (E#F)

¢ OOB Information

CORE_PROV_STATIC_OOBINFO ¥ % O[Z[& OOB Information 3% L £ 9, %E L 1= OOB Information [
Unprovisioned Device E—a U TERHINET, EHD OOB Information #HETHZEMNTEET, R
[ URI £/8—a— F%#KRET SH4A. (PROV_00B_TYPE_URI | PROV_0OB_TYPE_BARCODE)%:XELFT .

®ETY A BB RE

CORE_PROV_BEACON_OOB_INFO | PROV_OOB_TYPE_OTHER ZDith
PROV_OOB_TYPE_URI URI
PROV_OOB_TYPE_2DMRC MBI ETgErr 2D 0 — K
PROV_0OB_TYPE_BARCODE N—a—F

PROV_00B_TYPE_NFC

Near Field Communication (NFC)

PROV_0OB_TYPE_NUMBER

BB

PROV_OOB_TYPE_STRING X5
PROV_OOB_TYPE_ONBOX Ry o R EER
PROV_00B_TYPE_INSIDEBOX Ry RRER
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PROV_OOB_TYPE_ONPIECEOFPAPER #Em Lk
PROV_0OB_TYPE_INSIDEMANUAL =37
PROV_0OB_TYPE_ONDEVICE FINA ANER

e Encoded URI Information

L aR@ CORE_PROV_BEACON_OOB_INFO ¥ % HO[Z PROV_OOB_TYPE_URI %% %E L =154,
CORE_PROV_BEACON_URI_INFO ¥ % OI|Z Encoded URI Information % E 3 2 HENHY ET, ZHEL
Encoded URI Information (& AD % 4 M <<URI>>TEEfH S . Encoded URI Information @ Hash {&(%
Unprovisioned Device E—a > TEfmINFET,

BET/O REE nE

CORE_PROV_BEACON_URI_INFO X 29 octets Encoded URI
URI R F— L% Bluetooth SIG @ Assigned Numbers TEZE =

N 1="URI Scheme Name String Mapping" T >a—F
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FFEHA R

2.7 Bluetooth R7S5—DE&EE

Mesh FIT EY 2 —JLIZ&E N B Bluetooth R7S—DHFEICDODLVTRLET,

blebrr.h

/** Enable GATT Bearer Client Role */

/* ROM/RAM used can be reduced by disabling GATT Client functionalities */

#define BLEBRR_GATT_CLIENT

/** Specify Device Address Type

(1)

* Either Public Address or Static Random Address can be set by the macro below.

* - BLE_GAP_ADDR_PUBLIC
* - BLE_GAP_ADDR_RAND

* Device Address is obtained from BLE Protocol Stack via Vendor Specific API.

*/
#define BLEBRR_VS_ADDR_TYPE

(BLE_GAP_ADDR_RAND)

o GATT Y3472 bOEHE

BLEBRR_GATT_CLIENT ¥V B Z(M)ICERET S ET. GATTRT7S—DI ATV MERENEIE Y

F9,
®EI/R BEE AE
BLEBRR_GATT_CLIENT 0 GATTRT7S—®D GATT V54 7> FEMEZEMIE

1

GATTR7S—MDGATT V547> FaMEEHEDE

o TINARF FLRAA THRE

BLEBRR_VS_ADDR_TYPE YV BICT/INART7 FLRAZA TI Y O%HET S & T, Bluetooth A7 5 —HiE

FAT25TNART7 RLREA TEHBETEET,

REZI R BEfE

RE

BLEBRR_VS_ADDR_TYPE

BLE_GAP_ADDR_PUBLIC

Public Device Address

BLE_GAP_ADDR_RAND

Random Device Address

blebrr.c
#define BLEBRR_QUEUE_SIZE 64
#define BLEBRR_ADVREPEAT_RAND_DELAY 10

e ADVART7S—XEERTE

ADVAR7 S5 —DEEHRTEE LTTROEZREIVONERINE T,

®BEY/0O RIE(E RE

BLEBRR_QUEUE_SIZE 4k EEFXF1—Ya4X

BLEBRR_ADVREPEAT_RAND_DELAY 1Lk REESUH LT 4 LAIE (1msec Bifi)
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blebrr_pl.c

#define BLEBRR_CON_ADVINTMIN OxAQ

#define BLEBRR_CON_ADVINTMAX OxAQ

#define BLEBRR_CON_ADVTYPE BLE_GAP_LEGACY_PROP_ADV_IND
#define BLEBRR_CON_ADVCHMAP BLE_GAP_ADV_CH_ALL

#define BLEBRR_CON_ADVFILTERPOLICY BLE_GAP_ADV_ALLOW_SCAN_ANY_CONN_ANY
#define BLEBRR_SCAN_INTERVAL 0x0060

#define BLEBRR_SCAN_WINDOW 0x0060

#define BLEBRR_INIT_SCANINTERVAL 0x0060

#define BLEBRR_INIT_SCANWINDOW 0x0060

#define BLEBRR_CONN_INTERVAL_MIN 0x0040

#define BLEBRR_CONN_INTERVAL_MAX 0x0040

#define BLEBRR_CONN_LATENCY 0x0000

#define BLEBRR_CONN_SUPERVISION_TO 0x03BB

o GATTR7S—EHEDI-ODARIBATILT BN SUHTBE
GATTR 7 S—E&HED=-ODARI B TILT KNEA DU HHREELTTREOREY IV ONRERZSNE
7,

B e8! el RE
BLEBRR_CON_ADVINTMIN 0x20~0xFFFFFF BINT ENREADUT54208—1\)L
(0.625msec Hfi)
BLEBRR_CON_ADVINTMAX 0x20~0xFFFFFF BRRKT7 ENEADV 54 208—1\)L
(0.625msec Hfi)
BLEBRR_CON_ADVTYPE BLE_GAP_LEGACY_PROP_ADV_IND | 7 KNNAA S5 A A T .
Connectable and Scannable Undirected
Legacy Advertising
BLEBRR_CON_ADVCHMAP BLE_GAP_ADV_CH_37 T KINNRA U F v )L 37ch
BLE_GAP_ADV_CH_38 7 RERB 425 F w4l 38ch
BLE_GAP_ADV_CH_39 T RR2 A 25 F v &)L 39ch
BLE_GAP_ADV_CH_ALL T KRNFASUTFYRIL
BLEBRR_CON_ADVFILTERPOLICY BLE_GAP_ADV_ALLOW_SCAN_ANY_ | ZRNAA VT T4 )LAHR)—
CONN_ANY Process Scan Requests and Connection
Requests from All Devices

o ADVRT7S5—DRXXv UETE
ADVAR7S—DAXy VEETEE LTTROZREY YV ONERERINET,
i : Advertising /37y FOZIEXRERBT 5D, 1 2F3—NILED 1 U R A XERICHEZHREL

TLZ&L,
®|EYI D BEE nE
BLEBRR_SCAN_INTERVAL 0x0004 ~0xFFFF AEx v A 22—Vl (0.625msec Hfi)
BLEBRR_SCAN_WINDOW 0x0004 ~0xFFFF A¥xx )42 Kot X (0.625msec Efi)
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FFEHA R

e GATTY 5472 FRAITMD GATT R7 S—EHRTE

GATT 73472 FAITD GATT A7 S—H#GREELE LTTROREY I ANERSNETS,

®EZI/0O BEME A&

BLEBRR_INIT_SCANINTERVAL 0x0004 ~0xFFFF A=ZTI—TFTAVTDEHDRAFY oA=L
(0.625msec H{i)

BLEBRR_INIT_SCANWINDOW 0x0004 ~0xFFFF AZVI—TFT 4 VTDEODRFY D42 KoY
4 X(0.625msec B {i)

BLEBRR_CONN_INTERVAL_MIN 0x0006~0x0C80 R/IMERA > 2 —/\)L (1.25msec Bifi)

BLEBRR_CONN_INTERVAL_MAX 0x0006~0x0C80 BRI % —/3L (1.25msec Bifi)

BLEBRR_CONN_LATENCY 0x0000~0x01F3 RIS AToo—@ARI I VARD M)

BLEBRR_CONN_SUPERVISION_ TO 0x000A~0x0C80 A—=—N—EPa a4 L7+ (10msec Bfi)

RO1AN4875JJ0131 Rev.1.31
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2.8 Mesh FSA/\DERE
Mesh FIT EZ a—JLIZ&EN S Mesh KFSA/INDHEFIZDNWTRLET,

mesh_dataflash.h

#define DATAFLASH_EN (1)

e T—AI75v9yLaRSAN\DEME
DATAFLASH_EN ¥ OZ#(N)ICHRET D ET. T—2 739 a RSAN\DBEHERY . R34/ \EHEN
Mesh R 2 v I IZEFINFET,

®ETINO RE(E AE
DATAFLASH_EN 0 T—RIS5vaT I REEYE
1 FT—RITSyIaTIEREEDEE

mesh_systemtime.h

#define SYSTEMTIME_EN (1)
#define SYSTEMTIME_STRING_EN (1)

o VRTLAALALERESAN\DEIE
SYSTEMTIME_EN ¥ 7 O Z#(1)ICERET D ET. 2 EY FRTLAANLEERTDVATLIALES
ANDBEHELRY . FSA/\BEEA Mesh R2 vV IZEEFSNET .

®ZES/NO RE(E AE
SYSTEMTIME_EN 0 SRATLR A LEREENLE
1 DRTLEA LEREERIE

o VRTLAALLXFIIRE
SYSTEMTIME_STRING EN XV OZ(NIZHRETH_E T, 2EY FRTLARA LEXFEINTERT S
BONEMERYET,

®ETINO RE(E AE
SYSTEMTIME_STRING_EN 0 DRTLEALOXFIHNEEME
1 DRATLRA LOXFIIEAhEEME
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FFEHA R

3. 77UHr—> 3 %
AElEMesh BTN TOFTSLOEREEZSB LMD, Bluetooth Mesh X2 v 2 ZFBALE-7 T 45—

CarvORREAFEERLET, H3-1ITMesh T NTO5SLOBEIO—FZRLET,

AyiaygrILrasSa

BLEZ O FaJLAA w4, BluetoothR7 5 —5 w/i—,
AyiaREyIDOMERE

Aya/—FK, ILAVEM, ETIEBRDETE

GATTA © 4 Jz—RI— LNy I DER |

Provisioner7 /34 R

F1=1& PB-ADVY > O HEL

PB-GATTA 7 5 —#&#t D fE 3L

JOnEYaz=v nE

FERMAEI~ADTOES =V T—2ORE |

FfIE PB-ADVY 7 DT

PB-GATTA 7 5 — &k D Y1 ¥

Configuration Client/ — K

Vendort v £— @15

FERMEAEIADIL T FTL— 3V EROEE |

oot | [JO% S BmENAD]

Proxy Client/ — K

Proxy# # O 7 32

———weTo

opt | [A—/87 —H#EEEAE 3]

‘ Friend/ — F ‘

Friendship® 7 3L

Friend Subscription List® & #7

Generic OnOffFETIL/ — F

Generic OnOffx vt — @IS

VendorETJ)L/ — F

Vendort v £— @& 1fE

B 31 MeshY>7L7AYSLOEMEZO—
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31 AAMINL—F2
Mesh R 2 v % [& Bluetooth LE R % v ETEIMELE T, D=, 7TUH5r—>aviEMeshRE v
Z#H1E 9 BHTIZ. Bluetooth LE X% v % & Bluetooth A7 S5 — % #HHL T A2HENHY ET,

Bluetooth LE X2 w9 MALIE(L, Bluetooth LERZ YU RV a—FIZ&>TEITESNFET, D=8,
7 TV r— 3 vl Bluetooth LE R 2 v o O#M#AE#®R. X721 —S B TH S R_BLE_Execute() & A A
UN—TTRYBRLETTILELAHY FET,

MeshB 2 FNTOTSLDAA VIIL—FUELUTFIZRLET,

o A A 2J—F 2 (main.c)

R_BLE_Open() & R_MS_BRR_Init() T Bluetooth LE X% w4 & Bluetooth R7 S —Z##HL L TL 2 &
W BDEICIHELTEDMD FITED 2a—ILEMEAL LT ZE L, A A 2V J)L—T Tl Bluetooth LE R 2 v &
DA 1—5THAHRBLE_Execute()EREETLTLEELY,

Bluetooth X7 5 —D#EAMLILEE (L Bluetooth LE R A vV DR 2 —5 TETSh. MEEDETIED
—IL\y VBB TEHMEINET,

int main(void)

{
/* Initialize Bluetooth LE Protocol Stack */
R_BLE_Open();

/* Initialize the Low Power Control function */
R_BLE_LPC_Init();

/* Initialize Timer */
R_BLE_TIMER_Init();

/* Initialize underlying BLE Protocol Stack to use as a Mesh Bearer */
R_MS_BRR_Init(blebrr_init_cb);

/* main loop */

while (1)

{
/* Process Event */
R_BLE_Execute();

o Bluetooth R7 5 —D#HAILTET 2 —JL/Vv ¥ (main.c)

Bluetooth R 7 5 —D#MEALTE TEMZEZZ (TSI — LN\ VBEBEEEL TS, Ka—JL/Av Y
BT Mesh R 2y O MERT DY Y—XEHMHPAL L. MS_init_ext() T Mesh R4 vy Z#HEE L.
R_MS_BRR_Setup() T Bluetooth X7 5 —% Mesh X2 v 7 IZEEFL TLZEL, TnoD#EEER. Mesh
TI)r—oavERIBLTSESL,

static void blebrr_init_cb(st_ble_dev_addr_t * own_addr)

{
API RESULT retval;
MS_CONFIG config;
/* Initialize Mesh Resources */
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mesh_section_init();
mesh_mempool_init();
mesh_storage_init();

#if SYSTEMTIME_EN
mesh_systemtime_init();
#tendif /* SYSTEMTIME_EN */

/* Initialize Mesh Stack */
MESH_MS_CONFIG(config);
retval = MS_init_ext(&config);

if (API_SUCCESS == retval)

{
/* Registers ADV Bearer with Mesh Stack and Start Scan */
R_MS_BRR_Setup();
/* Start Mesh Application */
mesh_model config(&gs_mesh_model_callbacks);
mesh_core_setup();

}

e Mesh R4 v/ DO THNHEH
Mesh 2y FT—9 TORBENTE L - -1HEIEMS_shutdown() TMesh R v I E#,TLET,

Light LC Server Model Z{#f L =154 . MS_light_lc_server_deinit() T Light LC Server Model % #&
T LZEI ., MS_health_server_deinit() T Health Server Model Z#& T #. MS_shutdown() T Mesh X %
v %&#TLET., R_MS_BRR_Close() T Bluetooth Bearer MER L= Y —REERLET,

Bluetooth LE R 2 v U MARE L 7L 51358 1E R_BLE_Close() THRTLET,

/* Deinitialize Light LC Server Model, if it was initialized */
MS_light_lc_server_deinit();

/* Deinitialize Health Server Model */
MS_health_server_deinit();

/* Terminate Mesh Stack */
MS_shutdown();

/* Free the resources allocated by Bluetooth Bearer */
R_MS_BRR_Close();

/* Terminate Software Timer */
R_BLE_TIMER Terminate();

/* Terminate Bluetooth LE Protocol Stack */
R_BLE_Close();
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3.2 J—F#R

TIVr—oaviE, TILAVRRETILEWVW S/ —FEBREERET IRENHY FT . COBRKIE.
MEEDESITHEL =DM EWNDT, FTUT—a vBRITIREVFIVFITE>TELRYET,

Mesh > FITAOTSLD/ — FEROEEZLUTIZRLET,

o /—F&XI LAY (mesh_model.c)

MS_access_create node() T/ —K#Z4A L. MS_access_register_element_ext() CTEEDH DT
LAV REEFRLTLESW, REEBDILAVROHIE. 7TUT—2a3 0D FFIZE>TERY
FF, TSARUILAVFDILAY b2 RILIZIE MS_ACCESS _DEFAULT _ELEMENT_HANDLE ZERXTE L.
BEHEIL A MIZIEMS_ACCESS _DEFAULT_ELEMENT _HANDLE [C1 ¥ DMELFEEZRELTLESL, #Hilx
E3DDIL AL FEEFETHIHEE. 8T LAY b2 KJLIEMS_ACCESS DEFAULT_ELEMENT_HANDLE,
(MS_ACCESS_DEFAULT_ELEMENT_HANDLE+1). (MS_ACCESS_DEFAULT_ELEMENT HANDLE+2)T9Y, HI L #
Y RN FLIE Mesh ETILOEMICERLET,

API_RESULT mesh_model_config(const mesh_model callbacks_t * callbacks)
{

API_RESULT retval;
MS_ACCESS_NODE_ID node_id;
MS_ACCESS_ELEMENT_DESC element_desc;

/* Create Node */
retval = MS_access_create_node(&node_id);

/* Register Element */
if (API_SUCCESS == retval)
{
gs_element_handle = MS_ACCESS_DEFAULT_ELEMENT_HANDLE;
element_desc.loc = ELEMENT_DESC_LOCATION;
retval = MS_access_register_element_ext(node_id, &element_desc, gs_element_handle);

}

return retval;
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33 FAEY 3=y

331 FREYa=yiH—/—

Fy RD—=UI1ZBMLTHO/ — RFEBIET S, 7TUr—aviE7oE sy id—n—LL
TTREYI=Z VY %EERFTL, FRAEDIZ VI ISAT U ML TAED I Z VI T— 252 ITMANE
N"HYET,

Mesh¥ > I TAYGSLIETRAES I Z o9 —N—ELLTEELET., TREDSa =2 FH—/—0D
MBEYUTICRLET,

e FRAEYa=ViRMHLTOAE S a v a—I/\y VBB DB (mesh_core.c)
REIAZEGEOTOE S a v e TOoEY 3= a— /Ny Y E# % MS_prov_register() T
Mesh R % v 7 1Z&HF L TL &L,

MS_prov_register () DERAHIIE. MeshH > 7))L T 04 S Li(mesh_core.c)d
mesh_core_prov_config()DEEEZSHBL TSN,

e FRAEY3=2YJ DB (mesh_core.c)
MS_prov_setup() & MS_prov_bind() T Unprovisioned Device Beacon E AT 2 TILT KNZA DT
DEFEZERAIBLTLEZEL,

MS_prov_setup() & MS_prov_bind() DERAIL. MeshH> F)L T 045 S Li(mesh_core.c)d
mesh_core_prov_setup() & mesh_core_prov_bind()ZZNZFNSEBL T &L,

e FOEYa=v45a—iL/\v Y% (mesh_core.c)

TOESIZ VAR M EZTRAEHOA— LNy VEHEEELTLESY, JOEYaz=Vsd s
SATU ML REESNE-TOES 3 =25 T—42 (L MS_access_cm_set_prov_data() T Mesh R% v ¥
[CERTILENHYET,

TRE I a— Ny Y BEHOERERF L. Mesh Y > TF)LTHOS S Li(mesh_core.c)dD
mesh_core_prov_cb()DEEZFSHBL T LY,

TJREY 3= Y —1nN—DMeshRZ v Y APl >— VR EREUBTRLET,
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33.2 JREY I 59— nR—Di—42R
(1) FREYaz=viney b7y
AYL TN TOY S5 LIEPB-ADV R7S5—& PB-GATTAR7S—OMEAIZHELTEH Y., PB-ADVART7 S

—I[Z& % Unprovisioned Device E—a > &, PB-GATT X7 5 —®MD 1= Connectable Undirected
Advertising # X EIZEEFELFET,

FUo7AESIVEFIAR

Mesh7 7)) r— 3> MeshRX & v & | | BluetoothRN 7 5 —

JonEYazZyvintey kT yvT

R_MS_BRR_Register_Gattlface Callback()

A 4

R_MS_BRR_Set_GattMode()

MS_prov_register()

Yy

MS_prov_setup() i

Y
J

MS_prov_bind()

el

loop

.
'U Unprovisioned Device Beacon
1

>
»

™ Connectable Advertising
for PB-GATT

.
-,

v

K32 FREC3a=vinty b7y S

(2) PB-ADVAR7S—I2&kdtEy> 3 VDL

PB-ADV T7AEC 3= VI NBEEFTTRES. JAES a5 —nN—Z70ECa=v5954
FobrEty avEEILET, T-TOECa U REORTER., £y avERTLED,

FUFAEDIVRTNAR

Mesh7? 75— 3> MeshR % v & | | BluetoothN 7 5 — ‘ ‘71:! Ear—7/1/4 R

PEADV) o0 RS
Unprovisioned Device Beacon
B Link Open
" Link Ack
| FrEva=vomE
PB-ADVY > D#ET
! 0 »
i " Link Close
B 3-3 PB-ADV I &bty da DRI
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(3) PB-GATT R7 S5 —I|Z &k DIEMDIEL

PB-GATT CT7REL 3=V H2EFTHEE. JOECI =V F 95470 MITOEY a5y —
IN—EEHREEIIL, Mesh 7O E Y a =255 —E XD Notification B8t LET ., =-7AE 3=y
JAEB O T %. Notification ZEMIL L. EHKEZVIHLET,

FUoIAEDIVRTFNAR

Mesh7? 74— 3> MeshZ % v & | | BluetoothR 7 5 — ‘ ‘7“!:! Ear—7/114 R

PB-GATTR 7 5 — & #t D HEiL

Connectable Advertising
for PB-GATT

BLEBRR_GATT_IFACE_UPA R > k Connection Request

A

}--1

Enable Notification by
MS_brr_add_bearer() Write Characteristic

<

A
V.

BLEBRR_GATT_IFACE_ENABLEA XY

MS_prov_bind()

g

Lr

JOEY 3= v nE

PB-GATTA 7 5 — & O LI i

Disable Notification by
BLEBRR_GATT_IFACE_DISABLEA N> + Write Characteristic

A

MS_brr_remove_bearer()

BLEBRR_GATT_IFACE_DOWN4A R |_| Disconnection Indication

<&
<

3-4 PB-GATT IC & DL
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(4 FRnESaz=vJnE

TRES A=V IRT Stk bty v a vELIFERORELR. {1 VET—YavhnsTIOEY Iy
JTF—AnEBRAhETHIOE D aZ v INEARITEA, JOEDIZ VS PDUMNKBRENET, JRE
a3z 5 NETILPB-ADV TH>TH PB-GATT THH-o THR—DUMEMNETEINET,

FoIAECIVEFETNAAR

Mesh7 ) 5r— 3> MeshZX % v 4 | |B|uetooth/\‘73— ‘ ‘7”1:15937——7“-‘/(47\

;
JoEv sz snE
| PROV_EVT PROVISIONING_SETUPA X ¥ Provisioning Invite
[T [T

<
<

v

Provisioning Capabilities

Provisioning Start

<&
<

Provisioning Public Key

<

\ 4
\ 4

Provisioning Confirmation

<&
<

v

Provisioning Random

<

<
<

v

PROV_EVT_PROVDATA_INFOA R > Provisioning Data

A

MS_access_cm_set_prov_data()

P

PROV_EVT PROVISIONING_COMPLETEA X & k Provisioning Complete

<&
<

=
y

3-5 FmECaz=v un=

TOESa=Z i RBTOEX1) T4 YRV DRFD=H, TN HEREINET,
e Public Key KR T v FIZH VT, OOB(Out Of Band)& R 5 = &

e Authentication R 7Y FIZH T, 128 Ey FTRYBIRROIY FOE—%#HFHDEKE. F-IIHES
FHIZE X1 7HEEEZ AuthValue & L TEIRT B &

OOB T Public Key #E2# 9 5 1Z(X. Public Key & Private Key % MS_prov_generate_ecdh_key pl()T
AL, £FEht- Public Key # MS_prov_set_local_public_key() T Mesh R2 v JIZHRELET, Xt
MO TAEY3F—T/34 A0 Public Key DEEF AL, PROV_00B_TYPE_*< 4 AT MS_prov_setup()
MD5|% pdevice->00b [ZERELTL &L,

OOB Authentication @ AuthValue & L TERTIAEA: 128 B FEL#XIEL R_BLE_VS_GetRand() TEMT %
CEMTEET, Static OOB Authentication #FIFAT 5/ E. £k L1z AuthValue (&
MS_prov_set_static_oob_auth_pl() T Mesh X% v 7 IZ5&%E L T 7Z& LY, Output OOB Authentication
#FAT BHE. £ LT AuthValue [ MS_prov_set_authval() T Mesh A2 v JZREL T &L,
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FFEHA R

FToFAET IV RETIAALR

Mesh? 77— 3>

‘ MeshR % v & ‘

Bluetooth N7 5 — ‘

[FaEvar—F/i1%|

JREYaz= ity b7y T
MS_prov_register()

opt | OOB Public Key

MS_prov_generate_ecdh_key:pl()

O
MS_prov_set_IocaI_pubIic_k(-y( )
g

opt | Static OOB Authentication

MS_prov_set_static_oob_auth_pl()
g

MS_prov_setup()

A4

MS_prov_bind()

A4

loop J

O---1-0---O

'|_| Unprovisioned Device Beacon
- >

>

Connectable Advertising
for PB-GATT

|

v

JoEvaz=v g

Provisioning Invite

| PROV_EVT_PROVISIONING_SETUPA XY k
[

PROV_EVT_OOB_DISPLAYS R ¥ k
|

MS_prov_set_authval()

Input OOB Authentication
PROV_EVT_OOB_ENTRYA R > k

ay 1|
J Provisioning Capabilities

[] Provisioning Start
alt ] with OOB Public Key !

[I Provisioning Public Key
.............Wiiﬁsui.aa.é..ﬁugii.é..k;y ......

|_| Provisioning Public Key

t > 2 >

alt Output OOB Authentication

0
MS_prov_input_authval() !
711 >
'LJ Provisioning Input Complete
[I Provisioning Public Key
> < >
i Provisioning Confirmation
(m, Sl < >
i r'l Provisioning Random
. >l 2 >

PROV_EVT PROVDATA_INFOA X k

MS_access_cm_set_prov_data(

>
>

PROV_EVT_PROVISIONING MPLETEA X2 k

<
<

pY
=)

Provisioning Data
Provisioning Complete

3-6 OOB AT 5SAE

A

v
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34 Jox>
AETRHITOF O —N—F - EZTOF IS4 T MELTEMET H-0DREZRLET,
341 JOoxoH—/—

Mesh 4> )N TOdSLIETOX Y —N—CE LTEMETARZENTEET, MeshH T T055
LDOT7OXxH—NR—0EBELUTFIZRLETD,

o JOXLa—)L/3y HEABDZEE (mesh_core.c)
R_MS_BRR_Set_GattMode() T Bluetooth A7 5 —E— K% BLEBRR_GATT_PROXY_MODE IZEREL TL 2 &
W Ff=. 7AF T a—)L/Ny V%% MS_proxy_register() T Mesh A2 v 9 ([2&EEFLTL &L,

R_MS_BRR_Set_GattMode() & MS_proxy_register()DERAHIX. MeshH> T )ILT0OT S5 A
(mesh_core.c)® mesh_core_proxy_setup()DEEEZSHBL TS,

o ARYAHBTILT BRE4 225 DR (mesh_core.c)
TOXIISAT7 oD TOXUIEGERNLT 5128, MS_proxy_server_adv_start()TaARy 427
W7 ERBAD T #RIB LTS,

MS_proxy_server_adv_start()DEAHIIEL. Mesh %> 7))L FA 4 S5 L(mesh_core.c)®
mesh_core_proxy_start()DEZEZSHBL T,

e FAXLa—L/\y % (mesh_core.c)
TOXF AR M EZTRAEHOI—IILAAY VBE#BEEZELTLCESL,
TOXSISAT7UREEGEERILIL, GATT 7AXIH—EXANREMELSh B &,
MS_PROXY_UP_EVENT @K ENET, TAXFSHISA T MIF—)ILwPaId359 V7yvTT—F
229, AL bNA VTV REEHT SH1=6H. MS_net_broadcast_secure_beacon() T Secure
Network Beacon Z#{E L TL fZ& LY,

JOFxoa—iL\y o BEHOEREHE. Mesh B> FIIL T4 S5 L(mesh_core.c)d
mesh_core_proxy_cb()DEEESHBL TLZELY,

e TOXiEHEOYIE
TOXS9SAT7U FEDEHGETMT S(Z(X. R_MS_BRR Disconnect()ZF3a—JLLTLE&LY,

retval = R_MS_BRR_Disconnect(gs_proxy_client_conn_hdl);
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342 JOXxLHS54F7v b
Mesh B> IO SLXTOXFLHSATUORELTEETEZIENTEET, Mesh B> F)L70O
JS5LDOTaX oS54 T7 U MUBELUTIZRLET,

o FAXa— )Ly Y BEOEEE (mesh_core.c)
R_MS_BRR_Set_GattMode() T Bluetoth R 75 —# JOF L E—FIZEBEL T &L, £, FaxY
a—J)L/Ny B %E MS_proxy_register() T Mesh R2 w7 IZ&EELTLESLY,
R_MS_BRR_Set_GattMode() & MS_proxy_register()DERAHIX. MeshH > T )ILT0OT 35 LA
(mesh_core.c)® mesh_core_proxy _setup()DEEEZSE L TLE &L,

o JRAXIEHOMIL

TAFXFIH—N—tDTOX L EREHEILT 51-6. R_BRR_Create_Connection()Za—J/LLTLZ&
LW TAFIH—/IN—% XX v T BIZIER_MS_BRR_Scan_GattBearer()Za—/ILLTL &L, 7AF
B —IN—DT /N4 A7 KL RILBLEBRR_GATT_IFACE_SCAN THEHINhZFET,

st_ble_dev_addr_t remote_addr;
retval = R_MS_BRR_Create_Connection(&remote_addr, BLEBRR_GATT_PROXY_MODE);

e FOXLa—)L/Ny B (mesh_core.c)
TOF VAR FEZITWMD=6Da— LNy VBEBMERELTLESLY,
TOFIH—N—LEREZHIL GATT T7OF o9 —EXDNFHIE IS & MS_PROXY_UP_EVENT HVil
MEMNFET, MS_proxy_set_whitelist_filter()E7=IL MS_proxy_set blacklist filter()T7HF
DH—N—DTAFTTAILEE A TEHRFEL., MS_access_cm_get_all_model_subscription_list()
T7AX oY —N"—DTaFx T4V RYRMIB TR YT a7 RFLRAFEBMLTLEEL,
TaFxTa—iL\y Y BBOERERF L. MeshH > F)LT A4 S Li(mesh_core.c)D
mesh_core_proxy cb()DEEZSHBL TSN,

o TAXIEHEOUIM
TOaF oY —N—LDEHREYIMT SIZ1E. R_MS_BRR_Disconnect()Za—/ILLTLZELY,

retval = (API_SUCCESS == R_MS_BRR_Disconnect(gs_proxy_server_conn_hdl);

JOx o —nN—0O Mesh A2 v9 APl —45 U RAERBUBTRLET,
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3421 7OX 0 —HVR
(1) 7axi#gEoty b7y

AYUTNTOTSLFTOFOHECHELTEY., GATTRAT7S—IZOA#MIET D30T L—
AVITATURE, GATTR7S—TERY VTV TOTSLOBEERET I ENTEFET, SHITK
YU TNTAT S ALK, GATTR7S—IZDHXET S/ —FIZH LT, GATTR7S5—& ADVART 5 —
MTAYE—CFEETHIENTEET,

TRFLH—nR—/—F

Mesh7? 74— 3> MeshZX 2 v & ‘ ‘ Bluetooth R 7 5 —

JaxoH—nN—ntyt7TvT

| —

R_MS_BRR_Register_Gattlface Callback()
R_MS_BRR_Set_GattMode() lEJ
gn|

MS_proxy_register() -
MS_proxy_server_adv_start() j]

“ gn|

loop
[1 >
Connectable Advertising
for Proxy connection
®3-7 JOoXiBEDtY FT YT
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(2) FRXTEHEOHET

TOXT 05470 MITOXT IO —N—LEEEEI L. Mesh TO0F Y —E XD Notification ZH%h
ELET, ChIZLY., TAFXFVHISATURMEIGATTR7S—IZ& B Mesh A v tt—CDBIENTEE
T

FOFLY—nN—/— K

TRxT o547k
Mesh7 T r—> 3> MeshX & v & ‘ ‘ BluetoothR" 7 5 — J—F

TOxEROREST

Connectable Advertising
for Proxy connection

Y.

BLEBRR_GATT_IFACE_UPA R> + Connection Request

}--1

Enable Notification by
MS_brr_add_bearer() Write Characteristic Descriptor

<
<

A 4

MS_PROXY_UP_EVENTA R k
[
MS_net_broadcast_secure_beas:on()

1

v

i Secure Network Beacon
BLEBRR_GATT_IFACE_ENABLEA R Y

A

GATIR7 S —I2&k B AvtE—Y @IE

Tax ERO U

Disable Notification by
MS_PROXY_DOWN_EVENTA R k Write Characteristic Descriptor

7€

i BLEBRR_GATT_IFACE_DISABLEA N> k
(my

MS_brr_remove_bearer()

<

\ 4

TRFx I H—N—IZk B

R_MS_BRR_Disconnect() Disconnection Indication

4
Y.

BLEBRR_GATT_IFACE_DOWNA N> + |J

TOXL IS4 7Y RZE B UM

BLEBRR_GATT_IFACE_DOWNA N> k H Disconnection Indication

< <
< <

3-8 TRAFIEKOREL & LM
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35 JLY KLYy
ARETEILY R/ —RFFELFEO—RT—/ —RELTEFET 21-ONDEEEZRLET,
351 LY F/—F
TLY R/ —FRELTEETBICIE. TLY FEENEMESNILENHY FET, T2 FHEEEIETR
DVWITNIDFERIZCK >THEIMEEINET,
e OAVIT4TL—2329 54T kH Config Friend Set A v — %%/E
e 7TV —3 3 hMS_ENABLE_FRIEND_FEATURE() %34T

TLY FHEEOEMER. JLV Ry TORIOA vE—C0/RE., O—/1R"T7—/ —FADIEE L
2oLy FHEEICBES HMEE Mesh R 2 v I NBEITETT 20, 7TV 77— a Uiy 048
FHYFEEA,

352 A—/I\J—/—F

A—/NJ—/—FRELTHMET BICIE, ZTUy—Yavho—nRD—#Ez2Ea8L, LYK/ —F
[T LTILY ROy THRIZERTILENHYET, JLUFOy TOREILE. Mesh X2 v (&L
YR/ —FADORBLEHE L Scan DKL EBREZEETETLET .

MeshH >N TOYGSALIEA—NT—/ —RELTHET S ENTEET, Mesh o T )L7T0TS
LDOA—/KT—/ —RELTILY R Y TERILT H-HDREFLUTITRLETS,

FE O ABEEETIOA N PTRENE GO TUVET, AEEEZENLT HICE. 26 EESRLT
LOW_POWER_FEATURE_EN YV OMDEZZEE L TS,

o A—/TJ—HEEDHZNL (mesh_core.c)
MS_ENABLE_LPN_FEATURE() TO—/NT—H#Eex AL L T EELY,

#if LOW_POWER_FEATURE_EN
MS_ENABLE_LPN_FEATURE();
#endif /* LOW_POWER_FEATURE_EN */

e TJLYFYy TREIDER (mesh_core.c)

A—/X7—/—F&ELTILY R TEREILT 5128, MS_trn_lpn_setup_friendship() T Friend
Request A v —TZZEEFE LTIV, AEROSIKIZEFTILY FoyTa—uAAy 7BERICHZ, 7L
VE/—=FIZHTBENEDED RS SV TICEATENTA—FEREL TS,

MS_trn_lpn_setup_friendship()DERAAFILX. Mesh ¥ > 7))L F0O % S Li(mesh_core.c)®
mesh_core_lpn_setup()DEEZEZSHBL T Z&LY,

e JLYERYyFa—i/Ny 7 E8# (mesh_core.c)

Mesh X2 v I WNBHTHILUY ROy TAARY L EZITMAI—IN\Y VBB EREL TSN, 7
LY Ry THRENLT D& MS_TRN_FRIEND_SETUP_CNF DN EHIENET, FLILU RSy TN TIT S L
MS_TRN_FRIEND TERMINATE_IND M@&EhZET,

A—NT—/—FREILY R/ —FDILYRHY TR YToaV )R MY TR )T a7 RLRE
BMELERETIENTEET, Mesh Yo T TOTSLEFILY RV Y TOMEILE.
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MS_access_cm_get_all model subscription_list() THIRI VT a YR HALETODHYITRY
)T a7 FLAZERB L. MS_trn_lpn_subscrn_list add() TIZL Y K/ —FDILYEHITRYY)
ToarvyRMZEMLET,

FLY Ry Ta—in\y BEHOEREFIEL. Mesh ¥ > T)LF 04 S5 L(mesh_core.c)D
mesh_core_lpn_cb()DEEFZSHBL T &L,

353 A—ND—/—FDI—7 VR
(1) A—R"O—@EORMEEILY FOy TOER

AYTNTOTILFEA—NT—HEEICHIELTEY., JLY KR/ —FETLU RV Y TEHENLT S1:
&H®D Friend Request :X{E#FAB L £ 9,

o—/;7—/—F

Mesh7? 74— 3> MeshZX &2 v & ‘ ‘ Bluetooth R 7 5 —

O—/\7J—#EDENLET LU ROy TOER

MS_ENABLE_LPN_FEATURE()

= A

MS_trn_lpn_setup_friendship()

loop

'H Friend Request

v

39 O—RT—HWEOAMLETILYFOy TOEKR
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FFEHA R

(20 2LYF

2y TOREIL & UM

JLY R/ —FM50 Friend Offer #2EFT A5 TILY Ry TAREILSNET, JLVEYYTD
B, AU TLTOTS5LIFT LY K/ — K® Friend Subscription List T2 TDHYTRAS Y T 307
FLREEHLET., ChiTkY., ShHDYTRI VT3 VF7RFLREBDAYE—CETILY R/ —F
NEFLET, —A. MeshRZ vV FEHMICA v E—JR—1) VT ERITL, JLY R/ — Kb Ay
+t—CEZELFET,

TJLYE/—FADAYyE—UFR—1) T DREAERK L. Friend Poll Timeout DFEEIZE>TIL UK
Dy ThYIENDE. KU TITATSLIFTILY ROy TEHIT 51-80D Friend Request %%

BRLFEY.
a—/i\J—/—FK
Mesh7 T 77— 3> MeshRX & v & ‘ ‘ Bluetooth " 7 5 — ‘ | JLYER/—F
7 :l/ > Ry JDREL & Friend Subsc:ription Listo B %t |

!

Friend Request

Friend Offer

Y.

_____qr________

MS_TRN_FRIEND_SETUP_CNFA N> k

v

A

Friend Poll

Friend Update

A 4

A

MS_access_cm_get_all_model_subscription_list()
MS_trn_lpn_subscrn_list_add() ?
gu!

MS_TRN_FRIEND_SUBSCRNLISIT_CNF'f A

v

1

A

Friend Subscription List Add

Friend Subscription List Confirm

<
<

<

A—NR7—8f& A v E—UR—1) 25

A%

v Ry Tk

[1

y

Friend Poll Timeout® 5 4

MS_TRN_FRIEND_TERM INATE_-IND*( P

Friend Poll

Y

7

— CH%

YRy TOER
MS_trn_lpn_setup_friendship()

loop

i

Friend Request

v

B 310 LKy TORELE VI
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A—/RTJ—/—FhB LY ROy TEBRMICUIERT 515E(E. MS_trn_lpn_clear_friendship() T
Friend Clear A yE£— U & FEL TLZE L, UIBIDSE T IE MS_TRN_FRIEND_CLEAR_CNF A N> F TEAM S
nEY,

O—/)\J—/—F

Mesh7 T r—> 3> MeshZX & v & ‘ ‘Bluetooth’\‘Ti— ' | JLYK/—F

JLY Yy Ty

MS_trn_Ipn_clear_friendship()

A\ 4

Friend Clear

MS_TRN_FRIEND_CLEAR_CN FARY R |_| Friend Clear Confirm

\ 4

A

311 TLY Ry TOuE

354 JLYKR/—FDOY—H52R
(1) ZL> F#sEOAEDIE

AVI7490L—2a 0095470 oI LY FBENESIEENDZET, XYL TLTOTSLIEED
LYR/—RELTEET B ENTEET, MeshRE VI ETLY Ry TORIOYEED I LY
K/ —F8EICEAT B4R FEBHMLEEA.

JLYkR/—F

avIq4dL—vay
Mesh7? 7)) ir—a > MeshZ & v & ‘ ‘ BluetoothN 7 5 — 954 TF7 R/ —F

JLYR/ =KDty b7y T
i l Config Friend Set

A

v

Config Friend Status

E312 7Ly F#EE0FEME
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(2) LY Ry TORETE LI

IJLYR/—F

Mesh7 74— 3> MeshX &2 v & J ‘ BluetoothR 7 5 — || | O—/\J—/—F

J L2 KLy O ML & Friend Subscription Listd B 7

Friend Request

A

i
i
[T

Friend Offer

Friend Poll

<
<

»
>

\4
\ A

Friend Update

N

! Friend Subscription List Add

ST]
'lJ Friend Subscription List Confirm

A 4

JLYFEME

JLYRYy Tnun

Friend Poll Timeout® ¥ 4
]

B 313 LRy TORELE VI
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36 avI74JL—v3ay

AEICEaAYI4 9 L—avd—N—DREAEEZRLET,
361 aAYI249L—Y 3 Hg—/—

TJOEYSIZVIDTETER. /—FNEETIICE->TEIETHICIK, av 7459 L—2 30935347
ST TN —2a30F—0NRTY Yy a7 LA H$TRIYTLavF7 FLREVSEBRERRES
TERZBEAHYET, ChOoDBRERERE. 20749 L—a3VETIICK->TaAYI49LL—ay
AT—bhELTHRDODNET,

FI)r—avhariqdL—2avd—NnN—EFTILEERITZE, AV T4 L—2 3V RTF—F
DA EFEEI Mesh RE2 VI IZHERENET, MeshREZ v HI(F, av T4 L—>3avd9S5SA4T7 2
S5aAVI4 8 L—2a3vitiyt—CERETEE. AV I« T L—Y 3 VR T— FEBEMICEHLES,
DS, 7FVr—23oNarIqfL—Ya AT 2BEBTIREEHY FHA.

Mesh R v (&, A—AILDAV T4 L= a3V AT—RIFTIORRTB=0H0 AP #RELET,
FIVr—2avETnNoDAPI Z2ERTHCET, AV I« L—Ya v RTF— MIBEE7IERT S
EXTEFT, AT L—2 a2 RT—RMIT7 O ERT B=HD API 1L, Bluetooth Mesh X% v 4 API
Y= a7 )L (blemesh_api.chm)®[Modules]>[Mesh Core] >[ACCESS (Access Layer)]>[API Definitions]IZ
SEE ESMNT=-MS_access_cm_get *()ESHBL T,

Mesh5>FILJOSS LA T4 L—a303—NnN—ELTEELET, Mesh B2 TL7055
LDAV T4 L—2 a3 v—NR—FETFILOEEERLET,

e AVIT4 L= a3 Y —N—EFILDEEH (mesh_model.c)
MS_config_server init()Ta v 7449 L—a oY —N—FTILEILAY MIEELET,

MS_config_server_init()DEAHIX. Mesh ¥ > 7))L T 045 S L(mesh_model.c)d
mesh_foundation_model register()MEEFSHBL T &L,

e VT4 L—Y 3 Y —/8i—a— LNy E# (mesh_model.c)
A4 0L—23 9S4 T7 UMD BRIELEZAVvE—DEZITMSO—IIN\YIVBERERELET,

AVT4 L= 3o —nN—a—)L\y Y BEBOEREHFIE. Mesh H> F)LTB5 S L(mesh_model.c)
® mesh_model_config_server_cb()DEEFSHBL T &L,

A4 Lb— 30— I"—DMeshRE2 Y9 APl O—45 U REREBIZRLET,
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362 aAVI4JL—LavY—nR—0I—4UR
Config Node Reset A v —C%#ZEF 5 &, MeshRE vV (FLTDaAY T4 L—YaVRT—LE
BELET, FEAYUILTOITSLEMCUZEYEY ML, TRED 3=V 2BEETLET,

avI49Lb—vavy—n—/s—F

Mesh7 7 45— 3> MeshZX & v & J ‘
avIq4Tb—Yarv—nN—-ntEyrt7TvT

—| MS_config_server_init()
|

avIJ49Lb—v3ay
A Al WESEN

aAVI4TLb—vavivte—CU%E

a—)L/\y 7 B3 (Configuration Server) ] Configuration * w £ —

<
<

IEEEE: TL— 52 RO R |

Configuration Acknowledgement* v £ — 2

A4

Config Node Reset* vt — ¥ %1

il

a—)JL/\y 4 BE%L (Configuration Server) ] Config Node Reset

<
<

[ 3vo17L—vavERDEE |

Config Node Reset Status

\A

MCUY) v

B 3-14 Mesh %> 7L FA 5 5 LD Configuration Server BifE
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3.7 ANILRETIL
AETIEANILRAY—NN—DEEAEFRLET,
3.71 AJLRYHG—/—

ARG —IN—[IANILRISA T2 M LD Health Fault Test A v tE—JIZ& YR ITTFR MEEITLE
T, EE-ANILRYSA T2 B0 Health Attention Set A v E—U Ik Y 7P TFooa v a4 ERRELE
ERS

MeshH > TN TATSLIEANILNAY—N—ELTEMELET, Mesh > T TOTSLOEILITTR
NET7ToavBATBADEEZTRTLET,

o ANJARY—N—FETILOZEEE (mesh_model.c)
MS_health_server_init() TAINRAHY—N—FTILEI LAY MZEHELET,

MS_health_server_init()DEAHIX. Mesh %> FLF0 4 S L(mesh_model.c)®d
mesh_foundation_model register()MDEEZFZSHBL T &Y,

e TAIID®DESE (main.c)
Health Fault Test A vt —UDREICKYEFTT I L ITITAMDTRAFIDZEEELTLIESLY,

TRX L IDDOFIE, Mesh ¥ > F)LT A4S L(main.c)d e_mesh_health_test_id t DEE#SHWL TK
fZEL,

o TR MEAH®DESE (main.c)
Health Fault Test A v t—CDZEICKYEFTT S EILITITAMDTR FEABEEEL TLESLY,

TR FEFOEREFIL, Mesh ¥ > F)LT 04 S L(main.c)®D mesh_health_self_test_00().
mesh_health_self_test 01()DEREZFSHBL TL &L,

e TRANMIDETRNEAKDEEE (main.c)
EEZLETRAFIDETR FMEABOHEEEZHR LTSS,

TALID &ETR FABDEEHX. Mesh > F LTS S L(main.c)D
gs_health_server_self_tests DEEZ#SHRL T ZELY,

o EITTRAMMERDEMEEH (mesh_model.c)

TH—IL FRT—FIANLR TR MERZIENML T Health Fault Status A v E— 2 ##ET 51260,
MS_health_server_report fault()ZZE{TLTLEELY,

MS_health_server_report_fault()D{EAFIL. Mesh ¥ > F)L T 045 S L(mesh_model.c)?d
mesh_model health_server_ fault_status()DEEZSE LTI,

e 7TFyiavi4A4<a—)L/vyE# (main.c)
Health Attention Set A v E—UICK YERITEINET T2 a3 A=\ Y BEHEERELET,
FToari A IDBBEIEMS_HEALTH_SERVER_ATTENTION_START 4 N> k., BERRIE
MS_HEALTH_SERVER_ATTENTION_RESTART A R FM@HENFET, ThoDA R MI&Y LED Rl
EDTTUIa vEMEERIBL TS,
TToar3AIDEIEFIEMS_HEALTH_SERVER_ATTENTION_STOP 4/ N hAEHISNET, DA
RUMZEYT7TooavEBEEFELELTIZEL,
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TTooavi4Ia—)L\y VEBOEREHIL. Mesh > TI)LT B S L(main.c)®D
mesh_health_server cb()DEEEZSHE LTI,

3.7.2 ANLRY—N—DI—7 IR

ANJRAY—/N—/ —F

‘ Mesh7? ) r— 3> ‘ ‘ MeshR & v & “

ANVAY—N—DEY b Ty T
[] MS_health_server_init()
I gn|
NILVRGSA TR/ —F
Attention TimeritZ &
alt J Health Attention Set Acknowledged% 15 B
MS_HEALTH_SERVER_ATTENTION_START Health Attention Setx v —
| Health Attention Status* vt — R
Health Attention Set Unacknowledged% {5 B
MS_HEALTH_SERVER ATTENTION_START Health Attention Setx vt —o
< 1]
Attention Timer B £ &)
alt
opt | Health Attention Set Acknowledged {5 %
MS_HEALTH_SERVER ATTENTION_RESTART Health Attention Setx vt —
| Health Attention Status A v 2 — R
Health Attention Set Unacknowledged? {5 B
MS_HEALTH_SERVER_ATTENTION_RESTART Health Attention SetA vt —
=
Attention Timer{% 1E
MS_HEALTH_SERVER_ATTENTION_STOP Health Attention Setx v +—
< i
TILT TR MEST
alt Health Fault Test$ {5 B
P w772 s Health Fault Test* v #—%
MS_health_server_report_fault() R
| Health Fault Status * v £— % -
Health Fault Test Unaknowledged3Z 1S B
_MS_HEALTH SERVER ATTENTION_START _ Health Fault Test Unaknowledged X v £ —3°
| MS_health_server_report_fault() |

E 3-15 Mesh %> 7 )F0O45 S5 LD Health Server BifE
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3.8 77UV Hr—avETIL

FIVr— a3 UoNFERIREETILE. FIUS5—2 30D ) A& >TEBYES, 7TV H5—
aviE, —DOOETILERIIEHOETIVEFERT S EMNTEET, Mesh R4 v 7 [L. Bluetooth
Mesh Model T CEESN-ETILEFRT DE=HDAPIZ7 TV r— a VIZRILET,

AETlE, Mesh Y > F)LTAH S LD Generic OnNOFf ETILDEEZSHBLENAL, 7TV H5r—a Y
ETILDREREZERLET,

Mesh 4> 7 )L 7T A4 S5 Ll Generic OnOff ¥ 5 4 7 > k£ 1=I& Generic OnOff —/\—& L TEIMEL F
3, Generic OnOff ¥ 54 7 > k. Generic OnOff 4—/\—® Generic OnOff X 7— k% ON F =1 OFF
IZZEHEFT B ENTEET, MeshH > TILTASS LD Generic ONOff ETILDEZEFZLUTICRLET,

3.81 H—/—FEFI
o RT—FEBDEE L MHE (mesh_model.c)

AT— DA VREZVRETAO—NILVEHELTES L. AT—FEHZIHE LTI,

Generic OnOff R 7— LD EEHIIE. Mesh Y > T )L T A4 S Li(mesh_model.c)® gs_onoff_state %
FSRLTLEESL,

Generic OnOff R 7— D #HAEHIIEL. Mesh 4> TF)L TS S Li(mesh_model.c)d
mesh_application_model states_init()ZZHBL T &L,

o H—/—FETILDOEEF (mesh_model.c)
H—N—FTIEZDILADVMNYERIL, =Ny BEBOEZERELET,

Generic OnOff 4 —/N\—E T I)LZEEFDFIILX. Mesh ¥ > T )L T 045 S L(mesh_model.c)®D
mesh_application_model register()MDEREZFZSHBL T &L,

o H—/N—FET)La—)L/\y B (mesh_model.c)
DSAT UMD AvE—CFZITRY, JO0—NILEHELTERSIN-RT— 2 BETEH-0DD
A=Y VBERERELTLEEL,

Generic OnOff —/N—F F)La—JL/\y Y B DOEEHIEL. Mesh H> T )L T 045 5 Ly(mesh_model.c)
D mesh_model_onoff_server cb()DREFSHBL T &Y,
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382 US54 F7VFETIL
e U547 FETIDEEE (Mmesh_model.c)
DSATFURETILEFDILAYMNYRIL, A=Ay BEBHEOEFEERELET,

Generic OnOff ¥ 54 7 > b ETILEEZDHIIE. Mesh %> T )L F 045 S L(mesh_model.c)®d
mesh_application_model register()MDEEZFZSHBL T &L,

o FytE—CFZ(TEBa—I)L/Ny 7 B (mesh_model.c)
Y—N—DoDAvE—CERITMAI— LN\ Y VEABEEELET,

Generic OnOff ¥ 54 7> FETILA—ILNy VBEHDOEREFIEL. MeshH T NTOT S5 L
(mesh_model.c)® mesh_model onoff_client_cb()DEEFZSHEL TS,

o Ayt—TMEERM (mesh_model.c)

GET®SET LWV otz A v —UZFEETHIEMERELET, 51T, 7IUr—2aviETyax
AYFEVNIIZRNIBIZHLT, ShoDBEHERTTILELHY T,

Generic OnOff A v — MEEHIEL. Mesh 4> T )L TS S L(mesh_model.c)d

mesh_model_onoff_client_get(). mesh_model onoff_client_set().
mesh_model onoff client_set unack()DEEZSHELTL I,

Generic OnOff ET )LD Mesh A2 w49 APl —4 U R EREBIZRLET,
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3.8.3 Generic OnOff EFILD—4H VR

Generic OnOff Client / — R & L TENMET S Mesh B> TILTRT S ALK, R—FEDRA vy FARET A
% & Generic OnOff Set Unacknowledged * v t— ##{ELET ., —A. Generic OnOff Server / — K &
LTEMET S Mesh ¥ > FILF04 S L&, Generic OnOff Set A vt — T FE1=I1& Generic OnOff Set
Unacknowledged * v £—C#%#2ET 5L, R— FEDLED 24 U FEA TICHIBILFT,

Generic OnOff Client/ — F Generic OnOff Server/ — K

Mesh7 7Y r—> 3> Mesh7 T r—> 3>

| MeshZX &2 v & | ‘ ‘ ‘ MeshX 2 v & ‘

[ R4vF@T

MS_generic_onoff_set_
unacknowledged()

Generic OnOff Set

" [] Unacknowledged * v £ —

a—JLNy B

- [] (Generic OnOff Server)

>
L

| LEDDA># T |

X 3-16 Mesh %> 7 FA%5 S5 LD Generic OnOff €T ILENE

3.8.4 Vendor Model ®—45 2R

Vendor Client / — K& LTEIET 5 Mesh B> FILTAT S LK, avY—IhbANShizXFH%E
Vendor Set Unacknowledged # v+ — T#EELFET, —A. Vendor Server / —F & LTEMEST 82T
JL7FBa%5 5 Alk, Vendor Set * wt— T F 1=[% Vendor Set Unacknowledged * v+ —C%#2EF 5 &, O
V= VIZXFHEHALES,

Vendor Client/ — F Vendor Serer/ — K

Mesh7? Y r— 3>

| MeshZX %2 v 4 | ‘ ‘ ‘ MeshX & v 9 ‘

Mesh7 T r—> 3>

| aVY—ILAR

MS_vendor_set_unack() Vendor Set Unacknowledged

'[] AytE—Y

. a—LNy VK
g [] (Vendor Server)

|

| avY—ILHA

X 3-17 Mesh ¥ > F)F0%5 S5 LD Vendor €T ILENE
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3.8.5 Mesh E—4 #k

MeshH > FIL TR S LiE Mesh R 2 v I D LA ¥—hH#% 325 L 1= Protocol Data Unit(PDU) & Secure
Network Beacon(SNB)Z a3 >V —IILLEIZCATHEATEIENTEFEFT, ChIZkY Mesh 7TV r— 3>
DOREE. BERKRERZICEBTILNATEET,

Mesh 5> F)ILTAT S5 LD Mesh E= A BZFELEEZLUTIZRLET,

FE O ABBEETIOA N PTRENE GO TUVET, AEEEZEMLT BHICE. 26 EESRLT
CONSOLE_MONITOR CFG YV AMNEZZEE L T 2L,

e Mesh E=— 4 #EED AL (mesh_core.c)
MS_monitor_register pl()T Mesh E=4##AEZHIIEL T &Y,

MS_monitor_register pl()D{ERAIX. Mesh+ > 7))L T 04 S Li(mesh_core.c)?d
mesh_core_monitor_setup()DEHEEZSHBL TLEZELY,

e Mesh E=42a—/L/3v /% (mesh_core.c)
Mesh E=2 3— LAY IBEKICIDY—IILADENUREEEE LTI,

Mesh E=4 a—/)L/\y Y BB OEREHE. Mesh B> FILTA S S L(mesh_core.c)®
mesh_core_monitor_access_pdu(). mesh_core_monitor_trans_pdu().
mesh_core_monitor_ltrans_pdu(). mesh_core_monitor_net_pdu().
mesh_core_monitor_generic_log() %ML T 2Ly,

Mesh E= S #EEMD Mesh R 2 w9 APl —4 VR EREIZRLET,
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3.8.51 Mesh E=2#EED—7 2R

AYLTNTOT S LIEMesh R2 v D Mesh E—A#EEFAMELET ., MeshRE2 VI D& LAY
—hV&E3Z{E L 1= Protocol Data Unit (PDU) & Secure Network Beacon (SNB)(Za—)L/\wy VA T@EM S h
F7,

Mesh7 T r—> 3> MeshX 2 v &

MeshE =2 ety b7y T

—| MS_monitor_register_pl()
|

Ayte—TURE

Ayt—2

A

a— )L\ 9 BEE (Newtork PDU)

<

a— )L\ 4 BEEL (Lower Transport PDU)
a—JLs\w Y E8% (Upper Transport PDU)

a— )L/ 7 B8# (Access PDU)

<

A yt—TREE

3 — )L\ J % (Newtork PDU)

<
<

a—)JL/\y 9 BEEL (Lower Transport PDU)

<

a—)L/\y 4 BEE (Upper Transport PDU)

<

a—JLs\v Y E8% (Access PDU)

<

Ayt—T

v

Secure Network Beacon® {E

Secure Network Beacon
a—JL/\y 7 B3# (SNB) h

<
<

Secure Network Beaconi% (S

I —JL/3y JRA% (SNB) }

<
Secure Network Beacon

>

X 3-18 Mesh E=4 i#tt
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4. Appendix

4.1 Command Line Interface 7045 A

Command Line Interface (CLI)I&. PCWSL U T7ILA V32 7 2 —REBHT Mesh R42 v API 2E179 5%
=DA% 7 T —RXTT, Bluetooth Mesh R4 w4 /Xy 4 —[Z1E Command Line Interface 704 5 L
(mesh_cl)h&FENFET,

ATOTSLEFERTHIET, Mesh A2 v I DEBBEEIEEHZRTEET, EoITMeshRE VY
APl ZERHIE LT, KTOYFLDY—RIA—FREBBIHENTEET,

4-1|Z Command Line Interface 7O 4S5 LOFERAFIZRLET,

RX23WRFR— F
(TB for RX23W £ 7= TB for RX23W module & 7z 1ZRSSK for RX23W)

B 4-1 Command Line Interface 7045 S5 LD {E A

4-2 [Z Command Line Interface D> —#4 Y A PlERLET, AT A4S S LI Provisioning Client &
Provisioning Server, Configuration Client & Configuration Server & W\ > =l ADA—/)LEEITTEET,

mesh_cli mesh_cli

L. ) Provisioning L.
Provisioning Client Provisioning Server

root->core->provision->setup 2 1 root->core->provision->setup 1 1

[ Beaconing ]

Invitation
Exchanging public keys
Authentication
Distribution of provisioning data

. . . Configuration Model i
Configuration Client Configuration Server

root->model->modelc->config->
publishaddr 100

root->model->modelc->config->
compositiondataget 0

[ Composition Data ]

root->model->modelc->config->
appkeyadd 0 0 12345678

[ AppKey List ]

root->model->modelc->config->
modelpublicationset
100 c001 00 3f0 0 0 1000

( Model Publication )

root->model->modelc->config->
bind 100 0 1000 1001

[ Model to AppKey List ]
I
I I

4-2 Command Line Interface ® < —4 > Xl
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FFEHA R

Command Line Interface 7045 5 LMD EJL FIRBHEECDUVTIL,

TRX23W %' JL— 7 Bluetooth Mesh

2Byl ZRB—RT v THA K] (ROIANASTAD 6 EEBBL. T—HRAR—RF (LY FIZERKSh
fzmesh_cli 7Ry FEFEALTLLEELY,

Target Board for RX23W & RSSK for RX23W [, PC &@IET 51D USB L) 7ILEBREFEBEH L TL
F9 . Command Line Interface #1&4E9F BI1ZI1&. PC LTIV ZILA—SFILY—)LEFRL T,

(51 : Tera Term)

% 4-11Z Command Line Interface 7A4Y S LEBIET HH-HDL ) FILKR—FEEERLET .

£41 SYTFIEKR—FRE

|\A =
R—L—F 115200 bps
F—4 8 bits
AU L 7L
AbkyF 1 bit
7 O —ifE L

Command Line Interface ME#RIZ DLV TIL, Bluetooth Mesh R %2 v U /8y r— U RS T=
FITDemos\mesh_cli\mesh_cli_guide.pdf #ZB L T 2 &Ly,
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Bluetooth® M7 — K< —% & 10 IJ1& Bluetooth SIG, Inc NEFTE T 2 EEHEZETHY . ILRPFRXILY
FOZ ZBKXESHFIINODT—IESAEVRIZEDVWTHERALTVEY, FOMOBEES K UEIERE
EBEETNhZThORMEEIZEEBLET .

RX23W %' JL— 7 Bluetooth Mesh R 2 v 7 [FRDA—T Y —RAY T bz 7H#FERLET,

crackle; AES-CCM, AES-128bit ##E
BSD 2-Clause License

Copyright (c) 2013-2018, Mike Ryan
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS 1S"
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DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
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SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
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OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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