RENESAS FINr—a/—t

RX77=21)

RX65N [Z# 1T 5 Amazon Web Services ZFIf L 7= FreeRTOS OTA MO EH
7i%(v202210.01-LTS-rx-1.1.0 LARE XTIt hfr)

[FC&HIZ

X7 TYH5r— 3>/ — kTlE. FreeRTOS with IoT Libraries ETOTA TE7 U5 — a3 V2 FEAT
BFIFEHBALET, EXxa) T ICBETAHEMIE TILAYR MCU IZB1F3 0 7—L9 77 v IT—
P DERETAETH(RO1ANSS548)] 2 E L TL2&LY,

] X7TU4H5—3 3>/ — k& FreeRTOS-v202210.01-LTS-rx-1.1.0 LABE D FreeRTOS IZxths L1=F
g &% Y F£9, FreeRTOS-v202107.00 LLRIID FreeRTOS #EH7 515 &1& TRX65N [2HI1+5D
Amazon Web Services ZF|A L= FreeRTOS OTA MEIRAE(RO1ANS549)] #SHBLTLfE&
LY,

BERERR T /N R
RX65N. RX651 4 )L—7

N—FK9zx7
CK-RX65N

SERXa1 AV
LAHR MCU (2827 7—LY T 7Ty F5F— FDHEHAE (ROIAN5548)

RO1AN7037JJ0100 Rev.1.00 Page 1 of 67


https://www.renesas.com/search?keywords=R01AN5548
https://www.renesas.com/search?keywords=R01AN5549
https://www.renesas.com/search?keywords=R01AN5548

RX 77 X 1) RXB5N IZ# [+ % Amazon Web Services ZF|F L = FreeRTOS OTA MEIR
#3i%(v202210.01-LTS-rx-1.1.0 LARE*T It hiR)

B
(R - ST OTRUSRR U 3
L G N RSSO 3
(I Lt o s Al Ly e i g H RSO 4
AT LT 35— { O Al N I ) OO 4
= - 1= - S 5
2.1 TeraTeram M A Z2 R R =)l et e et e et e e et e et e e e nas 5
A e oL W R B R el TR 6
b T O 1o T o I A I/ R (i G el SRR 7
24 Renesas Image Generator M A 2/ R B m=Jl .ottt 8
A I 6 (€ 8 (Lo Ok - R 10
I A\ XD 1= 3 =S TTORTTRRRRRR 1
KT T N VIV R I ey [N /) B 5 e (0 (R 12
K NV R Y ey Iy 4RO 14
B3 TN R AW S [T R T B e et 14
KT T B S () T < R 14
332 TINA R (B ) 2 AWS 10T T R oo e ee e 16
KT T B o 7 S G )Y - SRR 20
34 AMAZON S3 TN Y RO .o e 21
35 IAMA—HF—[COTADEITHERZZIY ZT B oo 24
. T N R ) R T e e 33
I - Oy g 114 = =24 ) F= =y R 33
42 WHIN—=D 3 DT 7T DT TREE oo 36
S B A B by A () B G0 el O P 36
422 TO U T R D oottt ee ettt ettt 38
B T A B by A = 3= O 40
424 FNEAT 7 =L I T DAVERL oot 46
R T\ R O NI = 5 (/D K= R 50
D T T N T T ) R e 57
SR == o e N I g - 57
T I I A e I/ % SRR 57
I G N I /) L < OO 58
B. R T T I T i e 66
R01AN7037JJ0100 Rev.1.00 Page 2 of 67



RX 77 31) RX65N IZH (T35 Amazon Web Services ZFIF L 1= FreeRTOS OTA NDEH
#3i%(v202210.01-LTS-rx-1.1.0 LARE*T It hiR)

1. =
1.1 YRTLEE

KIETIE. CK-RX65N BHED T 1 7L\ I BEERIE <A 32 RX65N 2R L. OTA ZEHRT HI5ED
BEMEZRLET,

FTaATILNUHHEEXIEY 4 32 TIX. ROM % Execution area (£175818) & Temporary area(/X\v 7 7
BEDICHEIFT S EMNEIEETY . Execution area & Temporary area (FEIMJICHIYEBZ 2 EMNTE,

Execution area TEIBEN\—2a DY I M Iz 7 EHESELEALEH 77—LD T 7% ROM IZEZAD
CEMNEBETT .

LUTIZOTAETHOAEYEBELY., TaFINANVI#EEEFRALENVIRDTy FIZEEAEYY]
UBZDEMEEZRLET,

(1) Initial state (2) Initial firmware write (3) Initial firmware verify (4) Initial firmware boot
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(5) Updated firmware write  (6)  Updated firmware verify (7) Bank swap
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GE] 1. K> TILTIE Cellular BIEEZFERALTWET,
2. CK-RX65N {1ED SIM A— F&FERTEIBEIE. UT7TVr—23>/—rD (415
Activating SIM card] #SB L. SIMA—FDT7 I T4 R—=2320FTo>TLEELY,
SIM activation, Creating the trial account and using Dashboard with RYZ014A or Ethernet
Application for AWS - Getting Started Guide (R01QS0064)
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ATEIOD Y COBERRESE(Y T b 7)EUTISRLET,
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2. EHT#EfR

2.1 TeraTeram DA VR k—JL

(1) TeraTerm D& H>O— KA MZIF7HE€RT B
TeraTerm &2 > O0— K44 k(GitHub)

(2) TeraTerm DA YR F—5—%4Ho0—FK9 %

a2 Tera Term 4.106 (ue)

M nmays
> teraterm-4_106
o 8433752(9)

Compare

Source code is not available.

v Assets 4

Dteraterm-4.106.exe 12.2 MB

Pteraterm-4.106.zip 8.63 MB
@Soulce code (zip)

@Soulce code (tar.gz)

b 4 4 people reacted

B) 41 YAF—5—%FETL, ENIZH-TTeraTerm #A VA +—ILT %
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Jul 12
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22 PythonDA VX b—)L
(1) Python DA™Y O— KYA M7 o ERT 3
Python £ > 0—KH#A k

(2) Python3.11.0 DA VR r—5—%4H>O0—FK3 5%

Python 3.11.0 ® Download % &R

Looking for a specific

release?

Python releases by version number:

Release version

Python 3.9.16
Python 3.8.16
Python3.7.16
Python 3.11.0
Python 3.9.15

Python 3.8.15

Release date

Dec. 6, 2022
Dec. 6, 2022
Dec. 56,2022
Oct. 24, 2022
Oct. 11,2022

Oct. 11, 2022

& Download
& Download
& Download
& Download

& Download

Click for more

Release Notes

Release Notes

Release Notes

Release Notes

Release Notes

Release Notes

EAT B 0SICEDLERA VA M—5—&8 70— FLTLEEL,

.
Files
Version Operating System Description MD5 Sum File Size GPG  Sigstore
Gzipped source tarball Source release c5f77flea256dc5bdb0897eeb4d35bb0 26333656 SIG CRT SIG
XZ compressed source tarball Source release fe92acfa0dbobaf5044958edba51d463 19819768 SIG  CRT SIG
macOS 64-bit universal2 installer macOS for macOS 10.9 and later 98fa94815780c9330fc2154559365834 42602603  SIG CRT  SIG
Windows embeddable package (32-bit) Windows 0888959642ccB8af087d88da3866490a5 9560053 SIG CRT SIG
Windows embeddable package (64-bit) Windows 7dfof4244e5a66760bTcaaed58e86¢93 10545380 SIG CRT  SIG
Windows embeddable package (ARM&4) Windows e3dbbd5d63c6ch203adc6c0c8casfaf7 9765886 SIG CRT SIG
Windows installer (32-bit) Windows e369a267acaad62487223bd835279bb9 23987136 SIG CRT SIG
I Windows installer (64-bit) I Windows Recommended 4fel1b2b0bb0c744cfT4aff537fTcd7f 25157416 SIG CRT  SIG
Windows installer (ARM&4) Windows Experimental 18e5bd9a4854109adf3b77cTcodcided 24289144 SIG CRT SIG
.~ = === Za - N
B) A2A+—=5—%FTL. ERITHS>TPython 4/ VA +—ILT S
-~ > — >
4 R F—)LEET lAdd python.exe to PATH] [TF T v ZANT S,
- Python 3.11.0 (64-bit) Setup = X
Install Python 3.11.0 (64-bit)
Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.
—> Install Now
C:¥Users¥brich¥AppData¥Local¥Programs¥Python¥Python3
Inclu
Crea
python . |
4 Use ad p g py.exe
of
- I @ Add python.exe to PATH I Cancel
windows
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4) avrRF7orTr#REREL., Python 3110 N1 VA F—ILShTWS I L 2HRET S
LUTOaATU FEETLT, BEHRARTEINSGZEEHRLTIZEL,
python -V

(5) Python [ZEEE1LS 4 TS 1) Tpycryptodome] 4 VX b—ILF 3
UTOITU REETLT. BEIESATIYEA VR M—ILLTLEEL,
pip install pycryptodome

2.3 OpenSSL DA VR =)L
(1) Win32/Win64 OpenSSL D& H > O—KY A M7 ERT 5B
(Win32/Win64 OpenSSL Installer for Windows - Shining Light Productions (slproweb.com))

(2) OpenSSL DA VR b—5—%4H00—FKF 5
FATHO0SICELERA VA —5—% 40— FLTLZELY,

‘Winé4 OpenSSL v3.0.12 Light 5MB Installer | Installs the most commonly used essentials of Winé4 (
EXE | MSI by the creators of OpenSSL). Only installs on 64-bit ve
chipsets. Note that this is a default build of OpenSSL a
information can be found in the legal agreement of the

Winé4 OpenSSL v3.0.12 140MB Installer flinstalls Win64 OpenSSL v3.0.12 (Recommended for sc
EXE | MSI [OpenSSL). Only installs on 64-bit versions of Windows
this is a default build of OpenSSL and is subject to loca
found in the legal agreement of the installation.

‘Win32 OpenSSL v3.0.12 Light 4MB Installer | Installs the most commonly used essentials of Win32 (
EXE | MSI 32-bit OpenSSL for Windows. Note that this is a defau

and state laws. More information can be found in the l¢
‘Win32 OpenSSL v3.0.12 116MB Installer | Installs Win32 OpenSSL v3.0.12 (Onlv install this if vou

8) AYAF—5—%FETL. ENIZH->TOpenSSLZA4 VR +F—ILT B
OpenSSL M DLL M&7E5IZIE [The OpenSSL binaries directory] Z:#IRL T &Ly,

(4) RHB— K A=a—mi5 Win64 OpenSSL Command Prompt %179 %
B opensst
q Official OpenSSL Documentation
C) Official OpenSSL Website

- Win64 OpenSSL Cormmand Prompt

q Windows OpenSSL Website
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openssl version

BN Win&d OpenS5h Cormmand Prompt — O x

2.4 Renesas Image Generator D1 > X k—)L

Renesas Image Generator (&, 77 —LDz 77T T— ED2—ILTHERTZI77—LIT7A *—
CEERTHA—T 1) TF 4 Y—ILTT, Renesas Image Generator (377 —LD 77y ITF—F+E
Ca—IIMERTEIUTDA A—CHEERTHIENTEET,

o WHAA— . TJ—bA—EF¢ET7TVr—2 30O SLTHEREINSE VAT LOMRERIC
759225343 TEZRALA A=V T 7 4 IL{HLEEF mot)
o EHAA—D:IF7—LVITTVIT—IREDA A—2T 74 ILHLERF rsu)

Renesas Image Generator [& FIT £ 2 —)L® Firmware Update module ICE# SN TWVET,

[;¥] Firmware Update module Rev.2.00 LAfEMD/A— 3 > TlX, Python A9 ) T+ &#FERAL-7 7 — L4
DITERKICOARIGLTEYET,
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(1) FITES2—LYUR MDA M7 EALTE FILY 78R
FITESa—ILYR YAk

RENESAS

Products Applications Design Resources Sales & Support About

Design Resources List of FIT Modules

List of FIT Modules

Device Driver Middleware Sample Code Using Firmware Integration Technology

Device Driver

Download List of Supported Devices for FIT Modules (xIsx)

2) 27—L9zTF7F7yvIT—F EDa—LEZAHIO—FTS

Device Driver Middleware Sample Code Using Firmware Integration Technology

Software library Open Source FAT File System [M3S-TFAT-

Tiny] Module

Open source FAT file system

M3S-TFAT-Tiny Memory Driver Interface

Module

Firmware update Firmware update Module

Sensor Communication Middleware

Sensor 12C Communication Middleware
Control Module

HS300x (Renesas high performance relative humidity
and temperature sensor)

HS400x (Renesas high performance relative humidity
and temperature sensor)

(38) FYvO—FKLEIZ7—L7YITT— L ED21—ILERETS

727 —L7 v TT—rEY 1—ILAD RenesasimageGenerator.zip #fEL T &L,

HS300x Sensor Control Module

H5400x Sensor Control Module

RenesasImageGenerator 7 # JL % |Z[X Renesas Image Generator X4 ') 7 k 7 7 A JL(image-gen.py) & &

TINA RAFADINT A—R T 74 )L (*_ImageGenerator PRM.csv) BEFENTWNET,

~ Download

r01an6850x 0200- r-fwupdate.zi
P P 65M_Linear_Full_ImageGenerator_PRM.csv

A image-gen.py Python File
~ r01an6850:x 0200-rx-fwupdate B9 RX24T_Linear_Full_ImageGenerator_PRM.csv Microsof
FITDemos El R¥24T_Linear_Half_ImageGenerator_PRM.csv
FTModules El R¥26T_DualBank_ImageGenerator_PRM.csv
- RenesaslmageGenerator Eg RX26T_Linear_Full_ImageGenerater PRM.csv
R B85 RX26T_Linear_Half_ImageGenerator_PRM.csv
I |~ RenesasimageGeneratorzip I —
B9 RX65M_DualBank_ImageGenerator PRM.csv
&
o

4 RXi
ota_sample 4| RX65M_Linear_Half_ImageGenerator PRM.csv
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2.5 CK-RX65N DE#E

2-1 RYZ014A PMOD £\
@® RYZ014APMOD M CN6IZSIM h—FZEFBALTLZE W

2-2 R—RR— KFH &V RYZ014A PMOD k&
R—XKR—FDI6D12%>3—+rF 5 (T/N\y T
R—Z7R— KD PMOD1 [Z RYZ014A PMOD %59 %
AN—ZHKR—FK? J20 &£ PC & USB 7—J L THHET 5 (USB &1 7ILHE#D)
RYZ014A PMOD @ CN3 [Z7 T+ %459 %
RYZ014A PMOD ) CN4 [ZUSB ¥ —J )L ##Ef L. BREHKT S
AR—XKR—FD J14 £ PC # USB—JILTHERT D (T/\v HER)

(] FHEDOUSBT—JILEEHLDIBEEE. FIEOZEREL TS,
RYZ014A PMOD ~DEREIEZTHLEWGEE. BENFREIZLIEENHY FT.

SECEONCN®NY
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3. AWS O&EFE

FreeRTOS TEZETI3ICIE. AWS FHo Y b Ub—ba—H—, (X AWS loT & FreeRTOS
D59 RY—ERIZTIVEATELHEREZHFDIAM 21— —) ARETT,

AWS DT ho kEERDEETE A %I, https://docs.aws.amazon.com/freertos/latest/userguide/freertos-
preregs.html =SB L T =&Y,

OTA BHDEKXEIZDULNTIL., hitps://docs.aws.amazon.com/freertos/latest/userguide/ota-preregs.html %
SHELTLESL,

RIZ. https://docs.aws.amazon.com/freertos/latest/userquide/freertos-preregs.html MERBAIZHE > T.
AWS loT I2R— F#&ZE{FTLH2HELHY T,

TEMNAWS ELBIETESLSICTBICIE, 2 EQOHRPICK-TY—RA—FZHETHILELHY F
¥,
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31 AWS a2 V—)L~ADYA A4
(1) AWS (https://aws.amazon.com/) [C7V AL, AWS a2V —)LIZHA AV ED ) v

aws Contact Us Support~ English= My Account~ Sign In to the Console
S — )

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Custom > Q

Join AWS in supporting relief efforts for those impacted by Maui wildfires. Learn more »

(2) EA=LT ELRITHIY FIDEAALT RN 9 vs

YA o4 20FB1—HF—DIL— b1 —HF—DEBEEIFE A—)ILT FLA, IAMaA—H—0DEEIET7THYV b
D&#AALFET., BEFASAUALTNEBE. XFIEFIRFy TESndEERHY TI)

dWS

Sign in

@ Root user
Account owner that performs tasks requiring
unrestricted access. Learn mare

) 1AM user
User within an account that performs daily tasks.
Learn more

Root user email address

username@example.com
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(3) NRIT—FZAALT, Y4214 20F0)vD
J— b ——DIEE

dWS

Root user signin e

emei: QD

Password Forgot password?

Sign in to a different account

Create a new AWS account

IAM A —H—0DiHE

dWsSs

Sign in as IAM user

Account ID (12 digits) or account alias
IAM user name

Password

[J Remember this account

Sign in using root user email

Forgot password?

RO1AN7037JJ0100 Rev.1.00 Page 13 of 67
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32 AWSOD!)—2 3 UEKTE
AWS [2aJ A vk, BEALIZHZ)—DavERELTLESL,

a B &£ O
US West (N. California) us-west-1

US West (Oregon)

Asia Pacific (Mumbai) ap-south-T1
Asia Pacific (Osaka) ap-northeast-3
Asia Pacific (Seoul) ap-northeast-2

Asia Pacific (Singapore) utheast-

Asia Pacific (Sydney) ap-southeast-2

3.3 TI/INAR%EAWS [Z&§%T B
AWS DTETAD Y FEFTICLELRERBELET ., TRRDFa1—rJTILESEIZ AWS DREZL
TS,

3.31 RYI—DHKRE
EHRITDATNARIZHLTAWS DY) Y—RGEEATHRRHFT (KRYP—) #HELFET,
K7 TYUHr—30 ) —hCEETEITFNAARIZIZ. UTOR) O —%#BELET,

e iot:Connect :AWS loT [Z#E#R9 5

e iot:Publish cFEYOENRTYwLa GEE) 5
e iot:Subscribe cEVOEHTRYIS4T (2E) +5
e iot:Receive AWS loT WA v tE—C%FRIETD

(1) BEELEOREZEIC MoT Corel EAAL. BEERMDS lIoT Core &0 ) vy

av_v,% i35 Services Q, loT Core X L ® Tokyo ¥

AWS loT Search results for 'loT Core'

Try searching with longer queries for more relevant results

Monitor

Features (90) s .
ervices

Resources | New
Connect

Blogs (11,872) &)

Connect one devid
Documentation (78,937)

» Connect many dey
Knowledge Articles (20)

Tutorials (47)

Test Events (270)

» Device Advisor
Marketplace (82)

MQTT test client

Device Location N
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(2) *=a—0 Security (Z21%) > Policies (7K' &—) h 5 Create policy (7R ') > —%#ERK) ZEIR

LI U eSS dyEs -

AWSIoT » Security ) Policies

AWS loT policies (2) infe

AWS loT jes allow you to control access to the AWS loT Core data plane operations. AWS |oT policies are separate and different from IAM policies, AWS loT policies apply only to AWS IoT data
S n:

o =
Certificate duttlurm Create policy

Role aliases

ind policies
F l ,
Authorizers
i (m| Policy name .
b Detect
O RX_OTA_APN_20230802_Policy
b Fleet Hub
O afs_handson_test_02

Device software

(3) RUYL—&EAHN (Bl : rx65n_ota_demo_policy)
Create policy we

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties

AWS loT Core supports named policies so that many identities can reference the same policy document.

Policy name

rxGSn_ota_demo_leicﬂ

A policy name is an alphanumeric string that can also contain period (), comma (), hyphen(-), underscore (_), plus sign {+), equal sign (=),
and at sign (@) characters, but no spaces.

P Tags - optional

(4) Policy statements (K1) &>—XF— k A > k) > Policy document (FR1) >— F¥ a1 A > k) >
Builder (EJLF—)TTRID &L SIZEHEL. ERZEV U VY
AT—bAY MEIWEAKETI DOADH. "AT— b A2 FZEM (Add new statement)’Z 1 L T1&
mLTLEELY,

Policy statements Policy examples

Policy\ document info

An AWS IQT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or
denies thMactions by the resources.

Policy effect Policy action Policy resource

|Allow v | iot:Connect v | * | | Remove |

|Allow v | iot:Publish v | * | | Remove |

|Allow v | iot:Receive v | * | | Remove |

|Allow v | iot:Subscribe v | * | | Remove |
Add new statement

Cancel Create
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332 TNAR (E/) & AWS loT IZ& %k

(1) A=21— Manage (£#) > All devise (§XTDHT/34A R)>Things (E/) hi
Create things(E / #{Emk) %2R

Device Location New AWS loT > Manage > Things

Things (2) nfe

An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT.

Manage

¥ All devices
E c | | Advanced search | | Run aggregations - Create things
Thing groups ‘ Q Filter things by: name, type, group, billing, or searchable attribute. 1 &
Thing types
Fleet metrics O Name Thing type
P Greengrass devices O RX_OTA_APN_Thing _

P LPWAN devices
O afs_handson_device_test_02 -

(2) Create single thing (1 DDE/ #/EM)E#IRLT RN 9D

AWS lIoT » Manage » Things » Create things

Create things i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing

Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

(O Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices red\jire to

connect to AWS loT.

Cancel Next

RO1AN7037JJ0100 Rev.1.00 Page 16 of 67



RX 77 31) RX65N IZH (T35 Amazon Web Services ZFIF L 1= FreeRTOS OTA NDEH

~
~

7i%(v202210.01-LTS-rx-1.1.0 LARE >t ishik)

(3) E/ D&HIEAAN (H : rx65n_ota_demo_thing) LT, RN 2 w4
CCTADLEE/ QOARINFEOUNEBTERT 50, A ELTEWLTLESL,

AWS IoT » Manage » Things » Create things » Create single thing

Step 1 - . -
. Specify thing properties .
A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity
X o needs a thing resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device
Step 2 - optional
. . . management features.
Configure device certificate

Step 3 - optional Thing properties info
Attach policies to certificate

Thing name

rx65n_ota_demo_thing

Enter a unigue name containing only: letters, numbers, hyphens, colons, or underscoreg. A thing name can't contain any
spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and serch your things

Device Shadow info
Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete
of this thing's shadow using either HTTPs or MQTT topics.

e state information

© No shadow
() Named shadow

Create multiple shadows with different names to manage access to properties, and
logically group your devices properties.

(O Unnamed shadow (classic)
A thing can have only one unnamed shadow.

Cancel Next
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(4) Device certificate (7734 X ZEBAZE) > Auto-generate a new certificate (§7 L LNEEBAZ Z BENERK) %
BIRLT RN 20D

Step 1 . . i -
. _ Configure device certificate - optional i
Specify thing properties
A device requires a certificate to connect to AWS loT. You can choose how to register a certificate for your device now,
Step 2 - optional or you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until
. o it has an active certificate with an appropriate policy.
Configure device certificate HARIE [Fetiey

Step 3 - optional Device certificate
Attach policies to certificate

[o] Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority.

N\

() Use my certificate
Use a certificate signed by your own certificate authority.

A\

O Upload CSR
Register your CA and use your own certificates on one or many devices.

(O Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.
Y

Cancel ‘ Previous Next

(5) EIBAEBISARYL—%TF7 A2 YT
331K L—DF/E] THER LR L—%EIRL T, Create thing (E/ ZER)EV ) v Y

Step 1 . . ol .
P Attach policies to certificate - optional i+
Specify thing properties
AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access

L, to the device.
Step 2 - opiional

Configure device certificate

Policies (1/3) ‘ C H Create policy [3

Step 3 - optional
Select up to 10 policies to attach to this certificate.

Attach policies to certificate

Q 1 @
=2 Name
rx65n_ota_demo_policy

Cancel Previous Create thing
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(6)

HMRE X —D7AILESAHDAO—F

MHE. T73AR— b X—ETNAR (£/) 12B1FEH. NRT—RICHBLET, T/ RITFEHE.
TIAR— b X—%BHBTHET, ThoZERALTT /NS AN AWS [CHEFEAIREE LY ET,

MEAE. RTVYIF—, TIAR— b X—ERTTHEYA—FLTCESL, "TVy I F—,
TI3AR—rF—[%, UBRF O O—FTEFEEA,

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS,

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS oT.

Device certificate Deactivate certificate ¥ pDownload ﬂ

I et

Key files
The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

A\ This is the only time you can download tha key files for this certificate.

Public key file ¥ pDownload

N . ic.pern key

Private key file ¥ pDownload

i

I - = key

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint | [ Download |
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint | [ Download |
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional

ront CA certificates. These ot CA certificates and athers are availahle in nur develoner
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333 I 2 FRAY DR
I RRAY FETRAR(E/)THEIFBEREURLICHELES ., T/ RIZIY PRSI U M &R
FTHIET, TNARBIEELITY FRA U MTEKLET .

(1) A=z2—0 Settings (HE) "o IV RRA U PEAELTHEEET,

Policies

Settings

Certificate authorities

Role aliases
Authorizers Device data endpoint info ©
Your devices can use your account's device data endpoint to connect to AWS.
P Audit
P Detect
» Fleet Hub Each of your things has a REST API available at this endpoint. MQTT clients and AWS loT Device SDKs [4 also use this
eet Hu

endpeint.

Device software _iot.ap—northeast—ﬂ .amazonaws.com I

Billing groups Select security policy  Infe

Settings To customize your TLS settings, such as TLS versions and supported cipher suites, choose a security policy.
" v
Feature spotlight | loTSecurityPolicy_TLS12_1_0_2015_01

) o -2
Documentation [ Compare security policies [4
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3.4 Amazon S3 /\4y v FDERL

Amazon S3 [FA US4 VR RL—D Web H—EXT, BHFRA I 7—LI T T E#EMNT H5-DICFERL
F9,

(1) Y—ERXA=a—H5 Storage(R b L—) > S3 %:&4R

aws Q

E Database .
Developer Tools % Stora ge

5| End User Computing
AWS Backup

AWS Backup centrally manages and automates backups across AWS services

Front-end Web & Maobile

73 Game Development

EFS

Managed File Storage for EC2

> Internet of Things

Machine Learning

Management & Governance AWS Elastic Disaster Recovery

Scalable, cost-effective application recovery to AWS
[ Media Services
Migration & Transfer FSx

Fully managed third-party file systems optimized for a variety of workloads
Networking & Content

Delivery
_ w
€2 Quantum Technologies Scalable Storage in the Cloud
%, Robotics
S3 Glacier

Satellite Archive Storage in the Cloud

[[J Security, Identity, &
Compliance Storage Gateway
Hybrid Storage Integration

(2) Buckets (/34w k) A5 Create bucket (/34 v k E/ER)Z#R

i services | Q [Alt+S] AN ® Global ¥
dashboard" G
Amazon S3 X configuration.

Access Paints

Buckets are containers for data arn more [

Object Lambda Access Points

Multi-Region Access Points

Batch Operations ‘ Q Find buckets by name
IAM Access Analyzer for S3

Create bucket
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(3) /N7y DA (fl : s3test-rx65n)

Amazon 53 » Buckets » Create bucket

Create bucket .

Buckets are containers for data stored in S3. Learn more [

General configuration

Bucket name

| s3test-rxb5n I

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming E

AWS Region

‘ Asia Pacific (Tokyo) ap-northeast-1 v |

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

‘ Choose bucket

Ny bRRITA—NLT—BTHILENRHBYET, UTOEI LTS —Avt—SRRFTEhiG
B, I TICERSATVAAMOHRDBMEERL TS,

Bucket name

s3test

A Bucket with the same name already exists
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(4) /N7y FOERK
LITDERE #1TL). Create bucket (/N FDER)EY ) vy

e Block Public Access setting for this bucket (C D/ y kD TA YO NTY v O T I ERAKRE):
Block all public access (/XTI 7O 2R%EFT T TOYY)
e Bucket Versioning (/A7 y kD/A—2 3 =2 %) C BRICT S

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists {ACLs), bucket policies, access point policies, or all In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. IF you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [}

Block all public access

Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one ancther.

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions
and application fallures. Learn more [

Bucket Versioning

() Disable

» Advanced settings

‘ G) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel Create bucket
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35 IAM 1—H—[Z OTA DEITHERZEIY LTS
OTAEH U a JEERT 30TVt RERNHESh-O—LEERLET,
(1) EELBOBRREIC IAM] EAAL. RREENS IAMES U v Y

aws 25 services | Q1AM

C Search results for 'lAM'

Try searching with longer queries for more relevant results

Features (20)

Services

Resources | New

Blogs (1,615)
Documentation (48,276)
Knowledge Articles (20)
Tutorials (2)

Events (12)

Marketplace (564)

Easily monitor and control microservices

(2) *=a1— Roles (B@—)JL) > Create role (A—JL % {EfK) % &R

[Ex] L @ Global ¥

Identity and Access x JAM > Roles
Management (IAM)
Q <12 @
Dashboard
Role name Trusted entities Last activity o
¥ Access management
User groups AWSServiceRoleForAmazonElasticsearchService AWS Service: es (Service-Linked Role)
Users
- AWSServiceRoleF orAmazonOpenSearchService
Policies AWSServiceRoleForOrganizations AWS Service: organizations (Service-Linked Re
Identity providers AWSServiceRoleForSsO AWS Service: sso [_S_gr_\:\_c_@_—_L_i_n_t(_E_-_d_ _Ffp_lfe_)
Account settings
AWSServiceRoleForSupport AWS Service: support (Service-Linked Role
¥ Access renarts
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(3) Select trusted entity (IEfES N> T 4 T4 ZFIR) ICTTUTHREZ L TR

e Trusted entity type (EfESNf=T> T 1 T4 24 7)T AWS service (AWS H—E X)Z#ER
e Use cases for other AWS services (ftt® AWS H—E XD —RX 4 —X)IZ loT ZER

o OTIZFTvY

IAM » Roles » Createrole

Select trusted entity e

Stey
Select trusted entity

Trusted entity type

0 AWS servi AWS account

Web identit
ent Allo

SAML 2.0 federation Custom trust policy

loT|

|EM RoboRunner
SiteWise
Things Graph
TwinMaker

loT -

Io laT

ows loT to call AWS services on your behalf,

loT - Device Defender Audit
Provides nder read aceess to 1oT and

'S 10T Device Defel

loT - Device Defender Mitigation Actions

Provides AWS 10T Device Defende te access to loT and related resources for execution of Mifigation Actions

(4) Add permissions (FFaI ZEMN)FXEEE TR

Add permissions o

Permissions policies (3

ype of role that you se es the

Policy name & v Type v Attached entities v
! AWSloTRuleActions AWS m 1
| AWSloTLogging AWS ... 1
I AWSIoTThingsRegi... AWS m... 1

b Set permissions boundary - optional info
Set a permissions boundary to control the maximum permissions this role can have. This is not a common setting, but you can use it to delegaie permission
management to others.

Cancel Previous m
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(5) B—ILE%EAH (f : ota_role_rx65n)L T Create role (A—I/LZEER)ED ) v D

Name, review, and create

Role details

Role name
Enter 2 meaningful name to identify this role

ota_role_rx65n

Maximum 64 characters. Use alphanumeric and '+=, @-_" characters

Description
Add a short explanation for this role.

Allows 10T to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=, {@- ' characters.

Add tags - opfional nfo

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add tag

You can add up to 50 more tags

Cancel Previous

(6) ERLf-0—NLEV VY
Identity and Access x 1AM > Roles
Management (IAM)

Roles (20) info
An 1AM role is an identity you can create that has spe

fic permissions with credentials that are va

Search
Q short durations. Roles can be assumed by entities that you frust
Q. Search
Dashboard
Role name A~4 Trusted entities
¥ Access management
User groups AWSServiceRoleForAmazonElasticsearchService AWS Service: es (Service
Users
AWSServiceRoleForAmazonOpenSearchService AWS Service: opensearct
Roles
Policies AWSServiceRoleForOrganizations AWS Service: organizatio
Identity providers AWSServiceRoleForss0 AWS Service: sso (Servic
Account settings .
AWSServiceRoleForSupport AWS Service: support (S¢
¥ Access reports
AWSsServiceRoleForTrustedAdvisor AWS Service: trustedadvi
Access analyzer
Archive rules AN Sence Tl
Analyzers AWS Service: iot
Setti
SHngs ota_role_rx65n AWS Service: iot
Credential report
AWS Servire: ot
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(7) TAttach policies (R') —& 72 v F)] &R

Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (3) info = Simulate Remove Add permissions &

You can attach up to 10 ma

Attach policies

Q, Filter policies by property or policy name and nier. Create inline policy
Policy name (@ v Type 4 Description
AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS loT Rule Actions
AWSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups
AWSloTThingsRegistrati... AWS managed This policy allows users to register things at bulk using AWS loT StariThingRegistrati. ..

(8) Permissions policies (FRI7R!) L —)THRER v ¥ X" AmazonFreeRTOSOTAUpdate” & A 71 L T
Enter ¥—%#9

o Simulate Remove Add permissions w
Q, AmazonFreeRTOSOTAUpdate X < 1 D> &
Policy name [ - Type L4 Description
i AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS loT Rule Actions
¥ AWSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups
BF AWSloTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS leT StartThingRegistrationTask API

(9) " AmazonFreeRTOSOTAUpdate”[ZF = v % % L T Add permissions (FfRIZ &M%V ) v ¥

Attach policy to ota_role_rx65n

» Current permissions policies (3)

Other permissions policies (Selected 1/881) o Create policy &
Q. Filter policies by p 1 match 1 &
"AmazonFreeRTOSOTAUpdate" X Clear filters
Policy name & - Type v Description
M AmazonFreeRTOSOTAUpdate AWS managed Allows user to access Amazon FreeRTOS OTA Update
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(10) Add permissions (EF8] Z3B0)H' 5 Create inline policy (4 >S54 Vi) o —ZERK) &R

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (4) fo = Simulate Remove Add permissions &
S ) Altach policies
Q, Filter policies by property or policy name and press enter P .
/ - Create inline policy
Policy name - Type A Description
AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS loT Rule Actions
WSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the gro...
WSloTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS loT StartThingRegist...
AmazonFreeRTOSOTAUpPd... AWS managed Allows user to access Amazon FreeRTOS OTA Update
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(11)JSONZ2 v LT, UTFaA—FZERYMITT RN 20007
AWS BEH—EXICIAM A—LZETHRAIZHRELET,

RYfFEHa—F]

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
]l
"Resource": "*"
}

Specify permissions i

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Policy editor ~ Visual JSON Actions ¥

- e
2 "Version": "2012-18-17", it statement

3~ "Statement": [

4 - {

5 "Effect": "Allow",
b~ "Action™: [

7 "iam:GetRole",
. Select a statement
8 "iam:PassRole”
9 3
1e "Resource”: "*"
11 ¥
12 ] 4 Add new statement
13 }

|12 |

Select an existing statement in the policy or add
a new statement.

JSON Ln14, Col0

© Security: 1
Cancel Next
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(12) ") o—& % A F(#H : rx65n_ota_demo_iam_policy) L T Create policy ({R') —ZEB)E2 ) v

Review and create

Review the permissions, specify details, and tags.

Policy details

Policy nam

Enter a mea

x65n_ota_demo_iam_policy|

D
@
it
E
i
I
i
T
T

1Za Chalaclels. US

Permissions defined in this policy nfo
Permissions in the policy document specify which actions are allowed or denied.

Edit

Q s

Allow (1 of 384 services) (® sNow remaining 383 services

Service ~ Access level A Resource Requestgondition

1AM Limited: Read, Write All resources None

Cancel Previous Create policy

(13) BBE. Add permissions (FFa] Z:B/0)A 5 Create inline policy (4 >S4 ViR 1) o —% R % &R

Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (4) info = Simulate Remove Add permissions &
You can attach up to 10 managed

Attach policies

Q, Filter policies by property or policy name and press enter Create inline policy
Policy name - Type - Description
AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS loT Rule Actions
AWSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the gro...
AWSIoT ThingsRegistration AWS managed This policy allows users to register things at bulk using AWS loT StartThingRegist...
AmazonFreeRTOSOTAUPd. .. AWS managed Allows user to access Amazon FreeRTOS OTA Update
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(14) JSONZV Yy LT, UTFaA—FERYFITT RN 20UV

BHI7— LT TEEMT S Amazon S3 DT YV L RFAZEBMLET,

BRYfIFSa—F]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"ok
]
}
]
}

Specify permissions

Add permissions by selecting services, action, resources, and conditions. Build permission statements using the JSON editor.

JSON

Policy editor | visual Actions w

il = [

2
3~

"Version":

"Statement”:

"2012-10-17",
[

Ed@cement

4 -
5
2o

"Effect”:

"Action”:

"Allow" ,
[

7
8
9

"s3:GetObjectVersion”,
"53:GetObject”,
"53:PutObject"”

Select a statement

Select an existing statement in the policy or add

1@
11 -~
12

13
14

15
16 1

A |

1

"Reso

g

1

urce™: [

a new statement.

4 Add new statement

JSON Ln17,Col0

Cancel

Next
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(15) R > —& % AN : rx65n_ota_demo_s3_policy) L T Create policy (R') > —%#ERK)Z 2 ) v

Review and create

Review the permissions, specify details, and tags.

Policy details

Policy name

rx65n_ota_demo_s3_policy]

Maximum 128 characters. Use alphanumenc and +=,{@-_' characters

Permissions defined in this policy info

Permissions in the policy document specify which actions are allowed or denied
Q. Search

Allow (1 of 384 services)

Service T Access level b Resource

53 Limited: Read, Write All resources

Cancel

Edit

P st\w remaining 383 services

Previous [ Create policy ]
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4. TINA ADHTE

41 BEXRT ELIEBAEDER
(1) RE—bkA=a2—h5 Win64 OpenSSL Command Prompt Z{EE19 %

B opensst

q Official OpenSSL Documentation

C) Official OpenSSL Website

. Winé4 OpenSSL Command Prompt

q Windows OpenSSL Website

(2) ECDSA M CAMERZEERT Ha< Y FERT
LUTDavT U FEEITLET,
openssl ecparam -genkey -name secp256r1 -out ca.key
[RITHR]

—-out ca.k

(3) MERLLT-CAMEREMI L CARBAEZERT 57 FEETT
UTNDa<y FEETLET, Country Name URRIFEENXFIZAHDLTLESL,
openssl req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt

0 -out ca.crt

d = u
will be left b

EEOXFIZEANT D
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(4) ECDSA MBERT E#1Ed 57> FEET

LTDavy REERTLET,

openssl ecparam -genkey -name secp256r1 -out secp256r1.keypair

2y ~hame

of =

(5) fERLLT- ECDSA DBERT7HALIAEZEREREMERT ST Y FERTT

UTDaI > FEEITLET, Country Name LUIRIZEEDXFIEANLTL S0, RED 2 17I3ZE
BOEFE Enter L TL LY,

openssl req -new -sha256 -key secp256r1.keypair > secp256r1.csr

hed Mame or a DN.

EEOXFIZEANT S

TENDEFE Enter 21T

(6) ERLLT-FEBAEZERER/CAGIAZ/CAMERN SAZTZERT 5270 FEETT
UTDavy FERITLET,

openssl x509 -req -sha256 -days 3650 -in secp256r1.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
secp256r1.crt

serial -out s Gri.crt

= Tarou, emal

(7) ECDSA MBERTMHOMERZHMET 67 FERT
LUTFDaTY FEETLET,
openssl ec -in secp256r1.keypair -outform PEM -out secp256r1.privatekey

C:¥ air —outform PEM -out sec
d El

tin : EG
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(8) ECDSA MEERT7HMLAFRBEHMET 27 FEET

LUTFDav  F&EERITLET,

openssl ec -in secp256r1.keypair -outform PEM -pubout -out secp256r1.publickey

szl ec -in secpZbbrl. kevpair —outform PEM -pubout -out secpZbfrl.publickey

writing EC
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42 MEAN—2a DI 7—Lo T 7HEE
WA= 3 oD T F—LY T TOBEEFTLET,
421 Az H bOA vk— bk

(1) FEIFOSzH b0y o—>

GitHub (iot-reference-rx : FreeRTOS reference repository) o> FE Az H & O—2LET, A
FFa A2 hTIHE, Gitfor Windows R L-EEN I 0O—2AEE5HBALES,

GitBush #EF L. LTOaTY FEEFTLTLESELY,

cd c:

git clone https://github.com/renesas/iot-reference-rx

C FSATJETIZVA—2F 518, GitBash ZiEHK.
ALURTALY FIEBE (1)

$ cd C:

/C
$ git clone https://github.com/renesas/iot-reference-rx
h-\ullillg ;IILU .;UL_IEI-EIEIILE_I}\....
remote: Enumerating objects: 11, done.
remote: Counting objects: 100 97/2897), done.
remote: Compressing objects: 10 (12881286 done
remote: Total 12811 (delta 1641 reus 5=~ RS 8
iving objects: 99% 3128115, 56 RO A Ok e b (0
Receiving objects ; (12811/12811), ol.5L MiB | 1l.L/ M1B/Ss, Qone.
Resolving deltas: 1 (6610/6610), done.
Updating files: 100% (1221/1221), done.

/c

$ |

[(¥] e’ studio IZHIRNHZ7=. VA—2EDNRRARE (BFEDI+ILFTZEEL) & 35 XFLUREL
TS, 36 XFULFRETSLETAD Y FOELFBIZIS—EHYET,
L&EBITIFE. CRSATETICVA—2LTWLET,

(2) e? studio ##2E
(3) [File] > [Import...]Z&ER

8 WorkSpaceRX - e? studio

File Edit Source Refactor MNavigate Search Project RenesasViews Rur
New Alt+Shift+N >
Open File... |
4 Open Projects from File System...
Recent Files >
Close Editor Cirl+W
Close All Editors Ctrl+Shift+W

Revert

Move...

Rename.. F2
Refresh F5
Convert Line Delimiters To >

Print... Ctrl+P

Import...
Export...

Properties Alt+Enter
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(4) Existing Projects into Workspace (B 7R 9 b&E T —9 AR—ZAN)ZER

& Import [m] X
Select
, o Y
Create new projects from an archive file or directory. H

Select an import wizard:

type filter text ‘

v = General ~

|4 Preferences

4 Projects from Foldey or Archive
l=* Rename & Import EXisting C/C++ Project into Workspace
&% Renesas CC-RX proje\t conversion to Renesas GCC RX
% Renesas CS+ Project fyr CA78KOR/CATEKO
¥ Renesas CS+ Project fof CC-RX, CC-RL and CC-RH
T Renesas GitHub FreeRTQS (with loT libraries) Project
" Sample Projects on Renckas Website
= C/C++
= Code Generator

< Back Next > Finish Cancel

(5) Selectroot directory T4.21(MNITTHY B—2 L7+ A EFRL, UTOTOD Y MZFzvoL
T Finish&9 1) vy

e aws_ryz014a_ck_rx65n
e boot_loader_ck_rx65n

& import O X

Import Projects r

[—4
Select a directory to search for existing Eclipse projects. / ‘4

I (® Select root directory: |C\iot-reference-rx I v ‘

Browse...

(O Select archive file: x Browse...

Projects:

aws_ether_ck_rx65n (C:\iot—reference-rx\Projects\awsietherﬁcijﬁSn\eZstudiofccnI Select All

[ ] aws_ryz014a_ck_rx65n (C:\iot-reference-ri\Projects\aws_ryz014a_ck_rx65m\e2studi
boot_loader_ck_rx65n (Ciot-reference-ni\Projects\boot_loader_ck_rx65n\e2studi Dzt Al
[ test_aws_ether_ck_rx65n (C\iot-reference-nd\Projects\test_aws_ether_ck_n65n\e2s Refresh
[ test_aws_ryz014a_ck_rx65n (C:\iot-reference-r\Projects\test_aws_ryz014a_ck_rx65

: \ ;

Options

[1Search for nested projects

[[]Copy projects into workspace

[ Close newly imported projects upen completion
[ Hide projects that already exist in the workspace

Working sets

"1 Add project to working sets

Select...

9
< Back Next > | Finish Cancel
)
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422 JOPxH FMRERTEDHEDR
(1) mARTOSzI b® [F7ED Y R >[FTEIRT4]>[CIC++EIL F] > [REIDDY—ILFz—2%H
T, Y—I/LFxz—2h Renesas CC-RX IZH - TULVA I L &R

Q Properties for aws_ryz014a_ck_rx65n O X
‘type filter text | Settings P - §
Resource
~
Builders
~ C/C++ Build Configuration: HardwareDebug [ Active ] ~  Manage Configurations..
Build Variables
Environment N
ogaing ) Tool Sefiy Toolchain| Oevice| # Build Steps Build Artifact | lmg Binary Parsers| €@ Error Parsers
e
Track Analyais nable toolchain Nitegration
Tool Chain Editor Current Toolchain
C/C++ General Toolchain: Renesas Cl
Project Natures Version:  v3.05.00
Project References
Renesas QF Change Toolchain (click Apply before switching tabs)
Run/Debug Settings Toolchain: |Renesas CC-RX v
Version:  |v3.05.00 v
v
< >
'? Apply and Close Cancel
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(2) Y—ILERTEEEIRL., [Converter] > [HAIMD [EFO—FSHBRI7AMILEHATRINBIRSATL

B EEHER

|type filter text

Resource
Builders
w C/C++ Build
Build Variables
Environment
Logging
Settings
Stack Analysis
Tool Chain Editor
C/C++ General
Project Natures
Project References
Refactoring History
Renesas QE
Run/Debug Settings

Q Properties for aws_ryz014a_ck_rx65n

Settings

Configuration: |HardwareDebug [ Active ]

~ | |Manage Cal

) Tool Settings | foolchain| Device # Build Steps Build Artifact ;p Binary Parsers | @3 En

T Hex torms

:_’ CRC Operation
i‘l Miscellaneous
(2 User

Intel HEX format file (-form=hexadecimal)

Motorola S format file (-form=stype) I

[Bin

file (-form=binary)

${workspace_loc:/${ProjName}/${C

Division output mot file (for Stype) (-output=<File name>) {b_,

Cancel

Apply and Close
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423 Ao zy bEE

(1) &£700xH FMARBERET S

4.1(8) THERL L 1= secp256r1.publickey DRNBZIE—L. LTI 7 LIZERSIN TS
CODE_SIGNENR_PUBLIC_KEY_PEM (28R Y fF1TE T,

boot_loader_ck_rx65n ¥src¥key¥code_signer_public_key.h

boot_loader_ck_rx65n ¥src¥key¥code_signer_public_key.h @ CODE_SIGNENR_PUBLIC_KEY_PEM I[Z
PEBRZERYSTET,

[&f C¥openssi¥secp2sert.publickey - Notepad++ — O *
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
sPEHE R & 4 Wb 2 Ay @ BE N1E3EDE ® | (¢ W *
é secE2San publickeyﬂll
,[--———BEGIN FUBLIC KEY---—- -
MFkWwEWYHKOEZIz ] 0CAQYIKoEI z] DDAQcDQgAE]Ex]1/ hogeMQIsZYRzx55UGQd25Nh
3mSoCn4LCcF3wD+UaBGr3dYKpJKyl081NvETDE+00B+DpVbBIAY041D0dR==
4 ——— END PUBLIC KEY-----
£ TEA. FORKICEY ABETT. BLFITAILTIESL
length: 182 lines:5 Ln:1 Col\1 Po Y Y
(15'] XXX KKXKIXKKKIKXKKX XXX XXXXXXXXK %
I{ Project Explorer X S| ‘; 7y § = E\ lh *code_signer_public_keyh X | = 0

vzi.__‘i, aws_ryz014a_ck_rx65n (in e2studio_ccre) 2 @®* Copyright (C) 2023 Renesas Electronics Corporation. All rights reserved.[]

"b’ Binaries ®* File Name : code_signer_public_key.H]
S Includ #* History : DD.MM.YYYY Version Descriptior(]
! Includes

“5 Common 28 ~ #ifndef CODE_SIGNER_PUBLIC_KEY_H_

i7% Demos 29 #define CODE_SIGNER_PUBLIC_KEY H_

I Middleware i? .

i src /

* PEM-encoded code signer public key.
(== HardwareDebug

= aws_ryz014a_ck_rx65n.rcpc * Must include the PEM header and footer:

£ " DreTN CERTTETCATE. - - - B
5 aws ry2014a ck rx65nsclg BEGIN CERTIFICATE \
= " basega data
= aws_ryz014a_ck rx65n Hardware Debug.launch ® W_____ END CERTIFICATE----- 0
® Developer Assistance */
15 > boot_loader_ck_rx65n (in e2studio_ccry) [iot-refere = pdefine CODE_SIGNER_PUBLIC_KEY_PEM \
5 Includes - -- BEGIN PUBLIC KEY----- "\
t’ﬂ MFkwEWYHKOZ Tz §8CAQYIKoZ Iz jADAQCDQEAE  Ex1/hogcMQIsZYRzx5SUGQd2SNh "\,
M ' 3ImSoCn4LCcF3wD+Ua8Gr3dYKpIKy1081Nvf TD6+00B+DpVbBIAY84iDRdQ=="
v = key = ki
[h| code_signer_public_key.h
& smc_gen 45 extern const uint8_t g code_signer public_key[];
- h 46 extern const uint32_t g_code_signer_public_key_length;
&= src 17
(@ tinycrypt 48 #endif /* CODE_SIGNER_PUBLIC KEY H */
|t boot_loader.c 49
|= boot_loader_ck_rx65n.rcpc
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(2) OTAZ7 Y TT—rTEDERFHTIZT S

aws_ryz014a_ck_rx65n¥src¥frtos_confitédemo_config.h IZ# % ENABLE_OTA_UPDATE_DEMO E& % 1
EFraICEEL TS, (TI4ILK0)

I Project Explorer B g § = O [R *demo_config.h =
v S i i %) W~ 9 -/ ~
B 2vs.1yz0Ma_ck_ne6sn (In e2studlo.can) [Hardw 80 #define ENABLE_FLEET_PROVISIONING_DEMO (@)
%, Binaries 81
! Includes 82 = /* Please select whether to enable or disable the OTA demo
(5 Common 83 * (@) : OTA demo is disabled
?l‘-D 84 * (1) : OTA over MQTT demo is enabled
&8 émos g5 .
iR Middleware B se | #define ENABLE_OTA_UPDATE_DEMO (1) |
v 8 src 87
=, application_code 88 #define democonfigROOT CA_PEM t1sSTARFIELD_ROOT_CERTIFICATE F
- . 89
Ve -fr.tos_confrwg . 91 @® * @brief Path of the file containing the provisioning claim certificate. 1
[h code_signer_public_keyh 108 #define democonfigCLAIM CERT PEM "_..insert here..."
[ core_http_config.h 1089
[H core_maqtt_agent_config.h 111 # ¥ @brief Path of the file containing the provisioning claim private key. 1
[8] core_mqtt configh 121 #define democonfigCLAIM PRIVATE_KEY_PEM Y. .insert here...”
i core_mar_contig. 122
[h] core_pkes11_configh 124 #® * @brief An option to disable Server Name Indication.[]
|1 core_sntp_config.h 130 #define democonfigDISABLE_SNI ( pdFALSE )
[ defender_config.h 131 v
\ . < >
[n] demo_config.h -
[1] fleet_provisioning_config.h [#] mE | B console x | F0/5F4—| @ AT-b- T | [} 29-+-v=27 )L X| LI T~
|_h', FreeRTOSConfig.h CDT Build Console [aws_ryz014a_ck_rx65n]
[K| FreeRTOSIPCanfig.h
lm mbedtls_config.h
[#] mbeditls_user_config.h
[h ota_config.h
4h) ota_demo_configh
[ e littlafe flach canfin b
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(B) 7OSIH FOWMPN—C 3N 092 THE L ERRT S

aws_ryz014a_ck_rx65n¥src¥frtos_config¥ demo_config.h D/A—2 3 VEBENLUTICHE > TS &5
n'l.a\ L/ ij—o

o APP_VERSION_MAJOR 0
e APP_VERSION_MINOR
o APP_VERSION BUILD 2

[(e]

(1 Project Explorer > =k § = O || 8 "demo_configh *
~ & > aws_ryz014a_ck_rx65n (in eZstud Hardwa 31 K e h e F
» 3 ® * gbrief Flag to enable or disable provisioning mode for the demo.
% Binaries #define appmainPROVISIONING_MODE 1
» m Includes.
@& Common ® * ief Certificate used for validating code signing signatures in the OTA PAL.
. -#1fﬂdef otapalconfigCODE_SIGNING_CERTIFICATE
R > Demos #define otapalconfigCODE_SIGNING_CERTIFICATE "Insert code signing certificate...”
& Middleware #endif
v i8> sre
J #® * @brief Major version of the firmware.
& application_code = #ifndef APP_VERSION_MAJOR
v 2§ > frtos_config 3 #define APP_VERSION_MAJOR e
ik core_http_configh #endif
> il core_matt_agent_configh # * @brief Minor version of the firmware.[]

th core_maqtt_configh = #ifndef APP_VERSION_MINOR
#define APP_VERSION_MINOR 9

th} core_pkes11_configh
y . T #endif

(B core_sntp_configh

b defender configh @ * @brief Build version of the firmware.
H > demo_configh #ifndef APP_VERSION_BUILD

- - #define APP_VERSION_BUILD 2

thy fleet_prowisioning_config.h = o

#endif
[ > FreeRTOSConfig.h
[, ota_configh @ * gbrief Ser"ver:s root CA certificate.
E #define democonfigROOT_CA_PEM t1sSTARFIELD_ROOT_CERTIFICATE_PEM

(R rm _littlefs_flash_config.h Sais Sl =

1} shadow_config.h ® * ief The length of the queue used to hold commands for the agent.

[ sigvd_configh #define MQTT_AGENT_COMMAND_QUEUE_LENGTH (25)

) user_tep_hook_configh # * @brief Dimensions the buffer used to serialise and deserialise MQTT packets
&% > frios_skeleton #define MsQTT_AGENT_NETWORK_BUFFER_SIZE ( 5eee )
Ex > frios_startup g : = . " . =

# * @brief Maximum time MQTT agent waits in the queue for any pending MQTT]

¥ > smc_gen
(= HardwareDebug

#define MQTT_AGENT_MAX_EVENT_QUEUE_WAIT_TIME ( seu )

& > output #define MQTT_COMMAND_CONTEXTS_POOL_SIZE (10)

(4) RYZO014A Cellular €2 2 —)LlfEl FIT €2 2—)L(r_cellular)DE&E

aws_ryz014a_ck_rx65n.scfg ZBIE. Components 2 4 %3E1R, r_cellular @ Access point name. Access
point login ID. Access point password. Authenication protocol type & SIM 1— FIZEHETHREL TL £
LY,

I Project Explorer - .55 ¢ = 0O | & aws ryz014a_ck m65nscfg | {5F boot loader ck r65nscfg
v 014a_ck_m65n (in e2studio_ccrx) [Hardw A .
ot ,a“fs‘m oot Software component configuration

%, Binaries
¥ Includes ¥
il Components =gy (%, = & 3% = Configure
& Common
£8 Demos "~ Property Value
R Middl. T 4
£ Middleware !'-'.-IJE filter text ~ g gnthri‘ngni
3 > src ; ; :
= ‘} T = # Access point name ppsimjp
= HardwareDebug . - # Access point login ID PP@sim

w = Memory
& trash # Access point password jpn

flash,
& - aws nz(014a ck obSnrcpe -kﬁs.ecr_r ?s il
l*hl v S uri
1o > aws_ryz014a_ck_r65nscfg % E ts"”; . # Authentication protocol type. 2
S Network status notification level. 2
aws_ryz014a_ck_rw65n Hard Debug.laund v & Communications : el

N = & rseinx <t o
4

(7] - Developer Assistance [\W

v158 > boot loader ck 65 (in e2studio ccry) [iot-1 v B Middleware & 1CF connaction timeou

b’ Binaries v B Generic # 50 interrupt prionty
. a- # Maximum semaphore acquisition latency(msec) 15000
w) Includes e ; = -
o # Reception guard time before the module transitions to PSM 100
& > sc r_cellular

’ # Maximum allowable wake-up delay from PSM 5000
= HardwareDebug W r_fwup o -

3 boot_loader_ck_rx65n.rcpc
k“" 4 boot_loader_ck_rx65n.scfg

y boot_loader_ck_rx65n HardwareDebug.launch

» boot_loaderrcpc

@ - Nevrloner Assictance (WirkSnarsRXOTA dey ¥
< > Overview | Board | Clocks (Dmpunen(s Pins | Interrupts

RO1AN7037JJ0100 Rev.1.00 Page 42 of 67



RX 77 31) RX65N IZH (T35 Amazon Web Services ZFIF L 1= FreeRTOS OTA NDEH
#3i%(v202210.01-LTS-rx-1.1.0 LARE*T It hiR)

CK-RX65N {1+E®D SIM A— FZ#FRAT2B8IF. UT7FV5—2av/—rdD 415 Activating SIM
card] #8HB L. SIMA—FDTF7I T4 R—=23 0% T-oTLEEL,

SIM activation, Creating the trial account and using Dashboard with RYZ014A or Ethernet Application for
AWS - Getting Started Guide (R01QS0064)

(5) Z7—LITTDTINA REKEM)
aws_ryz014a_ck_rx65n.scfg ZB &, Board 4 &/ %:#iR, Board EEIRD"..." &V 1J v U LTLIZELY,

I Project Explorer X =" ¢ = O | & aws_ryz014a_ck_m65nscfg > | {88 boot_loader_ck_r65n.scfg

~ g% 014a_ck_re65 x .
A e Device selection

& Binaries
#t Includes
£ Common Device selection
& Demos
&R Middleware Board: (CK-RX65N (V1.02) I
63 > src Device: RSF56SNEHxFB
(= HardwareDebug Download more boards...
= trash

aws_ryz014a_ck_m65n.rcpc
b > aws ryz014a_ck x65nscfg |
aws_ryz014a_ck_r65n Hardyare Debug.launc v Featus Selection

(7] = Developer Assistance [\W

To add a component, make the selectig/h from the table below and click on the

~ 1;3 > boot_loader_ck_rx65n (in e2studio_coN) liot-refere The configurations for each added gfmponent can be further configured in the

&F Binaries Features Components

n) Includes Application Header @

€3 > src Ethemnet Ethernet Driver. (r_eth

(= HardwareDebug LEDs Ports
boot_loader_ck_m65n.rcpc PMOD 1/2 Type 3 ) Cellular Module cont

103 boot loader_ck_rx65n:scfg PMOD 1/2 Type Z(IIC) HS400x Sensor Middl
boot_loader_ck_m65n HardwareDebuglaunch Universal Seri * USB Host Commu

+ boot_loaderrcpc

w

< ; : B ) Ovenn(locks System | Components | Pins | Interrupts

() - Nevelnner Assistance [

6) T7—LHIFTDTINARBE?)

Target Device D"..."%# % ') v 4% L T” R5F565NEHXFB_DUAL"%##R L T = &Ly, Target Board
[X"Custom”|Z#z Y E£9,

&) Refactoring O *

Change Device

2

Select the new device for aws_ryz014a_ck_m65n

Current Device: RSFS65NEHxFB
Current Board: CK-RX65N

Target Board: |Custom

Download additional boards... w O %
Target Device: PSFS&SNEH:FB
Unlock Devices...
x
Device RAM ROM Pin
| v RX600
v RXB5N
S40KE ME 1&1
| 2 MB 144 |
2 N | P Cance
\ | ¢ \ .|
\ e
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(7) Z7—LIITDT/INA REKE(3)
TNARADERZITS EUTOEREIZED=HDRNET VT,

&) Refactoring | X

Change Device
T

r

Review the information provided in the list below. Click ‘Next >" to view the next
item or ‘Finish',

Found problems

* Unable to load project generation settings for HardwareDebug. Some build settings may nc
% This change cannot be undone. Please make sure you backup this project before continuing.

< >

No context information available

f < Back ‘ Finish Cancel

(8) T7—LYITDT/INARBEA)

[Build Settigs]>[HardwareDebug]>[Toolcain Settings]IZ#%%. [ROM M5 RAM ~AI v 559 3>
(-rom) &tV L av(-stat)) DF v I EH L. BT E0) VI LTLESL,

& Refactoring O *

Change Device

The following changes to 4 files are necessary to perform the refactoring. L
Changes to be performed ! -
v [m] & Build Settings =

 [m] & HardwareDebug
& Device Name
~ [m] &) Toolchain Settings
€ Device Name
[w]® Device Command
. & _Include file directories (-include)
[J# ROM to RAM mapped section {-rom)
&, Sections (-start)
& Project Files hd
Mo preview a\ailable

o < Back Mext Cancel
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(9) T—hrO—FOT/INA RFER

boot_loader_ck_rx65n.scfg #FZ&. Board # 4 %:#iR, Device h” R5F565NEHXFB_DUALIZA > TS
: & %EEEID\ L—C < fié ll\o

{5 Project Explorer X - ¥ = 0O || = aws_ryz014a_ck_rx65n.scfg 2¢ boot_loader_ck_rx65nscfg X

65 > aws_ryz014a_ck_n65n

c , _ o Device selection
« lz= > boot_loader_ck_rx65n (in e2studio_ccry) [iot-refer

:;;" Binaries

3 Includes Device selection

= HardwareDebug Board: CustomUserBoard == |~
y boot_loader_ck_m65n.rcpe Device: R5F565NEHxFB_DUAL

21 boot_loader_ck_r65n.scfg

Download more boards...
\ boot_loader_ck_rx65n HardwareDebug.launch
+ boot_loaderrcpc
%) = Developer Assistance [\
€ » || Overview Board | Clocks | System | Components | Pins | Interrupts
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424 I 7—Lo T DERK
J— kO—4%(boot_loader_ck_rx65n)& 7 7 — Ly = 7 (aws_ryz014a_ck_rx65n)Z#EA& L T 77— LA

DIV EERLET,

(1) Z7—4 7 (aws_ryz014a_ck_rx65n) DY 2 ZEE
aws_ryz014a_ck_rx65n @ 7O 9 kH 5. [Project] > [Properties] & %R,

C/C++ Build > Settings A 5. Tool Settings @ Linker > Section A5 Section Viewer ZB & .
EXCEPTVECT % OxFFFEFF80 [Z, RESETVECT # OxFFFEFFFC IZE|Y H5TFE Y,

ZTD#k. ELLFEITVET,

|type filter text

Resource
Builders
w C/C++ Build
Build Variables
Environment

Tool Chain Editor
C/C++ General
Project Natures
Project References
Renesas QE
Run/Debug Settings

Settings

outchaln Uevice| / build >teps

Bulg Artitact | s Binary Farsers | &9 Ermor Farsers

Sections(sta) [SUSIR 152 RRPFRAME04.55_1 % 2/0B00000 PResetPRGIC 1C 2CCE'1g

% Chmmon
W
&
v B Linke .
3B Input -
: ) Section Viewer
B Lig '

Section Name

R2
- OxFFFO0300 PResetPRG
= Symbol file c1
(& Advanced o>
( Subcommand file =
23 Miscellaneous e
¢ User =
w B Library Generator =
(& Mode
(™ Standard Library L
2 Object P
v (2 Optimization PFRAM
(= Advanced DERAMD
(3 Miscellaneous OxFFFEFFB0 EXCEPTVECT
B User ORFEFEFFEC RESETVECT

~ B Converter

¢ Output
o
¢ CRC Operation
(& Miscellaneous

1 Hex format

@2 User

[] Override Linker Script

Re-Apply

v

Add Section
New Overlay
Remove Section
Move Up
Move Down
Import...

Export...

e

Apply and Close Cancel
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(2) Renesas Image Generator #fRA L T T 7 — LV 7 ZERK
Renesas Image Generator 7+ LA ICLUT D7 7 A ILEEHMLET,

e 424(1)TEI FEEHER
e J—hrO—4DEL FEEHFER
o A4N(7)THER LT-ThERE

aws_ryz014a_ck_rx65n.mot
boot_loader_ck rx65n.mot
secp256r1.privatekey

av > R7O T #i#2EI L. Renesas Image Generator 7+ LAABH L TUTOIAT Y FEERTTS
& . userprog.mot 77 A ILHERKEINET,

python image-gen.py -iup aws_ryz014a_ck_rx65n.mot -ip RX65N_DualBank_ImageGenerator_PRM.csv -0
userprog -ibp boot_loader_ck_rx65n.mot -key secp256r1i.privatekey -vt ecdsa -ff RTOS

(3) Renesas Flash Programmer #i#2&) L. erase.rpj 7AYo &<
erase.rpj 7AY Y ME, KU TULTOTSLOUT I+ ILFIZHYET,

¥Projects¥aws_ryz014a_ck_rx65n¥flash_project¥erase_from_bank1

s Renesas Flash Programmer V2.12.00
File | Target Device Help
New Project...

OEEH Project...

Save Project

lock Settings  Connect Setting

Save Image File...

U
File Checksum 2

Set File Password...

- X

1 erase.rpj
2 flash_project.rpj
3 ck_mB5n.rpj

Exit

Start

Renesas Flash Programmer W8.12.00 [3 July 2023]
Loading Project (C¥WorkSpace R0 T A¥Projects¥ams rvz( 14a_ck r
Loading Project (C¥WorkSpace R0 T A¥Projects¥ams rvz( 14a_ck r

& JDITo RO LR EL TS, X

E - 4

<« flash_project » erase_from_bank1 v o erase_from_bank1()#&

@ WorkSpaceRXOTA

.metadata

.5vn

Common

]

Configuration
Demos
IDT_config
Middleware

(B N N A

Projects

& aws_ether_ck_mx65n

@ 2aws_ryz0l4a_ck_mx65n
@ e2studio_ccrx

&, flash_project

# erase_from_bank1

@ boot_loader_ck_65n

0578 I74 ) ("rp)) v

[ ®o ]

T4 &(N): | erase.rpj v

Raad”
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(4)

ABA—rEHL, TNAADA L—XEEM

s Renesas Flash Programmer V3,12.00 — *
File  Target Device Help
Operation  Operation Settingz  Block Settings  Connect Settings  Unique Gode
Project Information
Current Project: eraserpj
Microcontroller: R Group Endian: | Little v
Program File
Browse...
Flash Operation
Eraze
Start 9]¢
Communication speed : 1,500,000 bps ~
Signature:
Device: F Group
Erazing the selected blocks
[Code Flagh 1] 0xFFE0OO0D - 0xFFFFFFFF  gize: 20 M
Dizconnecting the tool
Operation completed.
v

Clear status and message

(5) flash_project.rpj 7R x4 F%BAL

flash_project.rpj 7BY 9 MME. AU TNTOTSLDUT I+ LFIZHY T,
¥Projects¥aws_ryz014a_ck_rx65n¥flash_project¥

s RenesasFlash Programmer ¥3.12.00

Settingz  Connect Setting;

pi

File | Target Device Help
MNew Project...
Open Project...

aave Froject

Save Image File...

L
File Checksum 2

Set File Password...

1 erase.rp]

2 flash_projectrpj
3 ck_m6B5n.rpj

Exit

Start

Reneszas Flash Programmer W3.1200 [3 July 2023]
Loadine Project (C¥WorkSpaceR¥OT A¥Projects¥ams vz 14a_ck rx
Loadine Project (C¥WorkSpaceR¥OT A¥Projects¥ams vz 14a_ck rx

& OO IrA L EEREL TSR,
T+ <« aws_ryz014a_ck_m6E5n » flash_project » ~

FLLWIA Y-

aceRX
@ WorkSpaceRXOTA

N

&

git
metadata

k1
I g flash_project.rpj

Svn

Commoen
Configuration
Demos
IDT_config
Middleware

A )

Projects

& aws_ether_ck_nB5n
@ aws_ryz014a_ck_m6E5n
@ eastudio_ccrx

& flash_project

T7A L& (N): | flash_project.rpj

Clear status and messaege

g =7 =774 M (rpi)

T =o ]

Fouull
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(6) 4.24(2) TR L1=¥41 7 7 — L2 = 7 (userprog.mot)%:&RT %

B Renesas Flash Programmer ¥3.12.00

File  Target Device Help

Project Ihformation
Current Project: flash_project rpj

Microcontraller: R Group

Frogram File

— X

Operation  Cperation Settings  Block Settines  Gonnect Settings  Unique Code

Endian: | Little ~

;RenesaslmageGeneratUr¥V3.D2¥usarprUg.mU‘I Browze.. I

Flash Cperation

Eraze »» Program = erify

GRC-32: D4828BAD \

Start

B T07507P VEEELTG

A || % RenesasimaGenerator » V3.02

it
[
4

= FHLWTANS-

& RenesasimageGer

@ V3.0 L] aws 143_ck_r«&5n.mot
AR Lbcotloziermat
Signature: & EEEEEREy I [ userprog.mot 2023/08/23 10:54 MOT 774 )l I
Device: R Group
& 21_R-3
Erazirg the selected blocks &, 90_ISMSE |
[Code Flash 1] DxFFEDDOOD - DxFFFFFFFF  zize: 20 M o 91_EE
@ RXAWS_APN_telework
Disconnecting the tool X
Operation completed. @/ RX QuickCannctiaT
@ RX23E_FIT_APN
Loadine Project (C¥Work Space RHOT A% Projecte¥ans rvzll 14a_ck rxBn¥flach | 0! RXT2M_Pins_Telework
RZ
0! RZT2 Pins
& RZTzM_Pins_Telework_t
svn_tmp o =
T74 AN} | userprog.mot 1 (70735974 ]L “hex*mot st v
F<(0) Frotl
3 /==
(7) Z27—LIDTT7DEZFAHEITS
s Renesas Flash Programmer V3,12.00 — H
File  Target Device Help
Operation  Operation Settings  Block Settines  Gonnect Settings  Unique Code
Praject Information
Current Project: flash_project rpj
Microcontroller: R Group Endian: | Little ~
Frogram File
;RenesaslmageGeneraIUr¥V3.U2¥usarprUg.mUt Browse..
GRC-32: D4820BA0
Flash Cperation
Eraze »» Program »» erify
Start OK
~
“Jerifying data
[Gode Flash 1] 0<FFEF0000 - 0xFFEF337F  size: 369 K
[Gode Flash 1] 0xFFEFFF80 - 0xFFFE767F  size : 3498 K
[Gode Flash 1] 0<FFFEFF80 - 0xFFFF937F  size: 37 K
[Gode Flash 1] 0<FFFFFF80 - 0xFFFFFFFF  size: 128
Disconnecting the tool
Operation completed.
v

Clear status and message
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425 AWS loT fEHRD &%
AWS loT D1fE#RI% aws_ryz014a_ck_rx65n ZEESH T, TeraTerm ICTEHRE L FT . FRE LE]RIE
T—R 759 alcEBERAFNFET,

(1) TeraTerm #i#2&)L T. * =21—0 File > New Connection...m 5. Serial #ZIRLTOK %Y Y vy

OTcesp myhost.example.com

History

22

Telnet

SSH S5H2

Other

AUTO
(®) serial Port,  COM4: USBE Serial Device (COM4)
\ Cancel Help

(2) A=a2— Setup > Terminal...#FE. New-line ® Receive # Auto. Transmit % CR+LF &R L T
OKz2 1wy

Tera Term: Terminal setup

Terminal size Mew-line

K
Term size = win size Transmit: | | CR+LE
Auto window resize

[\
ié’H
B oo

Terminal ICx VT100 w [JLocal eche
Answerback: I:l ] Auto switch (WT<->TEK)
Kanji (receive) Kanji (transmit)
UTF-8 UTF-8  ~ ~[$B
Half-width kana Half-width kana A[(B

locale: |japanese

RO1AN7037JJ0100 Rev.1.00 Page 50 of 67



RX 77 31) RX65N IZHI1+5 Amazon Web Services ZFI|FH L = FreeRTOS OTA MZEIR
#3i%(v202210.01-LTS-rx-1.1.0 LARE*T It hiR)

(3) A=a— Setup > Serial port... BV T Speed % 115200 IZE%%E L T New setting 9 ') v o

Tera Term: Serial port setup and connection *,
Port: COM3 w .
— New setting

Speed: 115200 IS

Data: & bit v Cancel

Parity: none bl

Stop bits: 1 bit w Help

Flow control: none w

Transmit delay

EI msec/char El msec/line

Device Friendly Name: USB SUF )L 7104 2 (COM3)

Device Instance |D: USB¥VID_045B&PID_&111¥0000000000001
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.19041.2130

(4) CK-RX65N ® J16 & RUN fAlic###t L. RESET SW ##¥
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(5) TeraTerm MEEIZA Za—MKREFREINF=-DH, 10 HLIAIZ TCLI] £ANLTEnter ¥—% 9
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(6) 3.3.2(6)TH ™Y vO—KLI-GIREEE4T D
TeraTerm [ZT lconfsetcert | EAALE=D5,

SEBAZE 7 7 1 JL(xxxx-certificate.pem.crt) % TeraTerm

KRSy IF7oRROy T (Z74II%EE) LTLES L, %&IC TeraTerm £ T lTEnter] ##LTLKE

IR
< | Cert
m Home Share View
« v o » ThisPC » Local Disk (C:) » openssl » Cert
s
MName

- (N - 1 - - . pern.crt

ecl-private.pem.k

(N, - - i . key

“conf set cert “ZAALT=HIZ.
MBAE I 7ANEFRSYIFURFAYTT S
ZFNDEEnter’ =19

- [m] X
v O Search Cert
Date modified Type ize
8/7/2023 12:09 PM Security Certificate 2KE
09 PM KEY File 2KB
23 12:09 PM KEY File 1 KB
X

Jera Term: File Drag and Drop

k )
_c

Are you e that you want to send the file content?

SCP

(® Send File (Paste content of file)

[IBinary

Y () Paste Filename

[#] Escape

OK

Cancel
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(7) 332(6)THIvA—KRLITFA4AR— X—%2&ET D

TeraTerm [ZT Tconfsetkey | EAALTzDE, TS5 A4 XN— kF—T 7 A JL(xxxx- private.pem.key) &
TeraTem [T RS9 5972 R ROy T (I74)Li#EE) LTL S, &&IC TeraTerm £ T lEnter] #4#
LTLIEELY,

+ | Cert — [m| X
m Home Share View ﬂ
« v o » ThisPC » Local Disk (C:) » openssl » Cert w & Search Cert
=
MName Date modified Type Size
] certificate per o 8/7/2023 12:00 PM Security Certificate 2KE
(S - - 1 -2t pern.key 8 09 P KEY File 2KB
ecl-public.pem.k 8/7/2023 12:09 PM KEY File 1 KB
Tera Term: File Drag and Drop *

“conf setkey “ZANLI&IZ, TS5/ R—FF—
T77A4NVERFSYT7oRFFAYTT S
FO®Enter” &7

(®) Send File (Paste content of file)

[1Binary

() Paste Filename

[~] Escape

Separator is Space
Separator is Newline

o this for the next 0 files
mprocess, next drop

Do not display tIzNdialog, next drop

o] o]
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(8) 332Q3)THELMLE/ DAR. BLUII3MNTEAIV RSV FEERT D

TeraTerm TUTNDIaY Y REETT S
conf set thingname [E / D4 il
conf set endpoint [T~ F7RA > L 4]

no_thing

(9) 4.1(6)THEM L1=SBR7BAE (secp256r1.crt)E &8k 5

TeraTerm [ZT [lconf set codesigncert | & AN LTF=DE, BT IIBAE (secp256r1.crt)% TeraTerm [Z F
SYTTUREAY F(T7AIEE)LTLEELY,

XEBAE 7 7 LOBITIA— FIXLFICEELThLRYFIFTL LS

| = | openss| — [m] X
“ Home Share View o
« = ~v 4 > ThisPC » Local Disk (C:) » openssl v O Search openss|

=
Ll

I a secp23bril.crt

Size

Security Certificate I

secp256r.csr
secp256rl.keypair
secp2 56l privatekey
secp256rl.publickey

VR

CSR File \

KEYPAIR File
PRIVATEKEY File
PUBLICKEY File

ZFNDEEnter’ =19

“conf set codesigncert “Z A L1=#&IZ.
BR7IAAEZFS VI 7UFFRAYTTS

Tera Term: File Drag and Drop

Nopen sslsecp256rl.crt

Are yodNgure that you want to send the file content?

SCP

(®) Send File (Paste content of file)

[IBinary

() Paste Filenjme

] Escap
Separggor is Space

Separgtor is Newline

Do this forfhe next O files

iocess, next drop

Whis dialog, next drop

QK

Cancel
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(10) AWS loT OEEE Commit (F—2 TS5y L 12EEAH)
TeraTerm TULTHDaT Y KEETT S

conf commit

reont commit

0 4472487 [CLI] Destro art ificate.

1 4472485 [CLI] Write certifi

[CLI] Write Private

Conf iguration s | to Data Flash and use

(11) Reset 1T
TeraTerm TULTFMDaAT Y FEETT S

reset

Jty bETE, TeraTerm [IZBERINRTEIN, OTAD 3 TEFEBIZH - TS I L 2HERT 5,

¥ Tera Term - [disconnected] VT — Oa *

File Edit Setup Control Window Help

AT+50

cellular_re] [DEBUG] received AT command res

cellular_re] [DEBUG] clear buff =
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5. 727—LOTTDEH

51 BHFRI7—LDITEE

511 N—Ta DER
(1) Z27—LOTF7NDNN—23 0% V0.93ICEET S

aws_ryz014a_ck_rx65n¥src¥frtos_config¥ demo_config.h ® APP_VERSION_BUILD &% 3ICLTE/L
FZBEETT 5,

I Project Explorer X =R § = 0| W *demo_configh >
v Ig§ > aws. in e i T archw 316
e szmh e @ * f Flag to enable or disable provisioning mode for the demo.
% Binaries #define appmainPROVISIONING_MODE [ A}
nl! Includes
B Common @ * rief Certificate used for validating code signing signatures in the OTA PAL.
- = #ifndef otapalconfigCODE_SIGNING_CERTIFICATE
ﬁ Detmos #define otapalconfigCODE_SIGNING_CERTIFICATE "Insert code signing certificate..."”
R Middleware #endif
v g > src
2 @ * ef Major version of the firmware.[]

E# application_code

~ 0% = frtos_config
il core_http_config.h
ik core_maqtt_agent_config h
i core_matt_configh
- core_pkes11_config.h
ik core_sntp_configh
ik defender_config.h

#ifndef APP_VERSION_MAJOR
#define APP_VERSION_MAJOR a
#endif

® * rief Minor version of the firmware.
= #ifndef APP_VERSION_MINOR
#define APP_VERSION_MINOR 9
#endif

@ * ef Build version of the firmware.

#ifndef APP_VERSION_BUILD
#define APP_VERSION_BUILD 3
#endif

i > demo_config.h
b fleet_provisioning_config.h

i > FreeRTOSConfig.h
Lr! ota_config.h

+ =f Server's root CA certificate.

= #define democonfigROOT_CA_PEM t1sSTARFIELD_ROOT_CERTIFICATE_PEM
ikl v littlefs_flash_config.h it = = o

i shadow_config.h +

" ief The length of the queue used to hold commands for the agent.
#define MQTT_AGENT_COMMAND_QUEUE_LENGTH (25)

ir sigvd_config.h
t user_tcp_hook configh @ * rief Dimensions the buffer used to serialise and deserialise MQTT packets
& > frtos_skeleton #define MsQTT_AGENT_NETWORK_BUFFER_SIZE ( Seee )

y = frtos_startup i i _ % .
+ Maximum time MQTT agent waits in the gqueue for any pending MQTT]

#define MQTT_AGENT_MAX_EVENT_QUEUE_WAIT_TIME ( seu )

r > SMC_gen
= HardwareDebug
& > output #define MQTT_COMMAND_CONTEXTS_POOL_SIZE (10)

(2) Renesas Image Generator Z AL TE#H 77— LV T T EER

511(1)THEINL FL=7 7—4™ = 7(aws_ryz014a_ck_rx65n.mot)% Renesas Image Generator 7 # JL
FIcEEFL, a9 ROV R TUTaAY Y FERTLET,

python image-gen.py -iup aws_ryz014a_ck_rx65n.mot -ip RX65N_DualBank_ImageGenerator_PRM.csv -0
user_093 -key secp256r1.privatekey -vt ecdsa -ff RTOS

LT RT, user 093.rsu 77 A ILBEREINIhET,
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52 J7—LYOTIT7OEH
AWSIZT, 727—LDIT7DEHEZITIODOTAEH I IJEERLET,

(1) loT Core M * — 2 —hH'i5 Manage(E ) > Remote actions(') E— k749 23 >) > Jobs(¥ 3 7)) i
Create job(> 3 7 #/ERk) &R

Manage
AWS loT » Manage » Remote actions » Jobs
w All devices

Thi
o Jobs (0) info

Jobs define a set of remote operations to send to and run on one or more devices that are connected to AWS loT. If you have remote
operations that are frequently performed, such as rebooting or installing new applications, use job templates to create reusable jobs.

/ Create job
b Greengrass devices Q F]Iterjahs/ | |All status values w | |Alltypes v ‘ 1 (o]

» LPWAN devices

Thing groups

Thing types

Fleet metrics

Software packages New Name v | Type v ‘ Status v ‘ Created date

¥ Remote actions

Job templates

Secure tunnels Create job

» Message routing

No jobs

You don't have any jobs in ap-northeast-1.

(2) Create FreeRTOS OTA update job (FreeRTOS OTA B# ¥ 3 T #/Em)ZRIRL THRA

Manage -
AWS IoT » Manage » Remoteactions » Jobs » Create job
¥ All devices

Things Create jOb Info

Thing groups Jobs define remote operations to send to and run on devices that are connected to AWS loT. Create a custom job or a

Thing types FreeRTOS over-the-air (OTA) update job.

Fleet metrics

v

Greengrass devices Job type

v

LPWAN devices

Create a job to send an executable job file to one or more devices connected to AWS loT.

Software packages New
¥ Remote actions

() Create custom job

Jobs

Send a request to acquire an executable job file from one of your 53 buckets to one or more devices connected to AWS loT.

Job templates © Create FreeRTOS OTA update job

Secure tunnels

P Message routing \\

Retained messages Cancel Next

Security
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(3) YaTJ&#EANMB : rx65n_ota_demo_job) L TR~

AWS IoT » lobs » Createjob » OTA job

step 1 OTA jOb prOpe rtiES Info

OTA job properties
Step 2 Job properties

Job name

Step 3

rx65n_ota_demo_job

Enter a unigque name without spaces. Valid characters: a
A-Z, 0-9, - (hyphen), and _ (underscaore)

Description - optional

» Tags - optional

Cancel MNext

(4) Devices to update(B#Hi T B T/AA1 R)EV ) v o LT, BT BHT/314 REER

OTA file configuration i

Devices info

This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or
the thing groups that you choose.

Devices to update

A
QN
Thing groups
Things
rx65n_ota_demo_thing
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(5) Create new profile(#FT LWL\ TR 7 7 4 LD ERR) % &R

File info

Sign and choose your file

Code signing ensures that devices only run code published by trusted authors
and that the code hasn't been changed or corrupted since it was signed. You
have three options for code signing.

© Signanew Choose a Use my
file for me. previously custom
signed file. signed file.

Code signing profile

This profile will contain information needed to create a code signing job. The
profile specifies your device's hardware platform, certificate from AWS
Certificate Manager, and the location of your code signing certificate path on
your device.

Existing code signing profile

v Create new profile

BECTOT7A4ILEERLTNEBEE,. (5)~)IXEBTEE I, Choose existing code signing
profile BEIFENDI— FER TO 774 L) TAEICHERLEZTAT 74 IILEBIRL T,

Existing code signing profile

a_\

rx65n_o¥a_demo_profile2 /dummy
SHA256 \CDSA -

rx65n_ota_demo_profile dummy ct an existing file.
SHA256 ECDSA

Cila +~ simlaad

A ‘ Create new profile
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6) FRIFANERKN) TRIT7AILE, THNARN—FKDxT7T5v bTH—L

o JOT74I)LE%EAAMHI: rx65n_ota_demo_profile)

o TNAAN—KDTT7 TS5y bT#+—LIZ TWindows Simulator] %:&iR

Create a code signing profile

Profile name

rx65n_ota_dema_profile

g B [T L TR0 i o T 30 o o W = o W 1 3 ]

Device hardware platform

Windows Simulator v

(7) 77274 1ERQ2) SERRZED A VR— k
e I—FERMAETHLVWELIHAZEDA VR—+EV YYD

e Certificate body(SEBAZEAIC)IZ 4.1(6) THERL L 1= secp256r1.crt & 3EiR
e Certificate private key(REBAZE D 75 4 N— b F—)IZ 4.1 TYERK L 1= secp256r1.privateky % E1R

e Certificate chain(REBAZEF = —2)IZ 4.1(3) THERK L = ca.crt Z3ER
e Import(f YR—M)ES v

Create a code signing profile

Code signing certificate

AWS Certificate Manager (ACM) handles the complexity of creating, managing, or importing SSL/TLS
certificates. You can use ACM to create an ACM Certificate or import a third-party certificate that you
use for signing. You must have a certificate to sign code.

© Import new code signing Select an existing certificate

certificate

Certificates \
Certificate body secp256ri.crt
ch fil 753 bytes
Certificate private key secp256r1.privatekey
ch fil 232 bytes
2 cosetile @ Uploaded
Certificate chain - optional ca.crt

- 890 bytes
[f] Choose file ® Uploaded

Import

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature verification.

Cancel

Create
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8) AT FAIAEREB) TNAADIA— FERIEAEND/AREEAALTCreate 91 vY

INRBIFEETT ., (B : dummy)

Path name of code signing certificate on device

This is the name and location of the certificate that your FreeRTOS device firmware uses to perform

\>

OTA image signature verification.

dummy

Cancel

Create

(9) FOT7F7AIIZERIEFEERLETOT7MILEBRBIRSN TSN EHER

File info

Sign and choose your file

Code signing ensures that devices only run code published by trusted authors and
that the code hasn't been changed or corrupted since it was signed. You have three
options for code signing.

O Signanew Choose a Use my
file for me. previously custom
signed file. signed file.

Code signing profile

This profile will contain information needed to create a code signing job. The profile
specifies your device's hardware platform, certificate from AWS Certificate Manager,

and the location of your code signing certificate path on your device.

Existing code signing profile

rx65n_ota_demo_profile v Create new profile

it
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(10) BHA I 7—LVIT7DTvITT— b

Upload a new file ((iLW\ T 74 ILET v T O— K3 %)%:EIR
File to upload (7 v 70— K3 % 2 7 4 JL)IZ 5.1.1(2) TYERL L 1= usr093.rsu %:;&4R
Browse S3(S3 & 75 X)IZ 3.4 TER L71= S3 /345w L %&IR
Path name of file on device(T/NM A LD 77 4 ILDINRB)EAA
(/SRBIEEE T4l /devicelupdates] )

File

© Upload a new file. Select an existing file.

File to uelaad \

[ Choose file

® usr093.rsu

357888 bytes

ile upload location in S3

his is the location in 53 where your file will be stored.

3 URL

s3://s3test-rx65n X View [4 | ‘ Create 53 bucket

ormat. 3./ / bucket/ prefix/object.

e on device

file will be ctored op the | LoeRl0S dovice

/device/updates

» File type - optional

(11) Role (A—JL)IZ 3.5(5) TR LA —LZFEIR L TRA

IAM role nfo

Role
Choose a role that grants AWS loT access to 53, AWS 10T jobs, and AWS Code signing
resources.

I ota_role_rx65n Y‘ \

Ll

Cancel Back Next
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(12) Create job (P 3 F7DER)EV ) v o
OTA job configuration

Job run type

Choose how to run this job

© Your job will complete after deploying to the devices and groups
that you chose (snapshot)
Your job will continue to deploy to any devices added to the groups
that you chose (continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending jeb starts.

» Job stop configuration - optional

he job. The job stops if a percentage of devices fa
The job cancels if any of the criteria are met after

nfigurations define when to automatically
ent after a minimum number have

Thes

» Job run timeout configuration - optional

Specify how long the job will run.

Cancel Create job

(13) Z27—L Iz T7DRENETTDHETHED
CaTNBEENEE. ZEBLUVIF—LYITDEEAHFETVET,

T COM3 - Tera Term VT - m} >
Eile Edit Setup Contrel Window KanjiCode Help

[cellular_re] [DEBUG] clear buff =
[OTA Deno TaJ [INECD R 1 Queued: - .t [:.,I
Leellular_re] LDEBUG] URC
1,
[MATT] [DEBUG] senerat command: A {EC
[MOTT] [DEBUGT R #1589 % & . Received DEIHME

ShFET

[cellular_re] [DEBUG]
1.5

[cellular_re] [DEBUG] re

[cellular_re] [DEBLG

RO1AN7037JJ0100 Rev.1.00

Page 64 of 67



RX 77 X 1) RXB5N IZ# [+ % Amazon Web Services ZF|F L = FreeRTOS OTA MEIR
#3i%(v202210.01-LTS-rx-1.1.0 LARE*T It hiR)

BHNETTHE. VY AN YRIDA Z 2 —HRTENET,

T COM3 - Tera Term VT - O x

File Edit Setup Control Window KanjiCode Help

T COMS3 - Tera Term VT - O x
File Edit Setup Control Window KanjiCode Help

gent for topic filter: g

At for topic filter: o

INFOT O
[HFU]
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6.

FSION a—Fa2T

FHUTILERTITHIRICBEENID S TLELVEDHBREETRICSRLET .

#® 61 FSTLYa—TFaVY

No FSTILAR [RE RS S
1 AT 7—Lx | Python D/SZAAE->TLY | Python ZBA VX —J)LLTLE |22
FOEFKITUE | B Sy, EFf-. 22B)DFIET.
KT B FAdd python.exe to PATH] <
FIvINA-TWBRIEEZHERL
TLEELY,
2 EEIESATS)DA Y EBIES A TSV EA A M—ILL | 22(5)
A k=L TLVEL TLEELY,
3 VWEAT7—Lx | CK-RX65N BAF/3w 5% | CK-RX65N O J16 DERTE A 1-2 2.5
THREZFAOHLELY | EITHE>TULVEN a—hk (TNAYY) IZHE->TLS
CEEHRLTLESL,
4 VP I77—Lox | CK-RX65N A RUN ERE | CK-RX65N M J16 DR TE A 2-3 4.2.5(4)
T HEEEI L ALY [2H 2TV 33—k (RUN) [ZHE-TWWAHCZ
EHEHERELTLIESELY,
5 tIILS—@EIENE | RYZ014APMOD AIEEL | RYZ0O14A PMOD M#EfEREL T | 2.5
RTERLN CERIATLEN {f2&Ly,
6 SIMA—KAEASINT |SIMA—KZHEALTLESL, 2.5
LML
7 SIMA—KDHZREMNEL |rceluarDa>v I« TRELZRE | 4.2.3(4)
ENTLVEL LTLIEEELY,
8 CK-RX65N {1 @®M SIM SMA—FKD7IT4_R—=3> | 423(4)
h—FEFERALTEY. ITHoTLESLY,
MDOSIMA—FD7H
TAR—=L 3 UMTET
LMY
9 EILS—BERIC | BERENAEL RYZ0O14APMOD IZ7 T+ 8 LU | 25
IS—hHEETS BROEHRZEITHO TS,
Tz, PUoTTHERERLGERERE
DRWMBRIZEWNT XL,
10 |AWS ADEHT | AWS loT FEHRMIFRESN | BE. AWS loT FHRDFBEZT> | 4.25
IS—HAHEET D | TR, FLEMEEZ | TKREEL,
T3
11 J—rO—45EE | - rO—FICOBEN | T-rO—FOLFRRZTEEREL | 4.2.3(1)
BIZD7—Lox |ELLCEREASINTULVG | TLESLY,
T HEEEI L ALy Ly
12 OTAZ7YTT—bF | Z27—LITICAKRE | 27—LIz7OLBBREEZRE | 4.2.3(1)
#BIZT77—Loz | AELLHREShTLE LTLIEEELY,
T HEEEI L ALy Ly
13 TINA ZEIRNELCER | 77—L9z7HEKIVT—rO—4 | 4.2.3(5)
FESINTULVEL DTNAREEEZRELTLES ~
L, 4.2.3(9)
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