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e? studio A7ACTIMER I7 1)L (REF11AGJ)
e? studio A7ACIIREET7 AL (REF11AG)
e? studio fA IDE 1§k 771 /L (R5F11AGJ)
e? studio YV HERET 7ML (REF11AGY)

RO1AN3313JJ0111 Rev.1.11
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RL78/GID E—a > RA w4 B E—aVT—4EH TN TOTS A

4. ENEREER

YT Ta s T AOBEHRIZOWTORLET, IEMROFNEILI6 > DRT 7 (A4 T7Z7 VDA
FeT7—AUTDOENEK - T7 =AU =T DEEIAL « A<— 73 N X 2EEMHR - RF FE0RF
fili + HEBEIROWE) bV ET,

ANVE TSA4TZ)DAF]

A28 D 7—LOTTDEI K]

[ 4.2.118 rCS+ for CC M) |
Fr=1&
| 42218 Te2 studio i FI% | |

v

ABEN 177 —LIIT7TDEERAH]

v

448 TRI—bT+ VT DENMERER]
| 4.4.118 TAdvertising /3% v MEIEDRERR ] |

v

4.42 18 TAdvertising /84 v FDEH ]

| 4.4.201)8 TioS 7/34 2 &M |
Fi=1Zx
| 4.4.2(2)8 TAndroid 7/31 2 M8 |

v

| 4.4 318 TAdvertising /345 v FEHFHOFER ] |

4.5 &1 TRF %140 &¥4ifi |

4.6 % DEBREROAE]
| 4618 TAEBBEOBE] |

v

| 4628 MEEik— FiRE |

v

| 4631 NEBEROE] |

RO1AN3313JJ0111 Rev.1.11 Page 10 of 88
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RL78/GID E—a > RA w4 B E—aVT—4EH TN TOTS A

41 4TS DAF

P TINTR T TLEADT 77— AT 2T HEN RTAENT, FieDT7A4 77 ) ELEHAWEBY A D
Ao —RTH0ERHY 9,

e BLE/m ha VAKX v !

—  Bluetooth Low Energy Protocol Stack V1.20
https://www.renesas.com/software-tool/bluetooth-low-energy-protocol-stack-rl78-family

e I—K7T v adAT TV
- RLI877IV7T7vvatnrruarsII077477Y Typedl 73> 7 — Ver.3.00
(CA78KOR/CC-RL = >/ A F H)
https://www.renesas.com/software-tool/code-flash-libraries-flash-self-programming-libraries

o T —HTT vy aTAT T
- RL78 77 IV EEPROM =X = L —3 3 7 A 77 U Pack02 /3 /7 — Ver.2.00(CA78KOR/CC-
RL 22234 Z )
https://www.renesas.com/software-tool/data-flash-libraries

TATZ VDR a— R, FTRO 77 A NEY L TAT 0l T A0k 7 12 icae—LET,
e BLE 10 fha LA ¥ v 7
—  BLE Software Ver x xx¥RL78 G1D¥Project Source¥renesas¥lib¥BLE rBLE lib CCRL.lib
- BLE_ Software Ver x xx¥RL78 G1D¥Project Source¥renesas¥lib¥BLE HOST lib_ CCRL.lib
- BLE_Software Ver x xx¥RL78 G1D¥Project Source¥renesas¥lib¥BLE CONTROLLER LIB CCRL.lib
- BLE Software Ver x xx¥RL78 G1D¥Project Source¥rBLE¥src¥include¥rble api.h
-  BLE_Software Ver x xx¥RL78 G1D¥Project Source¥rBLE¥src¥include¥rble.h
e I—RT7 Ty aTAT TV
—  FSLRL78 Type01¥V2.21B¥CCRL V2.21¥CCRL¥V2.21¥librl78¥fsl.lib
—  FSLRL78 Type01¥V2.21B¥CCRL_V2.21¥CCRL¥V2.21¥incrl78¥fsl.h
—  FSLRL78 Type01¥V2.21B¥CCRL V2.21¥CCRL¥V2.21¥incrl78¥fsl types.h
o T —HT Ty aTAT TV
—  EELRL78 Pack02¥V1.01¥librl78¥eel.lib
—  EELRL78 Pack02¥V1.01¥librl78¥fdl.lib
—  EELRL78 Pack02¥V1.01¥incrl78¥eel.h
- EELRL78 Pack02¥V1.01¥incrl78¥eel types.h
—  EELRL78 Pack02¥V1.01¥incrl78¥fdl.h
- EELRL78 Pack02¥V1.01¥incrl78¥fdl_types.h

FROTZFANEF TN T O T T ADTRDOTAT T Y 7 VFIZRELET,
RL78G1D_BeaconCombination
LProject_Source

Hibrary
Fprotocol
\ BLE rBLE lib CCRL.lib Protocol Stack rBLE Layer - library file
\ BLE_HOST _lib_CCRL.lib Protocol Stack Host Layer - library file
\ BLE_CONTROLLER_LIB_CCRL.lib Protocol Stack Controller Layer - library file
\ rble_api.h Protocol Stack rBLE API - header file
\ rble.h Protocol Stack rBLE definitions - header file
F-codeflash
\ fsl.lib Code Flash Library - library file
| fsl.h Code Flash Library - header file
\ fsl_types.h Code Flash Library type definition - header file
Ldataflash
eel.lib Data Flash Library EEPROM Emulation - library file
eel.h Data Flash Library EEPROM Emulation - header file
eel_types.h Data Flash Library EEPROM Emulation type definition - header file
fdl.lib Data Flash Library - library file
fdl.h Data Flash Library - header file
fdl_types.h Data Flash Library type definition - header file
R01AN3313JJ0111 Rev.1.11 Page 11 of 88
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RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

4.2 T77—L9TF7DEIF

A1 ENTZTFA T T VDOAFH, oIV Tal T ATy —L 72T OE)L RNAREL Y F
I, T a s T AOE L RiZiX, CS+ for CC £ 7213 e? studio 1 L F9-,

YoINTn T T AT T AV IRETENRTD L, VY =2y r—=VIZEGE N5 HEX ERD 7 7
— LU =7 77 AL RSFI1AG]_BenCmp.hex AR S IVE T, £V U —ANRNy r—VIZEHENL T 7 AV
T2 LT, AFIEOHMEH FRETT,

4.2.1 CS+ for CC {# Ak

1. CS+forCCZEEIL, [Z77AN]>[7 7 A NERS]IZRIRL, Fil? /XA |Z&H 5 BLE_Software.mtpj
TnT=l P77 ANVEREET,

—  Project_Source¥application¥project¥cs cc¥BLE Software¥
2. [EANRI2UEALR- ey =27 MEZERL, EVRIPRDTLZL2MRBLET,
3. TFRELO/SAZ RSF11AG] BenCmb.hex 2MVER SN TWD Z & 2R L ET,
—  Project_Source¥application¥project¥cs cc¥BLE Software¥R5G11AGJ BenCmb¥DefaultBuild¥

422 e? studio {# A
1. estudio ¥HEENL, TRONZXEZT—7 22— L U TEIRL F1,

- Project Source¥
2. [Z7AN]2AYAR—RNEERL, AV AR— AT RTERRLET,
3. [HR]BEF e 2l b ETU =T ANR—ANEERIRL, [(K~NZ27 ) v 7 LET,

4. [N—FFT4 L7 FUDBR|ITTFRLRONRNZREZBIRL, [Pz MICEREND
RSF11AGJ BenCmb Z3&R L 9,

- Project Source¥

KT1227 0w L, AR — AT ar %l LET,

(Lo ZZFIZHLET,

Juy=zs b =7 A7 —7—"TR5FI1AG] BenCmb %88 L £ 97,

[(Try=l Mo ry=2 FOENL RZERL, BV RREIT 52 L 2R LET,
TRLOD/XAIZ RSF11AG] BenCmbhex AR SNV TWD Z & 2R L E9,

N A

—  Project_Source¥application¥project¥e2 cc¥BLE Software¥R5F11AGJ BenCmb¥DefaultBuild¥

Xe?studio DTNy HDT 7 )V FREIL, BEIFFZC 7 7 v v a2 AT ZHELET, e?studio TORAFE
E, RL78/GID EY 2 —/WIEZAEN TWAIHWRRE Y Z 7, TXA AT RLADOWHEEEIET 572
W, TRy HEGRICTRHRORELE LT TL IS, FETHORTELFIL, RL7I8/GID EY 2 —/L &
El T2 2 L—X O 2/ LTIREETIT o T 72 &0,

- [EEMERR T 13T 4 OFREIF A T 1 7 D[Debugger] ¥ 7 &3ER L, [EIFFIZ T T~ 2 2 ROM %4

BTV R EEE x|
EBBE S0/ DEE
Q)

BN [REF11AG] Beacon

) s+ (35 Debusser B> Startup] i éi\jE(Qﬂ B, yg)\] |
hozh a
S—gk-R-FroHE
= 3

BIEOTFUT- D (HEX) 100A0000008000000000

I 1B ERHEFTTD (3 =1
EHEET-FOER A =
FEEHES(C 75y ROM RilE =l

RO1AN3313JJ0111 Rev.1.11 Page 12 of 88
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RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

4.3 T77—LOTT7DEZTAH

Yo INTa ST LEDT 7 — AT = T EX AT :t RARTV UL EIZI2l—4%2K4-1 DX HIT
EHLET, El=3I 2L —& & RLIS/GID FiffiR— NiZ, 22— WA L Z 7 =—Ar—T LT LET,
TXFV//&EMI:1V~&\TX%V//&RU&mDJﬁT RiZZnF1 USB 7 — 7 /L THafke L
F7,

El =3 2 L— X QMO TIE TEI/E20 =3 2 L—# 2—HF— X~ =27 /1] (ROUT0398)% L O}

[E1/E20 =X = L—#& B2 T I = L—# Lite =—%— X~ == 7 /LRIt (RL78 $&fc s O IEE FIH) ]
(R20UT1994) % B L TL 72 &\,

E1TZ3alL—4%
USB7—J L E1ERA) ————— 1—FA(4871—R5—J)L
T
: USBS—JIL(BEEAEA)
KAV

RL78/ G1 D.ﬁﬁlﬁ‘l’\

X 4-1 77—2bUxTEZARBFOTME— FEE

Yo TnTn s T ©AEEHGBRF DA T A RAAL v FRIEZR 411 LET,
K1 FUrINTSS LBEREREDOR T A FAL v FRE

AALYF E%E B

SW7 2-3 EH(EA) (TIAILRERTE) AC BiR7H TR%EHET 510D DC v v o UN)E=IX USB 1247
T—RZ(CN3)MSLFaL—4iFH TERMEA

SwWs8 2-3 ¥ (A1) USB Mo ERIL#A
XAC BR7A TN LBRES T HEHEEIE 1-2 FHH(EA)

SW9 1-2 Hefn(Z ) SEMRIRA > AT T — R EHERE

SW10 1-2 B (ER) (T 74 ILAERTE) EDa—/)LICERELA

SW11 2-3 ¥R (AR (T 74 ILRERTE) E1I3a2L—% 3.3V USHSERMLS

SW12 2-3 BE#R(BA A (T4 ILNEETE) (T24ILLETE)

SW13 2-3 &R (A A USB 4l

R0O1AN3313JJ0111 Rev.1.11 Page 13 of 88

2018.03.30 RENESAS




RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

VU TINT T T AT 7 — LT =T OFEZIAMRITIL, Renesas Flash Programmer(RFP)Z i ] L £ 97,

RFP D =—7 a— FEDIALBEREEAZERA T2 LICE0, A—7 7 =0T LT N, AT LT D
VAT AEMEREE ESIAD I ERAERETT, =—7 a— NEHIALBEREIZ DV Tl [Renesas Flash
Programmer V3.02 7 T v v a2 HBEXIALY 7 by =T 22— —X<v=27 /1] (R20UT3841)?D 23.6TH I[=
— 7 a—RZ7] ZZRLTIIZEN,

YT Ta ST AT 7—20 T 7 O RLTIS/GID FHi R — R~DEXIALTFINEEZ L TFIIRLET,

1. RA41E2ZBHL, A —RORTA RAL v FERELET,

El =3 = L— % 23l — RicHfitk, El =3I 2L —% & PC&2Hfi L £,

FEAM AR — K% PC %7213 AC-USB IR 7 ¥ 74 & USB THifit L. EIRHLEZ G L £,
RPF ZEE L, TitOFETTr Y =7 FEEHRLET,

XY MERRZRIZ, B L7270y 227 FEERT S Z & TAFIEA B ATRE T,
4-1. [T7ANEH LT 0y =2 MR ERREZRIR L ET,

422, [HilnwrFao s FOERIFA T aso[7 a7 MEMR]TIRLIS)|ZEIR L, {EFEDOT 1Y
=7 NMaEANNE, [BExE 7 ) v 7 LET,

43, a4 ROl TEMERIILE L1z) LRRENDZ EE2MERLET,
5. [FuZ T L5757 A/L]TR5FIIAG) BenCmbhex 7 7 — ALV =7 7 7 A VEFEE L ET,
6. TEHOFETa—FRT7T v a2 AET D Block254, 255 HEZBiIE L ET,

$CRL78/G1D % ¥ = — /L TlL Block254 \[Z Hfaf REfR A 7 Z 77, Block255 127 /3 AT KLU ANEZIAE
“Tb\i—a—o

6-1. [HEERE]Z 7TZ2BIRL, MEF T a T[T ey 7RI E 2R L £,
6-2. [7mvRE]Z 7 %R L, Block254, 255 D[Erase]. [P.VIDF = v 7 &4 LE7,

How D

Block253  0x0D003F400  0x00D3F7FF 1K W F W~

Block254  0x0003F800  O0x0003FBFF 1K 2

Block255  0x0003FCO0  O0x0003FFFF 1K 2
®- DataFlash 1 0x000F1000  Ox000F2FFF 8K N~

7. VAT LAEMERET 7 AN EEZIADEGIE, TROFIET2=—r7a—RFE LTHEELET,

7-1. [=—7 a— FREZ 72BN £,

72, (BT AT = v 7 B ANET,

7-3. [2=—27a—FRT77 AN TCFikD1r=—ra— K77 A VEHRELET,

- RUC File¥r5fl1agj syscfg.ruc

7-4. [BAE1Z TR £,
8. [AZ—PMZMT L TEHEZIALMIGE, THENZETLELL] LRRINDILEMELET,
9. F. El =2 b—FZaHliAR— FbmV A LI,

RO1AN3313JJ0111 Rev.1.11 Page 14 of 88
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RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

4.4 A~ — N7 F 0 X D EERER

A= b7 LDV TINT 0T T AOBERR TIE, 35D AT v (Advertising /37 v FIE(E D
R « Advertising /37 kO FEHT « Advertising /37 v N EHOMERR) BH Y F9,

Yo FNT ST AOBIEHR T, FHliR— RO AL »F(SW)& LED #o—HF A ¥ 72— L LT
FERLET, o7 a s T A0MEHT 25 SW & LED #K 4-2 IR LE7, DIP A A v F SW6-1 DIRAE
IV T e 7T AOERMREIC R AIAA T T, SW2 L —a VEMERHIAMEATIE VAL D R U A
ELTHEALET,

DIP SW6-1 : USB7—J)U(ER 4 A)
SWe-1h%ffizbld, E—avd T LADE L
SWe-1h%on#i 5 (L, RFEHES X T LA E L

LED2 : @I 7 T)r—av etk a)
AdvertisingS21TR¥. LED2IZH T
TERTREIEE . LED2IE s 4T

LED1 : @7 ) r—aV enfErE D)
KEESLEE. LED1ELHELT

LED4 : EREHA TR &S bR, LED1IE ST

LED3 : SW2:
E—av 7 r—ar O EER:. LED3IEE LT SW20#TFT
aAROET TV — a3 D EIERE, LED3IE A KT E—a 7 r—arbaroh7 ) r—a E# R BICHYR 2

X 4-2 BYYERERREF ORI AN — FHEdfE
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RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

4.41 Advertising /37 v b IE{E DHERR
YrINTa T LD —arT ) = a rw2FT L, A — 74 &2 LT Advertising /X7 >
NOEEEEA MR L £7,

il

RL78/G1D RAY—TAY
E—ar 7 r—ay

Non-connectable Advertising

vy

FTH TN T T T AT =LY 2T HEZAATFHMEAR— RIZ, DCY v v 7 (J1)£721Z USB A > ¥
7 = — A(CN3) b EIRMAG & BlAA L E 3, DIP A4~ F SW6-1 28 OFF OMRRECERMEG A LT oL, ©
—ar T IV = a UIRFETSN, LEDAB R LET, B—a 7V = a v iEd T 74V R T
Eddystone-URL /N7 v FEXELET, Av— b7+ U E2MHT 52 L TR v FOZENRETT, il
FPTNEIL i0S 7 /3A A & Android 7 /3 A CIHGE T,

1.  Eddystone-URL /X7 v M&ZAEGT 572012, Tk T SV E A — N7 4 04 VA M=V LET,

- Android 7 734 A [T, Physical Web - Google Play
https://play.google.com/store/apps/details?id=physical web.org.physicalweb

- i0S 7 /3A AT[allF, Physical Web - App Store
https://itunes.apple.com/jp/app/physical-web/id927653608

2. Aw—hT7x T 7V EEEL, BEEDT /LA T T Eddystone B — 2 U EEER L E T,

3. BT T A5 Eddystone-URL N7 v b & fET 5L, FRt URL ~D Y 7 BNEIRSIE
R

—  Renesas Electronics
https://www.renesas.com/

100% _— 100% _—-
Renesas Electronics America
https://www.renesas.com/
Renesas Electronics Corporation, the world's
number one supplier of flash microcontrollers, is a
premier supplier of advanced semiconductor sol...
3.y EER
2.TNEDY
Show Example Beacons
o o
RO1AN3313JJ0111 Rev.1.11 Page 16 of 88
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https://play.google.com/store/apps/details?id=physical_web.org.physicalweb
https://itunes.apple.com/jp/app/physical-web/id927653608
https://www.renesas.com/

RL78/GID E—a > RA vy

BEWMHEIEE—a VT —AEH YOI TOIT S L

442

Advertising /47y F DEH

Yoo Ta T L0axy KTV r—varyEFEITL, Av— 7 EFEHLTE—a T U
— v a YN[ T D Advertising 7T — X ZHFH L E T,

i -
: Pairing #7=zI& Start Encryption ﬂ
) GATT7 /2% ==
RL78/G1D - > 2—hTAy

AXRHNT T r—ay

FHEAR— RO SW2 2 T2 L, oo ra s e —ar 7V r—yvarvbtaxs N7V
—vaVERAEIOINEZ Y, ax 7 TV A= a RN E TSNS L, LED4 I Z LED3 AUEAT L
F9, aXT M7V =g SIRAT N A LY S 72 8 @ Connectable Advertising 237 > b &5 E
LET, A~v— b7 42 & RLT8/GID DN, GATT 7 7 B RIZX VDV —ar 77U r—3 g UNikET
% Advertising 7 —# OHEHT5HZ LN ARETT,

M
1.

S A A A

10.
11.
12.
13.
14.
15.

i0S T/ R {FEAK

%7 N7 7Y r—3 3 @ Custom Profile |27 7 & 24 57912, GATT Client 7 7° Y BB T,

Bl LTCFROT 7Y % i0S T8 ZWZA VA M= LTHERALET,

- GATTBrowser - App Store
https://itunes.apple.com/jp/app/gattbrowser/id1163057977

FHliA— Fo> SW2 24 F L, #HfliA— o> LED3 2354132 Z & 28 L £,
A= R 74> OT7 TV ERBIL, 75 AORBEFG L ET,

RL78/G1D Beacon Updater Z 18R L, #&fe e L £ 37,

Renesas Beacon Updater Service ¢ Advertising Data Characteristic 2 38R L &9,

[Read] R & T L ET,

[Read] RN v D TR R SNTEEMTLET,

Advertising Data %' 7 12 2 CH L\ Advertising 7 — 4 & L C FreDfEiz A LE 9,

- Advertising 7 — # fi (https://www.bluetooth.com/ % #fF URL % % ¢¢ Eddystone-URL)
1B0201060303AAFE1316AAFE10EE02676F6F2E676C2F3764694C547800000000

Advertising Data # A 7 12 7 C[OK] R Z > ZH F L %7,

[Write] R &% 2 F LET,

X7V THRIAT AT TRXT VTR Z ER T LET,

Pairing DN L 0 | FHEAR— RO LEDI 8847325 2 & 2B L £,
BERALOEHZLY | ERRRINDZ L AR LET,

Disconnect # #f ' L %97,

FEAMAR — K> LED1 & LED2 3VEAT 5 2 L 2R L7,

RO1AN3313JJ0111 Rev.1.11
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https://itunes.apple.com/jp/app/gattbrowser/id1163057977
https://www.bluetooth.com/

RL78/G1ID E—a VXA vy

BMHELEE—a VT —AEH Y OILTOTS L

GATT Browser Menu

13

Characteristic

Characteristic

RL78/G1D Beacon Updater Yail ®

LI 25C096AE- AFAD-4601-85C0-£090EFTSCOET

4.FIN4 REER

RL78/G1D Beacon Updater YI]JIU
Device ULID : 25C386A0-ARAD-4607-85C5-4D80CF13C051

mectivn Siats : Conmectzd

Renesas Beacon stack
Advertising Data
1b0201060303aafe1316aafe102e026761612¢.

<5 Flags 5>

coerable Mods
512 BRIEDR Mol Suzporied

8.MBZ AN

< Complete List of 16-15t Service UIDS
oFERR Eddystons

Dl| << Gervica Data - 165-bit LD =

RL78/G1D Beacon Updater T
A —

Conmection Status : Sannected

RL78/G1D Beacon Updater
Detice LUID ; 25C086AD-AFAD- 4507-B5CE- 4D90CF1IC0ET

Cammection Status: Cannected

RL78/G1D Beacon Updater
Device LUID ; 25CAB6AD-AFAD- 4607-85C0- 4DB0CFIICOET

Conmection Status : Sannected

Renesas Beacan Updater Service

Advertising Information
Properties : Read Wrile
Advertising Data
Properties : Read Write

Scan Response Data

Properties : Read Write

Code Flash Memory Updated Count
Read

Properties :

Data Flash Memory Updated Count
"

Proparties : Rea

5.Advertising Data % # iR

Camertes

Renesas Beacon stack
Advertising Data
1b0201060303aafel 316aafel0eed 267616 2e
<< rage

>
L Genera! Discavorable Mods
S0t BRIEDR Not Supporied.

<2 Complete List of 16-511 Service UUIDS 5
OAFEAR Eddystors

<< Seorvice Gata - 16-bit LUUID 2

UUID: 0xFEMA Eddystane B “Luin orzas Edidystone
Seruce Dala. 10EE2G/SFBF2EGTSG2F 367 T BSE24E Sariice Data. 10EEL6TEFGF EBTECIFA78A800CHN 7S
Frame Type: Eddysione-URL Frame Typa: Eddystone-URL.
T e 1 T prans 18 dem)
URL: 1o igon. g SokkRK URL: it fgan.g Pl
Pl
Cancel OK Cancel oK
RENESAS

13:27

Characteristic

RL78/G1D Beacon Updater ol
Devies ULID : 25GI98AD-AFAD-4607-88CD-4D90C 13GDY

PO 14 D

Advartising Data
LUID : A7E50005- 4B 1E-4DBE-8104-B97BAIS6FCO7

b

ey

2047.08-5° 132554 41000

0x1b0201060303aafe1316aate] 0ee0 26761612,

s
PG ORY" 12747 00

13.fE % FE

Descriptors

Mo descriptor

Properties

Read Write

RENESAS

Advertising Data
LD : 47650005 €61 E-4DBE- 2124- 097BASEFC07
—

‘ 6.Read T

Descriptors

o duserptor

Properties

Read Write

RL78/G1D Beacon Updater Y
S P —

Comneetion Status : Cannetica

Advertising Data
LUID | A7 50003~ 4B 1E-4DRE-21G4-9TEAISSFCO7

d

o g USAKEE

2017.05.5° 12354 41000

0x1b0; , "303aafe1316aate] Deed 267661 2e. ..

10.Write Z# T

No descriptor

Deseriptors

Properties.

Read Wit

RENESAS

Advertising Data
LLID : 47650003-¢ B1E-1DBE-91C1-97BARSEFCOT

Squm g SmKKRK

m f— \r;’\/:‘ — ‘

TEERT

Descriptors

o descriptor

Properties

Read Wit

RENESAS

Bluetooth~ 7 Y 2+ 5 OER
"RL78{G1D Beacon Updater' H5 £
iPhone @7 ST ERATNET,

B3 RFYVY

RO1AN3313JJ0111 Rev.1.11
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RL78/GID E—a > RA vy

BEWMHEIEE—a VT —AEH YOI TOIT S L

2
1.

S A A

10.
11.
12.
13.
14.
15.
16.

Android T /31 R & A

axy b7 7Y r—3 3 @ Custom Profile |27 7 & A4 257912, GATT Client 7 7" U BN MLEL T,

HlE L TFRRDT 7Y % Android 7 /34 AZA VA =L L THEHALET,

-  GATTBrowser - Google Play
https://play.google.com/store/apps/details?id=com.renesas.ble.gattbrowser

AR — R SW2 Z#1 F L, 3R — K LED3 skl 325 2 & 2B L £
Aw—=h 7 OT7 TV BB L, T3 AOEREBABLET,
RL78/G1D Beacon Updater 18R L T, #EfHiZ ML L £ 7,

Renesas Beacon Updater Service ¢ Advertising Data Characteristic 2 38R L &9,

[Read] R % v T L ET,

[Read] RN v D TR R SNTEEMTLET,

Advertising Data 4 4 7 & 27 "CHr L\ Advertising 7 —# & L C FReDfEZ AT LET,

- Advertising 7 — # fi (https://www.bluetooth.com/ % #fF URL % % ¢» Eddystone-URL)
0x1B0201060303AAFE1316AAFE10EE02676F6F2E676C2F3764694C5478

Advertising Data # A 7 12 7 C[OK] R Z > ZH F L %7,
[Write] h % » Z#F LE7,

Pairing DEIHIZ LV, BONDED &L #£/Rr &5 Z L 2R L £,
PR — R LED1 ARkl 975 2 & Mg LE T,

[Write]h % > ZHEH T LE T,

HERABLOEIDZ LY | ERFRRIND 2R LET,
DISCONNECT ## F L £,

FEAMAR — K> LED1 & LED2 3VHAT 5 2 L 2R L 9,

RO1AN3313JJ0111 Rev.1.11
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G Tl 00 @ 2008 B 4xT

GATTBrowser

RL78/G1D Beacon Updater Yul

FAROEO00:49:68

4.7 N4 R % &R

RENESAS

Renesas Beacon Stack

Advertising Data

®

hZD'\ 060303 AAFETI16 AAFET0E

Raw data:
02 01 06 O3 03 AA FL 13 16 AA FL

10 EE 02 67 GF GF 2E 67 BC 2F 35

77 4B 6B 52 4R 81|E§Aj]

Eddystone URL
calibrated Tx powcr: -18 dam
URL; hilp; figoa, gl /SukkRK

CANCEL

€  Services DISCONNECT

RL78/61D Beacon Updater

) Tl 100 ]

< Characteristic DISCONNECT

RL78/61D Beacon Updater

) ¢ Tl 100 ) 20:00

<  Characteristic

DISCONNECT  §

RL78/G1D Beacon Updater
7480, 50:00:43:58 Yaal 7490/ 50:007468 Yool 74905 0:00:4%:68 Youl
Status: CONNECTED - Status: CONNECTED o Status: CONNECTED <5
NOT BONDED NOT BONDED NOT BONDED
Generle secess Advertising Data Advertisi
e 2763000 Shbfcl
Properties: Read Write Fraps:

Appearance
Properties” R

Peripheral Pr

annection Paramerers

Renesas Beacon Updater Service
q Information
ties. Read Wiile

Adverlising Dala
Propertiss: Rezd Write

dvertising Data %5&1R

Memary Updated gunl
ead

Data Flash Memory Updated Count

RENESAS

Renesas Beacon Stack

Advertising Data
7 6F 6F 2E 67 6C 2F 37 64 69 4C 54 78

Raw data:

02 01 06 03 02 AA FE 13 16 AA FE
10 FE 02 67 6F BF 2F 67 6C 2F 37
64 §9 4C 54 78

Eddystone URL: 9.0K T

Calibrated Tx poner: -18 dem

URL

CANGEL

R ‘ 6.Read 1T

.0, 52 656865

RENESAS

4l 0 ] 2015

Characteristic DISCONNEET

RL78/G1D Beacon Updater
48050 00:4:68 Yal

X MRS

2 29, B, 20,05:44

180201060303 AAFE1316 AAFE
10 EE 02 67 6F 6F 2E 67 6C 2F 3577
4B 6B 52 4B 00 00 00 DD‘

Write

e.q. 52 656e65 "sas” 42,

RENESAS

0 4l oo )

€ Characteristic DISCONNECT  §

RL78/G1D Beacon Updater
ABOS00049:68

a5 g A o

BONDED
Advertising B

9 7batbbfel a7B60003-4b¢-4d5e-9104-99
Properties: (0x0a) Read Write

20174 H, 200944

180201060303 AAFE13 16 AAFE
10 EE 02 67 6F 6F 2E 67 6C 2F 3577
4B 6B 52 4B 00 00 00 00

e ‘ 10.Write 8T

hsozm 06 03 03 AAFE 1316 AAFE 10 EE 02

20 , A, 20:09:44

180201060303 AAFE1316 AAFE
10 EE 02 67 6F 6F 2E 67 6C 2F 3577
4B 6B 52 4B 00 00 00 00

we 4 13.Write T

1B0Z01060303 AAFE1316 AAFE 10 EEDZ

RENESAS

annovzs Bogsz 14 (B ZFESR

18 0201 06 JR03 AA FE 1316 AA FE

10 EE 02 67 6F 6F 2E 67 6C 2F 37 64
RENESAS
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443 Advertising /37 v b B OHERR
VrINTa s Ao —ar 77V = a v EBEFITL, A — b7 3 U EHEH L TEH%RO
Advertising /37 > AR L ET,

Non-connectable Advertising

vy

i

RL78/G1D AIX—hTA4Y
E—ar7 ) r—ay

A<— N7 # T Custom Profile ® Characteristic fEZ HH L. #Hazbii+sE, ©—ar 77 r—v
3 L DIZHD Advertising 7 — X LT — R 77 v v a AEVICEZIAENET, BH I Advertising 7 —
HiE, HEA~— N7 4 2 CHERNTEETT, HEETIEILIOS 7731 A & Android 7 /34 A CTH@E T,

1. FHMEAR—FOSW2E2#H T, £/ MCUZ Yty b, AR — F~O BRSO & HER
T, BE—ar 7 U r—ya v EEETLET,
2. 441HTA VAR NLETTVZEEL, BEZz 7 VAT LT —arOERERGLET,

3. BTN Te s T ANnEOH L Eddystone-URL /X7 > &2 Z(59 %5 L. FRt URL ~D VY > 7 1R3FK
IRENET,

—  Bluetooth Technology Website
https://www.bluetooth.com/

100% - 100% W—-

Bluetooth Technology Website (%]
https://www.bluetooth.com/

The official website for the Bluetooth wireless
technology. Get up to date specifications, news,
and development info. Become a member today!

*

3.2y EER

N

2TNEH Y

Show Example Beacons

o o
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45  RFF4E0FE

FrTINTa s T LAODIMT U r—a &5 T L, Direct Test Mode % 31T L C RL78/G1D @ RF

PEZ Al L %9

RFTRF TR [ ARUE

A

RFT Rk 7y

v

A

RL78/G1D
DIM7 W /r—av

v

RF7 2%

S AR — R~ EIFEHLAEPRIERTIC DIP A A »F SW6-1 2 ON (2952 LT, o771/ F A DTM
TV —varEFEITLET, RET A M&FEHL T, RL78/GID @ RF FFIEFHEA A RE T,

1. FHHA— FDDIP AA v F SW6-1 % ON ITHI 0V &z £,

2. FHfilR— K@ UART TxDO ¥+, RxDO ¥+, GND ¥i+% RF 7 A ¥ |[ZHEGE L ¥4, RL78/GID & RF
TAEDOO Y w7 LSRR DERT, oYy 7 LNV ERERE N L TCREF T AXIZERLET,

3. RETAREZD~=aT/LaBRL, 421 WHESTRFTA MDD UART ZHRELET,
4, RETAEZD~=aT/L%ZBML., RF T X k25 Direct Test Mode & FE{T L £7,

1l

#4-2 UARTHE

BRE fiE

Baud rate 9600bps

Data bit length 8bit

Parity None

Stop bit length 1bit

Flow control None
R01AN3313JJ0111 Rev.1.11 Page 22 of 88
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46 HEEROAIE

RL78/G1D FfliZR— K (RTKOEN0001D01001BZ) 2 & BHEBHRORBE HFIEEZLL FITRLET,
RL78/G1D Al — R OFEMIZ DTl TRL78/GID #EfliAR — K —H— X~ == 7 /1] (RI0UZ0048) % %
LTSN,

4.6.1 BIEIRBEOEE
HEBROBEICHLEREM 2R 43I LET,
ENE OME A T EOFANZ O WL SH IR 2B M O~=a2 T VB SR L T X0,
# 4-3 HBEBRBIEIZ LB

B Bz HE41 151
BiR RL78/G1D ~MDE H {4 ZEILER. FE3/1\v7) XBEEEOHEANTHDE
BIEEE BIEREDOHREH S Avoxa—7
BEREE RL78/G1D OEEET i BEIO—T
BiRHE RL78/G1D MEEE RS ISUTRERTO—T . X
e MER(EEE 10Q)CBETO—TDHEEE

BB E LTCERT e —7 2T 25600 EREZX 43 (R LET, iHMIAR— KOs+ TP7-
TP8 1D B A EM 7 v —7 THIE L7823, RL78/GID OIEEER T,

TSR IHF
RELER
TP1(VCC) TP5(GND) GND GND##F
i
TP7(RL78/G1DfI)|| TP8(VCCHl) EETO—JCHBEERAE)
+g::° ST ER TS +vozxa—>

43 BRI v —7 2R L HEEBRAERE

BIRIHEGE L LTy v v ML EE Y =7 2 GO THEMT 256 ONERE# K 4-4 (TR L E
o B — R D TP7-TPS BUTHRFIAIEA L. 2 DOEET = — 7 ORTERE R © BB O #E 2
ELET,

WHICE2BBILERE T dVix, 2 20BET e —TORERROZESE LET, BMPUCLDBILEET 4V &K
PUE R 2 X 2 Bt I=dV/R DFFFERE RN, RL78/GID OIHEEH T,

TSREHF
RELER
™ivee) | [TPEGND) GND7 7 GND GNDIF
LHE.
TP7(RL78/G1D{Al) VCCHal) BETO—JCHEERAIE)
S ER E o/ +y 0227
BETO—TOERERR)

X 4-4 Vo MEHIEBE v—7 280 L HEERIERE
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4.6.2 FEfiAR— FERE
K44 L CTHMEIAR— FOMEEERMNEFDODRAT 4 RAAL v TFERELFET,

K 4-4 HEBEBRUEFDOR T A FRA v FRE

AAYF BRE e

SW7 1-2 R (Z ) NEMSLX L —2ERBE T EREHR
XUSB Mo BIREIET DIHE & 2-3 (A1)

SwWs8 1-2 $fw (2 0) TP1,TP5 i FEfzI& AC BR7H Tah L BRI
XUSB Mo BREIET DIEE & 2-3 (G

SW9 1-2 #EfRL(ZA) SLERHRER A L AT T — R LIS

SW10 2-3 ¥fR(A ) BRERSAVEF—T

SW11 2-3 ¥R (AR (T 74 ILRERTE) E1F/\uH 3.3V LISt S EREES

SW12 2-3 ¥EfR(E R (T74 LR ERE) (TI4ILRETE)

SW13 2-3 #E#E (R A) USB 4l

4.6.3 HEERDAE
HEBROBMEFIRZLL TR LET, 2B, MEFRIRTA e A a—7REMIZ, ©—ar 77V
r—a VEERFOEBEERZNET 2720 DSBETT,

B OREITEDFHEACOWTHUI THEIZ R KM O~ =2 T V2B LTI IZE,

(1) [EHIMI7E Advertising /347y MEEEMEDEEER

1. BEHAZBEGBLE—a Ty —a U EREILET,
2. 455 BEZ A Ve Ra—TOREHRB AR ELET,

- HIEBsE U A CEEER T 2 —7 D 0.5mA RBE
- BRlEvY : 10mA F&JE
- JIERRE : JEBH 4B % JCEHIZ 10msec 2

3. JAWIR7: Advertising /37 MEEEMEDEFICEI D A r A a—7OREN LG L ET,

Eer T RS o Ry
ISR (10msec F2E) ERAEL Y C(10mA RRE)

\4

A

b1 75(0.5mA F2FE)

X 4-5 JEAHEI72 Advertising /37 v EEREDOEEER
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5. fi#
51 E—av7JUs—vav
51.1 Non-connectable Advertising

E—ar 77—y aia—R7 7y va AR OVAT AEEREN D Advertising i E &
Advertising 7 — % % G A F, TEEFIE D72 D Non-connectable Undirected Advertising /37~ h D 5(F % B
WHBLET, Av— K742 DX 2%AT /34 AL Advertising /37~ & %{5 L. Advertising 7 — # |2 %
Lz —e A2zt LET, ©—a 77V r—ra 37 7V r—2a & TH2ERIND &
Advertising 2151 L, RF HOERPEAG 21 1L L 7,

Non-connectable Advertising

vy

i

b ok 3
RL78/G1D AX—hT*>
(Advertiser) (Scanner)

X 5-1 Non-connectable Advertising

E—ar 7 7Y r— g U OIRIEERS . Non-connectable Advertising BI{ED v — 77 o AIZHWTIX 8.1.1 1TH
e—ar 77V r— g 82.1(1)HE [lnitializing & Advertising & RF Powerdown > —%7 > A | ZZ %
NP LTLIEEN,

VAT AEWEREDFHMIZOWVWTILSA1TH =R 7T 93 a AR ~DT 78R | ZBRLTLIEE
W,

E—aA¥ v 7O RFEFEOHREME LGS, ©—a 7 7 U — 3 > |d Non-connectable
Undirected Advertising /37 > N & 255 L £ 97,

v—ar 77V r—a DT 7 4V~ Advertising iXEE R 5-1 IR LET,
#£51 E—ar7FVr—varDF 7/ Advertising 5% €

Advertiser Address Public Device Address 12:34:56:78:9A:B0

Advertising Type Non-connectable Undirected Advertising (ADV_NONCONN_IND)

Advertising Interval 100msec

Advertising Interval Delay Advertising Interval ~N\DSU A LT/LAMEHY

Advertising Channel Map 2Fv7JL(37,38,39ch)

Advertising Loop Count Bl E IR

Advertising Transmit Power 0dBm XRL78/G1D M ANT i+

Advertising Data Count Advertising 7T—%%k 1

Advertising Data [0]~[9] Advertising T—%4[0] (ADV_NONCONN_IND RAA—KT—%4)
Length 2byte

AD Type <<Flags>> (0x01)

AD Data LE General Discoverable Mode (bit1)
BR/EDR Not Supported (bit2)

Length 3byte

AD Type <<Complete List of 16-bit Service Class UUIDs>> (0x03)
AD Data Eddystone (OXFEAA)

Length 19byte

AD Type <<Service Data>> (0x16)

AD Data Eddystone-URL: https://goo.gl/SwKkRK
Advertising T—4[1]~ [ R E

Advertising Event Permission EARNVNEBZEEFA

Use White List -
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BEWMHEIEE—a VT —AEH YOI TOIT S L

E—a 2%y 7 ORFEZELZAEMELTESGE, ©—=2 27 7Y r—3 3 % Scannable Undirected
Advertising /3% > h Z /5 L. Scan Request /N7~ F&3{59 % & X 5HIT Scan Response /37 > M & iX(E L
iﬁ—o

RF EZEDAIEREITHOWTIL 6.1.2TH [RFIEZEEIE] 22 L TLEEW,

RL78/GID E—a > RA vy

E—a 77 r—3a O RFIEZAEHEENFD Advertising RE AR 5-2 TR LET,

#52 E—ar7FYr—a D RFEZEFLED Advertising 3¢ E

Advertiser Address

Public Device Address 12:34:56:78:9A:B0

Advertising Type

Scannable Undirected Advertising (ADV_SCAN_IND)

Advertising Interval

100msec

Advertising Interval Delay

Advertising Interval ~N\DSU A LT/LAMMEHY

Advertising Channel Map

£F v+ JL(37,38,39ch)

Advertising Loop Count

[0 24 4 1 R

Advertising Transmit Power

0dBm RL78/G1D @ ANT #mF

Advertising Data Count

Advertising T—%4%k 2

Advertising Data [0]~[9]

Advertising T—%[0] (ADV_SCAN_IND R{O—FF—%)

Length 2byte

AD Type <<Flags>> (0x01)

AD Data LE General Discoverable Mode (bit1)
BR/EDR Not Supported (bit2)

Length 3byte

AD Type <<Complete List of 16-bit Service Class UUIDs>> (0x03)

AD Data Eddystone (OXFEAA)

Length 19byte

AD Type <<Service Data>> (0x16)

AD Data Eddystone-URL: https://goo.gl/SwKkRK

Advertising T—4[1] (SCAN_RSP RA{A—FT—%4)

Length 24byte

AD Type <<Complete Local Name>> (0x09)

AD Data "Renesas RL78/G1D Beacon"

Advertising T—2[2]~[9IF KL E

Advertising Event Permission

EANVRIEFH

Use White List

White List Z{# LAY

Eddystone & Eddystone-URL OfEERIZ DWW TIZ TR WEB Y+ FE S L T 230,

—  Specification for Eddystone, an open beacon format from Google
https://github.com/google/eddystone

—  Specification for Eddystone, an open beacon format from Google - Eddystone-URL
https://github.com/google/eddystone/tree/master/eddystone-url
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5.2 ARG cTF7ITV— 3y

5.2.1 Connectable Advertising

axy N7V r— 3 RN D 72 % D Connectable undirected Advertising /3% v k D% & B A
LET, Av— b7+ DX ) 7extiT /34 A Advertising /37~ b %5215 L. Connection Request % 515
3% Z & TRL78/GID &zl & s L £ 7,

Connectable Adwertising R |
. Connection Request

RL78/G1D AX—bTH2
(Advertiser) (Scanner & Initiator)

X 5-2 Connectable Advertising

ax g N7V r—a v OIREER. Connectable Advertising Bi{ED v —47 » AZTOWTIX 8.1.21H [
X7 577V r— 3] 822(1)H [lnitializing & Advertising & Slave Connection (Configurations) % & 412
NZRLTIZEN,

X KT TV r—a DT 7 4V~ Advertising ik EEZ R 5-3 IR LET,
#£53 axJ TV r—alDFT 74/ Advertising BRE

Advertiser Address Public Device Address 12:34:56:78:9A:B0
Advertising Type Connectable undirected Advertising(ADV_IND)
Advertising Interval Min 30msec

Advertising Interval Max 30msec

Advertising Channel Map £F =)L (37,38,39ch)

Advertising Data Length 2byte

AD Type <<Flags>> (0x01)
AD Data LE General Discoverable Mode (bit1)
BR/EDR Not Supported (bit2)

Length 24byte
AD Type <<Complete Local Name>> (0x09)
AD Data “RL78/G1D Beacon Updater”
Scan Response Data RERTE
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5.2.2 Pairing / Start Encryption

BEot DNt . Master 7 734 A5 OFRIZ LV Pairing > —7% > A & Start Encryption > —7% o A % T
L$9, Pairing > —% > A F£ 7214 Start Encryption 3 —47 > AD5E T, LIEOT — % 7 v NI
i‘é—o

Pairing 2 —7 > ZUIHf A1 7 /3 A A & DOFIRIHEERIRFICEIT SN E T, ¥ —F 2 ATl Pairing 15 # 2 2#
L. Wbtz A L ET, AR LIS itE, SBOBERTOR S TURELRYET, TOHax
I NT TV = a I T =772 477V EMERLT, e kEET -2 77 v a AT EX
ABET,

Start Encryption 3 — 7% > A X Pairing E DT /3 A A L ORI FETSINE T, 2Xx7 b T 7V r—3
NIT—E T T v an b MR A B IA T, T —F Ny FORE S b AR L E T,

Pairing Sequence Ff=I& —

P Start Encryption Sequence ﬂ

RL78/G1D AY—bT%>
(Slave) (Master)

X 5-3 Pairing / Start Encryption
ax g N7 r—a o OIREER., Pairing / Start Encryption ¥ —/47 L AZOWTIE 812 a7 b
7Y r—v =3 ), 8.22(2)% [Slave Connection (Pairing) Sequence| & 8.2.2(3)IH [Slave Connection (Start
Encryption) Sequence] % ZALENSHL TS0,

axy T TV r—2a DT 7 /b b Pairing RIEEZR 54 17 LET,
#54 axJ v T YU r—arDF 7 %)V b Pairing BIE

Bonding Bondable Mode
Security Mode Unauthenticated pairing with encryption
Pairing Method Just Works
10 Capabilities No Input No Output
QOB Flag OOB Data not present
Authentication Requirements No MITM Bonding
Encryption Key Size 128bit
Initiator Key Distribution None
Responder Key Distribution Encryption key
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5.2.3 Custom Profile Communication

Bith, axs 77V r—3 3 > Custom Profile (296> CF—# il LEd, £ GATT Client 7
/XA A(Z Primary Service Discovery, Characteristic Discovery, Characteristic Descriptor Discovery (Z 2> T
GATT Server 7 /XA A® Service & Characteristic D% 2 S L £9°,

Primary Senice Discovery

P Characteristic Discovery |
__ Characteristic Descriptor Discovery - e

RL78/G1D AY—hkTHY
(Server) (Client)

X 5-4 GATT Discovery

F Dt . GATT Client 7 /34 AL Characteristic Value Read & Characteristic Value Write |2 X - T GATT
Server 7 /XA A D Characteristic f[HDO G & FF 4 FEIT L £,

Characteristic Value Read — I
Characteristic Value Write i
RL78/G1D 2AT—hTAY
(Server) (Client)

y
v

v

B 5-5 GATT Read / Write
ax 7 NT AV — arOREEE, GATT 7 V78 AL —4 L R ZHOWTIESI2H [axy v 77
sr—33 ], 822(4)H [Slave Connection (GATT Access) Sequence| % ZILZNEMML T 7Z&E W,

Custom Profile ®3EEER L OEFTIZ DWW T 6.2.6 I [Custom Profile] Z#Z&H L T 72 &V,

oI e ST AIEET ST 7 4L b Custom Profile {EA£ % LA M IR L E T,

» Custom Profile 7= —/V
- BE—a 731 AN GATT Server £ 725
- B3 T AT DT 2N AD GATT Client & 725,
- GATT Server I Custom Service % -3 5,
- GATT Client /X Characteristic Value Read C Custom Service ® Characteristic fif % B /5 L |
Characteristic Value Write C Custom Service ?> Characteristic f& % 5 #4 2,
- GATT Server IZ Notification ¥ 7213 Indication (2 K 57— Z OB T 720,

» Custom Profile >}V 4
- E—arF AL R LETEMET A —a L R F v 7 O Advertising 15 & Advertising 7 — 4 % .
GATT Client & /31 A 73 Custom Service ?> Characteristic ff & L CEEZ AT Z & TEHT D,
- BE—a TN AD Advertising [ & Advertising 7 — X XT3 — K7 T v v 2 TREEESND,
- a—RT7TyvaRAEY, FT—ET7 Ty aAE) OEHERZEZ, GATT Client 7 /3 A%
Custom Service @ Characteristic B & L CTHUS T 5,

ax g N7 Y r— 3 DF 7 4/ Custom Profile 2 — /L& 5-6 |2 x LE T,

Custom Profile Server

Service Characteristic Value Read

Characteristic Custom Profile Client
: Characteristic Value Write
Characteristic

X 5-6 Custom Profile @ —/ 1
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RL78/GID E—a > RA vy

BEWMHEIEE—a VT —AEH YOI TOIT S L

ax Y TV r— 3 DF 7 4V b Custom Service [T 4% FR 5-5 (IR L F£97,
#5585 axJ NTSUAr— a3 >DF 7%/ Custom Service 14§

Attribute
Handle

Attribute Type

Attribute Value

<<Custom Service : Renesas Beacon Updater Service>>

| 0x000C | Primary Service Declaration (0x2800) |

UUID: A7660001-4B1E-4D6E-91C4-997BA9B6FCO7

<<Characteristic : Advertising Information>>

0x000D Characteristic Declaration (0x2803) Properties: Read, Write (Ox0A)

Value Handle: 0xO00E

UUID: A7660002-4B1E-4D6E-91C4-997BA9B6FCO7
0x000E | Advertising Information E—avRev o\ EET S Advertising 15$R1E1E (K (18byte)

<<Characteristic : Advertising Data>>

0x000F Characteristic Declaration (0x2803) Properties: Read, Write (Ox0A)

Value Handle: 0x0010

UUID: A7660003-4B1E-4D6E-91C4-997BA9B6FCO7
0x0010 Advertising Data E—ar ey NEET S Advertising T —248:3E (K (32byte)

<<Characteristic : Scan Response Data>>

0x0011 Characteristic Declaration (0x2803) Properties: Read, Write (0x0A)

Value Handle: 0x0012

UUID: A7660006-4B1E-4D6E-91C4-997BA9B6FCO7
0x0012 Scan Response Data E—ar XAy MNEET S Advertising T —21E1E (K (32byte)

<<Characteristic : Code Flash Memory Updated Count>>

0x0013 Characteristic Declaration (0x2803) Properties: Read (0x02)

Value Handle: 0x0014

UUID: A7660004-4B1E-4D6E-91C4-997BA9B6FCO7
0x0014 Code Flash Memory Updated Count I—R75viaAE)EFHE (2byte)

/N1 LER : Least Significant Byte First

<<Characteristic : Data Flash Memory Updated Count>>

0x0015 Characteristic Declaration (0x2803) Properties: Read (0x02)

Value Handle: 0x0016

UUID: A7660005-4B1E-4D6E-91C4-997BA9B6FCO7
0x0016 Data Flash Memory Updated Count T—R2I75v 2 AT BEHEL (2byte)

/A1 KIEFF : Least Significant Byte First

Advertising f fi#iE A, Advertising 7 — # &R DLERIC OV TIE [RL78/GID E—a v A% v 7 —H
—A<==27 /L] (ROIUWO171)D 4 & [TAPI] #ZM L T2 &0,

RO1AN3313JJ0111 Rev.1.11

2018.03.30

Page 30 of 88

RENESAS




RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

5.3 DTIM7FYU%r—>3y

5.3.1 Direct Test Mode

DIM7 7 U4 —> g N ZRFT AR~y RERFT A MRy Fa@ET H57-9I1C UART 25911k L £
T, TAXMWLDORFT A Ma~vwr REUARTZGETHE, 77V r—2a VIZRFE[EFET A MEILRF%
BFAMEFEITL, RETFTA M XY 2T AXIZUART EELET,

RFF Rk IWUR [ ARk

v

RFF Rk Sk

A

v

RL78/G1D
(DUT)

X 5-7 Direct Test Mode
DIM 7 7 U 75— g o OIREEER . Direct Test Mode 3 —47 > AW TCIL 813 [DTM 7 7 U r—3
3] . 8.2.3(1)MA IInitializing & Transmitter Test & Receiver Test > — 7 > A | ZFNENBH L TL 72X
AN

Direct Test Mode # EfT7 T 272D RFT A ha~ REF5-6 1R LET,
#56 RFTAhavw R

RF 7Rkavw Uk INGA—=E
LE RESET Control (ignored)
LE RECEIVER TEST Frequency, Length, Packet Type
LE_TRANSMITTER TEST Frequency, Length, Packet Type
LE_TEST_END None

Direct Test Mode D ETHE R Z 0K T HTZDDRET A hA X &R STITRLET,
#57 RETRARMARV B

RF TR/ ARk INTGA—A
LE TEST STATUS Status(Success / Error)
LE TEST PACKET REPORT Packet Count

RF 7 A AN b OEEEIZ DWW TIE [Bluetooth Core Specification v4.2] @ [Vol. 6, Part F] Section 3.3 % %
LT EEN,
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54 2592 rEFYVADT IR

5.4.1 A—FRISYDaAFYADTIER

t—ar 77 r—varvtaxy NTT )V r—va i, a—R7 7 vV a AR YOI =LA T 4
Ho—8%2, VAT LAIERTCERET D00 E L THEALET, VAT 2EERTIZIE. T3 A
TR DM BEDH H/NT A= BN LET,

E~:y?79#~Vaymfﬂ4x7va\$A4x7kvx&47iA@mmwﬁﬁ%VX%A@
VERRTE D DRt iA I, Advertising % BRI L £ 57,

X KTV = aET AN, AT RVA TARAL AT RVRZ AT TAAL AR— L% VAT L)
ERRENOEMF L, BLEZ B ha LR Z vy ZIZRELET, ax7 b7 7V r—a URET N Rinb
LU Advertising 15 E 7213 Advertising 7 —# 225 LIcG6A, 770V —Yaida— K77y a0
VAT LEMEREE B LET,

VAT AEWEREDHKEEZF 58I LET, VAT AEMEREDEHEIZCOVWTILSI0E (7 FL A~y
7] BEBLTLLEEN,

#58 a—FT759vaXEYDYVRATLABERE

otk T3 H4X FAHAH (OFmAHRAT, | EERAH (O:EFAD.
X BRAIAEIELY) X EERAELLY)
0x00 TINAATELR 6 byte O x
(RBLE_BD_ADDR #%3#1%)
0x06 TINARATELREAT 1 byte @) x
0x00: public, 0x01: random
(uint8_t )
0x07 (reserved) 1 byte X X
0x08 TINA RAP—Ls 66 byte
(device_name #&:& 1K)
namelen 1 byte O X
name 65byte | O X
Ox4A | Advertising 15%R 18 byte
(RBLE_ADV_INFO ##5&1K)
interval 2 byte ®) ®)
delay 1 byte ®) ®)
ch_map 1 byte ®) ®)
loop_cnt 1 byte ®) ®)
tx_pwr 1 byte ®) ®)
own_addr 6 byte X X
own_addr_type 1 byte X X
data_cnt 1 byte X X
data 2 byte X X
evt_permit 1 byte X X
use wl 1 byte X X
0x5C Non-connectable Undirected 32 byte
Advertising /Sy T—%
(RBLE_ADV_DATA &%)
len 1byte | O ®)
data 31byte| O O
0x7C Scannable Undirected 32 byte
Advertising /3y hT—%
(RBLE_ADV_DATA #&i&1%)
len 1byte | O ®)
data 31byte| O O
0x9C | Scan Response /34 vhT—4 32 byte
(RBLE_ADV_DATA #i&1%)
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©)
©)

len 1byte | O
data 31byte| O
0xAC - - -

A= RT7 Ty a2 AEVDOEHIIT—RT7 T2 9477V EEMLEST, 2— 7T 92947
FUDFEMIZOWTIE RLI8 773 7T vva LT - Tus s3I0« 5475 Type0l 2 —H
—Av==7 /L] (ROIUS0050)Z &M L T 72 &0,

5.4.2 F—RISYAAEYADTIER
axy TV r—va i, BREEOEIER BIRFTOMERD DL NRNTA =L T—HXT Ty a
AEVIRTFELET, axZ TV r—vaid, 5—X4 779329473 VEEHLT, —X¥ 77
a2 AT OFrIAG EEX AL EEITLET,
TR 7T a AR VIR TLET X EES5IITRLET,
F59 F—HT759 2 RAEY ORMT—X

F—4 1D F—4 | 44X EHAH EEAH
0x02 | Paring 1%k SARIRT TV —L 3 BRRE. | -Pairing TERAEF SN =LK,
(con_pairing_t #&5&1%) RAM O ZE#HIZaE— ARGRT T r—2a &I E
AATENARTELR 6 byte LU\ Pairing tE & EEAH
AT INARFTELRAAT 1 byte
X T4 1 byte
EE L HER
EDIV (Encrypted Diversifier) | 2 byte
Random Number 8 byte
LTK(Long Term Key) 16 byte
0x03 | 73V arE)BHIER -Pairing 1&%R. Advertising %R
(con_flashent_t #83&4K) Advertising T—2DWLF A E
I—KI5yL 2 EYEHEK 2 byte Faht=aslE, aroc7 I 5 —
aVtIRICEFHEIREEETAH
T—R375v 1 A BEHEL 2 byte

T—H T T aRAT) DFPIAREEXIARNINIT —H 7T o aTdA T TV EFEALEST, 5—H 7
T aTdA T T UOFEMIOWTIL [RL78 77 2 U EEPROM =3 2L —Y 3 « 74 77 U Pack02 =
—Y—Xw==27 /1] (ROIUS0068)Z & L T 72 &1,

KT —H T T v aDEINT — RN Rev. 1.00 WO AR INE Lz, KY 77 v s 5 A Rev.1.00 D
PG L7- RL78/GID fHliAR— RIZ T, Bl&EHE AV 717 a 77 A Rev. .10 ZFHli T 5545, H56
7> U Renesas Flash Programmer(RFP)EZH L CTF—4 77 v v a2 AE Y ZHET HLERH Y £,

RFP |2 X A 1HEFINEIZ DUV TiX [Renesas Flash Programmer V3.02 77 v ¥ 2 EXALY 7 =7 22—
— A~ =27 /L] (R20UT3841)?D 2.3.2 1 [[#MEXE]Y 7] ML T 7ESW,
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55 BLE 70 LR A v 9 #EBED XTI
BLE 7'u h a VR Z v 7 IZRIEINTHEEICHT BT e s T Aot E R LET,
#5110 V7 N THRK

VIR TTHERK R/ R X IS &E
Embedded &Rk It -
Modem &Rk K& RSCIP {7337V r—avIEEELLZ LY

#5111 GAPu—/L

GAP O—)L R IS/AR 3T RS &%
Broadcaster B -
Observer Fxths Observer A—)LEE{TTB7 TV r—a s [ERELEL
Central Fxths Central O—)LEETT 57T )r—av(FRELLZN
Peripheral it -

F5-12 BLEZu2 ha)lR&E vy s « LA¥

BLE FOraLRAYY- LAY R GIR RIS kel
LL X3 s -
GAP ®S -
SM it it -
GATT s -
VS it it -
Adopted Profile (3%¢1) HRxth Adopted Profile #1793 57 T —avIEEELAL
Custom Profile (3%2) st -

% 1: Adopted Profile:

Bluetooth SIG IZ & » TEIR &7z GATT ~<— A D Profile T,
$%2: Custom Profile:

Z—PFRMEIZEFET D GATT ~— A D Profile T,

GATT(Generic Attributes) DAL FREO WEB 4 A SR L T2 &0,
https://www.bluetooth.com/specifications/gatt

# 5-13  iBNtEERE

AT av e B/ 3 %t B ik
RWKE pop -
SLEEP it -
RSCIP Fxths RSCIP #E{T9 57TV r—avIdRELAELY
DTM 2Wire-UART % i -
TETETIL Fxths Adaptable 17337 TV —avFEELLL
E—YEEH it E—VBREBEMNERTTE7TIr—av EFRELLZN
FW 7v7T—hk Fxths FW 7y T—haRTT57T)r—avdRELLTN
HCIE=%)>Y % i -
DataFlash J—F/ 4+ =t it -
CodeFlash 1k 3t it -

#£514 "N—FRUTRE

HW %5 R/ R &E
RF &&/0v HAh Rt it RF &&FE/0v9&H AT B7T)r—avdERELLZN
MCU s\ &85 0ws A HEE Rt AHEE(XE —a R AV A Rt
RF S\ &/ —7 T Fxths AtEEILE —a R By A R %t
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56 {FER/N—FDOzT71)Y—X
P TINTa T T LEAOT 7N NTOHEAN— R =T ) V=2 ERSI5ITRLET,
#£515 FERAN—Fy=TY)Y—2X

RL78/G1D MCU £

0wy AR HiE
e MCUEIAAY - LRTL-HOYIELT, BEAVFYT - L—
AN 8MHz Y O vy ZEMA

o XT1HRIRIFFEALAGL (RFERAO— -0y Y DERIZIERF HREAL
L—A2EFER)
sRyHoh/ ITHF—HAh #*i&
e PCLBUZO#HFA D XT1 RIZZ Oy FHALKL
BALI-TLA4-2=w | E—arvxX4vyy

e TMOOER. EfEY B v CKOO & 1MHz IZERTE

SUTIL-TLA-2=y + E—a> X4vy4 . BLE7AFaILREYY
e CSI21 #EH

DIM7 FUHr— 3>

° UARTO #{£

DMAa> +O—73 E—a>X4vy4,  BLE7AFaLREYY
° DMA2. DMA3 #{E/H

DIM7 FUHsr—3 >

° DMAO. DMA1 #{EH

| AH E—avx4vsy

e INTRF. INTDMA2, INTDMA3. INTTMOO %{&F
E—av7Usr—ay, axy v7F05—v3y

e INTP5 %#{FH

DIM7FUHsr—ay

e INTDMAO. INTDMA1. INTSRO. INTSREO. INTSTO %{#f

R— b HiE
o EFMEAR—F®DIP XA vF SW6-1 AAIZ P10 #{EMA
o FHMEAR—KFDRA vF SW2 AAIZP16 ZEMA
o ERlirR— K LED4 #i#< P60 % {#
o EMEi7/R— F® LED1,2,3,4 FlfElICZFh Z 4 P120,P147,P03,P60 % 1F FH
RL78/G1D RF &b
DC-DC a/\—%4 RF &l DC-DC 3 v /N—4 &
AO0—-450vY A RF SiNEA > L—2 ZFEA
T L—4%
GPIO0 ARE—F XEFERT
GPIO1 ARE— FXEBRLRT
GPIO2 AANE—F. RFERYV AV I B AL LXEESRA
GPIO3 A0—--50v9BASL—42FERAE: HAhLlowE—F

AO— -0y IRA VL RERK : ANE—FRBA—-9B8YIAAN)

RL78/G1D §Hifih— K

A H e Hi@
o TFTUH— a3 DEIRIZDIP RA Y F SW6-1 #{FH
E—arv7rys5—>ay, axo2 77U 5—2 3>

o TFTUH—a DUYYBZIZTYL 1AL vF SW2 #FH

/1

FRIHERE E—a 7745 —v3>, DIM7 75— 3y

o HUTIWNTOYSLERRTIZLEDA EEH
aAxy bFI)5—ay

o T—AME{LBARRIC LED1 &M

o IEMEHMESIRIRIC LED2 %#{EMA

e IORY T TUHS—L 3 UBIARRICLED3 #{EA
o HUTJITOYSLERRTIZLEDY R
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57 anNA4 5
E—a s AF vy ZIEFROar A, I TERISNTWEST, E—ar 2 ¥y 72+ 57 7Y r— 3
VOBFILCCRL 2 %A FEFEHLTLIEEN,

a AT : Renesas CC-RL V1.04.00

5.8 AEYETFTIL

E—al AX I DAEVET VL, ST AT LETNLTYT, E—al AX v 7 &2EHTL2T ) r—v
DA NANFT T a L TIETRERELTLFEE N,

AEYET )L : -memory_model=medium

5.9 JO50S5 L4 X
Yo InNral T L0 T ST LAY A4 XEFRK 516 IR LET,

=2 NT R A : R5F11AGJ
TN 7 : Renesas CC-RL V1.04.00
I A VERTE Y TINT e ST ADT T IV FERE

£516 Vo INTaTTLDEHTRTTEYAL X

ROM #4 X 119,998 byte

PROGRAM SECTION + ROMDATA SECTION

RAM 44 X 10,439 byte

RAMDATA SECTION

(RIS LDEHI— LA EHERDI=DIZERTIRIVIAE
JIFEHREEA)

7 g AMERIZOWTIE [CCRL 2" A T a—HF—X~v =27 /1] (R0UT3123)D 6 & [E 7 g3
k) 2L TE &N,
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BEWMHEIEE—a VT —AEH YOI TOIT S L

5.10

7KLRATY S

T NT a7 5O RLIS/GID(RSFIIAGG) TOT KL A~ w7 %K 5-8 IR LET,
2B FHRERIL RSFI1IAGH. RSFIIAGI OfiE B b Z L AR LET,

TRLR  fEEHAX tHiay toiavg
131,072byte | A—KIS5vLaAEY
0x00000 128byte RyZT—TLiEHE .vect
0x00080 64byte CALLT 7—7JL4EH .callt0
0x000CO0 4byte FTar A MEE .option_byte
0x000C4 10byte tXa)T4 ID FREEE .security_id
0x000CE  129,842byte T0T S L5EE (27 aVBEEIKIETRR)
OCD &=4 .monitor1, .monitor2
RE—+7vT BOOTO TEXT
SUBLLSA4TSY .RLIB
ZHES(T ) .SLIB
aA—KI5va54735)) FSL _FCD, FSL _RCD, FSL _BCD, FSL_BECD
T—H2I75v 15473 EEL_CODE, FDL _CODE
E—arzx4yy BCN_CONST, BCN_TEXT
BLE FOkaJLR &Y RBL_CNST_n, RBL_CODE_n, RBL_CODE_f,
HST_CNST_n, HST_CODE_n, HST_CODE _f,
CNT_CNST n, CNT_CODE_n, CNT_CODE_f
7 r—ay .const, .constf, .data, .text, .textf
KIEFH -
0x1FC00 156byte AT LEEERTE
0x1FC9C KMERA
0x20000 R
0xF0000 2048byte | HEFEHEREL X4 (2" SFR)
0xF0800 FERAARTE
0xF1000 8192byte | T—3273v a1 ArE!)
0xF3000 40,704byte | Mirror $Eig
0xFCFO00 12,064byte | RAM f&E
TR SL)Y—REE (I AV EEE ZIETR)
FrIr—ay .bss, .dataR
BLE ZOkIJLR VY RBL_DATA n, HST DATA n, CNT _DATA n
E—arvzxsyy BCN_BSS
T—RI5v 3 AE) EEL_SDAT, FDL SDAT
FRAE AR -
Ry AE) -
OxFFEEOQ 32byte | AALTPR#Z
O0xFFF0O0 256byte | 1FAMEREL X2 (SFR)
OxFFFFF

X 58 7 FL A<y 7 (RS5F11AGG)
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BEWMHEIEE—a VT —AEH YOI TOIT S L

Yo7 7T 5D RLISIGID(RSFIIAGH) THDT FL A~ v 72K 5-9 |k LET,
2B THRERIZ RSFI1AGG. RSFIIAGI DfE L B b 2 L AR LET,

TRLR  fEEHYAX o3y o3 %
196,608byte O—kI35viatE)
0x00000 128byte Ry[T—T L4EE .vect
0x00080 64byte CALLT 57— JL4EH, .callto
0x000C0 4byte FTaz - A MBS .option_byte
0x000C4 10byte X217+ ID FREME .security_id
0x000CE 195,378byte 055 LEE (2O aVEEXIETRE)
OCD £=4%4 .monitor1, .monitor2
AR—+ Ty BOOTO TEXT
SBRAL54TFY RLIB
BHES(TFY .SLIB
a—k275vya5473Y) FSL FCD, FSL RCD, FSL _BCD, FSL BECD
T—R2I59154T3) EEL CODE, FDL _CODE
E—ar x4y BCN_CONST, BCN_TEXT
BLE FOka/LRAyY RBL_CNST _n, RBL_CODE_n, RBL_CODE _f,
HST_CNST n, HST_CODE_n, HST_CODE_f,
CNT_CNST n, CNT_CODE_n, CNT_CODE _f
7I)r—ay .const, .constf, .data, .text, .textf
REEA -
0x2FCO00 156byte DRT LBMERTE
0x2FC9C KEH
0x30000 fERAE
0xF0000 2048byte | fEFAHEREL X2 (2™ SFR)
0xF0800 ERATE
0xF1000 8192byte | T—RI7TvaAEY
0xF3000 36,608byte Mirror $E15
OxFBF00 16,160byte RAM $E15
FOY 5 L)V—REEE (I EREFIETRE)
7 ) r—ay .bss, .dataR
BLE FOkajLREvY RBL_DATA n, HST DATA n, CNT DATA n
E—arx4vyy BCN_BSS
T—RAI5v 2 AE) EEL SDAT, FDL SDAT
RIE AR -
AEYYAE) -
OxFFEEO 32byte | AALIDRA
OxFFFOO 256byte YrhkHEREL O X2 (SFR)
OxFFFFF

X 59 7 FKLRA<yv7 (R5F11AGH)
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BEWMHEIEE—a VT —AEH YOI TOIT S L

P F T r 5 5O RLIS/GID (RSFITAGH)TOT FL A~ v 72K 5-10 1Tk LE T,
723 FHE8IEL RSF11AGG. RSFIIAGH OfE & B b = L 2R LET,

FRLR  fEEYAX i3> tHal s
262,144byte O—kI35viatE)
0x00000 128byte Ry[T—T L4EE .vect
0x00080 64byte CALLT 57— JL4EH, .callto
0x000C0 4byte FTaz - A MBS .option_byte
0x000C4 10byte X217+ ID FREME .security_id
0x000CE  258,866byte 7055 L58E (27 a v REFIETR)
OCD £=4%4 .monitor1, .monitor2
AR—+ Ty BOOTO TEXT
SBRAL54TFY .RLIB
BES(4T3Y .SLIB
a—K275via5473Y FSL FCD, FSL RCD, FSL _BCD, FSL BECD
T—R2I59154T3) EEL CODE, FDL _CODE
E—ar x4y BCN CONST, BCN _TEXT
BLE FOka/LRAyY RBL_CNST _n, RBL_CODE_n, RBL_CODE _f,
HST_CNST _n, HST_CODE_n, HST_CODE _f,
CNT_CNST n, CNT _CODE_n, CNT _CODE_f
7I)r—ay .const, .constf, .data, .text, .textf
REEA -
0x3F400 156byte DRT LBMERTE
0x3F49C K{FEA
0x3F800 512byte F #9481 (RL78/G1D ELa—ILDH)
0x3FC00 Bbyte EEEFER
0x3FC06 KREFA
0x40000 ERATE
0xFO0000 2048byte YEhRHEREL O X 2(2"Y SFR)
0xF0800 fERAE
0xF1000 8192byte T—RI5YaAEY
0xF3000 32,512byte | Mirror #Eig
OxFAF00 1024byte 1)L 7 RAM #E15(R5F11AGJ only)
0xFB300 20.447byte | RAM f3
Ty S L) Y—REE (27 EEFIERRE)
7 ) r—ay .bss, .dataR
BLE JOkaJ)LARAZ VY RBL_DATA n, HST DATA n, CNT DATA n
E—avRevy BCN_BSS
T—RI75v 2 AE) EEL SDAT, FDL _SDAT
R {5 FA PRI -
AAYYH*E) -
OxFFEEO 32byte | AALIDRA
O0xFFF0O0 256byte | 1FAMEREL X2 (SFR)
OxFFFFF

X510 7 KL Z~< v (RSF11AGJ)
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6. BT

P TINT T T DN R 2T REET TV r—a VRIEICOWTOURLET,
6.1 N—RITITHE

BLE 7’0t f AV RY v 7 LB —a Ay 7 DX N— R =T &EX, r_configh T2/ m & LTE
RENTWET, 7 0 EBRBOFEMIOVTIIUMOFTHEZSR LTS,

Project_Source¥application¥src¥r_config.h, line 34-86

34: /*
35: * CONFIGURATIONS (NEED TO CHANGE BELOW DEFINES AS NECESSARY)
36: Kk hkhkhhhhkhhkhkhk kA hrhkhkhhkhkhkhkhhhkhkhhkhhhhhh kA kA Ak hkhkhhkhkhkhhhhhhhhhhhkhhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhhkkx
37: */
38: /* MCU Main System Clock (either clock frequency of 4MHz,8MHz,16MHz, 32MHz) */
39: /* Note: It is necessary to set Option Bytes Value at Device Setting of Linker Option */
40: #define MCU HOCO_CLK (8)
41:
42: /* RF Operation (0O:enable both Tx and Rx, l:enable Tx only) */
43: /*  Note: This configuration is only for Beacon Stack */
44: #define RF_TX ONLY (0)
45:
46: /* RF DC-DC Converter (0:disable DC-DC, l:enable DC-DC) */
47 #define RF_DCDC_EN (1)
48:
49: /* RF Slow Clock Source (0:RF On-Chip Oscillator, 1:MCU XT1 Oscillator) */
50: #define RF_SIK XT1 (0)
51:
52: /* RF Slow Clock Calibration (0:not execute, 1:execute) */
53: /* Note: This configuration is only for Beacon Stack */
54: /* : RF Slow Clock Calibration is only for RF-On Chip Oscillator */
55: /* : Protocol Stack always execute RF on chip oscillator calibration */
56: #define RF_SIK CAL (1)
57:
58: /* RF 32MHz Oscillation Stabilization Time (usec, at least 550usec) */
59: /* Note: This configuration is only for Beacon Stack */
60: /* : Stabilization Time needs to be optimized for 32MHz resonator */
61: #define RF_32MHZ WAIT (1000)
62:
63: /* Maximum number of Simultaneous Connections (fixed 1) */
64: /*  Note: This configuration is only for BLE Protocol Stack */
65: /* : fixed 1, Connect Application behaves as peripheral device */
66: #define MAX CONNECTION (1)
67:
68: /* Packet Monitoring (0:disable Packet Monitor, l:enable Packet Monitor) */
69: /*  Note: This configuration is only for BLE Protocol Stack */
70: /* : Packet Monitoring uses UART1 for using output HCI log */
71: #define PKTMON EN (0)
72:
73: /* System Configuration Address in CodeFlash memory */
74: #if defined (_USE_R5F11AGG)
75: /* System Configuration is located the last block */
76: #define SYSCFG_ADDR (0x1FC00)
77 #elif defined( USE RS5F11AGH)
78: /* System Configuration is located the last block */
79: #define SYSCFG_ADDR (0x2FC00)
80: #elif defined( USE RSF11AGJ)
81: /* System Configuration is located the third last block */
82: /* by taking into account the location of RL78/G1D module (RY7011) */
83: #define SYSCFG_ADDR (0x3F400)
84: /* In the case of RL78/G1D Module (RY7011), Device Address is located the last block */
85: #define MODCFG_ADDR (0x3FC00)
86: #endif
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6.1.1 MCUAA Y VRTL-20vYFKEN

AT T A= NERTDH 0y JIEMCU ALY « VAT A7y & LTRSS,
IR ATRE B EE I L 4. 8, 16, 32MHz DWWT NN TT, o A7 r s 5 ATiE, MCU ALY » A
T vy 7 OEEENS%EZ MCU HOCO CLK ~7 a4 7 ay « " FTEHLET, T 7411
OEEREF L 8 (MHz) T,

MCU EEJE 52 29 5121L, MCU_HOCO CLK ~ 7 vfl% 4 (MHz) ¥ 721X 8(MHz) £ 7-21% 16 (MHz)
F 72013 32 MH2)IZFRE L £9,

Project_Source¥application¥src¥r config.h, line 38-40

38: /* MCU Main System Clock (either clock frequency of 4MHz,8MHz,16MHz, 32MHz) */
39: /* Note: It is necessary to set Option Bytes Value at Device Setting of Linker Option */
40: #define MCU HOCO_CLK (8)

FFa e A MIY T - AT a v user opt byte" TRRELET, A3y - N MEIZDOWT
TR 6-1 22 LTSN,

F6-1 FFvay - A IRE

FTar - INA EEE o0y BlIRE BEE—F
000C0 | 000C1 000C2
2B 4MHz EEEAE—F
) () AA 8MHz EEAE—F
E9 16MHz g
E8 32MHz I

FF gy e N ROFERIZHOWTIE FRL78/GID 2 —H— X v == 7L /n— R = 7#&E] (ROIUH0515)
D25EE [FTFar (b ZBRLTLIEE N,

MCU B/EEEEAC & > TEMEEERPHA 2 0 £9, @{EEEICOVTE [RL78/GID 2 —H—A~v ==
TV oNn— K7 = 7] (ROIUHO515) 30.2 i [EifEEE] 2R L T 7E &0,

(1) CS+ for CC {5 FARE
CS+for CC TlE, FRROFIETAH T v a v « A MEEZEELET,
1 RSF11AG] BenCmb 7 727 hO[CC-RLIDAZ V v
2 BV I A=ma—T[7aT ] EER
3 (V7 AT aETOT AL A =[2—H - F T ar - N ME|TET v ary - "1 MEE
Y
(2) ¢*studio & FHME
e?studio TliX. FRROFIETA T v ar « A MEEZEER L £,
1  RSF11AG] BenCmb 7’0y =2 a7 U w7
2 A7V w27 A=a—T[Reneas Tool Settings] % &R

3 [V E]Y 7 D[Linker| [T NA A= [2—W « AT v al - A ME|TE TV ay - N1 ME
AR
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6.1.2 RF & Z{S811F
E—aAH v ZIZRFEMEE L TEZ(E & bICHEIME, £RITEEOLAEMEERIRAETT, HED
IR 28I 9% Z & T RF YRR 23 6 ﬂaéhi# Yo FNT a5 A TlE, RFEZEEERTE Y
RF TX ONLY ¥~ 7 B CRELET, 7 74/ R EIT 0E%1E & b AT,

E—a Y AH v 7 DFEEOHREIET HI2IE, RF_TX ONLY v 7 uffiz 1 IZRELE£T, 2B BLE 71
MaNVAZy JITEICEZENEDE 2D 97,

Project_Source¥application¥src¥r config.h, line 42-44

42: /* RF Operation (0O:enable both Tx and Rx, l:enable Tx only) */
43: /*  Note: This configuration is only for Beacon Stack */
44: #define RF_TX ONLY (0)

BB RFEZEMELZELTT L L, ax7 b TV r—varO—@{nERLRn £9, BEEATITOWD
T 62.7TH TRFEZEEME] 2L T &,

6.1.3 RF A& DC-DC a > /\—4%4

Yo7 T ATk, REWE DC-DC 2> 3 —X OffiHF%E% RF_ DCDC EN~7 2 CEFR L 7,
RF Wi DC-DC 2t o X=X 2T 5, F/i3EH LW ERIRAGETT, T 7 4V MR &L 1(RF W
DC-DC =2 > _"—% &3 5)TT,

RF Pji DC-DC =1 > /3 —Z Offi fl 284K 9" % (213, RF_DCDC_EN v 7 ufiiz 0 (SR E L £9
Project_Source¥application¥src¥r_config.h, line 46-47

46: /* RF DC-DC Converter (0O:disable DC-DC, l:enable DC-DC) */
47 #define RF_DCDC_EN (1)

6.1.4 RFRXO— -0y #ER

RF A1 — + 7 11 v 7 X RF ORI FHANCAE &4, RE A —« 7 11 v 7 OMEIRIZ RF N A L —X
FRIIMXUFDO XTI A L —ZOWNTNNERINAIGETT, Vo7 e/ ATiL, RFAR— 71
v 7 BHGTROEINA RF SLK XTI ~7 B TERLET, 7 7 4/L FHEX ORF WA~ L—H)TT,

RF 21—« 7 v 7 4GIR %2 MCU ¥ XT1 4> L— X I3 ET S, RF_SLK XTI ~ 7 affiz 1 (Zf%
ELET, v 7 ufliz LIZEETDHZ LT, MCUKE XTI A L—& CHER L= 2 7 v 7 % EXSLK_RF %i 1
T RF#ICHS L ET,

Project_Source¥application¥src¥r config.h, line 49-50

49: /* RF Slow Clock Source (0:RF On-Chip Oscillator, 1:MCU XT1 Oscillator) */
50: #define RF_SLK XT1 (0)
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6.1.5 RFABEA Y L—2DOFr)TL— 3>

RF WA L —X % RF Au— -« 7 0 v 7 fGIRICEIRT 5 &, BLE 71 k2L A% v 7 X RF WA~
L—2WNERT D70y 7 BEOX Yy ) 7 L—ra VEFICEITLETS, —FH, E—arA¥ v 7iExy Y
TL—varEFTT L, FRIEETLRVWEERAETY, YTy m I ATEH, B—ar Ay y s
BETOX v ) T L— g VIEITRELZ RF SLK CAL~ 7 B CEHRLET, T 74V FREFT 1(Fv V7
L—va U EFEITTH)TT,

B —a AKX v 7% RF HIHHE# OFIE O Advertising /X7~ FEEHICF vy 7T L—va v 2FEITLE
T, FX VT L—a VOFETIZL Y, Advertising A & F — )V OREER R E L E T,

Xy U7 L—va EFAT LRV ERINT 5121, RF_SLK CAL~7 afi% 012 E L £,

Project_Source¥application¥src¥r config.h, line 52-56

52: /* RF Slow Clock Calibration (0O:not execute, 1l:execute) */
53: /* Note: This configuration is only for Beacon Stack */
54: /* : RF Slow Clock Calibration is only for RF-On Chip Oscillator */
55: /* : Protocol Stack always execute RF on chip oscillator calibration */
56: #define RF_SIK CAL (1)

6.1.6 RF &% 0 v Y ORIRKT E R

PN Tn s T AT, BRIEZERREZ RF 32MHZ WAIT~Z7 0 CEHELET, RFEH#EI oy 7 L L
T3 5 XTAL RF [0 ORIRZE ERFR I, XTAL1 RF ¥+ & XTAL2 RF i1 Z8%#5¢ L 7= 32MHz 4R 1
IIRAF L, BB EERET DMENHY £7, 7 7 4 /L MREIL RL78/G1D #FAfiA — RIZiE L 7=
1000(usec) T9-,

SR 2R 2 B E T 5 121E, RFE_32MHZ_WAIT ~ 7 2% 550 (usec)Lh EDEIZERE L7,

Project_Source¥application¥src¥r config.h, line 58-61

58: /* RE 32MHz Oscillation Stabilization Time (usec, at least 550usec) */
59: /*  Note: This configuration is only for Beacon Stack */
60: /* : Stabilization Time needs to be optimized for 32MHz resonator */
61: #define RF_32MHZ WAIT (1000)

RF W7 1w 7 A RBEOFEIZ OV T [RL78/GID 22— — A~ =a 7 /L N— R = 7]
(ROIUHO515)® 1539 [RF 7 = » 7 RAERK - 7oy 7| SR L TIEE0,

6.1.7 = ONGilisEF T

Y77 r 7T Ak Peripheral B —/L & L TEMET S7280, IR KFERFEGEIL 1 EE T, 7T
177 AT, RFIFFERELZ MAX_CONNECTION ¥~ 7 B CE#R L E7, 7 7 4/V hEEIX 1 T, *xtm
@ Central T —/L T /314 A 1 DDOH EFERFELET,

Project_Source¥application¥src¥r config.h, line 63-66

63: /* Maximum number of Simultaneous Connections (fixed 1) */
64: /*  Note: This configuration is only for BLE Protocol Stack */
65: /* : fixed 1, Connect Application behaves as peripheral device */
66: #define MAX CONNECTION (1)
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6.1.8 HCIE=421) >4

BLE 7’0 ba V2 Z v 73T Ny THEE LT, HClY—7 v A% T =X ) 7T DR 20 L £,
HCI =% U v 72 H3b9 5 &, HCln 7 37 » RS UARTI B H 3 &4, BLE 7’1 h )L A X 7 )
EOE=4 Y IR AEETT, VoI A7a s T ATIE, HCIE=4 1 v 7 OH MR E % PKTMON _EN
<~/ TEHRLET, T 74V FEEFTOHCIET=F Y v 7 &2 HH)TT,

HCIE=#% U v 7% HT %I12iL, PKTMON EN~ 7 affiz 1 IZHEEL T,
Project_Source¥application¥src¥r_config.h, line 68-71

68: /* Packet Monitoring (0:disable Packet Monitor, 1l:enable Packet Monitor) */
69: /*  Note: This configuration is only for BLE Protocol Stack */
70: /* : Packet Monitoring uses UART1 for using output HCI log */
71z #define PKTMON EN (0)

HCIla 734y NEFERT AL, PCE Y7 N =T NHEIZRY 97,

HCIE=% U > 7 OFEM & 7RI 20V Tk [Bluetooth Low Energy 7’22 b /L A% v 7 o —HF — X<
== 7 /1] (ROIUW0095)?D 12 % THCI /N7 v hE=XFRE] 2L T 7E S0,

6.1.9 DATLEERET FLA

A= RT7 Ty aAEYVDOT 7y —L Y= THNRIC, VAT LEMEREDORIENAIRETT, T3 AT &I
BRI D VAT NEMEREABE T HZ & T, 7285 A7 R A Advertising 7 —# 72 EDOIE#E, 77— 4
VT E YV ENLVRTAIERSBRET DI ENAGETT, oA vl I ATiE, VAT LAEEREDOR
[#7 N A% SYSCFG ADDR ~7 1 CE#HEL 7,

T RLVAy 7 TORET KL AZZEHET 5HI21L, SYSCFG_ ADDR ~ 7 2ffiiZ#i LWT RLAZREL
£7

Project_Source¥application¥src¥r_config.h, line 73-86

73: /* System Configuration Address in CodeFlash memory */

74: #if defined( USE R5F11AGG)

75: /* System Configuration is located the last block */

76: #define SYSCFG_ADDR (0x1FC00)

77:  #elif defined( USE R5F11AGH)

78: /* System Configuration is located the last block */

79: #define SYSCFG_ADDR (0x2FC00)

80: #elif defined( USE RS5F11AGJ)

81: /* System Configuration is located the third last block */
82: /* by taking into account the location of RL78/G1D module (RY7011) */
83: #define SYSCFG_ADDR (0x3F400)

84: /* In the case of RL78/G1D Module (RY7011), Device Address is located the last block */
85: #define MODCFG ADDR (0x3FC00)

86: #endif

VAT AEWERIEDFMNCOWTILS41EH (23— R T7 T 9 v a AR I ~DOT 78 A] Z2BRLTLEE
AN
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6.1.10 FHEAR—FORA v F

Yo TIATa I aE 7TV =2 a ORI OEOICEHMEAR— KOAAL v F 2 HLET, DIP
AA v F SW6-11%, Vo7 ulIror—a 8ifEE REFHMIEMEAZ IV # X £, A A v F SW2
X, E—ar@ERFor—a 7 r—varlaxy NSV r—varvEYVExEd, oo
077 ATlX, AL v FOMEHRTEE EVB S W~/ 0 CERLET, A vFE2FEHTH, FTFEHAL
IRWERIATAE T, 7 7 4V MREIX (AL v T E2FEHT2)TT,

FHlAR— ROA A FIIEH L2 EZEIRT 521X, EVB SW~ 7 affiz 0 IR ELET,

Project_Source¥application¥src¥r main.c, line 51-61

51: /* Switches on RL78/GlD Evaluation Board (0O:not to use, l:use) */
52: /*  Operation: */
53: /* When use Switches: */
54: /* - After power up, Beacon Application starts running at first */
55: /* - It is possible to switch Beacon Application and Connect Application alternately */
56: /* When use no Switches: */
57: /* - After power up, Connect Application starts running at first */
58: /* - If connection is not established within 30sec, Connect Application stops and */
59: /* Beacon Application starts running */
60: /* - It is not possible to switch from Beacon Application to Connect Application */
61: #define EVABOARD SWITCH EN (1)

FHliAR— RDOAAL v F2ERTHGEOT 7Y r— g U BEZ8EEZR 6-1 17 LET,

Yo7 T M, TR — RO SW2 &£ SW6-1 2T 7N r—ra il EZICERLET, SW6-
I23ONRLIEX, DIMT U r—va U E2ETLET, SWe-1 3 0FF i3, e —a v 77U r—ray
Laxg N7V r—varEFETLET, BER, FTEE—ar 7Y S —va v EFEITLET, SW2
EHTITLE, B—ar Ty r—vartax s TSV =g VERBICHIDEZET,

l:
off | DIM7 74— ay
[

>

<&
<

| E—av7Tys—ay |

true
<

<

| AR RFIUE—L a3y |

S

false

30Fb R s ML L

true

B 6-1 FMMA— FERKOT 7Y r—3va A0 Bz BifE

RO1AN3313JJ0111 Rev.1.11 Page 45 of 88
2018.03.30 RENESAS




RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

FHIiA— ROAAL v FE2FEHLZ2WIGEOT 7Y r—2a O B2 EEEZK 6-2 IR LET,

Yo Ta T NIe—a T ) =y arvtax g TV =y araETLET, EEig. £
TIEaxs N TV r—2arBETLET, 30BMERNZWELIEX, BE—ar T r—ya a2 E
TLET, BEaxZ T 7V r—2araw2FT79513, MCUR Yty NTALERH D 7,

A

&
<

| ARHRTFIUE—Vay |

307 R B 72 U false

true

| E—av77Uy4s—Say |
|

X 6-2 FHEA— NRERFEDOT SV r—va 910 B2BE
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62 TFTIVHr—2 3 EE
6.2.1 AT LENMEERTE

VAT LAEMEREIL, AR 7Ty a AT )07y =AU = THARICRE S NS T —F T, AT —4
I% Renesas Flash Programmer Da=—2ra— NOALEELZHEHTHZ LT, 77— 0T LRIFFICY
AT LEWERE X FHE AL Z LR AIRE T,

U —=2R oy r—VE VAT AEERED L=~ a— R T 7 ANV EY T ELTEARAET, VAT A
EERRE DOFEMICOWNWTIES41H [a— R 7T v a AEV~DT 7 A 2SR L TIES0,

RUC_File¥r5fllagj_syscfg.ruc, line 1-10

., -
// —- System Configuration for RL78/GlD BLE Protocol / Beacon Stack Combination Sample Program --
// —-=  Device Part Number : R5F11AGJ --
A
format hex

area user flash

address 0x3£400

size 156

index data

Jda () I (<) R (d)

000001 B10A7856341200FF12524C37382F47314420426561636F6E20303100000000000000000000000000000000000000
(e) e
00000000000000000000000000000000000000000000000000000000A00001070009FFFFFFFFFFFFFFFFFFFFFFFF1B02010
(f) (9)
60303AAFE%3§6AAFEIOEEOZ676F6F2E676C2F3764694C5478000000001B180952656E6573617320524C37382F4731442042
g R

6561636F6E303100000000

O 0w J o U W

=
o

R5F1IAG] 2=—7 22— R 7 7 A JVIZIZ FRe OB N Ll STV E 5,

line 1-4 : /DA E DITIE= A 2 MT
line5 :16EH7+—~v FNEHETE
line6 FEXALTY TIZa2—Y T EIEE
line7 :EXIAZLT KL X% 0x3F400 (block 253)I45 7
line8 :EXIALY A X% 124 byte IZHFE
line9 :RITMDHDI=—7a— T —4hEES
linel0 : A>T v/ ALta=—7a— REEE
(@: 2=—2a—RTF—=FDA T v I A
(b): T/3A AT KL R (6byte)
(©): TN AT R L AZ A 7(lbyte), /T « > 7 (1byte)
(d): 7734 A% — L (66byte)
(e): Advertising 1 # (18byte)
(D): Advertising 7 —# (32byte)
(g): Scan Response 7 — % (32byte)
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6.2.2 H—FRILE—TAEYHRTE
BLE 7’0 f 2 )VAH v 73— VRWKE) & & #, B —F VX FreOMrE &2t L £ 3, BLE 7'1r b=
NAR 7 axy NT TV r—ya it I—xVEEREEZRIA L TEMEL £,

- ARy NEFRRE

- A yb—UimEkKkEE

- XAV IRHEEBLEE

- XA < ERE

- AE AR

BHEREDFATIE, W—FF e —TAEV L LTH L UDES SNFERO 28I MR LET,
H—=FNV~DAFNRRKEL o8, =7 AU BB T 2EENHY £, ax7 N T 7V r—v
a VOEBREEILER EICI Ve —T AT Y RARRETIHEIT, e—T ATV YA XEERTD
APP_HEAP SIZEfEZZH LTS 723V,

728 RAM ORMHEBIZIAZ v 7 AV E L THERSNET, e =T AE VA XZWEICRELTD
L. AR YT AEYDF—N—Ta—RNRAETHAREMENH Y 7,

Project_SourceXapplication¥src¥connect¥resource¥r_kernel.c, line 56-65

56: #define APP HEAP SIZE (0)

57: /* Note: When Kernel Heap size is not enough, it is necessary to incease APP HEAP SIZE */
58:

59: #define BLE HEAP SIZE ((MAX CONNECTION * 256) + 512 ¥

60: + BLE HEAP CONT ¥

61: + (BLE_HEAP HOST * MAX CONNECTION) ¥

62: + BLE DB SIZE ¥

63: + RBLE TABLE SIZE ¥

64: + APP HEAP SIZE ¥

65: )

F— VT A RERE O FERIIZ DU TIE [Bluetooth Low Energy 7’2 h /LA X w7 APLY 77 L2 A
~ =27V HARR] (ROIUW0088)D 9 2 [RWKE] &ML T 7ZE0,
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6.2.3 Advertising E& &

v—ary 7Y r—a DT 7 4 /b~ Advertising 35X E X r_beacon.c 7 7 A L TEFRLET,

7 7 /v kO Advertising {5 = Advertising 7 — % £ H 7§ % 121%, RBLE_ADV_INFO i {A<<>
RBLE_ADV_DATA #EADEZZE L7, MEROAERIZ OV TIZ [RL78/GID BE—aa L A X v 7 o—

P—X~v==27 /1] (ROIUWOI71)D 4 [API] 2B L T ZEW,

Project_Source¥application¥src¥beacon¥r_beacon.c, line 42-92

42: /* Advertising Data Array */
43: static RBLE ADV DATA adv_datal] =
44 {
45: /* Advertising Data[0] */
46: /* Eddystone-URL: https://goo.gl/5wKkRK —-> https://www.renesas.com/ */
47: {
48: /* Advertising data length */
49: 27,
50: /* Advertising data <<Flags>> */
51: 0x02, 0x01, 0x06,
52: /* Advertising data <<Complete List of 16-bit Service Class UUIDs>> */
53: 0x03, 0x03, OxAA, OxFE,
54: /* Advertising data <<Service Data>> */
55: 0x13, 0xl6, OxAA, OxFE, 0x10, OxEE, 0x02,
56: 'g', 'o', 'o', '.', 'g', '1', '/', '5', 'w', 'K', 'k', 'R', 'K'
57: Y,
58: #if IRF TX ONLY
59: /* Scan Response Data[0] */
60: {
61: /* Scan Response data length */
62: 25,
63: /* Scan Response data <<Complete local name>> */
64: 0x18, 0x09,
65: 'R','e', 'n','e','s", 'a','s"," ', 'R', 'L, "7, 8", "/, 'G", "1, 'D",
66: ', 'BY, et tat, e, o, 'n!
67: Y,
68: #endif
69: }i
70:
71: /* Advertising packet type */
72: #if RF TX ONLY
73: static const uint8 t adv type = RBLE PDU ADV NONCONN IND;
74 #else
75: static const uint8 t adv_type = RBLE PDU_ADV_SCAN IND;
76: #endif
77
78: /* Advertising Information */
79: static RBLE ADV_INFO adv_info =
80: {
81: 0x00A0, /* Advertising Interval */
82: true, /* Advertising Interval Delay */
83: RBLE_ADV_ALL CHANNELS, /* Advertising Channel Map */
84: 0x00, /* Advertising Transfer Count  */
85: RBLE TXPW LV9, /* Advertising Transfer Power  */
86: { 0xB0O, 0x9A, 0x78, 0x56, 0x34, 0x12 }, /* Own Device Address */
87: RBLE ADDR PUBLIC, /* Own Device Address Type */
88: sizeof (adv _data) / sizeof (RBLE ADV_DATA), /* BAdvertising Data Count */
89: &adv_datal0], /* Advertising Data */
90: RBLE _EVT PERMIT ADV ALL, /* Advertising Event Permission */
91: false /* Use White List */
92: };
RO1AN3313JJ0111 Rev.1.11 Page 49 of 88

2018.03.30 RENESAS




RL78/GID E—a > RA vy

BEWMHEIEE—a VT —AEH YOI TOIT S L

BEH Advertising 7 — ¥ Z#§ 0 IK LiE(E 7 5121Z. RBLE_ADV_DATA #i&E ARSI 2800 L £,

BE Advertising 7 — & 355 D 22— N

/* Advertising Data Array */
{

{

’

/* Advertising data */
}’

{

’

/* Advertising data */

static RBLE ADV DATA adv datal]
/* Advertising data No.1l */

/* Advertising data length */

/* Advertising data No.2 */

/* Advertising data length */
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axy KT TV —va DT 7 40 b Advertising i E L r_connect.c 7 7 A L TEFRLET,

7 7 4V K Advertising X E & A H 9 521X, RBLE ADV_INFO #&E(KDT 7 4 /L b Advertising 1§, 7
7 %V Advertising 7 — 4. 7 7 # /L b Scan Response 7 — ¥ D ZEH LF 7, MEROAAEICIONTIE
[Bluetooth Low Energy 7’7 h /LA X 7 APL ) 7 7 L A~ == 7 /)L JARH] (ROIUWO0088)D 5 &
[Generic Access Profile] Z#ZH L T 72&0),

Project_Source¥application¥src¥connect¥r_connect.c, line 148-181

148: /* Advertising Information for connection as a slave role */

149: /* Note : it is necessary to change configuration corresponds to each use case */

150: static RBLE ADV_INFO broadcast_info =

151: {

152: /* Advertising Parameter structure */

153: {

154: 0x0030, /* Advertising Interval Min */
155: 0x0030, /* Advertising Interval Max */
156: RBLE GAP ADV CONN UNDIR, /* Advertising Type */
157: RBLE ADDR PUBLIC, /* Own Address Type */
158: 0x00, /* Direct Advertising Address Type */
159: { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00 }, /* Direct Advertising Address */
160: RBLE ADV_ALL CHANNELS, /* Advertising Channel Map */
161: RBLE ADV ALLOW SCAN ANY CON ANY, /* Advertising Filter Policy */
162: 0x00, /* (reserved) */
163: I

164: /* Advertising Data structure */

165: {

166: /* Advertising data length (max 31lbyte) */

167: 3+25,

168: /* Advertising data <<Flags>> */

169: 2, 0x01, 0x06,

170: /* Advertising data <<Complete Local Name>> */

171: 24, 0x09,

172: 'R', 'L, 7', '8, "/, G, 'L, DY, Y, B, e, A, e, !, ', e, T, ', alt, e, e, e
173: I

174: /* Scan Response Data structure */

175: {

176: /* Scan Response data length (max 3lbyte) */

177: 0,

178: /* Scan Response data */

179: 0x00

180: }

181: };

FFE DT /3 A A LB 2 121X, White List 2 A 2t 9" % 72912 RBLE_ADV_INFO #1& (R0
Advertising 7 - /L% 78 U —|{Z RBLE_ADV_ALLOW SCAN ANY CON WLST ##%E L £7,

F 72 Advertising D H4ARTIZ, RBLE_GAP_Add To White List % =—/L L C White List IZ7 /3 A7 KL X
FEMUET, BHOTSA AT RLRAZBMT HI21F, T34 A7 RLAZT LT
RBLE GAP Add To White List % =2—/L LE 7,

White List ~DTF XA 27 KL ZRBMD a— FF

uint9 t wl cnt;
/* device address list for white list */
static RBLE DEV _ADDR INFO wl info[] =
{
(RBLE ADDR PUBLIC, { 0x01, 0x90, 0x78, 0x56, 0x34, 0x12 }},

}i

/* set device address to white list */
/* it is necessary to call repeatedly until all device address of list is added */
if (wl cnt < (sizeof (wl info) / sizeof (RBLE DEV_ADDR INFO)))
{
RBLE GAP Add To White List(&wl info[wl cnt++]);

}
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$Resolvable Private address {3 Identity Resolving Key {2 & ¥ EHIRIICA T 41572, Resolvable Private
address | White List IR ET XE TlId Y FHA,

6.2.4 REHRR A LT FEFREERE

ax g N7V = a7 Y =y a VR ETILERI OB OIWT N D, R X A AT T NRER]
ELTERESNERMNCES RN W b1E, 77V r—va v a&T LET, RS A 27 U MRERHIX
CON_EXIT_TIME ¥ 7 n TE&Z S, #A L7 U ML 10~299,990msec DFiH % 10msec HZ TRRE A]
RETT, R X A L7 U NEBOT 7 4V FEREIT 30 BT,

KBS A LT 7 MR A H 4 521X, CON_EXIT TIME ~ 7 tfii% 1~29,999 OFiJH CAH L9,

Project_Source¥application¥src¥connect¥r connect.c, line 48-50

48: /* Connect Application Exit Timeout Time (unit: 10msec) */
49: /* When connection is not established within this time, Connect Application exits. */
50: #define CON _EXIT TIME (3000)

BALT T NOEMIZIEBLE 702 Na VA v IO —fNVEAvEHEHLET, I—FVZ A<Dt
BRIZ 2V T [Bluetooth Low Energy 7’0 h IV AKX w7 APL U 7 7 L'y A~ =27 )V AHR]
(ROIUWO0088)D 9.5 Hfi [# A ~EHHERE] 2B L T EE VN,
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6.2.5 Pairing % 5E
7 7 4V K@ Pairing i 1% r_connect.c 7 7 AV TEZRLET, 77w T Aid Pairing HiEE LT
Just Works #3447 L £ 7,

Project_Source¥application¥src¥connect¥r connect.c, line 183-196

183: /* Pairing Information for secure connection */

184: /* Note : it is necessary to change configuration corresponds to each secure level requested */
185: static RBLE BOND RESP PARAM bond info =

186: {

187: 0x0000, /* Connection handle */
188: RBLE OK, /* accept or reject bonding */
189: RBLE IO CAP NO INPUT NO OUTPUT, /* IO capabilities */
190: RBLE OOB AUTH DATA NOT PRESENT, /* 00B flag */
191: RBLE AUTH REQ NO MITM BOND, /* Authentication Requirements */
192: RBLE SMP MAX ENC SIZE LEN, /* Encryption key size */
193: RBLE KEY DIST NONE, /* Initiator key distribution */
194: RBLE KEY DIST ENCKEY, /* Responder key distribution */
195: 0x00 /* Reserved */
196: }i

Pairing /7% % Just Works 7> 5 Passkey Entry (IZZAE L, 77U 7 —3 3 > b Passkey #3295 1213,
RBLE BOND RESP PARAM ##%i&{A @ 10 Capabilities (Z RBLE_I0_CAP_DISPLAY ONLY %% 7E L.
Authentication Requirements {Z RBLE_ AUTH_REQ MITM BOND ##E L £ 77,

Passkey Entry (Z & % Pairing 3 — %7 > ADESTHE, RBLE SM_TK REQ IND A X 3@ SN ET, 7
7V /r—3a % Passkey & Temporary Key & LTI T 57212, RBLE_SM_Tk _Req Resp & 2 —/L3 %
RSBV ET, TRt 7 va— R, BT A 77 VU O rand BIT Passkey Z 4% L £7°, Passkey
DR, LCD 72 EORRIZE D 2 —W|Z Passkey # KR T HLERH YD £,

Temporary Key J&2& D 21— R

uint32 t passkey;
uint8 t* byteptr = (uint8 t*)&passkey;
uint8 t idx;

/* TK(Temporary Key) buffer */
RBLE_KEY VALUE tk =
{
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00
}i

/* generate Passkey (range:000,000 - 999,999) */
passkey = (uint32 t)rand();

passkey |= (uint32 t)rand() << 16;

passkey %= 1000000;

/* copy Passkey to TK(Temporary Key) buffer */
for(idx = 0; idx < sizeof (uint32 t); idx++)
{

tk.key[RBLE KEY LEN - 1 - idx] = byteptr[idx];
}
RBLE SM Tk Req Resp(con idx, RBLE OK, &tk);
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6.2.6 Custom Profile
Custom Profile Z EEB L OEFET 121X, FTEROTEFER., VYV —A, M2 EESTAVNENRHY 1,

o EF:
- Custom Profile @ Service, Characteristic Z #5395 7= ¥ ¢ UUID
- Custom Profile ® Service, Characteristic # BLE 7’11 s =)L A X v 7 B3 EES 2 728 @D Attribute index
- Custom Profile ® Service, Characteristic % Client 7 /A A |[Zi@%1$ 5 720 D Attribute handle

o IJVJ—XA:
- Custom Profile ? Characteristic & Z #:#13 5 7= > D5
- Custom Profile ® Service, Characteristic D5 % Attribute 5 — % ~_— AR T T 5 72O Dt R+
- Custom Profile ® Characteristic 24 % Attribute 5 — % X — X IR ET D 1= O Db+
- BLEZB haVARX v I BT 78AT5H2HO Attribute 7 — X X— A

o MLPR:
- BERERENLHE O GATT O L A R k3 — L3y 7 B 16k
- Client 7731 A5 D Write Request (2 & % Characteristic fEO B 1 & . Write Response D %15

% 1: Client 7 731 A7 5 @ Read Request (%9 % Characteristic i@ Read Response D57 % 4545 4
FIH W FH A, Read Response DiE{EIL, BLE 7' b )L AKX v 7 )NHB CHEITLET,

$2: Server 7 /34 ANHEBNAYIZ Characteristic 8 2 W19 D LN H 5 72 51X, Notification F 7= 1%
Indication Z 3E{E T LB MLBL L 72 ) £ 4, Notification £ 7213 Indication Z &£ 5121%. BLE 7'z
=V A% 7 @ RBLE_GATT Notify Request &7-(% RBLE_GATT Indicate Request Zfff L &7,

FREBEER DR IZ DUV TiE [Bluetooth Low Energy 7’1 bV AKX » 7 APLY 77 LV AV =27 )b
FAM] (ROIUW0088)? 7.2.9 IH IRBLE _GATT Notify Request| & 7.2.101H
[RBLE_GATT Indicate Request] &ML T2V,

n EE
UUID L r_profileh 7 7 A LV CEZ L ET,

#l%z X %5 UUID IZ. UUIDGEN Linux =< > KA AIRE T, UUID A Rk#%. UUID fEiE LSBJIEIZ
RETAHLENH Y 97, UUID [EIXE Service, 45 Characteristic DFCd 2R E I E T,

Project_Source¥application¥src¥connect¥r_profile.h, line 45-53

45: /* Custom Profile 128bit UUID: A766xxxx—4B1E-4d6e-91C4-997BAIB6FCO7 */
46: /* Note: randomly numbers UUID can be generated by UUIDGEN linux command */
47: /* regarding the specification of UUID, refer to ITU-T X.667 */
48: #define PRF_UUID SERVICE

{0x07, 0xFC, 0xB6, 0xA9, 0x7B, 0x99, 0xC4, 0x91, Ox6e, 0x4d, 0x1E, 0x4B, 0x01, 0x00, 0x66, 0xA7}
49: #define PRF UUID CHAR BCNINFO

{0x07, 0XFC, 0xB6, 0xA9, 0x7B, 0x99, 0xC4, 0x91, Ox6e, 0x4d, 0x1E, 0x4B, 0x02, 0x00, 0x66, 0xA7}
50: #define PRF ' UUID CHAR BCNDATA

{0x07, 0xFC, 0xB6, 0xA9, 0x7B, 0x99, 0xC4, 0x91, Ox6e, 0x4d, 0x1E, 0x4B, 0x03, 0x00, 0x66, 0xA7}
51: #define PRF UUID CHAR CFLCNT

{0x07, 0xFC, 0xB6, 0xA9, 0x7B, 0x99, 0xC4, 0x91, Ox6e, 0x4d, Ox1E, 0x4B, 0x04, 0x00, 0x66, 0xA7}
52: #define PRF UUID CHAR DFLCNT

{0x07, 0xFC, 0xB6, 0xA9, 0x7B, 0x99, 0xC4, 0x91, Ox6e, 0x4d, Ox1E, 0x4B, 0x05, 0x00, 0x66, 0xA7}
53: #define PRF UUID CHAR RSPDATA

{0x07, 0xFC, 0xB6, 0xA9, 0x7B, 0x99, 0xC4, 0x91, Ox6e, 0x4d, 0x1E, 0x4B, 0x06, 0x00, 0x66, 0xA7}
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Attribute indexes & Attribute handles |& r_gatth 7 7 A /L CiEF L £7, Custom Profile ® Service,

Characteristic IZ1BII=CHIBRAS A HE T,

Attribute index fiLIZ Attribute 7 — 4 <X — A [ZE R E S 41, Attribute handle {145 Service, %5 Characteristic

DFERFITHRE SN ET,

Project_Source¥application¥src¥connect¥resource¥r_gatt.h, line 37-113

37: /* Attribute index */

38: enum

39: {

60: /* offset index for Custom Profiles */

61: ATTﬁIDXicUSTOM = 0x0200,

65: /* Custom Profile Service */

66: PRF_IDX SVC,

67: PRF_TIDX BCNINFO CHAR,

68: PRF_IDX BCNINFO VAL,

69: PRF_IDX BCNDATA CHAR,

70: PRF_IDX BCNDATA VAL,

71: PRF_IDX RSPDATA CHAR,

72: PRF_IDX RSPDATA VAL,

73: PRF_IDX CFLCNT CHAR,

74: PRF_IDX CFLCNT VAL,

75: PRF_IDX DFLCNT CHAR,

76: PRF_TIDX DFLCNT VAL,

79: }:

80:

81: /* Attribute handles */

82: enum

83: {

99: /* Custom Profile Service */
100: PRF_HDL_SVC = 0x000C,
101: PRF_HDL BCNINFO CHAR = 0x000D,
102: PRF_HDI, BCNINFO VAL = 0x000E,
103: PRF_HDL, BCNDATA CHAR = 0x000F,
104: PRF_HDI, BCNDATA VAL = 0x0010,
105: PRF_HDL_RSPDATA CHAR = 0x0011,
106: PRF_HDI, RSPDATA VAL = 0x0012,
107: PRF_HDL, CFLCNT CHAR = 0x0013,
108: PRF_HDL_CFLCNT VAL = 0x0014,
109: PRF_HDL, DFLCNT CHAR = 0x0015,
110: PRF_HDI, DFLCNT VAL = 0x0016,
113: }:

@ Yv—=2Xx

Characteristic fH 2 #4175 72O DZEETL r_profile.c 7 7 A L TERE L 7,

Characteristic DFHUBEIZ T PV r— a Ik o TRHESINE T, F0%., EXALFATZ2HE-
Characteristic (% Client 7 /3 A2 X W W#H S F 9, Characteristic fEZ 4% 4 Characteristic D LR FIZFR E

ShEd,
Project_Source¥application¥src¥connect¥r_profile.c, line 64-69

64: /* Custom Profile characteristic variables */

65: PRE_ADV_INFO prf bcninfo val; /* Advertising  Information */

66: PRE_ADV_DATA prf bcndata val; /* Advertising Data */

67: PRF _ADV_DATA prf rspdata val; /* Scan Response Data */

68: uintlé6 t prf cflent val; /* Code Flash Updated Count */

69: uintlé6 t prf dflent val; /* Data Flash Updated Count */
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Custom Profile @ Service, Characteristic DFLiR 1 r_gatt.c 77 A L TEZRLE T,

UUID. Attribute Handle. Attribute Permissions. Characteristic fHZS%48 D X 5 7285 % Attribute 7 — & X — &

ICRET D0, LB FEERT DLENRDHY £,

Project_Source¥application¥src¥connect¥resource¥r_gatt.c, line 103-179

103: /* Custom Service */
104: static const uint8 t custom svc[RBLE GATT 128BIT UUID OCTET] = PRE UUID SERVICE;

106: /* Advertising Information */

107: static const struct atts charl28 desc prf bcninfo char =
108: {

114: }i

116: struct atts elmt 128 prf bcninfo elmt =
117: {

119: }i

121: /* Advertising Data */

122: static const struct atts charl28 desc prf bcndata char =
123: {

129: }i

131: struct atts elmt 128 prf bcndata elmt =
132: {

134: }s

136: /* Scan Response Data */

137: static const struct atts charl28 desc prf rspdata char =
138: {

144: }s

146: struct atts elmt 128 prf rspdata elmt =
147: {

149: };

151: /* Code Flash Updated Count */

152: static const struct atts charl28 desc prf cflcnt char =
153: {

159: }s

161: struct atts_elmt 128 prf cflcnt elmt =
162: {

164: }i

166: /* Data Flash Updated Count */

167: static const struct atts charl28 desc prf dflcnt char =
168: {

174: }i

176: struct atts elmt 128 prf dflent elmt =
177: {

179: }i
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Attribute 7 —# X— X [T gatte 77 A LV TCERLET,

Attribute 7 — & ~X— % Service, Characteristic Z# BLE 712 h /LA X » ZIZHRET HI-DICNEL 2D F
9, Attribute 7 — % ~\— &% Service ik & Characteristic Flilk + CTHEL S 1 E 7,

Project_Source¥application¥src¥connect¥resource¥r_gatt.c, line 213-243

/* Attribute Database */
const struct atts desc atts desc list prf[] =

{

/***********************/

/* Custom Service */
/*****************‘k‘k‘k‘k‘k‘k/

{RBLE_DECL, PRIMARY SERVICE,

sizeof (custom svc),

/* Advertising Information */

{ RBLE DECL CHARACTERISTIC,

{ DB TYPE 128BIT UUID,
/* Advertising Data */

{ RBLE DECL CHARACTERISTIC,

{ DB TYPE 128BIT UUID,
/* Scan Response Data */
#if RF TX ONLY

{ RBLE DECL CHARACTERISTIC,

{ DB_TYPE_128BIT UUID,
#else

{ RBLE DECL CHARACTERISTIC,

{ DB_TYPE_128BIT UUID,
#endif

/* Code Flash Updated Count
{ RBLE DECL CHARACTERISTIC,

{ DB TYPE 128BIT UUID,

/* Data Flash Updated Count
{ RBLE DECL CHARACTERISTIC,

{ DB TYPE 128BIT UUID,

/* zero terminator */
{0,0,0,0,0,0}

sizeof (prf bcninfo char),
sizeof (PRE_ADV INFO),

sizeof (prf bcndata char),
sizeof (PRF_ADV DATA),

sizeof (prf rspdata char),
sizeof (PRF_ADV DATA),

sizeof (prf rspdata char),
sizeof (PRF_ADV DATA),

*/

sizeof (prf cflent char),
sizeof (uintlé t),

*/

sizeof (prf dflent char),
sizeof (uintlé t),

sizeof (custom svc),

sizeof (prf bcninfo char),
sizeof (PRE ADV INFO),

sizeof (prf bcndata char),
sizeof (PRF_ADV DATA),
sizeof (prf rspdata char),
sizeof (PRF_ADV DATA),
sizeof (prf rspdata char),
sizeof (PRF_ADV DATA),
sizeof (prf cflent char),

sizeof (uintlé t),

sizeof (prf dflecnt char),
sizeof (uintlé t),
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(3) Processing
GATT O ZhLALER L Characteristic {0 B FHTALERIL ¢ profile.c 7 7 A L CEFR L E T,

GATT DAZNME L GATT A X ha— "y 7 ¥ 2 Bk 2 72912, RBLE_GATT Enable & 2 —/L L %
9, Client 7 /34 A7) 5 D Write Request |2 & ¥ Characteristic f[ED EH AR I D &
RBLE_GATT_EVENT _WRITE _CMD_IND A X F A @HI S VE T, 77U 7 —3 3 1% Characteristic i %
BT L. Write Response % 1659 % 72 %12 RBLE_GATT Write Response % 2 —/L L £7°,

Project_Source¥application¥src¥connect¥r_profile.c, line 92-341

92: RBLE STATUS PRE Server Enable(uintl6 t conhdl, PREF EVT HANDLER callback)

93: {

101: result = RBLE GATT Enable (prf gatt callback);

113: }
215: static void prf gatt callback(RBLE GATT EVENT* evt)
216: {
224: switch (evt->type)
225: {
226: case RBLE GATT EVENT WRITE CMD IND:
227: /* reach here when client device requests to write characteristic */
235: switch (att hdl)
236: {
237: /* Advertising information (18byte fixed) is written */
238: case PRF_HDL BCNINFO VAL:

243: /* update characteristic value */

256: break;

257:

258: /* Advertising data (2byte - 32byte variable) is written */

259: /* Note: when requested size is over than the size of single write request, */
260: /* characteristic value is transferred separately per 18byte */
261: case PRF_HDL BCNDATA VAL:

268: /* update characteristic value */

277: break;

304: }

305

306: /* send the write response to client device */

307: if (evt->param.write cmd ind.resp)

308: {

309: prf send wr resp(att hdl, result);

310: }

311: break;

315 }

316 }

317:

325: static void prf send wr resp(uintl6 t att hdl, RBLE STATUS result)

326: {

340: RBLE GATT Write Response (&wr resp) ;

341: }
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6.2.7 RF £ Z2{EE1E
E—al R E v DO RFEZEIWELZEETIHE, 7V A —2a VOBWERERE LRV, B—a
TN r—varbtaxy b T = a OB RE R ER 62ITRLET,

RF B2 EEMEDFEMICHOWTIL 6.1.23H [RF EZEEE ] 2R LT &N,
# 6-2 RF EXREBEEREDT VY r—a V&5

| RF 3% Z{EEEE(RF_TX_ONLY=0) | RF 3% {E8hER (RF_TX_ONLY=1)

E—av77)5—say

Advertising Type Scannable Undirected Advertising Non-connectable Undirected Advertising
(r_beacon.c)

ARGRFT T —Say

Custom Profile Characteristic 18X Characteristic &Rk

(r_gatt.c) —  Advertising Information —  Advertising Information

(r_profile.c) —  Advertising Data —  Advertising Data

(r_connect.c) —  Scan Response Data —  Code Flash Memory Updated Count
—  Code Flash Memory Updated Count - Data Flash Memory Updated Count

—  Data Flash Memory Updated Count

X Scan Response Data Characteristic ~M
TOEART

i0S 7 /34 A%, %5 L 7= Bluetooth low energy 7 /3 A D Service % & Characteristic #i% % OS 3% v
YalET, RFEEZEIELERETL L, ax7 N7 7V r—3 a U MiREFT % Resasas Bluetooth Updater
Service @ Characteristic % & . % v 3/ = & 417z Characteristic f R IC 2R BAE L E T,

RF EZEEMEEEE LT25E, i0S T/31 ANF ¥ v 3 = L7z Custom Profile #§3k % 7 UV 73 572, i0S
T A ADFE M T Bluetooth DRV & FHA ML ZIT> T IZE W0,
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7. BEA#
YU FATU ST MCEE SN EE AR AE R LET,
71 B —E

711 TIUr— 3 oYz e
RIVZT TV r—a U0 WO E R L £,

£71 TV r—a gz sk

274 % A
r_main.c main MCU Q48 ET7 T ) r—ar MEFT
input_callback FIVr—a B TEBORET
r_input.c R_INPUT _lInit SMERA S EIYAHDHERE
intp5_interrupt SNEBADBIYIAFHNVES
r_plf.c R_PLF_Init MCU (FR—k. y8v2)DO#MH 1L

7.1.2 E—av7Jd)4sr—3y

®I12Z—ary 7V r—varyofEERLET,
#£72 v—arr77rUAir—va EK

74 £k HzL)]
r beacon main.c R BEACON Main E—av 77 )5—avDrA o I—7
r_beacon.c R_BEACON_Start E—av 7 ) r—ar Otk

R_BEACON_Exit

E—ar7F U —3 T

R_BEACON_EventHandler | 41Xk RS

7.1.3 ARy F7TYr— 3y
RIBIWCax s vT AV r—va v oBBERLET,

#£73 axs T U r—a VEK

74 ESE B
r connect_main.c R CONNECT Main ARINT TV =23 DA I—T
r_connect.c R CONNECT Start aARHNT T — 3> DB

R_CONNECT_Exit

ARIRT T r—av DT

con_rble callback

AR ha—)L/\vHEAE: RBLE

con_gap_callback

AR ha—)L/\wHE8#L: Generic Access Profile

con sm callback

AR ba—)L/ N\ E%: Security Manager

con_profile_callback

AR ha—)Ls 3y EE: Custom Profile

con vs callback

AR ba—)L/ WY BEE: Vendor Specific

con exit timer task

30 WEERLIGWNMEGEDT T s —av kT

7.1.4 DTIM7 FU4Hs— 3>
RTA4IZDIMT7T 7Y r— a3 O ERLET,

#F7-4 DIMT7 7V r—ya B

74 ks B
r_dtm_main.c R _DTM_Main DTM 7 ) r—a> DA ) —T
R _DTM_Start DTM 7)) r—a> DA

r_dtm.c

dtm rble callback

AR ha—)L/\ v EA%: RBLE

dtm_gap_callback

AR a— )L\ y o 8% : Generic Access Profile

dtm sm callback

AR ha—)Ls\ Y%L : Security Manager

dtm vs callback

AR ka—)Ls\ Y E8EL: Vendor Specific
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7.2 E&Ha—IL

7.2.1 E—a UEMER OB —IL

v—a VEIERRORK = — L7 T 7 2R 71 IR LET, FHliAR— KO DIP A A~ F SW6-1 7% OFF 72 &
I£. main 440X R BEACON Main B4%% &> R_CONNECT Main %% &2 HIc2— L LT,

R _BEACON Main B8#{i%, R BEACON Start Bi¥# a— LTt —a v 77U r—a v ZG L, A
AUN—TEFATLET, TDh, A A /L —71L R BEACON Break B#% 2 — /752 L THKRTLZ
j—O

R_CONNECT_Main B#/%, R_CONNECT Start Bi¥iZz 2 — /L L Caxs N7 7 U r—a V&R L, A
AUN—THEFATLET, TD%, AA /L —7IL R _CONNECT Break PIia 2 — /L3252 L THRTLE
j—O

main k
R_PLF_Init
R_INPUT_Init

R_CONNECT Main&R EIZEST
R_BEACON_Main

R_BEACON_ Start |

AU —TTHRYIRLELT
R_BEACON_EventHandler R_BEACON_MainB A& 7
R_BEACON_Break

R BEACON_Main&3 B IZE1F
R_CONNECT Main

R_CONNECT Start |

AMUI—TTHRYBLET
rwble_schedule

BLEZARIILRAZYOMDDIA—)LINY Y

w con_rble_callback |

con_gap_callback |

Y con_sm_callback |

Y con_profile_callback |

Y con_vs_callback R_CONNECT Mainfi$ihis& 7
R_CONNECT_Break |

SORFEI D R EEMEHFISKIT

Y con_exit_timer_task
SW2IH FRFICEIT R_CONNECT_Exit |

intp5_interrupt
input_callback

R_BEACON_Exit

R_CONNECT_Exit

X 7-1 v—aVEEROBRZa—LT 57
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7.2.2 RF SR EN{ERFDRES O — L

RF FHHENERE OB o — L 75 7 2R 72 1R LET, iR — R DIP A4 v F SW6-1 7% ON 72 5
IX. main B4%0Z R DTM Main %% =2—/L L £3, R_DTM_Main B§%/3% R DTM Start %% =2 — L L T
DIM7 U r—ya Bt L, AL NAV—T%2FTLET, DIMT 7V 5 —a DA A 2 —T7 3k
TLEEA,

R_PLF_Init

R_INPUT Init

R_DTM_Main

R_DTM_Start

AMUII—TTRYRLELT
rwble_schedule

BLEZORILRAY I LDI—)LINY Y

w dtm_rble_callback |

dtm_gap_callback

|
dtm_sm_callback |
|

{ dtm_vs_callback

X 7-2 RF iHMEEMERF OB 2 —V T T 7
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8. EhF

8.1 KREB
Yo rTu s TNt 3007 SV hr—y gy (B—ar TV h—2 gy, ax g T T U A —T
Y. DIMT7 U r—vay) THERESNET, AEITIEIET ) r—ra v OREEEZ R LET,

8.1.1 E—av7Fu4s—3y

E—ar 77 r—a COREBESZK 81 IR LET,

v —a 7 7Y r— g 3 Initializing IREETEMEZ BIAA L. € D% Advertising HREEIZERE L £7,
Advertising IREETIX, B —a3 77U r—3 3 id Advertising # ETLET, 77V r—va O TEXR
238 B L. RF Powerdown IREEIZER L, 20Ok —ar 77V r—va 3k TrLET,

E—av 77 r—>as ki

INITIALIZING

ADVERTISING
(non connectable)

E—av7)r—a 8 TEREY

RF POWERDOWN

E—av 7 )5 —avi’T

X 81 B—ar7FYr—iar0REBER
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8.1.2 axY N7 I r—3 Yy

aAxy N7 TV = a rOREBEBEZK 8-2 1R LET,

axy b7 7Y r—3 a3 Initializing R TEMEZ B4R L. € D% Advertising HRIEIZER L £,

KEAIT /3 A A D35 D Connection Request |2 X ¥ | Slave Connection fKAEIZiE R L £ 97, Slave Connection IR HE
T, aRx7 T 7V r— 2 0% GATT O & Security IRIEZ FERE U £ 3, BE6E 15 AR H1T /3 A A )
© @ Pairing Request F 7213 Start Encryption Request (Z &LV, 2% 27 N7 7V & —3 = 1% Pairing & 721 Start
Encryption 23T L9, £7ARETIL, GATT 77 B AZFEITLE T, xtaT /31 2 & O AU S
N5 & Advertising IRFEIZER D £ 97,

Advertising IREETIL, 77U —a VO TERELIT 30BN 2V 61X, ax7 77V 7
— 3= % Advertising 215 1%, RF Powerdown IRREIZER L, 2% ax s v 77V r—va 3K T L
i‘é—o

Slave Connection REETIX, 77V r—a VO TERD D D & HEReiH A5 m T /3 A ATzt O Uk
Z 3R t% . RF Powerdown {REEIZER L, £O#%axy N7 7V r—va 3T LET,

ARYNT I r—aVBsR

INITIALIZING

ADVERTISING 30W DRERMANLT I+

(Connectable)

JETNA AN EDEFEREY

SLAVE CONNECTION
(Configurations)

MASTERM oM PairingZE R MASTERM M Start EncryptionZ 3K
(MASTERIZPairing &R &L ) (MASTERIZPairing&#REY)
SLAVE CONNECTION SLAVE CONNECTION
(Pairing) (Start Encryption)

SLAVE CONNECTION
(GATT Access)

DISCONNECTION

ARONT I r—a R TEREY

RF POWERDOWN

ARGRNT I r—a T

X 82 aRxy " 7TV Ir—iarDREBR
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8.1.3 DIM7 U —>ay

DIM 7 7V r—3 a  OREERB 2K 8-3 (TR L £7,

DTM 7 7'V /r— 2 | Initializing HRAEE CEIMEZBALA L. Z D% ldling IREEICER L E T, RF 7 A ¥
©HOERIZ L Y RF Transmitter Test & 721X RF Receiver Test # 51T L, 7 A 5 T4 1% Idling IRAEICR 0 £
R

DTM7 F) o — 3 Btk

D LE_RESET

LE_TRANSMITTER_TEST LE_RECEIVER_TEST
LE_TEST_END LE_TEST_END
TRANSMITTER TEST @

X 8-3 DTM 7TV r— arDREER
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8.2 =R
8.2.1 E—av7Fu4s—3y
(1) Initializing & Advertising & RF Powerdown &—#4 > X

v —a 7 7Y r—3 g O Initializing IREE, Advertising IRFE,

RF Powerdown IREED > — 4 o X %X 8-4

ICRLET, B—ar 7Y hr—arbbt—ar 2%y 7 T, E—ar A% v 7 APIMERH S vE 4,

Renesas BLEY 12> RL78/G1D

A\ 4

R_BLE_StartAdvertising

»
>

R_BLE_GetEvent

| e—7our—ay | =
% R_RF_PowerUp R
P RF_RF_lInit
N >
= R_BLE_Init
(9)

ADV_NONCONN_IND

®ETINAR

RBLEiEVTfADviTXJNDV
R_BLE_GetEvent

ADV_NONCONN_IND

A4

ONINNVIS

\4

RBLE_EVT ADV_TX IND

>
Q
<
m
=
=
()
=2
(9]

R_BLE_StopAdvertising

»

R BLE_GetEvent

ADV_NONCONN_IND

A4

RBLE_EVT ADV_STOP_CMP

R_RF_PowerDown

A4

NMOQYIMOd 44

X 8-4 ¥ —=a2 7Y r—i a Initializing & Advertising & RF Powerdown > — 7 /A

v—a 2% v 7 APLOMHARIC DWW T RL78/GID B —a v 2 X v 7 a—PF — X< =27 /1]

(ROIUWO171)D 42 TAPI] #ZMRL T 72 &0,

RO1AN3313JJ0111 Rev.1.11
2018.03.30 RENESAS

Page 66 of 88




RL78/GID E—a > RA w4 B E—aVT—4EH TN TOTS A

TV —va VX RFSREAMNMET 572912, R RF PowerUp, R RF Init%=2—/LLE7, D%, £
—a VAKX v I EPH{ET 572912, R BLE Init #=2—/L L E 7,

Project_Source¥application¥src¥beacon¥r_beacon_main.c, line 63-129

63: void R BEACON Main (void)
64: {
72: /*
73: Ak kA Ak Ak Ak Ak kA A A Ak hkhkhkhkhkh kA Ak k Ak hhk kA hkhkhk kA Ak kA Ak hkhk Ak Ak hhhkhk Ak hkhkhkhkhkhkhkhkhkhk Ak hhkhkkhkhkhkhkhrkhhhkhrkhrhkhx
74: * Beacon Stack Initialization
75: Khhkhkhkkhkhkhkhkhkhkhhhkhhhkhkhkhkhhkkhhkhhhhhhkkhkhhkhkhkkhkhhkhkhkhkkhhkhkhkhhkhhhkhkhhkhkhkhkhkhkhkhkhkhkhhkhhkhkkhkhkhkkhkhrkhhhkhkrkhhhkkhx
76: */
77: if (RBLE OK != R RF_PowerUp (BCN RF CFG, RF 32MHZ WAIT))
78: {
81: mcu_reset () ;
82: }
83:
84: if (RBLE OK != R RF _Init())
85: {
88: mcu_reset () ;
89: }
90:
91: /* Initialize Beacon Stack */
92: interrupt init();
93: R BLE Init();
129: }
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TG DT D Advertising ZBR1a3 572912, R_BLE_StartAdvertising & = —/L L £,
Advertising /X% v kO[5 T B RBLE_EVT _ADV_TX_IND A X h2MegRIEM S v E T,

Advertising 12 1E3 %7212, R_BLE_StopAdvertising % =—/L L ¥ 9, Advertising D15 158 T 4.
RBLE EVT ADV_STOP CMP A XY kM@ S v E 9,

Project_Source¥application¥src¥beacon¥r_beacon.c, line 132-202

132: bool R BEACON Start (void)
133: {
149: if (RBLE_OK != R BLE StartAdvertising(adv_type, &adv_info))
150: {
151: return false;
152: }
155: }
163: void R BEACON Exit (void)
164: {
165: R BLE StopAdvertising();
166: }
174: void R BEACON EventHandler (void)
175: {
176: RBLE EVT* evt = R BLE GetEvent();
177:
178: while (evt != NULL)
179: {
180: switch (evt->type)
181: {
182: case RBLE EVT ADV TX IND:
183: /* reach here after transmitting Advertising packet */
184: bcn adv_tx eventhandler (evt) ;
185: break;
186:
187: case RBLE EVT SCANREQ RX IND:
188: /* reach here after receiving scan request packet */
189: bcn scanreq rx eventhandler (evt) ;
190: break;
191:
192: case RBLE EVT ADV _STOP CMP:
193: /* reach here when advertising is stopped */
194: bcn adv_stop eventhandler (evt) ;
195: break;
196:
197: default:
198: break;
199: }
200: evt = R BLE GetEvent();
201: }
202: }
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E—a X4 v4y BHELLE—a VT —

SEFHOTINLTOTS A

8.2.2 |

O RFTTVr—2 30

(1) Initializing & Advertising & Slave Connection (Configurations) > —% > X

axy N7 7Y r— 3 O Initialization K&, Advertising K&, Slave Connection (Configurations) JRHE D
V= U AERSS IR LET, axY NS U —3 a8 BLE 1 h a3V A% 7 TlE, 1BLE APL A

S £,

Renesas BLEX 12> RL78/G1D

| a#sr7 o

)ir—3azy JOkaiREyY

SET /AR

RBLE_Init

»

RB LEiMODEiACTIVEV

'RBLE_GAP_Reset

RBLE_GAP_EVENT RESET RESULT

<
<

[Random Device Address{s fi R
RBLE_GAP_Set_Random_Address

RBLE_GAP_EVENT SET RANDOM_ADDRESS_COMP

<
<

RBLE_GAP_Set_Bonding_Mode

B RBLE_GAP_EVENT SET BONDING_MODE

RBLE_GAP_Set_Security_Request

RBLE_GAP_EVENT SET SECURITY REQUEST COMP

RBLE_GAP_Broadcast_Enable »| ADV_IND

ONILVILINI

RBLE_GAP_EVENT_BROADCAST_ENABLE_COMP

<
<

ADV_IND

v

RBLE_GAP_EVENT_CONNECTION_COMP

CONNECT REQ

A

<

<

RBLE_GATT Enable

A4

2 opt
d
>
[
N
z
[0
>
o)
<
m
el
=
@
=
[0
alt

[MASTER®DT/31 A7 KL X H'Resolvable Private Address LA5}]
j RBLE_SM_CHK_BD_ADDR_REQ

'RBLE_SM_Chk_Bd_Addr Req Resp

NOILDINNOD IAVIS

[MASTER®D T /3f X7 KL X H'Resolvable Private Address]
RBLE_SM_IRK_REQ_IND

RBLE_SM_Irk_Req_Resp

<
>
(%]
=
m
=
(@)
o
p=4
p=4
m
@]
=
o
p=4

X 85 =2xZ +7 7Y r—3 a v Initializing & Advertising & Slave Connection (Configurations)>—4 > X

rBLE API DAEARIZ DUV TiX [Bluetooth Low Energy 7’1 h /LA X v 7 APLY 77 LY A~ =27 )L JR
fd (ROTUWO0088)Z SR L TL 723\,
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77V r—va X BLE 7’1 haL A 7 @ rBLE Core #J#i{t> 7=, RBLE Init # 2 —/L L £,
BLE 71t 2LV A K 7 D GAP Wb & GAP A~ b 2— "y 7B SMA X b a—3y 7 B
BBk d 57-®. RBLE_ GAP Reset & 21—/ L L £7°,
Project_Source¥application¥src¥connect¥r_connect.c, line 268-490
268: bool R CONNECT Start (void)
269: {
270: /* initialize rBLE */
271: if (RBLE OK != RBLE Init(&con rble callback)
272: {
273: return false;
274: }
293 }
374: static void con rble callback (RBLE MODE mode)
375: {
383: switch (mode)
384: {
385: case RBLE MODE ACTIVE:
386 /* reach here when activating rBLE is completed after calling RBLE Init */
387: con rble active eventhandler();
388 break;
391: }
392: }
400 static void con rble active eventhandler (void)
401 {
402 /* reach here when activating rBLE is completed after calling RBLE Init */
405 RBLE GAP Reset (&con_gap_callback, &con sm callback);
406 }
414 static void con gap callback (RBLE GAP EVENT* evt)
415 {
440 switch (evt->type)
441 {
442: case RBLE GAP EVENT RESET RESULT:
443: /* reach here after RBLE GAP Reset is called */
444: con _gap reset eventandler (evt);
445: break;
446 case RBLE_GAP EVENT SET RANDOM ADDRESS_COMP:
447: /* reach here after RBLE GAP Set Random Address is called */
448 con _gap set random address eventhandler (evt);
449 break;
450: case RBLE GAP EVENT SET BONDING MODE COMP:
451: /* reach here after RBLE GAP Set Bonding Mode is called */
452: con gap set bonding mode eventhandler (evt);
453: break;
454: case RBLE GAP EVENT SET SECURITY REQUEST COMP:
455: /* reach here after RBLE GAP Set Security Request is called */
456: con gap set security request eventhandler (evt);
457 break;
458: case RBLE GAP EVENT BROADCAST ENABLE COMP:
459: /* reach here after RBLE GAP Broadcast Enable is called */
460: con_gap broadcast enable eventhandler (evt) ;
461 break;
466: case RBLE GAP EVENT CONNECTION COMP:
467: /* reach here when connection occurred */
468 con _gap connection eventhandler (evt);
469: break;
489 }
490 }
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Random /314 A7 RL A&+ 584, BLEZ 2 hzi)L A& v 72 Random 7 /34 AT KL R ZERE

T 572912, RBLE_GAP_Set Random Address % =2—/L L £,
Pairing > —% > A% 92179 % 72%. RBLE_GAP_Set Bonding Mode & RBLE_GAP_Set Security Request %
a—/)LLET,
EREOWIM{L5E T#. RBLE_GAP_Broadcast Enable 2 22—/ L' L C, Slave & L CHEEft Z#ENL T H 72D
Advertising Z BitA L £ 7,
Project_Source¥application¥src¥connect¥r_connect.c, line 498-609

498 static void con gap reset eventandler (RBLE GAP EVENT* evt)

499: {

500 /* reach here after RBLE GAP Reset is called */

501

541 if (own type == RBLE ADDR RAND)

542: {

546 /* Set Random Device Address */

547: RBLE GAP Set Random Address (&own_addr) ;

551: }

552: else

553: {

554: /* Set Bonding Mode */

555: RBLE GAP Set Bonding Mode (RBLE GAP BONDABLE) ;

556: }

558: }

566: static void con gap set random address eventhandler (RBLE GAP EVENT* evt)

567: {

568: /* reach here after RBLE GAP Set Random Address is called */

569:

572: /* Set Bonding Mode */

573: RBLE GAP Set Bonding Mode (RBLE GAP BONDABLE) ;

575: }

583: static void con gap set bonding mode eventhandler (RBLE GAP EVENT* evt)

584: {

585: /* reach here after RBLE GAP Set Bonding Mode is called */

586

589 /* Set Security Request */

590: RBLE GAP Set Security Request(RBLE GAP SEC1 NOAUTH PAIR ENC);

592: }

600 static void con gap set security request eventhandler (RBLE GAP EVENT* evt)

601 {

602: /* reach here after RBLE GAP Set Security Request is called */

603:

606: /* Start Broadcast for the First Connection */

607: RBLE GAP Broadcast Enable (RBLE GAP GEN DISCOVERABLE, RBLE GAP UND CONNECTABLE, )

609: }
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Bt OffeST % . RBLE_GAP_EVENT _CONNECTION COMP A XY k8@ S L E 7,

ST N ADT NA AT KL AH A7) Resolvable Private Address LA 72 & (X,
RBLE SM CHK BD ADDR REQ A X  F3HIENET, 77V r—ya VidBpio#ERE cotX =2V 7
A REEZ AT %728, RBLE_SM_Chk Bd Addr Req Resp # 22— /L& 2 MR H Y 5, 7272 LEFmT N
A A7 Pairing T Z REF LR WG BTV U V2 FHETT A0, 77V r—va U 3igicex=U7
S IEHR L EINE L E T,

KA T /NA ADT /34 AT K L A7 Resolvable Private Address 72 &%, RBLE _SM_IRK_REQ IND A1 X
FRERSNET, 77U =2 a3 SILETOER TOE X2 U T 1 REBE . 7 B L AFRICSLER
Identity Resolving Key (IRK)% It~ 9 % 728, RBLE SM Irk Req Resp & 21— /LT HXLERH Y £9, 72751
KETA)T /XA A Pairing THH 2 REF L2 WA AT UV U 2 HIATT H720, 77V r—vaviiktxa
U7 ¢ fREEZ2 L, IRK72 L &AL ET,

Project_Source¥application¥src¥connect¥r_connect.c, line 815-906

815: static void con_sm callback (RBLE SM EVENT* evt)
816: {
824: switch (evt->type)
825: {
826: case RBLE SM CHK BD ADDR REQ:
827: /* reach here when connection is established to peer device that address is
828: public address or random address except resolvable private address */
829: con sm bdaddr check request eventhandler (evt);
830: break;
831: case RBLE SM IRK REQ IND:
832: /* reach here when connection is established to peer device that address is
833: resolvable private address */
834: /* IRK is requested for resolving peer's resolvable private address */
835: con sm irk request eventhandler (evt);
836: break;
858: }
859: }
867: static void con_sm bdaddr check request eventhandler (RBLE SM EVENT* evt)
868: {
869: /* reach here when connection is established to peer device that address is
870: public address or random address except resolvable private address */
871:
876: /* Reply BD Address Check Result */
877: RBLE SM Chk Bd Addr Req Resp (evt->param.chk bdaddr.idx,
878: 0,
879: false,
880: RBLE_SMP_SEC NONE,
881: NULL) ;
882: }
890: static void con_sm irk request eventhandler (RBLE SM EVENT* evt)
891: {
892: /* reach here when connection is established to peer device that address is
893: resolvable private address */
894: /* IRK is requested for resolving peer's resolvable private address */
895:
900: /* Reply IRK(Identity Resolving Key) */
901: RBLE SM Irk Req Resp (evt->param.irk req.idx,
902: RBLE ERR,
903: &con_env.con_addr,
904: NULL,
905: RBLE SMP_SEC _NONE) ;
906: }
RO1AN3313JJ0111 Rev.1.11 Page 72 of 88

2018.03.30 RENESAS



RL78/G1ID E—a v RA w4 EHRELEE—a VT —4EH YU TILTOTI A

(2) Slave Connection (Pairing) Sequence

a2 N7 7Y r—3 3 > ® Slave Connection (Pairing)kFED v — 7 A %K 8-6 (/R LET, =7 T
7V r—var & BLEY' R AL ALy 7 Tid, BLEAPIBMEH S ET,

Renesas BLEZ 13> RL78/G1D SET/INAR
| axor7Iyr—vay | | Jaranzsys |

opt J| [R7 1 EEREEL]

) RBLE_GAP_EVENT BONDING_REQ_IND |4.2mng Request

RBLE_GAP_Bonding_Response

> Pairing Response

Pairng Confirm(Mconfirm)

<

‘Pairng Confirm(Sconfirm)

Pairing Random(Mrand)

Pairing Random(Srand)

>

LL_ENC_REQ

LL_ENC_RSP

LL_START ENC_REQ

%) <
5 &
< —
m m
O =
o (@)
= ]
= =2
m =

m
9 8
= o |
g o
= =

'LL_START ENC RSP

RBLE_SM_LTK_REQ_IND LL_START_ENC_RSP

A

RBLE_SM_Ltk_Req_Resp Encryption Information(LTK)

Master Identification(EDIV,Rand)

A\ 4

A4

RBLE_GAP_EVENT_BONDING_COMP

A4

A

X 8-6 =x7 7 7Y r—i 3 Slave Connection (Pairing) > —7% /X

rBLE API DHARIZ DU TiX [Bluetooth Low Energy 7’1 h /LA K v 7 APLY 77 LY Av =27 /)L JR
fd (ROTUWO0088)Z SR L TL 723\,
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Pairing L TWRWT /34 A & OEERETE T 1 Pairing Request 233815 &412 & |
RBLE_GAP_BONDING _REQ_IND A~ hAN@H EE T, 77V 7 —3 =3 3 Pairing Features Z 495
7212, RBLE_GAP_ Bonding Response % =1—/L L %7, Pairing Features D442 K ¥ | Pairing HIEMRIE
SnEd, V7N s T A TlE, Pairing 5iEE LT Just Works 2 3217 L £9°, Just Works D354, BLE
7'a k3 ALy 7|2 Temporary Key 23X & 2B L D EH A, LAED Pairing 448X, BLE 7’2 k=
VA S s 7 AR LTz Short Term Key (2 & » THF B L S E T,

Project_Source¥application¥src¥connect¥r_connect.c, line 414-784

414: static void con gap callback (RBLE GAP EVENT* evt)
415: {
440: switch (evt->type)
441: {
477: case RBLE GAP EVENT BONDING REQ IND:
478: /* reach here when bonding is requested */
479: /* in the middle of PHASEl: PAIRING FEATURE EXCHANGE in pairing sequence */
480: con_gap bonding request eventhandler (evt);
481: break;
482: case RBLE GAP EVENT BONDING COMP:
483: /* reach here bonding is completed */
484: /* at the end of PHASE3: TRANSPORT SPECIFIC KEY DISTRIBUTION in pairing sequence */
485: con_gap bonding eventhandler (evt);
486: break;
489: }
490: }
776: static void con gap bonding request eventhandler (RBLE GAP EVENT* evt)
T77: {
778: /* reach here when bonding is requested */
779: /* in the middle of PHASEl: PAIRING FEATURE EXCHANGE in pairing sequence */
780
781: /* Reply Bonding Response */
783: RBLE GAP Bonding Response (&bond_info) ;
784: }
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Short Term Key (Z £ K5 B{LDOBAA% . RBLE SM_LTK REQ IND A XY hpdiaisnEd, 77U 7r—
3 1% Long Term Key (LTK)Z % L. LTK ZI5% 9 %5 72%, RBLE_SM_Req Resp = —/L L £¢°, LTK

ES/NEIPNES

DT, Web#te L THEH S ET,

LTK ® Master 7 /3 A A~D#EfE#% . RBLE SM_KEY IND - X2 3@ S 41, Bonding Response TR &
L 7=85 588 A Master 7 /34 A bigi s ¥4,

Pairing > —%7 > A58 T3 5 &, RBLE_GAP_EVENT BONDING COMP 1 X k2351 SLE T,

Project_Source¥application¥src¥connect¥r_connect.c, line 815-940

815: static void con_sm callback (RBLE SM EVENT* evt)
816: {
824: switch (evt->type)
825: {
837: case RBLE SM LTK REQ IND:
838: /* reach here when LTK is requested */
839: /* in the first of PHASE3: TRANSPORT SPECIFIC KEY DISTRIBUTION in pairing sequence */
840: con_sm ltk request eventhandler (evt);
841: break;
842: case RBLE SM KEY IND:
843: /* reach here when peer device's encryption information are provided */
844: /* in the middle of PHASE3: TRANSPORT SPECIFIC KEY DISTRIBUTION in pairing sequence */
845: con sm key eventhandler (evt);
846: break;
858: }
859: }
914: static void con sm 1tk request eventhandler (RBLE SM EVENT* evt)
915: {
916: /* reach here when LTK is requested */
917: /* in the first of PHASE3: TRANSPORT SPECIFIC KEY DISTRIBUTION in pairing sequence */
918:
933: /* Reply LTK(Long Term Key) */
934: RBLE SM Ltk Req Resp (evt->param.ltk req.idx,
935: RBLE OK,
936: RBLE SMP_KSEC_NONE,
937: pair info.enc key.ediv,
938: é¢pair info.enc key.nb ,
939: s¢pair info.enc key.ltk );
940: }
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(3) Slave Connection (Start Encryption) Sequence

a2 N7 7V r—3 3 > ® Slave Connection (Start Encryption)RIED > — 47 v 2 2K 8-7 [Tx L E 9, =
7 N7V r— a3k BLEZ B ha/LAZ v 7 Tix, tBLE APLMEH S E T,

Renesas BLE<¥ 43> RL78/G1D

| axorrsur—ay | [ Jaranzsyy |

(%]
5
<
m
0
o
=
=
m
o
o
(@)
z

AT /INAR

opt

[(R7YULTIEREY]

RBLE_SM_LTK_REQ_FOR_ENC_IND

A

LL_ENC_REQ

RBLE_SM_Ltk_Req_Resp

A\ 4

LL_ENC_RSP

LL_START ENC_REQ

IL_START_ENC_RSP

>

RBLE_SM_ENC_START IND

<
>
(%]
=
m
=
(@)
@)
P
P
m
(@}
=
@)
2

LL_START ENC_RSP

A

A

X 8-7 =axZ v7 SV r—3 a3 Slave Connection (Start Encryption) > —/4 > 2

tBLE API DEA£IZ DU Tl [Bluetooth Low Energy 7’12 h i)V AKX w7 APL Y 7 7 L A~ =27 /L Jk
fml (ROIUWO0088)Z &M L T 72 &\,

Pairing {5 A DT /3 A A & OHEGE5E T 12 Encryption Request 2358 &1 5 & |

RBLE SM_LTK REQ FOR _ENC IND A X h2S@a & nEd, 77U 7 —3 3 v Long Term Key (LTK)
ZISET 572, RBLE SM Ltk Req Resp # 21—/ L $£9, LTK IZLLBTOHHE THM L SHFE A TH Y |
Alal OB CORE kit s L CHEMA SN E T,

Start Encryption > —/47 > AR5 T % &, RBLE_SM_ENC_START IND A X2 h M@ S E T,

Project_Source¥application¥src¥connect¥r connect.c, line 815-984

815:
816:
824:
825:
847:
848:
849:
850:
851:
852:
853:
854:
855:
858:
859:

960:
961:
962:
963:
964:
977:
978:
979:
980:
981:
982:
983:
984:

static void con_sm callback (RBLE SM EVENT* evt)

{

}

static void con sm 1tk request for enc eventhandler (RBLE SM EVENT* evt)

{

switch (evt->type)
{
case RBLE SM LTK REQ FOR ENC IND:
/* reach here when LTK is requested */

/* in the first of start encryption sequence */

con_sm 1tk request for enc eventhandler (evt)
break;
case RBLE SM ENC START IND:

/* reach here when start encryption sequence is executed */

con_sm enc start eventhandler (evt) ;
break;

/* reach here when LTK is requested */
/* in the first of Start Encryption sequence */

/* Reply LTK(Long Term Key) */
RBLE SM Ltk Req Resp (evt->param.ltk req for enc.idx,
status,
pair info.sec prop,
pair info.enc key.ediv,
s¢pair info.enc key.nb ,
&pair info.enc key.ltk );

7
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“)

Slave Connection (GATT Access) Sequence
ax7 N7 7V —3 a2 ® Slave Connection (GATT Access)IREETH Y — 7 L A% K 8-8 (TR L ET, =

X7 N T TV — a8 BLE R ha LA w7 Tt (BLEAPIL 2MEH ShvET,

Renesas BLE< 13> RL78/G1D

| axor7Ir—yay | |

JaralLRAEvy |

SET/INAR

Seniice Discovery

A
\4

Characteristic Discovery

A

v

Characteristic Descriptor Discovery

\ 4

[CLIENTIZ&4SERVER#F 4 E D ELF]

[ HEEA21byte Ll ]

[t fE A 22byte £]

Read Request

Read Response

Read Request

A

Read Response

Read Blob Request

<

Read Blob Response

»

Read Blob Request

Read Blob Response

>
>

[CLIENTIZ&%SERVER$ 4 EN ZEH)

opt
alt

wv

>

<

m

o)

o

p=4

=

m

0O

=

o t

p=4 op
alt

(45 MEMEA 20byte LA ]

RBLE_GATT_EVENT WRITE_CMD_IND ¢

Write Request

RBLE_GATT_Write_Response

Write Response

[t fEH21bytel £]

RBLE_GATT EVENT WRITE_CMD_IND

Prepare Write Request

Prepare Write Response

Prepare Write Request

<

Prepare Write Response

»

Execute Write Request

<

Execute Write Response

>
>

A

RBLE_GATT EVENT WRITE_CMD_IND

A

<
>
(%]
_|
m
=
o
@]
P
=
m
a
=
o
=

X 88 =txZ h7 Y r—=3 =3 Slave Connection (GATT Access)> —7 > A

rBLE API DAEARIZ DU TiX [Bluetooth Low Energy 7’12 h /LA X v 7 APLY 77 LY A~v==a 7 /)L JR
i (ROITUWO0088)Z S L TL 723\,
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Client 7 /XA A5 Service Discovery <° Characteristic Discovery, Characteristic Descriptor Discovery 7333k
SNHE&, BLEZ '\ ha 2y y ZIZABMICNE L ET,

Client 7 /XA A7/ Read Request 23255 S5 &, BLE 7’12 b )L A X v 7 X HEIZ Read Response %
EELET,
Client 7 /XA A7) Write Request (2 & % Characteristic DO HH A ER S5 &

RBLE_GATT _EVENT _WRITE CMD_IND A X R @EI S IVE T, 7 7Y 77— 2 1% Characteristic fi &
BT L. Write Response & 2%{5 9% 72, RBLE_GATT Write Response & 22—/ /L L £,

Project_Source¥application¥src¥connect¥r_profile.c, line 215-341

215: static void prf gatt callback(RBLE GATT EVENT* evt)
216: {
224: switch (evt->type)
225: {
226: case RBLE GATT EVENT WRITE CMD IND:
227: /* reach here when client device requests to write characteristic */
228
235: switch (att hdl)
236: {
237: /* Advertising information (18byte fixed) is written */
238: case PRF HDL BCNINFO VAL:
243: /* update characteristic value */
256: break;
257:
258: /* Advertising data (2byte — 32byte variable) is written */
259: /* Note: when requested size is over than the size of single write request, */
260: /* characteristic value is transferred separately per 18byte */
261: case PRF_HDL BCNDATA VAL:
268: /* update characteristic value */
277: break;
278
279: /* Scan Response data (2byte - 32byte variable) is written */
280: /* Note: when requested size is over than the size of single write request, */
281: /* characteristic value is transferred separately per 18byte */
282: #1f !|RF TX ONLY
283: case PRF HDL RSPDATA VAL:
290: /* update characteristic value */
299: break;
300: #endif
304: }
305:
306: /* send the write response to client device */
307: if (evt->param.write cmd ind.resp)
308: {
309: prf send wr resp(att hdl, result);
310: }
311: break;
315: }
316 }
325: static void prf send wr resp(uintl6 t att hdl, RBLE STATUS result)
326: {
340: RBLE GATT Write Response (&wr resp) ;
341 }
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(5) Disconnection & RF Powerdown Sequence

ax7 N7 7Y sr—3 3 O Disconnection JLHE & RF Powerdown JREED > — 7 L A %X 89 [Tk L F17,
ax g W7V —varE BLEZ 0 b3V AKX w7 Tk, rBLEAPL MEA S E,

Renesas BLE<¥ 43> RL78/G1D

| axor7Fyr—vay | | Jaranzsys |

SETINAR

)
w
(@]
o
=2
=2
m
(@]
-

LL_TERMINATE_IND

[MASTERA DA
) RBLE_GAP_EVENT DISCONNECT COMP
[SLAVEH S0 48]

RBLE_GAP_Disconnect

A

L

RBLE_GAP_EVENT_DISCONNECT_COMP

LL_TERMINATE_IND

A

<
>
(%)
|
m
=
(@]
o
=2
=2
m
(@}
=
o
p=4

NMOQYIMOd 44

RBLE_VS_Enable

>
»

RBLE_VS_RF_Control

RBLE_VS_EVENT RF_CONTROL_COMP

<
<

X 89 =xZ hT7 7Y r—3 =3 Disconnection & RF Powerdown 3 —47 > &

rBLE API DAEARIZ DU CTiX [Bluetooth Low Energy 7’12 h /LA K v 7 APLY 77 LY A ==a 7 /)L JR
fd (ROTUWO0088)Z SR L TL 723\,
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Advertising EATHICT 7V r—3 a9 T BRI N2/ BIEL Advertising 245 135720,
RBLE GAP_Broadcast Disable Z# =2 —/L L £7°,

P o7 ) r—a VR T R ESR SN2 HIE, Ik 4 72%, RBLE_GAP_Disconnect & = —/L L

£7,

RBLE_GAP_EVENT BROADCAST DISABLE COMP - X | 721
RBLE_GAP_EVENT DISCONNECT COMP A X h 3 lEI 41D & RF O EFRMAGZAZ LT 5720,
RBLE VS Enable & RBLE_VS RF Control % =1—/L L £,

Project_Source¥application¥src¥connect¥r_connect.c, line 414-1085

414 static void con gap callback(RBLE GAP EVENT* evt)
415 {
440 switch (evt->type)
441 {
462: case RBLE GAP EVENT BROADCAST DISABLE COMP:
463: /* reach here after RBLE GAP Broadcast Disable is called */
464: con gap broadcast disable eventhandler (evt);
465: break;
470 case RBLE GAP_EVENT DISCONNECT COMP:
471 /* reach here when disconnection occurred */
472: con gap disconnection eventhandler (evt);
473 break;
489 }
490 }
641 static void con gap broadcast disable eventhandler (RBLE GAP EVENT* evt)
642: {
643: /* reach here after RBLE GAP Broadcast Disable is called */
644:
647: RBLE VS Enable (con vs_callback);
648 RBLE VS_RF_Control (RBLE VS RFCNTL CMD POWDOWN) ;
650: }
685 static void con gap disconnection eventhandler (RBLE GAP EVENT* evt)
686: {
687 /* reach here when disconnection occurred */
688
760: RBLE VS Enable (con vs_callback);
761: RBLE VS _RF Control (RBLE VS RECNTL CMD POWDOWN) ;
768 }
1053 static void con_vs callback (RBLE VS EVENT* evt)
1054 {
1076 switch (evt->type)
1077 {
1078 case RBLE VS EVENT RF CONTROL COMP:
1079 /* reach here after RBLE VS RF Control is called */
1080 con_vs rf control eventhandler (evt);
1081 break;
1084 }
1085 }
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—1 ‘JT_

P & E

SEFHOTINLTOTS A

8.2.3 DIM7JYU4s—ay

()

Initializing & Transmitter Test & Receiver Test & —4 > X

DTM 7 7'V /77— =2 O Initializing K&, Transmitter Test K&, Receiver Test IKAED > — 7 2 2 % [X] 8-10
WCRLET, DIMT7T 7 U r—3va> & BLEY' v h /LA v 7 T, rBLEAPI BMEH S VET,

Upper Tester

| omrzur—sar |

Renesas BLE¥ (43> RL78/G1D

Lower Tester

| Joka)

Lx5v5 |

RBLE_Init

>

RBLE_MODE_ACTIV E'

‘RBLE_GAP_Reset

RBLE_GAP_EVENT_RESET_RESUL'IT

'RBLE_VS_Enable

ONIZIMVILINI

LE_RESET

A 4

>
>

RBLE_GAP_Reset

RBLE_GAP_EVENT_RESET_RESULT'

RBLE_VS_Enable

LE_TEST_STATUS

LE_RECEIVER_TEST

>
>

»| RBLE_VS_Test Rx_Start

»

>

RBLE_VS_EVENT TEST RX START COMP

LE Test Packet

A

LE_TEST_STATUS

LE_TEST END

P
m
(@]
ol
<
m
=
—
m
(%]
p}

A 4

RBLE_VS Test End

A

LE Test Packet

A

LE Test Packet

A

LE_PACKET_REPORT

A

RBLE_VS_EVENT TEST END_COMP

LE_TRANSMITTER_TEST

» RBLE_VS_Test Tx_Start

LE Test Packet

»
»

RBLE_VS_EVENT TEST TX START COMP

A4

LE Test Packet

LE_TEST_STATUS

LE_TEST_END

A 4

RBLE_VS_ Test End

A4

LE Test Packet

v

LE Test Packet

A4

1S31 H3ALLINSNVYL

LE_PACKET_REPORT

A

RBLE_VS_EVENT_TEST_END_COM P'

X 8-10 DTM 7 7°U 7 —</ 3  Initializing & Transmitter Test & Receiver Test > — 7 2 X

tBLE API DAARIZ DU CTid [Bluetooth Low Energy 7’1 h /LA KX v 7 APLY 77 LY A~ == 7 /)L JR

fml (ROIUWO0088)Z &M L T 72 &\,
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DIM7 7 U 7 —3 2 T UARTRIHCRET A ha~y REZETAHZ LT, REFA M FETLET,
F/-UARTRRHETCRET A M R "2RETH LT, EfTERE2BMLET,

LE RECEIVER TEST =2~y R&%2fEd 5L, 77V —va ViZRFTAZNDLDORET A Ty M
Zf59 572, RBLE VS Test Rx Start & 2—/L L7,

LE TRANSMITTER TEST 2~ > K&%{5+ 5L, 77U r—va UIERFIZRFT A X7 w M EEET
% 7=, RBLE_VS Test Tx Start Z2—/L L E£7,

LE TEST END =2~ F&2%{F3 25 &, RF7T A M&{EIET 5725, RBLE_VS_Test End & 2 —/L L %
j—O

Project_Source¥application¥src¥connect¥r_dtm.c, line 193-384

193: static void dtm cmdhandler (uintl6 t cmd)
194: {
201: switch(vallé & DIM CMD MASK)
202: {
203: case DIM CMD RESET:
204: if (RBLE_OK != RBLE GAP Reset (&dtm gap callback, &dtm sm callback))
205: {
206: dtm send error();
207: }
208: break;
209: case DIM CMD RX START:
210: if (RBLE_OK != RBLE VS Test Rx Start(DTM GET FREQ(vallé6)))
211: {
212: dtm send error();
213: }
214: break;
215: case DIM CMD TX START:
216: if (RBLE OK != RBLE VS Test Tx Start(DTM GET FREQ(vall6), DTM GET LENGTH(vall6), .. )
217: {
218: dtm send error();
219: }
220: break;
221: case DIM CMD END:
222: if (RBLE_OK != RBLE VS Test End())
223: {
224: dtm send error();
225: }
226: break;
227: }
228: }
329: static void dtm vs callback (RBLE VS EVENT* evt)
330: {
333: switch (evt->type)
334: {
335: case RBLE VS _EVENT TEST RX START COMP:
336: /* reach here when RBLE VS Test Rx Start is called */
348: break;
349:
350: case RBLE VS EVENT TEST TX START COMP:
351: /* reach here when RBLE VS Test Tx Start is called */
363: break;
364:
365: case RBLE VS EVENT TEST END COMP:
366: /* reach here when RBLE VS Test End is called */
379: break;
383: }
384: }
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9. Appendix

9.1 TINA AT RLZR

FTONA AT RV AIT A A %P5 7290 48bit Dffi T4, Bluetooth Core Specification TEFE S 415
FNAAT RLUARLUTIRLET,

—  Public Device Address

B Public Device Address (& IEEE 802-2001 % 7 3 3 "48-bit universal LAN MAC
addresses" |2t > TR T & 5 /31 A7 KL AT, IEEE Registration Authority 7> 5 Hf5%
L 7= Organizationally Unique Identifier (QOUDZ{EH L %7,

—  Random Device Address
—  Static Device Address

B Static Device Address I 48-bit FLEME CER L F 9, T35 ATEEIE. #H LWELEE
\Z L % Static Device Address DA AR & A3 [ RETJ, Static Device Address Df# F 1%
X, IROECENEF F T Static Device Address DfEA AT & TEH D FH A,

—  Private Device Address

—  Non-resolvable Private Address

B Non-resolvable Private Address I3 48-bit FLEE T4 L L ¥ 7. Non-resolvable Private
Address [T /3 A A5 OBHR O A REM: 2RI T 5 7= DI & i, — E R
(Bluetooth Core Specification |Z & H#EHEIL 15472 &) TEE T REH DT,

- Resolvable Private Address

B Resolvable Private Address (3 24-bit FLEE & . ELEUE & 1dentity Resolving Key (IRK)IZ &
% 24-bit /N ¥ 2 fH THERL S 4L E 3, Resolvable Private Address [ZfthT /34 275 D38
BRO FREME AR T2 7o DI S v, —ERFE (Bluetooth Core Specification (2 & 2 #f
BI155TL) TEEITRELOTT,

LSB MSB
| company assigned | company id |

(24bit) (24bit)

[ 9-1 Public Device Address 7 4 —< v b

LSB MSB
| random part [1]1]

(48bit)

X 9-2 Static Device Address 7 —~ > k

LSB MSB
| random part [o]o]

(48bit)

X 9-3 Non-resolvable Private Address 7 =—<~ > b

LSB MSB
| hash | prand [1]0]

(24bit) (24bit)

X 9-4 Resolvable Private Address 7 —<~ > b

TNA AT R L ZADOHARIZ OV T [Bluetooth Core Specification v4.2]] @ [Vol. 6, Part B] Section 1.3 Z& R L
TLTEE,
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9.2  Advertising X7y F 7 F—~ v b

v —=2 7 7Y & —3 3 X Non-connectable Undirected Advertising /X7 v hZEFE L, a7 N7 7V 7
— 3= % Connectable Undirected Advertising /X7 > NEZEFELET, N7y F 77—~y MILETH D |
B 9-5 TR LET,

(1 byte) (4 byte) (max 39byte) (3 byte)
Advertising channel Packet |Preamble |Access Address | PDU(Protocol Data Unit) | CRC |
(2 byte) (max 37 byte)
Advertising channel PDU Header Payload
(6 byte) (max 31 byte)
Advertising channel PDU Payload = AdvA AdvData

(max 31 byte)
Advertising Data AD Structure 1 AD Structure 2 --- AD Structure N
(1 byte) (Length byte)
AD Streuture  Length Data
(n byte)  (Length-n byte)
AD Type AD Data

X 9-5 Advertising X7 v F 7 4 —<v b

Advertising /37 > MILLT D7 ¢ —/L R TR S NET,

—  Advertising channel packet

- Preamble :10101010b [E &

- Access Address : 0x8E89BEDG6 [ &
—  Adpvertising channel PDU : Header & Payload
- CRC : 24bits

TR7 4=V RET7 7V r—va o TRESNET,
—  Advertising channel PDU Payload

- AdvA : Advertiser's Address % #%##
- AdvData (Advertising data) : 25D AD structure THERL S 4L, B K 31 bytes
- AD structure : 1 byte ® Length 1§ # & Length byte @ Data
- Data : n byte @ AD Type & (Length-n) byte @ AD Data

FANZOWTIIZENEN FROARESZR L TS ZE W,

—  Advertising packet format : [Bluetooth Core Specification v4.2] [Vol. 6, Part B] Section 2.1
—  Advertising channel PDU format : [Bluetooth Core Specification v4.2J [Vol. 6, Part B] Section 2.3
—  Advertising Data format : [Bluetooth Core Specification v4.2J [Vol. 3, Part C] Section 11
- AD Type : ['Supplement to the Bluetooth Core Specification v6] Part A

AD Type DEFIZOWVWTIL FFED WEB YA F 2 S LT &0,

—  Bluetooth SIG Home > Specification > Assigned Numbers > Generic Access Profile
https://www.bluetooth.com/specifications/assigned-numbers/generic-access-profile
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9.3 Attribute /Ny F 4 —T W b

axy N7V r— g UEEEER I Attribute 2347 v R & 5{E LE 9, Characteristic Value Read &

Characteristic Value Write T 3% Attribute /X7 v v 7+ —~ > &2 9-6 (/R L E T,

(1 byte) (4 byte) (max 33 byte) (3 byte)
Data channel Packet Preamble Access Address | PDU(Protocol Data Unit) |CRC
(2 byte) (max 27 byte) (0 or 4 byte)
Data channel PDU Header Payload MiC
(2 byte) (2 byte) (max 23 byte)
L2CAP PDU - Basic information frame Length  CID Information payload
(1 byte) (max 22 byte)
Attribute Protocol PDU Opcode Parameters
(1 byte) (2 byte)
] Opcode Attibute
Attribute Protocol - Read Request (OX0A)  Handle
(1 byte) (max 22 byte)
Attribute Protocol - Read Response Ofst) Attibute Value
(0x0B)
(1 byte) (2 byte) (2 byte)
. Opcode Attibute  Value
Attribute Protocol - Read Blob Request (0x0C)  Handle Offset
(1 byte) (max 22 byte)
Attribute Protocol - Read Blob Response ?gfgg‘; Part Attribute Value
(1 byte) (2 byte) (max 20 byte)
) . Opcode Attibute ,
Attribute Protocol - Write Request (0x12)  Handle Attribute Value
(1 byte)
] ) Opcode
Attribute Protocol - Write Response (0x13)
(1 byte) (2 byte) (2 byte) (18 byte)
. ) Opcode Attibute  Value Part Attribute
Attribute Protocol - Prepare Write Request (0x16)  Handle Offset Value
(1 byte) (2 byte) (2 byte) (18 byte)
] ) Opcode Attibute Value Part Attribute
Attribute Protocol - Prepare Write Response (0x17)  Handle Offset Value
(1 byte) (1 byte)
) . Opcode
Attribute Protocol - Execute Write Request (0x18) Flags
(1 byte)
. . Opcode
Attribute Protocol - Execute Write Response
(0x19)
B 9-6 Attribute X7y h7 4 —<v b
Attribute /X7 > MILLFD 7 4 —/L R THR SV E T,
—  Data channel packet
—  Preamble :10101010b £ 7213 01010101b
- Access Address : PEGEMESTINIZ Master 7 734 A NTRTE
—  Data channel PDU : Header & Payload & Message integrity Check (MIC)
T RSN TWDEHAEIC MIC A S s
-  CRC : 24bits
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- L2CAPPDU
- Length & Channel ID (CID) & Information payload
- CID % 0x0004 (Attribute Protocol)
—  Attribute Protocol PDU
- Attribute Opcode & Attribute Parameters
- Attribute Opcode I L Attribute Bi{E% 5 &

- Attribute Parameters | Attribute operation {Z & > THE72 5

FHHIZOWTIIZENEN FREOARREZR L TS 7ZE W,

—  Data channel PDU : [Bluetooth Core Specification v4.2] [Vol. 6, Part B] Section 2.4

- L2CAPPDU : [Bluetooth Core Specification v4.2] ?[Vol. 3, Part A] Chapter 3

—  Attribute Protocol PDU : [Bluetooth Core Specification v4.2] ?[Vol. 3, Part F] Section 3.4

—  GATT Features : [Bluetooth Core Specification v4.2] D[Vol. 3, Part G] Chapter 4
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94 HHREER

FERAREETSER LI LET,
#9-1 Rev.1.00—Rev.1.10 DHEEEE A

] | Rev.1.00 | Rev.1.10 2#
EERIE/ N —Tar
CC-RL V1.02.00 V1.04.00 2F
CS+ for CC Vv3.03.00 V5.00.00 2E
e? studio Version 4.3.0.008 Version 5.2.0.023 2%F
BLE FOkajL A&y V1.1 V1.20 2E
E—ar x4y V1.00 V2.10 2F
E—av7IIs—av
RF 214k RF £ {EDH RF E{EDH 6.1.218
RF % %{E
Advertising Type Non-connectable Undirected Non-connectable Undirected 51118
Advertising Advertising
Scannable Undirected Advertising
argLTI)r—3v
Pairing ID Resolving key None 52218
Initiator Key
Distribution
Custom Service Advertising Information Advertising Information 52318
Characteristic Advertising Data Advertising Data
Code Flash Memory Updated Count | Scan Response data
Data Flash Memory Updated Count Code Flash Memory Updated Count
Data Flash Memory Updated Count
TIVr—avi—5oR
TA)r—aYBZ | E—av7FUr—lavERE%. E— | E—av 7y —lavEEsk. E— | 6.1.1018
AT I)r—avear T I r—| AV T r—arEar g s T I ) r—
AVERAYVFRTTREICYE AVERAYFRTTREICY)E
ARORT T T—a wiEE%, 30 #
B CTE—a LTI r—avIcyE
TSI A AEY DT —4
a—kI3via TINARATELRA TINARATELRA 54118
TINARTRLRAAT TINARTRLRRAT
FTINA AR — L FTINA AR — L
Advertising &% Advertising 5%k
Non-connectable Undirected Non-connectable Undirected
Advertising T—4 Advertising T—4
Scanable Undirected Advertising &—
3
Scan Response T—%
T—RI5va Pairing 1 # Pairing 15k 54218
SETINARATRLR SETINARATRLR
KA TINARATRLREAT KA TINARATRLREAT
X2 TIKEE X2 TIKEE
A—AJLEE S 1L B2EER A—AIJLEE S 1L 2EHR
)E—MESLRIER T—H75v 1 AT BEEIS
B —NiE aA—FI59Y 1 AEYEHREIHR
T—R75va AT BHFE
O—RI5v aAEBEHFEE
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R—LR—=DEHR— RO

IWEZY A LY ha=y AR—L_X—
https://www.renesas.com/

BHAEE

https://www.renesas.com/contact/

FTARTORER LOBREMEEIL, T ThOFAEIRBLET,
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P.10

IR TN E AR O JE 280

P.11

TA 77 VDX a—RKURLEAHE

P.13

APl AN — N EORLHEL X 4-1 21800

P.15

APl AN — N EORLHE, X 4-2 21800

P.15

A~x— 7+ AL DEERER 7 v — & PA0 BERER FIRIC KA

P.16

Advertising /37 {5 OFERE DX A 3B

P.17
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