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1.

oi-

Bluetooth Mesh X% w4 Y 7 by = 7HEIERT % Bluetooth Mesh %y FT—0 OEBEBNLET,

11 EEFROD—

Bluetooth Low Energy i MR 2@ E RO D—F. R4V b Y—RA 2 bETR—FKF v X kT

¥, Bluetooth Mesh X4 w4 7 k™ = 7%, Bluetooth Low Energy $fii#{#H L T Mesh *vy kD —5 %
BELFET, H1-1ICEEMRAYS—Z2RLET,

~

ot O Jo—rxrza— O . O
~a
yzzsn O r79-1-0O O O /=t O X /O\
\O OREL

AYSaxRxy MI—F (m:m)
KA RY—RA> b (1:1) JO0—-KFrRR (1:m) ?

11 EErRAS—

KA > bY—RA > F(Point-to-Point)

KAV KRY—RA VM RRAOD—TIE, £ FSLIERY TSN ERFATEELET, 21— Ry —
ADFIELTIE, TSI TNLADBRRI— b TH 2, RYUTZSIVTNAAN T4 YRR T Y
HW—TF, AX—hr 74+ D 1A—HOEHFHBZEEML., T4V FRA STV H—ILEFHEEL VT
BET—2%EELET,

7'A— F&%+ X F(Broadcast)

TJO—FX¥ R+ rRAD—TIK, FA—FX ¥ RE—DBFREEZHOF THF—N—IZHLTT—42 %
BEL. 84TV —N—RZELELT 2 ZREERLTHALET, 2—X5—X0HIELT. TR
—FF XY RE—TNA AN —RUBEE—aY T —N—FTNAANRI—FrT+2TT, E—
aAVUhSI—RUIDEZEEL. AR—FITAUIEA U F—2y FERALTYI—RUIDIZHIET S
—RUEWMBLET,

Mesh v k7 —7% (Mesh Network)

Mesh *v kT —9 F7ARAD—TIX, 8D/ —FABRARTEELET, &/ —FIIEEDAM 3V
JTAYE—VFFEETEET, SHIC, BEEBETELVERICHL/ —FEEL. BED/ — KA A
ytE—UhifT 5L TRIETEET, A—RAy—ADHIE LTIE, BB, ZEH, 2> FA—JL/AR
b, AR— b7+ 2V -/ —FTHERENBELA— A= a3 VDV RATATY, EEBENOVF
A—INARILNS T7AT7L2EOBAPCERZHFEHL. SSICELDFEREERTI—F I+ U LREBE
DIEBAPEROHRAZELET,
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1.2 Mesh Ry FI—OEiE

Bluetooth Mesh 2 F T—V DEMEELUTICRLET, FF-A MeshBEEZEHT 5y bT—01E, <

+—TL K275y FR—X K Mesh & v k7—% (Managed-Flood-based Mesh Network)& L TEZ S FE
ER

1-2IZMesh Ry FI—V 8BTS/ —FOBEERLET, 120/ — KEFBD SRC)A A v +—
CEEETDHE. AED/ —FHARLZEAvE—DFEDPBLET, A vE—IHRY FT—U2&KIZED
Y., REICEED/ — F(RFDDST)IZEELET .

Ayt —TFE

X 1-2 EEENE
ISIT, AvtE—CHEEHIRBICHEBLEWVEDIZ, /—FRIEZ2204AYy KEFIALET,

o AytE—UF vy aAYwy F(Message Cache method)

&/ —FEAvE—UERETHE, AvE—UEM@L, Avb—UEFryLalET, TOH.
J—EBE— A vE— S BRELBAERRLEL A,

o B4 LY—1) T XYy F(Time to Live method)

B/ —FERETEIAVvE—TIZ, DHOBRERZZE TTL(Time to Live)EIZRELEFT ., HETETHRx
KX 127 TF, ZOMD/ —FIZAvE—SOTTLEF1FELTCH#ELES, TTLENAOTHD
AytE—TlFh#EnEREA,

RO1AN5847JJ0105 Rev.1.05 Page 4 of 26
2022.12.16 RENESAS



RA4AW1 S )L—F Bluetooth Mesh A2 — k7 v FTHA K

1.3 Mesh TINA ADSA 7L 9 )L
X 1-3 IZ Bluetooth Mesh 2%t L1=T /N4 AQHBLS A I A I ILERLET,

EIBSTECIN
JnE a=vy
JaEvazyy shTugngqz S B
AN L B
LY 4

avIq4L—v3y
ShTWAL/ —F

::/74'7‘\1/—93‘/\ aAvI45L—3> J—Fy&ytk

FEHD/ —

ETIEE
B1-3 /—FOSA479149IL

Bluetooth Mesh 2%t LT=T/NA R, ETFTAOEC a2 RBIZE > TRIESINF-E. Ry FT—2
F—ERBRILAVFMDAZX VYR M RFLREVNSETOES a9 T—22Z WY £,

TJOEDa=VIDRTHR. /—FEBOETNARIE, a2V T4 Lb—2avIick->TF7TUYr—2 3
DX —ONRTY YL aTFRLA, TR YT I U7 RLRAEVWSEETIMEICBRERLREEEZZ(TERY
*9,

aAVI45L—2a DETHR, /—FIXETIIZCESTH/ — FEBIET B ENTEET, TV
TJ49L—2 3 vDBETICEY., /—FORELREHFEINDIZEADYET,

AT T =30 9S5ATF7UREI 2y R T— O XF—0F7 T ) 5r— 30 x—ICET DX T4
JRODHDEE. CNODBEREEHLET., 512, FELELE-F-/—FIZHREFERALTWSEBES
BORBZWEWSEURIAHBZED., FEEGE S/ —FEITSY I YR MIEMLET, TS5V UR
MIEBEMEN-/ —FIE, HLOVBSREZTWMA I ENTEEEA,

aAVI45L—23vISATURE /=K L—NILTA =R ICEkoTREEES/ — K& R

Y RT=IODOBNTHIENTEET, Ry FIT—IMLBRNAENE=TNARF, BRAELIEESL
F9,
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2. BME

2.1 Bluetooth Mesh 7%

Bluetooth Mesh 4> FILT7 TV 5r— 3> 7T r— 3>/ — k] (RO1ANG848)IZEFENZ SV T
ILTOYGS ALK, FR4DODTEI—XEZETLET,

e TEIJI—X1:7BET I3z=VH
e TFTEIJI—X2:a2I745L—>3Y
o TEIJI—X3 ETILAEIE

e TEII—X4:/—FKYL—Nn)L

AECEEARTEEERTTAE=ODRAIY— LT+ 2V ETEMET S Mesh ENAIILT T r— 3o EFHN

9, MeshENSMIILT TV r—2avik, TRROTAES ar—&av 7445 Lb—>3 095470 D
BEEERLET,

Joxy Jaxy
FaEvaz=vy avIqsL—vay Y= USAT Uk
I || > I |
- ) « >
FREY3=YY  gppyay— /=K  avI dL—vay 3
ERTLDALT/AA R P S54TURETIL
J—Eyty b
{t -
-
avI4L—vay FoN—ETIL 7747/&7—»
9547 b ETFIER

2-1 Mesh TEHBE

211 FEIZ7xz—X1:FREY 3=V

TOEY 3= o IhTUWELT /N A X (Unprovisioned Device)ld., 7’0 E ¥ 3 4 —(Provisioner)[C&k o T
TOESIZ VI ENBREAHBYET., JRAESIZVFTERFTNAARAEFRIEL, A=Fv R M7 RLR
PRy FIT—=F—LVofzMesh Y FT—I TAYVE—VHEEZETHOITBELGERNFREIRHET
5-HNWETY, GHHEITOEDaF—k BEXMITFRAT— T+ VHEEDENMILERTT,

HUTNTOTSALIE, TAESIZ VI IRTVEWT /NS X(FTRE D 3 =25 H—/3—(Provisioning
Server))E LTEMELET, BRAVEZETOED a2 JICBRMLTES 56, 7oFOEDaV kT
/34 A E—13 > (Unprovisioned Device beacon)& a4+ 2 TILT ENEA UG EXBEIZEELET,

—7A. Mesh ENAJLIETRE D a+—(FREYa=>% 49 354 7> b(Provisioning Client))& L TENE
L. ARV BTULTENBADUT%22ETHLTOED IV IEETLET,

212 FEIxz—X2:a0749L—¥ 3>

JOEYaz=yi%,. JOED IV SNzTNARIE. /—FNode), G YET, avTq445L—3
3> %9 54 7> k(Configuration Client)l&7 T r—avdx—, NTYwaF7 FLR, $TRU YT
3V R WDz Mesh ETIVEEICRELEREET I T 14 Y L— 3 >4 —/3\—(Configuration Server)
THHE/—FICBAELET. BHa2749L—23209 3472 ME, BERMICIERAIT— LT+ U FS:
[EENALIILIHRTY,

Yo7 TasSAIE, AV 74— 30— NnN—¢ELTHELEST, FJREC 3= VH%, OV
ATL—2avISAT U MNERTDIESD, ORI RTILTENEA UG EZEELET,

—AH. MeshENAINLIEAV T4 TL—23 09547 RELTEEL, ARIETILT ENREADY
JEZETHEAVT4T L= a3 vERFTLET,
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213 TEI7xz—X3:ETILEE

AVI4T L= avik, B/ —KFKEAvE—CEF IV —2avF—THEERLTHAT Yy a7k
LRSEICEELET, £ IRIYTLI VYR MIEENBT7RLRABTOA v E—S42ZELTT S
Jhr—avx—THEILELET,

B> 7T 0455 LIZIE Generic OnOff Server £TJL. Generic Client ETJ/LIZHIZ . B ® Vendor
Server €T JL. Vendor Client EFILMAEE I TNVET,

EK-RA4W1 LD R A v F(SWNEHE T T 5 & . Generic OnOff Client [£ On F f= (% Off D1iE 2#%F D Generic
OnOff Set Unacknowledged * v £—C #EELFET . KA vE—T %518 L1z Generic OnOff Server [,
A yt—IMEIZHE > T EK-RAAW1 LD LED #®IfIL EI,

EK-RA4AW1 £ LT PC EDa VYV —IILTXFHI%E ANT % &, Vendor Client IEXF 5 %+ D Vendor
Set Unacknowledged * v £—C#EELET, AA Vv E—UFF{E LT Vendor Server &, A vt&—IhH
BOXFHEPCEDary—LIZHALZET,

Mesh E /34 JLIE Generic OnOff Client £ & U Vendor Client & L TEMET A2 EMNTE, &/ —FITA Y
T—CHEFEELEFT, AVvE—COEZEDESH, TOF T (Proxy)/ —FEEKEHILET, TOoxY
J—FREAVvE—CZEREARBO/ —KRICEEL, S5I2E/ —FAR#fT 32 LT, A vytE—CF Mesh Ry
FD—S2KIZEAYET,

214 TEI?xz—RX4:/—FUL—NL
aVI7449L—32329 547> b/ — FIZ Config Node Reset * v —U %#1%2{59 5 Z & T, Mesh
FYRT—OMNE/—REBRNTHIENTEET,

H# > 7L 7045 LlE Config Node Reset A v —T % Mesh BN LG ZETHE, AV T4 L—
DaVvERE Y NLTEBEIOED IV ERBLET,
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3. "—FOxT7EH

IBluetooth Mesh 4> TILTF T Y r— 3> 7F)r—a v/ — k] (ROTAN5848)IZ(E. EK-RA4W1
ETEHESTHZH L ITLTOTSLARBENET, 7TV 7r—2a VHAROBEICE 28U EDOFERAZHEL

35—3—0

3.1 EK-RA4W1

EK-RA4W1 (& Bluetooth Mesh R4 w2 #FIBLE=7 TV 5r— a VEARICERTEEY, £-4UR—
KT8y H(J-Link OB)ZHEEH L T2, MBIIaL—4F#FRTEIELRLKYI NI TERHETS
ZENTEFET,

EK-RA4W1 D EE#HIE TRA4W1 Group EK-RA4W1 Quick Start Guide] (R20QS0015)# & U TRA4W1 4
JL—7 EK-RA4W1 1 —H—X<T =1 7J)L] (R20UT4683)%SHBL TL Z&LY,

3.2 EN[IEEEK

AEIZEEND Mesh ENAIIUT TV Hr—2 3 0 EETT 518, Bluetooth Low Energy ;BIERIHEIE A 7
— k74 2%® Android T/8 RFE=IXI0S TINA ADBBETY, BEXAMIZIFERATY— LT VB EDENA
LVERERA, TOEYa+—8&kUPar 749 L—23 09347 FELTHERASNET,

LUTDN—23 DTN ADENERERFHTT .
- Android: 12
- i0S:14.71
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4. YVIbF9zT7EH

4.1 Bluetooth Mesh X4 v 4%

Bluetooth Mesh X% v 7 (L. "Mesh R &2 v 7 "E REE)IE. Mesh ry kT—9 ETOEZX L DEFREE
[ZWAET] Bluetooth Mesh #8ex7 T r—> 3 VICRBLET,

Mesh 22 w4 (&, FSP & LTIRMEEhFE T, =Y FNT05 5 LIk, [Bluetooth Mesh 4> FIL7
TUHr—var 7FYr—2a>r/— ] (ROTANSS4S) RSN TULVET,

4.2 Bluetooth Low Energy 7H0 Fa3JLRA A v

Mesh X4 w7 (&, Bluetooth Low Energy #ff7 % FIFi 9 % 7= (< Bluetooth Low Energy 70 LR & v
IHBRBETY,

Bluetooth Low Energy 70 b LA B v I&, FSP & L TRt ENFET,

4.3 MeshENSMILTFTTVHF— 30

Bluetooth Mesh E/XA LT T r—= 3 (LR, "Mesh ENAIL"ERER)E. TEDEHDH U TILT
TYr—23a3>THY. Android £/(XI0OS LTEMELET . MeshENAM LT T r—2 3 VIETREY ~
&Y A—KRLTLEEELY,

Android kft: https://play.google.com/store/apps/details?id=com.renesas.meshmobile

iOS hi: https://apps.apple.com/jp/app/renesas-meshmobile/id1641877699

Ft=. RZIZIX Android TNNA ZADT7 TV 5 —2 3Ry r—Stapk)bRELET, BRO7 T8 —2
AN r—CEFERT AHAE. FTEERICEDINT, AY— 7+ VD Android T/8 RIZA VR +
_)l/< TféL\o

F: AEIZE Android TNA RDT TNV r—2a vy r—SDHEBENE T, iI0S T/ REFERT HHEIF.
AEIZRHED\mesh_mobile\mesh_mobile_guide.pdf [Zf > T Mesh ENA LD EIL FEA VR F—ILEITH>TK
kAW

£: Android M1+ Mesh B/ JLIERD/IN—2 v 3 VRENDLETY,  mBEHER. FHEDTNA R, A bL—D

1. RO T—T74)L% USBREHTPC A5 Android [T E—LET,
\mesh_mobile\app-debug.apk
2. Android EQEFED 7 7ANIR—V%—TFT TN 5= 3 0 TN T—C D74 LVEEFTLET,

Ff=. iIOSht Mesh ENAILIF 4528 2SBOE, AY— T+ VEDIOS T/HNARITA VA F—)LL
&Ly,
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44 YoINTOTSLDEBEAHZDELRY—)

[Bluetooth Mesh 4> FILT7 TV r— 3> 7FYr— 3>/ — k] (RO1ANS848)ICEME S B H >~
TNT05 5 L%EEKRAMWL [CEZFADEOICRELZY—ILER 41 I1ZRLET,

=41 Y—)

n—o3y
SEGGER J-Flash Lite V6.86 LU

SEGGER J-Flash Lite(LL#&. "J-Flash Lite" & % 52)(%.

RAMWI D ISy arA®)IZT7—LITT7EEEA

tf:&)o)\y_}b—e—a’-o

EK-RAAW1 R— RIZIZA ViR— KTy AREEEh

;L‘i'@'o E2T. T2a2L— 2 %¢EFEITHIVLEEIHY
A,
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45 Y—FN—TFT4—YIYITb+rox7
451 JUTFZILE—FILY—IL

HoINTaT S LIE. UARTRETAS Ay E—CFHALET, O A vE—DOHERIZIE, ANSI
IRy —TF—4 2 XD CSl(Control Sequence Introducer)[Zx G L= FILA—SFILY—ILEFERAL
TLEEL,

Tera Term

TeraTerm DY) ZILAR— FEREIXLUTDEY T,

R 42 DUYTILR—FRE

HE BE
R—L—+h 115200 bps
T—4 8 bits
AUL ¢ L
AbwF 1 bit
7 O0—HiH L

BEYITNTATILNAENTEATAvE—C0HIIF 61 EiZSBLTIZEL,

452 Mesh E/XMILDEI FIZBHERRARY—IL
Mesh ENA LD EL FIZIERODAFEY —ILBIBETY., ChblFA 32—y FETAFTEET,
Mesh ENAIILDEIIL K& A VR b—ILAEIZDWTIEARZ(ZFEHE D \mesh_mobile\mesh_mobile_guide.pdf
#SRLTLIEEL,
npm (Node Package Manager), Node.js [Z[R]##

Python

Capacitor
lonic framework

Android Studio, Android [ Mesh E/A1 LD EJL K
Xcode, iOS [T Mesh £/ JLDEJL K

. Xcode & MacPC LTOAEIMELE T, Xcode #H ™ >O— K3 57=6IZI1E. Apple ID BB ETT,
FLIOSTINr—2avERETHICTHEEDTA L ANBETT,

Apple Developer Program : App Store TEHT D7 T r—avmlt
Apple Developer Enterprise Program : 4 2 /\NDRF7 T 45— 3 VFIT
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5. TEDEFT

AKE([FI Mesh TEEZEFTT REHDHUTILTOYT S5 LE Mesh ENAILDIBESEERLET, ATE
TIX2BLULED EK-RAAWI BT A EEZHMBELET (D EE 18D Client, FDA Server)

J-Flash Lite A L TEK-RAMWI [CT 7 — LD T 7 Z#EZAAFTT, EFAAHEIE TRAAWT Group
EK-RA4W1 Quick Start Guide] (R20QS0015)%SB LTS, TEDF=HD I 7—LIzT7IE

[Bluetooth Mesh 4> T T T Hr— a3 7Y r—o 3>/ — k] (RO1AN5848) IR SN TLVE
9, Server, Client@D/N\1F+ 1) T 7AILIZUTDEY T,

ekradw1_mesh_client_baremetal.srec
ekradw1_mesh_server_baremetal.srec
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51 72x—X1:7aEva=v¥%
TEZRIIBT D=6, £2TH EK-RAAWT ICERZFMHIMB L. Mesh BN JLEREILET .
s¥: Android Al 1T Mesh E/NA JLIERD/IN—2 v 3 VREDBETYT, (MEFEHR. FEOTNA R, A L—D

7E: Android [ 1+ Mesh E/34 JL T SCAN BIEIZKRT 5FmE. LD/ —Z v a3 FxoAHIBRLTEEELTL
&,

£TOEK-RAMWI1 2 TOED 3=V T 5-ORDFIELEBRYEBELET,
1. TAED 3= JENTOENT NS REERT 518, PROVISION 2 JIZHE L TSCANKE V%
Ay FLET,
2. BRERHNLTOEDIZVITHEEDTNA REERLET,
3. BEHKOMI%. JOEDaZUINETINET,
4. T34 XH OO0B Public Key 2 OOB Authentication [Z%}Ii& L TLN%35HE. Mesh /31 JLIE OOB
Public Key D f# B #& & OOB Authentication DWWF A ZEIRT SEEERFLETS, TETIEFIE

DERIEDT-8. [No OOB Public Key is used] & No OOB Authentication is used] Z:&EIRL.
PROVISIONING STARTR4# v &4y FLET,

FIE 1 FIE 2 FIE3 FIE 4

Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile DF:BC:49:8F:BA:9A

PROVISION CONFIG MODELS SETTING PROVISION CONFIG MODELS SETTING Public: Key

List of unprovisioned devices o @ List of unprovisioned devices [etear ] [sean | No 0OB Public Key is used
Tep SCAN to find unprovisioned devices Select a device 1o provision it 0O0B Public Key Is used

3 ACDC188E-667A-48E4-FEES-E2994DABEATS
D9:AM DA:56:3:09 -54dBm "RXZ3W-Mesh'
Authentication Method

o]
No OO0B Authentication is used
o]
Q
o]

3 C63DF955-1692-485D-F1DE-937939F8321E
DF:44:10:54:DB:28 -59dBm "RX23VW-Mesh’

Static DOB Authentication is used
Qutput O0B Authentication is used

Input OOB Authentication is used

PROVISIONING START

®51 FOEYa=vy
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52 7x—X2:aAvI7«445L—>3y

2 EK-RMWI DTAEY 3= 5%, FEKRMWI #2074 5 L—23 0T 3E0RDFIEEZEY R
LET,

521 Demo I —T%RIRTBIHE

1. J—FR#%#{E&LRT 51-%. CONFIG 42 TI=#EHL SCANKRE V24 v TLET,

2. BEEAREG/ — RIIRBETRRINET, BEREEREILTCaIVI4 9 L—Sa v aETT 50, &
TEREINEEFED/ —REBIRLET,

F: J—FOaARIATILTRENEA DU REEITOMTELLET, VT« L—2 a3 T REY
— RABRBERRELSSHEVEAIE. EK-RMWI DO SW1 2 2B EERLLT, a%2 42 TILF7 K
NEASUTREEBRLTLEEL,

3. HRIBEHROERE. CONFIGURATION 2 JIZBELE T,
FIE 1 F|ig 2 FE 3

Renesas Bluetoath Mesh Mobile Renesas Bluetoath Mesh Mobile DISGORNECT HODE RESET
CONFIG CONFIG
INFORMATION
List of network nodes @ List of network nodes SCAN -
Device Address D9:AAD456:38.C9
Netkeylo] AB OB 8505 C6TABB 4B BC
EC 94 5F FC6F D9 DE
Tap SCAN to find nodes enabling GATT bearer Select a nordle shown in green to connect and configure it Devkey ’;g gf jg Zg '}é;% 0786
Elernent Type id Description
2 9E4 FEER E2G0IDABEATS Liia i
foned ot 97212007, 136:40 AM 0002 El Q000 Configuration Sever
onooz SIG oooz Health Server
? S0FIDE.S37939FBA21E 0002 SIG 1001 Generle ONOIT Client
e al S21/A02, 109842 AW o002 Vendor 020036 COMPANY D: 0036

52 aAvI747L—3> (112)
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CONFIGURATION 4 J kT Relay. Proxy. Friend Z&%h{t L. "Demo"JIL—T&#IRLZEF T,
5. APPLY RZVEAYTLET,
AVI49L— 3 DETH. DISCONNECTRAE V%242 yTLET,

FlE 4 FlES5 FIE6

DISCONNECT NODE RESET DISCONNECT HODE RESET NODE RESET

CONFIGURATION CONFIGURATION CONFIGURATION
Enable or disable features and select a Group for Publish and Enable or disable features and select a Group for Publish and Enable or disable features and select a Group for Publish and
Subscription Subscription Subscription
Relay: Relay: ® Relay: 9
Proxy: Proxy: L ] Proxy: ®
Friend Friend ® Friend ®
Group: @ Group: Demo Group: Dema
APPLY APPLY
SHOW MORE SHOW MORE SHOW MORE
log esunt: 21 log count: 21
< Config AppKey Add < Config AppKey Add
= Config AppKey Status = Config AppKey Status
< Config Model App Bind < Config Model App Bind
= Config Model App Status = Config Model App Status
< Config Model App Bind < Config Model App Bind
= Config Model App Status = Config Model App Status
e < Config Model Publication Set

5-3 AvI747L—3v (22

RO1AN5847JJ0105 Rev.1.05 Page 15 of 26
2022.12.16 RENESAS



RA4AW1 ' )L—T Bluetooth Mesh A2 — k7 v FTHA K

522 FEOITINL—TEEMT HEE
AT L= a v TRERRLEVL—TRERD/ — P& T L— T LTRES SRICERASET.
TREDFIEICEVEBEDTIL—TEEBMTHENTEET,
1. MODELS % 7I1Z#® L ADDGROUP R4 v %42 v FLET,
2. Add Group ¥4 7 0% LT"Kitchen"D & 3 BEEDTIN—TEEANLFET,
3. JL—THhEmMEINnfzCLERRELET,
FIig 1 FIig 2 FIE 3

Renesas Bluetoath Mesh Mobile Renesas Bluetoath Mesh Mobile

Add Group

Tap Scan to find Praxy nodes

List of groups and nodes ADD GROUP | [ SCAN

Tap Scan to find Praxy nodes

Demo (group address: 0x€000)

qw e r t y u i o p
a s df g h j kI
& z x ¢ vbnm@E

Group Address: 0xCOD1 is assigned to Kitchen

5-4 4 I)L—FEm
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53 7x—X3:ETFILEIE
EK-RAMWI Da>v 745 L— 3%, Mesh ENSILEB LUV EK-RAMAWI [ZETILA vE—UFFEET
=F9d, TI(EL Mesh E/NAILANEK-RAMAWI D—D & TOX G FHEILT AEH. ROFIEEZEFTLT
CESL, MeshENAALIFTOFUEELE/ —REBLT. FBO/ —RITAvE—CE#ELET,
. 7ARXY ) —K%EERT B, MODELS 2 JI2BB L SCANRE V&4 vy TLET,
2. TOXL ) —REEGEERITIED. BBICETRINEEED/ —REBIRLET, BEENETT
E. /—RIFBBRTERINES,
3. BRTETINE/—KREEEAYTTIE. /—REDEEEUNT I ENTEET,
FIE 1 F|ig 2 FE 3

Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile

MODELS MODELS:
GENERIC ONOFF GENERIG ONGFF GENERIC ONOFF
ADD GROY @ List of groups and nodes ADDGROUF | | STAN List of groups and node:

List of gr d nodes Avp cRoUE | [ scan |
Cannectable nodes are green and @ connected node is biue. Connectable nodes are green and = connected node is blue. Cannectable nodes are green and @ connected node is blus.
Tap anode 1a connect 1o ar disconnect from i, Tap a node 10 connect ta o disconnect fram it Tap anode 1a connect 1o ar disconnect from i,

Demo (group address: 0xC000} Derm (group address: 0xCDOD) Demo (group address: 0xC000}

: D &

G £ G

E 5-5 7Rx 8K
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5.3.1 Mesh E/34JLIZ& % Generic OnOff X 7— ~&l{H

1. MODELS # 7 GENERICONOFF 2 JET, JIL—TDrIILKREZ VEBRYBRLEAYTLET,
Generic OnOff Server & L TEIMET 52 TH EK-RA4AW1T D LED A%, Z1{E L 7= Generic OnOff SET * v
T—DICEELTELTHIEEHATEET,

Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile

56 4 IL—TF7 ELXA®D Generic OnOff SET X wt—R{T

2. MODELS 2 70 GENERIC ONOFF 2 J LT, £EZ® EK-RAMWI D LKA VU EBYIRLE Y TL
£9,
Generic OnOff Server & L TEIMET 21EE D EK-RA4W1 ) LED A, F{E L 1= Generic OnOff SET * v
T—UICEEBLCELT S EEFHETEET,

Renesas Bluetooth Mesh Mobile Renesas Bluetoath Mesh Mobile

nnnnnnnn

D0 GROUP | [‘scaN | nodes [ /Ao GRour | [“scan |
and s connested node is blue. Conneatal nda
Tap connext from it Tapa no
p address: 0xC0 p address: 0xCD0
2 ox0002 2 ox0002

B 57 1=%+¥ X 7 FLAA®D Generic OnOff SET * vt— 51T
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5.3.2 EK-RA4W1 [Z & % Generic OnOff X 7— il

1. Generic OnOff Client & L TEI{E9 % EK-RA4W1 D SW1 2#YRLIB|TFLET,
Generic OnOff Server & L TENMET 2 £ TD EK-RA4W1T @ LED M. Z{E L 1= Generic OnOff SET #* v
T—UICEELTCERT S L EHRBTEET,

5.3.3 Mesh E£/81JLIZ& % Vendor R 7— ~#il{H

1. MODELS ® VENDOR STRING # 7 ETH)IL—TD STRING RZ &2 v TLET, RRShiz4 A
TOJICEEOXFIEAN#E, SENDRZER Y TLTLEEEL,

Renesas Bluetooth Mesh Mobile

Vendor Set
Unacknowledged

Renesas Blustooth Mesh|

CANCE

0x0002

] 0x0003

a s df g h j k |
Hoz o x ¢ vbnm &

nm ¢ B English

5-8 FIL—TFF7 FLAA®D Vendor SET * wt—LRIT

Vendor Server & L TEIfET 22 TH EK-RAAW1 A, Z{ELT= Vendor SET * v t—LIZEFEN DX
FHEAVY—IWICHENTEHILEZHRETEET,

Vendor Set src: Ox7F00 dst: 0xCO00 len = 23 value: "Renesas Bluetooth Mesh"

5-9 Vendor Server / — F®Da>vy—)LAY
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2. MODELS @ VENDOR STRING# 7L T, FED/ —FOSTRINGKREVEZ v TLET, RiRSh
A4 7ATICEEOXFIEAAN%R. SENDREZVEZ Y TLTLEEL,

Renesas Bluetooth Mesh Mobile

Vendor Set

VENDOR STRING Unacknowledged
List of groups and nodes ADD BROUP | [ SCAN Renesas Blustoath MesH
nod green and a connected node is blue.
Tap anode 1o connect w or disconnect from it
CANCE
Dermo (group address: 0xC0D)
0x0002
-] 0x0003

a s df g h j k I
&z x ¢ v b nm@&

123 ? 222} English

® 510 1=F% R 7 FLAA® Vendor SET * v t—U#1T

Vendor Server & L TEIfET 21EE D EK-RAAW1 A, Z{ELT= Vendor SET * v t—LIZEFEN DX
FHEIADY—IWICHNTEILEHRTEES,

Vendor Set src: Ox7F00 dst: 0x0003 len = 23 value: "Renesas Bluetooth Mesh"

B 511 Vendor Server / — F®Mayvy—)La4d

5.3.4 EK-RA4W1 [Z &k % Vendor R 7— FHIfH
1. Vendor Client & L TEIMET %5 EK-RAMAW1 DOV Y —ILIZXFHEAN%E. Enter x—%2BTLET,

Renesas Bluetooth Mesh
MS_vendor_set_unack() status:0x0000

B 5-12 Vendor Client ® 3 > Y —JLADXEIA D

Vendor Server & L TEIfET 21FE D EK-RAAW1 A, Z{EL71= Vendor SET * v t—LIZEFEN DX
FHEAVY—IIITHATEHLEZHRTEET,

Vendor Set src: 0x0002 dst: OxC000 len = 23 value: "Renesas Bluetooth Mesh"

5-13 Vendor Server / — F®ayy—)La4
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5.3.5 Mesh ®E/NNSILIZLKD/—FY+Evy

1. CONFIGA#JT/—KR&EEHKE. RESETREVEA YT LET, ERESNF=4470%5 LD SEND R
BUERYTLTLEEEL,

DISCONNECT ‘ NODE RESET ’

INFORMATION CONFIBURATION

Device Address D9-AADA:56:38:C8

NetKey[Q] ABOBBS5D5C67A BB 4B RC
EC 94 5F FC 6F DS DE

Devkey AT 3E 42 82 B4 4F 87 07 66
FF2236 AD AT 2423

Elernent Type Id Description

0002 Eile) 0000 Configuration Server
ooo2 SIG oooz Health Server

0002 316 1001 Generlc OnOIT Client Node Reset
0002 Vendor 020036 COMPANY ID: D036

The node will be reset and
removed from a network To add

this node to a network again,
please provision it again.

CANCE

5-14 J — F~® Config Node Reset * v — T RIT

Mesh £/34 JL & T OF S48 L TUVi= EK-RA4W1 AY, Config Node Reset * vt —U % ZETH &
TITREY I VI eBERTI A LEHIBTEET,

MS_ACCESS_CONFIG_NODE_RESET_ OPCODE
Reboot platform

Bearer Initialization Completed
Device Address: D1:7A:AE:3E:B5:CF rnd
Start Observing...
RM_BLE_MESH_ACCESS_Open() status:0x0000
RM_MESH_CONFIG_SRV_Open() status:0x0000
RM_MESH_HEALTH_SERVER_Open() status:0x0000
RM_MESH_GENERIC_ON_OFF_CLT_Open() status:0x0000
MS_vendor_client_init() status:0x0000
RM_BLE_MESH_PROVISION_Open() status:0x0000
RM_BLE_MESH_PROVISION_Setup() status:0x0000
Role : UNPROVISIONED DEVICE
Bearer: BOTH
RM_BLE_MESH_PROVISION_Bind() status:0x0000
Device UUID: 9DFE158E-4EBF-4074-BC05-69347BCD3673

5-15 Config Node Reset * v &—C#2{EL-/—FDary—Ay
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6. Appendix
61 ATAyE—D

YoTLTaTSLNEANTERT A vtE—DDFERLET, F—IFLY—LDLY FTILR— FERE
[CDOWTIES5EDER 4-2ZSBL TS,

Bearer Initialization Completed
Device Address: DF:BC:49:8F:BA:9A rnd
RM_BLE_MESH_ACCESS Open() status:0x0000
RM_MESH_CONFIG_SRV_Open() status:0x0000
RM_MESH_HEALTH_SERVER_Open() status:0x0000
RM_MESH_GENERIC_ON_OFF_SRV_Open() status:0x0000
MS_vendor_server_init() status:0x0000
RM_BLE_MESH_PROVISION_Open() status:0x0000
RM_BLE_MESH_PROVISION_Setup() status:0x0000
Role : UNPROVISIONED DEVICE
Bearer: BOTH
RM_BLE_MESH_PROVISION_Bind() status:0x0000
Device UUID: C8010BOA-429B-4899-F853-7F72EDA2BBAA
BLEBRR_GATT_IFACE_UP
Device Address: 52:04:EE:2F:0E:91 rnd
BLEBRR_GATT_IFACE_ENABLE
Device Address: 52:04:EE:2F:0E:91 rnd
RM_BLE_MESH_PROVISION Bind() status:exeeee ..
BLE_MESH_PROVISION_EVENT TYPE_PROVISIONING SETUP status:0x00ee . FAEVaz U0RE |
BLE_MESH_PROVISION_ EVENT_TYPE_PROVDATA_INFO status:0x0000 TmTmTmTmTmoesosososooooes
Unicast Address: 0x0235
IV Index: ©x00000006
Flags: 0x00
RM_BLE_MESH_ACCESS_SetProvisioningData() status:@xeeee ..
BLE_MESH_PROVISION_EVENT TYPE_PROVISIONING COMPLETE status:0x0000 . TREYaZVIOET
RM_BLE_MESH_ACCESS_GetNetKey() status:0x0000 TmTmTmTmTmoesosososooooes
NetKey: F9 8B 2D 37 B3 1D 45 51 01 D8 ©OE B5 5D 41 A9 4E
RM_BLE_MESH_ACCESS_GetDeviceKey()
DevKey: FA CE ©A 41 07 ED D8 15 5B 37 Co 3D D8 D6 AF Al
BLEBRR_GATT_IFACE_DOWN
Device Address: 52:04:EE:2F:0E:91 rnd

RM_BLE_MESH_NETWORK_Open() status:0x0000
RM_BLE_MESH_NETWORK_StartProxyServerAdv() status:0x0000
Identification Type: Node Identity
BLEBRR_GATT_IFACE_UP
Device Address: F4:03:2A:25:12:60 rnd .
MS_PROXY_UP_EVENT | IO VEMORT |
RM_BLE_MESH_NETWORK_BroadcastSecureBeacon() status:@xeeee "~~~ 77777mmmmmmmmmos
BLEBRR_GATT_IFACE_ENABLE
Device Address: F4:03:2A:25:12:60 rnd
MS_ACCESS_CONFIG_APPKEY GET_OPCODE L AVITATL—va 0k
MS_ACCESS_CONFIG_RELAY_GET_OPCODE rrmmmmsmssssssosooooocooooooooooood ‘
MS_ACCESS_CONFIG_FRIEND_GET_OPCODE
MS_ACCESS_CONFIG_GATT_PROXY_GET_OPCODE
MS_ACCESS_CONFIG_APPKEY_ADD_OPCODE
MS_ACCESS_CONFIG_MODEL_APP_BIND_ OPCODE
MS_ACCESS_CONFIG_MODEL_APP_BIND_ OPCODE
MS_ACCESS_CONFIG_MODEL_PUBLICATION_SET_OPCODE
MS_ACCESS_CONFIG_MODEL_PUBLICATION_SET_OPCODE
MS_ACCESS_CONFIG_MODEL_SUBSCRIPTION_ADD_OPCODE
MS_ACCESS_CONFIG_MODEL_SUBSCRIPTION_ADD_OPCODE
MS_ACCESS_CONFIG_RELAY_SET_OPCODE
MS_ACCESS_CONFIG_FRIEND_SET_OPCODE
MS_ACCESS_CONFIG_GATT_PROXY_SET_OPCODE L avI4GL—LarORT |
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Generic OnOff Set src: Ox7F00 dst: OxCO01 tid: ©x00 state: ON
Generic OnOff Set src: Ox7F00 dst: oxCo@1 tid: ©x@1 state: OFF

Vendor Set src: 0x7F00 dst: OxC001 len = 36 value: "Renesas Bluetooth Mesh vendor model”

RO1AN5847JJ0105 Rev.1.05 Page 23 of 26
2022.12.16 RENESAS



RA4AW1 S )L—F Bluetooth Mesh A2 — k7 v FTHA K

6.2 rFSTN>a—F425
AETIE. 5EOTEERTOBRICE TS LS TN a—Fa V75T HLET,

6.21 7y 7OEC IV RTFNARE—aVERZEELTVERTNNSRANREDONSELY,

RE
TAEYDIZUILESELTVA TR ADBRICTAEY 3= FEnhTWS EEZLONFET,

EK-RA4AW1 O FIE

BluetoothMesh R 2 w2 FTOEC aZ o BIZTOE S a—¢XBLE-RYy FI—0 X—FDEHRE
F—RI75vLalBMLET, KAEF. Bluetooth Mesh A2 w217 OE S a+—EMlLi-Ry hT—
IX—FDEBNT—F2 75 vlalcflOonTWg, BIBTAED I Z U ETHILERTIDOYY
FUN—FET—R ISV 1DEBIZEEZAHAFTT, [BluetoothMesh 4> FITF7TUsr— 30 77
r—< 3>/ — k] (ROIANSS48)IZEEND S TILTOTSALIF, CORS YT FUN—%TROFIEIZ
KYBEETAHIET, 7ryFOESaV RFNAARE—aVDEEZBHRLET,

1. EK-RA4W1 M SW1 & RESET R4 V£ RBIZIRTY 5,
2. RESETRZODOHEEL. 2HLULFHT S,
3. SW1#%EY,

FRFIEOHIC, 77 —LVTT7EBEZTAATHILICK->THT7oTAEDa VY FTFNAARE—OY
DEEEBFRLET,

1. J-Flash Lite Z#&2&1L. T/314 X & LT RA4W1 £:#IRT 5,
2. “EraseChip” R VERTFLTT—475v > a1%lET D,

] SEGGER J-Flash Lite V7.62b - X
File  Help

Target

Drevice Interface Speead

[Fagw | [swe | [s000 ke

Data File (in £ hex/ mot / srec £ ) Pro. addr. (bin flle only)

Program Drevice

K61 T—2I75vPaiHE

3. HrILJdassLE BRSS9 5,
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Bluetooth Mesh R 2 — +7 v THA F

Mesh /XA LT TV H5—2a > DFIR

Bluetooth Mesh 4 v 2 LERBIL L, MeshENAIILT T 5r—2 a1 7OES I Z U VBB LE-F
Y RI—OXF—FEDNERERELEFT ., TREDFIET., ChoDEREZEETHET, 7r7OE 3y
RFENARE—aVvEBRHELET,

1. MeshENANUNT TV H—2 3 2I2EB LT, SETTING 2 TIZHET 5,

Renesas Bluetooth Mesh Mobile

3 Y Import

import database from json file
[+ Y Export

export database to json file and share
[] Delete

Complete reset of database

Refresh Network Key
Refresh NetKey in database

Update Unicast Address
Update local device's Unicast Address in database

& & O

Update Sequence Number
Update local device's SEQ in database

SETTING

B 6-2 SETTING # 7

2. Delete R2 %2V TT5B, BV TICK>THEBNSTRHERLTA705(2TOK %:EIRT 5,

Confirm Delete

Do you really want to reset Database?

NOTE: If you change settings or
communicate with nodes after
exporting, export the latest database
again before deleting.

CANCEL OK

X 6-3 HREA 17O

3. PROVISION # JIZRY., SCANKRE &/ TT %,

RO1AN5847JJ0105 Rev.1.05
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6.2.2 CONFIGURATION % 74 MODEL 2 JIZH L\ \T#EHRAIgELR / — FRAR DM S AL,

RE
J=FRARYBITLT ENEA DV TERITLTVEVWEEZONET,

EK-RA4AW1 DO F|F

[Bluetooth Mesh 4> FINLTF7 T —ay 7T yr— 3>/ — k) (RO1ANS848)IZEENZ Y T
LTATSAIFK, FOESaZVPRTHR, AV 749 L—23 02215 E=HIC2a%9 2 TILT BN
BADUTEOMBEMELET, £, a7 L—2avItEWNT, FOF#EEZADICLIEBS
. GATTR7SZNLEAvE—CRBEDE, ARIBTILTENZA VT EEHERLET, £o
T. 7ROEYa=2 5%, a2 740 L—> a3 VRBETOMIC60 U ERZBLIZIGEN. T+ i
EEMELEN B E. ORI B TILT RNAA DU TRETENT . CONFIGURATION % T4
MODEL # FICEWTHEKAIREEL / — FE LTRESWFEFA. COESHEE. UTOFIEEZEHET S
EIZ&Y, /—FRaRI2ITLTF R4 05260 REIEBRALET,

1. EK-RAAW1 D SW1Z 2FLIEBRTT S
2. SW1 %Y
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Bluetooth® M7 — K< —% & 10 IJ1& Bluetooth SIG, Inc NEFTE T 2 EEHEZETHY . ILRPFRXILY

FOZY ABASHEIALDI—VEFTA UV RICETVTHERALTWET, ZOMOEES L UEFEE
BEIEhZThOREEICRELEYS,

RA4W1 5 JL— 7 Bluetooth Mesh A2 Y [FXDA—T 2V —RY T bz 7ZFEALET,

crackle; AES-CCM, AES-128bit ##E
BSD 2-Clause License

Copyright (c) 2013-2018, Mike Ryan
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS 1S"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.


https://github.com/mikeryan/crackle
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2

mMCERALOTFEREE

CCTlE, R aVERLARITERAYT S MERLOEERHE] (COVWTHALETS, EHNOERLOFEFEICOVTIE. KRFFa AV MBELUTI=
ANT Y FTT—rESBLTLESL,

1.

HESAEK

CMOS #RDE Y RV DIFEFHELRLEZOLMNF TS, CMOS HRIFEVHEBERICK >TY — MEBHIEZE LA LA H Y FT, EROE
AOBICIE., BHAHEFHESICERALTVSEEEDO FL—OI AP Ur—X, SEHOREM. 2BV —XGLEEFAL. AL TIEICET—
ZEBLTLESY, FS5RFYIREICHELIZY., HFEMoY LBEVTLESL, iz, CMOS G RE Lz/R— FIZTO2WLWTHEHKDIK
WELTLEELY,

BREABOLE

BREAL. RAOKEEIFETT.,. BREARICE. LSIORNTEROKEITEETHY . LR IDEELEIHTFOKREEITETT ., S
Uty MEFTY LY FFHRGDBE, BREANS Y £y B EMICHEL2ETOHME. IHFOREBEIFRAETEELA, RRIC. RENNT—F>
Uty MgEEZERALTY Y FTHRGDEBE. BEREANSY Y FOMNDE—EBEICET HFETOHM. BTFORKBIIRIATEELA,
EBRAIBICETEAANES

LBUITOBRNLT TREDLZFIZ, ANEBOABATLT Yy TEREANLGZVTLEIL, ANESVOABATLT v TERIOSDBFEAIS
LY. BREMEZSISEILIZY. REERARNANBRTZLLI RV T IEENHY ET., ERGDIC TERA IBICETHIAREST] I2D01VT
DEBOHIHERIE. ZORNBEFH>TLIEEL,

RAEFAHFOLE

KERAHFIE. TRERFFOLE] ITH-H>TURELTLE XL, CMOS #REDANFHFDA VE—F D RIE, —fRIZ. N4 VE—F VR EHS
TWEYT, KMEAHFERABRETHMESE S L. FERRICKY . LSIFLO/ 4 XAHMES N, LSIRSTERERNRNZY . ANESLEH
SNTREMETECTBANHYET,

28y 7I220LT

Uty b, 70y IRRELEEZ. UEy FEEBRLTCESY, TOJSLRTHROI O IPYEZRE, YIVBEZXRIOVINREL:
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