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34 KR ITOT S LEEH
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3.4.1 TALLAAAYyE—2 IDDEM
AR 7 7S ALATHEALTWAT—FRLORXAyE— 1D @ enum b2, T4 LVAHAYE—2ID 2318
45,

W T e T AOEA . r_ble_sample_app_peripheral.h [IZEF B D,

typedef enum {

APP MSG BOOTUP = KE FIRST MSG(APP_TASK ID) + 1,

APP MSG RESET COMP,

APP MSG SECLIB SET PARAM COMP,

APP _MSG_CONNECTED,

APP MSG SECLIB CHK ADDR COMP,

APP MSG SECLIB PASSKEY IND,

APP MSG SECLIB ENC COMP,

APP _MSG_DISCONNECTED,

APP MSG PROFILE ENABLED,

APP MSG PROFILE DISABLED,

APP MSG TIMER EXPIRED,

APP MSG LTK REQ DELAY, // OF7 4 VAHA>YE—T 1D
} APP MSG ID;

Figure3-4 74 VA A v&— ID OB

3.4.2 LTK IGERA vtE—0EDEM
RBLE_SM_LTK_REQ_IND A Xy R 3L LIZBIC A —F3 NV EZ A ~E®y P LTY A MM ZFRIT T
LTK JE& %479 720D A v & — P %804 5,

W YT a s T ADEA . r_ble_sample_app_peripheral.c (2 A v & — 3 BSALEE 2 BN
%o

// @QLTR JGERDA v =YD T m 2 A4 TES
static int t app ltk req delay(ke msg id t const msgid, void const *param,
ke task id t const dest id, ke task id t const src_id);

Figure 3-5 LTK ISERAA v 2 — VB O v F 2 4 TEEDEM

const struct ke msg handler app connect handler[] = {
{ APP_MSG_CONNECTED, (ke_msg func t)app profile enable 1},
/* { APP_MSG_ PROFILE ENABLED, (ke msg func t)NULL }, */
{ APP_MSG TIMER EXPIRED, (ke_msg func t)app timer expired },
/] @F A <K% D A v — VB A Bk
{ APP_MSG LTK REQ DELAY, (ke msg func t)app ltk req delay },
i
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/* ##### SM Event Handler ##### */
void app_sm callback (RBLE SM EVENT *event)

{
switch (event->type) {
case RBLE SM LTK REQ IND:
req result = event->param.ltk req;

/] @FT A VAR Y = A FDI2DDI—FRNVHF A < %3 E (BN 10msec)

// => LTK(Long Term Key)DIL& & iBIESH 5

ke timer set (APP_MSG LTK REQ DELAY, APP_TASK ID, 50); // 500msec V=A k
break;

default:
break;

Figure 3-7 RBLE_SM_LTK_REQ_IND A X M RBAERHI A — RNV F A <R ELHE % B0

// QLIK INEHD A vt — VA BMEE -> 7 ¢ LA REOKBHZRICETIND
static int t app ltk reqg delay(ke msg id t const msgid, void const *param,
ke task id t const dest id, ke task id t const
src_id)
{
/* Generate LTK/EDIV/NB. */
seclib _generate key(&ld 1ltk.val);
seclib_generate nb(&ld ltk.nb);
1d 1tk.ediv = SecLib Rand();
1d 1tk.valid = SECDB_VALID KEY;

/* LE Long Term Key Request Reply */
RBLE SM Ltk Reg Resp(reqg result.idx, RBLE OK,
RBLE_SMP_KSEC_ NONE,
1d 1tk.ediv,
&1d ltk.nb,
&1ld 1tk.val);

return KE MSG CONSUMED;

Figure 3-8 LTK JGEH A v &— VB DEM
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AREJR A
Android 7 /3 A ZADR A MED B FAT S LR =< > K HCI_LE_Create_Connection &, #ft
56 T A X I LE Connection Complete DfEIZ, i a~ 2 RRoA X "pnFEfTESNHE, VE— b
FRA ARYR—F L TWHHEER U — 4% =~ K HCI_LE_Read_Remote_Used_Features LA D
PGt 2 WL T D120 DY — I L ANFELT SRR,

*FiR
Android 7 /3A AT 7V fr—3 3 U CHEREE R & AT LT tkiX, BEksE T4 X2 b LE Connection
Complete %5217 HL D £ THOMLE 2 ALV,

SEARFERR T /XA A
Android 5.0.1 Z#&# L T\ 5 —E# @ Android /31 &
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Ok
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Figure 4-1 ¥ RDEIR ON THife T& W4 (Feature 33# L — 4 v A DR DIRFEFLHA

® Bluetooth Packet Sniffer = 2 D fi#TE 5

> NG D4, Android 7734 273 LL_FEATURE_REQ % %{E L. W#A7S LL_FEATURE_RSP
(G L7, Android 731 ABSE L72< 725, NG OHETH, Android 7 /34 R LRI

VI nTnws, e

W5,

> OK O34, Android 77351 A 7% LL_FEATURE_REQ % i%(2

BEELEHR, VU AREFICAEIN TV S,

MEFFL7-F £, LL_FEATURE DY —47 U AN BHEF RVREE L 725 T

L. %78 LL_FEATURE_RSP
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Type Opcode Command Ewvent
Command  HCI_LE_Create_Connecti
Event HCI_LE_Create_Contection Command Statuz A
Command HCI_LE_Set_Adwertizing_Parameters
Event HCI_LE_Set_Advertizing_Paranmeters Command Complete
Command  Wwrite_Scan_Enable
Ewvent Wrte_Scan_Enable Command Complete
Command  Wwiite_Scan_Enable
Event Wiite_Scan_Enable Command Complete
Command  Wwiite Extended Inquiry Response
Event Wwite Extended Inguiry Fesponse Command Complete
Command  Wiite Extended Inguiny Besponze
Event Wwiite Extended Inguiry Response Command Complete
Command  Wiite Extended Inquiry Response
Event wiite Extended Inguiry Response Command Complete
Command  Wwiite Extended Inquiry Fesponse
Ewvent Wirite Extended Inquiny Responze Command Complete 252ms
Command  Wwiite Extended Inquiry Response
Event Wiite Extended Inguiry Response Command Complete
Command  wiite_Class_of_Device
Event wiite_Clazs_of_Device Command Complete
Command HCI_LE_Set_Adwvertizing_Data
Event HCI_LE_Set_Adwvertizing_Data Command Complete
Command  HCI_LE_Set_Adwvertizsing_Parameters v
Ewvent HCI_LE_Set_Adwvertizing_Parameters Command Complete

LE Connection Comnplete

Command  HCI_LE_Read Remoaote_Used_Features
Event HCI_LE_Read Remote_Used_Featwres  Command Status
Event LE Read Remate Used Features Complete
Command Change_Local_Mame
Event Change_Local_Mame Command Complete
Command  Wiite Extended Inquiry Response

Figure 4-2 HCI A X—7 v 7 (ERFEAERF)

Type Opcode Command Ewent
Carmmand HCI_LE_Create_Connection
Ewent HCI_LE_Create_Connechion Command Status
e Stalus i 35ms
LE Connection Complete
Command  HCI_LE_Fead Femote_Used Features @
Ewent HCI_LE_Read Remote_Used Features  Command Status
Event LE Read Remate Used Features Complete
Command  HCI_LE_Start_Encruption
Ewent HCI_LE_Start_Encyption Command Status
Event Encryption Change

Figure 4-3 HCI 2AX—7 1 7 (EXEK)

® HCI A X—7 11 7 O3
>  EHREFOEEA . HCI_LE_Create_Connection~LE Connection Complete & Ci#ifii CHEITIN b, £ D
#%. HCI_LE_Read Remote Used Features & HCI_LE_Start_Encryption ® 2~ > RNRFEITI N5,
> JEIRFARFOYA . HCI_LE_Create_Connection~LE Connection Complete O IZHID 2~ K<
A X2 MIREITESND,  LE Connection Complete ™%, HCI_LE_Read Remote_Used_Features =
< RIEFEFTEN 525, HCI_LE_Start_Encryption ==~ > RA3EFT S 7200,
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43 ®WEE

Android /3 AT 7V r—3a v CHEERTER A2 AT L7 tR %, BEise T X b LE Connection
Complete Z 51T M % F THLDALEEZ AFL7R 0N,
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5. Android T/ R LHEGEAHEFTEROERRAIT/NT v FREITEK)

51 =

o I
Android /31 R LEHEEIT o 2B T U o F R0 GATT BEMT 2T UM+ 5,

e FHERA
—H#RD Android T /3 A ADEE /N v MR LT, WERNNr v hOZFITRR L TLUE WA
Ry MNTSETEFICUBMLTLE Y Z &R EHERIEN D,

® iR
BNy OZAEMTAD X ITERRA O F v 7T MEEAIT S,

o JEIRHERT /A 2
Android1l PARE 2454 LT 5 —E 0 Android /31 &

R01AN4322JJ0120 Rev.1.20 Page 19 of 25



Bluetooth® Low Energy 70 k3 LR A w4 AT — kT # Uit b B %

5.2

5.3

N CE

FEARFE AR AR

SA & Android 7 NA ZADEHE T, [ZOT A REERTHIET 7Y BRETT] EWINED
TT— A=V NAY— T F DT TV r—a s TERREIND,

T2 Android 731 A K> TUE T — A v —URNBRRD RN H 5,

fiRHT 7 1

FERDFEAET D Android 7314 R LR ZFEH L, SRl A T 7T Ay ¥ rzIab—X
(E2 =3 = L—% Lite %) & i L TF /3w Vi L7-4kAE T, RBLE_GAP_Reset APl THEgRk L 7=
gap_call_back BI%ici@i &% LE U > 7 YIKi5E T A <2 K
(RBLE_GAP_EVENT_DISCONNECT _COMP)EFATIC T L—2 7% E L. LE U2 7 8Ii5e T4~ b
FEAERFITA N v XT A —Z OYIRFELH (reason) & FER T 5,

H 2y TORBEILL N E 5 TEA R bRT AR EERL T+ v FHERWEERH
Do TOYE. TNy ZRIZ uint8_t MO KIRELK A B L, & ORIBTZEEIZ GIWrEE f (reason) fif 2 X
AL, KIEZEHEZT o B EOU 3 v F T A0 NUTHERT S,

RIS

FEARFEAE DB ARV K UATV, SR LE U o 7 BIWT 52 T A4 X2 b O UM EL A3
RBLE_CONN_FAILED_TO_BE_ES(0x3E) % 7=/Z RBLE_CON_TIMEOUT(0x08) T 25 A . Mk
Android 7 /3 A ZAD Ry MEABIZRIMLEIICE > Tnd EEX BND,

HER

FEIROFEAT B Android /31 ZAD 7w FEZETE DL DT, WRAID A A L BEENICA v X —F
TFEUT 4 WEDOTD O A BN D,
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54 R IAY S LEESG
A 2B —FRTE YT 4 YD 720 O EEEH & T ICRT,

5.4.1 5S4 75 BEREHSEBODEM
MR O ST ATHEATETA4 77V BEIEREZHERT 572003 — R[11Z2BINT 5,
WL e ST AOEAS . fhica— RE BT A,

<Project_Source¥renesas¥src¥driver¥rf¥rf h>
#ifndef RF_H_
#define RF_H_

void rf init(const uintlé6 t rf flg);

/1 1117477 ) B/ EHEONISIRES &80

void rf renesas reg wr (uintl6_t addr, uintl6_t value);
extern bool sleep data_save;

//7 @}

#endif // RF H

Figure5-1 74 77 U BE/EB SR OEM

5.4.2 A UB—FRFSE) T+ RELREDENM
SR 7 " 277 Z L main B%ds L Ot arch_main_ent BASUZ A v —AXT U T 4 EO IO DML A —
[2]~[5]% B9 %,

E o YT e s T AOEA, maine & oarch_main.c (22— R&BINT 5,

<Project_Source¥renesas¥src¥arch¥rl78¥main.c>

_MAINCODE void main( void )
{

#ifdef USE_FW_UPDATE PROFILE
/* during FW update? */
if( true == check fw update() ) {

// Disable the BLE core
rwble_disable();

// Initialize RF
rf init (CFG_RF_INIT);

/1 1214 » Z—FNF Y T 1 B E BN
rf renesas reg wr (0x11A4,0x0B3A);
rf renesas_reg wr (0x11A6,0x3A3A);

// Initialize BLE stack
rwble init (&public_addr, CFG_SCA);

}
else
#endif
{
/* call arch main */
arch main();

}

Figure 5-2 main.c = — KB
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<Project_Source¥renesas¥src¥arch¥rl78¥arch main.c>

void arch main_ent (void)
{
struct bd addr public_addr; /* Public Device Address */

bool app reg set = false; // [B1AVZ—FARIFEVT A HEREY 7 7 %EM

/* Disable parity error resets */
RPECTL = 0x80;

// And loop forever
for (;7)
{
/] A1V Z—FRFE VT A RERET 7 7 OHER L ORBLE DB
if( (sleep data save == false) && (app_reg _set == false) )
{
rf renesas_reg wr (0x11A4,0x0B3A);
rf renesas reg wr (0x11A6,0x3A3A7);
app_reg_set = true;

}

//LED activity
led blink();

// schedule the BLE stack
rwble schedule();

// Checks for sleep have to be done with interrupt disabled
GLOBAL INT DISABLE();
// Check if the processor clock can be gated
if ((uintlé t)rwble sleep() != false)
{
// check CPU can sleep
if ((uintl6_t)sleep check enable() != false)
{
#ifndef CONFIG_EMBEDDED
/* Before CPU enters stop mode, this function must be called */
if ((uintlé6_t)wakeup ready() != false)
#endif // #ifndef CONFIG_ EMBEDDED
{
// Wait for interrupt
WETL ()

#ifndef CONFIG_EMBEDDED
/* After CPU is released stop mode, this function must be called immediately */
wakeup finish();
#endif // #ifndef CONFIG EMBEDDED
}
}

}
/] 514 v 2 —FRFGEY T A BERET 7 7 EHLE % B
if (sleep data_save != false)
{
app_reg_set = false;
}
// Checks for sleep have to be done with interrupt disabled
GLOBAL_INT RESTORE () ;

sleep load data();

Figure 5-3 arch_main.c 0 =x— KiBHN
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6. {TEx
FRMT LI C % BB 4 UL F ISR,

6.1 fEIFIEE
fEpTBREE L LC. LLF O HER S 5.,

o UEAPEER(RL78/GLID) & Android 7 /31 A DidfE % Bluetooth Packet Sniffer T ¥ ¥ L, /X7 >
a7 CHRMT
«  Android 7 /XA A ® BLE B/ER{ % Bluetooth HCI A X — 7" 10 7 Cfiftht

Bluetooth Packet Sniffer

()
-

¥BLE Xy hu s
Android /31 &

U AR
(RL78/G1D)

*Android BRFEE M A7 > a v
Bluetooth HCl A X—7m &

E )) (( .

Figure 6-1 fEHTIREE
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Bluetooth® Low Energy 70 k3 JLRZ w4 AT — b T+ Uigfa R IGEHIE

6.1.1 Packet Sniffer @ 4"
s oo Air EOBEEZX Y 7T ¥ L, v 7 BT T 5,

O Frame Display - - [m] x
Fila EGit View Format Fiter Bookmarks Options Window Help

* t’lﬂ p Bg ‘ 4 (I,,| = e | 1 | ol | ] =T Filter: Include each frame where the pratocol "LE DATA® exists

Frams 3014 Lere24
i EOOB8QCRO 9| [ R B | surmman: [EEBATA [y pr—
P2 Unfiltered | Data | Ewors | L2ZCAP |
Chanvel e 32 - 270NH2 LE BB | LE PET | LE ADV ITQ LELL | SMP | ATT
Meets Predsfined Fier Criveria for BT low energy de: | I £ DAIR 1 l l
Decrppted by Analzer Ha B.. Framet Chen Access dddiess  Evert Countsr S LLID MEEH SN MD  Conlicl Pkt Len  Fiam. Deba 2
E:u d 3'“_'—-1"-_“"1‘-’“9“3‘3 L ® 3000 1 GAMAMe (40000 1 Empy [
L g Lengh @ 300 (4451 2624c 040000 z  Empty 1 (0000100 000230
. L] 2 D001 1 Contiol 0 LL_FEATURE_REQ 3 2 521
hoops Addvass: TndS] 24 e Ims FIEEEED 0001 7 Emply [] 15 030000 00302
CRC Oueel125 ® 305 1N DA 0002 1 Empy 0 15 000000 048428
= LE DATA ® 30 N DA 00002 2 Conbel LL_FEATURE_RSP T M 0000:00 000230
D Canhro e 303 2 DA 00003 1 Conbiol LL_VERSION_IND § n 000000 046521
MNESH: 1 @ 303 2T SN2 0003 2 Emply 0 18 000000 DOCEF?
@ 3050 E Ol 24 G004 1 Emply 0 18 000000 D4a472
D e 305 6 Dwas1a2ac [ z  Contol LL_VERSION_IND 5 n 000000000231
sglhc 4 ® 3080 DR AMe DA 1 Cosnol LLCONNECTION_UPDATE RED. 12 %7 000000 045520
=+ LE LL: @ 3061 2 DwAs 24 00005 2 Emply 0 15 00-00:00 DO032e:
Contiol Pict: LL_FEATURE_REQ ® 3063 1 DA 0005 1 St noo% 000000 043424
FeahreSet @ 3064 1 DamAc 40006 2 Emply [1] 15 D300:00 000318
LL_Enesyptice Lizad ® 307 17 DeEAc 00T 1 Empy 0 15 010000048432 o
>
-
v
R A.
- v,
5
< » A
Total Frames: 9,442 Frames Fitered In: 604 Frame #s Selected: 3,014 (1 total) [1 bytes]
For Help Press F1
Figure 6-2 Packet Sniffer @ 2
6.1.2 Bluetooth HCI R X —7 R4
1 — N N=2Y =l S a 74
Android A~— 7 4 NO BLE HCI @S Z5ek L, v 7 &4 2,
O Frarma Display - - o )
File Edt View Formst Filter Bookmarks Options Window Help
H - ] T =
ﬁ t3| p aa | v vl §3| amw f-l‘ o E‘ E E‘ 5 HJ Filter: Include =ach frame where the protocel H exists
Frame 1,044 {Hozl] Len=5 : Find: Summary: | MOl HCI UART with
- o EODBQCOCOD| ™ | R R P sommer
HEI Packet Type: Command Packet Unliltered | Data |
=HAE HOI UART [TER L2CAP | SMP | ATT
Packe o Hos [ 12cAP | sMP | ATY |
= HCI Cemmand B ookomark. FrameS Tupe Opcode DOpcode Command Ever Status ek
'E'P“‘*I'- ”“_"‘rl“ ™ 1,087 Command  DwidED
sroup: Low Erengy
- ] 1,058 Ewanl L) Command Complete
Wu-LEF'd_Rm_UMOHW ° 1009 and  DMST
Handie: D002 o 140 Evenl  DddS7 Command Complete
L] 1041 Command  0x200d HEI_LE_Craate_Cormection
-] 1.042 E et D200 HCI_LE_Craate_Conmection Command Stahss Succes:
o 1042 Event ‘Waring: No defauk case [10]
L] 1044 Commard (w2016 HCI_LE_Resd Remote_Used Feshre:
® 1,045 Ewant 2016 HCI_LE_Flesd_F=mots_lised Feshrss Commend Stahus Sucoess
] 1,046 Event LE Risad Flemots Lized Fasture: Complste Success
L 1.7 Command  [k0d1d Fiest]_Flemcbe_veimon_inloimatian
L] 1048 Evanl Bbatd Fiead_Aemcbs_Yerson_Inlomation Command Salus Success
L 1.8 Evanl Read Remole Version rfcmation Complele Sucoess
L 1.050 Command (42013 HELLE_Comnection_Update
° 1.061 ACLData
L] 1.052 E vt D201 3 HCI_LE_Comnection_Lipdate Command Stahs Sucoess
] 1.053 Ewvent Number 0f Completed Packets w
« 3
;ﬂ’.-?:w-:-::: pooi1o01ffe oo100000 CODOOO10 0OCOCODO10 0ODOOQOODDOD
N
i
E D1 18 20 02 2
o
cL RS
€ y [
Total Frames: 1,379 Frames Fitered In: 1,379 Frame #s Selected:  1,044; (1 total) [1 bytes]
For Help Press F1

Figure 6-3 Bluetooth HCl A X —7 1 7
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Bluetooth® Low Energy 0 FaJLR A v

AR — kT + iEERIGEHISE

Android @ Bluetooth HCI A X — 71 7 DRk FiEIZLL T O| Y .

Android A~— k7 x>0 RE] »6 [BRERMITAT > a ] 2HEMMEL,
X—7a s OFEE ONIZT B,
A=< — N7 O Bluetooth ZEFNZT 2 L, v 7 OREENHEBEIND,

[Bluetooth HCI =

v 77 7 A V4, "btsnoop_hci.log"

X7 7 ANVORGHIIEIRGF T 5, FEFEIA~Y— N7+ D~v=a T VESR,
0 ERE LTl 7 7 AN A ABRKREL 2D O WA, flskx T 5a0c, —HX
~— k7 4> ® Bluetooth ZHEZhZ L, [BFEEMITA 7 3 & [Bluetooth HCI A X—~7'1 7|
LRI E, BFEASCLTe 7 OE&EkE Yy 95 Z &N AHE,

Bluetooth HCI A X —7Fu 7V # & L7-5, Ea—T7 Tl Z LN TX 4,

Ea—7 723%)
® BPA software

http://fte.com/support/CPAS-download.aspx?demo=BPA%20500&iid=1U
A A h—/L . Capture File Viewer 4 %,

® Wireshark

https://www.wireshark.org/

Ea—7 TS, WICRT FIRCHITET 5 2 L HTE 2,

1.

2.

"disconnection">"response timeout" 5D ¥ — U — R TR#ET 5, WOo-oGa1E,. =7 —OFAE T
D INDIEY =T — AR AT T 5,

T T —REFNXF—TU— R TRONLZ2WEEIE, "create_connection” D X — U — R THEGAHESL L
T tE T #5935, Command & Event % — >3 2F = v/ LTWE | =7 —RAEREFT & JRIK 2 T
T %,

Command HCI_LE_Create_Connection 00:00:00.024035 2017/09/26 9:26:58.951985
Event HCI_LE_Create_Connection Command Status Success 00:00:00.005141 2017/09/26 9:26:58.957126
Event Warning: No default case [10] 00:00:00.550315 2017/09/26 9:26:59.507441
Command HCI_LE_Read_Remote_Used_Features 00:00:00.000640 2017/09/26 9:26:59.508081
Event HCI_LE_Read_Remote_Used_Features Command Status Success 00:00:00.002543 2017/09/26 9:26:59.510624
Event LE Read Remote Used Features Complete Success 00:00:00.109168 2017/09/26 9:26:59.619792
Command Read_Remote_Version_Information 00:00:00.000234 2017/09/26 9:26:59.620026
Event Read_Remote_Version_Information Command Status Success 00:00:00.004088 2017/09/26 9:26:59.624114
Event Read Remote Version Information Complete  Success 00:00:00.093136 2017/09/26 9:26:59.717250
ACL Data 00:00:00.009306 2017/09/26 9:27:07.672764
Command HCI_LE_Connection_Update 00:00:00.006043 2017/09/26 9:27:07 678807
Event HCI_LE_Connection_Update Command Status Success 00:00:00.006914 2017/09/26 9:27:07 685721
Event LE Connection Update Complete LMP Response Timeout 00:00:00.550251 2017/09/269:27:08.235972
Event Disconnection Complete Success 00:00:00.000642 2017/09/26 9:27:08.236614
Command 00:02:00.208772 2017/09/26 9:29:08.535386

Figure 6-4 Y = —7 FHl
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