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|  F—driver

—dataflash
dataflash.c
dataflash. h
eel_descriptor.c
eel_descriptor.h
fdl_descriptor.c
fdl_descriptor.h

|

[

[

[

[

(-

(-

| b—cc_rl
| eel.h

| eel. lib

| eel_types. h
| fdl.h

| fdl. lib

| fdl_types. h
|

—ms8607

r_ms8607. ¢
r_ms8607. h

.

.

[

[

[

[

[

[

.

.

[

[

[

[

[

[

.

[

[

[

| | F—serial
[ r_uart_ble_modem. ¢
[ r_uart_ble_modem. h
[ r_uart_lora.c
I r_uart_lora.h
[

| | L—timer

[ timer.c

\ | timer.h

[

|  L—include

\ arch. h

\ compi ler. h

| Il.h

\ rscip_api.h

\ types. h

L47

rBLE

rble_host. ¢
rble_if_api_cb.c
rble_api_gap.c

rble_api_gatt. c

rble_api_sm.c

X =3

A S S
=) =
ool

R

R

ETI74A4I HXT7AIL)

Data Flash k54 /\-a—FT774JL
Data Flash K54 /\- a—FT 74 L
EEPROM Emulation Library a— K774 JL
EEPROM Emulation Library Ay & 2774 JL
Data Flash Access Library a— K274 JL
Data Flash Access Library Ay 5774 )L

EEPROM Emulation Library Ay & 274 JL
EEPROM Emulation Library Z 74 JL
EEPROM Emulation Library Ay & 277 4L
Data Flash Access Library A& 2774 L
Data Flash Access Library 7274 JL
Data Flash Access Library Ay 5 774 )L

MS8607 Sensor KRS A/ - aA— K774 )L
MS8607 Sensor KRS A /N ANy HF T 74 )L

BLE UART K5 A4 /- a—FZ7 4L
BLE UART FS4A /- a—FT 741
LoRaWAN UART K3 A /¥ - a—FT7 4L
LoRaWAN UART K3 A /¥ - a—FT7 4L

BAIESA/N-a—FIT7q)L
BAIRSAN - ~AYFTTF7A)L

T—XTOF % - ~AvET7A)L
AL T - A~NYET7AIL
BELRLIIB - AT T7A)L
RSCIP a—iLNwH - Ay B T7A)L
AL TEE - ~"NvET7AI

rBLE_Host a— K774 JL
rBLE APl a—JjL/X\w & - a—FKT77A)L

GAP APl O—FZ 74l

GATT APl 3—FZT 74

SM APl a—FKZ74L
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—vs

rble_api_vs.c

include

| db_handle.h
| prf_sel.h
| rble.h

| rble_api.h
| rble_app.h

| rble_trans.h
|

—host
rble_host. h

e ke

F—rscip

rscip.c
rscip. h
rscip_cntl.c
rscip_cntl. h
rscip_ext.h
rscip_uart.c
rscip_uart.h

samp |l e_app
r_app_ble.c
r_app_lora.c
r_app_lora.h
r_app_ms8607. ¢
r_app_ms8607. h

I

\
\
\
\
\
\
\
|
|
|
|
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
| sample_profile
| L—vuart
| vuart. h
| vuarts. ¢
| vuarts. h
\
L—project

F—cs_cc
| | ostart.asm
| | iodefine.h
| | RL78G14_FPB_BLE_LoRaWAN_Applicaiotn. mtpj
| | RL78G14_FPB_BLE_LoRaWAN_App!ication. rcpe
| | stkinit.asm
[
| L—src
| r_cg_cge. ¢
\ r_cg_cge. h
\ r_Cg_cge_user.c
| r_cg_intc.c
\ r_cg_intc.h
\ r_cg_intc_user.c
| rcg it.c
| r_cg_it.h
| r_cg_it_user.c
| r_cg_macrodriver.h
\ r_cg_macrodriver_hostsample. h
\ r_cg_port.c
\ r_cg_port.h
\ r_cg_port_user.c
| r_cg_serial.c
\ r_ocg serial.h
| r_cg_serial_user.c
| r_cg_timer.c

R

=

=

R
R
R

X X =3

X
ool

=

VS APl a—FKZ74L

T—AR=ZRNV KL AYZT7A)L
TOIT7AIER -~NvFT7AI)L
BLERVOE&R - ~Nv A T74M)L

rBLE APl - A&7 A )L

rBLE SCP APl - Ay ST 74 )L
rBLE@IE - Ny A T7 AL

rBLE Host A 577 AL

RSCIPa—FZ74L
RSCIPAY & T 7A)L

RSCIPa> rBE—J)L-a—FKT74)L
RSCIPa>rO—IL-AYET7ALIL
RSCIP AERO— LN - A EZ T 7 A )L
RSCIP ) 7Ll - a— K774 )L
RSCIP Ly ZILKIfH - Ny T T 74 )L

MS8607 Sensor 7 74— 3 - a—KIT7AIL
MS8607 Sensor 7 T &r—av - Ay HIT7A)L

B

EBAVAT7AIL
L@ Server 77 A )L
& Server Ay A T 7 AL

AARARE
AARARE
AARARE

T
\# \#
Wi

N

~

ABE—rTPy T L—F>

[/ 0Ny B T7H)L

€S+ for CC TRz RT7AIL
€S+ for CC TRz RT7AIL
ARGy EEMBIEIL—F >

VBRYIERFSA/N-a—FT7ANL
TRYIEBFESAN -~V ETFAL
IRYIERFSA/N - 2—HFa—FT7A)L
BYAHRSA/N-a—FIT7AI)L
HYRAHRKSAN AT T7A)L

BYRAAH RSN A—HFa—FT74M)L

12EY P UE—NLEATRESA4/N-0—FT7A)L
NREY R UE=NLELIEFAN - ~AYET7L)L
REYRUE=NLELI RSN A—HFa—FT7 ()L
ARATIBR - ~vET7M)

RARIO -~ ET7AN0NYITvT)
R—bRFSA4N-2—FIT7AIL
R—bRSAN-~"vETT7A)L
R—bRFSAN-2—HFa—FT71)L
DUFIESAN-a—RT7A0L
DUTIESANR -~ FET7A)
DUTIESAN - 2a—HFa—FI7q)L
BAIFLAAZY FRSAN-a—FT7AL
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r_cg_timer.h
r_cg_timer_user.c
r_cg_userdefine. h
r_main.c
r_systeminit.c

\

\

\

\

\

\
—e2studio
.cproject

.project
RL78G14_FPB_BLE_LoRaWAN_Application
HardwareDebug. launch
r_option_cc. txt

.settings
com. renesas. tools. misrac. prefs
CoverageSetting. xml
Dependency_Scan_Preferences. prefs
e2studio_project. prefs
renesasPGMode . xml

|

|

|

|

|

|

—CodeGenerator
cgproject. cgp
cgprojectDatas. datas

generate
cstart. asm
iodefine. h
stkinit. asm

N

src
r_cg_cgc.c
r_cg_cge. h
r_cg_cgc_user.c
r_cg_intc.c
r_cg_intc.h
r_cg_intc_user.c
rcg_it.c
r_cg_it.h
r_cg_it_user.c
r_cg_macrodriver. h
r_cg_macrodr iver_hostsample. h
r_cg_port.c
r_cg_port.h
r_cg_port_user.c
r_cg_serial.c
r_cg_serial.h
r_cg_serial_user.c
r_cg_timer.c
r_cg_timer.h
r_cg_timer_user.c
r_cg_userdefine. h
r_main.c
r_systeminit.c

BARITLALAAZY FRSAIN AN ET7A)L
BAITFLLAA=ZY b RSAN - 2—F2—FKIT7A)L
A—HYERIYIO-AVET7AIL
AMUN—TF-a—KITrAI

BDEEEAE - O—FI7qIL

N

e? studio 7O IO FTFAI
e? studio 7O IO FTFAIL

~

studio 7Oz LT 7AL
studio 7Oz T 7 AL

(0]
~

e? studio 7O IO FTFAI
e? studio 7O IO FTFAI
e? studio 7O IO FTFAI
e? studio 7Oz O FTF AN
e? studio 7Oz FTF AN

e? studio 7O IO FTFAI
e? studio 7O IO FTFAI

AR—=brTy T L—F >
[0~y HET7ALIL
ARy EEMIEIL—F >

SOy IERRSA/N-a—FI774)L
JAYIERRSAN - ~AvFTT7AL)L
JAYIERRSA /N - 2—HFa—FIT7AM)L
BYRAHRSA/N-a—FIT741)L
BURAHRSAIN - ANy FZTT7A)L

BYIAH RS A/ 2—HFa—KIT7A)L
VEYRUE—NLEAATESA4/N-0—FT7()L
VEYRUE—NILEARESAN - ANYEZTFA)L
REYRUEA—=NILEALAIERSAN - 2—HFa—FKIT7M)L
RARI A -AYET7A)L

RARIA - AYEIT7LINUNY I T YD)

R—b RSN -3—FT7M)
R—bFSAN -~ ET7L)L

R—b RSN - 2—HFa—FIT7M)L
SUTIESAN-a—RIT7A)
DUTIWESAN AT T7A)
PUTFIWESAN - a—Fa—kIT7 0L
BAITLAAZY b RSN 2—FTF7A)L
BARTLAAZY FESAN AU ETFA)L
BARTFLAAZY b ESAN - A—HFa—KIT7 ()L
A—HERIIO -~V ET7AIL

A N—F-a—FI74)L

FEiD#EEMHE - O—Fo7aqL
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4.

EJL KFIE

A7 TV r—2avEELRTEFIEERLET,

% 41 FPBBLE-LoRaWAN 77y~ —> 3> JOSzs b

CS+ for CC
Project File RL78G14_FPB_BLE_LoRaWAN_Application¥project¥cs_cc¥
RL78G14_FPB_BLE_LoRaWAN_Applicaiotn.mtpj
HEX File RL78G14_FPB_BLE_LoRaWAN_Application¥project¥cs_cc¥DefaultBuild¥
RL78G14_FPB_BLE_LoRaWAN_Applicaiotn.hex
e?studio

Project Folder RL78G14_FPB_BLE_LoRaWAN_Application¥project¥e2studio

HEX File RL78G14_FPB_BLE_LoRaWAN_Application¥project¥e2studio¥HardwareDebug¥
RL78G14_FPB_BLE_LoRaWAN_Application.hex

CS+ for CC

& 41 FPBBLE :-LoRaWAN 77— 3> JAPx Y k1 O ProjectFile 254 TILU ) vy
L. CS+&&BLFET,

CS+ FoTxz s bY)—] /ARJLNT TRL78G14_FPB_BLE_LoRaWAN_Application (7B < x
g8 1 EHESY YL, A=a—h5 TRL78G14_FPB_BLE_LoRaWAN_Application # EJL K] %
BIRLTEWLKLET,

% 4-1 FPBBLE -LoRaWAN 7 7Y% —> 3> JR< x4 b1 M HEXFile DETRY /IR
HEX 27 4 LAERENET,

e2 studio
e? studio #EEILE T,

2. 1702 zH b HRTO—5—] Ea—LETHIYYI L, A=a—D"5 T4 0R—Fk) Z&IRL
*9,

3. BRENFzTAVR—b) #4705 T, -] - TBRETOD Y FET—URAR—ZA~] &F
RL, TR~ REVED YUY LET,

4. 1700z bDAViR—bk1 4705 T, TW—FrT4LP FUDER] 74—LIZ, TER 41
FPBBLE - LoORaWAN 7 74— 3> A Y k] @ Project Folder IZRI /SR ERELET,
7O zY b Z24—ALICHEELETBS Y PRARFRENTWNWA I EFMHREL., 8T R4y
9wy LET, MoR—b) F470508FCoh, TPz bR TO—5—]
Ea—lc7oozy FABMENET,

5. 17Oy b HRTA—5—] Ea—CRRESn=7aoz oy +2H2 Yy oL, ooz
FDEIFK] Z8IRLTELFRLET,

6. & 41 FPBBLE:-LoRaWAN 774 —< 3> 7F7O< x4 k] ® HEXFile IZRY /812 HEX
T7A4ILDERESNET,
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5. 7FUTr—3a vDET

® 51 77Usr— 3 ETRE] TRYEM T BLE #B{54° LoORaWAN BIEDEMEHER L THLVE
ERS

5.1 GATTBrowser DA X k—JL

AX—bT+ (2T LY F)ICTBLE OBIMERERZ1THES 2 EMNTE S GATTBrowser #4 VXA —JLL T
CfEELY,

® Android hix GATTBrowser
https://play.google.com/store/apps/details?id=com.renesas.ble.gattbrowser
® |OS hjx GATTBrowser
https://itunes.apple.com/jp/app/gattbrowser/id1163057977?mt=8

5.2 LORIOT LoRaWAN Network Server 0) #£{i

'LoRaWAN® loT Demo LPWA IoT Solution with Cloud] (R11AN0412)® 3. LoRaWAN Network
Server] #8RBLTEY F7yFTLTLIEZELY,

5.3 ZEITIRIE
4. EJ)KFFIE) IT->TTOTSLEEILRLTLEEL, FLTFPB & PC#%#USBAY—JIILTH#HKL
JO5S5LEEYO0—KLET,

CS+forCC  e?studio Microsoft Edge

| @ CS & studio E
W2 L7 or a)

Smart Phone
(Tablet)
RL78/G14
Fast Prototyping Board RL78/G1D BLE Module
Expansion Board
ad - FH
LoRaWAN stack sample y N
e application board [ ss0rr |
~Iv
TE Connectivity PMOD_MS8607 mo
LoRaWAN LoRaWAN
Gateway Network Server
51 7FVH5—2 3 UETRIEE
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54 =TFIR
TIVr—arnekars TR 52 77— aveF@El ITRLET.

(1) 7045 Lz
v

~
(2 T—275vda
( ) LoRaWAN module

NSA—=E TS THEAHL
\ J/

v

PMOD Board#] #11t

BEFH

LoRaWAN module
NSA—=R TS

SW USRI LEDA1:3
E#HL | LED2:ER

! (lEIJE

S~

LED1:H 4T
LED2: 8 4T

LEDT: AR(EE) | T
LED2:5E 4T

(7) SW_USR %48 L
_________________ o
DISCONNECT _
13 H INTGA—BRETE

BLE modulei 1§ 3=
LoRaWAN module  (6) (Q)L'QR;W_{*E ;i;d{‘;'ef_{j:
NTA—BHEE—F 7T 2

______________________________

7 TED1: AR (ER) | | LED1:5B 4T i —
[Indicationi& 1§ ] : ! : RO \ [Uplink&1E]
R 1 | LED2:3H 4T : ,‘LED2.5€,J3>'Z(1P_€J$)I: k \ EuHF_4
ﬂiﬁ%‘/ll Stttttttttmoo TTTTTTTTTTTTT A\
/ [Write requestii {g] \ *

[Downlinki@{E]
LoRaWAN Gateway
BELTIOIVE

BE/S A5

AI—hrT7F Y LoRaWAN Gateway

52 TITVir— a3 ekEE
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[R5 5 LRTHE]

(1) FATSLEETLES.

(2) FPBDF—% 75 v ahd LoRaWAN module /85 X —2 755 &HAHLET,
(3) LoRaWAN module /X5 A —2 7S MR ESNTLEHNHELET,

- LoRaWAN module BIEICHEL/INT A —ANTRTHRESINATIVS
=[LoRaWAN module #{E]~

- LoRaWAN module JBIEICIHE LB B/INT A —F RBRFESN T
=[IDLE]~

[IDLE]

(4) R4 Y F(SW_USR)DIHFTF %4 D IDLE DIKEETT,
(LED1:44T. LED2:H4T)

-SW_USR #5E# L
(LoRaWAN module IZBIEICHBE LG EINTA—FDFRENFELTLSES)
=[BLE ;&{E LoRaWAN module /85 * — 4 FZEE—]~

-SW USRZE#ER#HL
(LoRaWAN module B IZHELINT A — A RTRTRESN TSR
=[LoRaWAN module #{E]~

[BLE j&fE LoRaWAN /35 * — 42 & 5F]

(5) BLE module I$7 KN4 U #MBLET,
(LED1: iR(Z5E). LED2:H4T)

(6) A¥—hFT#4 > TBLEmodule 234 LT, AY— T+ M5 LoRaWAN module /35 A —4
ERELFET,
(LED1: i ({E5E). LED2:JHLT)

AY—k 7+ U DiEEIX. Android DIHE 5.4.1 Android T/34 X TAD LoRaWAN module /35 4 —
REEEL . I0S DF/EE [5.4.2i08 T/34 X TD LoRaWAN module /35 A —4{E ] #SBL T
El,

(7) £7T®D LoRaWAN module /IXT A —R Z#H/RELF-HE. AX—FTFUDLT A RARY FEEFTL
*9,
BLE module IZ1¥ &9 % & LoRaWAN module [ZEEFE L=/IN\SA—2 TS5 542 FPBOT—4X2 7
FYaANRELET . AX— A UDLUZEETETIC. BRE%EET. FIE E2Lite 1)
B LTIzG B, NSA—FITSTIEFPBOT—2 75V alRZRESNBVOTEERELTLE
LY,

- LoRaWAN module BIEIZIHEL /NS A —A NFTRTHEEINTLNS
=[LoRaWAN module @&{E]~

- LoRaWAN module SBEIZTHE L LB INS A —EINEFEESI AT
=[IDLE]~
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[LoRaWAN module 5&E{E]

(8) LoRaWAN module BIE# M LE 9. £ LoRaWAN Gateway ~ Activation L £,
(LED1:3H4T. LED2: S (B X))

(9) LoRaWAN Gateway h 5 Accept Shd &, BIE LF-7T—% % Sensor module m 5 1 R THAH
L T LoRaWAN Gateway ~#ELF T,
(LED1:H%T. LED2: i (1E:&))

= 775 H T LORIOT Network Server D44 k%58 L T. LoRaWAN module » 5 LoRaWAN
Network Server NT—AMNELN TS EEHELET, (56431 oY T—2DHER] 25
irc)

LRXe]

LoRaWAN module B{EZF ML IDLE~NRRAHZEIZ22HY FI .

- LoRaWAN module »* LoRaWAN Network Server N 5% {E L-@ERTa<T Y FE2(E
5.4.3.2 LoRaWAN Gateway BIE# R Ta< > FDEEI £5HE,
=[IDLE]~

-SW_USR ## T
=[IDLE]~
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5.4.1 Android T/34 X T®D LoRaWAN module /35 * — % X E

1.  Android T/81 RIZA4 A —)L LT- GATTBrowser Z&£&H L £,

2. TN RADBREHEEN S, RTKERLI40C ERTFENF-T/NA REEHELET,
(B A1 DXKEN(1))

3. T BHE Service D—ENRTINEFT, —FBTFE TR B—JLEH Renesas Virtual UART
Service O Indication Characteristic Z:#R L F9, (B A2 DXEHI(2))

4. [Indication Off|Z % v L. [Indication On]lcLE 3, (K A3 DXEI(3))

5. Serice D—EIZRYFEY, (K A3DXEHA4))

GATTBrowser : Services DISCONNECT <  Characteristic  DISCONNECT
RTK5RLG140C Y[Iﬂﬂ RTK5RLG140C 4 ~niLG140C
74:90:50:00:53:.7E 46 74:90:50:00;53:7¢ Youl ( )\::-.r.:-: 53:7E Youl
Sta CONNECTED 51 s: CONNECTED A9
NOT BONDED NOT BONDED
(1 ) Properties: Read Notify Indication Characteristic
Ringer Control Point d68c000 11e5-8cb8-0002a5d5¢51b
Properties: Write Without Response Hig gz (L e
Running Speed and Cad
RSC Measurement Indication On h (3)
Properties: Notify ———————
: Descriptors
RSC Feature e e Chiar
Properties: Read ELbUL .‘1“.‘”'“']'
Sensor Location
Properties: Read
SC Control Point
Properties: Write Indicate
Renesas Virtual UART Service
Indication Characteristic
Properties: Indicate (2)
Write Characteristic
Properties: Write
RENESAS RXENESAS RENESAS
A1 A2 A3
RO1AN5282JJ0100 Rev.1.00 Page 22 of 52
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6. Service D—E T. Write Characteristic #:#RL £9 .
7. Hex Z#ZIRLZET., (B A5NDKEI(6))
8. XTI S LoRaWAN module /85 A —2F ANLFET, /N5 A—2IX 641 1AT AV F T4+ —

(K A4 DEEN(5))

Ty bl EFBRBLTLESL, (B A5 DXE(7))
9. Write 22 v JLTEELET. (BA5DXKHI(8))
10. Service D—EIZREFT. (B A5 DXEN(9))

£ ©owsE 12:30

$ U © s75m 12:33

Services DISCONNECT  : <&

Status: CONNECTED
NOT BONDED

s

51

oRLG140C

il (9) 0.

Characteristic  DISCONNECT
0:53:7E Yol
wnws: CONNECTED 51

NOT BONDED

Properties: Read Notify
Ringer Control Point
Properties: Write Without Response
Running Speed and Cadence
RSC Measurement
Properties: Notify
RSC Feature
Properties: Read
Sensor Location
Properties: Read
SC Control Point
Properties: Write Indicate
Renesas Virtual UART Service
Indication Characteristic
Properties: Indicate
Write Characteristic (5)
Properties: Write

RENESAS

X A4

Writ

.r_;.‘:}i (8) a

0106

acteristic
21b-11e5-
Ux08) Write

8ch8-0002a5d5c51b

Hex ~ (6)
(7)

RENESAS

X A5
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11. Indication Characteristic Z:#R L * 9, (K A6 DXEI(10))

12. LoRaWAN module /A5 * — 2 DEBREHERNERRINET, (RA7 DXHI(11))
BEDIA—I Y ML M6412AT AT Y FERI—FI74—< v b] #8BLTLESL,

13. ETOINSA—FDHREMNKET L1-%. DISCONNECT #BIRLEI ., (EA7 DXF(12)
RESTTOHERIEL, HEREIA—T Y DI NA FHUNTA—=E TSI OXTF NRTEIA TS
EEHRLTCESL,

< Services DISCONNECT <  Characteristic ~ DISCONNECT
RTKS5RLG140C RTK5RLG140C (12)
74:90:50:00:53:7E Yﬂﬂﬂ 74:90:50:00:53:7E Yﬂﬂu
Status: NMNECTED 51 Status: CONNECTED 52
NOT BONDED NOT BONDED

Properties: Read Notify Indication Characteristic

Ringer Control Point d68c0002-a21b-11e5-8cbB-0002a5d5¢51b

Pr ties: (0x20) Indicat
Properties: Write Without Response ppeilis- R T oAt

Running Speed and Cadence

RSC Measurement Indication On Hex ~
Properties: Notify ————
2019/12/10, X, 12(33:55
RSC Feature 010101 (1 1 )

Properties: Read =
i i Descriptors

ame; Client Cha

Sensor Location
Properties: Read

Configuration

-8000-00805f9b34fb
SC Control Point
Properties: Write Indicate

Renesas Virtual UART Service
Indication Characteristic 10
Properties: Indicate ( )
Write Characteristic
Properties: Write

RENESAS RENESAS
A6 A7
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5.4.2 i0S T/814 A T® LoRaWAN module /35 »* —R & 5F

on

1. i0S F/INL RIZA VR —)LLT- GATTBrowser #E£&8 L £ 3,

2. TNARDBREFERMN S, RTKERL140C ERRENTF=TNA R EEREFBLET,
(1 B1 DXEN(1))

3. T HE Service D—ENRTEINEFT, —FBTFE TR B—JLEH Renesas Virtual UART
Service O Indication Characteristic Z:#R L F9, (K B2 DXEHI(2))

4. [Enable Indication]Z % v 7 L. [Disable Indication]lZL %3, (K B3 D%HI(3))

5. Serice D—EIZRYFEY, (KB3DXEHA4))

alldocoma 4G 16:08 9 « o 4G 17:42 v 76% . 17:42
I GATT Browser Services Disconnect Characteristic
<No name> Yo @ RTKSRL140C Yol
UUIDTDTEDEA BEAC. BEC1-DIEE FORABEIAG4L o Device UUID : 20347502-44E9-3A03-787F-996B3ADARS30 00 (4 o: 203x7502-2a€5-3403.787F 99683 4DAB93D
Connection Status : Connected ¢ VStatus: Connected
RTK5RL140C Yo -
UUI:DASCAFE1-8F1C-DTBD-F4A3-DBBADTBASEDS 41 FIUpEIUEs | e Indication Characteristic
N Unread Alert Status UUID : DEBCO002-A21B-1ES-BCBE-0D02ASDECS1E
<No name> Yor Praperies  Notiy
UUID:AZ4280BC-BOAL-5244-ABCE-0E6CAS1EFDAD . . . (3)
(1 ) Alert Notification Control Paint
<No name> Yllﬂ Properties : Write )
UUID:D634A3B8-CODD-FDOB-4FDE-EB344D456418 83 Phone Alert Status Service UUID: 180E Descnptors
Alert Status 2
<No name> ) Yi ® Il & oty A
UUID:BE0DEFC-EFB4-0A83-CEBO-63E22657FOFF -8
Ringer Setting EYoperiies
<No name> Yo Properties : Read Notify
VD SOESEAN-SANE-BE-ATCT-BIDEIRIOIDED o Ringer Control Point Indicate
Properties : WriteWithoutResponse
<No name> Yun ‘
UUID:ACTFBISF -ADT0-F775-94CD-E1ADOSAZBEOB £l Running Speed and Cadence UUID: 1814
RSC Measurement
<No name> Y|||| Properties : Notify
ULID:D93C0963-DFOA-1238-6046-569B2687028A 66 HSC Feature
Properties : Read
<No name> Yun °
ULID-EAFCE03C-TB04-A260-1F13-262252DBEBFD L33 Sensor Location
Properties : Read
<No name> Yu SC Control Point
ULID:BB4CTI0E- EFEG-BTDE-3633-CIEADFDTHTFF 70 Properties : Write Indicate
<No name> Yuo Renesas Virtual UART Service UUID; DBBCOP" A218-11E5-BCEE-0002ASDSC518
UUID-E2E8ECCD-IFCA-BAI0-55C3-6FO7271CDEAC 85 Indication Characteristic (2
Properties : Indicate
Renesas-BLE Yoo Write Characteristic

UUID:SEEEBFEA-4FDE-4ADF-9337-A27CEAFID0ER

<No name> Yu(x)
RENESAS RENESAS RENESAS

= B1 = B2 = B3

Properties : Write
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BLE & LoRaWAN®7 J 1) r— 3 >

10.

Service D—E& T, Write Characteristic Z:#RL %9, (K B4 OXEI(5))

Hex Z®#RLFJ ., (X B5DKE(6))

RET S LoRaWAN module /NS A—RZ AN LET, /NS A—RIL [6411ATAR Y F T+ —

Ty bl EFBRBLTLESL, (B B5 OXE(7))
Write #42 v JLTEIELET., (& B5DXEN(8))
Service D—EIZRYFY ., (B B5DXKH(9))

ull docomo 4G 17:42 + 76% -

¢ Back Services Disconnect

wll docomo 4G 17:43 + 765 -

£ Services Characteristic Disconnect

RTKSRL140C YI_JQQU

Device UUID : 203A7502-44E9-3A03-787F-996B3ADAB2ID

Connection Status :  Connected

FTUpET s © ReEg
Unread Alert Status
Properties : Motify
Alert Notification Control Point
Properties : Write
Phene Alert Status Service UUID: 180E
Alert Status
Properties : Read Notify
Ringer Setting
Properties : Read Notify
Ringer Control Paint
Properties : WriteWithoutResponse
Running Speed and Cadence UUID: 1814
RSC Measurement
Properties : Notify
RSC Feature
Properties : Read
Sensor Location
Properties : Read
SC Control Point
Properties : Write Indicate
Renosas Virtual UART Service UUID: DEBCO001-A218-11E5-BCBS-0002ZA5DECE IR
Indication Characteristic
Properties : Indicate

Write Characteristic (5)

Properties : Write

RENESAS
B4

2140C Yaul
(9) UID : 203A7502-44E9-3A03-787F-99683ADABSID

on Status:  Connected

[
Write Characteristic

UuUID : DBBCH 03-AZ1B-11E5-BCBE-0002A5D5C518
—

m (8) o | Text :| (6)
0106 (7)

Descriptors

Mo descriptor

Properties

Write

RENESAS
X B5

RO1AN5282JJ0100 Rev.1.00
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BLE & LoRaWAN®7 J 1) r— 3 >

11.
12.

13.

Indication Characteristic Z:#RLE£J, (& B6 DXEI(10))

LoRaWAN module /85 A —2 DHREFENRTINET ., (X B7 DXEI(11))
BRODIA—T Y ML T6412AT ATV FERI—F 74—y k] Z8RLTLESLY,

ETOINSA—FDHEMNTT L1=%. Disconnect Z:ZIRLET ., (K A6 DKEN(12))
RESTTOHERIE, HERIA—T Y FDINA FHUNTA—ETSH)ZOXTF NRTFTIATWSZ

EEHREL TS,

ull docomo 4G 17:42

¢ Back Services Disconnect

wll docomo 4G 17:43

£ Services Characteristic Disconnect

RTK5RL140C Yunl
Device UUID : 203A7502-44E9-3A03-787F-996B3ADABS3D

Connection Status :  Connected

FTUpET s © ReEg
Unread Alert Status
Properties : Motify
Alert Notification Control Point
Properties : Write
Phene Alert Status Service UUID: 180E
Alert Status
Properties : Read Notify
Ringer Setting
Properties : Read Notify
Ringer Control Paint
Properties : WriteWithoutResponse
Running Speed and Cadence UUID: 1814
RSC Measurement
Properties : Notify
RSC Feature
Properties : Read
Sensor Location
Properties : Read
SC Control Point
Properties : Write Indicate
Renosas Virtual UART Service UUID: DEBCO001-# B-11E5-BCBS-000ZASDECE IR
Indication Characteristic (1 0)

Properties : Indicate

Write Characteristic
Properties : Write

RENESAS
B6

RTKSRL140C Y'![L"
Device UUID : 203A7502-44E9-3A03-787F-99683ADAB93 ( 1 2)

Connection Status :  Connected

—
Indication Characteristic
UuID : DEBCON02-A21B-11E5-BCBA-0002A5DECE1B

Disable Indication

0x010101 (1 1 )

Dec 10, 201 17:43:4
Descriptors

2

Client Characteristic Configuration
Properties

Indicate

RENESAS
X B7

RO1AN5282JJ0100 Rev.1.00
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5.4.3 LoRaWAN Network Server
5431 v 9 T—2DHER

LORIOT #tHEE 9 5 LoRaWAN Network Server ©. LoRaWAN module i SE{EShkt oY T—4%
BELET,

0x749050FFFE000C2C ? Device EUI ###D LoRaWAN module i 5, >4 F—4 (Payload)ZZ{E L
TWAI LN HRTEET,

SampleApp Websocket
Device EUI Local time Freq [MHz] Date rate RSSI(dBm) SNR(dB) FCntUp Port Payload
T 749050FFFEQO0C2C | 2019-12-09 15:40:59 181 924.000 SF10 BW125 4/5  -33 14 11 10 f 44 7d d3 d7 42 2c e6 46\
Y 749050FFFEQO0C2C | 2019-12-09 15:39:59 320 924.000 SF10 BW1254/5  -31 1.2 10 10 41c23d71
Y 749050FFFEQO0C2C | 2019-12-09 15:38:59 545  923.400 SF10 BW125 4/5  -46 125 9 10 44 7d de 00 42 2d al c@
T 749050FFFEQOOC2C | 2019-12-09 15:37:59 681  924.200 SF10 BW125 45 -47 1 8 10 41¢c23d71
Y 749050FFFEQOOC2C | 2019-12-09 15:36:59 890  923.600 SF10 BW1254/5  -31 12 7 10 44 7d cf 5c 42 2d 63 490

\ T 749050FFFE0Q00C2C J 2019-12-09 15:36:00 22 924.000 SF10 BW125 4/5  -38 11.8 6 10 41 c2 a3 d?

5-3 LoRaWAN Network Server TO+ >4 F5T—4% §E:R

5.4.3.2 LoRaWAN Gateway @E#&Ta<7 > FDZEE

(1) EoHYTFT—2Z2HRETS5-0OR—T LD Send Data To Device]l "% > %# L T Send Data To
Device] #4705 %%k R~LET,

Decode Data From Device Send Data To Device

Send Data To Multicast Devicy Disconnect

5-4 Send Data To Device R4 >

(2) LoRaWAN module ITERE LT=/ATA—2 LBEERTaATU FEZAALT Send to device] K2 &

BLET,
Send Data To Device

W Port (decimal number, 1 to 223)
T49050FFFEQ0Q0C2C [] Request confirmation

Payload (hex string)
11223344

Keep Sending Data [_|
5-5 Send Data To Device 54 704
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() BERTATY FAEEF1—ITREFSIFTS,

SampleApp Websocket
% Connected Last 123 Decode Data From Device Send Data To Device
entries Send Data To Multicast Devicg
Device EUI Local time Freq Date rate RSSI SNR FCntUp Port Payload
[MHz] (dBm) (dB)
T 11223344 (enqueued for
749050FFFEOOOC2C sending)
=L
T 2019-12-09 17:22:02 SF10 BW125
923.800 -33 112 8 10 41 c1 33 33
749050FFFEQOQOC2C 102 475 <
T 2019-12-09 17:21:02 SF10 BW125
923.200 -33 11 T 10 44 7d d1 42 31 Gc c@
749050FFFEQ00C2C 322 415 &e €c
5-6 EEF1—~DREF
~ —_ = = > ~ = > > =
(4) LoRaWAN module oDt oY T—4R2EZ M) HELTRERTIT U FZEELET,
SampleApp Websocket
& Connected Last 126 Decode Data From Device Send Data To Device
entries Send Data To Multicast Devics
Device EUI Local time Freq Date rate RSSI SNR FCntUp Port Payload
[MHz] (dBm) (dB)
T 2019-12-09
d data t
749050FFFE000C2C  17:23:02.197 (enqueued data sent)
T 2019-12-0917:23:01 SF10 BW125
923.400 -33 13 9 10 44 7d d5 11 42 38 ce 48
749050FFFE000C2C 988 415 ce
T 11223344 (enqueued for
T49050FFFEOOOC2C sending)
T 2019-12-09 17:22:02 SF10 BW125
749050FFFEOQOC2C 102 D2 500 4j5 <E iz € o 41c13333
T 2019-12-09 17:21°:02 SF10 BW125
749050FFFE000C2C 322 923 200 4/5 -33 1 7 10 44 7d d1 ec 42 31 8c c@
v ~ = > S =
57 BERTITY FDHEIE

RO1AN5282JJ0100 Rev.1.00
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6. EhEiLHR

E 3-2 BLE module BIgV 7 bo 7] & TE 3-3 LoRaWAN module BIEYV 7 bV = 7R
TRENB Host MCU D7 T r—a VBIZDONVTEHRBALET,

6.1 AAUIIL—T

AKF7TV5r—23 DAAIIL—TF. TR 61 AALUIL—TDEE] TirEN &SI BLE module
BIEER & LoRaWAN module @BEED 2 DD UEH THERINTLET,

Host MCU

v
R_BLE_APP_Run

BLE module & {

i

rBLE_Run

A 4

R_LORA APP_Run } LoRaWAN module & 15

6-1 A4 VIL—TDOENE

BLE module :@{E&BI%. R_BLE_APP_Run %t & rBLE_Run B8 TEf7&N 9, R BLE_APP_Run B
}iE. RY— bk T+ 2 EHR LT LoRaWAN module DEEFE/NT A —2 EZEL. AT RIZEHBLT
LoRaWAN module NS5 A —R #/ET D7 TV r—2 a3 ETT, BLE_ Run B#E. 77U —32 3
VERTHEUH &5 rBLE APl % BLE module ~i£{E9 5L 4>, BLE module 5 5 rBLE Event #2{EL 7
T)r—2a B0a—LNy YBEB~NEMNT H0NEBETVET,

LoRaWAN module i&{E&8I&. R_LORA _APP_Run B TE{TENFEF, Sensor module i 5BIE L=t
VY TF—A %A LTAT 37> FT LoRaWAN module ~NE{EF SIS, LoRaWAN Gateway h 5 32
ELEBERTITY FOMREBEITVET,
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6.2 BLE module @{E7 80—

ARX—RIAUMNBZIELT=/VS5 A —4 % LoRaWAN module ~EEEJ$ 5 70—IZDUL\T MK 6-2 BLE
module E{EENET7 0 —) THBALZET,

6.2.1

AT— b I74 2 EDEGEE

BLE module s@{E&fI&. A4 > J)L—T D R_BLE_APP_Run Bi#{& rBLE_Run B TETSNET,

R BLE_APP_Run B8#(&. R<¥— k 7+ > &4 L T LoRaWAN module DERTE/R5 A —2 £ RIEL.
LoRaWAN module ~AT XYY RTINS A =L ERETSHT7 TV r—3 VETY, BLE_Run %%, 7
T —2 3 VETHEUE S b rBLE API % rBLE module ~N%{E9 2 LI2 4>, BLE module m 5 rBLE
Event {EEL7 U —S 3 VB OaI— LNy Y BEB~NETULEEZTOET,

(1)
()

(6)
(7)

Host MCU

R_BLE_APP_Run

LoRaWAN (6) (5) (8)
module

Host Application

{0 t v
rBLE Event rBLE API

A

(4) (9)

rBLE_Run
(3) rBLE_Host (10)
A
v (11) BLE (12)
el module

()
(1)

6-2 BLE module #{EE{f7 00—

AY—F 7+ 2IF LoORaWAN SRE/NS A —3 #EXIELFT

BLE module [ER Y — k T+ UH 5 LORaWAN BRE/NTA—2 &#ZET DL BLEARY T+ —
< v k% RSCIP TiA{E L. Host MCU ® RSCIP i, 5 rBLE_Host NEEShET,

rBLE_Host IEBLE A XY k74— Y kML BLEA RN AT LET,
rBLE_Host [& Host Application @3 —JL/\y VB ZFUHLTBLEARY FZBHLET,

Host Application (& rBLE 4 N> kA5 16 #2310 LoRaWAN module FRE/NS A —2 EWYH L., AT
ATV FXFIAEHB|LET,

Host Application [ LoRaWAN module ICAT O Y RZZEEL TS A—42ZHR/ELET,
Host Application (& AT < > FDETHEREXF 5% LoRaWAN module M5 Z{ELET,
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(8) Host Application [ AT AT > FOETHERXFINZE. 16 ER T+ —T Yy hATHBLET,
(9) Host Application & rBLE API ZFF U L E T,

(10) rBLE_Host [X rBLE APl & APl THESN=/A5A—2Z BLEaT FI4—<y MIEHLF
EE

(11) RSCIP (& rBLE 2% > K7+ —< v k% BLE module ~%{ELE T,
(12) BLE module M RAY—k 7+ UANAT O 2 FRITHEENEESILET,

6.22 AIX—b+rT7F+2 DY

ARX— b7+ UMY AEETLI=Z & % BLE module A& 9 % & . LoRaWAN module IZERE L1=/85
A—RERTISTEFPBOT—2I75 9 a~GELET, AX— b7+ DL UEEETETIC,
FPBER%%E LT . Fl-IXE2Lite ZUIM L=1HZAIEX. INTA—2 TSN FPBOT—2 75 v allRkE
SINFFA AR—r I+ D EEEBRLBENSA—FZHR/RELTLESL,

R01AN5282JJ0100 Rev.1.00 Page 32 of 52



Bluetooth® Low Energy 7R kLR B v H BLE & LORaWAN®7 1y r—> 3 >

6.3 LoRaWAN module s@{E 70—

Sensor module M 5 5E#A 1= L=t >4 T —4 % LoRaWAN module 5 > LoRaWAN Gateway ~i%1E9 5 7
O0—% X 6-3 LoRaWAN module BIEEET7O0—) THEALET,

Host MCU
(1) R_LORA_APP_Run 3) (4)
Sensor LoRaWAN
module <:> Host Application module

7'y 5
(8) ) @)

A 4

AT command parser

(2) (8)

6-3 LoRaWAN module @E&/E7 0 —

[t oY T—453EE - Uplink &13]

(1)
(2)

Host Application [& Sensor module I\ 5+ 47 —4 #5tAH L. AT command parser ~NELFET,

AT command parser [& Host Application WA LIz oY T—2 %S AT OV REERL.
Host Application ~NEL 3,

Host Application [ AT 2<% > K% LoRaWAN module ~%{E L F T,

LoRaWAN module & LoRaWAN Gateway Nt o4 F—42 #E£ELET,

Host Application [+ > H F—2 X {EHER #3215 L. AT command parser ~NELFET,
AT command parser [&+ 47— 2 £ {54 R % #2417 L Host Application ~EBH L EF .

[LoRaWAN Gateway @EIEE T <7 > FZ{E - Downlink &E{E]

(7)

LoRaWAN Network Server h 5 LoRaWAN Gateway BIE& Ta< > FE%EET S &, LoRaWAN
Gateway %18 L T LoRaWAN module 5545 L. Host Application ~NESNFET,

(8) Host Application I& AT command parser Z{EF L TH##7 L. LoRaWAN Gateway & D@EEZ# T L
9.
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6.4 LoRaWAN module a< > F

LoRaWAN module ~MD/85 A —ARFEXIZFERT S AT a2 FORIET +—< v MMk, LoRaWAN
Gateway EDBEEFHRT TS5y FEHZEHRBALET,

A7 T)H5— 3 TlE LoRaWAN module [S/NS A —B AR TETHEHICATaAT U RKE7D2FEHLE
9, Ff-. LoRaWAN Gateway L DBEEZHKR T T 5=-HICHBDITU FE 1 DEHALET,

AT <> FOFMZERBAIZ DL TIE TLoRaWAN Stack Sample Application Command Reference |
(R11ANO23N)ZSBR L T2 &L,

GE] 1. K775 —2 3>/ — kTl LoRaWAN EEffi/R— K (LoRaWAN stack sample application
board)Z{EMA L TL 576 Device EUI FED/RTA—FFH/ELTVET, BF. RENDLEGN
S 4 —#A % Application Key & Application EUI D 2 D TY, ZDMIE,. EEBEEAD/NTA—42 &
LTEZAFNATWSIENZINTT,

% 6-1 LoRaWAN module &S ATa< > K

ATavw > K FiEA
AT+REGION Region # &
AT+DEVEUI Device EUIl #E&3E
AT+CLASS Device class %%
AT+APPEUI Application identifier & &% &
AT+APPKEY Application key % 5% &
AT+ACTMODE Activation mode %%
AT+FPORT Port number % 5%

6.41 INTA—HHREATATUKR

AX— b IAUMNBEETHIATAT UKD I+ —I Y b, AV—F T UANZEETHAT AT FEFT
BEDIA—T v b, BELE/INSA—2 % FPBRL78/GI14)DT—2 75V alcBET5EHD/S5
AR ITSHTDI+—<y FEHBALET,

6411 ATaATRI74A—T vk

LoRaWAN module NEEET H/37 A —2(E, AY— b T+ D BEEFELFET . LoRaWAN module ~iE{E
FTAHATAT Y FENTA—F X ASCH XFF|ITETH/INSGA—F (2L >TIEXFIINKRL TS, ASCII
XFEINTIEHELSBATAT U RIZEY L TEBE NS A—42ZEAE 16 EHOMIEF 2FALET,

BLE module TZI{EL 1= 16 #£E D /5 A —42 (L, FPB M Host Application T ASCII XFFH D AT a3 > FIZ
Z#: L T LoRaWAN module ~EELET,

AI—FI7AUDLEETH 16 EHAT AT FI+—< v &, BLEmodule TRIEL-RIZEBRT S
XFI DR EREUATICSRLET .
16 HEMAT ATV R ITA—T Y M <AT AT Y FEE></NTA—4>

ATaT 2 RFES 1,81 b+
NS A—% CAER
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% 6-2 AT a7y FEEXIEE

AT vV FES ATav 2k
01 AT+REGION
02 AT+DEVEUI
03 AT+CLASS
04 AT+APPEUI
05 AT+APPKEY
06 AT+ACTMODE
07 AT+FPORT

F® 6-3 AT a7 FHIES & XFII DGR

BLE & LoRaWAN®7 J 1) r— 3 >

AT a7y FEESI™ AT 23 Y FXF3I
0106 AT+REGION=06
02749050FFFEO00C2C AT+DEVEUI=749050FFFE000C2C
0300 AT+CLASS=00
040123456701234567 AT+APPEUI=0123456701234567
055555555555555555AAAAAAAAAAAAAAAA | AT+APPKEY=5555555555555555AAAAAAAAAAAAAAAA
0601 AT+ACTMODE=01
0710 AT+FPORT=10
GE] 1. RBED 1\ bAAT AT Y FES. BN/ TA—2TT, /354 —4 (& LoRaWAN Gateway

EDBREREICEIYERRBYET,

6.41.2 ATaAv Y FERIA—FI+—7 v b

LoRaWAN module IZ AT I > F#EET 5 &, ETHEREM ASCI XFIHITRY FJ, FPB M Host
Application [&. E1T#R % ASCII XF5IM 5 16 EHDOHIEFIIZEH# L T, BLE module M5 X<T— kT +
UNEELET,

AX—F I+ D BREETHAT AT Y FETHED 74— v FZUTIZRLED,

16 EMAT AT FERTI+—< v b
<AT ATV FEFEBE><AT ATy FETHERIB<NS A2 T F %%
AT a7 FEE EUACES
AT FETHR (1/84 +
INGA—RTSH AT G S
E] 1. TR 62 ATaT Y RESHIEER] 2SHBLTLESLY,

2. TR 6-4 ATV FETHR] 23HBLTLESL,
3. TR 6-5 ATATURNRSA—4D7545] 28BLTLESEL,

3+ 6-4 ATavTY FETHE

AT a7 > RETHE(ASCI) AT a7 REITHER(16 EH)
OK 01

ERROR 00

RO1AN5282JJ0100 Rev.1.00
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6413 ATaAT U RNNSA—4ET545

LoRaWAN module [ZERE L7z AT 37> FOETHRIFZ. EVY R ITA—ILRDONSTA—=2T755LLT
FPB(RL78/G14)DT—R 759 a~GRELET, NSA—2T73J(&F. TOJ 3 LETHIZEAL I,
LoRaWAN module BIENEITRIBIZFIAENFET, BLE module BIETRAY— F I UMDHERESNT AT
AT Y KRS A—% (L BLE module NRAY— kT4 2 EDYIMZRHELE-RIZCFPBOT—424 75y an
RELET, AX— L7+ DL ERTETIC. FPBODEREE LT . F1-X E2Lite #LNHr L 1=35
B.NSGA—BITSHTEFPBOT—E2 75y alRESNBVOTHEERELTLESL,

£ 65 ATaAT Y RKNRSA—H2T54H

bit Ev b4
region

deveui

class

appeui

appkey
actmode

fport

N O o M W N =2 O

6.4.2 LoRaWAN Gateway E{E#&Ta< > K

LoRaWAN Gateway LDt U HT—2BEEXHRT SHE 527> FT. LoRaWAN Network Server H 5%
{§ LE 9, LoRaWAN module B’ < > F#5{E9 % &. Host Application [t o9 T—2DEEEHXRTL
IDLE JREEICIE Y F T,

BIERTaT T F: 11223344
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6.5 BLE Modem ##5 UART 2 #Risk # i A =X

BLE module £ M) 7ILBEIETHEHON S UART 2 B IkiEHR AR DBEAEXICOVTRLET, A7 7
J4r—<, 3>/ — FTERAT S FPB & BLE module & UART 2 ##0 IkiE A X TOERHIZDULNTIL.
% 3-1 PMOD1 a4 B EVTHAY] #BRBLTLESILY,

6.5.1 EEEME

FPB(Host MCU)A* 5 BLE module(BLE MCU)NDEEZITIICIE. WO RO T4V ZT5LENHY F
T, N FY A5 Host MCU H 53%159 % REQ /31 ~(0xCO)& . BLE MCU A 5i:fE & b ACK /3o
b (0x88)F 1zIL RSCIP /N5y MMZ K> TITONEFET, £l NV TA UV FTORICEZATICELLE
RETWV. FALTYMRERICENDFD A4V ZBETLET, HostMCU @ UART K34 /8\([E, CD
N RO TA D ZTI=6H, FERREICE S TS DOREZRHLET,

& 6-6 UART K54/ \E(EIKEE

1KEE B
T_IDLE UART RS54 /\@H#{E. RSCIP /A4y FEIERT
T_REQUESTING REQ /\A h#EfEh
T_RCV_BF_REQUESTED ACK /31 +D 1 Y12 BLE MCU m 5 RSCIP /34y & 2(E
T_REQUESTED REQ /34 F£{ESZ T(BLE MCU M5 M ACK /31 R L)
T_ACTIVE RSCIP /34 v hik{E

Host MCU A& BLE MCU ~AMiEEITsd REQ /N1 A SBEAAEINE T, REQ /N1 FEEE L.
Host MCU [ZZ{EREIZE Y RDEMED LTI LET,

(a) Host MCU A% BLE MCU /5@ RSCIP /847w k22 L TLVEL(E 6-4)
(b) Host MCU A% BLE MCU % 5@ RSCIP /84 k #2{=th(K 6-5)
(c) ACK/NA FZ2IESR A LT ™ M(H 6-6)

(1) Host MCU #% BLE MCU /5 RSCIP /84w k #2{E L TLMELY

ZDIREEIX, BLEMCU M5 RSCIP /A7y FAREIESNTEH 5T, Host MCU i 5 REQ /81 R #EEXEL
f=#%. Host MCU B ACK /A FDZIEFXHF > TWNBHIKRETT, BLEMCU [F REQ /N1 F#Z{EL ACK /N
A4 FEZELET, ACK/NA FEZIELT= Host MCU [, BLE MCU IZRSCIP /84y F&%EELET,

B AN 287 ol [RSCIP /37 v k(348)] >

TxD REQ(0xCO) 1byte B (0xCO) D EX > #& byte(0xC0)

RxD [ Ackoxss) \ 0
| |

UART F5 4\ 1 piE [T REQUESTING | T REQUESTED T _ACTIVE T IDLE
EERE EATS
REQ REQ ACK RSCIP /84 k RSCIP /87w b
E{SEE EEET REXT E{SEE BESET

6-4 Host MCU A'BLE MCU M5 ® rBLE /34wy & Z{EL TLWEWMEEDEE
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(2) Host MCU #% BLE MCU 7 5 RSCIP /84 k% 2{=th

ZDIREEIL BLE MCU A RSCIP /8%y FEEELTH Y. Host MCU [E RSCIP /847w FEZIEL TS
KEETI, BLEMCU X REQ #Z{EL T3 ACK /N1 FERE T, EELTULVS RSCIP /845 % ACK /N
14 FDEHY & LETF, Host MCU [F BLE MCU A 5D RSCIP /34y k% ACK /31 kDY & L. BLE
MCU [ZRSCIP /347w FEZEIELE T,

YRy zA4] [RSCIP /84 v k(£15)]
[RSCIP /34 F(Z1E)] >
TxD REQOxCO) ]| | 1byte B(0xCO) D K:X%% byte(0XCO)
RxD 1byte B (0xCO) B T?byte_x:s EX%%& byte(0xCO0)
o ;13%41/:\ T_IDLE REOULSIED _ T_ACTIVE T IDLE

T_REQUESTING

REQ RSIP /{7 b REQ RSCIP /34w k RSCIP /847 b
EIERAE ZEXT EEET E{SEE EERT

oo~

6-5 HostMCU A BLEMCU MoDT—42EZIELTLWSEEDEE

(3) ACK/AA FZ{ERALT Y+

REQ /N FZEEL=E Host MCU [, B4 LTI AT EEESEET., —EBEMBACK/NS L&
EETELI-BEES. REQ/NA FEBEELET,

AV )| N FY a9 (@iE) [RSCIP /34 v k(E1E)]
L
TxD REQ(0XCO) _\ \_‘ REQ(OXCO) 1byte B (0xCO) D [X F# byte(0xCO)
RxD \ \ X ACK(0x88)
1T T
UART K5\
sizse | [[_REQUESTING T_REQUESTING | T_REQUESTED T_ACTIVE _IDLE
TIDLE | | T_REQUESTED |
REQ s4L7ob | |FALT7TE ACK RSCIP /8y | RSCIP /447 f
*IERAA BLIRE—F REQ ZERT B (ERAA EERET
BiERR

6-6 ACK/N\A FDZENZ A LTI LIZHEDEE

6.5.2 ZIEHME
ZIERFIZ UART RS A N\DREBEBIEHY FHA. BLEMCUMNSDT—4R E2ET B1-HI.
rBLE_Host MEIEESNT=/\1 i TBLEMCU ™5®M RSCIP /X4y FE2EBZITET,
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7. BLE®{E>—4 7R

Host MCU & BLE MCU TH#R &t 5 Local Device &. A7 — k74 > Remote Device & D&E(E
D= URERLET
71 AA2—HUR

AMUV— VAT, METOY S ELTStepl~10FETEEEL. WEITOV I DIER LBEET S
TFINARFERZVI bz T7OHEREZRLES, WETOwY Stepl1~10 DFMITREFLIFICES L E
ERS

— Local Device as a Slave — Remote Device as a Master 5
FPB BLE module Smart Phone
Host MCU BLE MCU .
—_ ( ) £—) (PeerDevice)
rBLE rBLE
S (Host) (Core)

Stepl. rBLE Initialize

Step2. GAP Initialize

I I >
>

| |
Step3. Broadcast
I I |
Step4. Connection
I I
Step5. ProfileEnable
I I

Step6. Remote Device Check

VARV

AVAVAYAYAYA

T T T
r- If this is the first time connection with the peer device, or if pairing is not executed yet in the previous connection  ---
1 1 1 1

Step7. Pairing > E
TR I ] I S R

r - If pairing with the peer device is completed in the previous connection ---------==--=--=--=--=----f------------+,
1 1 1

1
Step8. Start Encryption > i

______________________________________________________________________________________________________

/\

/\

Step9. Profile Commnunication

Step10. Disconnection >

(Go Back to Step3. Broadcast) >

/NN N

R01AN5282JJ0100 Rev.1.00 Page 39 of 52



Bluetooth® Low Energy 7R kLR B v H BLE & LORaWAN®7 1y r—> 3 >

7.2 Step1.rBLE Initialize ¥—% > X

APP & RBLE_Init B§%t% 2—JL L. rBLE (rBLE_Host/rBLE_Core) ##)#i1t L E 9, rBLE DFNEAELH5E
TLBLEMCU £D2Y) 7ILBEMNHEILEINSD L. BLE 5 RBLE_MODE_ACTIVE 4 XY FAVEEHISh
F9.

— Local Device as a Slave — Remote Device as a Master
FPB BLE module Smart Phone
(Host MCU) (BLE MCU) (PeerDevice)
rBLE rBLE
APP (Host) (Core)
RBLE_Init
- Pl = >

<
<

RBLE_MODE_ACTIVE

7-2 rBLE Initialize —4 > X

7.3 Step2. GAP Initialize >—%7 > X

APP |X RBLE_GAP Reset@##a2—/)LL. GAP #¥H#{tLET, MHIENTTIT S &, BLEA DS
RBLE_GAP_EVENT RESET RESULT A Ry rABEIENET,

APP (& RBLE_GAP_Set_Bonding_Mode Bi#{%a3—JL L. Bonding ¥al #R/ELEFT ., XRENTTIT S
& . rBLE /5 RBLE_GAP_EVENT_SET _BONDING MODE_COMP 4 Ry rABHIENET,

APP (& RBLE_GAP_Set_Security Request B%tZa—J/LL, £Xa T4 LANILZHRELET ., REMN
5879 5%&. rBLE ™5 RBLE_GAP_EVENT_SET_SECURITY_REQUESET COMP A4 Ry FAEHI SN E
ER

Local Device as a Slave Remote Device as a Master
FPB BLE module Smart Phone
Host MCU BLE MCU .
S o2 ) ( ) (PeerDevice)
rBLE rBLE
EP (Host) (Core)

RBLE_GAP_Reset

RBLE_GAP_EVENT RESET RESULT|

RBLE_GAP_Set_Bonding_Mode

- IR >
RBLE_GAP_EVENT SET BONDING_MODE_comP| |

RBLE_GAP_Set_Security_Request

L el

RBLE_GAP_EVENT SET SECURITY_REQUEST COMP

7-3 GAP Initialize —45 > X
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7.4 Step3. Broadcast —4 2 X

Local Device % Slave & L T#&#i 9 516D Broadcast ZBR L £,

APP (& RBLE_GAP_Broacast_Enable B§%t% 2 —JL L. Broadcast ZBitA L E 3, BIBNTT T D &
rBLE /5 RBLE_GAP_EVENT_BROADCAST ENABLE_COMP 4 XY hh@EI S ET,

Local Device as a Slave

Remote Device as a Master
FPB BLE module Smart Phone
Host MCU BLE MCU :
(Hos ) ( ) (PeerDevice)
rBLE rBLE
APP (Host) (Core)
RBLE_GAP_Broadcast_Enable R R

RBLE_GAP_EVENT_BROADCAST_ENABLE_COMP Broadcast

7-4 Broadcast —4 X

7.5 Step4. Connection —/ 2> X

VYVY

Local Device A 5 0 Broadcast %515 L 7= Remote Device IE. EHZERLET,

Remote Device H 5 Connection Request A%:%{E &+, Local Device & Remote Device DIEfEAHEIL S
% &, rBLE 5 RBLE_GAP_EVENT _CONNECTION COMP 4 Ry kBRI ENFET,

— Local Device as a Slave — Remote Device as a Master
FPB BLE module Smart Phone
Host MCU BLE MCU .
— ( ) i—) (PeerDevice)
rBLE rBLE
A (Host) (Core)

Connection Request

RBLE_GAP_EVENT _CONNECTION_COMP )

7-5 Connection &—4 > X
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7.6 Step5. Profile Enable &—% > X
T—AREIEIZFIET S GPCP (General Purpose Communication Profile) @ Server %11t LE 3,
APP [& RBLE_VUART Server Enable Bi#tZ#a—JL L. GPCP ZE%t L F£ 3. E%MtILX. Remote

Device H & Indication Z 5589~ % Write Client Characteristic Configuration A% {E S5 EETLET,
® 7-10 Profile Communication —4 >R | #SBLTL &L,

— Local Device as a Slave — Remote Device as a Master
FPB BLE module Smart Phone
Host MCU BLE MCU :
— ( ) ﬁ—) (PeerDevice)
rBLE rBLE
AP (Host) (Core)

RBLE_VUART Server_Enable

v
1
1
1
1
1
1
1
1
1
1

v

7-6 Profile Enable ¥—4 > X
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7.7 Step6. Remote Device Check —*% > X
HESE T #1X. Remote Device EDtE X2 T BEHREZHERLET,

Remote Device 7 F L A MY Public 7 KL X, F7=I& Resolvable Private Address A4+ ® Random 7 F L
AMDiZE. Remote Device ICAHT 5 EFa U T4 BEHRODERE LT, rBLEN S
RBLE_SM_CHK_BD_ADDR_REQ 4/ AY hASi@4I & hES, APP (£ RBLE_SM_Chk Bd_Addr Req Resp
B Eza—ILL. RELTWS X2 U T4 BHROBHFLEEF2) T4 ERERBFLTVWEWI L ZE
MLET,

Remote Device 7 K L X A% Resolvable Private Address DiFE7 K L ARRD1=6HD IRK (Identity
Resolving Key) MER & LT, rBLE A RBLE_SM_IRK_REQ_IND 4 R FASBEISNET, APP [E
RBLE_SM_Irk_Req_Resp B#i# 21—/l L. IRK @M FE/-[F IRK ZREL VAN L &BHLES, 7
FLADERRL-15E. rBLE i 5 RBLE_GAP_EVENT_RPA_RESOLVED 4/ Ry rHABHESNFET,

— Local Device as a Slave — Remote Device as a Master 5
FPB BLE module Smart Phone
Host MCU BLE MCU .
— ( ) i—) (PeerDevice)
rBLE rBLE
AP (Host) (Core)

r- If Remote Device Address is Public Address, or Random Address except Resolvable Private Address -----------
RBLE_SM_CHK_BD_ADDR _REQ

< = ]

RBLE_SM_Irk_Req_Resp

RBLE_SM_Chk_Bd Addr Req Resp | >
i~ If Remote Device Address is Resolvable Private Address ~~ |~~~ T T TTTTTTTT AT T '
RBLE_SM_IRK_REQ_IND ) i
' IS > i

r If Resolving Resolvable Private Address succeed --------=--f--=-===--=-==-==-=-=--------------ofoomomooooooo

RBLE_GAP_EVENT RPA_RESOLVED

7-7 Remote Device Check &—4 > X
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7.8 Step7. Pairing —/% > X

Remote Device & M #)[E 4% & 1= (X LABTD #4512 T Pairing 217> TULV4 L5 A . Remote Device h 5D
Pairing 3K I[Z &k Y Pairing —4% > X ZFiR L £ 9, Pairing —4 > X [& PHASE1, PHASE2. KES1Lkd
38, PHASE3 THRINET,

PHASE1 Tl%. Local Device £ & U Remote Device DRF7 Y o5 T4 —Fv—a2XMLET,

Remote Device A 5 Pairing Request AS&E s b &, rBLE i b
RBLE_GAP_EVENT _BONDING_REQ_IND 4 XY FASEEMIEHET ., APP (X
RBLE_GAP_Bonding_Response B%{% 1 —JL L. Remote Device IZ Pairing Response ##%{E L £ 9

PHASE2 Tl%. STK (Short Term Key) Z4£mB L%,

TK (Temporary Key) ME3R & LT, rBLE ™5 RBLE_ SM_TK REQ_ IND A RNy FHAEREINET,
APP [£ RBLE_SM_Tk_Req_Resp % #2—JL L T TK (Temporary Key) % rBLE IZ@%1L £, BLE
MCUIZ& % STKDERMNTET T HE. STKZFAL-BESLEMBLES,

PHASE3 Tl&. Local Device 8 & U Remote Device DIEE{tL*—%FHLET .

LTK (Long Term Key) ME3R & LT, rBLE A S RBLE_ SM_LTK REQ_IND /1 XY hWNEHESNFET,
APP [£ RBLE_SM Ltk Req_Resp B#i%#J—/LL T LTK Z@%1 L. Remote Device |Z Encryption
Information (LTK) #XELZET,

Remote Device H 5 Encryption Information (LTK) AME{E b & . rBLE A5 RBLE_SM_KEY_IND 4
R MPBHMENET,

Remote Device i\ 5 Identity Information (IRK) MEfEEth 4 &, rBLE A5 RBLE_SM_KEY_IND 4 XY
FOBEIESNET,

Pairing M52 79 % &. rBLE /5 RBLE_GAP_EVENT BONDING_COMP 4 AN r AN BHIESHET,
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— Remote Device as a Master 5

Phone
(PeerDevice)

RBLE_GAP_EVENT BONDING_REQ_IND

— Local Device as a Slave
FPB BLE module Smart
(Host MCU) (BLE MCU)
) CE—
rBLE rBLE
S (Host) (Core)
PHASE 1:]PAIRING FEATURE EXCHANGE

RBLE_GAP_Bonding_Response

>

<
<

Pairing Request

<

Pairing Response

»

>

>

JSHORT TERM KEY(STK) GENERAT

ON

RBLE_SM_Tk_Req_Resp

»

RBLE_SM_TK_REQ_IND|

>

<

Pairng Confirm(Mconfirm)

Pairing Confirm(Sconfirm)

A 4

Pairing Random(Mrand)

Pairing Random(Srand)

>

Establishn

hent of encrypted connection with STK|

Encryption Request

Encryption Response

A 4

Start Encryption Request

Start Encryption Response

A 4

Start Encyrption Response

RBLE_SM_LTK_REQ_IND
RBLE_SM_Ltk_Req_Resp

A

3:

TRANSPORT SPECIFIC KEY DISTRI

BUTION

Encryption Information(LTK)

RBLE_SM_KEY_IND(LTK)

A

»

Master Identification(EDIV,Rand)

Identity Information(IRK)

A 4

Identity Address Information

A 4

Encryption Information(LTK)

Master Identification(EDIV,Rand)

Identity Information(IRK)

RBLE_SM_KEY_IND(IRK)

RBLE_GAP_EVENT BONDING_COMP

Identity Address Information

7-8 Pairing ¥—4 2 X
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7.9 Step8. Start Encryption &—4 > X
LIRT D #4#% T Pairing M52 T L1=154&. LTK (Long TermKey) [C& ZEES{LZBALE T,

Remote Device A" 5 Encryption Request AS%{E&ch b &, rBLE h S
RBLE_SM_LTK_REQ_FOR_ENC_IND 1 N> rAS@4I & ET . APP [Z RBLE_SM_Ltk_Req_Resp B4k
#3—)LLTLTK Z&%01 L. Remote Device IZ Encryption Response Z%{E LE Y,

BLE MCU [, Remote Device H 5 @ Start Encryption Request [Zxt9~ % Start Encryption Response %%
ELET,

ESILRIEMTET IS &, rBLE /5 RBLE_SM_ENC_START_IND A Ry rABHIESNET

— Local Device as a Slave — Remote Device as a Master 7
FPB BLE module Smart Phone
Host MCU BLE MCU ;
PR ( ) £—) (PeerDevice)
rBLE rBLE
(S (Host) (Core)
P P B Encryption Request
- RBLE_SM_LTK_REQ_IND|"
RBLE_SM_ Ltk Req_Resp Encryption Response
—————————————————————————— L. e e e e e e e e e > »

Start Encryption Request

Start Encryption Response

A 4

Start Encyrption Response

RBLE_SM_ENC_START IND|"

7-9 Start Encryption —4 > X

7.10 Step9. Profile Communication —%4 > X

GPCP(General Purpose Communication Profile) % F|F L T LoRaWAN module IZERET 5/85 A —42 &%
ELET,

Remote Device A 5 Indication % &Fa] 9% Write Client Characteristic Configuration AS#E &h 5 &
rBLE A\ > RBLE_VUART EVENT SERVER_ENABLE_COMP 4 XY FpSEHISMET,

Remote Device A5 LoRaWAN module IZERTET 5/35 A —42 Z#%#{EF 5 & Local Device T
RBLE_VUART_EVENT_SERVER _WRITE_REQ MNEELNTA—2F%ZIELZFT, Local Device IF/85
*—24& % LoRaWAN module IZE&ELE Y,

NS A—HB DEETEHER % Indication T—4 & L T Remote Device ~3%{E L £9 ., Remote Device I£
Indication 519 % & Confirmation Z3i%£1§ L £39 ., Local Device A* Confirmation =259 % &
RBLE_VUART_EVENT_SERVER_INDICATION_CFM 4 X > FAERENET,
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Local Device as a Slave

FPB

(Host MCU)

APP

BLE module

(BLE MCU)
rBLE rBLE
(Host) (Core)

&
<

RBLE_VUART EVENT SERVER ENABLE_COMP

Remote Device as a Master

Smart Phone
(PeerDevice)

Write Client Characteristic Configuration
_ (Indication Configuration = START)

Write Response

to the LoRaWAN module

RBLE_VUART_EVENT_SERVER_WRITE_REQ

>
>

----Send the LoRaWAN module command of parameter setting

Write Request
P (LoRaWAN parameter)

Write Response N

Send a AT command and a setting parameter

RBLE_VUART_Sener_Send_lIndication
(Execution result of AT command) .

Indication

»

RBLE_VUART EVENT SERVER_INDICATION_CFM

A 4

Confirmation

7-10 Profile Communication ¥—4 > X

7.11 Step10. Disconnection &—4 > X

Remote Device h 5 1D YT D = 8 D Disconnect MNiEE SN b &, YIEIATET L
RBLE_GAP_EVENT_DISCONNECT COMP 4 R rAV@ER S NFET,

— Local Device as a Slave

FPB

APP

(Host MCU)

BLE module

(BLE MCU)

 CE——
rBLE rBLE
(Host) (Core)

Smart Phone
(PeerDevice)

le

r- If Remote Device request to disconnect

RBLE_GAP_EVENT DISCONNECT COMP

7-11

— Remote Device as a Master 5

Disconnection &—4 > X

RO1AN5282JJ0100 Rev.1.00
2019.12.25
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8. LoRaWAN module ATavY > ko —4H 2R

FPB @ Host Application & LoRaWAN module TEIET A AT aAX U R —4 U RERLET,

81 AAL—4H VR
ATaAR U RY—HURZENETO VY Step1~3 IZHITTEHREALET,

FPB
Host

LoRaWAN

module
Application

< Stepl. Start program

< Step2. Set LoRaWAN parameters

< Step3. Send sensor data

81 ATaATU R - AAVI—4 R

8.2 Step1. Start program
7045 LESRERIC LoRaWAN module M5ND T a—/Ny Y #2IE LFET,

FPB
Host

LoRaWAN
module

Application

\ 4

ATEO
OK

8-2 Start program
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8.3 Step2. Set LoRaWAN parameters
LoRaWAN module [ZAT Y Y FTHRSA—2#BELET,

FPB
Host

LoRaWAN
module
Application

AT+REGION=06

»

-
<

OK or ERROR
AT+DEVEUI=749050FFFE000C2C >
‘ OK or ERROR
AT+CLASS=00 >
< OK or ERROR
AT+APPEUI=0123456701234567 >
< OK or ERROR

AT+APPKEY=5555555555555555AAAAAAAAAAAAAAAA

»

P
<

OK or ERROR
AT+ACTMODE=01 >
« OK or ERROR
AT+FPORT=10 >
< OK or ERROR

8-3 Set LoRaWAN parameters
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75— 3Y

8.4 Step3. Send sensor data
LoRaWAN Gateway L @IET AN AT AT FO—44 VR ERLET, &#FIZ LoRaWAN Gateway

LiEMmT 5102 Activation ZRITLE VY T—2DEEZFMIBLET, #IEZEEFELT 512X LoRaWAN
Gateway Mo BIERTIAT U RFEEELET,

FPB
Host

Application

LoRaWAN
module

------------------- Activation ---------------------1
AT+JOIN R
h OK or ERROR

+JOIN: JOIN_ACCEPTED or +JOIN: JOIN_FAILED

------------------ Send sensordata -----------------1
AT+SENDHEX=****** (****** is sensor data)

________

i h OK or ERROR
i A +SEND: OK
i repeat

o s Stop sending sensordata ~-------------1
i h +RCVD: 11223344,10

8-4 Send sensor data
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2019.12.25

RENESAS

Page 50 of 52



Bluetooth® Low Energy 70 kLR B v 5
9. {8k

91 ROM:-RAM Y4 X
r& 9-1

BLE & LoRaWAN®7 J 1) r— 3 >

ROM - RAM 4 X (27 TV 7r—> 3 UhERAT S5 ROM - RAM 4 X & RLET,

#* 9-1 ROM-RAM H4 X

AN D ROM (bytes) RAM (bytes)
CC-RL V1.08 46,608

5,195

9.2 ZEIG

2

1. Bluetooth Core Specification v4.2, Bluetooth SIG
2. Bluetooth SIG Assigned Numbers
3.

4.

Services UUID
Characteristics UUID
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ETECEk

WETHE
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HAECHERALDFESIE
CCTIE RAaVERLKRIERYT S MERALOEESRE] ITOVWTHBALEY., BIHOFEALOFESTEICONTIE. AFRF21 AV MELUTY

ZHALTYTT—hrEBRBLTIESL,

1. HERRE
CMOS DY KL DBRIFFHERHLEZLAF TS, CMOS #RIFBNVHERICE >TY — MEBHIZEZEL LI EAHY FET . EMOR
AOBICIE, BHAHEHESICERALTVSEEEDO FL—OIADUr—X, SEHOREM. 2B —XGLEEFAL. AL TIREICEFT—
ZEBLTLESYD, FS5RFYIREICHE LY., HFEM-oY LBEVWTLESL, Fiz, CMOS #FERE Lz/R— FIZTO2WLWTHREBDIE
WELTLEELY,

2. BREAROLE
BREABL., RGOKEEIFETT., BREARKICE. LS| ORBEBROKEEITEETHY . LR IDBREPLCRIHEFOREIITETT, s
Uty MFEFTY LY FFHRGDBE, BREANS £y B ERICHELETOHME. IHFOREBEIFRATEELA, RRIC. RENNT—F>
Uty MEEEZERALTY Y FTHRRDEBE. BEREANSY Y FOOINDE—EBEICET HFETOHM. HFORBIIRIATEEEA,

3. BRAIEICBITHEANES
LBUTOBRNLT TREDLZF(IZ, ANEBOABATLT vy TEREANGZVTLEEIL, ANESOABATLT v TERISDBFEAIS
&Y. BREMEZSIESEILIZY. REERARNANBRTZLLI LYV T IEENHYET., ERGDIC TERA IBICBTHIARNEST] 2DV T
DEBOHIHERIE. ZORNBEEFH>TLIEEL,

4. REEMAHFOLE
KRERAHFIE. TRERFFOLE] ITH->TREL T XL, CMOS #RDANHEFDA VE—F U RIE, — IS, N A VE—FUREMD
TWEYT, KMEAHFERABRETHMESE S L. FERRICKY ., LSIRBO/ 4 XAHMEIN, LSIRNBTEEERNRNIZY . ARNESLBHE
SNTREMEEECTBNANHYET,
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