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Abstract

This Application Note describes how to implement a custom Bluetooth profile on the DA14580 using
the sample service, sample128, as a foundation.
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1 Terms and definitions

BT SIG Bluetooth® Special Interest Group

IDE Integrated Development Environment

SDK Software Development Kit

DVK Development Kit (DA14580 Expert, Pro, or Basic)
uuIb Universally Unique Identity

GATT Generic Attribute Profile

MDK Microprocessor Development Kit

uuID Universally Unique Identifier

2 References
1. UM-B-003, Software Development Guide
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3 Introduction

The Bluetooth Special Interest group has adopted a rich list of profiles and services to cover a wide
variety of use cases in which Bluetooth Smart plays a role. The beauty of these already specified
profiles and services is that their specifications are very clear and pretty much guarantees
interoperability between smartphones and tablets and all kinds of peripheral devices. Before you
venture into creating your own service or profile, it is recommended that you visit the BT SIG website
www.bluetooth.org to see if a service or profile that meets your requirements has already been
adopted.

In some cases, however, it is necessary to implement your own services or profiles. Your application
may require some new functionality that does not fit within the already-adopted profiles or services.
This document functions as a guide/tutorial on how to implement such custom services on the Dialog
Semiconductor SmartBond series DA1458x.

You should already be familiar with the hardware and the Keil yVision MDK IDE, and you should
have all the tools and drivers installed and operational. You should also have some basic knowledge
of Bluetooth Smart and the concept of peripheral and central devices.

This tutorial will only address custom service implementation on the peripheral device side.
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4  Building a project that includes the samplel28 service

The Dialog SDK contains a profile named sample128. The ‘128’ part of the name relates to the fact
that the sample service uses a 128-bit UUID. The BT SIG adopted services all use a 16-bit short
form. Custom services must use the long 128-bit form. In this section, we will demonstrate how to
include sample128 in your project.

4.1 Creating a new project based on the template_fh sample application

Clone the template_fh project as described in the Software Development Guide [1]. In the following,
we will assume that you have called the project “custom”, but you can use any name you like. Open
the newly created project and apply the following steps.

4.2 Add the samplel28 service to the project
Adding the sample128 service requires the following steps (detailed instructions will follow):

1. Adding the sample128 path to the project include paths
2. Adding the source code of sample128 to the project
3. Including sample128

4.2.1 Adding the samplel28 path to the project Include Paths
Click the “Options for Target” icon:

File Edit View Project Flash Debug Peripherals Tools SV

NE @] £ | | | ®
SN AN _-| L??D| Full_emb_cortex_MD |E| R
Project e [

= Project: fh_project_custom
Ld Full_emb_cortex MO

Figure 1: Options for target

Application Note Revision 1.1 19-Jan-2022

CFR0074 6 of 53 © 2022 Renesas Electronics



A LENESAS

Developing a DA14580 Bluetooth Profile Using Company confidential
Samplel28
Open the “C/C++” tab and click on the button to the right of the Include Paths field:

0T

Devce | Target | Outpat | Lsting | User W"M | Lker | Debug | Usities |

Praprocassor Symbols
&ﬂwl

Undefine I

Language / Cade Generation

I Excuteriy Code I Seict ANSIC Womi-

Optiration [Level 1103 ) I Enum Cortainer sways it [pe Viameg <]

I Ogimien for Time ™ Piain Char s Sgnec r £

[~ Spit Loas wnd o Miltpie ™ ReadOvly Postion independent ™ No Auo Inchuses

[~ One ELF Section per Furetion 7 Fead\Wiite Posticn ndependert [~ 55 Mode

rckde [T are caloginchude - \Kef M (CMSES Unclude C (el ARN\RVATING |\ arcok _]
. Mac 235 thumb < -pronchude da 14580_corfig h -62a_thvashokd=0

Conpler | ~cpu ConmeNO D __EVAL -D__ MICROLIE 4 ¢ 02 ~apcs=ritenwork L\ 4\.\ \ \a'Galog -
comtrel  [\nchude o\ K ARIFCMSIS \Include A€ HAPH'MN!( A0 AN e \plf vefip e \arch 4
g x

oK | Cowcd | Deioas | b

Figure 2: Opening include paths list

Click at the bottom of the Include Paths list and type in the path for sample128 (you can also use the
button to the right to browse for the path):

Folder Setup |?—EE|
Setup Compiler Include Paths: e g SR
AL derchiphblevhlhencprofilesip ips -
U emciphblethhencprofiles cpp
G erchiphblevhlhencprofiles cppioppo
MG serchiphblehlhencprofiles cpptopps
MU enchiphblethlhencprofiles™an
S serchiphblevhlhsre profilesManlanc
SO semciptblethlherc profiles anans
AN e vmodulesapptsnc i
S e moduleshapptenchapp_projectcustom
KON e plfrefiptarc i divertade
AN e vmodules apptsnchapp_project custom®system
S e hplfefiphanchdriverwlupct
0N e plfrefiptsncdiver battery E
L eneymodules apptsrchaon utils'apn consols
AU Serchiphblehlhercprofilestsample 128 |_| -

QK Cancel

Figure 3: Adding an include path

Or, for the copy & paste fans out there:

<

\..\..\..\src\ip\ble\hl\src\profiles\samplel28

Click “OK” to close the folder setup window and click “OK” to close the “Options for Target” window.
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4.2.2 Adding the samplel28 source code to the project
Expand the project folder so it shows the view below:

File Edit Wiew Project Flash Debug Peripherals Tools SWVCS
ﬁﬁﬂﬁ|.ﬁ—_‘llﬁ|ﬂ -‘|JL|WQHW|
Project o @
=4 Project: fh_project_custom
Eﬁ Full_emb_cortex_M0

--ﬁ boot

--ﬁ arch

--Ei driver

--Ei ke

"Ei host

--Ei nvds

@ C3 rwble

w3 profiles

--ﬁ app

Figure 4: Adding source code

Right-click on the profiles folder and select “Add Existing Files to Group ‘profiles’...”
Navigate to the folder “dk_apps/src/ip/ble/hl/src/profiles/sample128”:

~| e« BerEr

Date modified Type

] sam 10/1/2014 3:57PM  C Source
€] sam)| 10/1/2014 3:57PM  C Source

-

L DA1458_SDK_3.0.6

j, profiles
¥
* ké'd_gn.e&s‘-
crvfzuuam <.
L “IJ’FO"! c
g#-omﬂ'a\l OngeFh
e 5 €

Figure 5: Finding source files
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You should see the following two files:

KA Add Files to Group ‘profiles’ L 1&
Lookin:l |, sample128 Ll & &% B
Name ‘ Date modified Ty
|| sample128.c 12/19/2014 1:45PM  C
i samplel28 task.c 12/19/20141:45PM C

< i | ’

File name: |"sample128_task.c" "sample128.c”

Files of type:  [C Source fie (~c) | Sose

Figure 6: Samplel28 source files

Select the two C source files and click “Add”, then “Close”.

XNOW, rebuild the project to get the compiler to map the header files (this simplifies navigation).

4.2.3 Including samplel28

Open the file “da14580_config.h” file (expand the “app” folder and the “app.c” file, locate the file and
double-click on it to open it).

Change #undef CFG PRF SAMPLE12810 #define CFG PRF SAMPLEI128 as shown below:

100 | /= Lecelerometer Profile =]

101 | #undef CFG_PEF ACCEL

102 | /* Dialog's Software Patch Over The Rir Profile */
103 | #undef CFG_PRF_SPOTAR

104 | /* Dialog's Sample 128 bit UUIDs Profile */

105 [Fdefine CFG PRF SAMPLE128 |

106 | FAIFFFAEFATFFFA ST r i i F i iirifiiiritifiifirrrifirsrs
107

Figure 7: Configuration of the project

¥

#define CFG PRF SAMPLE128

The file sample128_task header should also be added to the project header file “app_custom_proj.h”:
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32 4/ *
33 # INCLUDE FILES
34 o o e o oy o o o o o o oy o oy oy o oy e o oy e o e o o e oy o o o o oy e o e o o e o oy e o o o ol e oy e o oy o oy ol o oy e o e e o e o e o ol o o ol e e
) ®f
25
37 | #include "rwble config.h"
38 | #include "app task.h" // application task
39 | #include "gapc_task.h" // gap functions and messages
40 | #include "gapm task.h" f/ gap functions and messages
41 | #include "app.h" f/ application definitions
42 | #include "co_error.h" // error code definitions
43 | #include "smpc_task.h" // error code definitions
44
S #include "samplelld task.h" ]
46
Figure 8: Including the service
<

#include "samplel28 task.h"

xYou should be able to build the project at this time and only see the two standard warnings.
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5 Interfacing your application with samplel28

The sample128 service implementation provides two characteristics. The first characteristic is a
simple, single-byte-sized characteristic, facilitating client-side read and write permissions. The other
characteristic is also a single byte, but this one facilitates read and notify permissions.

The application controls initializing the service, creating the service database and enabling the
service upon a remote client connection. The application might also update the value of the second
characteristic, which causes a GATT notify to be sent to any connected client that has subscribed to
notifications.

The application will receive a confirmation from the service task when the database has been
created, and it will receive indications from the service when a remote client writes to a characteristic
or a remote client device (a central) causes the service to be disabled.

The message flow is illustrated below:

Appli(i:ation Sample12:8 Service Remote Client

1
App initializedE

1
1
|
| Create service database request
1
1
1
1

1
1
1
|
~ 1
r 1
1
. . . 1
_ Service database created confirmation !
~ 1
1 1
,,,,,,,,,,,, N ESS S
L | Remote client connects |
o i i
| Enable service command - |
1 - 1
S N S
1 1 T
. . . e 1
| _ S L Remote client writes to characteristic |
' Client write indication (NS !
I\ 1 1
1 1 1
,,,,,,,,,,,, O ) IS
””””””” 1 R
! L Remote client disconnects |
L Service disabled indication S X
I'N 1 1
1 1 :
1 1
' Update characteristic 2 value command ! ] !
0 r gl GATT Notify i
1 1 1
1

Figure 9: Message flow diagram

It is usually recommended to implement a task between the application task and the service task; this
is also how the sample applications in the SDK are structured. For this tutorial, in order to minimize
the number of files that need to be touched and in order to decrease complexity, we will flatten the
structure by implementing all interfaces to the sample service in the application task itself. This
approach is acceptable as long as we don’t need a lot of custom services.
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5.1 Creating the service database

The database of a service must be created in the “app_db_init_func()” of “app_custom_proj.c”:

324 | bool app db_init func(void)

325 HA{

326
32?_j‘R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’
328 | Initialize next supported profile's Database.

328 | Check if all supported profiles' Databases are initialized and return =tatus.
330 R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’R’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’H’Ki
331

332 |

333 // Indicate if more services need to be added in the database
334 bool end db create = false;

335

336 dbg = RPP PRF LIST STOF;

337

338 ff Check if another should be added in the database
L if (app_env.next prf init < APP PRF LIST STCF)
340 [ {

S switch (app_env.next prf init)

342 {

343 _!x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’x’:l{:l{:l{########################
344 #if (BLE DIS SERVER)

S cagse (APP DIS TASK):

348 {

347 app_dis create_db send():;

348 } break:

S #endif //BELE DIS_SERVER

350 ,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,e,{x,{,{,{x,{x,{x#x,{x#x#x#x#x,{x#x,{xi
oy -

352 cage (APP SAMPLEI12E) :

353 [H {

354 app samplellf create db send();

355 } break:;

356

357 |

358 defaulc:

359 [H {

360 ASSERT ERR(0);

361 } break:;

362 |

363 ¥

364

365 S/ Select following service to add

366 app env.next prf init++;

367 ¥

368 else

368 H {

370 end dby create = true;

371 H

372

=TE return end db create;

274 |}

Figure 10: Creating the database

X

case (APP_SAMPLE128) :
{

app_samplel28 create db_send();
} break;
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APP_SAMPLE128 must be enumerated among all other profiles in “app_api.h”. This allows the

application to loop through all the req_uwed serwces and create thelr databases one by one:
L__L 5ol .‘JE.J:‘.".

110[5 Fif iBLE HID DEVICE]

111 LPP_HOGPD TASK,
112 |#endif //(BLE_APP KEYBOARD)
113 []#if (BLE_SPOTA RECEIVER)

114 APP_SPOTAR_TASK,

115 | $endif //(BLE_SPOTA RECEIVER)
116 |

117 [J#1f (BLE_SAMPLE128)

118 LPF SREMPLE12E,

119 | #endif //(BLE_SAMPLE128)

120 |

121 APP_PRF LIST STCP,

122 | ¥:

Figure 11: Enumerating the service database

#if (BLE_SAMPLE128)
APP SAMPLE128,
#endif //(BLE SAMPLE128)

We must also implement the “app_sample128 create_db_send()” function. This can be done in the
“app_custom_proj.c” file in the function definitions segment:

48 [/ #

49 # FUONCTICN DEFINITICHS
50 R N N A R N R R A R R R R A A R R R AR R A AR AR R R AR AR AR R R AR R A
51 | */

52 o
53 ||void app samplell8 create db send(void)
54 4
55 struct samplell8 create db req *req = KE M5G ALLOC(

=1 SAMPLE1Z28 CREATE DE REQ,
57 TASKE SAMPLElQU, TASKE_APF,
58 samplells® create db reg
59 ):

&0 ke m=sg send(req):

6l ||}

=L B iy

Figure 12: Creating the service database

o<
void app samplel28 create db_ send(void)
{
struct samplel28 create db reqg *req = KE_MSG_ALLOC (

SAMPLE128 CREATE DB REQ,
TASK SAMPLE128,
TASK_APP,
samplel28 create db req

ke _msg_send(req) ;
}

The function simply sends a message to the service task requesting the creation of the service
database.
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5.2 Enabling the service

The sample128 service must be enabled after a remote client has connected to the device. This can
be done in the “app_connection_func()” function of “app_custom_proj.c™

137 | void app connection func(struct gapc connection req ind const *param)

138 A1

139 if (app_env.conidx !'= GAP INVALID CONIDX)

140 {

141

e R R R R LR R LRl EE b E
143 | Handle connection request event. Enable required profiles
144

145 | i.e.

146 $if [BLE_DIS SERVER)

147 app dis_enable prf (app env.conhdl);

148 #endif

1459 R R AR AR AR AR AR AR AR R AR AR AR R AR AR R AR AR R R AR R S
150

151 app samplells enable():

152

Figure 13: Enabling the service

<

app samplel28 enable();

We will implement the “app_sample128_enable()” function in the function definition segment of
“app_custom_proj.c” - just below the definition of “app_samplel28 create_db_send()”:

63 é_void app_samplel28 enable (void)

64 ¢

85 /{ Bllocate the message

66 struct samplel28 enable reg* reqg = KE_MS5G ALLOC(

&7 SAMPLE128 ENRBELE REQ,

68 TASE SRMPLE12E,

&3 TRSK_RPP,

70 samplell8 enable regq

71 Vi

T2 reg-»conhdl = app env.conhdl;

73 reqg->zec_lvl = PERM(SVC, ENAELE):

T4 reg-»samplel28 1 wval = Ox01; J/ default wvalue for samplelZf® characteristic 1
TE reg-rsamplells 2 val = Oxff; /f{ default value for samplel28 characteristic 2
76 reg->feature = 0x00; J// client CFG notify/indicate disabled

77 // Send the message

78 ke_m=g_send (req);

73 }

Figure 14: Sending service enable message

void app samplel28 enable (void)
{
// Allocate the message
struct samplel28 enable reg* req = KE MSG ALLOC (
SAMPLE128 ENABLE REQ,
TASK SAMPLE128,
TASK_APP,
samplel28 enable req
)i
reg->conhdl = app env.conhdl;
reg->sec_1lvl = PERM(SVC, ENABLE);

reg->samplel28 1 val = 0x01; // default value for samplel28 characteristic 1
req->samplel28 2 val = Oxff; // default value for samplel28 characteristic 2
reg->feature = 0x00; // client CFG notify/indicate disabled

// Send the message
ke msg_send(req);
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5.3 Implementing message handlers

As mentioned earlier, the sample128 service task will send the following kernel messages to the

application:

A confirmation when the service database has been created

An indication when a remote client writes to a characteristic value

3. Anindication when the service database is disabled (due to a remote client
disconnection)

NP

Three event handlers need to be defined for these events. In “app_task handlers.h”, add the
following code:

180 []$#if (BLE_STRELMDATE DEVICE)

181 {STREAMDATAD CREATE DE CFM, (ke_msg func t)stream create db cfm handler},

182 {STREAMDARTAD RCV_DATA PACKET IND, (ke_msg_func t)stream rcv_data_packet_ind handler},
183 | #endif //BLE STREAMDATZA DEVICE

184 -

185 J#if BLE_SAMPLE128

186 {SAMPLE128 CREATE DE CFM, (ke msg func t)samplellf create db cfm handler},

187 {SEMPLE128_ VAL IND, (ke_msg_func t)samplel?f wval ind handler},

188 {SAMPLE1328 DISAELE IND, {ke_m=g func t)samplellf disable ind handler},

189 ||Fendif

Figure 15: Definition of event handlers

o<
#if BLE SAMPLE128
{SAMPLE128_ CREATE_DB_CFM, (ke_msg_func_t)samplel28 create db cfm handler},
{SAMPLE128_ VAL_IND, (ke_msg_func_t)samplel28 val ind_handler},
{SAMPLE128 DISABLE IND, (ke_msg func_t)samplel28 disable ind handler},
#endif

Finally, these handlers must be implemented in the application. In the project header file,
“app_custom_proj.h”, add the following prototypes:
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100 B1/* B -7
101 # FUNCTICN DECLARATICNS
102 R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR R R AR R R R R R R R R R R
103 =/
104 -
105 [H/*=*
106 LR R BB A0 A0 B R R E SRR R R EEE SRR EEREEESEEE R EREEEELEREEEEEESEEEEREEEEEEEEEEEEEEEEEEEEEEE S
107 * @brief Handles samplellf profile database creation confirmacion.
108 * @return If the message was consumed or not.
109 TR R R R R R R R R R R R R R R RO R R R R R RO R R R R R RO o R R R R R o R R R R R o R R R R R R R R R R R R
110 *f
111 |-
112 | int samplel?f create_db cfm handler (ke msg_id t const megid,
113 struct samplell8 create_db cfm const *param,
114 ke_task _id t const dest_id,
115 ke task id t const src id):
11&
117 [H/ ==
118 R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R N N R R R R R N N A R R R RN AR AR R AR R R RN R AR R R R R R W
115 * @brief Handles disable indication from the =samplel2?8 profile.
120 * @return If the message was consumed or not.
121 R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR R R AR R R R R R R R R R R
122 *f
123 |-
124 | int samplell8 disable ind handler (ke msg id t const msgid,
125 struct samplel28 disable ind const *param,
126 ke_task id t const dest_id,
127 ke_task id t const src_id):;
128
129 [H/**
130 R R R R R R R R R R R R R R R R R R A A R R R R R N N R R R R A A R R R R R A R A A R A R AR R AR A AR AR AR RN AR R R R R R R W
131 * @brief Handles write of l1st characteristic event indication from samplellf profile
132 * @return If the message was consumed or not.
133 R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R N N R R R R R N N A R R R RN AR AR R AR R R RN R AR R R R R R W
134 *f
135 |-
136 | int samplel?8 wval ind handler (ke msg id t const msgid,
137 struct samplelld8 wval ind const *param,
138 ke_task id t const dest_id,
139 ke_task id t const src_id);
140
Figure 16: Event handler prototypes
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/**
R R R R R R R R R R R R R
* @brief Handles samplel28 profile database creation confirmation.

* @return If the message was consumed or not.
Ak hkhkhkhkhhkhkhkhkhkhkhkhkhkhkhk bk hk bk hk bk ok hk bk hk bk hk bk hkhkhkhkhkhk bk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkkhkhkhkhkhhkhkhkhkhxkx

*/

int samplel28 create db cfm handler (ke msg id t const msgid,
struct samplel28 create db cfm const *param,
ke task id t const dest id,
ke task id t const src_id);

/**
AR R R RS S E R RS E S EEE S EE S EE S EEE S EE S EE S E S E S EEEEEEEE R R SRR SRR R R R R R R R R R R R R SRR R R
* @brief Handles disable indication from the samplel28 profile.

* @return If the message was consumed or not.
KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Ak A Ak Ak Ak kA Ak Ak Ak kk ok kK&

*/

int samplel28 disable ind handler (ke msg id t const msgid,
struct samplel28 disable ind const *param,
ke task id t const dest id,
ke task id t const src_id);

/**
AR R RS S S S SRS SRR SRR R SRR RS RS E R RS SRS E SRR RS R R R R R SRR R R R R R R R R R R R R R R R R SRR
* @brief Handles write of 1lst characteristic event indication from samplel28 profile

* @return If the message was consumed or not.
KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A AR AR AR Ak kKK

*/

int samplel28 val ind handler (ke msg_id t const msgid,
struct samplel28 val ind const *param,
ke task id t const dest id,
ke task id t const src_id);

We will implement the tree handlers in the “app_custom_proj.c” file. Handling the “database created
confirmation” is implemented as shown below:
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776 | #endif //BLE APP_SEC
777
778 |
779 [/ *=

TEO AR R e R e e e R R e R R e R e e R TR e L

781 * @brief Handles Samplel28 profile database creation confirmation.
782 =

783 * @param[
784 * @param[
785 * @param[
786 * @param[
787 =

788 * @return If the message was consumed or not.
789 B R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR R AR AR R AR SRR R R R AR AR AR R AR
790 | =/

791 | int samplel2s create_db_cfm handler (ke _msg id t const msgid,

792 struct samplel2s create_db cfm const *param,
793 ke_task id t const dest_id,

794 ke_task id t const src_id)

795 [H {

796 // If state is mnot idle, ignore the message

797 if (ke_state get(dest_id) == APP DB INIT)

798 H {

799
800 // Inform the Application Manager

801 struct app module init cmp evt *cfm = KE M5G ARLLOC (APP_MODULE_ INIT CMP EVT,
802 TRSE_RPP, TRSE RFPPF,

803 app_module init cmp evt);
804
805 cfm->status = param->status;
806
807 ke_msg_send (cfm) ;
808
809 }
810 |
811 return (KE M5G CONSUMED) ;
812 }

] msgid Id of the message received.

param Pointer to the parameters of the message.
dest_id ID of the receiving task instance .
src_id ID of the sending task instance.

Figure 17: Database created handler

/‘k‘k

* @brief Handles Samplel28 profile database creation confirmation.

*

* @param[in] msgid Id of the message received.

* @param[in] param Pointer to the parameters of the message.
* @param[in] dest id ID of the receiving task instance

* @param[in] src_id ID of the sending task instance.

*

* @return If the message was consumed or not.

*/

int samplel28 create db cfm handler (ke msg id t const msgid,
struct samplel28 create db cfm const *param,
ke task id t const dest id,
ke task id t const src_id)

// If state is not idle, ignore the message
if (ke state get(dest id) == APP DB INIT)
{
// Inform the Application Manager
struct app module init cmp evt *cfm = KE MSG ALLOC (APP MODULE INIT CMP EVT,
TASK_APP, TASK APP,
app_module init cmp evt);

cfm->status = param->status;

ke msg_send(cfm);

return (KE_MSG CONSUMED) ;

R R i R R R R R R R R R R R

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A AR AR AR AR ARk kKK
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The handler, as implemented above, sends another message to the application task, indicating that
the database has been created.

We will leave the other two handlers empty for now. We will implement them just below
the“sample128 create_db_cfm_handler()” function, near the end of “app_custom_proj.c”:

815 H/**

BLE || o R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R RN R AR AR R AR R R AR AR R AR R AR GRS
817 * @brief Handles disable indication from Samplel2f profile.

818 =

819 * @param[in] m=sgid Id of the message received.

820 * @param[in] param Pointer to the parameters of the message.

821 * @param[in] dest_id ID of the receiving task instance.

822 * @param[in] src_id ID of the sending task instance.

823 =

824 * @return If the message was consumed or not.

825 R A AR R R A A A AR R R R A A A R R R R A A A A A R R R AR A A A A AR R AR AR AR AR A AR RAA AR AR AR AR AR AR R RN
826 |- */

827 || int samplellf disable ind handler (ke_msg_id t const msgid,

828 struct samplel2f disable ind const *param,

829 ke _task id t const dest_id,

830 ke_task id t const src_id)

831 H{

832 return (KE_MSG CONSUMED) ;

833 }

834 |-

835 H /==

836 R A AR R R A A A AR R R R A A A R R R R A A A A A R R R AR A A A A AR R AR AR AR AR A AR RAA AR AR AR AR AR AR R RN
837 * @brief Handles write of 1st characteristic event indication from samplelZ28 profile
838 =

838 * @param[in] m=gid Id of the message received.

840 * @param[in] param Pointer to the parameters of the message.

841 * @param[in] dest_id ID of the receiving task instance (TASK GLF) .

842 * @Eparam[in] src_id ID of the sending task instance.

843 =

844 * @return If the message was consumed or not.

BAS || oo o R R R R R R R R R R R R R R R R R R R R R R R A R R R R R A R R R R R A AR AR AR AR AR AT AR R
846 *f

847 |-

848 || int samplellf val ind handler (ke _msg id t const msgid,

849 struct samplel28 wal ind const *param,

850 ke_task id t const dest_id,

851 ke_task id t const src_id)

852 H{

853 return (KE_MSG CONSUMED) ;

854 || }

oce

Figure 18: Service disabled handler and Charl value changed handler

Both handlers will simply return the fact that the kernel message has been consumed.
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<

/‘k‘k

R R R R R R R R R R R R R

* @brief Handles disable indication from Samplel28 profile.

* @param[in] msgid Id of the message received.

* @param[in] param Pointer to the parameters of the message.
* @param[in] dest id ID of the receiving task instance.

* @param[in] src_id ID of the sending task instance.

*

* @return If the message was consumed or not.
Ak hkhkhkhkhkhkhkhkhhk Ak hkhkhk bk hhkhkhkhhkhkhkkhkhk ok hkkhkhk ok hkkhhk ok hkkhkh ok hkkhhhkhkhhhkhkkhkhhkhkk bk hhkhkdkhkhhkhkkhkhkkhkkhkhkhkdkhkkkhkkhk*k
*/
int samplel28 disable_ ind handler (ke _msg_id t const msgid,
struct samplel28 disable ind const *param,
ke task id t const dest_id,
ke task id t const src_id)
{
return (KE_MSG_CONSUMED) ;
}

/**

AR R RS RS S SRS S SR SRR R R R R RS RS E R R SRS E R EE R EE SRR SR SRR SRR R R R R R R R R R R R R R R R R SRR R

* @brief Handles write of 1lst characteristic event indication from samplel28 profile

*

* @param[in] msgid Id of the message received.

* @param[in] param Pointer to the parameters of the message.

* @param[in] dest_id ID of the receiving task instance (TASK GAP).
* @param[in] src_id ID of the sending task instance.

*

* @return If the message was consumed or not.
KKK A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A A A A A A A KKk

*/

int samplel28 val_ind handler (ke_msg_id_t const msgid,
struct samplel28 val ind const *param,
ke task id t const dest_id,
ke task id t const src_id)

return (KE_MSG_CONSUMED) ;

X By this time, you should be able to build the application and load it onto your DVK.

5.4 Trying it out

Using LightBlue for iOS or BlueLoupe for Android (Version 4.3 or later) should allow you to connect
to the DVK and confirm that the custom service is provided. You may have to turn Bluetooth on your
smart device off and back on to force a fresh service discovery. Both Android and iOS have a
tendency to suppress service discovery for devices that they have previously been connected to.

A screenshot from BlueLoupe is shown below. The DVK exposes the custom service and the two
characteristics that the service consists of. You can write to the first characteristic and see that the
value changes. If you disconnect from the device, the value of the characteristic defaults back to
0x01 as specified in the function “app_sample128_enable()”. No other functionality is enabled at this
point. We will add some simple functionality in the following section.
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Device address: 80.EA.CA00:00:DD
State: Connected, RSS1:-58, Avg-60

Generic Access Service
D0001200-0000-71000-8000-0080 5F9b 2410

Generic Attribute Service

QUU01801-0000-1000-8000- 0080 5890341h

Unknown service

102040 080 008 0706 050403020100

<<Unknown characteristic>>

UUID. il g, Propertes fend/ Wite

<<Unknown characteristic>>

UUID: O 202¢c, Propeetes ead/Notify

Figure 19: GATT discovery using BlueLoupe
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6 Using samplel28

In the previous section, we implemented all the functionality required to expose the sample128
service. We were able to write to one of the two characteristics using a smartphone or tablet, but
none of that was really tied to the application. In this section we will implement some code that allows
us to use Bluetooth Notify to monitor when the application changes the value of characteristic 2. We
will also make use of the value that a user writes to characteristic 1 via a smartphone or tablet. Here
is an overview of what we will implement:

Device Idle
(Advertising)

{ Central connects

Char2_value=1

Central disconnects Start Timer

\  Timer times out

Device
Connected

Char2_value++
Restart Timer

Client device writes to Characteristic 1

Char2_value = Charl_value

Figure 20: Sample128 tutorial functionality

We will implement and start a timer which will time out after 500 ms. The timer will be started when a
central device connects. At timeout, we will increment the value of characteristic 2 and restart the
timer. If a user writes to characteristic 1, we will set the value of characteristic 2 to match the new
value of characteristic 1 and let the timer function increment it from there.
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6.1 Implementing a kernel timer

In order to use the kernel timer from the application, we will need to define a new primitive to
reference the timer. The primitive can be defined in the APP_MSG enumeration in “app_api.h”:

124 | /// LPPF Task messages
125 | enum APP MS5G

126 H4{

127 LPP_MCDULE_INIT CMP EVT = KE_FIRST_MSG(TASE_AFP),
128

129 {]#if BLE_SAMPLE12E8

130 LPP SAMPLE1Z28 TIMER,
131 [ #endif //BLE SAMPLE128
132

133 #if BLE_ACCEL

aaaA AT ASOTT TTMET

Figure 21: Adding a message primitive

#if (BLE_SAMPLE128)
APP_SAMPLE128_TIMER,
#endif //(BLE_SAMPLE128)

We will have to implement a handler function to handle the event of the timer timing out. In
“app_task_handlers.h”, add the following code:

lg4

185 [{#1f ELE_SAMPLE128

186 {5AMPLE128 CREATE DE CFM, (ke msg func t)samplell® create db cfm handler},
187 {5AMPLE128 VAL TIND, (ke m=g func t)samplelZ8 wval ind handler},

188 {SAMPLE12EZ DISABLE IND, (ke msg func t)samplells disable ind handler},
189 |{APP SaMPLE1ZE TIMER, (ke msg func t)samplelZf timer handler},]

180 | #endif

o na

Figure 22: Adding a message handler

<

{APP_SAMPLE128 TIMER, (ke_msg_func_t)samplel28 timer_ handler},

Finally, we will implement the timer handler in “app_custom_proj.c” and a reference to it in
“app_custom_proj.h”. First the reference:

141 H/*=

142 R R R R R R A R R R N R A R R R A R R R N N R R R A A R AR R AR R AR R AR R AR R R R AR R AR R R R
143 * @brief Handles timer timeout

144 * @return If the message was consumed or not.

145 R R R A R R R R R R A R R A R R A R R R R AR RN
14& *f

147 H

148 ||int samplel28 timer handler (ke msg id t const msgid,

149 struct gapm. Gip. SYent const *param,

150 ke task id t const dest_id,

151 ke task id t const src_id);

152

153 | /// @} APP

Figure 23: Timer handler prototype
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/**
Ak Ak hkhkhhhkhhkhhhkhhkhhA bk h bk hk kA hkhk ko bk ko hk ko hk ko h ko h ko ko hk ko hk ko bk ko hkhkhkh ko hk ko hkhkhkhhkhkhkhhkhkhhkhhkhhkhkhhkrhkhkhkhkhkhkrhkhkhkhdhxk*x
* @brief Handles timer timeout
* @return If the message was consumed or not.
Ak hkhkhkhkhhkhkhkhk bk hkhhkhkhkhk bk hk bk hk bk ok hk bk hk bk hk bk hkhk bk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkrhkhkhkhkhkhkrhhkhkhhkhxkx

*/

int samplel28 timer handler (ke msg id t const msgid,
struct gapm_cmp_evt const *param,
ke task id t const dest id,
ke task id t const src_id);

And in “app_custom_proj.c” we will implement the handler function:

851 [T+

852 B B R R R R R R R R R R R R R R R R AR R R SRR AR RS R R R AR SRR RS AR SRR R s AR
853 * @brief Handles timer timeout

854 * @return If the message was consumed or not.

855 R R R R R R R R R R R R R SR R R R R R R R R R R R R R R R R R R R R R R R RSB R RO R R R R R R R R R R R R R R R R R R R R R R R
856 *f

857 |
858 | int samplel28 timer handler (ke_msg_id t const msgid,

859 struct gapm cmp evt const *param,
860 ke_task id t const dest_id,

86l ke_task id t const src_id)

862 4

863 recturn (KE M5G_CONSUMED) ;

864 |}

865
866 -
867 “#endif //BLE APF PRESENT

Figure 24: Timer handler implementation

/**
Ak hkhkhkhkhkhkhkhkhk bk hkhhkhkhkhkhkhk bk ok bk ok hkhkhkhhk bk hkhkhk ko hk ko ko hkhkhkhkhk ko hkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrhkhkhkhkhkhkdrhhkhkhkhxk*x
* @brief Handles timer timeout

* @return If the message was consumed or not.
KAk A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR AR AR KA KRRk KKk

*/

int samplel28 timer handler (ke msg id t const msgid,
struct gapm_cmp_evt const *param,
ke task id t const dest id,
ke task id t const src_id)

return (KE_MSG_CONSUMED) ;
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We will start the timer whenever a central device connects. In the “app_connection_func()” function of
“app_custom_proj.c”, add the following:

135 | void app connection func(struct gapc connection req ind const *param)

136 ¢

137 if (app_env.conidx != GAP_INVALID CONIDX)
138 {

138

MO R e e R R R R e R R R R SR TR L T

141 | Handle connection regquest event. Enable required profiles

142

143 i.e.

144 | #if (BLE_DIS SERVER)

145 app_dis enable prf(app env.conhdl);

146 | #endif

147 R R R R R R R R R R R R R R AR AR R AR R R AR R AR R R R R AR AR R AR R AR R R [

148 |

149 app samplelZ8 enable();

150

151 ke timer set (APP SAMPLE128 TIMER, TASE APP,E50);

152

153 ke_state_set (TASK APP, APP _CONNECTED)

154

155 J/ Retrieve the connection info from the parameters
156 app env.conhdl = param->conhdl;

157

Figure 25: Starting our kernel timer

#<

ke timer set (APP_SAMPLE128 TIMER, TASK APP,50);

XA’[ this time you should be able to successfully build the code. The timer will start as soon as a
central connects, but you still need to actually do something useful when the timer times out.

6.2 Adding some functionality

We are going to need a placeholder variable with a global scope. In this tutorial, we will simply
declare a global variable. This works well as long as we don’t implement deep sleep. If we were to
actually use deep sleep, we would need to store the placeholder variable in retention memory in
order for it to be retained.

In “app_custom_proj.c”, declare the octet sample128_placeholder just above the function definitions:

46 | uint® t samplelZ8 placeholder = 0;
47

48 [-]/*
49 * FUNCTION DEFINITICHS

Figure 26: Declaring a global variable

¥

uint8 t samplel28 placeholder = 0;

When a user writes to characteristic 1 using a smartphone/tablet, we will load the written value into
the placeholder variable. Every time the timer times out, we will increment the placeholder value and
load it into characteristic 2.
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In the timer handler, add the following code:

BSS L/

256 A A R R R R R R R R R R R R R R R R R R R R R R R R L R R R R R R R R R R ]
857 e Bbzief B lasy timer timecus

ass ¢ f§retor
!sg R e O R L LR
860 ®

8631 |}

862 | in % B L4 T const megQid,

263 Gt QAPE_CHP_eVE SOnat *pATARN,
L1 ke_tesk_i1d t canst dest_id,

2€5 ke_task id t© ceonsc szc id)

866 ¢

£67 ke_timer set (APF _SAMPLEIZZ TIMER, TASX AFP,50):

868 saxplells placelaolderss:

869
g70 SLYUCT snzclezze_upa_cnar2_zeq *req = XE _MSG ALLOC|

271 SAMPLEI2E_UPD_CHARZ REQ,
872 TASE_SIMPLELZE,

873 TASE_AFF,

874 sazplelidl upd chasr? Zeq
878 ¥ e ~
876 zeq->val = sa=plellf placeholder;

277 feg->conhdl = app_env.sonhdl:

g7s
£7% ke _mag send(zeq)!
(1 1]
LE 3 return (EE_MSG_CONSUMED) 2
882 |)

she message vas consuned OF nos.

Figure 27: Timer functionality implementation

ke timer set (APP_SAMPLE128 TIMER,TASK APP,50);
samplel28 placeholder++;

struct samplel28 upd char2 req *req = KE_MSG_ALLOC (
SAMPLE128 UPD_CHAR2 REQ,
TASK_SAMPLE128,
TASK APP,
samplel28 upd char2 req

)i

reg->val = samplel28 placeholder;

reg->conhdl = app env.conhdl;

ke msg_ send(req);

The implementation above restarts the timer, increments the placeholder variable and sends a kernel
message to the sample128 service task to update the value of characteristic 2. A Bluetooth Notify will
automatically be sent to the smartphone/tablet every time the value is updated if Notify is enabled for
characteristic 2 via the smartphone/tablet.

Finally, we wanted to use the value written to characteristic 1 to reload the value of characteristic 2.
This is a simple implementation in “sample128-val_ind_handler()” of “app_custom_proj.c”:

847 | int samplelZ8 wval ind handler (ke msg id t const msgid,

848 struct samplell& wval ind const *param,
849 ke task id t const dest_id,

850 ke_task id t const src_id)

851 H{

852 |samp1&128_p1acehnlder = param—>va1:]

853 recturn (KE M5G CONSUMED) ;

854 | }

Figure 28: Write event implementation

¥

samplel28 placeholder = param->val;
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xYou should be able to build and run the application at this time. Use LightBlue or BlueLoupe to
verify that it all works. Set characteristic 2 to Notify in order to see the automatic updates.
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7  Modifying samplel28

In this section we will dig a little further into the sample128 service to see how it is constructed and to
modify parts of it. The application implemented in the previous sections of this document will be used
as a foundation upon which all further modifications will be based.

7.1 The basics of samplel28

In the Bluetooth domain, a service consists of a collection of attributes or data chunks that are
exposed to a connected client. These attributes are arranged in a database or table that is commonly
referred to as the GATT database. A client device can explore (or discover) this database and
determine the kind of attributes that are available and which methods can be used to interact with the
database entries. A device will implement a GATT database which covers all the services that it
provides.

The sample128 service contains just two characteristics. The first characteristic is one byte wide and
facilitates read and write access to the client. The second characteristic, also one byte wide,
facilitates read and notify access. When notification is activated for a characteristic, any change to
the value data, will cause a Bluetooth Notify to be sent to the client device.

The database format is defined by the BT SIG. The database of Sample128, consisting of a total of 6
attributes, is structured as shown below:

Table 1: The GATT database of samplel28

Handle Attribute Attribute Size of Data Data
(16-bit) Declaration Declaration | Declaration size
Type Type ID Attribute
Type ID [Bytes]
[Bits]
Primary Service 0x2800 16 O0xOFOEODOCOBOAO. .. 16
Start .
Declaration
Characteristic 0x2803 16 0x<RD|WR><start+2>1F1E1D... 19
Start+1 -
Declaration
Start+2 Charact_erlstlc value Ox1F1E1D... 128 0x00 1
declaration
Characteristic 0x2803 16 OX<RD|NTFY><start+4>2F2E... 19
Start+3 -
Declaration
Start+4 Charact_erlstlc value 0x2F2E2D... 128 0x00 1
declaration
Start+5 Client cqnflguratlon 0x2902 16 0x0000 2
declaration

As illustrated in the table above, there are a total of six attributes that each are associated with a 16-
bit (2 bytes) handle. Sample128 only contains 4 different declaration types (colour coded in the table

above):

e One primary service declaration (samplel28 service)

e Two characteristic declarations (one for each characteristic)
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e Two characteristic value declarations (one for each characteristic)

e One client configuration declaration (enables notifications for the second characteristic)

7.1.1 The primary service declaration attribute

The primary service declaration attribute has a BT SIG assigned declaration type identifier of 0x2800
(16-bit) as shown in Table 1: The GATT database of sample128. The data component of a primary
service is the UUID of the service, and because our service is custom (as in not specified by the BT
SIG) it is 128-bit (16 bytes) wide. The value is specified in “sample128.c” as follows:

35 | /// samplellf 1 Service

36 Const struct att_uuid 128 samplell® sve =

27 {{0x00, Ox01, 0Ox02, 0x03, O0x04, O0x05, 0x06, 0x07,
38 0x0&, 0x09%9, O0x0A, O0x0B, O0x0C, 0x0D, Ox0E, OxOF
SE bi:

Figure 29: UUID of samplel28 service

This translates to a UUID of 0OXOFOEODOCOB0OAQ09080706050403020100. This UUID was completely
randomly selected, hoping that it wouldn’t be used by somebody else. The only way to completely
prevent this from happening would be to register a service UUID with the BT SIG — Note that such a
UUID would be 16-bit; not 128-bit. There is a charge for BT SIG registration of a UUID.

7.1.2 The characteristic declaration attribute

Each of the two characteristics of sample128 is declared with a characteristic declaration type of
0x2803. The data component of a characteristic declaration consists of three pieces of information:

1. The properties bit field, that specifies how a client can access the characteristic (Read,
Write, Notify, Indicate, Write without response etc.). The properties bit field is 1 byte wide.

2. The 2-byte handle to the value declaration of the characteristic. This enables a client device
to access the value of a characteristic by referencing the handle directly.

3. The UUID of the characteristic. Any BT SIG assigned characteristic UUID would be 2 bytes
wide, a custom UUID is 16 bytes wide.

The total size of a custom characteristic declaration’s data field is therefore 1 + 2 + 16 = 19 bytes.
The declaration of characteristic 1 can be found in “sample128.c”:

43 | struct att_charll8 desc samplellf 1 char =

44 { ATT CHAR PROF RD | ATT CHAR PROF WR,

45 {o0,01,

46 {0x10, 0Ox11, 0Ox12, 0x13, O0x14, 0x15, 0x16, 0x17,
47 ox18, 0x19, Ox1A, Ox1B, 0x1C, Ox1D, Ox1E, Ox1F}
48 ki

Figure 30: Characteristic 1 declaration

Note: The handle {0,0} is a placeholder that will be populated when the service database is created
at runtime.

7.1.3 The characteristic value declaration attribute

Both characteristics of the sample128 service are custom types and therefore use UUIDs of 128 bits.
The characteristics were defined as being able to contain data of only one byte each (we will modify
the size of one of them later in this section.)
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7.1.4 The client configuration declaration attribute

The final type is the client configuration attribute type. It is required only for characteristic 2 because
only characteristic 2 enables notifications. A client device will write to the data component of this
attribute in order to subscribe to notifications. A client configuration attribute is identified by the type
number (Attribute type UUID) of 0x2902. The data component is a 2-byte wide bit field (one bit
specifies whether notification is active or not)

7.1.5 Summarizing the components of samplel28

Table 1 can be used to detail some important information about sample128. We can deduce that
there are 6 attributes in total. Two of the attributes use type IDs of 128 bits and the remaining four
use only 16-bit type IDs. This information is used in “sample128_task.c”:

TE FFhdd Service Into Database

TT

T8 nb att 168 = 4; S/ 4 TUIDle Attribute declaration types
TG nb att 32 = 0; SF 0 OUOID3Z2 Attribute declaration types
80 nb att 128 = 2Z; S 2 OU0ID1ZE Attcribute declaration types

Figure 31: Different sized declaration type IDs

We can also calculate the total required size of the service database (from “sample128_task.c”):

a0 // Total Data portion of GATT database = 58 data bytes:

a1 Iy 16 Primary service declaration

az JSf  + 1% Declaration of characteristic 1

a3 S+ 1 Walue declaration of characteristic 1

94 f/f + 19 Declaration of characteristic 2

g5 ff + 1 Value declaration of characteristic 2

96 ff + 2 Client configuration declaration of characteristic 2
a7 /f = B8 Data bytes total

ag

Figure 32: Adding servicel28 to the database

Understanding how we got to the numbers in the above code snippets (Figure 31 and Figure 32)
based on the data in Table 1 allows us to start modifying sample128. Without this understanding, you
could be in for a rough ride.

7.2 Modifying the data size of characteristic 1

In this section, we will modify the data size of characteristic 1 from one byte to an array of 8 bytes. To
do this we will need to do the following:

e Define our new data type of 8-bytes and initialize a variable of this type
e Recalculate the size of the data in the GATT database
e Modify the value attribute to reflect the increased size

¢ Modify the messages that are sent between the application and sample128 and modify the
functions that are involved.

7.2.1 Defining our new data type of 8 bytes

Defining a new variable type for our 8-byte characteristic value allows us later to modify its size in a
single step. “sample128.h” is an appropriate place to define this new type
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16 [{#ifndef SAMPLEI2E H
17 | #define SAMPLE1IZ8 H
18
19| typedef unsigned char my new t[E]:
20
Figure 33: Defining a new type
o<
typedef unsigned char my new t([8];

We then initialize a new global variable of this type in “app_custom.proj.c”, as follows:

fncl |

46| my new t samplell8 my new = {0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38};
47 [nwintd_t samplellf® placeholder = OU;

48

49 )/ *

50 # FUNCTICN DEFINITICHS

51 R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

Figure 34: Initialization of a global variable

<

my new_t samplel28 my new = {0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38};

7.2.2 Recalculating the size of the database

This is not really a challenge. The data chunk that previously was 1 byte wide is how 8 bytes, so we
should simply adjust the total size upwards by 7. We can thus change the size of 58 to the new value
of 65:

82 status = attmdb add service( &(samplellf env.samplell8 shdl),
83 TASK SAMPLE12E,

84 nb_att 16,

85 nb_att 32,

86 nb_att 128,

87 65 // See calcualtion below

88 Vi

8BS

a0 Iy Total Data portion of GATT database = 58 data bvtes:

91 Iy 16 Primary service declaration

a2 Iy + 1% Declaration of characteristic 1

a3 Iy + & Walue declaration of characteristic 1

o4 Iy + 1% Declaration of characteristic 2

a5 Iy + 1 Walue declaration of characteristic 2

i1 Iy + 2 Client configuration declaration of characteristic 2
a7 b = 65 Data bvtes total

Figure 35: Changes to the database size

Just change the numbers in “sample128_task.c™ as highlighted above.

7.2.3 Modifying the value attribute

This is another simple fix. We need to accommodate 8 bytes or sizeof(my_mew _t) instead of just one
byte of data. In “sample128_task.c”, make the highlighted changes:
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118 ChAZacTerisity

119

120 Add characteriscic declaration Attribute to databaze

il atatus = atindk add atcribuce( samplells env.samplells ahdl,

122 ATT_UUID_128_LEN + 3, Data aix 3

123 ATT_UUID 1€ _LENW,

124 n".'x...._:": Lat:_decl_\..AAr. 0 declara
125 FERM(RD, ENABLE), / Fermi=sions

126 &L (char hdl) Handle to the characteristic o

127 i1 -

128

129

130 Add characteristic value declaration attribute to database

131 status = attmdb add actribute( samplel28 env.samplelld

13z sizecs (my_new_t),

133 ATT_UUID 128 1EN,// 32 -

134 (uintd t*)isamplel2d 1 wval.uuid, c value
135 PERM(RD, ENARBLY) | PERM(WR, ENABLE),/ srmissions

136 &(val_hdl) nandle to the wvalue attribute

137 )i

Figure 36: Changing the value attribute
<

sizeof (my new t), // Data size = 8 Bytes

7.2.4 Modifying messages between samplel28 and the application

Two different structures, both carrying the value of characteristic 1, are used for sending messages
between the application and the sample128 service. Both structures are defined in “sample128-
task.h” and must be changed. The first structure, used when the service is enabled, should be
changed as shown here:

91 | /// Parameters of the @ref SAMPLE128 ENABLE REQ message
92 | struct samplell8 enable req

93 H{

94 /// Connection Handle

a5 uintlé t conhdl;

96 SFf Security level

a7 uintgé t sec 1vl;

o8

95 Jff characteristic 1 walue

Loo my new t samplell& 1 wal;

Lol

Loz Jff characteristic 2 walue

Lo3 uintdé t samplell8 2 wval:

Lo4

Lo5S [/ ff char 2 Ntf property status
Lo6 uintg t feature;

LO7 | ¥:

Figure 37: The samplel28 enable_req structure

The other structure, in the same file, is used to indicate to the application when a connected client
device is changing the value of characteristic 1. Modify the type of the value as shown below:

116 | /// Parameters of the @ref SAMPLE1Z2E VAL IND message

117 | struct samplell8 val ind

118 =4

119 J// Connection handle

120 uintlé t conhdl;

121 /f/ Value

122 my new t val;

123

124 }i

Figure 38: The samplel28 val_ind structure
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The value of characteristic 1 is used twice in the “app_custom_proj.c” file. The first time is when the
sample128 service is enabled. Make the changes as highlighted below:

EEEgvDid app samplelli enable (void)

L1 {

a7 S/ Bllocate the message

68 struct =amplel?8 enable reqg* req = KE MSG ALLOC(

69 SERMPLEl128 EWABLE REQ,

T0O TASK SAMPLE1ZR,

T1 TASE 4FPP,

T2 samplel28 enable req

73 )2

T4 reg->conhdl = app_env.conhdl:

75 reg-»>zec 1lvl = PEBEM(5VC, ENRELE);

T6& memcpy (&reg-rsamplel28 1 wval, &samplel28 my new,sizeof (my new t)); // defaultc -
T7 reg->zamplel?d 2 wval = Oxff; S/ default walue for =amplellf characteristic 2
78 reg->feature = 0=x00; /f client CFG notify/indicate disabkbled

78 S/ Send the message

80 ke msg send (reg);

81 ¥

Figure 39: Setting the default value via memcpy

<

memcpy(&reg->samplel28 1 val,&sample128 my_ new,sizeof(my_new t)); // default

The second use of the characteristic 1 value in “app_custom_proj.c” is when we receive an indication
that a remote client has changed the value. We load the new value into our global value as shown
below:

843 | int samplell8 wal ind handler (ke msg id t const msgid,

844 struct samplell8 wal ind const *param,
845 ke _task id t const dest_id,

846 ke _task id t const src_id)

84T [H{

848 memcpy (&samplel?8 my new, aparam-—>val,sizeof (my new t)});

849 return (KE M5G CONSUMED) :

850 | }

Figure 40: Retrieving the value of characteristic 1

<

memcpy (&samplel28 my new, éparam->val,sizeof (my new t));

The function “sample128_send_val()” defined in “sample128.c” is responsible for sending the above
indication to the application. This function must also be changed. In “sample128.h” we will change
the prototype of the function:
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114 &/ **

115 ek R R R Rk Rk R R R R

11& * @brief Send walue change to application.

117 * @param wval Value.

1is8 R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR R &

119 *f

120

121 | void samplell8 send val (my new t val):;
122

Figure 41: The samplel28 send_val prototype

And in “sample128.c” we need to make the following changes:

T8 'J]Vt:id sanplell8 send val (my new t wval)

73 {

g0 S/ Bllocate character 1 change indication

81 struct samplel2s val ind *ind = KE_MS3G_ALLOC (SAMPLE128 VAL IND,
82 samplel2s env.con info.appid, TASK SAMPLELZE,
83 samplelds wal ind);
84 J/ Fill in the parameter structure

85 ind->conhdl = gapc get_ conhdl (samplel2f env.con info.conidx);
86

a7 memcpy (&ind->»val, val, sizeof (my new t)):;

88

89 // Send the message

a0 ke msg send(ind):

g1 }

Figure 42: Changes to samplel28_send_val

K

memcpy (&ind->val,val, sizeof (my new t));

The above function is called by “gattc_write_cmd_ind_handler()” defined in “sample128_task.c”. In
this function we will need to make the following change:
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318 | static int gattc write_cmd ind handler (ke m=sg id t const msgid,

318 struct gattc_write cmd ind const *param,
320 ke_task id t const dest_id,

321 ke_task id t const src_id)

322 ¢

323 uinté_t char code = SAMPLE128 ERR CHAR;

324 uint8_t status = PRF _APP_ERRCR:

325

326 if (KE_IDX GET (src_id) == samplell28 env.con_info.conidx)

327 i

32BE if (param->rhandle == samplells env.samplelld shdl + SAMPLE1Z28 1 IDX VAL)
328 [ {

330 char code = SEMPLE128 1 CHRER;

331 }

332

=3E if (param->handle == samplellf env.samplel2d shdl + SAMPLE12E8 2 IDX CFG)
334 [ {

335 char _code = SARMPLE128 2 CFG:

336 }

ST i

338 if (char_ code == SRMPLE128 1 CHAR)

339 [ {

340

341 //Save walue in DB

342 attmdb_att_set_value (param->handle, sizeof (my new t), (uint&_t *)&param->value[0d]):
e

344 if (param->last)

345 4 {

348 samplel28 send val((uint8 t *)iparam-—>value[0]):

347 }

348 -

349 status = PRF ERE CK;

350

Sl il }

Figure 43: Changes to gattc_write_cmd_ind_handler

<

sizeof (my new t);

<

samplel28 send val((uint8 t *)&param->value[0]);

And finally we have to make the same change in the “sample128_enable_req_handler()” function,
also defined in “sample128_task.c”
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212 | static int samplel28_enable req handler (ke msg_id t const msgid,
213 struct samplel28 enable reqg const *param,
214 ke _task id t const dest_id,
215 ke_task id t const src_id)
216 1
217
218 uintlé t temp = 1;
219
220 J/ Heep source of message, to respond to it further on
221 samplel28 env.con_info.appid = src_id:;
222 // Store the connection handle for which this profile is enabled
223 zamplel28 env.con info.conidx = gapec get conidx(param->conhdl);
224
225 S/ Check if the provided connection exist
226 if (samplel28 env.con_info.conidx == GAP_TINVALID CONIDX)
227 {
228 // The connection doesn't exist, reguest disallowed
229 prf server error ind send((prf_ env_ struct *)isamplel28 env, PRF_ERR REQ DISALLOWED,
230 SARMPLE128 ERRCR_IND, SRMPLE128 ENRBLE REQ):
231 | }
232 else
233 [ {
234 // Samplel2?8 service permissions
235 attmdb_ svc_set_permission(samplel28 env.samplel?8 shdl, param->sec_lvl):
236
237 // Set characteristic 1 to specified value
238 attmdb att_set_value (samplellf env.samplells shdl + SAMPLEIZ28 1 IDX VAL,
239 gizeof (my new t), (uintf_t *)&param->samplel2s8 1 wval):;
240
241 // Bet characteristic 2 to specified value
242 attmdb att_set wvalue (samplel2g env.samplel2s shdl + SAMPLEI2E8 2 IDX VAL,
243 gizeof (uint8_t), (uint8 t *)iparam->samplell8 2 val):;
744

Figure 44: Changes to samplel28 _enable_req_handler

xYou should now be able to build and download the modified code.

7.3 Adding a new characteristic to the service

In this section, we will add a completely new custom characteristic to the service. We will enable read
and notification access to the characteristic and allow it to carry a total of 10 bytes.

The tasks ahead of us are as follows:

e Make another type definition, to make it easier to change the size if we decide to do so at
some point.

e Recalculate the number of 128-bit declaration type IDs and recalculate the size of the data
in the GAP database.

e Build the new database.

¢ Implement new functionality in sample128 that allows us to change the value of the new
characteristic.

7.3.1 Defining our new data type of 10 bytes

As with our previously created data type, we will place our new type in “sample128.h”

16 [H]#ifndef SAMPLE128 H
17 | #define SAMPLE128 H

18
1% | typedef unsigned char my new t[Z]:
20 Ity‘pedef unsigned char m},r_newer_t[lill.l
21
Figure 45: Defining a new data type in samplel28.h
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typedef unsigned char my newer t[10];

7.3.2 Calculating the size of the new database

The database table must be changed. We are going to need another 3 attributes for our new
characteristic. Note that we have also changed the data size for characteristic 2, according to our
modifications in the previous section.

Table 2: The new GATT table

Handle Attribute Attribute Size of Data Data size
(16-bit) Declaration Declaration Declaration [Bytes]
Type Type ID Attribute
Type ID
[Bits]
Start Primary Service 0x2800 16 0xOFOEODOCOBOAO... 16
Declaration
Start+1 Characteristic 0x2803 16 0x<RD|WR><start+2>1F1E1D... 19
Declaration

Start+3 Characteristic 0x2803 16 Ox<RD|NTFY><start+4>2F2E... 19
Declaration

Start+5 Client 0x2902 16 0x0000 2
configuration
declaration

Start+6 Characteristic 0x2803 16 O0x<RD|NTFY><start+7>3F3E... 19
Declaration

Start+8 Client 0x2902 16 0x0000 2
configuration
declaration

As can be seen in Table 2, we are adding three attributes. Two of the attributes are referenced using
a 16-bit type ID and one is referenced with a 128-bit type ID. We can also see that we are adding 19
+ 10 + 2 = 31 data bytes to the database. This information allows us to make the following code
changes to “sample128_task.c”:
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72 R EE————.. *

T3 * Samplel28 Service Creation

74 A =/

TS Bl

76 S/hdd Service Into Database

77

78 nb att 16 = &; Sf 6 T0ID1e Attribute declaration types

749 nb att_32 = 0; S 0 UUID32 Attribute declaration types

80 nb att 128 = 3; Sf 3 U0ID128 Attribute declaration types

81

82 status = attmdb add service( & (samplell8 env.samplell& shdl),

83 TASE SAMPLELZE,

24 nb_att 186,

85 nb_att 32,

86 nb_att 128,

87 98 // See calculation below

it )

85

ag i Total Data portion of GATT database = 96 data bytes:

91 i 16 Primary service declaration

az £ + 19 Declaration of characteristic 1

93 oy + & WValue declaration of characteristic 1

o4 Iy + 19 Declaration of characteristic 2

g5 oy + 1 WValue declaration of characteristic 2

96 i + 2 Client configuration declaration of characteristic 2

o7 i + 19 Declaration of characteristic 3

o8 Iy + 10 WValue declaration of characteristic 3

59 £ + 2 Client configuration declaration of characteristic 3
100

101 i = 95 Data bytes total

Figure 46: Database changes

7.3.3 Building the new database

Adding the three new attributes to the database can be done by copying and slightly modifying the
sequence from characteristic 2. In “sample128_task.c”, add the following:
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<

//Characteristic 3:

L1177 700 7177707707770 777777777777777777777777

// Add characteristic declaration attribute to database
status = attmdb_add_attribute( samplel28 env.samplel28 shdl,
ATT UUID 128 LEN + 3, //Data size = 19
ATT UUID_16_LEN,//Size of declaration type ID
(uint8 t*) &att decl char, // 0x2803
PERM(RD, ENABLE),// Permissions
& (char_hdl) // Handle to the characteristic declaration

)i

// Add characteristic value declaration attribute to database
status = attmdb add attribute( samplel28 env.samplel28 shdl,
sizeof (my newer t), //Data size = 10 Bytes
ATT UUID_128 LEN,// Size of custom type ID = 128-bit
(uint8 t*)&samplel28 3 val.uuid, // UUID
PERM (RD, ENABLE) | PERM(NTF, ENABLE),// Permissions
&(val_hdl) // Handle to the value attribute
)i

// Store the value handle for characteristic 3
memcpy (samplel28 3 char.attr hdl, &val hdl, sizeof (uintlé6 _t));

// Set initial value of characteristic 3
status = attmdb_att set value( char hdl,
sizeof (samplel28 3 char),
(uint8 t *)s&samplel28 3 char
)i

// Add client configuration declaration attribute to database ( Facilitates Notify )
status = attmdb add attribute( samplel28 env.samplel28 shdl,
sizeof (uintl6_t), // Data size 2bytes (16-bit)
ATT UUID 16 LEN, // Size of client configuration type ID
(uint8_t*) satt_decl_cfg, // 0x2902 UUID
PERM (RD, ENABLE) | PERM(WR, ENABLE), // Permissions
&(val_hdl) // Handle to value attribute
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We need to define the attribute values of the new characteristic. This is done in “sample128.c” as
follows:

31 * SBMPLE128& PROFILE ATTRIBUTES VALUES DEFINTICH

32 T R R R R R R BRSO R R RO R R R R R R RS R R R R R R R R R R R SRR R R R R R R R RO R R R R R R R R R R R R R R

33 *f

S

35 | fSS samplel2& 1 Service

36 [Fconst struct att_uuid 128 samplelld svc = {{0=x00, O=x01, Ox02, O=x03, O0x04, O0x05, OxD&, 0x07,
37 Om08, 0x09, Ox0R, Ox0OB, Ox0C, Ox0D, Ox0E, OxOF}}:
38

HE

40 | /// samplel2s 1 value attribute UUID

41 [Flconst struct att_uuid 128 samplel2s 1_wval = {{0x10, O=x11, 0Oxl1l2, O=xl3, Oxl14, Ox15, Oxle, Ox1T7,
42 oOxls, 0x19, Ox1x, Ox1B, 0x1C, 0Ox1D, Ox1E, Ox1F}}:
=)

44 [F]=struct att_charlls8 desc samplell8 1 char = {ATT CHRR PROF_ERD | ATT_ CHAR PROF WE,

ﬂsi {0,012,

46 [ {ox10, Ox11, oOx12, Ox13, Ox1l4, Ox15, 0x16, Ox17,

47 Ox18, 0Ox19, Ox1a, O0x1B, Ox1C, O0x1D, Ox1E, Ox1F}}:

48 -

49 [[Jconst struct att_uuid 128 samplel2d 2 val = {{0=x20, O=x21, O=x22, 0=x23, O=x24, 0x25, O=x2d4, O=x27,
50 o=x28, 0x29, Ox2k, O0x2B, 0x2C, 0x2D, OrZE, Ox2F}}:
51

52 [Jstruct att_charl28 desc samplell8 2 char = {ATT CHAR PROPF RD | ATT CHRR PROP_NTF,

53E {0,0},

54 [ {0=x20, Ox21, O=x22, 0x23, Ox24, Ox25, Ox26, O0=x27,

55 Ox28, 0Ox29, 0O=x2h, 0=x2B, 0x2C, 0x2D, OxZE, Ox2F}}:

58

57 Hconst =struct att_uuid 128 samplel2s 3_wval = {{0=x30, O=x31, 0=x32, 0O0=x33, 0Ox34, Ox35, O=3e, Ox3T,
58 0x38, 0x39, 0Ox3k, Ox3B, 0x3C, 0x3D, Ox3E, Ox3F}}:
59

60 Hjstruct att_charlls8 desc samplell8 3 char = {ATT_ CHRR PROF_RD | ATT CHAR PROFP NTIF,

615 {0,012,

&2 [ {0x30, 0x31, Ox32, Ox33, Ox34, O0x35, 0x36, Ox37,

63 0Ox38, 0Ox39, Ox3A, 0x3B, O0x3C, 0x3D, Ox3E, O0x3F}}:

64

Figure 47: Defining attribute values

o<

const struct att uuid 128 samplel28 3 val = {{0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37,

0x38, 0x39, 0x3A, 0x3B, 0x3C, 0x3D,
0x3E, O0x3F}};

struct att_charl128 desc samplel28 3 char = {ATT CHAR PROP_RD | ATT CHAR PROP_NTF,

(0,0},

{0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37,

0x38, 0x39, 0x3A, 0x3B, 0x3C, 0x3D, Ox3E,
0x3F}};

We need to be able to reference the three new attributes. This is achieved by enumerating them in
“sample128.h”:
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ok =

34 * ENUMERATIONS

3_5 R R R R RO R R R

36 L

37 -

38 | /// Handles offsets

38 enum

40 (4

41 SEMPLE128 1 IDX 5VC,

42

43 SAMPLE128 1 IDX CHAR,

44 SEMPLE128 1 IDX VAL,

45

48 SAMPLE128_ 2 IDX_CHAR,

47 SEMPLE128 2 IDX VAL,

48 SHMPLE128 2 IDX CFG,

49

50 SBMPLE128 3 IDX CHRR,

51 SEMPLE128 3 IDX VAL,

52 SRMPLE128_3_IDX CFG,

53

54 SEMPLE128 1 IDX WE,

55 | };

Se

Figure 48: Indexing the 3 new attributes

<

SAMPLE128 3 IDX CHAR,
SAMPLE128 3 IDX VAL,
SAMPLE128 3 IDX CFG,

In “sample128.h”, we make the following changes to accommodate the new characteristic:

80 /=

81
82
83
84
85
86
a7
88
89
90
91
892
93
94
53
96
7
98
99

*f

# SAMFPLE123 PROFILE ATTRIBUTES VALUES DECLARATION

R R R R R AR R AR AR AR R R AR R RRR

S/ samplelZ® Service

EXTEern const struct att_uuid 128 samplell8 svoc:
fff samplel28 1 - Characteristic

EXTern struct att_charl2g_desc samplells8 1 char:
f/f samplel28 1 - Value

extern const struct att_uuid 128 samplells8_ 1 wal;
/// samplel2& 2 - Characteristic

extern struct att charl2i desc samplell8 2 char:
fff samplel28 2 - Value

SXTErn CoOnsSt Struct att uuid 128 samplell28 2 wval:

// samplel2& 3 - Characteristic

extern struct att_charl2g desc samplell8 3 char:
/// samplel?8 3 - Value

EXTEern const struct att_uuid 128 samplells& 3 wal;

Figure 49: Changes to samplel28.h

<

// samplel28 3 - Characteristic

extern struct att charl28 desc samplel28 3 char;
/// samplel28 3 - Value
extern const struct att_uuid 128 samplel28 3 val;
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XYou should now be able to build the modified code. You can also load it to your DVK and use
Light Blue (iOS) or BlueLoupe (Android) to see that the new characteristic shows up. Note: you may
have to turn Bluetooth on your smart device off and back on to see the change:

ST vaes

p DAT458x
e

Dovice address: 80 EACAD0.00:DD

t 0 oo

State: Connected, RSSHAT7, Avg:48

Generlc Access Service

D000 TH00-0000-1 000200000 R0S 19034

Generic Attribute Service

DROUTROT-0000- 1 00-A000-0UB) Sana M

Unknown service

10000 0b02 0300 0706-050403020700

<<Unknown characteristic>>

UL Oxtd1c. Propertes: Nood/Vrme

<<Unknown characteristic>>

RAD Ox2dZc. Propertes Heod/Notey

<<Unknown characteristic>>

AT OwadSc, Pioperties HesdNotdy

Figure 50: The new characteristic is exposed (BlueLoupe)

7.3.4 Initializing the characteristic value

At this point we have successfully built the new and expanded GATT data base, and it is time to start
actually using it. The first thing to do is to initialise the value of the new characteristic. In this tutorial,
we will simply define a global variable in “app_custom_proj.c”:

45

46 | my new t sanplel28 my new = {0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38};

47 | my newer t samplell8 my newer = {0x41,0x42,0x43,0=x44,0x45,0x46,0x47,0x48E, 0x49,0x4R};
48

45 | uint8_t samplellf8 placeholder = 0;

Figure 51: Initialization of a global variable

#<

my newer t samplel28 my newer

{0x41,0x42,0x43,0x44,0x45,0x46,0x47,0x48,0x49, 0x4A};

Note: As mentioned earlier, these global variables will not be retained if deep sleep is enabled. Use
retention RAM to store these types of variables if you plan to use deep sleep.

We need to modify the structure used when we enable the service, in order to allow us to initialize the

database upon client connection. The structure, defined in “sample128_task.h”, must be modified as
follows:
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86 /%

87 *# API MESSAGES STREUCTURES

88 R R R R R R R R R RS A RS E R R AR R R A RS

g9 =/

90

91 | /// Parameters of the @ref SAMPLE128 ENAELE RE(Q message

92 struct samplelZ8 enable_ reg

93 {1«

94 /f/ Connection Handle

a5 uintle t conhdl:

96 ff¢ Becurity level

a7 uint& t sec 1vl:

a8

a9 ff/ characteristic 1 wvalue

100 my_new_t samplel2d 1 wval;

101

102 /// characteristic 2 wvalue

103 uintgé t samplel2s& 2 wval:;

104

105 //{ char 2 Ntf property status

106 uintg_t feature;

107

108 /// characteristic 3 wvalue

108 my newer t samplel2f 3 wval;

110

111 /f{ char 3 Wtf property status

11z uintg& t feature3;

113

114 }:

Figure 52: Modifying the enable structure

<

/// characteristic 3 value
my newer t samplel28 3 val;

/// char 3 Ntf property status
uint8 t feature3;

We are ready to initialize the new characteristic where we enable the service in “sample128 task.c”:
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251 static int samplel?8_enable_req_handler (ke_msg_id t const msgid,

252 struct samplel2E_enable_req const *param,

253 ke task id t const dest_id,

254 ke task id t const src_id)

255 [

258

257 uinclé_t temp = 1;

258

259 // Eeep source of message, to respond to it further on

260 gamplel2® env.con info.appid = src id;

261 // Store the connection handle for which this profile is enabled

262 samplel2& env.con_info.conidx = gapc_get_conidx(param->conhdl);

263

264 // Check if the provided connection exist

265 if (zamplel28 env.con info.conidx == GAP_INVALID CONIDX)

266 [ {

287 // The connection doesn't exist, request disallowed

268 prf_server error_ind_send((prf_env_struct *)é&samplel28 env, PRF_ERR REQ DISALLOWED,
269 SAMPLE128 ERROR_IND, SAMPLE128 ENABLE REQ):

270 }

271 else

272 0 {

273 // Samplel?8 service permissions

274 attmdb_svc set_permission(samplel?s8 env.samplel28 shdl, param->sec_1vl):
275

278 // Bet characteristic 1 to specified wvalue

277 attmdb_att_set_value (samplel2f env.samplel2& shdl + SAMPLE128_ 1 IDX VAL,
278 sizeof (my_new_t), (uintd_t *)s&param->samplel2 1 val):;
273

280 // Set characteristic 2 to specified wvalue

281 attmdb_att set_value (samplel28 env.samplel2s shdl + SRMPLE12S 2 IDX VAL,
282 sizeof (uinti_t), (uintf_t *)é&param->samplell&_2 val);
283

284 // Set characteristic 3 to specified value

285 attmdb att set value (samplel2g8 env.samplel28 shdl + SRMPLE128 3 IDX VAL,
286 gizeof (my newer t), (uint8 t *)&iparam->»samplel2® 3 wval);
287

Figure 53: Initialization of the characteristic value

// Set characteristic 3 to specified value
attmdb_att_set value(samplel28 env.samplel28 shdl + SAMPLE128 3 IDX VAL,
sizeof (my newer t), (uint8 t *)é&param->samplel28 3 val);

7.3.5 Setting the default value of characteristic 3

We will have to set the default value of the new characteristic when the service is enabled. In
“app_custom_proj.c”, add the following line:

Gé[gvoid app samplell8 enable (void)

a7 -4

68 // Rllocate the message

(3] struct samplell8 enable reg® req = KE MSG ALLOC|

70 SAMPLE128 ENARLE REQ,

71 TASK_SAMPLE12S,

T2 TASE_RFFP,

73 samplel28 enable req

74 b

75 reg-»conhdl = app env.conhdl;

76 reg-»sec_lvl = PERM(SVC, ENABLE);

77 memcpy (&regq->samplel2s 1 wal, &samplel?8 my new,sizeof (my new t)): ff default
78 memcpy (dreg->samplel?8 3 wal, ésanplell?8 my newer,sizeof (my newer t)): ff default
74 reg->samplelld 2 wal = Oxff; ff default walue for samplel?8 characteristic 2
80 reg->feature = 0xd0; f/ eclient CFG notify/indicate disabled

81 S/ Send the message

82 ke msg send(req):;

82 |

Figure 54: Default value of characteristic 3

<

memcpy (&reg->samplel28 3 val, &ésamplel28 my newer,sizeof (my newer t)); // default
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7.3.6 Updating the characteristic value from the application

We also need a new structure for updating the value of our new characteristic from the application.
We will define this structure in “sample128_task.h”:

147 S/ Parameters of the Bref SAMPLEL1Z2E UPD CHARZ REQ message
148 struct samplel28 upd char2 reg

149 [4

150 /ff Connection handle

151 uintlé_t conhdl:

152 /f/ Characteristic Value
153 uintg& t wval;

154 ¥

=S B

1s56|| /// Parameters of the @ref SAMPLE128 UPD CHAR3 REQ message
157 struct samplel2s upd char3_req
158 14

159 FFS Connmection handle

160 uintlé_t conhdl:

161 /S Characteristic Value
162 my_newer_t wval;

163 ks

TE4a =

Figure 55: New characteristic update structure

<

/// Parameters of the Qref SAMPLE128 UPD CHAR3 REQ message
struct samplel28 upd char3 req
{

/// Connection handle

uintl6é_t conhdl;

/// Characteristic Value

my newer t val;

We will need a couple of new message primitives to be able to update the characteristic. In
“sample128_task.h” add these two primitives:

59 é!!ﬁ Messages for Samplells

60 | enum

61 H{

62 /// Start samplel28. Device connection

63 SAMPLE128 ENABLE REQ = KE_FIRST MS5G(TASK SAMPLE12E),
64

85 /// Disable confirm.

(13 SAMPLE128 DISABLE IND,

a7

68 /// Btt Value change indication

69 SAMPLE128 VAL IND,

T0

71 ///Create DataBase

72 SAMPLE128 CREATE DB REQ,

73 ///Inform APP of database creation status

74 SAMPLE128 CREATE DB CEM,

75

76 ///Update value of characteristic 2

77 SAMPLE128 UBD CHARZ REQ,

T8 /f/Confirm the update of value of characteristic 2
79 SAMPLE128 UBD CHARZ CFM,

80

81 ///Update value of characteristic 3

82 SAMPLE128 UBD CHAR3 REQ,

83 /f/Confirm the update of value of characteristic 3
84 SAMPLE128 UBD CHAR3 CEM,

85

86 /// Error Indication

87 SAMPLE128_ERROR_IND,

88 |}

Figure 56: New message primitives
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<
///Update value of characteristic 3
SAMPLE128 UPD CHAR3_REQ,
///Confirm the update of value of characteristic 3
SAMPLE128 UPD CHAR3 CFM,

We.also need to implement a new handler for sample128 to manage the value update. The handler
must be implemented among the connected state handlers of sample128 defined in
“sample128_task.c”:

478 | /// Connected State handler definition.
479 const struct ke msg handler samplel?8 connected[] =

480 H{
481 {GATTC WRITE CHMD IND, (k2_msg func t) gattc write cmd ind handler},
482 {SAMPLE128 UPD CHARZ RED, (ke msg func t) samplel2f upd char? reqg handler},
483 |{SAMPLE128_UPD_CHARS REQ, (ke msg_func t) sampisilf. wRd chazd.red. handiszl. |
484 | }:
Figure 57: Implementing a new handler
{SAMPLE128 UPD CHAR3 REQ, (ke_msg func_t) samplel28 upd char3 req handler},

Finally, we must implement the handler function itself. We will just copy the handler function for
characteristic 2, and make appropriate adjustments. Place this code in “sample128_task.c” just below
the “sample128_upd_char2_req_handler()” function.

<

static int samplel28 upd char3 req handler (ke msg id t const msgid,
struct samplel28 upd char3 req const *param,
ke task id t const dest id,
ke task id t const src_id)

uint8_t status = PRF_ERR OKj;

// Check provided values
if (param->conhdl == gapc get conhdl (samplel28 env.con info.conidx))
{
// Update value in database
attmdb att set value(samplel28 env.samplel28 shdl + SAMPLE128 3 IDX VAL,
sizeof (my newer t), (uint8 t *)é&param->val);

if ((samplel28 env.feature3 & PRF_CLI_START NTF))
// Send notification through GATT
prf server send event ((prf env struct *)&samplel28 env, false,
samplel28 env.samplel28 shdl + SAMPLE128_ 3 IDX_VAL);
}

else

{
status = PRF_ERR INVALID PARAM;

}

if (status != PRF ERR OK)
{
samplel28 upd char2 cfm send(status);

}

return (KE MSG CONSUMED) ;

Note: We are reusing the “sample128_upd_char2_cfm_send()” function. Our application doesn’t act
on the confirmation anyway.

At this time we are ready to change the value of characteristic 3 from the application. We will simple
reuse our timer handler and change the first byte of the characteristic value every time the timer
times out. Make the following changes to the timer handler function in “app_custom_proj.c”:
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870 | int samplel?8 timer handler(ke_m=sg_id t const msgid,

871 STIUCT Japl_chp eVt COnst *param,
872 ke _task id t© const dest_id,

873 ke _task id t const src_id)

874 -4

875 ke timer set (APF SAMPLE1ZE TIMER, TASKE APP,50);

876 samplel28 placeholder++;

877
878
879 struct samplell2s upd char? req *reg = KE M5G ALLOC|

880 SAMPLE128 UPD CHRR2 REQ,
881 TASK SAMPLE128,

882 TASE _AFE,

883 samplell28 upd char2 req
884 )F

B85 reg->val = samplell8 placeholder;

BB& reg->conhdl = app env.conhdl;

88T
888 ke _msg send (req);
889
8490 struct samplell8 upd char3 req *reqg3 = KE M5G ALLOC|

891 SAMPLE12S8 UPFD CHAR3 REQ,
892 TASK_SAMPLE12E,

293 TASE_LAFF,

894 samplel28 upd char3 req
895 ):

896 memcpy (&reg3->val, ésanplel2s my newer, sizeof (my newer t)):

897 memcpy (&reqg3->val, ésamplel2f placeholder, 1)

898 reqgq3->conhdl = app env.conhdl;

299
900 ke m=sg sendireg3):
901
902 return (KE_M3G CONSUMED) ;
8903 | }

04

Figure 58: Change the first byte of characteristic 3

o<

struct samplel28 upd char3_req *req3 = KE_MSG_ALLOC (
SAMPLE128 UPD_CHAR3 REQ,
TASK SAMPLE128,
TASK APP,
samplel28 upd char3 req
)i

memcpy (&req3->val, &samplel28 my newer,sizeof (my newer t));

memcpy (&req3->val, &samplel28 placeholder,1);

reg3->conhdl = app_env.conhdl;

ke msg send(reg3);

7.3.7 Implementing support for GATT notify

A connected client subscribes to notification of changes to the characteristic value by writing to the
client configuration attribute value of the characteristic. We will need a way to distinguish the different
write actions from each other. An enumeration is used for this purpose, and we will have to add our
new characteristic’s client configuration to the enumeration in “sample128.h”.
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57 | ///Characteristics Code for Write Indications
58 | enum
59 1
&0 SAMPLE128_ERR_CHAR,
61 SAMPLE128_1_CHAR,
62 SAMPLE128 2 CFG,
&3 | saupLE128 3 CFG, |
64 | };

Figure 59: Adding the new characteristic’s client configuration to sample128.h

o<

SAMPLE128 3 CFG,

In order to keep track of whether notifications are activated for the individual characteristic, we will
add a parameter to the environment structure of the service. This must be done in “sample128.h”:

71 | /// samplel?d environment variable
T2 struct samplell28 env tag

FEN=E

74 S // Conmection Information

75 scruct prf con info con info;
TE

77 JSSF BamplelZs8 sve Start Handle
T8 uintlé_t samplel28 shdl:

78

80 S fHotification property sStatus
81 uintd_ t feature:;

82

83 SiHotification property sStatus characteristic 3
84 uint8_t feature3:;

85 ¥

Figure 60: Changing the service environment structure

<

// Notification property status characteristic 3
uint8 t feature3;

When we enable the service, we must remember to specify whether notifications are set for the
characteristic. Near the bottom of the “sample128 enable_req_handler()” function in
“sample128_task.c” add the following:
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293 samplel2s env.feature = param->feature;

254

285 if (!samplell& env.feature)

296 [+ {

297 temp = 07

298 }

2599

300 attmdb att set value (sanplellZf env.samplell® shdl + SAMPLE12E8 2 IDX CFG,
301 sizeof (uintlé _t), (uintd_t *)acemp):

302

303 samplelZs env.feature3 = param->feature3;

304

305 if (!samplell8 env.feature3)

306 H {

307 temp = 0;

308 | }

309 else temp=1l;

310

311 attmdb_att_set_wvalue (samplell8 env.samplelld shdl + SAMPLE128 3 IDX CFG,
312 sizeof (uintlée t), (uinti _t ~)&atemp);

313

314 // Go to Connected state

315 ke =state set (TASK SAMPLE128, SAMPLE128 CONWNECTED) ;

3la }

317 |

318 return (KE M5G CONSUMED) ;

319 | }

320

Figure 61: Initializing notification

samplel28 env.feature3 = param->feature3;
if (!samplel28 env.feature3)
{

temp = 0;

}

else temp=1;

attmdb_att set value(samplel28 env.samplel28 shdl + SAMPLE128 3 IDX CFG,
sizeof (uintl6 t), (uint8 t *)é&temp);

Finally, we will have to set a flag when a connected client subscribes or unsubscribes to notifications.
A client will write a 1 to our client configuration attribute to subscribe and a 0 to unsubscribe. In
“samplel28_enable_req_handler” of “sample128_task. ¢’ add the following:
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420 static int gattc write cmd ind handler (ke msg id t const msgid,

421 struct gattc_write_cmd ind const *param,

422 ke_task id_t constc dest_id,

423 ke task id t const =2rc_id)

424 H{

425 uintd t char code = SAMPLE128 ERR_CHAR;

426 uintd t status = PRF_AFF ERRCR;

427

428 if (KE_IDX GET(src_id) == samplel28 env.con_info.conidx)

425 [ {

430:E if (param->handle == samplell® env.samplell8 shdl + SAMPLE128 1 IDX WVAL)

431 [ {

432 char code = SAMPLE128 1 CHAR;

433 }

434 o

435 if (param->handle == szamplell& env.samplels shdl + SAMPLEL128 2 IDX CFG)

436 - {

437 char code = SAMPLE128 2 CFG;

438 }

439

440 if (param->handle == samplell® env.samplel28 shdl + SAMPLEL2E 3 IDX CFG)

441 H {

443 char code = SAMPLE128_ 3_CFG;

443 }

444 -

Figure 62: Handling notification subscriptions

<

if (param->handle == samplel28 env.samplel28 shdl + SAMPLE128 3 IDX CFG)
{
char code = SAMPLE128 3 CFG;

}

And we must change the last “else if’ statement in the same function so that it can also handle
notification subscriptions to characteristic 3. Replace the entire “else if’ block with the following:
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else if ( (char code == SAMPLE128 2 CFG) || (char code == SAMPLE128 3 CFG))

{

// Written value
uintlé_t ntf cfg;

//Extract value before check
ntf cfg = co readlép (&param->value[0]);

// Only update configuration if value for stop or notification enable
if ((ntf cfg == PRF CLI STOP NTFIND) || (ntf cfg == PRF CLI START NTF))
{
//Save value in DB
attmdb att set value(param->handle, sizeof (uintl6 t), (uint8 t *)&param->value[0]);

// Conserve information in environment
if (ntf cfg == PRF _CLI_START NTF)
{

// Ntf cfg bit set to 1

if (char code == SAMPLE128 2 CFG)
samplel28 env.feature |= PRF CLI START NTF;
else
samplel28 env.feature3 |= PRF _CLI_START_NTF;
}
else

{
// Ntf cfg bit set to 0

if (char code == SAMPLE128 2 CFG)
samplel28 env.feature &= ~PRF _CLI_START NTF;
else

samplel28 env.feature3 &= ~PRF_CLI_START NTF;
}

status = PRF_ERR OK;

xYou should be able to build the project, download it to your DVK and run it. Using LightBlue or
BlueLoupe should allow you to see the new characteristic, read the value and set up natifications to
receive an updated value every 500ms.
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Status Definition

DRAFT The content of this document is under review and subject to formal approval, which may result in modifications or
additions.

APPROVED The content of this document has been approved for publication.

or unmarked

RoHS Compliance

Dialog Semiconductor’s suppliers certify that its products are in compliance with the requirements of Directive 2011/65/EU of the European
Parliament on the restriction of the use of certain hazardous substances in electrical and electronic equipment. RoHS certificates from our
suppliers are available on request.
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