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[Security for Al & Al for security]

Improve employee’s work? Security benefit rather than criminal?
(from CEOs) (from security professionals)
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(*1) IBM Watson (3t D% { O[FE <%k X 1172 International Business Machines Corp. @ B <3,
(*2) Google, AlphaGo i Google Inc. D FHfE T3,

(*3) PricewaterhouseCoopers | PricewaterhouseCoopers International Limited. D 2 T 9,

(*4) ISC2 1% International Information Systems Security Certification Consortium @ F§2 <3,
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[Security for Al & Al for security]
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[Security for Al & Al for security]
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R DEGEE) #AT WS, BHEDO Y 7 + v = THFEICE W TD Negative test [IMFE7 = — X TEfis s
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[Security for Al & Al for security]

Phishing LB X 2 1L ¥ TlE% K DIGE, BWEE D (BEWMEER 7 &b 2 23) FAEECIER L 22 EER 723
BrAHWT W, FRAIZHWR 2 TIOANY T —v avpd ) BRRKRHCAZET 7200 E2EY H
TN TE B, EEIT, WormGPT & \» 9 Phishing %17 9 72 ® O SCEAEMK % 1T 5 LLM 28 2023 42> & HIR
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N VRGBT L HWREIC R B, K, WREAETINIHOTMENE (F—F 2% v v d) 256 TFHl
ATV, A RBERTONDANCRTURAEICT 52 2 L A[RETR %, EHICH VAT L EZRo>Z vy =
TOFEETHELTWwE 7 re 2% ALICEEHEX 2 A TENIE. AMOAIHE AR VO T e TE
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[Security for Al & Al for security]
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B#® CAPTCHA T» % reCAPTCHA v3 CTl, ~“ZA1Dftb v ic Web+ 4 FNTOT 7y avi Sy s s
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(*7) CAPTCHA % Carnegie Mellon University O i <3,
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[Security for Al & Al for security]
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RIELCEHL, EHEZ2HLETEOD 2HER T TH S, EHEZALIE22DICUTD 7 D%%
FTws,
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(3) Br®& % [ml5gk - BfH - 0hics - [MIfE 3 % fE
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(6) ELALPENEICL 2 T I 4y —D{fH#
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(@) AlOBFDPSFHETDOIA 794 2D ZhZRiIconTlb 2 AL L Al & 2T LIRS 2 2R B
Hicownwto=wy vy s

(b)~y v Ik o TRDIY R 7 ZEWNH 2B a3 2 51l

(©) U R 7 OESEMART AT 1T CHRBTIY 72 S8 % 47 5 R
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W hTwd
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RKwvE>D) Gpil) (B IE)
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Govern ($558)

& 4 NIST Al RMF Ic 81} 3 2 7 e

3 —u v ¥ ¢ld, ETSI (European Telecommunications Standards Institute) 2% 2022 42> & ffi1C Al security
KB 2 LR — P 2ARL T3 [7][8],

(DALY AT LKL COBMEMERD Y AT L L DiEW

(2) T=2HRAR= v VBB EHIL LT — 2D LU

B)ALl 74 79 4 7 rzinz ek L Co CIA (Confidentiality, Integrity, Availability) & o BE{& 1
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[Security for Al & Al for security]

(6) AL T 351F 2 FibAATREYE & FE I

(DAl 7Z7y b 73— LTCDEF2 VT4 7L —LT—7

(8) Al Z M| L 7= Deepfake DFf¥E & Z D xf 8

CWVoZRHil Py IR LT, Al VAT L %2REET 2 ETOR—RTA v e 20 EMML TV 5,

2024 FEDIRHUHIC T, KEL EE. HARIC SO TBIFRHAM 2 ZhoMigic 51F 5 Al safety institute D&%
VERKLCEY, EEEEEZITOOORER ALK D 72 © OFHfi FiECEEDONRZFIH L T 5, 7z,
2024 4 3 Hic 35 o9l T AL ICBD 2 5 CTH % Artificial Intelligence Act 28 EU & IC X o TRk S
72e ALV AT LADPTFERETERWVWI R D70 LI NRTNIEVITRWSE, ~4 VU RI72H ) B0 ESF
5= H A2 A B A B BRIEMIC Y R 7 BEE L OER BB E B EO X I3 Thbiv T 5,

¥ 72 Z @i Tl3 GDPR (General Data Protection Regulation) ® X 9 i<, fH##k25&E K 240 L 72354 1< B4E 7 il
BEEHRL TN B,

ALBAFZEEICY — F LT3 M¥EMTd . Security for ATICEHT 2D 2 3 2 =7 4 28 2023 B WD 5 3%
3L E B ® T %, Frontier Model Forum (% Google, Microsoft, OpenAl (*8), Anthropic (*9)® 4 %26 72 5,
BEDOH 2 AlET VOB L EHOZDDHELRA L T 777 4 AOFHE, BERHYFLYE & DA
A, AN F 2V T4 2B AR LHE~OIGR & 2T L2 AL LTWwE, fioKE a3
2 =5 4 & LiZ Al Alliance 285 %, Al Alliance ® X »3—(Z IBM. Meta (*10) % &1 70 LA E O ZESL KF )
575, Al Alliance IZ ATFFED YV R 7 DFFE L Z N0 2K I ¥ 2 20 DFHRILEZITH, AloA -7V 4
JR—=vavEMEIEL L EHND—DE LTS,

bbb A, ML DI RIEBI LSMC, & Al E T LV ORMECH — e X 21T o T 3 H 3. I A
DDDOEF2 )T 4RI —RT7L—LT=2%GFTHH, EDOXI MY A EIT> T 20% Web ¥
AFECIREL TS,

EOMEENCOILET 2 2 L3, Al F 2 ) T AR T TANT — I L TEWEERZ 52, 2—-F2RRLL
TS TN TELZZLZAFL LTSI THD, Z2D7DITiT AIFAFRHEM IO T 2 &A% Z "I &
DBEFEFICIITKDON S, (RICHZBEDOL A RICBEWT Al ZFEHT 272010 F 2 —=v 7 %{TH5 71T
Hot2t LTH, FXOMEDLLDORZLTFF7 2754 2%, ZNFNOEPHSICEH T 2 HANCHENS 3 2 &
PEIEND,

(*8) OpenAl 1% OpenAl, Inc. D FEIETT,
(*9) Anthropic (% Anthropic, PBC.D§tE T,
(*10) Meta | Meta Platforms, Inc. D gt ¢4,

ER-2)

HRICBOTEAEA v EZ =2y PORVAEGREZBEBITOFIEFICEH L, ZNERLCLIIC, KLk Al v R
T LA DETFICHIRG O IR OMBETH 2, HDABEF 2 ) T A ICHEBEZIL VAR Vv E—F vy
FEFHLTWS X9, ALICOWTh EDX IRV RZBEL 2D, AYICHIFH L CRIEZR VLD 22D W
THRERE - FEAOHBAEEIC R >TL %, 20T, AMHEESLEELLHER R ER—ED 7 74 T
VT7%NKRL, FEFRAEEIC I > TENEFNDAIH—EZDELF 2 ) T4 LIARBRIHFINRTHE I e
EFE L,
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[Security for Al & Al for security]

ok, ATOHEIC X > CINECERERAFI AV EFF o DPBDOAL2HIEICE b o EHEE Y F— 1+ &
ZVIIEEIRZ D ENTELXIICRD, FICHAAN— X2 ) T4 1FALICKET YR 2HEIGT 208
LTORDEF LA TFO—2ThH s, AO#ERLICALICX 2 BN OB PR cE 3 L 51ckh 2
IR 22002 TH D I ZNTHEH L D F 2 ) TAHLYFRI I VKN EZLF 2V T4 AR L—v 3V
D= ALICH L ComWIAREZ > T b, ALERAERIRARLTET LZz2bl woTEbsb DTtk
W, AT ZHRGEICERfE L Ca v v o — 22 AZERITBCEEMIIC T % & 5 i1, Defensive AT O HIFK D MkHE M 75
L ERH AT O RELD D,

AKAETAPR=N—TF ARG E LTHAN—F 2 Y 74 2O LT 7225, ALIZER 4 2 F| 5w 2548
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[3] https://www.isc2.org/Insights/2024/02/The-Real-World-Impact-of-Al-on-Cybersecurity-Professionals
[4] https://arxiv.org/abs/2308.12287

[5] https://doi.org/10.48550/arXiv.2307.12108

[6] https://nvlpubs.nist.gov/nistpubs/ai/NIST.Al.100-1.pdf

[7] https://www.etsi.org/committee-activity/activity-report-sai

[8] https://www.etsi.org/newsroom/press-releases/2259-etsi-releases-three-reports-on-securing-artificial-
intelligence-for-a-secure-transparent-and-explicable-ai-system
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