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6.33.2.2 Data Packet [Parameter]

SOD (1 byte) 81lh
LNH (1 byte) 00h
LNL (1 byte) 2Dh
RES (1 byte) 1Ah (OK)
NCE (12byte) Nonce used for encrypting parameters.
Nonce length is 12 bytes and counter length is 4 bytes.
PRM (16 bytes) Encrypted parameters.

Encryption method is AES128-CCM mode (NIST SP800-38C).
Data format before encryption:
1st—4th bytes 5th byte 6th—8th bytes
LOD TRN (reserved: FFh)
9"—16th bytes
(reserved: FFh)

Parameter details:
LOD (4 Total length of "encrypted user data and write
bytes) address/size™

e Must be greater than 0/

e Must be multiple of encryption block size (16 bytes

for AES128)

For example:

LOD =00104000h = 00h, 10h, 40h, 00h when:

¢ Total length of raw image=1MB=100000h

e Length of SAD, SIZE and reserved=4000h(*)

*) 16 bytes per packet as described below

TRN (1 byte) | Transition pattern:

e (00h: PLO with AL2_key and AL1_key

e 01h: PLO with AL2_key

e 02h: LCK _BOOT

MAC (16 bytes) MAC for Encrypted parameters
SUM (1 byte) Sum data
ETX (1 byte) 03h
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