LA X MCU
253KV —>3>

© 2026 Renesas Electronics Corporation. All rights reserved. E P M S M —AA—2 6-0 0 3 3- 1 :{E N E SAS



CONTENTS

Content Page
» IoTRMD=—XEIOTS AT AI—RT—R 3
0T (EJ) &IT (Ab) Z28<IFIRYVIYI—S3> 8
» J7—ADIF77YIT—PMATEFESZIEY —) ‘QE for OTA' 18
* RX&RAT 7 SUMIITCP/IPRY NDO—J@EEYVIU1I—S3> 21
* IoTEF21UFsVYUI—->3> 23
s FXED 30

© 2026 Renesas Electronics Corporation. Al rights reserved. Page 2

LENESAS



IOTHéBR (CRDEND=—X

v BEAMLE. Root of TrustdsEIR

v BIEaE. UZILI A LA DRE{LEE

v Edge AI/MLICK B EERH - nJfR1L

v B/ IRy ND—O DRENEE

v D359 REHICKDIZET )\ A ADEH

{IhnfffEDm _E

y—EXDRI - ZRE

> —SINE
UE— MR
UE— MR

fERIRRED
ETE-HAUTE
RRAETR

v _OTAR{T(C & B EiiY— EX DG #

BAMEICKD IR MRIE(E
ESRIBRDAE

2 T7UY
J14—I)LRH—EX
2~ bS5

TiHOEEESE
TOLIHE

a1V 5d{t

EL - NHEBD
HEFR/RZ 16

UE— NRE/ &8 E.z

ELA—RRA—S3> 'g

¥ Lo

(Z=R/E—F—/ROTH@) ¥

© 2026 Renesas Electronics Corporation. All rights reserved.




WA ADMREMRT D = & D
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WABATREFROI-AT—AICEDE 3DDIOTI AT Al !

Case 1 Case 2 Case 3

I>RY loT A5 A AIH—R loT S A5 A UwF loT S XAFA

Bare Metal / Wi-FiFy IADAIO— K @) FreeRTos/ Wi-FiF vy IADAIO— K ==L FreeRTOS / Strong Security
A

Renesas MCU @ [RX] RX261, RX140 RA8,RA6

[RX] RX65N - iot-reference-rx [GitHub]

[RX] RX671, RX66N, RX65N, RX261
[RL78] RL78/G23 - iot-reference-rl78 [GitHub]
RL78/G14

[RL78] RL78/G24, RL78/G22, RL78/G13

S LowTI> ROMCUTHERBTA: RSN /7ZROMRAMT L —FAPPERIT | T4l EZH T A TMCUL TRIT
User App Layer ' | Cloud Connect | nect Cloud
i MQTT / HTTP i MQTT / HTTP ! J |
: HTTPS : J HTTPS |
i OTA on-chi i OTA on-chi |
SOftwa re | Command for I-TT?I'P | Command for I-TTQI'P | J
Stack Layer ! J
: Bare Metal i E
| DA16600 | DA16600 | DA16600
Recommend [RA] RAO [RA] RA4,RA2 [RA] RA6M5 > ra-fsp-examples [GitHub]
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BFDIATAICWI-FI®ES1—-) 27 RA>IBEET, MBICIoT{EZ=ER !

_____ BT ( 10TUIREWI-FIES 1 —)L TSz, BES AT ARMBEICIOTETES
(Y ROMIRAMB A XOD/NERMCUTEI 5™ RiBHZRIRTE S

T o IS RIEBHGEDIZODREFEHRZWI-FIES 1 —)LAITEIE I INEND D
y o RTOSIHEHDIHREREI > TILRS AT ACHBENS

@FSP@\E FILOITRIYINS | | ERe™ FITRS A EEALIZTET oy RL78A RS/ VR LU

BBV T RO T 7))y IBEA I < (CEMERESRTTAE FETY < (CBIMERERAIAE
CRIR(CREARE Application Note:
Flexible Software Package Documentation: Application Note:
On Chip HTTP Client on DA16XXX  Driver

US159-DA16XXXMEVZ Wi-Fi Control Module

US159-DA16XXXMEVZ Wi-Fi Control Module

On Chip MQTT Client on DA16XXX

> Wi-Fi DA16600 Multiple Protocols Demo
m DA16XXX AT Command Transport Layer > Wi-Fi DA16600 Multiple Protocols Demo

MCU Firmware Update Over-the-Air on FPB-
ﬁm WiFi Onchip DA16XXX Framework Driver RL78G23-128p with Wi-Fi DA16600
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Flexible Software Package Documentation:
On Chip HTTP Client on DA16XXX

On Chip MQTT Client on DA16XXX

(A7) DA16XXX AT Command Transport Layer

G WiFi Onchip DA16XXX Framework Driver

@ﬁ FITRSA/)\&ERULETET
9 < (CENMEMESRE D] BE

Application Note:

US159-DA16XXXMEVZ Wi-Fi Control Module

> Wi-Fi DA16600 Multiple Protocols Demo

MCU Firmware Update Over-the-Air on CK-RX65N

v2 with Wi-Fi DA16600

oy RL78A RS/ VR LU
= = W[ =PI HTEE
TETY (CEMEMEERBIEE
Getting Started Guide: RL78/G23 Getting Started
Guide for Connecting AWS in Wi-Fi Communication:

FPB-RL78G23-128p + FreeRTOS
Application Note:

Driver]

US159-DA16XXXMEVZ Wi-Fi Control Module

> Wi-Fi DA16600 Multiple Protocols Demo
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""" (DA16600)
@ cF1VT mEEDI—TT7TUT -3 > TOTS AT LAKREFIHTES
@ MCUEE@'[Z:FJ_ ) 7_"1’1‘%%151\% (RX:TSIP(Trusted Secure IP), RA:SCE(Secure Crypto Engine)) z
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Getting Started Guide :

Getting Started Guide : iot-reference-rx (GitHub)

AWS Cloud Connectivity on CK-RA6M5v2 with Wi-Fi DA16600 Application Note :
Application Note : MQTT/TLS - Wi-Fi DA16600 . .
Flexible Software Package Documentation: Amazon Web ServicesZFIFH UJZFreeRTOS OTADZEIRTG7E
AWS MQTT
AWS loT Fleet Provisioning®DFEIR 5%
AWS OTA PAL on MCUBoot
AWS coreHTTP AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600
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Network

Wi-Fi / Ethernet

2

F—AUINE > —AI8 /EZS) >
> [H/W] loTHFERITFY b EOTARFESZIEY —IL > [SIW] EF1VUFrZEATZIoTHERIITY I NOITF
2525~ R 10T SAF 1 UwF 0T S 2514 %&5’ loTEIFY I RITT m tFa1U5+«
RESEsES MQTT application MbedTLS & L /= TLSIE
= 3 TN 8| . oSHRERBUEOTAPYTF—K - AWS loTAEREDEIE
- R 11 : + CK¥Fw MM/ loT Dashboard « )RS 7> NRIIROE
- $10EDAWS b S 7)L7 I - Renesas HWIESIP (TSIP/SCE9)
' Quick and Effective * Fleet provisioning C=E (C BXIi « OTAMDECDSA-SHA256 Code EAIRGI
:I:-Z-s\:-i7|:8iewf2(-i1u2|2p * tool solution » FreeRTOS with loT 515U - LFa1FI—-bO—4
a S qualified i . 1 * Ethernet, Wi:_\ii’ Cf.”u'a_r’ USB, Mic Renesas B MH/W Secure IP
W device = QE for OTA * Dual Bank ﬁlzﬁuf‘ﬁ@(: L TSIP : Trusted Secure IP for RX Family
Feemtos CK-RX65N / CK-RA6M5 WETor VIA — LI TV I5T— hEER SCE : Secure Crypto Engine for RA Family
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https://www.renesas.com/design-resources/boards-kits/ck-ra6m5
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https://www.renesas.com/key-technologies/security/iot-security#documents

RX

IOTHERRDZERA (CE UJZIOT ENABLEMENT SOFTWARE

JLARY AR EDIoTHFY T O 7iRtE(d. CloudiEi#EiRiE (AWS IoT Core) ETOD

RIFEEET A MCKD, IoTHE CTHERNER I DRHFRBEZTHFHRAL TLNET

BHFISFDRRE loT Enablement Software CiERBfZR
B UES<HESEUTWBEBENREECRS } MQTTOLZEXZEXAIS—BDUH/INUEXT

%\\ﬁfﬁiﬁﬁ B MQTTBE CABET —YZ=ZETER0 SEEMRAZEIEE U=Softwares%s
RIS FEORMETAEHNDTS—HEETS v iIBHAIOAET —YIiBE (4KB/MILE)

V AWSEBZIREIMIE D7 — LD T 7 77Y J57— MNIHIG
RESEE{/EloTEALiIfeZBBEURZFTXA M

v 14 BEHGAWSIEST U TDIARE TIEE/EE DM A B /EHERR
v loT:&EHMLife (105F12E)ZBE. OTAEIT*x500E]DENEMERD

m EEMBECAZHORENRET S
(0) EHRER w EEsRCBENEELTLES
BT RO P OMBENRERE SN TLES

> == DFLIT/ \ V Cellular€> 21— )L I BIEEHE— R (PSM)
E‘Dﬁ:ﬁﬁﬂlﬂf .&Ei%gﬁu&l\\/\ By LRI RZ{E (eDRX) ZMCUfINS > ~rO—JLULT

EHEE N TE— RO XMEIFUIBDBIEENEHESD

loTHEERPDLogT —FHNICLFEMEF TV D
v EERA R EIRUIRKIEF DT — Y ZEFLogE LT
HEALUTED., loTRBDEETHFECT « — F) Ny JR]EE

A EaRin B EENREULEROEIRICKIT D

mEEN ) —TE— RABR TS } I\ FUEMEICERATRERMEEESHE— FREE
B EERERFOIS —ASTIBIETEAL }

© 2026 Renesas Electronics Corporation. Al rights reserved. Page 11 [ ] z E N E SAS



UwFloT A7/, (RA/RX)

AR >

JLAABAMCUO SO RY 'J 1—>3>

- FHFEIRIR -

RL78

[AWS.:EH':‘ﬁathﬁlﬁ-'F‘J ]

@ / Ethernet

CK-RX65N web page
CK-RA6M5 web page

+ AWS loTOH—EXZ10 R)LDEETHIFETIEE

o JLRY X Wi-Fi PMOD £ 1 —)LZEA

« B IILVTO0SLABLY. BT —5%a[#EIE
935 v aR— REiR

[V59 REfEDIZSHDAWS FreeRTOS]
RAZ 7 = UM FFlexible Software Package (FSP)

B KIXURXT 7 = Ul Driver Package Tl
OTAFW Update’ld EDZ RILT T VAV I%
ZOAWS FreeRTOSZEHR— MU TWLWET

- AWS certified FreeRTOS device

- MQTT BET A NTOTS A

- OTA FW update B> 7)L70O0 5 A

- 27 )\ X5Z5Fleet Provisioning
(RX only)

dWS

\-—/7

[AWS REHISHHHIEFY N
FPB-RL78G23 with US159-DA16600EVZ: (YR

. L78/G23-1 28p Fast Prototyping Board
- US159-DA16600EVZ

FPB-RL78G23 with RTKYZ024A0B00000BE*:

« RL78/G23-128p Fast Prototyping Board
« PMOD Expansion Board for RYZ024A

aws - AWS REFH FreeRTOS /1 X
~ 5 + OTAFW update > FILTFOT S A

[t275>45UMCUDOTA FW Update]

‘ Ethernet
EfECloud (C3EH: L72L2nd 5/ X (RTOSIEHKTF)D
FW update
« ’SA<IVY: CK-RX65N
« tZH>4': RL78/G23-128p Fast Prototyping Board

(Gl emal T

BIFEIRIR
[e2 studioh 5T < (CHIF]
aws - RARRIBIE e2 studioh B>
/e \M IO bRk

cANY—h O T4F2L—HT
HJJ%& E/imF/RTOSEZEH (Ctzw
No7w

[OTA 7S A MY —)L (QE for OTA)]

- OTADOEMIAFIEZGUI THRIfRAL
- e2 studio L TEMEL.
. AWST ) (A ZEERN S 0TARELT.
== I\ I FTETHR—b
R NE\N - 57 RICEH LIRLWMCUD
FW77w 55— MMCEXIG

[F1—BRUFZIEFTH]

¥ @ Cellular(CDWTIRILRT RBRYZ0214A, RYZ014A(32024F6 8 K D RFEHIE. BHEDH DS —H> XEGM01QRTUGMO2SHEIF DY T o T 7 Zzigftalse.

© 2026 Renesas Electronics Corporation. All rights reserved.

Page 12

LENESAS


https://www.renesas.com/design-resources/boards-kits/ck-rx65n
https://www.renesas.com/design-resources/boards-kits/ck-rx65n
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https://www.renesas.com/design-resources/boards-kits/us159-da16600evz
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https://www.renesas.com/design-resources/boards-kits/ck-rx65n
https://www.renesas.com/design-resources/boards-kits/ck-rx65n
https://www.renesas.com/design-resources/boards-kits/fpb-rl78g23-128p
https://www.renesas.com/design-resources/boards-kits/fpb-rl78g23-128p
https://www.renesas.com/design-resources/boards-kits/fpb-rl78g23-128p
https://www.renesas.com/key-technologies/iot-cloud-solutions#videos_training
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https://docs.aws.amazon.com/iot/latest/developerguide/software-package-catalog.html
https://docs.aws.amazon.com/iot/latest/developerguide/software-package-catalog.html
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https://www.renesas.com/ja/software-tool/qe-ota-development-assistance-cloud
https://www.renesas.com/ja/software-tool/qe-ota-development-assistance-cloud
https://www.renesas.com/ja/software-tool/qe-ota-development-assistance-cloud
https://www.renesas.com/products/microcontrollers-microprocessors/iot-cloud-solutions
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https://docs.aws.amazon.com/ja_jp/iot-device-defender/latest/devguide/what-is-device-defender.html#how-device-defender-works
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https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/cloud-solution
https://www.renesas.com/video/demonstration-iot-air-conditioner-using-renesas-iot-cloud-solutions
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https://www.renesas.com/ja/software-tool/qe-ota-development-assistance-cloud
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https://www.renesas.com/software-tool/qe-ota-development-assistance-cloud
https://www.renesas.com/en/software-tool/qe-ota-development-assistance-tool-firmware-update
https://www.renesas.com/en/software-tool/qe-ota-development-assistance-tool-firmware-update
https://www.renesas.com/en/software-tool/firmware-update-module
https://www.renesas.com/en/software-tool/firmware-update-module
https://www.renesas.com/document/apn/rx-family-firmware-updating-communications-module-using-firmware-integration-technology
https://www.renesas.com/document/apn/rl78g23-firmware-updating-communications-module
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