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https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/cloud-solution
https://www.renesas.com/software-tool/firmware-update-module
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https://www.renesas.com/software-tool/firmware-update-module
https://www.renesas.com/software-tool/firmware-update-module
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https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/cloud-solution
https://www.renesas.com/software-tool/firmware-update-module

WARHRRI7—ADIFF7YIF—b (FWUP) ETESS
qu;t]:-)L‘Z”E?ﬁﬂ HmmmmbmmMa]:!

FWUPEZ1—J)LEZEEITDBCET, BRECTT7—LADIT 7Y IT5— MEREDIRIAFH N BIEE |

BRI TODS LD FRAIRADIZEIE TI 7 — AT J77EFHolaE |
IS5 &l motJ 7 ()L LTS~ T & VER ( UART / SPI / USB / Ethernet EMilIE >4~ — J T — ARHE)
E%R:WOD/(X—*}I“EESZW—)L 2 I A o BERDCEZLE(OQ D ITTRATBEA A —T I —AT
enesas image enesas Image Generator C B I 7 —LADIT VA A—2ZBUS TS DiNE
Generatorg ERIEERA A—T LRk i .

101] * OpenSSLTHERT7{°

o10| EwmmEEm MCUIZISU T2 3 DOEFTA TS |

O nenposET ) 1. FATILE—R : FAFIISIBR
FHAA—SEA ST ~ > USFE—R . wEEHAR
> Dy — AT PEHCAR L TSRS (CEINTEE
3. U—PE—R : SEEHAR
> IXEUTw NTU > AMCUTD
S 1 55— I\ T B IR
FWUPE>1—=)l H(-: > TS ak\y T7 & UTEATBHRCELE

ERRELCKDLZER T 7 — LD T 7E#HZEIR |

T+ 777 — MERE(C KD T 7 — LD T 7 DIE S IHREE
(ECDSA NIST P-256 38X U SHA256) (Cxtity

© 2026 Renesas Electronics Corporation. Al rights reserved. Page 9 [ ] z E N E SAS


https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/cloud-solution
https://www.renesas.com/software-tool/firmware-update-module
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https://www.renesas.com/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
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https://www.renesas.com/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
https://www.renesas.com/document/scd/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes-rev203
https://www.renesas.com/document/apn/rl78g22-rl78g23-rl78g24-rl78l23-firmware-update-module
https://www.renesas.com/document/scd/rl78g22-rl78g23-rl78g24-rl78l23-firmware-update-module-sample-code
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*1: VIR 77Uty MTRBHREIRIE, EXAI>D/I\—ROTFPZYZa7ILD Uty hE] ZZESRBIZE0N,
TS WS ANDESTIAHMLIEDEME. £T 7= (RX. RL78) dDSerial NOR Flash MemoryliHlEES 2 —ILDT7 UG —> 3> ) — RESBEE0N,

© 2026 Renesas Electronics Corporation. Al rights reserved. Page 19 [ ] z E N E SAS




3. UZ7E—F
EEEHAN NV IF7HED) : EEREROEF

BIRERT  BRIRIRBIRE(CXD T 7 — LD T 77V T T — MR UTZE az.:.\

EHHIDAA—ZZEH U CIT7—LDITTT7Y 77-— oD EY Z EH AlEE

ISy ZIATY 3 3 =) 3 3
v J 7 H)
Ao E % % s 8% %

BT R AIEEIMIARE B F ¢ B REEIMIARE

BEiAd - 13T VIroTTUy b =1 Ny TP EEE HR3E - 47

TSy aAEY HED Sy aXEY HED Sy aXEY HET Sy aXEY HET Sy aXEY HET Sy aXEY
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1. DEFRDOERIE R
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RSUNWA 77 RL RIEIRETZ TV —2 3
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3. HEAA A—DERTE T
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(B> )L T(d0penSSLZfEA)

((DiEE/]’)QjI—Z%ﬂ\L,‘C 1. T 7 —=LDIT TP A A—=DVER

\ EHTA A—=7% MCU (CERDIAD Jl 2 REEDIHORE LR LR iR

(OFH A A—HEMCUNE IS vac | IR T o g

SR : : : MCUboot
> / v - O—-4AEI1—-YYT7TIDHRE “imgtool”
QEFIAA—ZDIEHEZIREIET D vV A AXA—DESE. O— REZWERIET — YDA 0
@FIHAA—HEENMET S 2. I7—LDITTPT7PYVIF—BMDET

MCUDboot

A 1 A —>72MCU(CEDIAD fzsb (Sl

2

<(UF : SPLUART.USB, Ethernet, etc. - e sy s e o

e
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X1V IS AEMCUZRAVWCEF 1 7R DD 7— LD 7 7VvIFT— M NE
EIHT S “MCUboot“VYU1—>3> © eReace

WARBARELFIVUFTFA IS * 2 FAUTHESLEEEEOR.E ST PIREEEOMmIIZ R !

B MCUboot (OSS) Renesas Deliverables
v 32-bit MCUmEIlFOEF 17T —bO—4 .
: : S L . Soft Tool, S
v ja_q m—;;r &97\7A77\y~|<%@4>771 NS4 F it orware o0, erviee
o S . S ty K
v BRATRI\— PUIT?OS&%E@?%%?&E@T@E&"E . Application Projects Man:—zzlnﬁyom
v 1I0TARL—F 1 >3 RAFLADEER I — ~O—4 (SKMT)
£Z : MCUboot | mcuboot o module Ronesas
GitHub - mcu-tools/mcuboot: Secure boot for 32-bit Microcontrollers! s S
— ——— driver
mEFIVUFT4TIT>S> (TSIP/RSIP/SCE)

MCUboot
v EBRIREICKLBIELBFWERR RA/RX Device TS'ggRES"”

Y ﬁ%ﬂﬂﬁﬁﬁﬂ{[ﬁli . —_— TSIP : Trusted Secure IP, RSIP : Renesas Secure IP, SCE : Secure Crypto Engine
Renesas MCUREEDTZF1 YT T2 ZFIFAIT DL T
WMIBEEDE L, HEEBNOHIR. QFEOER 1 06

v #7—5 DRE ‘ MIHTI\A R
EZIREIVES (CEONZHIE. SYESIUTHRREF RAT 7= : RA4, RA6, RA8 Dt UF 1 TS B85
v EF1T7REOEH RXZ 7 =1 : RX261, RX65N, RX651, RX66N, RX671,
Renesasizit(SKMT{>Renesas Key Wrap Service (C&D RX72M, RX72N

FxaT7REI> ST oS a3 mYR—- b
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https://docs.mcuboot.com/
https://docs.mcuboot.com/
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://www.renesas.com/software-tool/security-key-management-tool
https://www.renesas.com/software-tool/security-key-management-tool
https://www.renesas.com/software-tool/security-key-management-tool
https://www.renesas.com/software-tool/security-key-management-tool
https://www.renesas.com/software-tool/security-key-management-tool
https://dlm.renesas.com/keywrap/
https://dlm.renesas.com/keywrap/

TF1VUFr IS ETDERS

RAG KTURX MCUbootY U 71— 3 > Di#HEE & HERK

o G

tFa1VUFs IO LEELI= MCUboot moduleTEF1 7RI 7—LADITI PPV I)F5F—MaER

ERIRL : EF1VUFT 1 I>>>(TSIP/IRSIP/ISCE)

*1 : TSIP/RSIP/SCE

I—bO—9—BLUOTEFPITVI—>3 DS RFT LB

EE T 7 — AD I 7 DERIRGL
MCUZENRF (C T 7 — A T P DIEH = HERR

BRI 7 — LD I T A A—SDERKRIRE
INRNCDEHRT 7 — AD T 7RER (CIESME R
CEH 7 — AT FAA—SEEREL T\ 388, ESMEEED

ERIREEHB

RA

[SCE/RSIP&&kaa]
ECDSA NIST p256 + SHA256
ECDSA NIST p384 + SHA384

RSA 2048 + SHA256

RSA 3072 + SHA256

RX

[RSIPHE#ES]
ECDSA NIST p256 + SHA256

[TSIP{E &)
ECDSA NIST p256 + SHA256
RSA 2048 + SHA256

WAL REBSTLTOIS A

- MCUbootE>1—)LH- R (RAFSP/RXFIT)
Y F)ILTO0S5 L LB IWebR— (C15H)

. T B4,

WO 7 —DT VA A5 —4

Application Project Application Project
‘Bootloader’ ‘Downloader’ EH T — AT T

AA—DF—5

TSIP/RSIP/SCE Serial Flash Communication
driver driver driver (e.g.UART)

BSP (Board Support Package)

RA/RX Device = TSIP/RSIP/SCE

‘Illllllllllllllllll

(Initial device
programming)

(Update
mechanism)

T HEDARK

AAXA—ZDEL
MCUboot

“imgtool”
12
SybE>y

Security Key
Management Tool
(SKMT) 2

ZEIHD
EZAHETIR— b~

Renesas
Key Wrap Service™

PC

*2 : SKMT is required for Protected Mode only
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https://renesas.github.io/fsp/group___r_m___m_c_u_b_o_o_t___p_o_r_t.html
https://www.renesas.com/document/apn/rx-family-mcuboot-firmware-integration-technology
https://www.renesas.com/ja/search?keywords=MCUboot&docType%5B0%5D=%E3%82%BD%E3%83%95%E3%83%88%E3%82%A6%E3%82%A7%E3%82%A2%E3%80%81%E3%83%84%E3%83%BC%E3%83%AB%E3%80%81%E3%82%B5%E3%83%B3%E3%83%97%E3%83%AB%E3%82%B3%E3%83%BC%E3%83%89

W
RA
AR—Z(FRAT 7 ZUDHMERTT

TF+177FW UPZ=EIRI SMCUbootVY U1 —>3 >

)l«*‘U'Z*"t':F:L U+ I///b‘aﬂ‘“ﬁnn_cw:\ VIhoxIT”7 %5’(7 S U (Fsp MCUboot module) _Ciiﬁ !

B MCUboot (OSS) Renesas Deliverables
32-bit MCUBEIlFOEF17I—bhO—4S :
J— hO—F ESRFATSYS 101> TSR NSOF v L% Software Mol B
BEULEA—=IT V=AYV IMD TV

= MCUboot
I it L

v
v IoTARL —F 4 >0 XFTLAOFERT — I\IZI 4 MCUboot
£ . MCUboot | mcuboot, GitHub - mcu-tools/mcuboot: Secure boot for 32-bit Microcontrollers! module

ANERN

B YVIRIIT7IEBSSAISY (FSP MCUboot module)

v BRRIEC LB RSLBFWESR

TF1 7T IEFHDRAT 7 = UMCUEE C (S,

FSPODY 7 |\'jI PSS IS URFNATDC ETEIRTIEE
N|ST(7|<II_L#:,“:E¢§Z1TJEHME) T($2035F A% (C_E 9 BDigital T3
PQCxIiuZE#HESZE, RA/FSP MCUboot Tldv6.4.0L % CPQC% FFHBIEE,

MCUboot
“imgtool”

<VUIMITFESSATSU> Mz /A A )
- RAO, RA2S J—X : MCUboot 0 TinyCrypt ZF! AT =0 8 R R, WAt [RAB, RASIRS DX
- RA4, RAB, RA83 U —Z  : MCUboot 0> MbedTLS % RXOF S Ji - (eravzrooimmmtizes,
-RAT 7=V | )LD ZBDPQC Library% FIH e
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https://docs.mcuboot.com/
https://docs.mcuboot.com/
https://docs.mcuboot.com/
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://github.com/mcu-tools/mcuboot
https://www.renesas.com/software-tool/firmware-update-module

TF1VF1I2S> 2 OIS

AR—=Z(FRAT 7 ZUDHIERTT

RAMCUbootY U 1 —= 3 > DEE L 185K

iESY J D7 FSP MCUboot module TEF1 7R I 7—ADITTPPVvIF—MaER

ER/IREE: VIO T

EE T 7 — AD I 7 DERIRGL
MCUIEENES (C T 7 — A T 7 DIE S HERR

EI7—LADIT A A—DERIRE
INTOEH T 7 — LD T 7RIS CIESEZ R

E2EIAT

RA RX

> RAO, RA2 (TinyCrypt): -
ECDSA NIST p256 + SHA256

> RA4, RA6, RA8 (MbedTLS):
ECDSA NIST p256 + SHA256,
ECDSA NIST p384 + SHA384,
RSA 2048 + SHA256,
RSA 3072 + SHA256

> RAJ7 =Y (PQC Library) :
ML-DSA-44/65/87

a0 IO IEEEM T,
IJ7—=—hITT7TPVvIT—rEZa1-)L
ZTHELIEEL

FEVWEHA REG>DIIVTOIS A
+ MCUbootE=1—)LA1 R (RAFSP)
-S> TI)ILTOTS5 L LB AWebR—2(C158)

I—bO—9—BLUOTEFPITVI—>3 DS RFT LB

(Initial device
programming)

. T B4,

WO 7 —DT VAR5 —4
Application Project

Application Project (Update

‘IIIIIIIIIIIIIIIIIII

Bootloader ‘Downloader’ EH 7 — LI mechanism)
AR=—Z5—4 SR
AA—SDEL

MCUboot

“imgtool”

Communication
driver (e.g.UART)

Serial Flash
driver

BSP (Board Support Package)

RA Device

PC

*1 FSP / MCUboot Port (rm_mcuboot_port)
2 BESARICEOTHAIDZYI NI I TESSAISURERDETY.
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https://renesas.github.io/fsp/group___r_m___m_c_u_b_o_o_t___p_o_r_t.html
https://www.renesas.com/ja/search?keywords=MCUboot&docType%5B0%5D=%E3%82%BD%E3%83%95%E3%83%88%E3%82%A6%E3%82%A7%E3%82%A2%E3%80%81%E3%83%84%E3%83%BC%E3%83%AB%E3%80%81%E3%82%B5%E3%83%B3%E3%83%97%E3%83%AB%E3%82%B3%E3%83%BC%E3%83%89
https://www.renesas.com/software-tool/firmware-update-module

RA & RX MCUboot
IJ7—LDITVPEMRBN

BEHFWOEUSAIR (L, Primary slotD1—H 77U —>3>0% (FlashROME) TEITENET, 72720, Linear modefFDFlashE X YUE(F I N TRAMLETETENET,

EfAN

Overwrite Only (Linear mode)

e > EIEEED » @EEIEED)

BEFRS AT LDI—RAI—X(ICIEUTMCUbootD&E P WY
BHFIE

Overwrite Only Fast (Linear mode)

e » Gkl G

O st

JoTr—

~A R ZiERAIHE !
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BHEBEITCAVY b
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Overwrite | e S (image & (mage & vErEIIyrI vk
On Iy Primary slot Primary slot Primary slot Primary slot Primary slot Primary slot vV BfIAA—-SZEELES
Method (Image A) (Image B) (Image B) I (Image A) ' Image B |4¢— v B A—SIgS{Eul 8
Secondary Slot 21A% Primary slot&{&(C 1E— BEHFFWH 1 XDFT—4 DJ+Secondary slot H'SPrimary slot(C 16—
Linear mode Ene » GEREED GRS F EREE  GEEEE
Scratch area Scratch area Scratch area Scratch area Scratch area
(Image B) ] (Image B) (Image B) (Image B)
Swa Secondary slot Secondary slot Secondary slot Secondary slot Secondary slot .
P i (Image B) (Image B) (Image A) ] (Image A) (Image A) v B A—S DS {bnl g
Meth Od Primary slot Primary slot Primary slot Primary slot Primary slot
(Image A) (Image A) (Image A) (Image B) (Image B)
Linear mode Dual mode @EEIRNEE > OGP RN
=] Secondary slot Secondary slot
Secondarysiot o . Seeondary
FEFWES N EEFWiRE) fts]=> (mage 8) (image A) Uiieso ) , R EDS
DireCtXI P @ Secondary slot Secondary slot - E— ' ta)T —ggib
M th d (Image B) (Image B) - _ - AETCRER7ZYIT—b
etho Primary slot Primary slot Prima . . N2
ryslot _ _ Primary slot Primary slot b EJBE
(Image A) (Image A) (Image A) (Image B) (Image B)

MCUboot(FEHT T 7 —AD T 7RIS ICER UIZ/\—2 3 VIBIRER S ERIRELZITV). BCERMOEH I 7 — LD I FARX-—IZREUET
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IOTRRMTDOI7—LIDITFPPYVIFT—PMCHE

a=1E/XRENESAS MCU

Renesas loT Cloud ]a

2757 REFZFEBUIZOTA (Over the Air) (CEKD T 7—ALADT 77V ITF7— MNITHEXE !

MCU Family
)\ RAO, RA2, RA4
RA Series

Non-RTOS

\'N RX100/200
(=3 ¢ Series

“\'N
RU 78

Non-RTOS

RL78/G22, RL78/G23,
RL78/G24, RL78/L23

Non-RTOS
AERTHN

loT-O 35D RMEHRTI\A R

OTA
A Ethernet,
RAG, RAS8 = Wi-Fi,
Series 15t OTA - Cellular
MQTT/ OTA/ TLS / TCP/IP™, via Cloud __V/
FreeRTOS ¢
h loT-05% RiEHF )1 X
OTA
RX65N
UART,
MQTT / OTA/ TLS / TCP/IP*! / Fleet Provisioning SP]
FreeRTOS ‘1 Etheme ; " :
ree 1 : Ethernet(MCU) Only 2" OTA USB etc...

via Cloud

RL78/G23

MQTT / OTA/ FreeRTOS

*2 1 TNBIZR—3R> h%ZRL78/G23(max ROM 768KB, RAM 48KB) T
CHIBWEE<IBE, BEERT7TUTTHATRLRRAMY 1 XH
10KBKI IC/2 D EIREMN S D FE T,
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https://www.renesas.com/products/microcontrollers-microprocessors/rx-32-bit-performance-efficiency-mcus/cloud-solution
https://www.renesas.com/application/iot-applications/smart-home/iot-cloud-solutions

Firmware Update ]m

7—ALADITTPPYvIFTF—MEEVY1—-S3>0—8
e Ty

— DT TPV TI5F— b | v RX Family Firmware Update module Using v
€>a-)L Firmware Integration Technology Application
H>7)L1—R Notes - Sample Code

RL78/G22, RL78/G23, RL78/G24, RL78/L23
Firmware Update Module

v RXI7=Y J7—ADxT77vIFT—F y

—ADT TV IF— RL78/G22, RL78/G23 J7— LD T7T7v S

BEEST—L WE{EEZ 1 —)L Firmware Integration F NBEES 1L
Technology
tH>ASF)F)\A XOTA | v RX65NT)L— FreeRTOSZ AL \V/E v' RL78/G23 FreeRTOS% AL \/=Amazon Web
—LADT TV IF— Amazon Web Serviceslc KDdtH> ST Serviceslc LD A A UT )AL ADOTAT WY
H>7)L0—R JI\AM RADOTATZY I5F— T >T)Ld—R J—rY>J)Ld—R
loT-Z5™ R v RXZJ 7 =) Amazon Web ServicesZFIE L v' Getting Started Guide for Connecting Amazon

#wHT )1 R OTAD 7 —LDxT7V /= FreeRTOS OTADEIB753%(202406-LTS Web Services in Wi-Fi Communication:

v IF— RS> F)LI—R iR) RL78/G23-128p Fast Prototyping Board +
OTA FreeRTOS

RFEZIEY—IL v J7—=ADI177wvITT— bEFHFEEY—)L QE for OTA
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https://www.renesas.com/document/scd/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
https://www.renesas.com/document/scd/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
https://www.renesas.com/document/scd/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
https://www.renesas.com/document/scd/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
https://www.renesas.com/document/scd/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
https://www.renesas.com/document/scd/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes
https://www.renesas.com/document/scd/rl78g22-rl78g23-rl78g24-rl78l23-firmware-update-module-sample-code
https://www.renesas.com/document/scd/rl78g22-rl78g23-rl78g24-rl78l23-firmware-update-module-sample-code
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