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Security Key Management Tool 1. LR GRABREERXT L

CPU MCU

o9 a1 ArAE!)

Wrapped Key

Unique ID

1.2 RX Trusted Secure IP DO}E

Renesas Dt ¥ 1) T« IP Tdh S Secure Crypto Engine(SCE). Trusted Secure IP(TSIP)%: 5 UMZ RSIP-
Exxx X274 TP (RSIP)IE&. MCURT, D IP LIEMI LY TR TLIZHE S TWET, IF
BIUP U, ®MMBEAETIILT) AL EERTESETILTYXLOBADN—FITFF7I 5 L—4
BEU, SFESFELGNY 2L AvE—VRMO—FICHLERATETT, £z, BSIEEREEOI FOE—
Y —RX #1219 % True Random Number Generator (TRNG) 3 &FN TLVET, RSIP, SCE % 5 U
TSIP X, FOERIAR DAV PRIBIZE >TRESATHET, 77EAIR DAY MEIRRIE, FIELSER
TOEREZRELESEICEEI OOV EEFELELET,

YR—FLTVWAEETILTYRL, EXa7HEIA, BLUEF27HEEHE. MCU/MPU ITL -
TERBYFET, FH#ME. & MCUMPU D Web R—UMHHER LTI,

R20UT5349JJ0112 Rev.1.12 RENESAS Page 10 of 232
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Security Key Management Tool

1. L3R HABREE AT LA

# 1-1 MCU/MPU B8EH A1 k

MCU/MPU Category URL
- Security https://www.renesas.com/key-technologies/security/iot-

Portal security

RA Family MCU driver https://www.renesas.com/software-tool/flexible-software-

package-fsp

Application https://www.renesas.com/document/apn/installing-and-
Project updating-secure-keys-ra-family

RX Family MCU https://www.renesas.com/software-tool/trusted-secure-ip-driver

drivers(TSIP)
and example

project
MCU https://www.renesas.com/rx-fsp
driver(FSP)
RZ/T2M, RZ/T2ME, Security https://www.renesas.com/software-tool/rz-mpu-security-
RZ/T2L, RZ/T2N, RZ/N2L | Package package-rtos-bare-metal
MCU https://www.renesas.com/software-tool/rz-flexible-software-
driver(FSP) package-fsp
Synergy Platform MCU driver https://www.renesas.com/products/microcontrollers-

microprocessors/renesas-synergy-platform-mcus/renesas-
synergy-software-package

R20UT5349JJ0112 Rev.1.12
Sep.30.26
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Security Key Management Tool 1. LR GRABREERXT L

1.3 Renesas X a!) T4 IP ZFAL-EXa74HEEIA

TXRATHBEEIALBEHFE BEI OO UICLD Ty TSNERBOYR—FEAEDLET. FXHEZE
FRTIGEIIHKET HZ DB HICHOLTEET,
38 % NVM(Non-Volatile Memory)I[ZHE#ILE B A, 7RI SLNTRELI-BETH., BEEOS

FHRERELET,
FX#EERAMICHEHMLEREA, VATLETEREDOHSI— FHARTSINHEETH, HEMOSE
FHRERELET,
BIINVM ICREICREFTE, ELMEATYICLRMIT S LI TES O, FIRGCEEZRZITRE
THENTRETT .

52, UTTHBEAT SHEL 51, Renesas DEDS Y EVITHIMiEFERT A ET. T/NM ADFIEHES
MNO{RET B EMNTTREIZARY ET,

1.3.1 BOSYECITDRR

100101
110401 No

e indication

%

100101
ool | mmmp -I =)
Encryption

>

that the

data was
corrupted

000000
111111
000000

100101
BN Y M Indication
' that the
datawas
corrupted

000000
111111
000000 4

A
100101
Tot01 | EEE =)
101011

Wrapping
Encryption plus Integrity

1.3 EELETVELTDEN

RELEBEEDRED:=HIC. SVEVT LBBIEDENERBALET,

T—ENBEESIEENTHDREZBICEE SIS EEIC, TOREENPRLBEF >TLLEHER. TORE
BRIT—2ZESTEEY, ChizkY., EFEBRLIZBMEINES, LAL. BSEShET—-20EEIC
BMENHSOHZEBEESITLEIN? ZEENERHDS LICHBLEFERERELELSE. 57T
ALBEADT—FHBEL TSI EETRT LU, EDT—RRAR—DT—RLELOTLEVET,

SYEVT TR, BERF I v I DEBOICESIESNHEAICA v E—URBAa— FEEMT S5 & T,
COMEEBRLET,

R20UT5349JJ0112 Rev.1.12 RENESAS Page 12 of 232
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Security Key Management Tool 1. LR GRABREERXT L

1.3.2 HUK #FRLE=BOSYETDRIA

Benefits of MCU-unique Key Wrapping
v" Encrypting provides confidentiality
v" Wrapping adds integrity
v' Special wrapping techniques add authenticity

v Wrapping with the MCU Hardware Unique Key adds
protection against cloning

— CFor= = \27 e

HUK Wrapping %
Encryption plus Integrity _' -, et
plus Clone Protection > = - = ER Ty

14 HUK #FRLE=BDSvyES

Hardware Unique Key(HUK)ZERA L TRESNBZS v TT52 LT, £ 5—DODREMETHD /O
— U REBENSEBMESNET,

Ty TEINEAMO MCU [CEREFEIFOE—SN-HEE. TOMCUDHUK XS v T#EBRT 5 &
HOE—ShhE=RBEFERTEIEELTEFEFRA, LFEAMCUDE2OYTUYNMBOT/NA RIZOE—ShH
fzeLTH, TORZFEALLZY. BZTOELOEZMYHLEZEYTEILIETEEREA,

1.4 SYTENERBOIAFIEOBE

Sy TENTRBOFTAFIEIZCOWTHEBALET, Security Key Management Tool ##FH LTS v Tahi=
BEERLET, YR—FLTWWHEDEFEIZDOVTIE, MCUMPU IZL>TEHZYET, ¥ 1-1IMCU/MPU
BEY A FESEICETNARADT T —2 320/ — b ORSANESBLTLESL,

1.4.1 X 1T HREIADFIE

XA THEIAL. A —VELS, JOEDa =S T RAPICEXHEIBHLENLSICTEEE
SWET, COTOtRDFEMEAEIZ. MCUMPU ITI&FELET, TNA RIZEK-TIE, o530
AUBITI—RENLTEX2T7HERIAZYR—FLTLREDEHYFET L. THARLETERITESND
77—LIzT7EFERALTEXF7HEIAZYR—FLTWSEDEHY FJ, Security Key Management
Tool ZfEA L -BOEBEFIEE, FXRERZH OO, EXa7HRETETLTIESL,

R20UT5349JJ0112 Rev.1.12 RENESAS Page 13 of 232
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Security Key Management Tool 1. LR GRABREERXT L

TXITHEBEEAE UTOIDRTYTTEBLET,

1. EX17HBIADRVDRAT Y FIL. Renesas Device Lifecycle Management (DLM) Server T,
Hardware Root Key (HRK) #{#f L T{EE M User Factory Programing Key (UFPK) #5 v L&
¥, UFPKIE, 2—HHHERL Tz 256bit DIETT, RL UFPK T, FEDHDX—%FATEFE
ER
Security Key Management Tool #f#H L T, DLMY—/I\—2J 74 )L 74— Y FDUFPK 77 (/L%
HALZEYT, Security Key Management Tool GUI /83— 3 U DIBEIX[UFPK £/]4% J2EALEY,
[UFPK £m]% 7 DERAEIE 34UFPK £p)2 72 SBLTL &L,

o e N
( User A Renesas
- O - . - . - 1
' > Pow
urpr | PGP Encryption |
|
Prr | < '
W-UFPR R | DLM Server
S \Key Wrap Senvice /
Wrapping the UFPK

1.5 DIMH—N—%FER L UFPKDOZvEVT

2. RlF., 1—H#% UFPK TS5 v FLE9 ., Security Key Management Tool [, EXT—42 Ffld/ A
FUVBI7AIILTHRESNI—VEES Y TL, BRLETNASRIZKD X2 T7HBEIAICER
TEBIT7ANEERTHIENTEET, TRTOHAT7ANEA TN, TRTOTNNART 7
S —THR—FrSINTWLEIDITTIEHY FHA, HlZIX. Renesas RA 77 = 1) SCE9 Protected
Mode (FT—hr 77 —LDA VA T —ABRHATOHAEF 1 T7HBEIAZYR— L TS0,
Renesas key file Z4EB T 2B ENHY FT,

.

UFPK

User Key Encrypted
User Key
1.6 UFPK #FlL-a—HFH#DSvEVY
R20UT5349JJ0112 Rev.1.12 RENESAS Page 14 of 232
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Security Key Management Tool 1. LR GRABREERXT L

3. mEIZ, A—YRIX, BIRLEZTNA AP R— T E38IATOLRICIELT, FRISI V54
VRAITI—RFRETNARETETSINEG T 7—LDIT7OVWTANEN L TEASAET., D
TAtEAADAAIZIFK, Ty TENT=UFPK (W-UFPK) &, BIDRTY TTHEFEESn=5v Tahi=
A—YRBOWMANEENTT,

Code or Data Flash

X 1.7 TATS2 004V 7 —REFEALEZA—YROEA

R20UT5349JJ0112 Rev.1.12 RENESAS Page 15 of 232
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Security Key Management Tool 1. LR GRABREERXT L

1.4.2 X AT EREHFIR

T4—=ILRTOEF1T7HBIAFITSIEOICIE., ToEoarrnd33s05/70ESa = y4IC
BEHFDI-ODHE : Key Update Key (KUK) Z. 1 DUEFTALTELLDBEAHYET., 74— FIZEWL
THLWEDFAILEE. VWREEZESRA 50127 bzH BEOOD—FT—2 3 FEFBOBAE
) . SOFOEXIE MBOEF : Key Update] EELFFIENFET,

KUK [, D 1—HRBEBRIC. T/ RRFDO NVM OWVWTIANIRETEET, KUK, FHLLE
EFIANSYTTEBRW—DAN_ZXLTHD =D, TIHBEFTEEAHBEICERD KUK £EAT B L4258
KBFHLFET, chlckY, KUKEFO—TFT—2avFEEFBEETEIENTE, 10750 EFaUTq
RUS—ZFHEMLEY., BOBHRIZESEFX1) T4 BEICHIELEYTEET,

THHARKICTATSII IR T —REENLI-RIE, BNO KUK ZFATERNI EITEEL
TLESW, TATS I 5943 T —ANBEHINEZERNA T —IL FIZRASIND &, #FLOERIXEL
BOKUKZEZNLTOHEIATEET,

KUK &, £EBICEEDOT NS AREDONVM IZRFETEHIENTEEFT, HILLWI—FRBEIAT S
OIZETNARATHESNTLWABE FSAN\OREHFAAPI ECOT—2FFERALT. 74—ILKTHL
WBZEIATEET

TXATHEBEHICIE SO2DRTYITRHYET,

1. BUIDATY TE, 141 X2 7HEIADFIE CEHBEESIA TS ESIZ, KUKZERL, EAT S
Z&TY, KUKIE Key Type ‘KUK & L TEAT AR ENHY F7,

UFPK |
AES Encryption &»
KUK

Encrypted KUK

1.8 UFPK 2B L KUKDS vy EVY

R20UT5349JJ0112 Rev.1.12 RENESAS Page 16 of 232
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Security Key Management Tool 1. LR GRABREERXT L

Code or Data Flash

1.9 KUK @A

22BBORTYIIE. KUIKZFERALTHLLWIA—HFREKIKTI Y ITLET,

KUK

New User Ke
v Encrypted New User Key

110 KUK Z@ERALE#HLWLWLA—FEBOS YT

3. REDRATYIF, ETNARALRSIANETTISEASNEKUK ZFALT, LWLV A—FEEFIAT
BETT, HLWEDEAAPI EZDFEAAEIE. EMCUMPU QTNA A RSA/\DI=aTFILETS
BfEELY,
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Security Key Management Tool 1. LR GRABREEXT L

' MCU HUK

Unique
ID

Flash, External Memory, or RAM Secure Crypto Engine (SCE)/

111 1—YROEH

R20UT5349JJ0112 Rev.1.12 RENESAS Page 18 of 232
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Security Key Management Tool 1. LR GRABREEXT L

1.5 Renesas ¥ a1 ') T 1 #E&E

Renesas B G TIE, SEALLVICEHFLUSMZ, Renesas X1 )F 4 IPEFALEHEALEX2IY T
1 HEEEZ IR L TULVE T, Security Key Management Tool Tl&, #DtE X1 T #EEZFHT - D
BEEYR—PFLTUVWET, H/R— FLTLDHEEIZDWNTIE, MCUMPU [2&->TERYET, &
1-IMCU/MPU BEEH A FE2BBICETNARDT TV 7r—23 20/ — b ORSANESBLTIESL,

1.5.1 First Stage Bootloader

X ATHIVATLTIH, EAITE37ITVr—23 0O S LOFRERESBRIANEEL TGN &
FHRT B0, TTVr—232705 5 LOELHERII%F Bootloader " EffE®R., 7T Ur—>3 >0
TSLAETENIDENHYET., &5I2. 20 Bootloader BEENDE Lt FRIATI2HENHY .
Bootloader (EFEZ#A TERLWVWAEYICERET HH. ESHZA TELLAE Y ICEE L 2510 Bootloader
T. ELMBIAETILENHYET,

Secure Update
Secure Boot

First Stage
Bootloader

Second Stage
Authenticity Check Bootloader
¢~ RN Authenti
Program

Authenticity Check

X 112 +EFxa174EPXTLO Chain of Trust

Renesas M—&BMD MCU # R TIE, T/34 XAA®D Mask ROM % L < [ OTP(One Time Programmable)
ROM #%E#(Z First Stage Bootloader(FSBL)Z#& & L TL &3, OEM_BL #iF/L— AR, &ERO IO
TSI UTRIZTINA RZEESINET, FSBLIZ OEM_BL #&3iE/L— FABAS %## A L T. Second Stage
Bootloader D NFBEZFE > IR ZTITLVET S

ZKOEIE, OEM_BL #&iE/L— bR & M (OEM_ROOT _PK & U OEM_ROOT_SK), OEM_BL #&
ST/ABSE & T H2(OEM _BL_PK #& U OEM_BL_SK) . OEM(t 5> K - X7 —%) Bootloader (OEM_BL)
EEALE. REETOISI VI EREOT IV —2 3 UERTOMAICEITSEXa7 - T—F - 7
AEZAO70—%RLTLET,

Security Key Management Tool I&. Z O#REERFIZ{E A9 58 EEBAZE (Key Certificate)’s 5 23— FEEEAZE
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Security Key Management Tool

1. LR RABREESRAT LA

(Code Certificate) =4 L £9
YA

HMIE. MCUMPU Q7 TN 5—> 3>/ —FRUERSANRE

=5

-z

B<rE

/ Security Manager

OEM_ROOT_PK

~

OEM_ROOT_SK Generate
Key Certificate.
signature

OEM_BL_PK

OEM_BL_SK

Generate
Code Certificate and
OEMBL signature

\_

n d

Wrapped OEM_ROOT_PK.

Key Certificate

[

Authenticity Check
Key/Code Certificate
Code Certificate

OEM_BLHMAC

[

Authenticity Check
OEM_BL

o gy
J

Generateand Write =
Code Certificate and

Device

Internal Protected Area

Hash of OEM_ROOT_PK f

;J

|

Flash ROM

MAC value data
Code Certificate

X 1.13 OEM BL IiHEZA

#BF®D Authenticity Check

R20UT5349JJ0112 Rev.1.12
Sep.30.26
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Security Key Management Tool 1. LR GRABREEXT L

Device Boot

Internal Protected Area

‘| E

Flash ROM

; MAC value data Compare
: Code Certificate 3
1 OEM_BL :

Mask ROM

X 1.14 T34 RFEBREFD FSBL E1E

R20UT5349JJ0112 Rev.1.12 RENESAS Page 21 of 232
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Security Key Management Tool 1. LR GRABREEXT L

1.5.2 Decryption On-The-Fly/On-The-Fly Decryption

NEBAEICHEMT D7 TN r—23 0700 S LORET—2EWET 5-HICE. BEELEZ7TTY
=3 TS LENTATY)ICHERT D2HENHY £9, Decryption On-The-Fly % L < [& On-The-Fly
Decryption ##E(LAE DOTF)I&. 488 ROM [ S NzBEELShiz7 TV yr—> 37055 L%
eXecute in Place TE{TY HFRIZ On-the-Fly TES L ET,

Device

Other IP

Bus Decryption Pl P - External
Matrix On The Fly - Memory

B 1.15 DOTF E% MCU/MPU ORER S X T L/ AR 4l

Security Key Management Tool [&. Renesas DOTF #8tTHERT 57 T r— a3 UiER (EfTrlgEa—
RFELIIEET—4) OERICHIELTWET,
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Security Key Management Tool 1. LR GRABREEXT L

1.5.3 Secure Factory Programming
Secure Factory Programming ##El&. BEEEL=7TUSr—2a v TR S LEEEATHETT, 115

EZTAABICTENT TN r—230TATS LT 7ALNRELIZGETH, 77400 TOT S L%
LLBT—2DRBEH S ENTEFET,

M

Device

Internal Protected Area

W-UFPK | Secure P | | | -
& B P . ..
] | : ' / :
i UFPK H ‘ ‘ .
s o : = FlashROM -
DLM Key :

Key Wrap Service

’#—)

Encryption Key
. o ' Application
S Abblicatio H N pplication
program progra : I

\_ J

X 1.16  Secure Factory Programming g2 % MPU/MPU @ & X T L5

Security Key Management Tool Tl&. Secure Factory Programming ##t % RIRT 5= LU T DH#REE YR
—rLET,

P A—YTF7IT)r—232T7075 LDOBEIL

-BEEICERALEZBOSYEYVY

- FRFISEATRET NS RSA THA I ILDBOSvELT

- First Stage Bootloader M & E

- ¥ DLM X 7— b~ DEH

BEDTNARATHR— SN TWIHEDY X O, REBAEYDHFDTOTSIUTEYR—LT 3
% & . Secure Factory Programming D HIPREIEIZDLNTIE, MCUMPU DY —aF7ILESRBLTLEELY,
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Security Key Management Tool 2. BiE

2. #M=E

Security key Management Tool £, 7 71J 4 —< 3 >4 DLM (Device Lifecycle Management) M#%. t
FaTFITEFAL LLEEHZTORHNDY—ILTT,
AY—=)LIE3DON—=P 3 FHELTUVET,
YU RSA URR —Windows @AY F7AV T F O Lnux DA —3IFILY T Eh D,
B—vT U REEFTLEY., Ny FRETEHIITU FEEFTLEEYTS
CENFEETT . F—IR—V v —VOJIL—THEZYR— L3500
Y—ILTY,
- RBAURT7AVGUIRR - 77— LDz 7THBBEEZXET H-OICEGSN-ERMLG GUI Y—IL
T9, Y—FN\—FT 1 & IDE CTRHEIT HESIZERTT,
- e%studio 754 14 U hR — Renesas # IDE e?studio TERTAEL GUI 4 42— = —AXAY—IL T,
T77—LOz7THRREEORFEEYR—FLET,

21 HBE
Security Key Management Tool THHR— b L TUL\5HEEE MCUMPU ZLLTFIZTRLET, -

2.1.1 X T RBRIEAER

TXRATHEEEA. BEFICEET HLUTOMEEZ Y R—FLTLET,

HR— bk LTLVS MCUMPU [EFR 2-1 8B,

UFPK 4% % & Renesas Key Wrap Service NEFAIBEE 74+ —< Y bD T 7 1 ILAER

X ITHEIADEHD UFPK 2{E>71= DLM Key D5 v E > 5 (DLM Key [&—#® MCU/MPU
TOAHYR— I TLET)

X 1T7HEBEADIDDO UFPK 2 s fza—H RO vEVY

X ATHBEHFOLOD KUK 2F -2 —FBDOSvELY

®0 O
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& 2-1MCUMPU 77 1) SEEIA/EH HYKR— Fae

7273 HR— b HEEE
@ | @ | ©) | @

RA Family

RSIP-E51A Security Function v v v 4

and Protected Mode

RSIP-E51A Compatibility Mode | v - v -

RSIP-E50D Security Function v v v v

and Protected Mode

RSIP-E50D Compatibility Mode | v - v -

RSIP-E31A Security Function v v v 4

and Protected Mode

RSIP-E31A Compatibility Mode | v - v -

RSIP-E31B Security Function v v v v

and Protected Mode

RSIP-E31B Compatibility Mode | v - v -

RSIP-E11A Security Function v v v 4

and Protected Mode

RSIP-E11A Compatibility Mode | v - v -

SCE9 Security Function and v v v v

Protected Mode

SCE9 Compatibility Mode v - v -

SCE7 v - v -

SCE5_B v v v -

SCE5 v - v -
RX Family

TSIP v - v v

TSIP-Lite v - v v

RSIP-E50D Security Function v v v v

and Protected Mode

RSIP-E50D Compatibility Mode | v - v -

RSIP-E11A Security Function v - v v

and Protected Mode

RSIP-E11A Compatibility Mode | v - v -
RZ Family

Rz/T2M v - v v

RzZ/T2ME v - v v

RzZ/T2L v - v v

RZ/T2N v - v v

RZ/N2L v - v v

TSIP v - v v
Renesas Synergy Platform

SCE7 v - v v

SCE5 v - v v
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Security Key Management Tool

2. B=E

UTDI7 741 T+—< v bOHH%EHKR— k(Renesas key file (3T XTH MCUMPU THHR— k& T

WERA):
¢ Renesas key file
e C source file
e Binary data
e Motorola hex file

R20UT53494J0112 Rev.1.12
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2.1.2 Security Key Management Tool 54 7R— k9" %t F 2 7 H#E

Security Key Management Tool Tl&., £+ a74E#EA. BEHLUMNI. TN IDBFDOLUTOHEETHE
RAT57T—3%EMTHIEMNAIRETT .
HR—kLTLVS MCU/MPU R 2-2 #8BIEE0LY,
@ FSBL M= DHEIBAEL S WICT— FEEAEDER
@ DOTF THEARRELZI—FTOI S5 L/T—2EESI
® Secure Factory Programming #8E CERTIRER 7 7 1 ILERK
@ TSIPEFEALIEFXa77y I T— FCHERTTEELE T 7/ ILERK
® RA for Wireless M1+~ v 5 4R

% 2-2MCU/MPU 77 3 ¥ 7H#EEDHR— k(1)
7273 HR— b RE
) | © | ©® | @ | ®

RA Family
RSIP-E51A Security v v v - -

Function and Protected
Mode

RSIP-E51A Compatibility - v - - -
Mode
RSIP-E50D Security v v v - -
Function and Protected
Mode

RSIP-E50D Compatibility - v - - -
Mode
RSIP-E31A Security - - v - -
Function and Protected
Mode

RSIP-E31A Compatibility - - - - -
Mode
RSIP-E31B Security - v v - v
Function and Protected
Mode

RSIP-E31B Compatibility - v - - -
Mode

RSIP-E11A Security - - v - -
Function and Protected
Mode

RSIP-E11A Compatibility - - - - _
Mode

SCE9 Security Function - - - - -
and Protected Mode

SCE9 Compatibility Mode | - - - - -
SCE7 - - - - -
SCE5_B - - - - -
SCE5 - - - - -
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% 2-3MCUMPU 77 31 £¥a1 7LD KR— ~(2)
7272 HR— bR

@ | @ |1 e | @ | ®

RX Family

TSIP - - - v -

TSIP-Lite - - - v/ -

RSIP-E50D Security v v v - -
Function and Protected
Mode

RSIP-E50D Compatibility - v - - _
Mode

RSIP-E11A Security - - - v -
Function and Protected
Mode

RSIP-E11A Compatibility - - - - _
Mode

RZ Family

RZ/T2M - - - - -

RZ/T2ME - v - - -

RZ/T2L - - - R R

RZ/T2N - v/ - - -

RZ/N2L - - - - -

TSIP - - - - -

Renesas Synergy Platform

SCE7 - - ; ; ;

SCE5 - - - - ;
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22 BFIRE

2.2.1 N— KT 7IRIE

(1) &R kPC

e JOtwH :1GHzLLE
o AAUAEY 1G /A FUE
o TARTLAKRE : fiR{&E 1366 x 768 LIt
RRAT—IL 100%(HE)
F o BBEASTICRTAT—IHALEREUADEE, §XTOF TS avhRRTELAVEENHY FT,

222 YI YT T7IRE

(1) %5 0S

e Windows 11
e Linux (Ubuntu 22.04 LTS, Ubuntu 24.04 LTS)
e macOS 14 Sonoma (Apple Silicon D& xTit)

(2) estudio plugin kR e?studio By{ERESR/N— 3 ¥

e e?studio 2026-07
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3. GUI #8eskBA
ZDETIX. Security Key Management Tool GUI M EEERK & #REICDWNTHESRLET,
Standalone kit & e?studio plugin kIEZE U GUI DL TY . AL Standalone fRTITLVET .

3.1 A4 R
BERDOAN V4V FIERDESLGEETY .

( ﬂ Security Key Management Tool — m] X
(1) = .iji"f”/ For AT '
HE UFPKA£RE KUKZERL #079Fv4 TSIP Update FSBL DOTF/OTFD SFP RAGBB1/RABU1

— RENESAS

Security Key Management Tool

Z0Y- U3, FTUT—-37#EDLM (Device Lifecycle Management) B0 T F1F R8OV Y1Iva L
PYIT-FETIEDOE Y- T,
F TV T-23v#EEDIMEE(IUser Factory Programming Key (UFPK) TS9N T, TF17(04 V9T 3ENET. UFPKIZ
Renesas Key Wrap Servicet @B LTIvTLET.
Renesas Key Wrap Service'5Wrapped UFPK (W-UFPK)EER{S L T{F2&1),

FIVT-v3VE0EFKey-Update Key (KUK) 2L TEFI7ICITHNET.
ZOEHKUKEEFIT LA YY1V T 3R ENEYET.

Y- FEh a1 TARRROFACOVTE, EMCU/MPUDEFIA Y FESEL T,

|I MCU/MPUKEESTUS 1 <F—FyERRLTCEAL v

BT BRICHROMCUZERMPURERLTE AL

(5) =

% 3.1 ARAVERF7OUNR AMAVDq02FD
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& J0/571: Ra6UT m} X
AT Security Key Management Tool - - §
| > Uy-2
i C/C++ EILR B UFPK#ERE KUK#$ERL #039FY4 TSIP Update FSBL DOTF/OTFD SFP RAGB1/RABU1
> CfC++ —RE
Renesas QF n z E N ESAS
Security Key Management T
Task Tags Security Key Management Tool
> Validation
> A=k I 4515
ELa— ZOY-IuiE. T T-43avEEDLM (Device Lifecycle Management) 2O PF1F HEBOC Y Y173V E
TOSTH b FeFm Py IT-FETIENOEEY-LTT.
JnIIobsE T -3k DLME(Z User Factory Programming Key (UFPK) T2 an T, F17IC1 Y/ ITov3yENn3T . UFPKIE
| U705 I RE Renesas Key Wrap Service®&RBLTIvTLET.
| EYTIWIEE Renesas Key Wrap Service'sWrapped UFPK (W-UFPK) #ER{SL T3,
| TR T-u3yEOE FHIKey-Update Key (KUK) 2L TEFITICITHhIET.
| ZOEOKUKETFITICA VI3V T o ERBYET.
(2) » Yhi- BT F1U TAEEOFEICDNTE, EMCU/MPUDFFIAY FEEEL TG,
MCU/MPUXEES T3/ . RA Family, RSIP-E31B Security Functions and Protected Mode ~
BT BRI SOMCUE R FMPUEEIRL T{HEEL
|
(3) > 275257 AT <+ (4
@ BRELTECS | Fevel

32  e%tudio TSHTA UM AL 4 KD
No | Item Description
1) | A=a—nN— AR RT7AURO&HDEEEE,
HMIE 321 [F77AL]AZa— EBBEBLTLESL,
(2) | #To42 kD £2TF, EFX2T7HRIABSSIUVREHF O LRO—8E LT

FERENDI7ALEERT H-ODA 3T —XAZRHLE
-d—o

B) | RT—2RHY Y7 AT—BA4 2V RIICRRLTVWAETHREZ VYT LET,
AR RF7AURIEAZ2—0 KR > RT—2RY YT TE
BLET,

@) [ ~ANF Security Key Management Tool @ Software Manual %>
Renesas DEEE AT LEZERET HDICHRLGY A MEHZE
®RLFET,
AR R7AURRIEA Z2—0 ~JLT > Security Key
Management Tool ITDW\T... TRERLET,

(B) | RT—B R4 K ERITTERITLIBRERTLET,
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3.2 A a—/\—
ABA U R7AOVROHDOMEREIZIEY T,

3.2.1 [T7AI]A=2—
BEOREOO AT AIMEA = 1 —FBIRT - ENTEET,

e [MEERTFTD..]

XML 7AW ERXD T 7AIIZ, KRFTTEHRELEABA 7 74 IVERERELET,
BERIRELEFEA,

o [BEZEFEAALD..]
[BREZRETS..|CRELEXRE I 7AMILEHZHAAT, E4TITRBLET,

e?studio plugin fRD15E . [Apply and Close] RZ V& 2 & TRA JDREFERE estudodFTOTx
7 MIRELET,

e [AJEAA...]

[ASBRIR...|1Z8IRTEHE, RELOTIT7A4ILIZ, GURT—E2RA9 4V RIIZRRLEXZES2EE
H LFET, estudio plugin fRDIBE. RT—FRXAVD4 VFDLEDEI )Y A=a—THR—FLET,

e [AJH¥T]

(A5 BAMR... TR LA AZEELELET, estudio plugin lRDIZEE. ATF—4 A1V K LEDHES
JwyHh AZa—THR—FLET,

3.2.2 [RR|A=2—
GUI DRTRICET S A=Z2—TY,

ART—=BRI4 2V EIIZRRLTWAXFIEHRELET,

o [AXVFTAVERTT D]

ART—RAD 42V FEDIZ, CLIIRTETTAENDIT Y FOREEZRTLET,
MHEIXZOR Y FSA URREEMZLTHET,
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3.2.3 [NLF|A =2 —

e [Security Key Management Tool [Z2DLVT]

Security Key Management Tool® Software Manual®> RenesasD##EEE S X T LEEBHET HDIC
BRLGYA MEBRERRLES,

3.2.4 RART—RRA94 K™Y

ART—BRA4VFIE &2 T TEGFLEBERZRTLET,
ART—BAV4 VD LETEI ) I TEHIET, [F7ANAZa— [RR]AZ2a—DWLLOIDEEZE
TAFEY,

3.2.4.1 BOV)y O AZa—
° [:l E—]

[AE—]%&IRTDE RT—ERAI4 VRO ETEIRLE-XFENEY Yy TiR—FKIZaE—LZET,
XFEHNEBIRLTUOVEWMERFX, RTF—E2 R4V R9LEDITRTOXFHES ) v TiR—FKIZaE—L
35—3-0

° [Ddﬁy’ﬁ\/ Ddﬁ?]

[ASBRIR...1Z8INT &, RELEOTI7AIIZ, ATFT—ERA 94V RIIZRRLEXFEIEZEEHL
F9, RAAVR7OVRDIEE. [F7PAN|AZa—THR—rLTWET,

o [AXVFTAVERTT D]

ART—RAD 42V FEIZ, CLITEfTTAENDITY FORBEERRLET,
VHEZaAT Y FSA VRREEMZLTVET,
AV R7OVIRDIEE., [BR|AZa2—THR—FLTWLET,

e [OVU7]
AT—BAV4VFDICTRRLTWAXFIEHEELFT,
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33 [BE]|% T

CDBITIH, EATSHE2—7Y EMCUMPU ERBSI VO VEEIRLET . D% T TRIES HHETIC.
BFTE—TY FTNRAREBIRL TSN, D2 TOHEERF, CDE2TTOT /NS RERICE > TRE
YEY,

LENESAS

Security Key Management Tool
Zmy=JLE. T 2388k DLM (Device Lifecycle Management) SO R Pz voitivand
Ty IT-ETIEHDEEY-ITY.
FAUT-2 308 DLME(FUser Factory Programming Key (UFPK) T390 T, E¥aFIc vz dvayangy.
UFPK[FRenesas Key Wrap ServiceEEELTFvTLET.
Renesas Key Wrap Service) S Wrapped UFPK (W-UFPK)EEREL TR,

FHUT—2 3 B0 ER T ey-Update Key (KUK) B LTEF2FICTONET.
COEDKUKEEFAFICA v vavd 3 ENEYET.

#ii- a2t F1 U TAREOEEITOL TR, EMOYMPUD FF1AY MESELTUED.

(1) —— Imcu;mputﬁ%niﬁy: <A-FyrEERLTOZL ~ I

SiT9 el SOMCUERREMPUEERL TSN

33 [MEHT

No 5H A
(1) | MCUMPU tEEE TV DY AT 542 —4v F MCUMPU EREBT VDU EBRL T
A
BEEREFTHE. MCUMPU ERET U D UERNIREFESLE
D
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3.4 [UFPK £m]% J

Z MDA T TIE. User Factory Programming Key (UFPK) 7 7 A JLZ&/INAF 1) * . key 774 I ELTERKL
F9, TDT 74 I)L% Renesas Key Wrap Service IZEEEL T, v &Nz UFPK (W-UFPK) Z#E&ET 5
WDERHYET, UFPK 77K, X2 7HEIAAOREZERTIDICHERALET,

User Factory Programming Key (UFPK) (. TiHSE:AAEFCDevice Lifecycle Management (DLM) &
T -vav@gntsa TR0 It vayihicERLEY.
UFPKERenesas Key Wrap ServicelZko T T3 37 T. EFaFREBO/ V510 0avER]E(ILET.

O AL RREEERTS
O EEEEEET D (32001, PydTYTF4TY)
I 001122334455667 75893 AABBCCDDEEFFO0112233445566778829AABBCCDDEEFF (2)

(1)

HATFA N (key) :

FE.

I UFPKIT{ L E£ RE 3 |<-(4)

(3)"‘

34 [UFPK £ RE]2 7

R20UT5349JJ0112 Rev.1.12 RENESAS Page 35 of 232
Sep.30.26



Security Key Management Tool 3. GUI HgEEREA

No ER EnEA
(1) | A#9 % UFPK UFPKEICQ)DANEZFERT 5H. V—ILNOIBEREEEEFERT &
DIA—I vk RLET,
IBERMBEEZFERT S 2 =R
Y—IILNDEL B ERSMEEZERAL T UFPK ZE/RLET, [IF]
BEEZERT S &R
UFPK 27 M ILEZERT B EEIZ, QICANShI-EEZFERALET,

(2) |EEEZFEATS | (1)T BEEZHERT S BREFIC. TERXFRYIRICAASINT{EZE UFPK
E&ELT, UFPK 27/ ILEERLET,
TFT—REIAFYT—ETEYITIVTAT7UDIEFEFTAALTLESL,

3) |HEAZF7AIL HATBUFPK 27 A ILDIRRET7AINBENRRERELET,

(.key) HBAT7AILDIEFIE* . key ERFELTLIEELY,

REEZRFETDHE, HATFAIWNRANRESLET,

(4)

UFPK 2 7 AL %
/95

UFPK 2 7 A LEZERLET,
BMZE]2 JTMCU BT VOV ERIRTDEADILHYET,

T Y—IVATERT ST VA LERTALEABMEERIAT H2LDOTEHY FEA,

ZMDAR ITTHR L= UFPK 7 7 A/ JL % Renesas Key Wrap Service(https:/dim.renesas.com/keywrap)|Zi%
{EL. W-UFPK Z4£ L %9, Renesas Key Wrap Service [ZDL TIX. Renesas Key Wrap Service ® FAQ
HLLCIE. EMCUMPU DT F)r—23 v/ —bE LLIERSA4 o7 0Tdadzy b (X
1-1MCU/MPU BEBH A k) TSN,
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35 [KUK&ERK]Z T

ZMD4H% T TIlE. Key-Update Key (KUK) 27 A ILZENALF1)* . key Z77AILELTERLET, DT 7
ANWIE, KUKDOEF17HEBEIALTTEL, X2 T7HEREHFOLHICHOBEERFT S-HICHLERS
hid—o

Key-Update Keys (KUK) RIS #IC. FFUr-23av@0t5arary - HEnicERLET.
KUK BiEEEFaFicf 291 M 2 ENEYET.

Key-Update Key

O uEmEsEERTD
(1) [:]%EHEE@EH;; [32."{/|"_. "._:J’?’ij_:‘fF.‘)' (2)
I 00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF I*

| KUKIrf L EERET D <(4)

3.5 [KUK &RE]2 7

No 1B SR BA
(1) | ANDTBKUKD | KUKIBIZRQDADEZFERT 50, V—ILADE B ERMEEEFERT 50 E
T4+#—<T v k RLET,

ILBERMEEEFERYT S =R
Y—ILADELBERMBEEEFERALTKUK ZE/KRLET, [F)
BEEZERT S Z:&ERE:

KUK 77 M ILEERT D EZIZ, QIANSh=-EZFEFRALET,

(2) |EEEEZERAT | ()T HBEMEZEAT D ERFEFIC. TFRFRYVRICATEINIEZ KUK

%) fEELT. KUK 7 ILEERLET,
T—=BEAFYT—ETEYIdIVTAT7UDIEBFTAALTLESLY,
3) |HAZ7FAIL HATEBKUK Z7AILDIRRET7AINBENRRERELET,
(. key) HAT7AILDIERFIE . key ERELTLEEELY,

BEERETDE HATFAUNRZABRESHES,
(4) |KUKZ7A)LE |KUK 77 ILEERLET,
£RY D

T Y—IVATERT ST VA LERTALEABMEERIAT H2LDOTEHY FEA
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36 [HEDSvEUI]ZT
ZNBAITT, A—H#BEHL LLIDIMBEZRESIEL., EXa7HEIACBEHRICBDELR I 7/ ILEERL
*9,
PFATHEDA YU T3 TRUFPKEERLT. 1 FE80 77— FeRF - LTSS KUKEERLT.
T —a@E LLBDIMEESY FL T ED
BOEE 74
(1) =9 O DLM/AL ALZ_KEY OQAES 128 bits ARC4
(KUK () RSA 2048 bits, public
(O OEM Root public  secp256r1, public (O ECC secp256ri, public ha20-Poly1305
(COHMAC HMAC-SHAZ-256
Sy
(2) ¥ O UrPk UFPKTFA )L - =@
W-LFPE T ) EE
OKUK  KUEIFT]L S8
v
(3)=P] O LuLAREERRTS
O EBTEEERTD 16/ R, E9YIUFATY)  00112233445566776899AABBCCDDEEFF
Hh
€)) Pl JA-¥ul: RFP o A ) Z285.
I»T4T7: Little F-AEENEATD
FELA 10000 Key name:
S)p TP EERTS
3.6 BOSYELT2T
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No

IEH

st BA

(1)

[BRDIER)
R’T—4]
57

EOEE) Y JTHESLT 21— ROEEERINE., BT —42)2 TR
T—2%AALET,

[ROEEH 2 TDEMIL 3.6.1 [BBDFEFE] 2 JESHBL TS
[BTF—212 TOFHMIE 362 [BT—4] 2TESBLTLIEELY,

()

SyEVYR

EELEICERTARBOBREEXELET,

REDNDEME363 SYEVITRSEBLTLIEEL,

R L= UFPK/W-UFPK 77 1 L3 LK KUK 7 7 1 LSRR IZRERTE
TREINFET,

@)

EE LB ZERT 5 Initial Vector(IV)DREE LET,
BREDFME3.64IVESELTLESL,

(4)

A

H 519 % Encrypted UserKey 7 7 1 LDHREZLET,
REDFHFMIE3.65 HAESRELTIES,

BRELEITA—T Y b, T7AIIRR, 7 KLR, key name [FHRTEHRT
TREILET,

®)

F7M1ILEERT S

B)THELI=FA+—< v b® Encrypted UserKey 7 7 /1 ILZER L F
ER
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3.6.1 [BiEsE] 27

CDZTT, tFa7HBIAFEREFOL-ODOBOBELZEELET., TRTOROBBELA T
I, TRTOTNART7I)—THR— PSS TVEIOITRHENI EEZTEELLLSEL,

#OER @74
() DLM/AL ALz KEY © AES 128 bits - ARC4
(D =] .
() KUK () RSA 2048 bits, public DES
(O OEM Root public  secp256ri, public OECC secp256rl, public ChaCha20-Poly1305
(O HMAC HMAC-SHAZ-256
37 [ROEHEST
No IHHE st B
(1) |ROBELER BSEILIBOTILITIVILGLVICRRERRLET,
ER

BOBHELBREUTHIARIRAIETT, yR—FLTWRROBBHELRREMCUMPU [T ->TERY F
o EOJBUICRRZEZYR—FLTLEMNE, EMCUMPUDT7 TV r—> 30/ —FEBUITFZAN
DT =a7IL(R 1-IMCUMPU BEEYH 1 F)ZTSEEZEL,

& 3-1 DLM ERFDRTIER

EIRIE R =i
DLM-SSD DLM @ SSD R 57— +DFREEHE
DLM-NSECSD DLM @ NSECSD R 7— + DFRAE#E
DLM-RMA-REQ DLM @ RMA-REQ R T— b DFRREHE
AL2_KEY DLM FBREL NI AL2 EFSFH D
AL1_KEY DLM FBRELN)L AL1 EFSFH D
RMA_KEY DLM RMA_REQ R T— EREEAD#

K 3-2 AES ERFFDRTIER

EIRIEHE siBA
128 bits AES-128bit M
192 bits AES-192bit M
256 bits AES-256bit D #
128 bits, XTS AES-128bit XTS D
256 bits, XTS AES-256bit XTS D
256 bits, DOTF AES-256bit M

RA for Wireless @ DOTF A 17(Z Encrypted User Key /8 F 1) T—4
#ZHALEFET, F7MILDTA—<T v M 4.5.2.1 AES-256-DOTF #+
ToavESRBLTLIESL,
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& 3-3 RSA ERFrDRRIER

EIRIER

1024 bits, public

RSA 1024bit 04> B

1024 bits, private

RSA 1024bit D Fi % i

2048 bits, public RSA 2048bit 04> B ##
2048 bits, private RSA 2048bit D F4 7 i
3072 bits, public RSA 3072bit M E#E
3072 bits, private RSA 3072bit M iz
4096 bits, public RSA 4096bit @4 E#E
4096 bits, private RSA 4096bit D F4 % i

RSA-2048-public-TLS

TLS API A0 RSA 2048bit M2\ H

% 3-4 OEM Root public :#iREF DR RIEH

EIREHE

5

secp192r1, public

ECC secp192r1 M /A%

secp192r1, private

ECC secp192r1 Mz

secp224r1, public

ECC secp224r1 M /ABRA%E

secp224r1, private

ECC secp224r1 Q& #

secp256r1, public

ECC secp256r1 M /A%

secp256r1, private

ECC secp256r1 Mz

secp384r1, public

ECC secp384r1 M /B

secp384r1, private

ECC secp384r1 M i

secp521r1, public

ECC secp521r1 M /A%

secp521r1, private

ECC secp521r1 D& #

brainpool P256, public

ECC brainpoolP256r1 M4\ B

brainpool P256, private

ECC brainpoolP256r1 M4 i

brainpool P384, public

ECC brainpoolP384r1 M4 B

brainpool P384, private

ECC brainpoolP384r1 M # 8

brainpool P512, public

ECC brainpoolP512r1 M4\ B

brainpool P512, private

ECC brainpoolP512r1 M4

secp256k1, public

ECC Koblitz curve secp256k1 04\ i

secp256k1, private

ECC Koblitz curve secp256k1 M Fk% i

Ed25519, public

EJDSA Ed25519 )/ Ba%

Ed25519, private EdDSA Ed25519 D&
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% 3-5 HMAC EREFDRTRIER

EIRIEH £ BA
HMAC-SHA-1 HMAC-SHA-1 M ##
HMAC-SHA2-224 HMAC-SHA2-224
HMAC-SHA2-256 HMAC-SHA2-256 O ##
HMAC-SHA2-384 HMAC-SHA2-384 0 ##
HMAC-SHA2-512 HMAC-SHA2-512 O ##
HMAC-SHA2-512/244 HMAC-SHA2-512/224 D ##
HMAC-SHA2-512/256 HMAC-SHA2-512/256 M ##
HMAC-SHA3-224 HMAC-SHA3-224 0 ##
HMAC-SHA3-256 HMAC-SHA3-256 M ##
HMAC-SHA3-384 HMAC-SHA3-384 M
HMAC-SHA3-512 HMAC-SHA3-512 D ##
% 3-6 OEM Root public :BiREr DX RIEHR
EIRIEH £ BA
secp256r1, public OEM Root key, OEM Root of Trust Key(OEM RoT Key) CEHT %
secp256r1 2\ B
secp384r1, public OEM Root key, OEM RoT Key TERT % secp384r1 DA%
EROEEHIT 6 HERAFIECSRBIFZEL,
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3.6.2 BT—%5]1 427

ESILESNIBT—2Z2ANTHMT—2]12 TDHEAEZLET,
BT—2]2 7T, EXa7HEIACREFOLOICART 2TEXDRT—2EHEELFT., 05T
DFRTIE. ROEEZ I THELBOBERICKELET.

3.6.2.1 [HDFEFE]2 7 T DLM/KUK/AES/TDES/ARC4/ChaCha20-Poly1305/ECC
private ZEiREF
Z0Es #77
O 771l =3, )
(D)= OFx7-5 00112233445566778899AABBCCDDEEFF «
<+=(3)
O Mmml =174 b S DA

3.8 DLM/KUK/AES/TDES /ARC4 / ChaCha20-Poly1305 / ECC private % ZiREE D[R T— 414
-

No IEH £ R

(1) | AHEDZER ESIET O T—42 ZEIR

TF7AI EBIREE: QICBI7AILEAALET,

EXT—4H EIRE: Q)ICBOFEXT—2EANLET,

ELEMER EIREE : @)CERSh=BOEN T 7ALEEEBELET,

2 | 72741 ()T 7ML ZEREF, BESLITIRIFIILEERELET,
BI7AIIER 4-56key AT a3y I274IVATDT+—<y FDOREERETE
AEETY,

Q) | ExTF—4% (T EXT—4 ZERLIGE, FXORT—2% 16 EHTAALES., T

—aH 4 XL, [BOEHE]S JCEELEBOEEITKELET,

@) |HA7741L (T EBZEER #BIRL=BE., V—ILATRBT—2ZFERLET., YV—IL
NTERLEEXBT—2OHATI7AILERELET,
HBATRAEXE I 7AIIE. TFERARIFZ7AILELLIINAF) T74IL%S
EARETT,

ECC private D##&E R (L. AREBLRFICERL. EELZT7 74 IILAIZAH
$21X_public, FZIL_private (1T =77/ ILEHALET,

ECC private #(3A#gex HHR— F L TOARWVROEEAHY ET, Y R—FL
TWb 73 XLIEER 3-7 BEMEYR— L LTULVS ECC private ##% =5
BEELY,

S ARAY—ILTERINDEAREFS VA LEEZRIEILEREA, RY—ILTHE
BLE=BIEEFELE LLIETRANEMTOAMERAL TS0,

£ 3-7 BEREYR— L LTULVS ECC private S0 5228
BOERERE

secp256r1, secp384r1, secp521r1
brainpool P256, brainpool P384, brainpool P512 [;%]
Ed25519

5E: macOS iR Cl&. brainpool DEERKI(FIEYR— T,
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3.6.2.2 [B2DFEFE] 2 7 T RSA ARABEEIREF

gniEs ®79 5
(1) - ~ (2)
* OjJ ”} % .......
OFZT-9

78699AABBCCDDEEFFOD112233445566778599AABBCCDDEEFF
AABBCCDDEEFFOD112233445566778399AABBCCDDEEFF | (3)

AABBCCDDEEFFO0112233445566 SAABBCCDDEEFF

5566778599AA BECCDDEEFFO0112233445566778800A ABBCCDDEEFF

_“:“I:I:I 'J = hﬁ)

3.9 RSA A ZEREBOBT—2]12 7

No 1EH BA
(1) | AHEDER EEILT DD T —42 FER
T7A4I BIREF: QICBI7AILEANLET,
EXT—4 BIRE : 3),@)BOEXT—2FANLET,
2 | 72741 EEILT RO FAMILERELET,
BI7AIENAF )T F7AILT, YERFH* . key DT 7 A ILHFEERIRET
ER
(3) | Modulus(n) ()T FEXT—4 #EREE, RSAmodulus n DEXT—2 % 16 EHTANLE
ER
(4) | Exponent (e) ()T EXT—4 FIRE, RSAexponente DEXT—42 % 16 EHTANLE
TO
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3.6.2.3 [BEDFEFE]SF T T RSA W& SR IRAF
gpEE &7
0 &
(3)
<
001122334455667 78893 AABBCCDDEEFFO01122334455667 T8599AABBCCDDEEFF 4)
00112233445566775800AABBCCDDEEFFOO1122334455667785909AABBCCDDEEFF
OnsEeE 4(5_)
310 RSAMEREZERBOBT—42]27
No HH Btz
(1) | AREDER EEET DT —42 %EIR
74 ERE: QIZBI77/ILEADLET,
EXT—AR BIREF: 3),@)BOEXT—2EAALET,
LB ZEFER #IRE . B)CY—ILATERT 2BOE AT 7M1 ILAERELE
TO

2 | 7274 EEILT AR I 7FAILERELET,

BI7AINIENAFT) T7AILT, IERFHI* . key DT 7 A ILHIEERIBET
—a—O

(3) | Modulus(n) (1T EXT—4 TR, RSAmodulus n DEXT—42 % 16 EHTAALE
TO

(4) | Decryption (1)T FEXT—4 #EREF. RSA decryption exponentd DEXT—4 % 16 HEH

Exponent (d) TABLET,

(B) |HATZFAIL (NT EA#EFER Z2RIRLEBE. YV—ILATET—2Z2EELET., Y—IL
ATERL-EXRBT—2DOHEAT7A/ILERELET,
HATBEXRBI7AILIE. TFRAFIZ7AILELLLIFNAF I D74 IL%FE
EAHETY,

BARKRIE., ARBLEBFICERL. BE L7 74 ILAIZARS(E_public,
B (L private 21T 74 ILEHALET,
EARAY—ILTERISNWDEARETS VA LEZRIELEFEA. KY—ILTHE
RLUERBEEHEDL LCIFETRAMNEMTOAFEALTLEEL,
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3.6.2.4 [B2DFEZE]SZ T T ECC public EIREF
(1) soEgE 877 (2)
O 771l =2, |-
= .
OFxr-4 00112233445566778539AABBCCODEEFFO0112233445566778899AABBCCDDEEFF 3)
<
00112233445566 7755990 ABBCCDDEEFFO01 122334455667 788000 ABBCCDDEEFF (4)
<
3.11 ECC A% ERBFOBT—F1% 7
No IEH SRER
(1) | ANEDEIR | BELTI2HOT—42 &R
T74IL ERE: QIZBI7/ILEADLET,
EXT—H #RF: (3),4)I2Qx. QY IIANFHYT—2ZAALET,
2 | 727141 ST BB I FAILERELET,
BIO7AIIENAFT VT 7AILT, YhiEFI* . key DT 7 A ILDIEERIRET T,
(3) | Qx (1T EXT—4 FiIRE, ECC NHRO QXDEXT—42 % 16 EHTANLE
TO
(4) | Qy (1T EXT—4 FiIRE, ECC NHBRDO QY DEXT—42 % 16 EHTADLE
ERR
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3.6.2.5 [$2DFE%E] 2 J T OEM Root public 2R

(1) gnESE 875

Q771 28 -
a7 ==,
* [H]:')E_'_.S' R e R e ————— E
- F 001122334455667 76859AABBCCDDEEFFD01122334455667 7 BE29AABBCCDDEERF
<
00112233445566778899AABBCCDDEEFFO0112233445566775399AABBCCDDEEFF (4)
O sewEr B4 00 EY (454):
3.12  OEM Root public ZZIRED[ET—2]12 T
No IHH B
(1) | ANEDEIR | BEILT B8O T—2 ZFER
74 BIRE : QICB IO 7AILEAALET,
EXTF—45 IR : (3),@)2Qx. Qy [AFHTFT—2FAALET,
ABMEER ERE : O)EREIN-BOEH T 7MIILEBEEBELET .
2 | 72741 EEILT ORI FAILERELET,
BIO7ANIENAFT )T 7AILT, PhiEFI* . key DI 7 A IILDIEERIRET T,
(3) | Qx (T FEXT—4 EREF, ECC 2FBO QxDEXT—4 % 16 EHTANLE
ERS
4) | Qy (1T EXT—42 EIRE, ECC 2FHED QY DEXT—4 % 16 EHTADLE
ERS
(5) |HATZ7A4)L | ()T EEHEEAR #ERLEBE. YV—ILATRT—2FE/LET., V—ILA
TERLEEXRBT—2OHAT77MILERBELET .
HATEEXBBI7AILIE, TEFRARIZ7ALELLLIEINAF ) T7AILEEER
BT,
FARY—ILTERINDEBEES VA LEEZRIELEEA,
RY—LTERL-RIIREL LEZTFR FEWTOAMERLTLE S,
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3.6.3 SyvE T
TXATHEIATHLORET A RXIZEY FT5HBE. UFPK & W-UFPK ZRET HREAHY F
Yo EXaT7HRREHFTHLVEZIATSEE. KIKTS Y ITTHIRLELAHBYFET.

SvEy TRt
O UFPKJ UFPKT74 ) - =z €= (2)

W-UFPKT 7 )L : =Z. |g= (3)

(1)

313 SvEVITE#

No 1B E5EA

(1) | Wrapping Key @ | Wrapping 3 % D3R

L] UFPK #iRFF : (2)ICUFPK 774 JL. (3) W-UFPK 7 7 1 JL % &R

KUK #iREF : (4) KUK 77 4 L% EIR

(2) UFPK Z774JL | (1)T UFPK ZERB(C, [UFPKE/K]2 JTER LI UFPK 27/ )LEADLZE

ER
(3) W-UFPK 774 | (1)T UFPK BEiRFF(C, [UFPKER]Z JTER L= UFPK 2 7/ L%
1% Renesas Key Wrap H—E XTS5 v LIz W-UFPK 771 ILEANLFET,
(4) KUK Z274JL (1T KUK #IREIC, [KUKER]Z JTERLIZKUK 7271 IILEAALE
ER
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3.6.4 \Y

Wrapping key TUFPK £ L IE KUK EE L ZBIRLIZBEEEL. VHRETY, IVIEEET S, VY
—ILTERTHILEBHARETT,

A"
O ifsmlaEsEEsa |
(1) O ETEEEEI3 61k, :"MI‘J?WF‘J]I 0012233445566 778809AABBCCDDEEFF I 4_(2)
3.14 IV
No HH E%EA
(1) |[VOI7+r—<y |#BESYEVITHHICERT S IVIEEER
b LB AERMREZERT 5 EiRE . V—ILOELBERBENS IVEERLE

EE
BEMEZERYT S ERE : QICARENIAXTHT—RZFEALET,
(2) |fEEEZEAYT | (1) T HEEZERAT S 2R, CCICANSIEEEESERICIVEL

% TERALES, 16 M, EVIIVTAT7oIT4—IY FPTAALTLLES
LY,
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3.6.5 H A

COEHYTAVTHEH, X a7HBIAZTHIIBEFOLODICERTIEAT7AMILOEEFIRELE
T, IRTOA T 3N, IXRTOMCUMPU 7 S YIZRIELTWADHIFTIEEWI EITEELTLE
=Ly, FlZIE, RA T 7 31)® SCE9 Protected Mode D#EFAXTOTS I A V27— ABHTOH

YR—FSNTHEY. RFPHEANT+—T Y FOHSYR— FSHTVET,

i+
! 2
( L’I JA-Yuk: RFP ™y == <.__( )
(3) ittle FoREENENTS (4)
— “©
-
315 HAH
No s 5

M | Z#4—< v k HBATEIT774ILT+—< v FDEIR
BIRTEDLTA—T Y IR 38FSBEBLTLEEELY,

@ |2740 HATBI7AILBERRERELET.

ERMTMZREETEL. BRTODERT S5E8. HAShEIBESILBOT 7ML
BITHEZE T 7 4 )LIZIE _private, 2FAHE T 7 4 JLIZIE _public BMFmMEhEzd,

SRIEZSL,

@) | TvTA4TY (MTERA—=5AFY L LLE N F)BERFICEDIGEYET,
HATET—EDT—2HVERELFET, #HMlL456.bswap T3 0%

(4) | T—52%EMT |(1)TC V=R, EFA—FAFHL LIS FYBRBRKICEDIZRYET,
% HATET7MNEDNT TIZHETI7ALBDEGER, TDI7AILDEDHIZED
EELEREMAMLET, F#ME 455 ileadd TS 3 v ESRIFZE L

(5) | ZFLZR (MTE A=A SHEREICAEDICGEYET,

Motorola Hex 7 7 A JLIZERET A7 FLRAZAALTL S,

B 28R LTCES,

(6) | Key name ()TC Y—R ZERBICAMBYET, CY—RTFAMILOAYEZT7A
ITEREINTWVSEBER, T, T—2 Y4 X{[ED<keyname>E 7 F#187E L
9, <keyname>DfELV\HDEMIL, 4.5.4.2 filetype - T 3 > csource IEE

x 3-8 BRARELGI+—< v b

ERER BES
C v—=X& CY—RITF7ANEAYTEHALET,
N F NAFTT—REHALFET,
ErA—5AFY Motorola Hex 7 7 A ILEZHALF T,
RFP Renesas Key File 74+ —< v hD#ET—2ZHALET,
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® 39 TUT 17 UERER

EIRIEH kS
Little Big #:&IRBICH NI B T—42E V% 4 /84 AT v FL T, MotorolaHex 77
ANELLIENRLAFTYIT7AILTHALET,
Big Motorola Hex 7 7 A JLE LK FINAF ) T—2 %, K 4-63. & 4-64 DT +—
<y MIHEWL, NS PP THALET,
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3.7 [TSIP Update]% 7
ZNHIT, TSIP® Secure Update V1) 21— 3 > DA—HTAT S LOEEILETVET,

RX F7ZUTSIP FITELLIZRSIP Protected Mode FITEH -3 3 FaF - Jr- LTy 7 - FTERTESTIr-LIIFA A=Y
DESLETVET. ELUIRX IFZUTSIP FITELLZRSIP Protected Mode FITD 7 FUT-2a3 /- pEZSB A,

(l) * WA A= :  Secure Update v
J7-hIIPA A= ZE..

(2) =Pl sz |
RSUAYY EES{LTFLAZEE  Image Encryption Key IV

(3) =P || rsunySver: 2 v 14-757: TESTING
HA

Ol d PPNy | TP sz

TP EERTD
(5) =»
3.16  [TSIP Update]% 7
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No

IHHE

=i

(1)

HAA A=

AT DT—234 TORIREANTEI7AILEEBELET,
Factory Programming : THEEFAHRFD A A —ERDOENE
T7—ALIITFAF*2—D & EXaF7T— b A= ZHEELTLE
&Ly,

Secure Update DT —LT YT T— RO A =R
F7—LOTT7A A= ZHEELTLESLY,

ML 371 HAESHELTSEZEL,

)

T7—LDTTA A
-/
tXxaF7IT— kA A
-

T7—LDTF7A A= ICIFBEEIETHTOTS LD mot 774 IILEA
hLFET,

X217 IT— b A—=DICIE, HAA A—P T Factory Programming

BREIC, BEIELEI77—LT7YTT— b A=DITD0H 5% 7D
—rTRATSLDO Mot 77 AILEADLET,

)

BRI O UNICH AT —2ICEATIEREZTVET,
BERITDHREIZDOVTIL,

373[RSUAw A2 T

374 BT FLREH]Z T

3.7.5 [Image Encryption Key]% 7'

3.76[V]2 T

ECSHRAESL,

(4)

A

HATHI771LOREELFT,
REDFHMIEI77 HAZESHL TS,

®)

T71IWVEERT S

ATHEELEZA—I Y DI 7AMILEERLET,
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3.7.1 HhOA4 A=
CDRITTCHAT BT —E2DI7+—<y bEHEELET,

() =» I 14 A=%0: Secure Update ~ I

3147 HWHA A=

No IHHE st B
(1) | WA A—=D RKITTHERT2I77MILDEA TEERLET,

® 3-10 HAhA A—CDORTFER

EIRER B
Factory Programming | TIEZ2EAAZEEL. EXa 7 I—rTHEEL=Z7AIIZ, T7—LIIT
A A=V EBBIEL-T—2%8bE-mot I7 M ILEERLET,
X217 IT— FHREBBIESNhFETA, EFAADEE. EF2T7HRIETT
EEFRADILFHELFET,
Secure Update D7—LF7YTT—rE#BEL, 727—LIzF7A*A—=PICANESNIzmot 77
AILDEET) TERBEIELIEzmot 774 ILELKIERSUAY A EFE LN
ATV IT7ANEERLET,

3.7.2 T7—LDTTA*A—=/FaT7IT— b A=

EBILT D77 — LI TA A—DRELUICT, BHELET—2I2235Fa7T— b A—C&HEE
LES.

(1) = | gr-pomrony: sz. |
(2) = |uFaFT-MA-T:

318 TIF7—LIITA A=/l FaTI— b1 A=

No IEH SiBA
(1) | Z27—LHz7 |BEELELTEZTOTSLOmMt I7AILERELET,
A A= BEL7 FLAKE THEEL-&EFEDIEEL- mot 771 ILT—4 % TSIP

Firm Update V1) 2 —3 3 VDS EITVOVET, BEEXILTSIP D
Application Note &8 L T FZ&LY,

(2) |EF*xa7I—+ | HAF—% T Factory Programming EEMIC, BEELE-T77—LD T A
A A= A—TEADLER R EF AT I A—CEEELET,

X217 IT— b A—DIEBEIESNEE A,
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3.73 [RSUAYH2 D
ZDEHLaVTIEH, RSUAYSTDBEATEI77MILT+—< v hEIEELET,

RSUNYY  E2Z{FFLASE  Image Encryption Key IV

(1) =» I RSUAYSVer: 2 v I TESTING <« (2
319 [RSUAvY &2 T
No HH £2EA

(1) | RSU A4 Ver

EEL LD 7—LITTFAA—DIZDIFBRSUAYADN— 3 UFEFEL
F9, Versionld1H LK IE2 #HBERRETT,
RSUA YA Ver IZDW\TIX, 46.1ver #7723V EaESBLTLESLY,

2 | A—=C254

RSU N &M Image Flags IZ3XE T HIEEXERLET,
(MT2ZBRLIBE. A A—CITFTEBEFRENEO. BETETEFEA,
BIRTEAMEIF & 3-11 28BLTLEEL,

=& 3MMRSUAYE A A=DD55

EIRIEH &5t B8R
BLANK T7—LT Yy TA A=A,
TESTING T7—LT7YTA A= Ty TT— b, BRI,
INSTALLING T7—LT7VTAA—=CHRPPRA A —CFA VA =)L THY . REEP,
VALID T7—LT Y TAA=CHED,
INVALID T7—LT Yy TAA—=THES,
END_OF LIFE T7—LT v T4 *— 1% End of Life,
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3.74 ST FLREE] S 7
I7—LIITAA—COEBET SHEEEELES.

RSUAwS ES{ETFFLASEE  Image Encryption Key IV

(1) Pl EiErELA:

BT7ELR:

ESk AU HATFLA: _ < (2)
(3)* FlashSEAH 11 256

Data Flash : FaILEL - « (4)

320 [EFSIL7 FLREE]Z D

No IEH B
(1) |F|7 FLRHE | D7 —LI9xT7A*A—DTHRELE-mot 774 LADESILY SEEZEEL
T7FLZR F9. BSILI HFEEDLERIT8MB TY,

(2) |BEA A= |HAT7AILIZMOT ZHEERIC, BEIELI-T77—LVIT7AA—CFHNT
HA7 FLR 57 FLRZERELET,

(3) | FlashZ%5A#% |Flash DEZFAHBEMUZIEELET,

Y4 X YA X(E16 /84 FPREFETHEELTLESILY,

(4) | Data Flash HAFTZI77MINIZ, Z7—LITTFTAA—DIZEFENDET—E2759v2DT
—ADAMOBEEEIEEAMRETY .

E#lX X 3-12 Data Flash M/ E Z#SBLTLEELY,

% 3-12 Data Flash D& FE

=EiRER £ R
e % HAT B T7ANICT7—LDITAA—CDT—275vaT—42%mML
F9, HA4 A— T Factory Programming %:&iR L =158 DHEIRATRET
-d—o

EEIELTHMT S | AT EIF7AINCT7F—LIDITAA—VDT—RI5391DT—2%BES
fELT. #MLFET. RSUAYH Ver T 2 ZERLIGEDAHBIRAEETY,

Ly HAT B IF7ANICT7—LIITAA—VDT—EI753 92 aDT—2 &M
LEEA,
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3.7.5

[Image Encryption Key]? 7
T7—LITA*A—VEBHILT HEEIHERTIRT 2 EEELET,

(1) = O Il I

(4) =»

RSUAwS BES{LTFLAEE Image Encryption Key v

Key Encryption Key

sE, |4- )
O Fx7-5 | € (3)
Image Encryption Key
OiusmanrEETs
DO ETEEEERTS 32/ EvTTUT4TY
11 A 12233445566778800AABBCCDDEEF] | €= (5

3.21

[Image Encryption Key]% 7

No

IHHE

st B

(1)

Key Encryption Key

T7—LDTTA*A—DEREEILT S8 (Image Encryption Key)& S5 v 7
TEHOREEELET,

T7AI ZERE QTR IFAILERELET,

EXT—4 Z#FIRE Q) TAALIEAFYT—2ZRELTHEALE
ER

2 | 72741 (T Z74) %:&REE. Key Encryption Key DT 7 A ILEHBELE
T NAFT VT 7AILT, HERFHN* . key DT 7 A ILHIEERIEETT,
3) | FXT—4 (1T EXT—4 %FIRLI-BA. Key Encryption Key DET—42 % 16

EH., EVIIUOTATUIA—I Y FTAALET,

(4)

Image Encryption Key

T7—LzT74*A—VEESIET HRIEZEER

DI+—Iv b ELMERMEEEZERYT S BIRE . V—ILOEBERMRENSCREER L
35—3-0
BEEZERT S ERE : G)ICAAEINIAFHT—REFEALET,
(5) | fEEMEEERT S (4) T {EEEZERT S T:ERF. CCICANSHEEZESET S8

ELTHERALET, 168, EVIIUTAT7UoIA—I Y FTAALT
CFEELY,

R20UT53494J0112 Rev.1.12
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3.7.6 WEw4

RSUAYS EES{LTFLAEE Image Encryption Key IV

O A smBEsERATs |
(1) => REMERRTS (16/1F, E27Tv7 77| e (2
322 (V%7
No IEHH E5EA
(1) |[VDI7A—Ty | T7—LITTA*A—DDOEELFIZERT S IV EEER
b ABERBEELZFERT S EIREF . Y—ILOEBERBEN S IV EZERLE
ER

BEBEFERT S BRE : QICANSNIATYT—2ZFEALEY,

(2) | EEEZEAYT | (1) T HEREZEAYTS ZBRE. CCICANSNIEEZT7—LIzT A4
% —COBSERICIVELTHERALEY, 16 %, EVJTIVTAT7UT4—

Yy FTAALTLESL,

3.7.7 H A
ZDEIaAVTIR, HATHI77A4ILTA—I Y FEFRELET,
HH
(1) = | 7230 [£00-50%5 oo 22 |4=(2)
323 HWHAH
No IEH i BA
(1) | 7#—< v bk HAT D774 T74—< v FDEIR
BIRTEDL 74—y FEFK 3-13ZFSHBLTLEELY,
2 | Z74a4L HAOFT 2774 IVBENRRERELET,
*x 3-13 #EIRAgEL 74 —< v b
ERIEE RS
INAF) RSU 7274l AYy B & FIT=n"A4FUT—2%FHNLET,
RSU . 14 »*— T Secure Update 3EFERDAIEE BT HE,
EbO—5AFY Motorola Hex Z 7 A JLEHALFET,
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3.8  [FSBL4J

Z (D% T T, First Stage Bootloader(FSBL)HREZ & L F= )L R R T/ A THEMATTRELGREAE &L 0—
FEIBAZDEREITVET,

First Stage Bootloaderld 7055 ANE XA HETELSRITHIIZ, OEMT-MI-F-BEDTTUT-YayI-FOELEBLU/E
LLBEEEDFIVIZITINET.
ERAAEOHRBEETIMAADF 1AV FEEEBELTEAL.
(1) =9 Joem Bootloader 42— : 2.
(2) =P JoEM Bootloader Endian:  Little v
y [P7oimiss: Signat I AT =T
(3) 3 9 ignature TIN-3 I‘— (4)
() CRC |
SEBAEF  OEM_BLIEEE/—h#8 OEM_BLIZEEE
J-F77yaB8AT FLA (hex) : 02000000
TIAAI-FIFwvatd4 X 2MB v
(EATETINADT AAEINES. — /S AEERLTE )
OEM Bootloader % X
(S) =»| o=z
O HA4Z AT (hex)
[J Measurement Report &7
HAh
#EATERE ZH..
J1-FEFERE EHE..
(6) =» TPANEERTS
3.24 [FSBL]Z J
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No I5H ZRAA
(1) OEM Bootloader 4 #—< | FSBL A &REEX R & 9% OEM_BL O Motorola Hex 7 7 JLZ3ETE L
35—3-0
(2) OEM Bootloader Endian | A719 % OEM BL M I VT « 7 (Little or Big)ZfsE L E T,
(3) T05 5 LKA E JOJ5 LOWBIEAEERELET .
Signature : ECDSA EZ &R L-0— FEAZE L BEATAE F A/
LFET,
CRC :CRC A LB BMIIREEZ 1T F=HD 11— FEEEAZE
DHEERLET
HME 381 JOVSLRIAAZESBLTIEZSIL,
(4) A A—TN—2ay 707455 LREEAET Signature EIREFFIC, 00— FIIBAZ(CEET
50EM BLO/NN—C 3V EEELET,
(5) | [REBASE] [REBAE] 2 7 : OEM_BL B & BEAEL I— FEIAEOH AT 74
[OEM_BL #&5E/L— M) | LVBEHEELEY,
[OEM_BL &R &) [OEM_BL #&EF/L— +§8]% 7 L [OEM_BL #&I#])% 7 :
47 707455 LIREEAE T Signature BRI, BIERZEAHNLET,

(FEAE]5 J DAL 3.8.2 (IREZ TESEL TS0
[OEM_BL #&EE/L— ]2 T DOFf#H(E 3.8.3 [OEM_BL #&EE/L— ~ ]

AITESHBLTLEEL,
[OEM_BL #EF8#] 7 J Mif#l(% 3.8.4 [OEM_BL #&if#])% 7 SHEL
TLIEELY,
(6) T7AIVEERT D (W~B)THEELE:EHRZFERAL T, BABEEL S U(Ca— FEIHSE
EEMLET .
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Sep.30.26



Security Key Management Tool 3. GUI HgEEREA

3.8.1

AR N - H Wb
OEM Bootloader DRI A EFH/ELFT,

JO75 LA A E

3.25

7075 L&EEAE

No

IEH

(1)

Signature

OEM BL ME & %9 51-ODHE(OEM_BL #&5i#)& . OEM_BL ¥REESE % EERA T
5#(OEM BLRFF/L— FB)ZERAL T, RIIAEL 0— FIAZZ4E/mLE
ES

Signature % #iRk (L. [OEM_BL #RiE/L— &% J/H 5 OEM_BL #&5E/IL—
f#. [OEM_BL #3[8#]% IH > OEM BL REIBOANNKLETT,
EEBAZE M Chain Of Trust {8 (X, FSBL #RxE%EJ 5 T/34 XD Hardware
Manual Z ZSBB <230,

(2)

CRC

OEM BL®M CRC{EZEE L., O— FIIAZDHE4ERMLET . [I])

¥ :CRC ZELTaO—FIIAZ#4EML-1BA. SigneriIDICXAX—{ELLTCRCEZHALET,

FSBL &£ E— K T"CRC + report measurement”’:#Z1R L. OEM_BL #&ZEHE % F L\ f- measurement report %

HAOLEULMEEIE. Signature #BA TI— FEIBAZEZERL TN,
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3.8.2

[FEEAE]% 7

OEM Bootloader DA 5, HIEAEL O —FIIBAZED 77/ IILBEHRELET,

AAS  OEM_BLESFF) -8 OEM_BLISEFE

(D ->| J-F75922B8TFELA (hex): 02000000 I
(2) -> I FIAAI-FI592att{ X 2 MB w
(EET T/ A0F 1 N RNES, — e AEERL TR,
ootloader
O 5&E =
(3) ng ) H4 TN (hex) < (4)
(5) * [ Measurement Report £H 1] I
tH 5
6 [ e===. .. ||
D _,l I-FEFEs = |

3.26

[REBASEZ T

No

IEH

B

(1)

a—kF275vyia
BIR7 FL R

OEM_BL OFta7 FLAZHEELE T,

)

TINARO—F7
FyataX

FERTETNAADIA—FITv2aDY A XEH/EL T,
ZEY A ADGEWNEEE, BV A XEEEL TS,

®)

OEM Bootloader
H4 X

OEM BLY A XDEHEAZEZERELET .

BHEIFIE #REE: OEM BLA A—CTAAShfzmot 774 ILET/INA X
— K759y ad4XHh5 OEM BLOHY A XZEHLET,
OEM BL OH 4 XEHA%IL4.7.30EM BLDE&+ L < IX CRCEEXRE
BESRBLTLIEZEL,

Y4 XAN BIRE @) ICADShT={EA OEM_BL 44 XIZHYFET,

(4)

OEM Bootloader
H4 X

(3)T B4 XAH Z:EIREE, OEM BLDH A XZAHLET,
YA XL 16 DEFIZEEH A X1 DEEZADLTLESLY,

(5) | Measurement Fryv P EANT, BIAAE., 30— FEERAELERICEDILIZEE. RT—432 X
Report & H 51 7 4 > Fr2(Z Measurement Report #HHA L FET,
(6) | S2EIBAE REAZEDHA 77 IILBERELET,
70455 LEBEEAE T Signature ZEIREFICADLTLEELY,
(7) | a— FiIBAE O— FEEREDH N7 7M1 ILEZEELET,
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3.8.3

[OEM_BL #&R3E/L— +8E12 T
7045 LRIEAET lSignature] s#ZRFFIZ, OEM _BL#&E/L— FREREAALZET,

RS OEM BU=EIN—ME Oem_BLigErE

OEM_BLI&SE)L - B s

4) =107 sz, | €5
OFxT-4 00112233445566778899A ABBCCDDEEFF00112233445566778599AABBCCDDEEFF < (6)
00112233445566778899AAEBCCDDEEFF00112233445566778899AABECCDDEEFF
<+ (7)
3.27 |[OEM_BL #&fE/L— ]2 T
No IEH HL:l
(1) | OEM_BL #:F | OEM_BL #&iE/L— FBFEHE DA N HEEER
IL— R BE R F74I BIRE : QICBI7AMILEANLET,
AAFEER EXT—4 BIRE: Q)BOFEXT—2EANLET,
2 | Z274a4L OEM_BL #&R5E/L— M EBROB I 7 A ILERELET,
BIOFAIINRABERZSTCPEM 774, THFRX T 7 A IILTHIEFH
*ext DT T7AIL, BLLIEFNAFTUT7AILT, PhiEFMN*. keyDIT 74 Il
MNEEREETT .
PEM 7 7 4 L& 5 ER (L. OEM_BL BREIIL— FABBOAAEFTETT,
() | EXT—% (T EXT—4 #ERLIGE. FXOBT—2% 16 EHTANLET,

OEM_BL #&3E/L— FREZHEA secp256r1 DIFEIE. MEBEROYF A X, 32/81 +
DT—E2HANLTLESLY,

(4) | OEM_BL #3E/L | OEM_BL #RiE/IL— FABREDO A DA EZRIR
— B TF7AI EIREE: BB 7AILEAALET,
ARFHEER EXTF—4 BIREF - (6). NIBOEXT—42FANLET,
B) | Z7AIL OEM_BL #&REE/L— F AFABOB I 7 ILERELET,
BIF7ANIE. TEFR I FAILTHERFN . txt DT 7ML L LI, /A
T I 7AITHERFN* . key DT 7 A ILDIEERBET T,
(6) | Qx (4)T EXF—4 ZFIRLT-1BE. OEM BLRIEIL— FARE Qx DEXET
— 3 E 16 #EHTANLET,
(7) | Qy (4)T EXT—4 %EIRLIEHA. OEM_BLRIE/L— B Qy DEXRET

— 5% 16 EHTAALET,
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3.84 [OEM_BL #®RiEHE]% 7
707455 L&EEAET TSignature] #REFIC. OEM Bootloader Key # A QL ET,

RS OEM_BUEEFEN-hg2 OEM_BLIZERE
OEM BLEEGTRA RS

<=(2)
(1) =»| o7 52.. |
[:] ::{',l_"—'f" 00112233445566778890AABBCCDDEEFFO01122334455667785899A A BBCCDDEEF
: <+=(3)
O fzeEs Jr AT =z | €=(4)
5 OEM_BLI&SENEISE
©) = 5= =z, | €=(0)
OFx7-4 00112233445566778899AABBCCDDEEFFO0112233445566778899A ABBCCDDEEFF «(7)
00112233445566778800AABBCCDDEEFFO0112233445566 7 78890AABBCCDDEEFF
<= (8)

3.28 |[OEM_BL i#iI#]> 7

No IEH SHER
(1) | OEM_BL #&5F#% | OEM_BL RiIMZERD AN A EHZE IR
vk TF7AIV EIRE: QICBI7AMILEAALET,

ARFHEER EXT—4 BIRE : Q)ICBOEXT—2EAALET,

ABEEA B @)ICERSNEBOEA T 7AIILBERELET,

2 | Z274a4L OEM_BL {RIIMERDB I 7 A ILERELET,
BIO7AILINRABERZSTPEM 774, THFRX T 7 A IILTHIEFH
Faxt DI FAI, BLLIE, NAFUT7AILT, BEFH* . key DT 7A

ILMETERIBET Y
PEM 27 7 4 JLZ$5ERIL. TOEM_BL #RIILBE#E] DAANIEFETT,
@) | FXT—% (T EXT—4 ZBRLEGE, FXORT—2% 16 EHTAALETS,

OEM_BL #REEFE A secp256r1 DIFA L. MERDOY A X, 3284 FDT—
READLTLIESLY,

@) |BAZ740L (T EBZEER #BIRL-BE., V—ILATRBT 24K LFET. YV—IL
NTERLEEXBT—2OHENTI7AILERELET,

HBATBEXE I 7AILIE, TFRACI7Z7AILELLIEINAFT Y T 7A4ILZEE
ARETY,

NRBLRBFIZERL. BBELEZ7 74 ILRAIZABREIE_public, MEEIL
_private {1+ 7/ LEHALET,

T ARAY—ILTERINDEAREEXS VA LEERIELEFFA, RY—ILTER
LERBERELLLEITRAFEMTOAMEALTLEELY,
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No

IEH

st BA

®)

OEM_BL #&5F 4
FrE

OEM_BL RN DO A A EZEFER
TJ7A4IL EIRFF: O)ICBIO7AMILEANLET,

ARFHEER EXTF—4 BIRE : (7)EG)BOEXT—42FANLET,
®) | Z74AIL OEM_BL {&RFIABBOB I 7M1 ILEHRELET,
BO7AIIE. NAF VT F7AITHEFI* . key DT 7M. HLLIETFH
AFIT7AILTHEFN* . txt DT 7 A ILDIEERFETT .
(7) | Qx (5)T EXT—4 %EBIRLI-5A. OEM BL A Qx DEXET—42 % 16 #
BTABLEYT,
8) |Qy (5)T EXF—4 %FIRLT-1B4E. OEM BL 2B Qy DEXET—42 % 16 #

HTANLFT,
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3.9 [DOTF/OTFD]% J
CDRIF, A—T—F(ETEURENAF VT —2F=E7TIr—>arT—2)&BEEL T,

DOTF HEETHAT 510D T—2 ZERLFET.

Decryption On-The-Fly/On-The-Fly DecryptionZ ERT 3IC(d, OSPISPINL S EA ATV CESLEnI-F/T-FE70
Y503 2BENBYET. FREERETI(IAON-FITFI-FYaFIESBLTIE.

(1) =PFxiris: 28...
) > EBE{tT31A-IDTFLASE EEET A
0 =7-9==ik O TS
QESETFRLA O FELREETE (hex) 16000000 - (3)
16FFFFFF
{A-SES{LE
(4) * AES-256 L4
O 771l 2@,
O :K¥_9 001122334455667 786004 ABBCCDDEEFFO01 122334455667 T5E29AABBCCDDEERF
v
O iusRREErERss
(5) -l EFEEERA (16t Efusaly EERE)  00112233445566778809AABBCCDDEEFF
ONIFALEENTS SE
O 4 =y SE..
HATA-STFLALIIT Y
(7)== 1 © A HTPNDTRLRERER [ ESh LTS 0ER. FXF-TE505
OBEBFFLZ0
(8) wuip EE LA A- ST &R
3.29 [DOTF/OTFD]# 7
No IHH B
(1) EXXA A—D EELT B A—EEZE MotorolaHex 7 7 A ILEIEELE T,
(2) ER=g et (MTHEESINET774ILHNDOBESILT 2EEEEELET.
X 3.9.1 IEBLEEESRB L TS,
(3) BEET7 FLA ERICT—R2%4BET HEL LLIEETET ST FLRZEELET,
ML 392 BEET FLRZSELTLES,
(4) A A—UHEEbE BB CHEATIREEELET,
ML 393 A A—VHEEILBESELTIEIL,
(5) v St THEAT B nonce fEZIEELET,
X 394IVESHBLTLESLY,
(6) EEbA A —D EEEESN=T—2DHEAT7AILBERELET,
(7) HAAA—2SD7 K | HATR2 774 0LDF T avERELET,
LREQAVTUY ML 395 HAAMA—CTFRLREQAVTFUYESBLTLEELY,
(8) BBk A—CT7 | B)THELEEBEREAA—CI7AILEERLET,
A IVER
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3.9.1 E= L EE

ANENEEXA A= T 7AIVNTHESILT EEEZEELFET,

ES{Ld31X-JOT L AZEH

(H)=»

Qy=>

O £7-9ES1L I
O EEETELA

MMMMMMMM

3.30 HES{LEE

No IEH

siBA

(1) | BELEEER &7—
EEELET, (FF1)

BS{E7Z FLR BIRE . FXA A=V TANESNE=ET7A4ILATR)TIERES
hE=SEREESIELET. (%F2)

AEEEIL BIRE : EXAA—CTANESN=T7MILDET—5 %

(2) | EES{LEEHE BSERR7 FLR  BSLzRMBT 47 FLRAZHEELET,
BELRT7ZFLR  BBSLERTIEST7 FLRAZHRELET,

I 7 FLRIE161NL b 7S3AF7 RFLRA, 8T7 FLRIE16 /NS F7 54
TFRELR1DT FLREZAALTLEZELY,

E1 AATFAILDBRET FLRA 8TT7 FLAN16 /3 k7 SA4 D EBRNATLVEWNES, L LIE
ARAA=DRIZT=EHB BV Y THHHHE. BSILEERET H2EEARNICT— 2 LR UVERRE.
00DRT—ETT—2EWELET,

FE2 BESNETYTRICTAAESNA A—DDT RGN 7HAHBHEE. 00DT—E2TT—4%

MELET,
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3.9.2 BXSET FLR

O FZAA-SLRL

(1) = §orraEs heo < (2)

331 EH&EET7 LR

No IHHE st B
(1) |&mEEXE7 FLR EXA A=V ERL BRE: EXAA—DTANSNET FLREGRERT
ER FLRELTHELFY,

7 FLARERE ERE - BESN-7 FLRAZEEET FLRAELTHEELFET

(2) |EBEETRFLR |(1)T PRFLREE ZERBIC. BELTEHITO0TSLNEGEEEINET FLR
#HRELET,

3.9.3 A1 A—URE 5L
TF—LYITAA—CERBIT B L EIEATIRT 2 EHELET,

z2. |€=(3)
4455667 78899AABBCCD 4455667 78899AABBCCDDEEFF
|«
332 A A—TmREESiLE
No IHH iR
(1) | BREE ESIECTHRATARREBELEY .

AES-128, AES-192, AES-256 M LiEEAMEETY . JHEMIS4% MCUMPU
M EDREEEYR— kLT SMIE. MCUMPU O Hardware Manual % 2%
BESLY,

2 |BOI+r—<v bk | A A—EESEEDANSEZRER
740 ERE : QIBI7MILEADLFET,
EXT—AR FIRE: G)IBOFEFXT—2ZEAALET,

3) | Z7AL (2T Z7A4IN %ERE, 1 A—CHBEEBOBI7AILERELET, N
A4 F) T 7AIT, BERFMN* . key., HELLIETHFRA NI 7AILT, RERFH
* txt DT 7AILHIEERIRETT .

(4) | FXT—4 (2)T EXT—48 #BIRLIGHE. FXORT—2Z 16 EHTANLET,
(WTERRLEBRIZAODEEYSA XDBT—2ZAHLTLESL,
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3.94 \Y
T7—LITTAA—DFBEILT 5 EZITFERT S IV(Counter [B)Z3EELET S

1V
Osla=mistERda
(1) =p QO EEIEEER (1601 ~, Lty etER) | 00112232445566775899AABBCCODEEFF I < (2)

(3) = |V lEEDTD 8. |

333 IV

No IEH HL:l
N [VDITA+—Ty | I7—LY9TT7A A—CHBEEIETHEEFERT S IVIEEZER
b ABERBREEZHERT S BN . Y- ILOEBERBENS IVEERLE
ER

FEEMZEMER BN : QICADIhIEAFTYT—2Z2FALET,
(2) |EEEZFER (1) T BEEZFER &R, CZICAAShI-ED LS 100bit £ L < [T E4AL
64bit ZRESLEFIC IV E LTHERALET, 16 EH. EVIIOTA 7o T4—
<Y FTAALTLESLY,
(B) |IVIZ7AILEE | BN, BEEBICEALEZIVE, BELEZI7Z7AILTHALET,
Ny HATFAILTH+—= v FlE. 4.84iv_tiv output # 7> 3 v ESBLTL S
LYo

3.9.5 HAAA—=DF FLREQVTUY

by
— T eI

@ ANTHOTELAEER] | EEitLir SUANEEL. FX-FEED3 le——(2)

(1) =» lommriLao

334 WAHAA—UFTRLREIVTUY

No IEH i BA

(1) | FRLRADEE |HBATEZAA—CIT74ILDT7 RLRAERELET,

ABDTF7PAILDT7 FLRZER #IRE - BHAT7 7/ ILOREB7 FLRITA A
ENETF7AILERLET FLRERELET .

BATA7 FLR 0 BIRE . HAO 774 IILORE7 FLRAIZOBHIZEELE
T

(2) ESEL=T— | (1) T AAIFPANDT FLRAZER %RI/EF., AHEEE ZIRTTEETY,

s BYCNOL ) FzvIRYIRIZFzIEANTBE. AAT7A4IIL T, BEIEREH
2. FXT—% NDT—BFEXT—EDFEFE,. BEAT7AINIZEDDZENTEET,
*E5H5
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3.10 [SFP12 7

Z D% T TIlE. Secure Factory Programming #$8E TEZFRAL-HD T OIS LENT A—FIFERERES L
LT, Z74ILHALET,

IP-LIITA A=V EFIFICEA SN A A- VRS (LB TR S TBIL T RO/ H e R mYET.
FHLERETIAAON-FIIPI-¥V 1T a2 BLTEEL.

J7-LIIPAA-Y (A-UBES{L# Nonce AL2/SECDBG KEY AL1/NONSECDBG KEY Boundary #&75vy ¢ |*
TFAT IOV TIPS HBE I T-LIIT A A-VETNERLET .
Bl LTI TIY A A=Y, OEMT-rO-4—, TFIT A A=, SEEFITAA-VRENBYET.
FRAA-T FE..
(1) » SETO
74 % e
(2) = fvicumpy - RX7AM/N .
(3) = | Endian: Little vI
(4) =P | =£DLM/ALZT—F:  OEM PLO with AL2_KEY and AL1_KEY -
(5) = | exa7T055359710 - 25 |
(6) =» BFIPTOISITIVER, |

335 |[SFP]2 7
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No IHE &R

(N | [Z7—=Lo2zTA A=) Secure Factory Programming 7 7 1 VERKICERT 5&ET—2 %
[f A —CREE LR ABLET,
[Nonce] [Z7—LDTTFAA—=D12 TOFHMIE 3101 [T 7—LITTA A—
[AL2/SECDBG_KEY] S8 TEBRBLTEED,
[AL1/NONSECDBG_KEY] | [f X — USR] 2 T DML 3.10.2 [ A —DEBILR2 TS5
[Boundary] BLTCESL,
BT S5y o AEYHESE] | [Nonce]? 7 DEE#IL 3.10.3 [Nonce] 2 TESBL T LY,
57 [AL2/SECDBG_KEY]#% 7 M&t#lll% 3.10.4 [AL2/SECDBG_KEY]% 7'

FSRLTLSZELY,

[AL1/NONSECDBG_KEY]% J M &#ll% 3.10.5
[AL1/NONSECDBG_KEY]2 7&#SBL T &L,

[Boundary]% 7 M #£#ll& 3.10.6 [Boundary]® 7 &SRB LT &

LYo

BT Ty o aAEYEEK]Z TOFHMIE3107 RISV AE
B2 TESRBLTEZaL,

(2) | MCU/MPU Secure Factory Programming Z#{# /A9 % MCU/MPU Z:&IRL FY,
FATE% MPUMPU [EBIES2 JTEIRLEBE IO VICTE TR
FYFET, BIRATEEL MPUMPU EBEE TV P UK 3-14
MCU/MPU 8B L T &L,

(3) | Endian g5t 51— TOT S LDI VT 47 (Little or Big)Z &R L F
ER
(4) | &#& DLM/AL RT—+ DLM B®EERZEELEFT .
BIRATBEGREDFMIER 315 F2SBLTZELY,
B) | EXxa7Ins3z2Y5 Secure Factory Programming 7 7 1 LD HE /SR E BRIEIRELF
T74IL ER
®) | EFxar7FAsszos (1)~(3)THE L 1=1&E#R T Secure Factory Programming 7 7/ L& 4%
774 IVER BRLET,
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# 3-14 MCU/MPU

Security functions and
Protected Mode

EREH BE42 J #R &# DLM/AL X 7— k &5 BA
RA8D1/M1/T1 RA Family, RSIP-E51A - OEM PLO with AL2_KEY | {EESNi=A A —T %,
Security functions and - LCK_BOOT RA8D1, RA8M1, RA8T1 [A]
Protected Mode 7@ Secure Factory
Programming 7 #—< v
FTHESIELET,
RA8D2/M2/T2/P1 | RA Family, RSIP-E50D - OEM PLO with AL2_KEY | {EESNT=A A—T %,
Security functions and and AL1_KEY RA8D2, RA8BM2, RA8T2,
Protected Mode - OEM PLO with AL2_KEY | RA8P1 ][+ Secure
. LCK BOOT Factory Programming 7 #+
B —< v FTHESIELET,
RA8E1/E2 RA Family, RSIP-E51A - OEM PLO with AL2_KEY | {EESNT=A A—T %,
Security functions and - LCK_BOOT RABE1, RASE2 RIIT®M
Protected Mode Secure Factory
Programming 7 #—< v
FTHESIELET,
RA6B1/RAGU1 RA Family, RSIP-E31B - OEM PLO with AL2_KEY | {EESNT=A A—T %,
Security functions and and AL1_KEY RA6B1/RA6U1 [ 11D
Protected Mode - OEM PLO with AL2_KEY | Secure Factory
- LCK BOOT Programming 7 # —<
B FCTHEESIELFET,
RA4CA1 RA Family, RSIP-E31A - DPL with SECDBG_KEY | {EESNl=A A—T %,
Security functions and and NONSECDBG_KEY RA4C1 [+ @ Secure
Protected Mode - LCK_BOOT Factory Programming 7 #
—< v hTHESIELET,
[Boundary]® 7 D% E % >
FTIIoTLLEEL,
RA4L1 RA Family, RSIP-E11A - DPL with SECDBG_KEY | {EESNi=A A—T %,
Security functions and and NONSECDBG_KEY RA4L1 [+ Secure
Protected Mode - LCK_BOOT Factory Programming 7 #
—< v FTHESIELET,
[Boundary]% 7 D% E % >
FTIToTLIEEL,
RX74M/N RX Family, RSIP-E50D - OEM PLO with AL2_KEY | {EESNT=A4 A—T %,

and AL1_KEY
- OEM PLO with AL2_KEY
- LCK_BOOT

RX74M, RX74N [+ D
Secure Factory
Programming 7 #—< v
FTHESIELET,

FR— FRZ5

tRUSMNOBEI OO UE
%#R L/T: Eéo

#EE 4 J T Secure Factory
Programming ##E & 7R
—FLTUWVEWVWESI VY
VEERLEL
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% 3-15 =¥ DLM/AL R 57—k

EIRIEH 5 EA

OEM PLO with AL2_KEY and DLM # OEM, {R#E— K% PLO ~E5# L. AL2 KEY & AL1_KEY

AL1_KEY EEEAHFET,

OEM PLO with AL2_KEY DLM % OEM, {R##E— K% PLO~NERE L. AL2 KEY 2ZZA#F
9. [AL1/SECDBG_KEY]% JIXfERLEzH A,

DPL with SECDBG_KEY and DLM % DPL ~E&zi% L. SECDBG_KEY 7 5 U1 NONSECDBG_KEY

NONSECDBG_KEY EEXAAET,

LCK_BOOT DLM % LCK_BOOT ~E5it LE T
[AL2/SECDBG_KEY]% 7. [AL1/NONSECDBG_KEY]% JIX#HL %
HA,

;¥: Secure Factory Programming #gt %4 7R— 9% MCUMPU T, 3RTDA T avEHR—LLTWLWSDITT
FHYERA, EOF TP a3 oEHR—ELTLSEMIE. MCUMPU 0 Hardware Manual %
e R h= ] AW
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3.10.1 [Z7—L7IT7A*A=D)2T
EEILT 277 MILERELES,

TP-LIIFAA-3 {4-UEESLE Nonce ALZ/SECDBG_KEY AL1/NONSECDBG_KEY Boundary 48873 )¢

B2 FIOIS T MBS F I Ir-LIIPA A-SEF ATERLET.
FlLLTR. 759 A=, OEMT-MO-F-, E¥aT1 A=, FFaTAA-JBENBYET.

(1)

Irfl&

FRLIEE T e 1 @
R

336 [F7—LIITAA—T]RT

No IBH £ BA

(1) | XA A= ST H1—HTOSSLEEREELET,
BBARITI7AINERIRL, BRI > T—EITT7M)LEZEBMLET, —
EDOYIRARE2 o TEBMLIEZ77MILEEHIBRTEET,
BAX3I77AINETHEEARETT,
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3.10.2 [ A —DBESLi]) 2 T

T7—LIIT7AA—COBESETHERT AL SUIC, TOROESIETHERT HIV. UFPK, W-UFPK
ZHEELFEY.

Tr-L9TPA A-u AA-VESIEE Monce AL2/SECDBG KEY AL1/MONSECDBG_KEY Boundary #3173 4!
827 -4 (AES-128)

[« ei20] 28
OFx7-4 00112233445566778899AABECCDDEEFF

OiaeER Jenr

(1) =»

|

O ilEEmBErERdTd
(5) =-> O EREEERTS 16/, EvITyF17) | o0112233445566778899AABBCCDDEEFF
(7) -PI UFPKTP )l :
(8) =P W-UFPKTP{

337 [MA—TCHEELE|2 T

No HH ERAA
(1) | BT7—% A—¥T0T 3L, INTA—R1EHR,. T v T L= SECDBG_KEY,
NONSECDBG_KEY DIEE{L THEMAT 5 AES128bit BT —2 #$EEL F
E
T7AIL ZRRE QTR IFAILERELET,
EXT—4 H#FRE Q) TAALEAFYT—42ZHELTHERALET,
EABEER %2R BT —228BERLET, O TERERT S8
T—ADIT7ANBERNIREEZELET,
(2) |BT—% ()T T74I %Z:EIREE, AES128bit T —2 77 A ILEHELET,
74 NAF)(*.key)s BLLEFTFFRARFIZ7Z7AIL(*.txt)DIEEMNATHETT,
(3) |H#T—4 (1T EXT—4 %EIREE,. AES128bit BEAFXTHT—E2TAHALET,
EXT—4
4) |BT—4 ()T EAMEFRBEZMERT S 28R, BBERTIRT 20T 7ML
AHEEA BEHANRRERELET,
(5) | IV BT—2%55y TTHHOMPIENI 2 EBIRLET,
M ERMEEZFERT S BIRE . Y—ILOEEL S IVEERLET,
BEEZERT S ERE : B)ICANShEAFYT—2ZFEALET,
6) |Iv (5)T BEEZFERAT S BIRE., CCITANShEEEZERT—2DS5 Y T
EEEEZFERAT S ICHHAER 2 ELTHEALET,
(7) | UFPK File BT30SV TIERTHUFPK 77/ ILEEIRLET,
(8) | W-UFPK File W-UFPK 7 7 A ILZBIRLE T,
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3.10.3 [Nonce]2 7
NG A—FBROI—HTOT S LOBSIEICERT 2HIENY 2{EXIEELET,

Tr—LOIT{ A=Y A A-UEES{kE Monce Al2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary #3754 4|*

Ral®)
|4
| <= (6)
3.38 [Nonce]%? 7
No IHH E5EA
(1) [MTRTS22T | RSA—LEROBELICERT IOHERI 2 EERLET,
INTA—=3) ALBMERBREEFERT S BIRE : YV—ILOEEL S IVEERLET,

BEEZERT S EREF : QICAAEINIAFHT—REFEALET,

@ |[MFTrT322T |(1)T BEEZERT S ERE. CCICANShEEEZ, S5 A—21EHRE

INT A —A7) ESILT 2RDMIERV 2 ELTERALET,
HEMBZERAT S

@) |MZ7—Loz7 |A—4TOJILOBELICERTZMALENI ZEERLET,
AA=2) ABERMEEEZERYT S BRE . V—ILOEEL L IVEERLET,

BEEZERYT S ERE : QICAASNIEAXTHT—2ZFEALET,

@) |[V(Z7—LS9z7 B)T HBEEZFERTS B, CJICAASh-EEZ, 21— 70554

A4 A=) FRESILT ABOMBMERI 2 ELTHERALET,
EEEEERAT S
(5) | IV(AL/DLM #2) 5w 7 L1- SECDBG_KEY, NONSECDBG_KEY MiSE1LIZfEAT 2 MH1E
RYBEERLET,

MERBEEEFERT S BIRE . V—ILOILELI S IVEERLET,
BEEZERT S BiRE : @)ICAAShEATHT—422FALET,

(6) | IV(AL/DLM ##) (5)T BEMWEEFERT S EREE, CZICAKShI-EE., Sy TLT
EFEEEFERT SECDBG_KEY, NONSECDBG_KEY %#EE1t3 2ED#HELRs 42 L LT
FRLET,

A IVONA FRIE, MCUMPU IZ&E>TERYET, D MCUMPU TRI/NA EZIZESHIE, 4.9.3
nonce_trn, nonce_prg, nonce_key + 7 a3 U ESBL T EELY,
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3.10.4  [AL2/SECDBG_KEY]% 7

Secure Factory Programming #8E T MCU/MPU (25159 % AL2_KEY % L < |& SECDBG_KEY % 5 UMZ,
SYTTCHERTEIVEREELET,

=]

gr-9
[+ 2y <+ (3)
Q) =) OFFTF 00112233445566776899AABBCCDDEEFF <« (4
Ongrea| w771 == | <= (5)
[y
O ElusmBeEERTs |
© >0, e ”
O ETEEERT (16/(4k, :-;1:'1,.'71,1*,'_" 00112233445566778899AABBCCDDEEFF (7)

3.39 [AL2/SECDBG_KEY]% J

No IEH At BA

(1) |Keys 7 AL2_KEY Z##TATZ % MCUMPU DiFa. T+] ARTEhET,
+] 2L T, EHDAL2 KEY ZRETEET, AL2 KEY AT
ZBHARMMEIMCUMPU DIN— K9z F7R=aT7ILESBLTLLIEIL,

(2) |#®T—4 Secure Factory Programming ##t T MCU/MPU 232189 % AL2_KEY £ L <
X SECDBG_KEY M AES128bit ST —2 ZEELE T,

T7AI EERE Q)TRIFAILERELET,

EXT—4 EFIRE  ATAALIEAXYT—2ZRBELTERALET.
IMEAER 22 RE BT 2 Z8HERLET, G)TESHERT ST —
BADIT7ANBERANREERELET,

B) |®’T—% (2)T 274 %EIREE, AES128bit BT —2 77/ ILERELET,
7274 NAF(*.key)s HBLLIETHFR NI 7AIL(* . txt)DI/EMNAEETT,

4) |BT—4% (2T EXT—4 %:EIRE. AES128bit BEANFHT—E2 TAHALET,
EXT—4

(5) |®BT—% ()T EBEER ZBRE. BBERTIRT 20T 7 LBEH AR
HBEER EHRELET,

6) |IvV AL2_KEY % L < [£ SECDBG_KEY ™5 v FIZERAT 2L 4 Z:E IR L

9.

EBERMREEZERYT S BRE . V- ILOE#MN L IV EERK
BEMBEERT S BRE : (N)ICANSNIATYT—2%ER

(7 | IV 6)T HEEZHERT S |, CJICAOSh-EEZ AL2 KEY £ L< (&
BEEEZERT S SECDBG KEY 235 v 73 5B 2 ELTHERLET,
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3.10.5 [AL1/NONSECDBG_KEY]142 7

Secure Factory Programming ## T MCU/MPU 232189 % AL1_KEY 4+ L < IX NONSECDBG_KEY % 5
WIZ, Sy TTHERATSHIVEEELET,

E:Z0F TIFYR—FLTULELMCUMPU %Y £9, 3##iE MCUMPU D/N—FH 7 =aF7ILDHYR—F
AT avESBELTLESL,

JP-LUIFAA-3 AA-JES4EE Nonce AL2/SECDBG_KEY AL1/MNONSECDBGKEY Boundary #EEJ7u*[*

M =[]
#g7-5
0 /7l =2, | €= (3)
) ) OFx7-% 0011223344556677B899AABBCCDDEEFF <= 4)
OagaER) #1771 = (5)

v
6 O AL MBEEEETD |
©) QEFIEEERTS (16/(1h, f'}'C-fI}’j_"ﬂ'T}'jll 00112233445566778899AABBCCDDEEFF I(- (7

3.40 [AL1/NONSECDBG_KEY]% 7

No EHH il
(1) | Key®7J AL1_KEY ## %A TZ% MCUMPU DiEE. T+] ARFEIIET,
[+ 289 &L T, EHDAL1_KEY 2TEFJ, AL1_KEY 2FATE
DAL MCUMPU D/N—F Oz F7I=_aFILESHBEBLTLEI0,
(2 |B#T—2 Secure Factory Programming ##£ T MCU/MPU (232129 % AL1_KEY ¥ L
< [Z NONSECDBG_KEY M AES128bit 8T —42 ZELE T,

T77A4I ZFEREF Q) TRIFAILEREELES,

EXT—H EBRE (G TAALEATYT—2ZRBELTHEALE
ED

ABEER #BIRF BT —228HERLET, 6)TEHERT S5
T—RADIT7ANRBERNNREHRELET,

3) | H#T—4 (2)T 274 %:&INE, AES128bit BT —2 77/ IILEEELET,
274l T7AIWATADEGEE,. N F ) (*.key). BLLETFR T 7ML
(*.txt)DIBEMNARETY
4) |gBgT—4 (2)T EXT—H ZRIREF. AES128bit BEAFTHT—E2TANLET,
EXT—4
(5) | B#T—42 (2)T EBZEZER #ER. BBERTIRT 20T 7 IILBEHAN
I A E A AEHRELFET,
6 |Iv AL1 _KEY % L < IZ NONSECDBG_KEY @35 v FIZ{ERT 2 #H#IE~RH 4
ZERLET,

EBERMREEZERYT S BRE . V- ILOE#MN L IV EERK
BEMBEFERT S BRE : (NICANSNIATYT—2%ER

(7) | IV (6)T EEMEEZFERT S B, CCICAHShI=EE. AL1 KEY 3L
BEEEZERT S {IZ NONSECDBG _KEY #5 v 73 3B O#MEALNI 2 L LTHEALZE
—d—o
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3.10.6 [Boundary]%? 7
Secure Factory Programming ##£ T MCU/MPU [Z3%{E9 % Boundary 1§ ZEEL X T,

IP-LOTFA A3 AA-UEEE{LE Nonce AL2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary #3735« ¢ ¢

(1) *loRenesaspar‘citionDataFiIEEf@Eﬁg‘g %ﬁ (2)
O ETEEERTS

3) =»

4) =»

(5) =»

© - '

@) = |

3.41 [Boundary]% 7

No HH FREA
(1) | Boundary %3 Renesas Partition Data File Z#§E 3 %
RQTIF7ANEEELET,
BEEEZMERT S CR)~(NIREHDOY A XEHR/ELET,
(2) | Renesas Partition (1) T Renesas Partition Data File 2183 % #Z:#EiRFs. e?studio H 5 H
Data File A7 $1E 1 % Renesas Partition Data File(* . rpd) N EAIRET T,

(3) | Code Secure Size | (1)T ER{EZMEAT S £BRB\. I—FI5 v 10X 7HEEDY
A X% KBEUTEELET,

(4) | Code Non-secure ()T BEREZFERATS #BRB., 2—FI5v220/ vEFa7a—
callable Size T IILEEDY A X% KB EETHEELET,

(5) | Data Secure Size ()T BEEZFERT S 2BRE. 72759 10Fa7HEEDOY
A X% KBHEETHRELET,

(6) | SRAM Secure Size | (1)T {EEEZFERT S ZEIRE, SRAMDtFX 1 7HREDY 1 X% KB

BEuTHELFES,
(7) | SRAM Non-secure | (1)T $EEEZHEAT S Z#IRFF, SRAMD/ X217 3—5 TI)LEE
callable Size DYAXEKBEUETEELES,
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3.10.7 (NER TSy arEEEH]S T

Secure Factory Programming #8E THE IS v L1 AT EEDA A —C#BESIERRIZT BHEIC, 4
WISy VAAEYBEEENBIS Y A AT DESAHBMUFRELET,

NIy arEYBEBIE2 T FHEEARTT . 1TV 7LNMEALGWEEIL. A7 T v a At

EUMEEOIZREZANL TSN,

A A-UES{LE#E MNonce AL2/SECDBG KEY AL1/MONSECDBG KEY Boundary

AEITv AT UEE 1]

(1) =7 mslen -
I )59 LTV 0 REBTT9Y IAEY RS 1
(2) =» <+ (5)
(3) =» <+ (6)
4) = | <« ()
X 3.42 HNEIS5varE)EEZT
No IEH SR

(1)

REA T ay

SER T T v a A E ) fEIE D Secure Factory Programming #8E % 7R —
FLTLS MCUMPU DIZE. HMET7T v a AT BEEOERELEEL
F9,

fAlH LA B TISy AT YEEOBEETVERA,

1TYFPHRETS 1EBENAR ISV ARYREEZTVET,
2)~@)THE IS v 1B ERELET,

2TVYTHRET S 2MEENBIS YA ARYREEZITVET,

Q)~7)THE T T v 1B EIRELET,

)

NEBITS v rAE
1) 435 0
s 7 KL X

MTITYVTZHRETD LT 2T TFERET D 28I, S80S
v A AEYEBEODRKRT FLAZFEELET,

)

NE TSy aAE
1) 4815 0
BT7EKLR

MTI1TUTRETS LT 2TYVTRETSH TBIRE. D05
YUAAEVEBODKRTTY FLRAZEELFT .

(4)

NEIS v AT
1) $Ei5 0
EEFAHBAL

MTITYTERETS L LLE 2T TFRET D ZEREF. TS
YUAAEYEHODND IS Y AAT Y DEZAAHBEMNMETIEFELET, &
TAABAEE 16 /81 FEATIREL TS,

(®)

NEITS v AE
1) $EI5 1
BB 7 FL X

MT2TYTFTHRET S Z:EIRE, TSy AT EE1DRBT
FLRZRELET,

(6)

NEBITS v rAE
1) fEig 1
BT7FRLR

(MT2TYT7HRET S ZERE. TS Va2 ATYBREIORTT
FLRZRELET.

()

NEITS v AE
1) $EI5 1
EEAAHELLL

MT2TYTFTHRET S Z:EIRE. ISV aATYEE1DISY
VAAEYDEEAHBERMERELEFT, ESAHBEAIT 16 /34 N T
EELTLEEL,
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3.11 [RABB1/RABU1]%Z T

ZM4% T TlE. RA for Wireless @ Provisioning SW £ L < I& OEM_BL. Application Firmware (2~ &,
BREFAAE. O— FEEAZEZHIFH I ENTEET,

RA for Wireless #)L—7@Provisioning SWESTHICT T T-v3v(l, B2 EELU/BLLZEEIEFIVIEITI hHOAY T IER
ETILET. ERAEORBIE. 2T AAOFF1AVMESELTE.

(1) =pp Ij; —LITPAA-IT71) é}ﬂ”l
(2) = > Application ek sec_sign <= (3)

(4) = IvT (hex : <+ (5)

(6) _' Ctmr reserved 00 0EDRETE

(16/41 b, EvITIYTAT)

(7)=pp | LH= OEMISAL/L-hE2 OEMIDEYI=V/M#E OFM BLISALHE
BAIPAE
ECCHER#Z : (O secp256r1 @ secp384r1
OEM RoTEE S : 1] ~
J-FEEEAE
ECCEE : () secp256r1 @ secp384r1
T7—LITT =937 (414 H) :

Hh
IPA): ZE..

(8) =»

9) =» 74k RTS

343 [RA6B1/RA6U1]Z T
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No

1EH

st BA

(1)

T7—LDzTA *2—
74

ANYBE[FFTEA A= T7AILERELET .

(2)T Provisioning SW 8E K (/N1 F 1) DAHIEE AR

Application f8EFf (L. /31 F )% L < (I Motorola Hex 7 7 1 L &5
EARETY .

()

~ v S 1E$R(Product Header, Image Header), $#:IBAZE. O0— FiIHA
EHEMFITEREAA—DERELET,
Provisioning SW : (1)IZ Provisioning SW £ A —C# AN LET,
Application : (1)IZ OEM_BL % L < [& Application Firmware
AA—=—DEAHNLETS,

®)

sec_sign: () THELEA A=Y 7742, Ny AiEHR, BN
E. O— FIEEAEEMAMLET,

sec CMTHRELEZAA—=DIT7AILIZ, Ay A ESREMASML
F9,

(4)

IVT

(2)T Application Zi5E L1=B&. (1)DA A —SDINT 7 KL R %
BELET,

®)

H4 X

(2)T Application #3#5%E L. (1)T Motorola Hex 7 7 1 JLZHEE L 1=
HBE. ANT7AILDELERERY A XERELET,

(6)

Ctmr_reserved

Image Header @ Ctmr_reserved ICANT 5/ 4 FVEEFHRELFE
ER

(7)

[REEAE]

[OEM & EE/L— -]
[OEM FoEYa=v4
AR

[OEM_BL T

27

[REFAE]Z D : BIIAZ L 20— FIIAZDELAZEPL. NFA—40D
AAETVET,

[OEM #5F/L— h @4 J. [OEM FaECa=V 5 A% 7.
[OEM_BL 1RET#&]) % 7 :

(2)T’sec_sign”ZIEEMRIC, BIFEHREADLET,

[FEERE] 2 J DML 3.11.1 (EBAE]|2 T&#SHBL T FaW

[OEM #REE/L— M2 T DEEMIE 3.11.2 [OEM REEIL— +E12 T %
SHELTESL,

[OEM 7R ESa=y S AR42 Jni#MIE3.11.3[OEM 7O 3=
VR TESBLTESL,

[OEM_BL #EEf8])% JD##IX 3.11.4 [OEM_BL #&iEE|2 J5SHBE L
TLEELY,

(8)

H

HATHT7ANBENRRERELES,

HATZ7AILIE. N4 F 1) T74)L(*.bin)% L < [E. Motorola Hex
T7AI(*.mot, *.srec)hMEEABETT . (2)T Provisioning SW
BERIE. N1 F)IT7AILDAHEERRETT ,

9)

T71IWVEERT S

MTEELEZZ7AILIZ, Ay 4, BEAE, O— FIEIBAEZAFmML
=774 ILEHEALET,
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3.11.1 [EEBRE]% T

RIIAE L O— FIEREDBLHEL, 85 A—ADANEFTVET .

AAS OEMMSEL-ME OEMTOEVaZyJFE# OfM BUSES
STER=
(1) = Jecoanss: () secpeserl @ secp3sdrt
) - IE}EM RoTEBEES: o ~ I
- |EERRZE
3) =P N ECCERE: () secpasert @ secp3gar I
4) -}I:‘J —LITTPI -3 (4 H) : I

344 [REEAE]Z T

No I5H B
(1) | ECC Hh#g BEIBAZENERAXRICERLR T H5D ECC HIfRDIEEEEUET,
(2) | OEMRoT #g&S | BIAZEDHKRIITHERAT 5 OEMRoT Key DE S ZIEELET,
(3) | ECC Hh## J— FAEFAZENELRRICERT S0 ECC HHIRDIEEEEUF T,
(@) | 27—L9 7/ | E— K Application 5EIRE (2, O— FIIBAZICREH T 2BLHAERD I 7—L™
—23v TIT7DN—U 3 VUEEBELET,
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3.11.2

[OEM #&FE/L— L2 T
OEM #&REEIL— FRZANLZFT,

fEAS OEMIRELIL—ME OEMFOF¥a—»/E@§ OEM BUEAE

00112233445566778899AABECCDDEEFF00112233445566778800AABBCCDDEEFF

OEMIESE - HaEEE

4) =p O 771l SHE.. 4-(5)
OFx7-4 00112233445566778899A AR BCCDDEEFFO0112233445566778899AABBCCDDEEFF - ( 6)
00112233445566778899AABBCCDDEEFFO0112233445566778809AABBCCDDEEFF
<+ (7)
345 [OEM f&FE/L— @)% D
No I5H B
(1) | OEM #&FE/L— | OEM #REE/L— M REBERBD AN HEEER
b Fis 2 T74I EIRE: QICBI7AILEADLET,
ARFHEER EXT—4 EIREE: Q)ICHBOEXT—2FAALET,
2 | 7274 OEM #EEIL— FRZBOB I 7 A IILERELET,
BI7AIVIEARBERZEOPEM 72704 I)L, THXRX T 7 A IILTHIEREFA
*axt DT F7AI, BLLIFNLFT Y T7AILT, IRFN* . key DT 7ML
MIEERIRETT
PEM 7 7 4 JLZ1EER (L. OEM EREE/L— FABBDANEIFETT .
() | EXT—4 (T EXT—4 ZERLIZGEE. FXORBT—32% 16 EHTANLET,
[FEEAE) 42 J DERETEAE . ECC MR secp256r1 ;ZIRBE(L, 32 /34 DIER
T—%4 %, ECC gli#R secp384r1 :#iRMF(L, 48 /N1 FDRMERT—42%. AD
LTLESLY,
(4) | OEM #&iE/L— | OEM #&REE/L— M ARABED A H AR % &R
7N F 7 274 &R : GBI 7AILEANLET,
AAFEER EXT—4H BIREE : 6). NITBOEXT—FZEANLET,
(B) | Z7AIL OEM #EEIL— F ARABOBE I 7 A ILEHRELET,
BIO7ANIE, TFRAN I 7AILTIRFN* . txt DT 7AILELLIE, /31
FYITF7AILTHEFIN* . key DT 7 A IILDHEERIRETT,
(6) | Qx (4)T EXT—4 EEIRLEBAE. OEMBRIIIL— F AR Qx DEXHET—4
16 #EHRTAALET,
(7) | Qy (4)T EXT—4 ZBIRLI-BES. OEMBRIE/L— F AR QY DEXHERT—4
16 EHRTAALET,
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3113 [OEM FOES 3= 4 RE|s D

E— F T Provisioning SW 5D~ v 4 sec_sign :E#REFIC, OEM JOEC a =V JRHDBRTEAALE
ER

SRS ORI -hE OEMJOEZayJB# oM pLigIEE
OEMIJOFYa_ 7 A#E

(1) =» [07711 sz, | €=(2)
[:] Fu7-4 00112233445566778899AABBCCDDEEFFO0112233445566778699AABBCCDDEEFF
<+=(3)
O ageER Jen7r BE | «®)
OEMJOVYa_v 4 AL
(5) =» JOI7{L =%E. | <=(06)
[:3 FET-5 001122334455667 76699AABBCCDDEEFFO0112233445566 778899 AABBCCDDEEFF * (7)
I 00112233445566778890AABBCCDDEEFFO01122334455667 78829 AABECCDDEEFF
<+ (8)
346 [OEM FoECa=—>/Rs 7
No 1R HL:l
(1) |OEM 7BEY |OEM JOEY3a=— >/ AMERDANAEZEZER
3= RAE Z7A4I BIREF: QICBI7FAILEAALET,
g EXF—4H BN Q)BOTEXT—2EAALET,
ANTTRER AMEGERA B : @) ERSNERBOEAT 7 A LLERELET,
2 | 72741 OEM JEE a= U/ RANEROBI 7/ IILEEZELET,

BO7AIVIFLAREEFERZELCPEM 774, TXA T 7 A IILTHREFN
txt DI FAI, BLLIE NAFUT7AILT, LEFH* . key DT 7 A

ILHMEERIRET T,
PEM 2 7 A JLZHEERKIEZ. OEM 7O a=- o SRALARBDODAAITIFETT,
3) | EXT—% (T EXT—42 #BRLI-GE. TXORT—2ZE 16 EHMTAALET,

[REBAE]Z 7 a— FIEBAE T. ECC Hi#R secp256r1 ZEiRFF(L. 32 /31 L DFE
ZET—4 %, ECC Bli#f secp384r1 #iNM (X, 48 /81 FORERT -2 %,
ABLTLEELY,

4) |HA7274041L (T E#ZEFER #RBRL=BE. YV—ILATRT—2FERLET. Y—IL
NTERLEEXBT—2OHATI7AILERELET,
HAOTHBEXRBI7AILIE, TFRARIZ7ANLBLLLENLAFTY) T7MILERE
AIRETY,

NBBLRBFICERL, IBELEZT7 74/ IILAICARRIE_public, MERIL
_private {1+ 7/ ILEHALFET,

ARV IILTERSNDIEAMEES VA LEFRIELEEA, KRY—ILTER
LI=8BIFEEL LKIXTRMEMTOAMERL T EELY,
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No 1R il
(5) |OEM FBEY |OEM 7OEY 3= JALRBOANAZEER
3=V RALRA T7A4I EIREF: B)ITBI7AMILEAALET,

il EXT—48 BIRE : (7)EB)BOEXT—2ZEZANLET,
ARFHEER
®) | Z7AIL OEM JOE a= U/ RAARBORI7AILERELET,

BIO7AIIE, NAMFUITFAILTHREREFI* . key DT 7AIL, HLLIETFH
AT PAILTHIEFN . txt DT 7 ILHEERRETT .

(7) | Qx (5)T EXT—4 EEIRLEBA,. OEMTOES 3 =S AARE Qx DEX
BT—2% 16 EHTANLET,
(8) | Qy (5)T EXF—4 ZRIRL=BE. OEM FOEC 3 U5V ALRE QY DFEX

BT—2Z2 16 EHTANLET,
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3.11.4 [OEM_BL #&R3E#E) %2 7
E— KT Application D~y 4 sec_sign :#ZRFIC. OEM_BLRIIADERTEANLET,

AEES OEMEEEFNL-HE OEMTOFwa—v7E#e OEM_BLIRALE
OEM_BLEESEHEESE
1) =>[o [ =z ]|+

OFx5T—5

O alaEEm | HAaTe

OEM_BLI&SEEHSE
) = b7 s%..| <=(6)

001122334455667 788994 ABBCCDDEEFFO0112233445566778899AABBCCDDEEFF

I 00112233445566778809AABECCDDEEFFO0112233445566778899AABBCCDDEEFF

3.47 |[OEM_BL i#iI#]> 7

No IEH SHER
(1) | OEM_BL #&5F#% | OEM_BL RiIMZERD AN A EHZ IR
vk TF7AIV EIRE: QICBI7AMILEAALET,

ARFHEER EXT—4 BIRE: Q)ICBOEXT—2EAALET,

ABEEA B @)ICERSNEBOEA T 7AILBEERELET,

2 | 774a4L OEM_BL {RIIMERDB I 7AILERELET,
BOFAILINRABERZSTPEM 774, THFRX T 7 A IILTHIEFH
Faxt DT FAI, BLLIE, NAFUT7AILT, BEFH* . key DT 7A

ILHEERIEET Y,
PEM 7 7 4 L Z 5 EH (L. OEM_BL BRI ABIRDOANIIFETYT,
3) | ExT—% (NT EXF—4F ZBIRL-BE. EXORT—2% 16 EHRTAALET,

[REBAE]Z 7 — FIEBAE T, ECC Hi#R secp256r1 ZEiREF(L. 32 /31 L DFE
ZET—4 %, ECC Bli#f secp384r1 #iNM (X, 48 /81 FORERT -2 %,
ABLTLEELY,

@) |BAZ740L (T EBZEER #BIRL-BE., V—ILATRBT 24K LFET. YV—IL
NTERLEEXBT—2OHNTI7AILERELET,
HBATBEXE I 7AILIE, TFRAEIT7Z7AILELLIEINAF Y T 7AILZEE
ARETY,

NRBLRBFICERL. BBELEZ7 74 ILRAIZAREIE_public, MEZEEIX
_private {1+ 7/ LEHALFET,

T ARAY—ILTERINDEAREEXS VA LEERIELEFFA, RY—ILTER
LE-BIEEMELE LKIETRA FEMTOAMERAL TLEEE0Y,
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No

IEH

st BA

®)

OEM_BL #&5F 4
FrE

OEM_BL RN DO A A EZEFER
TJ7A4IL EIRFF: O)ICBIO7AMILEANLET,

ARFHEER EXTF—4 BIRE : (7)EG)BOEXT—42FANLET,
®) | Z74AIL OEM_BL {&RFIABBOB I 7M1 ILEHRELET,
BO7AIIE. NAF VT 7AITHEFI* . key DT 7M. HLLIETFH
AFIT7AILTHEFN* . txt DT 7 A ILDIEERRETT .
(7) | Qx (5)T EXT—4 %EBIRLI-5A. OEM BL A Qx DEXET—42 % 16 #
BTABLEYT,
8) |Qy (5)T EXF—4 %FIRLT-1B4E. OEM BL 2B Qy DEXET—42 % 16 #

HTANLFT,
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4. CLI #4gezREA

4. CLI#resiBA

41 ATXUFTAUEX

skmt.exe [command] [options..]

(63|

FoATUR ATV ar NIA—BORXFIXFORBELER A

#x 41 AT KSAUEX

EB il
skmt.exe ETI7740L%
command MERE-DLEBRESITURTY,
option... MERIEHSREDIF TSI UTT,

cLEITH LTS A—FFHEBELTLESL,
s D7 AR /AR ERX /ARSI LTWLVET,

4.2 av Uk

DTFRICOTU RERLET,

® 42 avUF—&

avy Rk £ BA

genufpk UFPK 2 7/ LEERLET,
FThBEICIEa VY —ILICER L= UFPK 2R RLET,

genkuk KUK 274 ILEERLET,
BIBICIEa Y Y —ILIZKUK ZRRLET,

genkey A—RELUDLMBEEZEEILLT. Z7MILHALET,
BB ZIEa > Y —ILIZ W-UFPK, IV & & U Encrypted key(MAC &)
#xTLET,

gencert First Stage Bootloader(FSBL)BSBREZ 88 L f )L R Y X T/ X CTERAT
BEGIREIAE & O — FREAZDAERZITVET,

encdotf DOTF #REZEH L LR Y X TNA A THERATELZLI—FTOIT S LD
ESIEZITLET,

encsfp Secure Factory Programming(SFP)#EEZ 188 L ;)L R Y X T/ A TfE
ARG 1— 7075 LDOBEIEETVET,

enctsip TSIP#FERALEEX2 77y IT—h, 279 b)—TRGS2IU5T
FRTZ7055LOBELETVET,

genhdr RA for Wireless MITDA~ v &, BEIAE. 00— FIIRAEDERZITLVE
ER

calcresponse Challenge & Response FRIED L ARV REEZFHELTaVY—ILICH
hLFEF,

H AT

AY—=)ILIE, BHEOIT7ANLEA TIZHIBLTWET, 7274 ILEDHRFTCEHHND I 7M1 ILEXEIRE
LEFT(R 4-358H), XN XEHHNNROEAICHELTLNET,
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R 43 T7A4ILDEEEIRRTF

274 ILDFESE PLeRF FREA

NAFIVRT—4 *.key AY—ILhbHAEnD UFPK ORESHET—2 B ED/NA
FTIT—2T74)L

Renesas key file *.rkey RFP Ma1—4#4 L X DIMBOEX 17 EAICER
T5774II(—ED MCUMPU QO&HHHR— k)

Motorola Hex 7 7 1 JL *.mot, Motorola Hex 7 7 1 JL

*.srec

NAFYT—%3 *.bin NAF)T—=2T7A)L

CY—R. ANYHT74 *.c, *.h CY—R. . ANYFT7A)

L

TXALITF7AIL *Ltxt Ascii XFTEMB T 7ML

PEM 274l *.pem x509 ASN.1 F¥—% Base64 TTva—KLE=TZ74 ),

RSUZ74L *.rsu TSIP Firmware Update TERAINEA A —2T 74 )L,

Secure Factory *.sfp Secure Factory Programming #8E CER SN S A —2 T

Programming file 74,

Renesas Partition Data *.rpd Secure Factory Programming #8E CTER T 5/A\0 U4 J1E

File wI7MI,
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43 genufpkavY K 73V

% 4-4 genufpk 7 3>

AT ay | IS5 A—4 il

ufpk Hex data UFPK TEAT 5. 32/81 kDN AF Y T—EEBELET,

AKA TS aVIFEBRAEETT, AA T3 VEBLIZBE. Y—ILNTER
L5 4 LEZUFPK ELTHERALET. [F)

output File Path HAOT7 74 ILBERELES,

AA TSI VIFERAEETT, A T 3 VHxERLIZEE. RTHERE D
VY= ALET,

nooverwrite | 7% L AATL I VIFERAEETT . A T 3 VEERK. EHT7 74/ LHFEET
8. T73—ICRYET,

EY—ILHRTERT 5T VA LMEETAGEBEZRIETILOTEHY FE A

ufpkr 7 3 UERROERA :
> skmt.exe /genufpk
lufpk "00112233445566778899aabbccddeeff00112233445566778899aabbccddeeff"
/output "D:¥example¥ufpk.key"
ufpkd 7 3 L EREEOER :
> skmt.exe /genufpk /output "D:¥example¥ufpk.key"
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44 genkuk ATV K A7 av

% 4-5genkuk 73>

TToay | R"sA=4 e

kuk Hex data KUK TERT S, 32/ bONAF ) T—2EBELET,

AA T aVITEBEARETT, A4 T a VA LEGE. Y—ILINTER
LESUALEZKUK ELTERALET . [F)

output File Path HAZ 74 ILBERELET,
AATLaVITEBARETT, A4 T a3 EEKRLIBE. BTHER%E0
UY—LICHALET,

nooverwrite | % L AATLaVITEBEARETT, A4 T aVEEl. HAT7 74 IULDEFEET
55BE. T5—ITHYET,
EOY—ILHNTERT S5 VA LEETRGEHEERIATIIOTIEHY A,

ufpkr 7 3 UERROERA :
> skmt.exe /genkuk "ffeeddccbbaa99887766554433221100ffeeddccbbaa99887766554433221100"
/output "D:¥example¥kuk.key"
ufpkr 7 3 o EBREFOERA
> skmt.exe /genkuk /output "D:¥example¥kuk.key"
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45 genkey AYV K 73V

genkey IV FTIK, UTOA T2 a UNERARIRETY, T—2 AN 16 ET—2FBFNA1FYT7
AILTHEELET, F7MILEEET HEE. 774 ILINRDEEIfile="%DFTLFZELY,

% 4-6genkey 7L 3> (1)
FFToay | "SA—=4 5 EA
iv Hexdata/ | 2—H#+ L <X DLM BORESLEFIZERT S IV T (16 /31 k),
File Path AA T3 VIFERAEETT . A4 T3 VERLIZBE. Y—ILATER
LESoALEEIVELTHERLEDT., [E]

ufpk File Path 1—H#EE L <X DM EDBESIEEIZERT 5 UFPKEAEM =T 74
LWERELET,
kuk 7> 3 VIEERIC, ufpk A 7Y 3 VIXEEEFRATY,
wufpk File Path Renesas Key Wrap 4Y—EX TS v TENfz UFPK #EELF T,
kuk A 7L 3 UIEERIC, wufpk 7> 3 VIXEERAITY,
kuk Hexdata/ | t¥a7HREHEICERAT S KUK ZEELET .
File Path ufpk - 7 3 VIEERIC, kuk A T2 3 VIKEEERATY .
mcu ASCII /M9 %5 MCUMPU ZH8ELFT, 45.1meu 7> a3 vIti@ELT
ASCII XFZHEELFET,
keytype ASCII/ 452 keytype AT a VICEEEH L ASCI XFHLLLIE1 /N1 D Hex T
Hex data —2EHEELET,
key Hexdata/ |DLM#T—423 L IE1—H¥RET—2EEELET,
File Path ANT BT —EDT+—< v L4453 1Hex T—2EHEAHNEZSELT
{FEELY,

AATL 3 VIFEBAIEETT, A4 T a3 VEEEEX. Y—ILATERL
FRT—2ZFERALET, L. AFBREESOBEETERTETHEVELE
HELET, #MIlE 4533key AT avnER 283BLTLESL,
filetype ASCII HAOTET77MILDEREIEELET, 454 letype T 3 ESHEL
TLEEL,

AATL 3 VIFEBAEETT, AF T avEEBEMDoutput A 73>
BERIE* . bin 77/ ILTHALET,

AATavéoutput AT a U EEAREXODY—ILICEALET,

F Y—IVATERT S VA LERTALEABMEEZRIET H2LDOTEHY FEA
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% 4-Tgenkey 77 3> (2)

FTay | R5A—4 B

address Hex data BEIATEH7FLRAZERELZET, filetype T mot ZIEERICKRENLE
T9,

fileadd - filetype T. csource. bin, mot Z{EEMFICHEMNAIEETT ., A4+ T3
VIRER., BATTFAUDFEET EHEHE. HAT7ALICT—2%FmMLE
E

bswap ASCII filetype T. bin, mot Z1EEMFICEREMNARETT . A4 T 3 VIEER.
HAT—2%2RT9vTLET,

keyname ASCII filetype T csource #1EEMFICEREMNAHETT, CY—RHLLLIEAY ST

FALTERLTLS, BEKRE, EHA. TRELZIEET 5 LA ATHE
TY, #MIL 4.54.2filetype T 3> csource IEEMESHBLTLZE
LY,

keyfileoutput | File Path AATLaVIFEBAIEETT . key AT a VU EEIKE., Y—ILATERL
BT —2DHENNREEELET,

output File Path HAOT7 74 ILBERELES,

AA T aVIFEBRAEETT, AAX TP a3 vEER LGS, RTHERED
VY=L ALET,

nooverwrite | 7L AATL I VIFERAEETT, A T 3 VEERK. EHT7 74/ LHAFEET
5BE. T7—ITBYFET,

D Y—ILRTERT 5T VA LMEFTAGEBEZRIETHLDOTEHY FH A,

ufpkfE FAHI :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0B0OCODOEOF"
[filetype "rfp" /output "D:¥example¥aes128.key"

kuk{ERHI :
> skmt.exe /genkey /kuk file="D:¥example¥kuk.key" /mcu "RA-SCE9" /keytype "AES-128" /key
"000102030405060708090A0B0OCODOEOF" /filetype "csource™ /output "D:¥example¥aes128.c"
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4.5.1 mcu 73>

mcu A7 3 v, ASCII XFTMCUMPU DREFELBEI O UERELET,

K 48meutr T3y

ASCII iR
RA-RSIP-E51A RA Family RSIP-E51A &1 1) 7 1 ##E 4 L < [X Protected Mode {5 FRFF[Z 5 7E
RA-RSIP-E51A-CM RA Family RSIP-E51A Compatibility Mode {# FAEFIZ1EE
RA-RSIP-E50D RA Family RSIP-E50D %2 ') 7 « #8E 3 L < [& Protected Mode & FAF [Z 15 E
RA-RSIP-E50D-CM RA Family RSIP-E50D Compatibility Mode {# FABFIZ$57E
RA-RSIP-E31A RA Family RSIP-E31A & 2 ') 7 1 #88+4 L < & Protected Mode f§ FRFF(Z#57E
RA-RSIP-E31A-CM RA Family RSIP-E31A Compatibility Mode {# FAEFIZ1EE
RA-RSIP-E31B RA Family RSIP-E31B &1 1) 7 1 ###E 4 L < [X Protected Mode {3 FRFF [Z 5 7E
RA-RSIP-E31B-CM RA Family RSIP-E31B Compatibility Mode {# FAEFIZ1EE
RA-RSIP-E11A RA Family RSIP-E11A & 211 7 1 #88+4 L < (& Protected Mode f§ FRFF(Z#5E

RA-RSIP-E11A-CM

RA Family RSIP-E11A Compatibility Mode {3 FREFIZH55E

RA-SCE9

RA Family SCE9 ¥ ') 7 1 ##E+% L < [& Protected Mode f FAFFIZIETE

RA-SCE9-CM RA Family SCE9 Compatibility Mode {# FAFF IZ$5E

RA-SCE7 RA Family SCE7 {£ R IZIEE

RA-SCE5 B RA Family SCE5_B {# FRFIZIETE

RA-SCE5 RA Family SCE5 £ R IZ157E

RX-TSIP RX Family TSIP {# BB IZHEE

RX-TSIPLite RX Family TSIP-Lite & FABFIZ3EE

RX-RSIP-E50D RX Family RSIP-E50D %2 !) 7« ##E3 L < [X Protected Mode £ FRFIZIEE
RX-RSIP-E50D-CM RX Family RSIP-E50D Compatibility Mode & FA B 2 &5 5

RX-RSIP-E11A RX Family RSIP-E11A ¥ 2 1) 7 1 #8E+H L < [& Protected Mode {E R IZEE
RX-RSIP-E11A-CM RX Family RSIP-E11A Compatibility Mode & FAB 1255

RZ-RSIP-T2M RZ Family RZ/T2M RSIP #RE(IZ{5%E

RZ-RSIP-T2ME RZ Family RZ/T2ME RSIP #RE(IZ{5%E

RZ-RSIP-T2L RZ Family RZ/T2L RSIP {# R ZHETE

RZ-RSIP-T2N RZ Family RZ/T2N RSIP BI85 E

RZ-RSIP-N2L RZ Family RZ/N2L RSIP {§ BB IZ35E

RZ-TSIP RZ Family TSIP {# A IZI5E

Synergy-SCE7

Synergy Platform SCE7 S 5T

Synergy-SCE5

Synergy Platform SCES5 & FIBFIZ35E
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452 keytype 7 3>

keytype 7 T a viEk, EX a7 HBEIAFTEIBEHFEZTOROBELEELEFT, COAX T3 >T
[&. ASCIH fEFE =X 16 EHDOWIT M EFERATEET, AREEZEHLIOIZASCI ZH#HELFET,

TARTHO MCUMPU BN RTHOBEDIEEEZHR—LTEYFEEA, CHERAICHES MPUMCU D K54 /8
7T =230/ — b CIEATREBES 7L A LE CHERLEZEEL,

& 4-9 DLM BB D -H D FRFEH

ASCII keytype value | £2BH

DLM-SSD 0x01 DLM ) SSD X 7— +DERELHE

DLM-NSECSD 0x02 DLM 0 NSECSD R 7— b DER5TE#E
DLM-RMA-REQ 0x03 DLM 0 RMA-REQ X 7— + DERELHE

DLM-AL2 0x01 DLM EBEELANJL AL2 BRSO H(AL2_Key)
DLM-AL1 0x02 DLM EBEELANJL AL1T BFRFE DO (AL1_Key)
DLM-RMA 0x03 DLM RMA_REQ R T— + BRI D #(RMA_Key)

% 4-10 1 —4Y§ AES

ASCII keytype value iz

AES-128 0x05 AES-128bit D ##

AES-192 0x06 AES-192bit D ##

AES-256 0x07 AES-256bit D ##

AES-128XTS 0x08 AES-128bit XTS D ##

AES-256XTS 0x09 AES-256bit XTS D ##

AES-256-DOTF 0x07 AES-256bit D ##
RA for Wireless DOTF [A][F(Z Encrypted User Key 7 7 1 L& H A
S¥#1% 4.5.2.1 AES-256-DOTF 258

# 4-11 21— RSA

ASCII keytype value £ BA
RSA-1024-public 0x0A RSA 1024bit M A BA#E
RSA-1024-private 0x0B RSA 1024bit D HE
RSA-2048-public 0x0C RSA 2048bit M1 E#
RSA-2048-private 0x0D RSA 2048bit 0 F 7 i
RSA-3072-public 0x0E RSA 3072bit M\ EA#E
RSA-3072-private OxOF RSA 3072bit M inE#E
RSA-4096-public 0x10 RSA 4096bit M1 E#E
RSA-4096-private 0x11 RSA 4096bit 0 F % i
RSA-2048-public-TLS | Oxfe TLS API FA® RSA 2048bit M 1B

7E 1 : keytype value Ik BIEEIFTEFEFH A, ASCII TIEEL TL LY,
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F* 4-12 2—H§ ECC

ASCII keytype value E5EA
secp192r1-public 0x12 ECC NIST P-192(secp192r1)D 22 B
secp192r1-private 0x13 ECC NIST P-192(secp192r1) D423 i
secp224r1-public 0x14 ECC NIST P-224(secp224r1)D A FA#E
secp224r1-private 0x15 ECC NIST P-224(secp224r1) D fi % 2
secp256r1-public 0x16 ECC NIST P-256(secp256r1)®D 2 B
secp256r1-private 0x17 ECC NIST P-256(secp256r1) Dk i
secp384r1-public 0x18 ECC NIST P-384(secp384r1)D 2
secp384r1-private 0x19 ECC NIST P-384(secp384r1)Dfi % 2
secp521r1-public 0x24 ECC NIST P-521(secp521r1)D A A%
secp521r1-private 0x25 ECC NIST P-521 (secp521r1) D F % 82
brainpoolP256r1-public 0x1C ECC brainpoolP256r1 M4 Fr#
brainpoolP256r1-private | 0x1D ECC brainpoolP256r1 M4 i
brainpoolP384r1-public Ox1E ECC brainpoolP384r1 M4 G #E
brainpoolP384r1-private | Ox1F ECC brainpoolP384r1 Mk #
brainpoolP512r1-public 0x20 ECC brainpoolP512r1 M\ BA#
brainpoolP512r1-private | 0x21 ECC brainpoolP512r1 Db i
secp256k1-public 0x22 ECC Koblitz curve secp256k1 M2 B fE
secp256k1-private 0x23 ECC Koblitz curve secp256k1 M k%
Ed25519-public 0x26 EdDSA Ed25519 D/ R
Ed25519-private 0x27 EdDSA Ed25519 DB

% 4-13 1—H## HMAC-SHA

ASCII keytype value i BA
HMAC-SHA1 0x00 [:F) HMAC-SHA-1 M ##
HMAC-SHA224 Ox1A HMAC-SHA2-224 M ##
HMAC-SHA256 0x1B HMAC-SHA2-256 M ##
HMAC-SHA384 0x28 HMAC-SHA2-384 M ##
HMAC-SHA512 0x29 HMAC-SHA2-512 M ##
HMAC-SHA512-224 0x2a HMAC-SHA2-512/224 D #2
HMAC-SHA512-256 0x2b HMAC-SHA2-512/256 D ##
HMAC-SHA3-224 0x2c HMAC-SHA3-224 M ##
HMAC-SHA3-256 Ox2d HMAC-SHA3-256 0 ##
HMAC-SHA3-384 0x2e HMAC-SHA3-384 M ##
HMAC-SHA3-512 Ox2f HMAC-SHA3-512 D ##

7E i keytype value IZ& BIEEIFTEFEH A, Ascii TEEL TS,
=& 4-14 21— ARC4
ASCII keytype value i BA

ARC4

0x00 [F¥]

ARC4 D

i - keytype value IZ&k BIEEIXTEE A, Ascii TIREL TLEELY,
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& 4-15 11—+ DES
ASCII keytype value E5EA
TDES 0x00 [;x) Triple DES MD##

7 - keytype value IZ& BIEFEIXTEE A, Ascii TIREL TLEEELY,

% 4-16 1 —H# ChaCha20-Poly1305

ASCII keytype value £ BA
CHACHAZ20- 0x30 CHACHA20-POLY1305 M ##
POLY 1305

% 4-17 OEM Root Z\Fff

ASCII keytype value E5EA

OEM_ROOT_PK OxFD FSBL ERICT /N1 XIZFEA L TH < OEM Root Key
secp256r1 M 2AEA%E

OEM_ROOT_PK _ 0x16 RA for Wireless TfEf9 % OEM RoT Key

SECP256R1_ secp256r1 M2

RA_WIRELESS

OEM_ROOT_PK _ 0x18 RA for Wireless TEFY % OEM RoT Key

SECP384R1_ secp384r1 M /A FARE

RA WIRELESS

= 4-18 Key Update Key
ASCII keytype value £ BA
key-update-key OxFF Key Update Key

4521 AES-256-DOTF # 7> 3>

keytype “AES-256-DOTF” # 7L 3 U5 ER L. AES-256bit % UFPK TS w J L. filetype THESH
274N TH+—I VDI 7AILHEAT, Z74ILEEALET, RFIC. RA for Wireless DOTF [+ ®
Encrypted User Key ® TLV XD/ F ) T 7 A LEHALFET,

T7A4ILEIE, output # T 3 U TEELIZI77MILADIEEFE. dotf wrapped key.bin &LV5
Y7499 AHEEF(.bin) ICEBLET, £z, Z7AI)LIE, output AT 3 U THEELEZ A ILAIZH
BFICHAOLET,

Encrypted User Key/N\( F+ U 774 ILD T+ —< v MILUTOEY TY,

& 4-19 Encrypted UserKey 77/ L7+ —< v b

Field Size(byte) Value Note
Type 2 0x00A0 Litte T>F 4 7 VU THA
Length 2 0x0030 Littte T 74 7 Vit U TH A
Value 48 Encrypted User Key | AES-256 ##% UFPK T35 v 7 Lz ##1&#R
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453 key 73y

key 7o avid, EFaT7HREIACREHROLOHIC, BDELGEXDODIMBELFI—FREEET S
EOIERLEY, EXF. 16 EBRDT—2 EZEEANT A, N4 FTUD *.key T7AILELLLEF
*.bin Z7AITHETEFEFY ., BOBEICE-TE, YV—ILTERTSHZELEITEFT,

4.5.3.1 Hex T—AR E#&EA T

EXRE16ET—2 TEERANT HBEF. UTORDE S, IBEShi-keytyped T 3 VIZH LT
DLENA MREANT IRELNHY FT .

% 4-20 DLM-SSD, DLM-NSECSD, DLM-RMA-REQ, DLM-AL2, DLM-AL1, DLM-RMA

Byte Data
0-15 DLM key data

= 4-21 AES-128
Byte Data
0-15 AES-128bit key data

& 4-22 AES-192

Byte Data
0-23 AES-192bit key data

= 4-23 AES-256

Byte Data
0-31 AES-256bit key data

# 4-24 AES-128XTS

Byte Data
0-15 AES-128bit key1

16-31 AES-128bit key2

F 4-25 AES-256XTS

Byte Data
0-31 AES-256bit key1

32-63 AES-256bit key2

= 4-26 RSA-1024-public

Byte Data
0-127 RSA 1024bit Modulus n
128-131 RSA 1024bit Exponent e
R20UT5349JJ0112 Rev.1.12 RENESAS Page 99 of 232

Sep.30.26



Security Key Management Tool

4. CLI #4gezREA

= 4-27 RSA-1024-private

Byte

Data

0-127

RSA 1024bit Modulus n

128-255

RSA 1024bit Decryption Exponent d

#x 4-28 RSA-2048-public / RSA-2048-public-TLS

Byte Data
0-255 RSA 2048bit Modulus n
256-259 RSA 2048bit Exponent e
& 4-29 RSA-2048-private
Byte Data
0-255 RSA 2048bit Modulus n
256-511 RSA 2048bit Decryption Exponent d

#x 4-30 RSA-3072-public

Byte Data
0-383 RSA 3072bit Modulus n
384-387 RSA 3072bit Exponent e
% 4-31 RSA-3072-private
Byte Data
0-383 RSA 3072bit Modulus n
384-767 RSA 3072bit Decryption Exponent d

#x 4-32 RSA-4096-public

Byte Data
0-511 RSA 4096bit Modulus n
512-515 RSA 4096bit Exponent e
= 4-33 RSA-4096-private
Byte Data
0-511 RSA 4096bit Modulus n
512-1023 RSA 4096bit Decryption Exponent d

= 4-34 secp192r1-public

Byte Data
0-23 ECC Public key Qx
24-47 ECC Public key Qy
= 4-35 secp192r1-private
Byte Data

0-23

ECC Private key d
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= 4-36 secp224r1-public

Byte

0-27

ECC Public key Qx

28-55

ECC Public key Qy

= 4-37 secp224r1-private

Byte

0-27

ECC Public key d

i 4-38 secp256r1-public / brainpoolP256r1-public / secp256k1-public / OEM_ROOT_PK /

OEM_ROOT_PK_SECP256R1_RA_WIRELESS

Byte

0-31

ECC Public key Qx

32-63

ECC Public key Qy

#F 4-39 secp256r1-private / brainpoolP256r1-private / secp256k1-private / Ed25519-private

Byte

0-31

ECC Private key d

% 4-40 secp384r1-public / brainpoolP384r1-public / OEM_ROOT_PK_SECP384R1_RA_WIRELESS

Byte

0-47

ECC Public key Qx

48-95

ECC Public key Qy

#F 4-41 secp384r1-private / brainpoolP384r1-private

Byte

0-47

ECC Private d

= 4-42 brainpoolP512r1-public

Byte

0-63

ECC Public key Qx

64-127

ECC Public key Qy

# 4-43 brainpoolP512r1-private

Byte

0-63

ECC Private key d

& 4-44 secp521r1-public

Byte

0-65

0 Padding(7bit) || ECC Public key Qx [;¥]

66-131

0 Padding(7bit) || ECC Public key Qy [i¥]

F|| FEY bEKBERLET
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= 4-45 secp521r1-private

Byte

Data

0-65

0 Padding(7bit) || ECC Private key d [F]

b

& 4-46 Ed25519-public

| FEY MERERLEY

Byte

Data

0-31

sign(1bit) || ECC Public key Qy(255bit) [;¥]

F: || FEY MERKERLET

# 4-47 HMAC-SHA1

Byte Data
0-19 HMAC-SHA-1 key
= 4-48 HMAC-SHA224 /| HMAC-SHA3-224
Byte Data

0-27

HMAC-SHA2-224 /| HMAC-SHA3-224 key

& 4-49 HMAC-SHA256 / HMAC-SHA3-256

Byte

Data

0-31

HMAC-SHA2-256 / HMAC-SHA3-256 key

# 4-50 HMAC-SHA384 / HMA

C-SHA3-384

Byte

Data

0-47

HMAC-SHA2-384 / HMAC-SHA3-384 key

# 4-51 HMAC-SHA512 / HMA

C-SHA512-224 / HMAC-SHA512-256 / HMAC-SHA3-512

Byte Data
0-63 HMAC-SHA2-512 / 512/224 / 512/256 / HMAC-SHA3-512 key
% 4-52 ARC4
Byte Data
0-255 ARC4 key
% 4-53 TDES
Byte Data
0-7 56bit DES key with odd parity 1 [%]
8-15 56bit DES key with odd parity 2 [F]
16-23 56bit DES key with odd parity 3 [5¥]

E BT 2 Ot BICHFBUNY T4 EDIFTLLEEL,

£
DES key data = OxFFFFF

DES key data = 0x00000000000000 — 0x0101010101010101

FFFFFFFFF — OXFEFEFEFEFEFEFEFE
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# 4-54 ChaCha20-Poly1305

Byte Data
0-31 ChaCha20-Poly1305 key

% 4-55 key-update-key
Byte Data
0-31 Key update key

fERAH -
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"

Imcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0B0CODOEOF"
[filetype "rfp" /output "D:¥example¥aes128.rkey"
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453.2 T74ILASD

key # 7 a Tl MTOIT 74N T+—I YV bDIT7AILANEYR—ELTWET,

% 4-56key A T3y TJ7AILAA

274 YL5RF 74—V bk
NAF1) *.key, 453 1Hex T—AEEAN TRTI I+—IV bDNALF ) T—42 D
*.bin 714IL

T¥R b *Ltxt 453 1Hex T—REEAN TRI I+—< Y bDNA bT—3 % 16
# AsCii XFTCTFAMT—2T74)L

PEM * . pem OpenSSL THE ENT=IEXHED PEM 77/ IL 7+ —< v FDED
FAINEHRAAHATEETT
& 4-57 PEM 7 7 A LY R— b EITHBETRT keytype D IExTFRiE
D HIETE AT HE

& 4-57 PEM 7 7 4 JLYR— ~ FEXIFRERE

Algorithm keytype
RSA RSA-1024-private, RSA-1024-public, RSA-2048-private, RSA-2048-public,
RSA-3072-private, RSA-3072-public, RSA-4096-private, RSA-4096-public
RSA-2048-public-TLS
ECC secp256r1-private, secp256r1-public, secp384r1-private, secp384r1-public,
secp521r1-private, secp521r1-public
brainpoolP256r1-private, brainpoolP256r1-public, brainpoolP384r1-private,
brainpoolP384r1-public, brainpoolP512r1-private, brainpoolP512r1-public, [;¥]
Ed25519-private, Ed25519-public, OEM_ROOT_PK,
OEM_ROOT_PK_SECP256R1_RA_WIRELESS,
OEM_ROOT_PK_SECP384R1_RA_WIRELESS

3E: macOS R Cl&. brainpool h—7® PEM 7 7 4 JLAAILIEHR— L TT,

NAFIVT7AILERG :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "rfp"
loutput "D:¥example¥aes128.rkey"

THXRNIT7AILERS :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
/Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.txt" /filetype "rfp"
Joutput "D:¥example¥aes128.rkey"

PEMZ 7 1 JLERHI
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "RSA-2048-private” /key file="D:¥example¥rsa2048.pem"
[filetype "rfp" /output "D:¥example¥rsa2048private.rkey"
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(1) NAFUIT7AILDERAEE
FHTRIFTAILZERTIEBE. AFYITA L LLENAFVIT A2 EFERALTHERLET,
T—RFEYITIUOTAT7UoDHUVTT—2ERLTLEELY,

UTIZHIZERLET,

- AES128bit DET 7 A ILEERT S5 :
AES 128bit f#27—4 00112233445566778899AABBCCDDEEFF Di5&

b | | aes128.key I]
I]I]ljljljlje];::-| 00 01 02 03 04 05 06 07 08 09 0Oa Ob Oc 0d O Of

000aoaoao 00 11 22 33 44 55 €6 77 58 9% aa bk cc dd ee ££
00000010

41 AES 128bit 827 7 4 L E AT Sl

- RSA2048bit AEABET 7 1 ILE LT S

Modulus bad47a84c1782e4dbdd913f2a261fc8b
65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544b
dae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d67634847
85622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817ccOe
€3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a
56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1
b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061
884b13c9065b591139de13c1€a292749
1ed00fb793cd68f463f5f64baa53916b
46c818ab99706557a1c2d50d232577d1

Exponent 10001
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b || rsa-2048-public.key X
00000157 oo 01 02 03 04 05 08 07 05 09 0z Ob Oc 0d 0= OF

00o000oaoo ba d4 Ta 84 cl 78 2e 4d bd d9% 13 £2 a2 61 fc &b
00000010 65 83 54 12 cE e4 5@ 20 6% ed &d 7L le 29 cd £4
00000020 46 2k 3% 11 955 63 ca fb T4 k% ck £f2 5Sc f£4 54 4b
Q0000030 da €2 3b ff 0Oe be 7L 64 41 04 2k 7e 10 Sk %9a Sa
00000040 fa a0 56 82 1le £8 ef aa b2 1% d2 1d &7 63 43 47
00000050 85 82 2d 91 &8d 39 5a 2a 31 f2 ec el g 5a 81 31
000000s0 5 £ff 14 33 14 a% 2e 21 af 47 13 bka g 17 cc Oe
Qoo0ooTo 23 51 4d 48 39 00 Tcch 55 de 34 0% c% Ta 13 ab
00o000oso 62 fa 6f 9f 89 b3 f£9 4a 27 77 cd4 7d 61 36 77 Sa
00o000os0 56 a% a0 12 7f 68 24 70 be £f3 31 fk ec 4k cd Tb
000000a0 50 85 a7 g2 3£ 47 07 45 43 7d 1k £7 2k 83 c4 bl
000000R0 b4 a3 d0 583 1le 74 bf Sa de 93 cc 46 14 86 17 55
000000co 3% 31 a7 9d %2 e% e4 88 ef 47 22 3e e6 £68 c0 61
00o00oodo 8 4k 13 c% 08 5b 59 11 3% de 13 cl ea 29 27 45
000000e0 le 40 0f B7 93 cd €8 £4 &3 £5 f6 4k aa 53 91 &b
Qoo00oLo 46 c& 18 ab 59 70 &5 57 al c2 d5 0d 23 25 77 dl
00000100 00 01 00 01

4.2 RSA 2048 AR 7 M ILZEERKT 5451

453.3 key 7 7> 3 > DERE

ARV EREZA DD key AT a UhEREIh., IBE SNTz keytype ARFE 7 I)ILT ) XLFLIFUT
DRTHEESNEZFERAFRETZILITIXLOGE., YV—ILEEHZERALTREERLET,

ERFROBZE X, BR7VERINET, BERLLARBIRBICER SN, BESAET7M4IILEIC
%, NHBOBEIE public. MBEROBEIE private AftMEhEST, COAF TP aviE, FRISETIE
XHEE A TDA T a3 vIZ/HELTWET,

key ## 7> a3 V&5 EKT BI5E. keyfileoutput # T a3 U EFRAL T, EXEBOABIT 71 ILEER
LTS,

AY—IDNERT HEREOERNLGS VA LRRIEESNEREA, RY—ILTERLEREIE, TO L4
AEVTOTRAMEMTOAMERALTSEZEL,

& 4-58 EAMBAER Y R— b keytype

Algorithm keytype
RSA RSA-1024-private, RSA-2048-private, RSA-3072-private, RSA-4096-private
ECC secp256r1-private, secp384r1-private, secp521r1-private,

brainpoolP256r1-private, brainpoolP384r1-private, brainpoolP512r1-private  [;F]
Ed25519-private, OEM_ROOT_PK,
OEM_ROOT_PK_SECP256R1_RA_WIRELESS,
OEM_ROOT_PK_SECP384R1_RA_WIRELESS

3E: macOS R TIL. brainpool 71— JDBERMITIEYR— L TT,
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4.5.4 filetype A FS 3>

filetype 7 7> a3 U TIIH A7 7 A LR %E ASCI XFTHEELET,
EBRREFIEINAF)T—2FHALET,
8% L 1= filetype & 7 7 1 LB DILERFN—BMLEWEE., T5—ICHRYET,

% 4-59 filetype T 3>

ASCII YhiRF E%EA

rfp *.rkey Renesas Flash Programmer(RFP) CHAADZ T 7/ LEHALET,
Renesas Key File 74+ —< v bDBET—22HALET,

csource | *.c CY—RITFANEANY T IT7AILEERALETS,
keyname # 7L 3 VEFERT A L THEERE. L. CEEREZEEAHE
TY,

bin *.bin NAF VTR IT7A4LEHALET,

mot *.mot INA F 1) T—% % MotorolaHex 74+ —< v MMZLTHALET,
address 7> 3 T, 16 #%k 8 H1(32bit)DEIRT FLARAZEH/EL TL &L,

4.5.4.1 filetype =7 3 > rfp {8 ER

Renesas Flash Programmer|Z5% €9 dRenesas Key File 7+ —< v FDBET—2 ZHALFT,
rfp 2 7 4 JLH Sl :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "rfp"
/output "D:¥example¥abc.rkey"

4542 filetype -7 3 > csource {EER

CY—RIFANEANYETF7AILEHALET,

keyname A 7L a v EMERAT S L. BEKRE,. FTO—NILEHE. N A XEED—EE LT, IBE
L f=<keyname>H\EHEINET, keyname ¥ T a3 VEFALEBEWMGE., T4V FDOTEFR MHIMERSL
FT, MDA T aVIFRORIZRT EHYTT,

% 4-60 keyname # 73>

keyname &% T B keyname & B& B
BEKA <keyname>_t encrypted_user_key data_t
Ja—nNILEHA g_<keyname> g_encrypted_user_key data
encrypted_user_key /N4 k¥4 | <keyname>_SIZE [F] ENCRYPTED_KEY_BYTE_SIZE
AEEE

£ ckeyname A 7L 3 U CHEE L1z Ascii #F AXFT., RELET,
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HATEHCY —RBERBFLUTIZHRYET,

=& 4-61ufpk A T a3 VEEERD cV—R 7 7 1 ILDEER
name # i BA

g_<keyname> <keyname>_t

keytype uint32_t keytype [EZ AT 5 tF2 )T
1 I UDEHEE. keytype
value. keytype fEZ{#MA L %0y
X1V TAIUDUDBEO
FHEALET,

shared_key number uint32_t OFHALET, mcuxd T3
UHRX-TSIP’% L < [X"RX-
TSIPLite"DIBZEIFFERALEFE

Ao
wufpk[32] uint8_t wufpk 7> 3 U THRE ST
EBEHEALET,
initial_vector[16] uint8_t 21—483 L<IEDLM B ORES
{bCERLEZIVEHALETS,
encrypted_user_key uint8_t 21—+ L <X DLM BDES
[<KEYNAME>_SIZE] ELEHBREHEALET,

<KEY_NAME>_SIZE %
Encrypted User Key @44 XIZ
%Y £, Encrypted User Key
Y4 X & 4-65-%K 475 25
LTS,

crcl4] uint8_t keytype H\ 5
encrypted_user_key ¢ CRC-32
ExEHLFET,
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R 462kuk T a VEEERD c V—R T 74 IILDEER

name

il

5

9

_<keyname>

<keyname>_t

keytype

uint32_t

keytype lEZHEHT H5tFa1 T
1T UDEE. keytype
value. keytype [EZ{HEA L ALY
EXAYTFAIUPUDBAO
ZFHEALFET,

shared_key number

uint32_t

0ZHALET, mcutr T3
UHVRX-TSIP’4 L < [X"RX-
TSIPLite"MEHEIXFERALEE
Ao

initial_vector[16]

uint8_t

21— L <L DLM B OES
fECEALEIVEREALES,

encrypted_user_key
[<KKEYNAME>_SIZE]

uint8_t

A—H#3 L< X DLM B DEE
ELIEREZEALET,
<KEYNAME>_SIZE &
Encrypted User Key ™44 X(Z
%Y F£9, Encrypted User Key
Y4 XE K 4-65-K 4-75 25
BLTLESL,

crc[4]

uint8_t

keytype H 5
encrypted_user_key ¢ CRC-32
ExEOLFET,

cY—RIT7AILHIH :

> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "csource"
/keyname "aes128" /output "D:¥example"¥abc.c"
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4543 filetype = 7S 3 > bin {EEH

NAFYT—EDIT7ANLEHALET,
HATENAFTUT—2DT—2ERIIELTIZRYET,

& 4-63 ufpk T2 3 VIEERD/NAF Y T—4
Byte Data
0 keytype
keytype lEZ# AT D5 EFX 1T TP UDIHA. keytype value, keytype fE%
FEARALGAZWVEFIVTAIVSUODBE0EHALET,

1-3 Reserved (0 padding)

shared_key number
0ZHALET, mecut T3 UARX-TSIP’ L € [F’"RX-TSIPLite" D54 (X 1#

BALFEHA
5-7 Reserved (0 padding)
8-39 wufpk

wufpk # 7> 3 U CHRESNI-EZHALET,
40-55 initial_vector

A—YRELV DM BEORESIETHERALEZIVEHALEY

56 - (56+N-1) [:F] encrypted_user_key
A—HYRELVUDIMBEESEL-HEREZHALET,

(56+N) - 56+N +3 cre
(iE] keytype m 5 encrypted_user_key @ CRC-32 {EZHALET,

£ : TNI (&, encrypted userkey 4 XT9, +« 4-65- K 4-75 #SHBL TN,

® 4-64kuk AT a3 VIEEBONAF) T—4
Byte Data
0 keytype
keytype lEZ# AT D5 EF 1) T4 TP UDIHA. keytype value, keytype fE%
FERALGAZWVEFIVTAIVSUODBE0EHALET,

1-3 Reserved (0 padding)

shared_key number
0ZHALET, mecut T3 UARX-TSIP’H L < [F’"RX-TSIPLite" D54 (X 1#

BALFEHA
5-7 Reserved (0 padding)
8-23 initial_vector

A—HRELUDIMBORSIETEALEIVEHALEY

24 - (24+N-1) [iE] encrypted_user_key
A—HRELUDLMBZHESIELEHEREEALET,

(24+N) - 24+N +3 cre
(iE] keytype H 5 encrypted_user_key 0 CRC-32 fEZH AL FET,

¥ TNJ [&. encrypted userkey 14 XTH, F& 4-65- & 4-75 2B L T ZELN,

binary 7 7 1/ JLH 711 :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu " RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" [/filetype "bin"
/output "D:¥example¥abc.bin"
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4.5.4.4 filetype =73 3 > mot {5 ERF

ZDA T avik. MotorolaHex 74—y b 774 ILEEALET, TZ7MILDT+—T v ML, &
4-63 ufpk A 7L a VIRERD/INA TV T—E2E LUK 4-64kuk TS a VIRERO/NAF Y T—RIZHE
ENTWEYT, T—E2DF7 KFLRIE, address 77 a U #EAL T, 16 &2 8 #7 (32bit) DBART KL
AEEETIVLENHYET,

mot7 7 A JLH A1l :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu " RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" ffiletype "mot"
/address "FFF00000" /output "D:¥example¥abc.mot"
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LITIZ, keytyper 7S 3 »EMDencrypted_user_key sizeZF R LET,

i 4-65 encrypted_user_key size DLM Key

keytype =73 > Byte size
DLM-SSD 32
DLM-NSECSD 32
DLM-RMA-REQ 32
DLM-AL2 32
DLM-AL1 32
DLM-RMA 32

ik 4-66 encrypted_user_key size AES Key

keytype =7 3> Byte size
AES-128 32
AES-192 48
AES-256 48
AES-128XTS 48
AES-256XTS 80

i 4-67 encrypted_user_key size RSA Key

keytype 7 3> Byte size
RSA-1024-public 160
RSA-1024-private 272
RSA-2048-public 288
RSA-2048-private 528
RSA-3072-public 416
RSA-3072-private 784
RSA-4096-public 544
RSA-4096-private 1040
RSA 2048bit public key for TLS 288
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i 4-68 encrypted_user_key size ECC Key

keytype A7 a3 v Byte size
secp192r1-public 80
secp192r1-private 48
secp224r1-public 80
secp224r1-private 48
secp256r1-public 80
secp256r1-private 48
secp384r1-public 112
secp384r1-private 64
secp521r1-public 132
secp521r1-private 66
brainpoolP256r1-public 80
brainpoolP256r1-private 48
brainpoolP384r1-public 112
brainpoolP384r1-private 64
brainpoolP512r1-public 144
brainpoolP512r1-private 80
secp256k1-public 80
secp256k1-private 48
i 4-69 encrypted_user_key size Ed25519 Key
keytype 73> Byte size
Ed25519-public 48
Ed25519-private 48
i 4-70 encrypted_user_key size HMAC-SHA Key
keytype 73> Byte size
HMAC-SHA1 48
HMAC-SHA224 48
HMAC-SHA256 48
HMAC-SHA384 64
HMAC-SHA512 80
HMAC-SHA512-224 80
HMAC-SHA512-256 80
HMAC-SHA3-224 48
HMAC-SHA3-256 48
HMAC-SHA3-384 64
HMAC-SHA3-512 80
i 4-71 encrypted_user_key size ARC4 Key
keytype A7 a3 v Byte size
ARC4 272
i 4-72 encrypted_user_key size TDES Key
keytype A a3 v Byte size
TDES 48
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i 4-73 encrypted_user_key size ChaCha20-Poly1305 Key
keytype 73> Byte size
ChaCha20-Poly1305 48

i 4-74 encrypted_user_key size OEM_ROOT_PK Key

keytype 73> Byte size
OEM_ROOT_PK 80
OEM_ROOT_PK_SECP256R1_RA_WIRELESS 80
OEM_ROOT_PK_SECP384R1_RA_WIRELESS 112

i 4-75 encrypted_user_key size Key Update Key

keytype 73> Byte size
key-update-key 48
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455 fileadd =73 >

fileadd -7 3 VX, filetype = 7 3 > IZ"csource”. "bin’ZE = [X"'mot’ Z s ERFICREREET T,
HAT7AIWER—T 7 A ILELRHDBEIZ. EEZTIELRL., BEDT—2IZER L 1= encrypted key 15
WEMAMLETS

X : filetype 72 3 > T'csource’ #18ERIC, T TICHEIT—F2 EFHHAICEBMTE2T—4 T, ALERENEERS
hTWEHDOHERETLVEEA, keyname 7 T2 a3 V2 FAL T, ALERBIZELHEVESICTLTLES
LY,

fileadd %24l :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"

Imcu "RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "csource"
[fileadd /keyname "aes128" /output "D:¥example¥abc.c"

456 bswap + 73>

bswap = 7L 3 ik, ASCIXETHATET—2DT—424HUV%2HEELFTT, BIEEIE32-big"DENE
IZBYET,

% 4-76 bswap 7 3>

ASCII i BA
32-big R 463, RA4CADET—REEVIIUOTATFUoT—2EUT, Z74ILICH
ALET,
32-little R 463, R 464ADET—RFA4NA PRIV T LE=T—R2HUVT, Z74IIC
HALEYS,
bswapikEH :

> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "csource"
Ibswap "32-little" /keyname "aes128" /output "D:¥example¥abc.c"
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457 keyfileoutput =7 3 >

AR RSA UMD key AT a3 VEEBRLIZIGE. Y—ILVIES oA LGREERLET., ZOXTY
AV, EREINERBENSMFTVELLETERNIZANIZRETHEHICERALET, BETZ774
IWOIRRFNINAF ) T—EDHFE* . key. TFRA NI 7AMILDIBE . txt ZHRELET,

CHOY—ILTERTELDIE, AHBE—EBDIEAFRRTDHTY
TR T DERMILLLTD keytype T 3 &Y HR—FLTWVET,

= 477 FERHBER Y R— ~ keytype

Algorithm keytype
RSA RSA-1024-private, RSA-2048-private, RSA-3072-private, RSA-4096-private
ECC secp256r1-private, secp384r1-private, secp521r1-private,

brainpoolP256r1-private, brainpoolP384r1-private, brainpoolP512r1-private,
Ed25519-private, OEM_ROOT_PK,
OEM_ROOT_PK_SECP256R1_RA_WIRELESS,
OEM_ROOT_PK_SECP384R1_RA_WIRELESS

AY—LTERESNDEBMECERNLGEBMEBIRIESNFREA. XYL TERLERIF, TO 24
EVIELUVTAMEHMTOHMERL TS,

ERIFERT ZEM L. /keyfileoutput Z15E L1=5E. MEROD I 7/ LAIZIE" private". AFHED
T7AINABICIE" public"MFMEINET, AL "/keyfileoutput abc.key /output abc.rkey"
#BETDHE, UTOT7AILBERSINET,

-abc private.key FXDMEHEBEI/MEMINTNET,

-abc public.key EXDLHBEIKMEINTILVD,

-abc private.rkey MERBEEAT H-ODBEELINEI 7ML
-abc public.rkey DNFBEIEAT H-ODEBHLEIN-EI 7ML

ERENBIBET—E2DT+—<y MIZDOWTIE, 4531 HexT— 2 EEANZSRBLTLEE,

HIFBEEE O 7 A ILHAH :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"

Imcu "RA-SCE9" /keytype "AES-128" [filetype "rfp" /keyfileoutput "D:¥example¥aes.key"
/output "D:¥example¥abc.rkey"

FEXRBES D7 A ILHAH :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-TSIP" /keytype "RSA-1024-private" /filetype "bin"
Ikeyfileoutput "D:¥example¥rsa1024.key" /output "D:¥example¥rsa1024_private.bin"

R20UT5349JJ0112 Rev.1.12 RENESAS Page 116 of 232
Sep.30.26



Security Key Management Tool

4. CLI #4gezREA

4.6

enctsipaAav > K A7 a3y

enctsip IV RTIE. UTOA T a U ERAIETT, T—2ANK 16 ET—FFIENA4F) T 7
AILTHEELET,

% 4-78enctsipA 7T a > (1)

T ay | R"SA—4A E5ER
mode ASCII HAT 2774V DT—2T74—T v bERELET,
ML 46 1ver AT a3 UESBLTLESL,
ver Decimal HATE2T77ANICHNTEIRSUAYSIDN—Da UEBELET,
data N=3 213 LLIE 2/ EERRETT,
AA TS a3 VIFTERAEETT, ERBREBE2ZBELET.,
X461 1ver 7T avESBLTLESLY,
prg File Path ST dmot I7 M IILERELET,
prg_sb File Path mode #+ 72 3 > T factory {EERIC. BEEILT D mot Z7 M ILEEDHLED
X a7 I—rTOTS LD Mot 77 A ILERELET,
enckey Hexdata/ |prgZ4 73> THELE mot 274 IILDT—4 %5513 % Session Key
File Path ES9TTEODORERELET, 16 /N bAFHT—2 Ff(d/N\A
T IT7AI(* . key) DIBEMNTRETT,
session_key | Hex data prg A7 a3V THRELIZ mot 774 IILDT—4 ZkES1LT % Session Key
EZRELET, 32/814 F)
AATLaVIFERAEETT, A4 T3 2EKRLIBE. YV—ILATHE
LIS VA LEFERT—2ELTHERALET. [F]
iv_fw Hex data prg A7 3V THEELIzmot 77 A )LD T—2 EREELFICERT S IV
TI(16 /81 k),
AATLaVIFEBAEETT, A4 T3 2EKLIBE. YV—ILATE
LIS VA LEFIVELTERLET. [E]
startaddr Hex data prg A+ 7L a3 THEELIz-mot 77/ ILAT, BT 55EEHDEBT KL
RERELET, PRLRIF16 1N\ F 754 VEWMBLENHY FT,
endaddr Hex data prg A+ 7L a3 THEELIz-mot 77/ ILAT, BELT 5EEHOET7 L
RERELFET, A7 FLRERT 7 FLATHEE SN HESLTEE
DA XE 1613 b7 S5A4 0 EWMBHBELNHY . LIRIZB8MB T,
destaddr Hex data filetype 7 7> 3 > T'mot’ 2B EMRIC. BBEIELzA—Y 7RIS LDOH
hFB7RLRAERELET,
imgfig ASCII / RSU N &' ®M Image Flags [CANT HEZEIRELET,
Hex data X 4.6.3imgllg AT a3 ESBLTLESLY,
filetype ASCII HAOTET7MILDEEEZEELET .
FHHlL 4.6.4 filetype AT a3 EBBL TS,
flash_wsize | Decimal verA 72322 DGEEDHIEERRETT .
data 16 /34 bLAED 16 /34 FEDBEEIEE LTS,
AATLaUIFEEAIRET T, B LT-5E 256 ZHELFT,
df_ena ASCI prg A 7L a U THRELEBEIET S mot 77 M ILICEENET—4 D
Sy aBEOT—AERATFANIMMT EA T3 0TT,
X 465df ena AT 3 VESHBLTLESLY,
motoffset - verF 7232 DIBEEDHIEEARETT .

motoffset Z 7> 3 U & {HF1=EId. rsu 774 )L ZE mot 774 ILIZT
5LEIC. TRLRDFA 7y FEFHICLET, df enadF T aré
FIRFEEIEITEE A,
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% 4-79enctsipA T3> (2)

AFToar | NSA—4% E%EA
output File Path HO77A4ILVBEEELET,
nooverwrite | % L AATL 3 VIFEBARETT . AT a3 VEER. HAT7 7/ ILHKEFEET
5. T5—ICKRYET,

F: V—IVATERT I VA LMERTALREABMEEZRILET S HLDOTEHY FHA

mode factorys% 7€ B D 5 Al :
> skmt.exe /enctsip /mode "factory" /ver "1" /prg "D:¥example¥userprog.mot"
Iprg_sb "D:¥example¥secureboot.mot" /enckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /destaddr "FFF00300"
[filetype "mot" /output "D:¥example¥factory.mot"

mode update&% e i D A :
> skmt.exe /enctsip /mode "update" /ver "1" /prg "D:¥example¥userprog.mot"
lenckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /filetype "rsu” /output "D:¥example¥update.rsu"
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4.6.1 ver 773y

verA 723 RSUZ7A4ILDN—2aVEBELET. RSUTZ 7ML N—2 3> 1(verA T3
UTAHER)EN—Ua v 2verA T a v T2HER TR, HATEI7 74 LICHMTERSUAY S
L. BEBIET BT —2DERAENERY FT,

4.6.1.1 verA 73y 116EE

(1) BSET—2ERAE

prg 47> a U THELE mot 774 ILIAGD. startaddr+ 7> 3> & endaddr 7> 3 U THE L8
BeEEEBEELET, T—2NBVERIXOXFF THRTA 2 J LET,

prg
(mot file image)

startaddr RSU Header destaddr RSU Header

ALL OXEF + Encrypte:a(tigde Flash Encryptedda(ti:de Flash
endtaddr AL
Output Image(.rsu) Output Image(.mot) B
43 verF 7 a3 1iEEROKELIO—
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(2)

RSUAw A

=R 480RSUAYHE N—2a 1 TRIANYEERFESELET,

& 4-80RSUAYH N—T 321

offset Component Contents name Length Note
0x0000 Header Magic Code 7 “‘Renesas”
0x0007 Image Flags 1 imgflg &7 3 v CHEESNT-E
0x0008 Signature Firmware Verification | 32 ASCII “mac-aes128-cmac-with-tsip”
Type
0x0028 Signature size 4 A L TULVEHE A(0x00),
0x002C Signature 256 A L TULVEHE A(0x00),
0x012C Option Dataflash Flag 4 A L TLVEHE A(0x00),
0x0130 Dataflash Start 4 fEA L TLVEHR A(0x00),
Address
0x0134 Dataflash End 4 A L TULVEHE A(0x00),
Address
0x0138 Image Size 4 £/ L TLWEHA(0x00),
0x013C Reserved 124 All 0x00
0x01B8 Format Type ™ 4 HOTDT774ILTA—T Y +
ASCII T"rsu”(0x72, 0x73, 0x75, 0x00) % L
<l
“mot”’(0x6D, 0x6F, 0x74, 0x00)
0x01BC (VA 16 A—H707 5 LBEESEEICERLE IV
0x01CC SessionKey0 16 A—H7075 LBEEFICERLEE
enckey THES1k L 7=
0x01DC SessionKey1 ! 16 A—H707 5 LEEEEICERLEZEE
enckey THES1b L =8
0x01EC EElkShiz2—¥7 | 4 EEltEnza—y 03 LA+a—H 70
A4 5 L+MAC DT — 95 LEBEEEICER SN MAC DEETD
FHa X — k94X
0x01FO0 MAC 16 A—H709 3 LRBSERICER SN
MAC
0x0200 Descriptor | Sequence Number 4 I
0x0204 Start Address 4 A—H7055LBEEORAEBT FLA
0x0208 End Address 4 A—4H4T70JSLBEEOKRTT7 FLR
0x020C Execution Address 4 A—H7075LETHRIBT FLAEMT K
LR
(BEEfE OxFFFEFFFC)
0x0210 Hardware ID 4 A L TULVEHE A(0x00),
0x0214 Reserved(0x00) 236 -
0x0300 Application Binary N EEibahiza—5 705354
0x0300+N | Dataflash Binary M ML TWLWERA,

[*1] : RX Firmware Update FITV.1x TEZE&N 5 *.

/QE}_Q_GTO

rsuZ7AINTA—Ty bS5 TSIP BIZEELT=
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46.1.2 verA 7 a3y 2i5ER

(1) BSET—2ERAE

prg+ 73 THELE mot 77 A4 ILAD. startaddr 77 3> & endaddr A7 3 > TIRE L8
% flash_wsize # 7L 3 VTHRELEY A XREIL., T—4M0NFETEHTAVIDAHEEELLET,

flash_wsize 7 7> 3 U THEILE7 AV Y RAD—HIZE T T—2HAEET D56, T—2 DG VEEI
OXFF TRT4 VT LET,

Motorola Hex 7 7 4 L TH A9 SBFIZ. motoffset & TS 3 V& F TR LMERIE. rsu 77 A4IL U1 F1)
T—4) IZ, destaddr 7 FLRZf 5 LTHALET, motoffset 7 T2 3 & {FIF1-15&(&. stardaddr 7
KLRX% destaddr 7 FLRIZE#R LT, AASNEmot Z74ILD7 FLAREHRZSIESHLNTHEALET,

RSU Header

prg ncrypted Code Flash2 +
0}

(mot file image)

Encrypted Code Flashl +
OXFF

i Output Image(.rsu)
startaddr 50 it destaddr
startaddr+flash_wsize ALL OxFF ncrypted Code Flash2 +

startaddr+flash_wsize*2
ange
O
Add motoffset Encrypted Code Flash1 +
N option OXFF
endtaddr S

Output Image(.mot)
2
RSU Header destaddr

B Encrypted Code Flash2 +
0}

Encrypted Code Flash1 +
OXFF

Output Image(.mot)

X 4.4 verA 73 2 EEROBS{EIR—
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(2)

RSUAw A
=R 481TRSUAYHE N—2a3 2 TRIANYEEHFESELET,

xR 481RSUAYH N—2322

offset Component Contents name Length Note
0x0000 Header Magic Code 7 ‘RELFWV2”
0x0007 Reserved 1 A L TULVEHE A(0x00),
0x0008 Signature Firmware Verification | 32 ASCII “mac-aes128-cmac-with-tsip”
Type
0x0028 Signature size 4 £ L TLWEHA(0x00),
0x002C Signature 64 A L TULVEHE A(0x00),
0x006C Option Reserved(0x00) 332 -
0x01B8 Format Type 4 HAT 2774 LT7+—<T v k
ASCII T"rsu”(0x72, 0x73, 0x75, 0x00) & L
<I&
“mot”(0x6D, Ox6F, 0x74, 0x00)
0x01BC (VA 16 A—H707 5 LBSERICERALEIV
0x01CC SessionKey0 ! 16 A—4705 5 LEEEEICERLE-EE
prog user key THES1t L 1=
0x01DC SessionKey1 ™ 16 A—Y7075 LBEEFICERLEE
prog user key THEE1k L -8
0x01EC EEilkIhiza—Y7 | 4 EEilShiza—4 7055 L+2—H 70O
453 L+MAC D7 5 LBEESEEICER Iz MAC DEETD
— R X — FH9 4 X
0x01F0 MAC ™ 16 A—4707 35 LBESEEICERSI N
MAC
0x0200 Descriptor | 7RSS LT—4%4% |4 A—HTO05SLDOT—2HEK 31)
0x0204 BtR7 F L X[0] 4 A—Y705 5 LEEHORAKT FLRX14H
0x0208 T—4 44 X[0] 4 A—4705 5 LEEOT—24 X148
0x020C BR7 KL R[] 4 A—4705 5 LEEORET FLR 248
0x0210 T—294 X[1] 4 A—4707 I LEEOT 204 X248
. A—H705 5 LEEOET FL X 3-30
#B
A—¥705 5 LBEHEOT—2Y% 14 X 3-30
#B
0x02F4 BIE 7 K L X[30] 4 A—H707 5 LEEORET FLX 31 4
B
0x02F8 T—42 %4 X[30] 4 A—HT70T I LEEOT 284 X 31 #
B
0x02FC Reserved(0x00) 4 -
0x0300 Application Binary N EEilbahiza—5 705354
0x0300+N | Dataflash Binary M s L TUOWEE A,

[*1] : RX Firmware Update FITV.2x TEZIND *.

/‘33}_9—6?—0

rsuZ7AINT A=<y kM5 TSIP BIZEELT=
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46.2 mode A7 3>

mode 7L a ik, ASCIXETHAT BT —42DT+—< v b EHRELET,

% 4-82mode A 7 3>

ASCII R BA
factory TIHFEEFAHEEEL., prg_sb THRELI=EFa1a7I— 7055 LEESEEL
27855 LICRSU ZfmMLizmot 77/ ILEHALET,
T774NLDA *A—TIEE 4.5mode 7 3 > factory FEERED 7 7 4 ILERKA A
— #BHBLTLESL,
update 115 T Firmware Update 228 FE L. BESE LTRSS ALIZRSU L1z
NAFYIT7ANLELLEmot 77 A ILEHALET,
T74ILDA *A— (XK 4.6mode + 7 3 > update D filetype # T 3 >
rsURERD 7 74 ILERA A—2 3 LI B 4.7mode 7 3 > update H
D filetype Z T3> mot IEEBD T 7 A LERA A —DFESBL TS,

org 4723 TU T OIEEHE ER O

(Mot 774 LA A —) startaddr OxFFF8_0300
endaddr OxFFFE_FFFF
destaddr OxFFFO_0300

RSU Header

OxFFF8_0300
Encrypted Code Flash
data

OXFFFE_FFFF

d

prg_sb . ERI7AIL
(MOtT7A LA A—) (MotIT7A LA A=)

OFsS OFS

Data Flash Data Flash

O0xFFFO_0000
RSU Header
OxFFFO_0300
Encrypted Code Flash
data

OxFFFO_0000
Code Flash 1

OXFFF7_FFFF OXFFF7_FFFF

OxFFFF_0000

Code Flash 0 Code Flash 0

OXFFFF_FFFF

45 mode 7 3 > factory IEERD 7 7 1 JLERKA A —D
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AT ar TUT OIEZERER DA

prg startaddr OxFFF8_0300
(MotZ7AILA A=) endaddr OXFFFE_FFFF
EI7AIL
RSU Header+Ecrypted Code Flash
dataD/ A FYT7AIL

RSU Header

OxFFF8_0300
Encrypted Code Flash
data

OXFFFE_FFFF

X 46 mode# 7 3> update D filetype 7 T 3 > rsutsERD I 7 A ILERA A —D

org F7% 2 T T OEEREEH OF

(MOt FA I A A—S5) startaddr OxFFF8_0300 ERITAIL
endaddr OxFFFE_FFFF (motZ7A LA A=)
destaddr OxFFFO_0300

OxFFFO_0000
OxFFF0_0300

OxFFF8_0300 Encrypted Code Flash
Encrypted Code Flash data
data OxFFF7_FFFF

OXFFFE_FFFF

RSU Header
RSU Header

»

X 47 mode# 7 3> update D filetype & 7> 3> mot IEERD T 7 A ILERA A —
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4.6.3

imgflg #7232

imgflg & 7> a3 viE. verA 7L 30T 2#BEROAENTT ., BATE2T774LICHMTSHRSUAY
A ?Image Flags 7 4 —JL FICEFALEZRELE T, COF T2 a3 T, ASCIEFE-IE 16 EHD L

IO EFERTEEY,

% 4-83imgflg + 73>

ASCII & £ ER
blank OxFF A A=VEEIMNTNERA,
testing OXFE A A—=FT7yITT— R RIEEES
Installing | OxFC VA A—DDA VR =)L
valid OxF8 FIVr—aohnNEw
invalid OxFO T r— a3 UhNVES
end_of_life | OXEOQ 7 ) r—< 3 U HEnd Of Life
4.6.4 filetype =723 >

filetype # 7> a > TCIEIH DT 74 LK% ASCII XFTHEELET,
B L1 filetype & 7 7 A LA DIRFA—BLEBEWVEE, TS5—ITHYFET,

% 4-84 filetype T 3>

ASCII LERF 5 EA
mot * . mot Motorola Hex 74— v kD774 IILEHALET,
rsu *.rsu BB LIza—Y OIS ALICRSUANY R EMLIzNNAF ) T—42%HALE
ER
mode A= 7% 3 > % update I EBEFDHIEETRET T,
46.5 df ena ¥ 7> 3>

df enaA 7> a3 Tl HATZ7ANICprgA T a v THRELEMOt 274 ILVADT—2 75y
DT—REHEAT7ANIZHAHME LLIEBEBIELTHMT 520EEET 24 T3> TT,

AATLavEFERTHEE. prgA T a U THEELEZZ 74 /LD 0x00100000~0x0100FFFF [CEZE S
N=T—2E. T—42759220T7—42 & LTHRVLET,

moder# 7Y 3 > TfactoryiE €. prg_sbA 7L a v THRELEZIZ7AILDT—E275vaDT—4¢
7 RLANELG>TWSEER., T57—I2HBYET,

% 4-85df ena ¥ 73

ASCII R BA
add HAT7AIIZ, prgZA T a v THEELEZmMot 774 ILHADT—2 75920 T—
AEMMLET,
mode 7+ 7 3 > T factory {5 ERFDAHIEEARET T,
enc HAT7AIIZ, prgAd T aVTHEELEZmMot 274 ILVHDT—2 7592 DT—

AEESIELTHMLET,
ver4 7L a3 T2 ERDAIEERRETT,
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47 gencertaAvX UK AT 3y

gencert A7 Y RTIE, UTDA T a U ERATRETT, T—2AAIE 16 E/MOET—2FIET 74
IWTHEELET., 727MILEEBETEHE. 774/ RDKEEIfile="#DF TSN,

% 4-86 gencert A 7 3 > (1)

AT ay

INTGA—4

siBA

mode

ASCII

“signature” : ECDSA E2 ## A L1-0— FIIBAZ L BIIAZEE4EMLF
E

“CRC” :CRC 2R LI-BBMILTRIEZITI>-HDI— FEEAEZED#
ERLET,

FHME 471 mode AT 3 vESBLTLESL,

loadaddr

Hex data

OEM Bootloader MBHIE7 FLAZEEELET,

cfsize

Hex data

FRTETNARADIA—FITvaDY A XEHBELET,
oembl_size LR&H; (L. loadaddr m 5 cfsize DEFAIZH DT —2 #E
BRRIZLET,

ELXMRBEHIZDVTIZ4.7.30EM BL DEEE L < IXCRC EENRE
BEISBESL,

oembl_size

Hex data

OEM BLDH A XEHRELET., YA XIL16 /81 h 754 0914 X%
FLTLIEEELY,

ZEZWREHIZDOTIX, 4.7.30EM BL DE4 E L < [ CRC EEXR
fEEE CSECEEL,

ver

Decimal
data

A7t 7 3 % mode ' signature DIFEDHBHETT,

O— FEIBAZEICRHETHOEM BLDON—Ca Vv EHRELET,
1~4,294,967,295 N ERIRET T,

KERIZEATES/N\—2 3 VI, MCUMPU OERIZIKELTLWET,
MCU/MPU 0 Hardware Manual £ LL (7 TUHSr—>a>/—+&# T35
BN,

oembl

File Path

FSBL A\ &EExHR &9 % OEM_BL O MotorolaHex 7 7 /L& EL &
ER

oembl_private

Hex data /
File Path

AZ+ 7L 3 vIE mode A signature DIHFSITHETT,

OEM_BL #RIIMZREIEELET,

HEX T—28EDIHAE. 32/8f FHEX T—2 % AHLZET,
T774ILANDEZE. OEM_BL BREMERD /N1 F 1 (*.key). HLLIF
TEFRAMIZ7ZAN(x.txt). L IIRBEBT—20EFEND PEM 77 4
IL(* .pem)DIEEMNAEETT ,

AATLavEEBRLIZIGE. Y—ILNET OEM_BL 0 secp256r1 0
R7EEBRLET, [E]

oembl_public

Hex data /
File Path

A7 7L 3 % mode A signature DIFSIZHETT,

OEM_BL #II~MBEEHEELET .

HEX T—2 {8 EDIHFA. 64 /84 FHEX T—2 % AALZET,
T7AILANDEZEE. Qx. QY DET—F D/ F 1) (*.key). HLLIE
TEXERRIT7AIL(* . txt)DIEENTTRETT,

HEX T—48 . "M TV IT74LELLETFR R I 7AMILIZVDVNRET—4
T Qx & Qy ZEHE LT —2(Qx||Qy)EANLTLEELY,
oembl_private TPEM 7 7 4/ JLA QB (X EREAIRET T,
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% 4-87 gencert 7 3 > (2)

T ay

INDA—A

5

oemroot_private

Hex data / File
Path

AF T 3 2IE mode A signature DG EIZWHETT,
OEM_BL #iE/L— MR EIRELET .

HEX F—A2EEDIBE. 32/8f FHEX T—42 % AHALE
ER

T7AILANDIEBEE, OEM BL#RIE/L— FEBERD/N(F
J(*.key)s BLLIFTHFRMIZ7ZAI(*.txt), HLLIE
NBERT—EANEEND PEM 7 7 A JL(* . pem)DIEEH T
BT,

oemroot_public

Hex data / File
Path

AF T 3 2IE mode A signature DI SIZHETT,
OEM_BL #iE/L— FARAEERELET,

HEX T—A2EEDIBE. 64 /N1 FHEX T—42Z%AHLZE
el

774 INATDEE. Qx. QY DT —2D/NAF 1)
(*.key)s HLLIETFRA BRI 7AIL(*. txt)DIEEDI ATRE
TY,

HEX T—3. NAFUT7A4ILELLIETHEFER NI 7ML
ISV T—RIEQx & Qy #BFELI-T—42(Qx || Qy) %
ABLTLEEL,

oemroot_private T PEM 7 7 1/ JLA AL EBEAIEET
ElS

measurementreport

AATavHEBELIIGE. BAE. 00— FIEHED
ERICHKIILT-5&. OEM_BL, O— FEIBAEMN G,
measurement report fEZ5THE L. HALFET,

oembl_endian

ASCII

AA T3k oembl THEL OEM_ BLAEY S TV
TAT7UTEIL RSB E, BRERBICT—2%X7
v T BE=HDF T a2 TY,

EBREFIL) LIV T A 7 UDREICHEYET,

1% 4.7.2 oembl_endian 7L 3 U ESBL TS
LYo

output_codecert

File Path

OA— FEAEDOH NI 7 M IVEBERELEF T,

output_keycert

File Path

AZ T 3 VIE mode A signature DIFEIZHETT,
BEIBAEDE NI 7AILEEEELET,

keyfileoutput

File Path

mode HV’signature”IHE M D, oembl_private 7 3
VAEMREFIC, Y—ILINTHER. L7z secp256r1 MEN
TOI77ANEENLET, HATZ 74 ILBERELTL
&0,

F Y—IVATERT S I VA LERTALEARMEEZRIAT H2LOTEHY FEA

mode CRCEXSE F D & A :
> skmt.exe /gencert /mode "CRC" /loadaddr "02000000" /oembl_size "1000"
loembl "D:¥example¥user.mot" /output_codecert "D:¥example¥ccert.bin"

mode signaturef% 5 B D FAHI :
> skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000" /ver "1"
/oembl "D:¥example¥user.mot" /oembl_private file="D:¥example¥is_ec256_priv.pem"

/loemroot_private file="D:¥example¥ms_ec256_priv.pem"

loutput_codecert "D:¥example¥ccert.bin" /output_keycert " D:¥example¥kcert.bin"
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471 mode 73>

mode 7 7L 3 (&, ASCII XFTH AT HAEDEEEZEELET.

% 4-88mode # 7 3 v

ASCII S5 BH
signature OEM BL [ZE& T 5#(OEM_BL #5f##)&-. OEM BLIRIEZER T 58
(OEM_BL #&EE/L— b)) ZFEAL T, REAEL I— FEEAZEZERLFET,
oemroot_private, oemroot_public =73 3 T OEM_BL #&iF/L— FER T,

oembl_private, oembl_public =73 3 > T OEM_BL #&RiFER 7 #HEE L TL
ZELY,

SFBAZE (M Chain Of Trust D& (L. FSBL #g: % £ 9 5T /31 XD Hardware
Manual # & B &Ly,

CRC OEM Bootloader ® CRC{EZEHE L. O— FiIAZEDHFEERLET . [[F)
¥ :"CRC'#HBELTa—FIIBAEZE/K LI5S, SignerIDICH=—ELLTCRC{EZHALET,

FSBL E11EE€— K T"CRC + report measurement”: &R L. OEM_BL #&5E## % & A L 7= measurement report %
HALEWEEIL, "signature’Z:2A Ta— FEIBAZ AL T EELY,

m

472 oembl_endian 7 3>

oembl_endian 7L 3 (X, cembl A7 3 o THELOEM BLAEY S I VT4 7UTEIL RS
B8, BLERBICT—2%RDvy T3+ 5EH0DF T3> Te,

% 4-89 oembl_endian =7 3 >~

ASCI Bl

OEM BLEE Y/ I UF 47U TELRLEBEICHELET,
T—ARAEVE4/NA PRV TLERIZEREERLET .
32-little OEM BL%Z!Y FLIVT 47U TEILRLIBAICHELET,

T—BDRITY TETOTICELEZERLET,
BEEEE 1L 32-little DERTEIZH LY F£T,

32-big
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4.7.3 OEM_BL ®ZE#£ 3 L < [F CRC EHE X R

OEM BLMDE®&+ L [X CRCEEXRIX. oembl 7L 3 > THE ST mot 77 1 /L& oembl_size
AT avécfsizeA T aVTHRELETYTZhDHEBE LA A—SHRICHYET,

4.7.31 oembl_size ## 7 3 VIEER

loadaddr 7> 3 U CHRESINFT7 KLAH S oembl_size PDA A —C % EHZE L L CRCEHEXR
IZSLET, ABEhiz mot 77 4 JLIZ oembl_size IEES DT —2 M ULVEEIX OXFF TT—42 28HFE
ER

5l & LT, loadaddr “02000000”, oembl_size “4000" 5 ERFICLLTD 3 HZEZRRTLET,

Bl ARETNTzmot T 7 A4 LD A A —TH0x02002FFFFE T LA LY

Fl2: A B Enf=motdD 14 A — T H0x02004FFFETH %

FI3: A Enf=motdD A »* —A0x02002000A" 50x02002FFFE CTT— 2 MEE L ALY

/loadaddr “0x02000000”
Joemblsize “4000”
B EHF

1

0x02003FFF
“ OEM_BL
0x02001FFF E£4£ . CRCEEXR
OEM_BL Data 1 OEM_BL Datal

0x02000000

512

0x02004FFF

0x02004000

OEM_BL Data2
» OEM_BL
OEM_BL Data2' il
= E4 . CRCEEXR

0x02000000

513

0x02004FFF
—
0x02003000

0x02001FFF ELZ CRCEEXZR
OEM_BL Data3 OEM_BL Data3
0x02000000 _—
X 4.8  oembl_size # 7L 3 VIEERDEAR. CRCEEXR
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47.3.2 cfsize 77> 3 L DAHIEER

oembl_size 7 T 3 VDT EEHMBELIzI5EE. oembl AT a U THRESNzmot 771 ILHD.
loadaddr # 7> 3 VU THESNE=T7 KLAMND cfsize THESNETZ U ZICHET—S22E4R. CRCEEX
gELELFET,

5l & LT, loadaddr “02000000”, cfsize “10000" %48 ERFIZLITD 4 fl#RRL ET .

Bl ARENIzmot T 7 4 LD A A —TH0x02001FF8FE T L MAE Ly

l2: A EntzmotD A A — T H0x020014FFFE TH 5

BIB: A A SN F=motD A * —A0x02010000LLEIZE T —2 AEELTLVS

Fla: AhESnf-motdD A »* —TA0x02010000F TIZT—ENFELLZWLIT Y 7HAH S

/loadaddr “02000000” /cfsize “10000" $§ 5E BF
i1

0x02001FFF I

0x02001FF8 OEM_BL
OEM_BL Data 1 OEM_BL Datal E% CRCEEXR
0x02000000 —
152
OXx02014FFF
0x0200FFFF
OEM_BL Data2 L OEM_BL
- EE& . CRCEEHR
0x02000000
153

OEM_BL Data4
0x02014000

0x0200FFFF
OEM_BL Data3 OEM_BL Data3 OEM_BL

LILBEE = B4 CRCEEXAR

OEM_BL Data4 \—

OEM_BL Data4'

0x02001FFF

0x02000000

la

0x02014FFF
0x02010000

0x02003000
ALL OXFF OEM_BL
0x02001FFF EZ CRCEEXZR
OEM_BL Data3 OEM_BL Data3
49 cfsize A T a v DAHEEHNDESL. CRCEEXNR
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4.8 encdotf A< > K A7 3 >

encdotf A< > FTlX, ULTDA T aUhERATRETT ., T—2ANFT 16 ET—2F~(Emot T 7ML
THEELET, 77MILEERETDEE. 77 M ILINRDEE(file="%DITET,

% 4-90 encdotf =7 3 (1)

T ay

INDA—A

5

keytype

ASCII

FRAYHAESHESRDbtREREELEFT .
FHIER 492 ZSRL TSN,

enckey

Hex data /
File Path

keytype 7 7L 3 U CHELLZ bt ROBT—42. FER I 7/ ILEHEEL
F9,
E#flX 4.82enckey AT a v ESHBLTLLEEL,

nonce

Hex data

EEILTERAT S nonce T—2FHBELEF T, T—2H A XL 16byte TY,
ABEh=T—42 0O L4 100bit £ L < (X E{I 64bit # nonce & LTHEALE
9, BEES1EEFD nonce 7 5 TN counter MAE#RIE. Z{ERIZ4 % MCU/MPU
[Tk >TEBYVZET,

AA T aVIFERARETT ., A4 T a v EEBLEEBE. Y—ILATHE
RLE=S U LE(E1)%E nonce & LTHERALET,

startaddr

Hex data

ESILDFBT FLRAZEELFET . 7 FLAY A XL 320t TY,

AA T2 aVFEBARETT . KA TS avEHB LGS, 77M4L2K
EZESIELFET. (FF2)

16 /N1 MERDT7 FLRAZIEEL TS,

endaddr

Hex data

EEIEDERTT7 FLRAFHRELET, 7 FLAY A X 32bit TG,

AKX T 3 VIEEBAEETT, A4 T avEEBRLIEE. 7274 LEK
FREELET, (BE2)

startaddr 7> 3 Uh 5 endaddr A7 a3 o THRELEZZ Y 7OH A XH
16 /8 PEAIIZHAESIZT FLRZIBELTLESLY,

prg

File Path

ESILT D77 AILERELEY,

output

File Path

HAT7ANVBEEELEY,

motaddr0Q

7L

AATLaViEER. HATE2mot 774 ILDT7 RLADRBT FLR%EO
ITLET,

A4 T a3 VIEERIE., incplain A 7Y 3 B KU destaddr 7L 3 VIdiE
ETEERA.

incplain

startaddr 77> 3 Vi 5 Uz endaddr 77 7 3 s ERFIZ. BEESERRLL
NDTF—A2FZHAT7AIIZDIFT, Z7A4ILHEALET,
AKA TS 3 VIEEEIX, motaddr0 A 7 3 VIFIEETEEH AL

destaddr

Hex data

EEbT 5T —FDEEXT FLRERELET,

BLEET FLRIE, BESEED A VA T 28bit ITERALET,

AA T I VIFERARETT ., A4 T a Vv E2ERBLI-BE. BSLERD
7 FLRZEREET7T FLRELET,

AA TS 3 VIEERE. motaddr0 A 7Y a VIdiEETEE A,

E1 Y—ILRTERT SISV LERTREEBEERIETSLDTIEHY A,
;¥ 2 :/staraddr &/endaddr 72 3 VEEBLIBA,. 7ML EFREESIELET, T—2ABNWITUTFTLHELSY
2. BT RLR, & T7 RLRDB16 /81 754 VERNATULELMES, 0X00 TT—H2 E@WELET,
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% 4-91 encdotf A 7L 3 > (2)

v i INT A — &5 BA
3
dotftype Decimal BESLERERELE T,
data S#13 4.8.3 dotftype ¥ T a v EBBL T &L,

AA T aU(TEBAIEETY, BIREF. 1 ZERLET,
iv_tlv_output | File Path ESLRFICERLIZIVED I 74 ILEHALET,

ML 484 iv_tiv output AT 3 VESBLTLEELY,
RS L EEEEEH :

> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
Inonce "00112233445566778890000000" /startaddr "80000000" /endaddr "80000FFF"
Iprg "D:¥work¥program.srec” /incplain /output "D:¥work¥dotf_program.srec”

ES{EEEZHE LG -

> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0BOCODOEOF"
/Inonce "00112233445566778890000000" /prg "D:¥work¥program.srec"
loutput "D:¥work¥dotf_program.srec”
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4.8.1 keytype 7 3>

keytype A 7L a Vi, BB THERATHENERE. ASCITHEELET,

& 4-92 BSEO-HORE

ASCII B
AES-128 #E 128bit D AES BEZHELET,
AES-192 BE 192bit D AES BEHRELET,
AES-256 K 256bit D AES BEHRELET,

4.8.2 enckey =7 3>
enckey4r 7o avid, AFHT—EARTFAILEEBELET,

keytype = 7 3 U CHEE SNz ASCI XFIZHL, UTDI+—I v bDT—2FIFNAFUT74
W, TXERARIZFANLEFELET ., T—E2ANFEEFTFIFRANIZFAILAIDEEIE. 1/84 bE 16
ASCI XFF|TRELET,

#* 4-93 AES-128

Bytes Data
0-15 AES-128bit key data

# 4-94 AES-192

Bytes Data
0-23 AES-192bit key data

# 4-95 AES-256

Bytes Data
0-31 AES-256bit key data

483 dotftype =7 3 >

RA(RA for WirelessZBfr<). RX. RZ7 7 2 JIZ#&H T 4HDOTF IPL . RA for WirelessIZ## Eh %
DOTF IPIZE L BIPHAEH IN TS, AESOERG S WITnoncedA T2 a v DEME Y ARG Y E
¥, dotftyped 7> 3 VEBRETSH LT, BEILAXZHELETS,

% 4-96 dotftype ¥ T 3>

BREE *f& MCU/MPU AES & nonce EXE v

1 RA(RA for Wireless %[ < )/RX/RZ 128 /192 / 256 {31 100bit ZfE A

2 RA for Wireless 256 47 64bit Z{FFH
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484 iv_tlv_output 7> 3 >
AATLavEEELEEE. VT—2Z2TLVERXONAFY 774 ILTHALET,
F27A4NLDT7+—<y MILUTOREY TI,

+® 497 WI7AINTA—I Yk

Field Size(byte) Value Note
Type 2 0x00A1 Litte T T« 7 VU THA
Length 2 0x0010 Littte T>F 4 7 U THA
Value 16 \Y; DOTF BES B IZfEA L 1= IV(counter)f&
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49 encsfpa~v> K A7 3>

encsfp AV Y FTIX, UTOA T 3 UAMERTEETT ., T—2 AN 16 M0 ET—2 E=1Z/N1F 1)
IT¥AX KT 74). Renesas Partition Data 77/ ILTIEELEFT, Z77AILEEBETHIEE. 774N
ADFEEEIfile="ZDIFTLFZELY,

Secure Factory Programming #&E(£9 X TH MCU/MPU THHR—FShTWLWSHIFTTEHY FEA, SR
—FOEEDL L IEBEBIERREHEICDOLTIE. MCUMPU DN— KRz 7I=aF7ILE5QRIZT—+T7
—LTTOT TV r—3 0/ —brEITSELEILY,

% 4-98encsfp A7 3>(1)

7T ay INTA—4 £ BA
mcu ASCII Secure Factory Programming 4 7/R— k9% MCU ¥ v JEHREIEE L
F7,
491meu A7 3 VICEREB LI ASCI XFTHRELET,
enckey Hex data / A—H¥TOTS L, INSA—2ER, 5 v T Lz AL2_KEY, AL1_KEY,
File Path SECDBG_KEY £ L < I NONSECDBG_KEY DSt THERYT %

AES128bit BT — 2 F#HRELET, HEX T—RIEEDNHE. 16 /81 k
HEX T—2 % AALET,

T7AIWVANDEZE. N1 F)(*.key). BLLEFTFRA LT 7ML
(*.txt)DIBEMAEETY,

AA TS aVIFERARETT, KA T a3 vEEBLEZEBE. Y—ILA
TEB LISV F LMEFE)E enckey & LTHERALET

nonce_prm Hex data INTA—RIEROESIETHERAT S nonce T—2 ¢HBELET, T—
2494 X% 12byte 3 L < & 11byte T,

BRESNEZmeud T avIzkoT, EHTES nonce M/ LEA
BERYET,

AT a VISEBAIRETT, AT T3 U EEBLEEE. Y—ILA
THERLE=5 VA LE(*E)% nonce_prm E LTHEALEY

nonce_prg Hex data A—47075LOBBIETHERT S nonce T—2EHRELET. T
— 4544 Xd 12byte 3 L < [ 11byte T,

HESNSEmecuA T avIcko>T, FERATE S nonce D/ FEM
ERYFET,

AATLaVIFERARETT, A4 T a vEEBLEBE. Y—ILA
THERLIES A LE(E)%E nonce_prg & LTEHERLET

nonce_key Hex data 5w 7 L71= AL2 KEY, AL1_KEY, SECDBG KEY 3 L < [&
NONSECDBG_KEY MOIEEL THEMAT % nonce T—R2 #HEELFT,
T—44%4 X 12byte £ L < I& 11byte TT,

BREENDmeuA T avIZkoT, FAHTES nonce D/NA FEM
BERYFET,

AATLaVIFEBRARETT, A4 T a vEEBLEBE. Y—ILA
THERLI=5 5 LE(E)% nonce_key & LTHEALEY,

trn ASCII / DLM BB EEREEELET .
Hex data 492t A7 avICERE LI ASCI XFTHEELET,
prg File Path ESitT 51— TOTSLmot ZT7MII)ERELET,

A—HTAYSLIFBRIDETHEET DA ENTEET,
ML 4.94prg AT a v ESBLTLESL,

R20UT5349JJ0112 Rev.1.12 RENESAS Page 135 of 232
Sep.30.26



Security Key Management Tool

4. CLI #4gezREA

% 4-99encsfp +7 L 3 2(2)

TFay INGA—4 B
al2key Hex data/ | AL2_KEY #$EE LF9 ., HEX T—RIEEDIHFE. 16 /31 F HEX T—
File Path BHEAALFET, F7MIANDEE. N FU(*.key). HLLIET
FRMIT7AI(*.txt)DIEENFRETT ,
trn 77> 3> TOEM_PLO AL2 £, L < [ OEM_PLO0_AL2 1 ##EL
B EIEAALPBETT,
AA TS 3 UIFEBAEETT, trn 47> 3> TOEM_PLO AL2 £ L
(I OEM_PLO_AL2_1 ZIEERICAKF T a v HRBR LGS, Y—
IWATERLI=Z V7 LIECT)HE AL2 KEY £ LTERLET
allkey Hex data/ | AL1_KEY #$EE LF9 . HEX T—RIEEDIHFE. 16 /31 F HEX T—
File Path BHEAALFET, F7AMIANDEE. N FU(*.key). HLLIET
FRMIT7AI(*.txt)DIEENARETT ,
trn 72 3 > TOEM_PLO_AL2 1 #EE L-BRIZAANMBET
o AA T aVIFEBAEETT, tmnA T3> T
OEM_PLO_AL2 1 ZiEERICALT T a v EEKLI-EE. Y—ILA
THERLEZ A LEME)E AL1_KEY ELTHERALET
secdbgkey Hex data/ | SECDBG_KEY #$EE L &9, HEX T—RIEEDIHFE. 16 /N1 k HEX
File Path T—R2%ANLET, F7MILAADBE. N1 F ) (*.key). BLL
[ETHFERRT7AIL(*. txt)DIEEMNRIRETT .
trn 777> 3 > T DPL_SECDBG_NONSECDBG #{5E L=15&IZAH
MBHETY,
AA T aVIEEBAEETT, trn AT 32T
DPL_SECDBG_NONSECDBG #i5EB(c A4 T 3 V5 HEE L1-15
B, Y—ILNTER L5 A LIE(*E)% SECDBG_KEY & LTER
LET
nonsecdbgkey Hex data/ | NONSECDBG_KEY #1§E LE 9., HEX T—RIEEDIHGE. 16 /81 +
File Path HEX T—2 #AHALET, Z7AILAADEE. "L F(*.key).
LLIFTFFERMIT7ZAIL(* . txt)DIEEMNFRET T,
trn 7772 3 > T DPL_SECDBG_NONSECDBG ##{5E L=15&IZA N
NBLETY,
AATLaVITEBAEETT, trn AT 32T
DPL_SECDBG_NONSECDBG %#iEEM(c A4 T3 3 V5 HEE L1-15
&, Y—ILNTER LIS > LJEF)E NONSECDBG_KEY &L T
FEALET

F Y—IVATERT S VA LERTALEARMEEZRIAT H2LDOTEHY FEA
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= 4-100 encsfp =7 3 > (3)

T ay

INDA—A

5

ufpk

Hex data /
File Path

enckey, al2key, al1key, secdbgkey, nonsecdbgkey ® 5 v JH (&
3 % UFPKIE. F1=ld genufpk <Y > FTERSIND UFPK 774
LWERELET, T—2 54 XL 32byte TT,

wufpk

File Path

Renesas Key Wrapping service T35 v 7 Lz UFPK {[EAZE ATz W-
UFPK 2 7/ ILZEHEELEY,

iv_enckey

Hex data

enckey DS JHICERT S IVIEEZEELET ., T—2H 4 X(&
16byte T,

AA T aVFERATGETT . A4 T a v aERLI-GE.
TERB LIS UALEGE)ZIVELTHERLET

Y—ILA

iv_al2key

Hex data

trn 77> 3> TOEM_PLO AL2 £, L < [Z OEM_PLO0_AL2 1 &€/,
alzkey D5 v THICERT S IVIEZEELEFT. 7T—2H A4 X&
16byte T,

AA T aVITEBARETY, A4 T a v EHBRLI-GE.
THERLESVALE®ST)ZIVELTHERLEYT

Y—ILIA

iv_al1lkey

Hex data

trn -7 3 > T OEM_PLO_AL2_1 i5% 8. allkey D5 v JEIZ{EH
TEHIVEEZEELEFT., T—2 941 X(& 16byte TT,

AA T3 VIFERARETT, AT a3 v E2EBLIZBE.
THERLEIUALEGDEIVELTEALET

Y—ILA

iv
_secdbgkey

Hex data

trn 773 3 > T DPL_SECDBG_NONSECDBG f57 k. secdbgkey
DSy THEICERTHIVIEEFRELEFT ., T—2 YA XL 16byte T
EIS

AA T3 VIFERARETT, K- T a v EEBLIZBE.
THERLEIUALEGDEIVELTEALET

Y—ILA

iv
_nonsecdbgkey

Hex data

trn & 73 3 T DPL_SECDBG_NONSECDBG 5 Ef.
nonsecdbgkey D5 v JBIZEAT D IVIEZRELET, T—42HA
X% 16byte T,

AA T aVITEBARETT, A4 T a v EHBRLI-GE.
THERLESVALEST)ZIVELTHERLEYT

Y—ILIA

num_al2key

Decimal
data

BHADAL2 KEYZHEES 2ERICHOBEREELET .

ERRLI-EE. 1Z2%ELET,
ML 4.9.7 num_al2key/num_allkey 7S 3 U ESBL TS
LY,

num_al1key

Decimal
data

BHARDALI_KEYZIEES 2ERICHOBEREELET .

HBEL=HE, 12/ ELET,
FE#0IE 4.9.7 num_al2key/num_allkey + 7> 3 U ESHBL TS
LY,

F: V—IVATERT I VA LMER+AGEBMEEZRILT S LDOTESHY FHA
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% 4-101 encsfp =7 3 > (4)

F7vay INTA—4 At BA
boundary getCiTﬁ!l A—KI5yLadtFaF, /rEFaTFI—5TIL. T—4T5y
ata e

atFaT. SRAMDEFa7., /oEXa7a—3TILDINIY
FYFEREIEELFET. 518, £ L <I[XRenesas Partition Data
File(* .rpd) THEELE T,
AATLaVITEBAIEETT, BRLIZBE. NV )BEREHREL
FH A, ##llF4.9.5boundaryF FavESRL TS,
extarea0 Hex data, | f#805 v a1 AEYSEEDT FLREEEAHBAERELET.
Doomal | AT avIhE, BIAT KLR(IGER) BT 7 KLR(16EH)
‘BEAAHBEGU0ER)DIETAALET ., TS5y AT MHEE
EEERAHBAIF16/31 FEETIEELTLEZEWL, AF T3>
. MBI S v a1 AE) EFREERMRICEEFLZNGE. REFET
9, $¥#01%4.9.6 extareaO/extareal 7 3 VESHBL T &L,
extareat Hex data, | f\#805 v a1 AEUSEEDT FLREEEAHBAERELET.
Doomal | AT avIhE, BT KLR(IGER) BT 7 KLR(16EH)
‘BEAAHBEGUI0ER)DIETAALET ., TS5y AT MHEE
EEEFRAHBAIF16/34 FHEETIEELTLEZEWL, AF T3>
. MBI S v a1 AE) EFREERMRIZCEEFLZNVGE. REFAET
9, 5¥#01%4.9.6 extareal/extareal # 7 3 VESHBL T &L,
endian ASCII MCUMPUDQEIEE— RIZ&HET. BEEFTLET,
AATLaVTEBAIRETY, BB LIZBE. littleNRESNFET,
little : Little endianB){EEREFITLVE T,
big : Big endianEI{ERE #ITLVE T,
output File Path HAOT7A4ILAGSP 7274 ERELET,

sfp 7274 ILD T+ —<w kI 8.3 Secure Factory Programming File
Format Z TSR 2 &Ly,

Path

output File Path trn 477> 3> TOEM_PLO AL2 £, L < [Z OEM_PLO0_AL2 1 ##EL

_al2key al2key # 723 U EAR LGS, BELTHEALIZY—IILNTER
LS oA LECE)ER T 7AIL(* . key)E LTHALET,

output File Path trn -7 3 > T OEM_PLO_AL2 1 #35%E L allkey + 7> 3 % HB&

_allkey Li-mE. BELTHERALEY—ILRTERLES VA LEMT)E8#
T7A4I(*.key)E LTHALET,

output File Path trn 73 3 T DPL_SECDBG_NONSECDBG %*#§7% L secdbgkey

_secdbgkey AT avEER LGS, BELTHEALEZY—ILATERLES Y
FLE&GE)ERI7AIL(r . key)E LTHALET,

output File Path trn & 7> 3 > C DPL_SECDBG_NONSECDBG #%##5E L

_nonsecdbgkey nonsecdbgkey 7> 3 U EHRK L =56, BELTERALEZY—IL
NTERLES VA LECE)EZR T 7AI(x . key)E LTHALET,

output File Path enckey 7 7L 3 U EHBR LGS, BELTHERALLZY—ILINTER

_enckey LISV B LEEE)ERI 7MIL(x.key)ELTHALET,

F: V—IVATERT I v LERTALREBMEEZRILT S LDOTESHY FHA,
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mcuZ 7 3> RASD1_M1_T1trn7 7S 3 > TOEM_PLO_AL2$EEH :
> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "000102030405060708090a0b0c0d0e0f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2" /prg "D:¥work¥program.mot"
lal2key “77777777777777778888888888888888"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa”
liv_al2key "ddddddddddddddddeeeeeeeeceeceeceeee"
/output " D:¥work¥ program.sfp"

mcuzx 7 3> RA4L1 trnA 7L 3 > TDPL_SECDEBG_NONSECDBGHEEHI :
> skmt /encsfp /mcu "RA4L1" /enckey "000102030405060708090a0b0c0d0e0f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
Inonce_key "555555555555666666666666"
/trn "DPL_SECDEBG_NONSECDBG" /prg "D:¥work¥program.mot"
Isecdbgkey "77777777777777778888888888888888"
Inonsecdbgkey "9999999999999999aaaaaaaaaaaaaaaa"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey " ddddddddddddddddeeeeeeeeceeceeceecee”
liv_secdbgkey "ffffffffffffffff0000000000000000"
liv_nonsecdbgkey "00000000000000001111111111111111"
[boundary "3" "29" "0" "6" "2"
loutput " D:¥work¥ program.sfp"

mcuz F< 3 > RASD1_M1_T1trn#4 F< 3 > T LCK_BOOTHEEH :
> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT" /prg "D:¥work¥program.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output "D:¥work¥ program.sfp”
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4.9.1

mcu 73>

mcu A7 a3 vlE, ASCIl XFET MCU FZiEELET.

%= 4-102 MCU 158 DIETE

ASCII B
RA8SD1_M1_T1 RASDI/M1/T1 DYy TEREIBELET,
RA8SD2_M2_T2_P1 RA8D2/M2/T2/P1 D=y T1EREIRELE T,
RASE1_E2 RASE1/E2 DY v TtEHRZEZHRELE T,
RA6B1_U1 RA6B1/RABU1 MY v T1EREIEELE T, boundary = 7L 3 U ZIEEREET
ER
RA4C1 RA4C1 DTy T1ERFEIEELFE T, boundary 7 3 VA IEERIGETT,
RA4L1 RA4L1 DT v TIEHRZEZIEELET, boundary & 7> 3 U EEEAMRETT .
RX74M_N RX74MIN D7 v TIEBRERBELE T,

49.2

trn 773>

trn 7> 3 UIE, ASCII XFTDLM BREREZEELET. mcuA T aVvTHRELEA TV avIzk
ST, EETEDAt AT aVIFBLRY ET,

& 4-103 DLM B#¥ & A Hhd 5a8:E#2

ASCII

st A

OEM_PLO_AL2_1

EESAHFET,

DLM % OEM. {RE&E— K% PLO [CERE M D AL2_KEY & AL1_KEY

OEM_PLO_AL2

ER

DLM % OEM. {R#EE— K% PLO [CEREM D AL2_KEY ZEERAAF

DPL_SECDBG_NONSECDBG

RAHEY,

DLM % DPL IZ#x%E M D SECDBG_KEY. NONSECDBG_KEY & &

LCK_BOOT

DLM % LCK BOOT IZEriE LFE T,

= 4-104trn A T 3 U EERERIREE meu A T3y

mcuAt 7y trn+ 73>
OEM_PLO_AL2 1 | OEM _PLO AL2 | DPL_SECDBG_ | LCK_BOOT
NONSECDBG

RASD1_M1_T1 - v ] v
RA8D2 M2 T2 P1 | v v v
RABE1_E2 - N4 - N4
RA6B1_U1 v N - N
RA4C1 - - N4 N4
RA4L1 - - v N
RX74M_N v v - v

/o EETE - EERT
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4.9.3 nonce_trn, nonce_prg, nonce_key # 7 3>

nonce_trn, nonce_prg, nonce_key & 7 a vk, mecuA T 3 VTHRELEA T avIckoT, &%
EREER /N FRMNELZYET, nonce_prg 4 7 3 U TREAREL/NS FRICK-> T, BBEILTESHA A
— DY A XANERY FF, 55#I(Z 7.5.1 Secure Factory Programming #8e THIATE 54 A —2H 4 X|C
B9 HHIREE SR L T &L,

% 4-105 mcu + 73 3 > & nonce_trn, nonce_prg, nonce_key DXEAAE/N1 MR

mcuA a3y N +E

nonce_trn nonce_prg nonce_key
RA8D1_M1_T1, 12 12 12
RA8D2_M2_T2_P1, RASE1_E2,
RA4C1, RA4L1

RX74M_N

RA6B1_U1 11 11 11

494 prg # 7 3>

prg 73 3 UIL. Secure Factory Programming #8E CHE St 51— T OIS LEEELET,
prg+ 7 avik, RRK3DETHEET S ENTEET,

prgA7Fay 3774 ILIBEH :
> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
ftrn "LCK_BOOT"
Iprg "D:¥work¥program1.mot" "D:¥work¥program2.mot” "D:¥work¥program3.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"
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495 boundary # 7> 3 >

A—FI759220€Fa7. /vEFaF7a—3TI, T—E2I7Iv>a, SRAMDEFxa7, /ot
FaTF7aA—FTNONI T )ERERELET . HESN=mecuF T avIckoT, BETESNIY

FUIBERIIERGZYET,

WEAZEIE. BIBICKDAN. T7AMILAADAEE

<7,

# 4-106 boundary # 73 3 U LiEERIEEE mecu A T3 >

mcutrar boundary # 7> 3 >
Code Secure Code Non-secure Data Secure SRAM Secure SRAM Non-secure
Size Callable Size Size Size Callable Size
RA6B1_U1 v - - -
RA4C1 v v v v v
RA4L1 v v v v v
L LIS - - - - -

v {§ERIRE - SRR

4951 SIMANDIGE

FENMSLUTDIEFTCET)TOH A AL KBEAMATHEELET,
Code Secure Size, Code Non-secure Callable Size, Data Secure Size, SRAM Secure Size, SRAM Non-

secure Callable Size

f5l : /boundary “128” “64” “0” “16” “8” Z#1EFE L1=15&.

Code Secure Size : 128KB

Code Non-secure Callable Size : 64KB
Data Secure Size : OKB

SRAM Secure Size : 16KB

SRAM Non-secure Callable Size: 8KB

4952 T7A4ILARDIGZE

ENENUTOREZTVET,

e2studio TTA Y U MERMBIZAER S B Renesas Partition Data File(* . rpd)m™ b, UWTFD/NS A —4
EHARMY. N )EHRE LTIEE LET . Renesas Partition Data File ®/85 A —%4 [ Byte BRI 1=

®. KBEICEBmSINETS,

% 4-107 Renesas Partition Data File /X5 A —4

Renesas Partition Data File 0/%5 * —4 [Byte] N A )RR [KB]
FLASH_S SIZE Code Secure Size
FLASH_C_SIZE Code Non-secure Callable Size
DATA_FLASH_S SIZE Data Secure Size
RAM_S_SIZE SRAM Secure Size
RAM_C_SIZE SRAM Non-secure Callable Size
R20UT5349JJ0112 Rev.1.12 :{EN ESNS Page 142 of 232

Sep.30.26



Security Key Management Tool 4. CLI| ¥Rk

496 extareaO/extareal 7> 3 >

Security Key Management Tool Tl&. Secure Factory Programming g% H7R— k L TLV % MCU/MPU
DIT—rI7—LITTOT7 IV r—232/ —FrTEEINTWINE TS v AEYBEIIHL T,
16byte B DIESILEHR—FLTWET,

AATLa TlE, FRATINBIS YD AATYDESAHBEEICEDLOE T, MBIS v AT
7R l/Z&EFHT%)?7 YVAAERYDEFAAHBEAERTEAEETT . extareald & extareal ¥ 7> a %
FEALT2EEEERIRETY,

BEAKITAKRA 70‘/3 VIZkRE. "FHIRT FLA(I6 ERH)" "B T7 FLA(16 EH)" "SZTAAEA(10 &
B)'DIETAALET, ISy a1 AT EEE 1 BEOAIEET D15, extarea0 ¥ T 3 V& FEA
LTLZaLy,

Security Key Management Tool (X, IEESN=NE IS v a1 AT EEHE. BESN-ZEAHEFLT
DEIL, T—ADHIEZTAHABEM IOV Y EBEBILLET, ESAABELTOVIO—FITLHAT—2H
TGS, 73—’5‘ MNEWT7 RLRIE, OXFF TT—2 ##5E L THRESIELE T,

SERT Sy arE) 1EERTE

0x90000000~0x903FFFFF & ZAAHA164/84 ~ Z$85ER :

> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:¥work¥program.mot" "D:¥work¥program_ext.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
/extarea0 "90000000" "903FFFFF" "64"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"

NERT S v aAE) 2[EERE

$E18.0 : 080000000~ 0x800FFFFF & & AAHifi128/31 + Z1EE

$Ei81 : 0x90000000~0x903FFFFF & &AA Hi{u64/31 F Z4EE :

> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:¥work¥program.mot" "D:¥work¥program_ext.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
/extarea0 "80000000" "800FFFFF" 128"
lextarea1 "90000000" "903FFFFF" "64"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp”
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497 num_al2key/num_allkey + 7> 3>

MCU/MPU [Z& > Tl&. AL2_KEY. AL1_KEY Z8#ATATEETT, A4 T 30T, FATH
AL2_KEY. AL1_KEY O#ZHEELFT . ERABEIEE T 5155, al2key. allkey. iv_al2key.
iv_allkey. output_al2key. output_allkey 7 7> 3 U ZNEFNIZEHDEERE L T3, BHDOHE
ERETSHE. ANDAZEEIRCAETAALTLESWL, 1 BEORIE T 7/ IILIEE. 2 ZEHOEIXEE
E. 3DEHDRBIEIY—ILTERDLSBREETEEFRA. REDLAIUTOFESE LTS, fl
TIXAL2 KEY DEREFZRLETHMN, AL1_KEY THRBEDIEEZLTLESL,

SEATED AL2 KEY, AL1_KEY OBRAARHIE. MCUMPU DN— Kz 7I=a7ILESBLTLES
LYo

AL2_KEY 4K B(X7 74/ ILIEE IVIXEIEET 56 :
> skmt /encsfp /mcu "RX74M_N" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2" /prg "D:¥work¥program.mot" "D:¥work¥program_ext.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
Inum_al2key "4"
lal2_key file="key1.key” file="key2.key” file=“key3.key” file="key4.key”
liv_al2key “00000000000000001111111111111111” “22222222222222223333333333333333”
“44444444444444445555555555555555” “66666666666666667777777777777771”
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"

AL2_KEY 3& @RIIERTE IVANIZXEET 561 :
> skmt /encsfp /mcu "RX74M_N" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2" /prg "D:¥work¥program.mot" "D:¥work¥program_ext.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
Inum_al2key "3"
/al2_key "00000000000000001111111111111111" "22222222222222223333333333333333"
"44444444444444445555555555555555"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"

AL2_KEY 2K @, IVAHZ LY 545 :
> skmt /encsfp /Imcu "RX74M_N" /enckey "101112131415161718191a1b1c1d1e1f"

Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2" /prg "D:¥work¥program.mot" "D:¥work¥program_ext.mot"
Jufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
Inum_al2key "2"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"
loutput_al2key "output1.key” "output2.key"
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410 genhdr AY YK A7 3y

genhdr A3 > FTIE, ULTFDA T a UAMERARETT. T—2ANT 16 EM0ET—2FEFT 74
LWTHRELET, 727MILEHRET HEE. T7MI/ANRDEEITfle="Z2 DT TS,

= 4-108 genhdr 4+ 72 3 > (1)

T ay INT A — E5EA
3
mode ASCII “provisioning” : Provisioning SW DA v &, 00— FEEBAE. RIIHE
FERLET,
“app” : OEM_BL. Application Firmware FED~v 4, 20— Fif

BAE., BIAEZERLET,
ML 4101 mode AT a3 ESBLTLESL,

header ASCII “sec_sign” Ay AL WNIIO— FIEAE L RIAEZERLFT,
“sec” AT EERLET,
F¥#H(X 4.10.2 header 7T 3 BB LT ZELY,
key_sign ASCII REIAZEDERLERIFD ECC DREEELET,
1% 4.10.3 key_sign/ code_sign # T 3 U ESBLTL &L,
code_sign ASCII O— FiIBAZEDOERERBD ECC DBREFIEELET,
S¥#0(% 4.10.3 key_sign / code_sign 7 3 v ESHBL TS,
fw_ver Hexdata | — FEIBAZED 77— LIz 7/N\—2a & 481 FTHEELET,
mode A app DIFE. IEEL T ZELY,
ctmr_reserved Hex data | Image Header @ ctmr_reserved ICA719 % 16 /31 FDT—2 ZHEL

FI. BBEFIEL. 0ZAHNLFET,

oem_rot_key_num | Hex data | $25FBAZ M oem_rot_key THEET %5 OEM RoT Key DESH#HREL F
ERR
0~3 #EERBETT ,

oembl_private_key | Hex data | &7 73 3 > I& mode A% app 5D header A\ sec_sign DIGFEIZHET
! File ¥, OEM_BL it EREZHRELEFT,

Path HEX T—A28E DB E. code_sign T secp384r1 {5 EM (L. 48 /34

F HEX ¥—% . code_sign T secp256r1 {EER L. 32 /84 F HEX T
—3%FAALFET,
T7AILANDIGEE. OEM_BL BREIMERD /A1 F 1 (*.key). LK
ETFRRT7AI(x.txt).  LLIELARBT—2DAEEND PEM
T7AIL(* .pem)DIBEMNTEETT ,

AA T avEEBRLIZGE. Y—ILINE T OEM_BL &R OERT
=ERBLET. [E]

oembl_public_key | Hex data | &7 7' 3 > I& mode A\ app A2 header /' sec_sign DIFE(CHET
/ File 9, OEM_BL &I EHEELET,

Path HEX T—4 8E D154 . code_sign T secp384r1 15EM(L. 96 /34

k HEX T—% . code_sign T secp256r1 {5 (L. 64 /81 k HEX T
—3%FAALFET,

T7AIANDIEE, BT —2D/NA4F 1 (*.key). HLLIETFRA
T7A4I(* . txt)DI/EMARETT

HEX T—%. "M F U IT7ALELLETFER I ZANLIZVNET
—RFxE QY EEHKBLIE-T—2(Qx||Qy)EAALTLIEELY,
oembl_private_key T PEM 7 7 4 LA NBIZIEERETT,
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F 4-109 gencert 773 3 > (2)

T ay

INDA—A

5

oemprov_private_key

Hex data / File
Path

AZ 7 3 V% mode A provisioning 5* D header A%
sec_sign DHFEITWHETY, OEM JOE  a =V A
BEREEELET,

HEX T—42 8 DI5A. code_sign T secp384r1 5 E R
[X. 48 /31 k HEX T—% . code_sign T secp256r1 5
EREX, 32/81 FHEXT—42%ZAHALET,
T74ILANDIZEE. OEM_BL #REMEHD /N1 F Y
(*.key)s HLLETFRA LT ZAIL(*.txt). HLLER
BT —AaAMNEENS PEM 77 4 JL(* .pem)DIEE I AIEE
TY,

AKATLavEEBRLIZGEE. YV—ILAETOEM 7OE
AV RABOBRTEERLET, [E)

oemprov_public_key

Hex data / File
Path

AZ 7L 3 »IE mode A provisioning 5D header A%
sec_sign DHEITWHETY, OEM JOE 3=V AR
MgExHEELET,

HEX T—42 8 DI5A. code_sign T secp384r1 5 E R
[X. 96 /31 k HEX T—% . code_sign T secp256r1 5
ERF(E, 64 /N1 FHEXT—2ZAALET, 7714 IILA
HDBE. BT—2DINAF ) (*.key). BLLIETHFR
RI7A (. txt)DIEEMNAIRETT .

HEX T—%. N F VT 7ALELLIETFR I 7ML
ISLWNET—RIEQx & Qy #&EFEL-T—2(Qx || Qy)%&
ABLTLEEEL,

oemprov_private_key T PEM 7 7 1/ LA ABFIIIEESRE
T9Y,

oemroot_private_key

Hex data / File
Path

AZ T 3 VlF header A sec_sign DIFEITHETT,
OEM #REE/IL— FEZERZHEELE T,

HEX T—4# {8 EDI5A. key_sign T secp384r1 15 ERF
[%. 48 /814 bk HEX T—% . key_sign T secp256r1 {57
Bl&. 32/8f RHEXT—42 % ANLZET,

774 ILANDEHE. OEM&REEIL— FRERD /A F )
(*.key)s HLLIETFRAMI7ZAIL(*.txt), B LLED
BT —AMNEENSD PEM 7 7 4 JL(*.pen)DIEE M AIEE
T9,

oemroot_public_key

Hex data / File
Path

AZ T 3 VlF header A sec_sign DIFEITHETT,
OEM #EE/L— B ZEIRELE T,

HEX T—4#{8EDI5A. key_sign T secp384r1 15 ERF
[%. 96 /31 b HEX T—% . key_sign T secp256r1 {57
Bfl&. 64 /N4 FHEXT—42ZAHALET, J74ILAA
DEE. BT—3DNAF ) (*.key). HELLIETHFR b
T7A4I(* . txt)DI/EMARETT ,

HEX T—2. "M F VT 7AILELLETFR I 7ML
ISLWNET—RIEQx & Qy #&EELI-T—2(Qx || Qy)%&
AALTLEEL,

oemroot_private_key T PEM 7 7 1/ LA QB TIEEFRE
T9Y,

F: V—IVATERT 55 VA LMER+ALREBMEEZRILT S5 LDOTESHY FHA,
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% 4-110 genhdr 4+ 72 3 > (3)

73y INTA—4 B
ivt Hex data AF T 3 (E mode A app DIBEIZKLETY,
ARENT=7 7 4 )L®D IVT(Initial Vector Table)7 KL X %
BELET,

ANTF7ALDBNRALFT YT 7AILDBEIF. N F)T7
AIVDEET7 FLRZEELET. ART 7LD
Motorola Hex 7 7 4 ILDIZE. INT7 FLA(BAXRDE
BE7 FLR)ERELFET,

size Hex data A+ T 3 vidmodehapph 2. AH T 7 4 LA Motorola
Hex7 7 41 LDHZEIZHLETY,

iVt N SIEE SNz YA RETEEERRELTEELE
T, EREFEIVELLTOET—22BERERELET,
F#M(3 4.10.5 O— FEIAZDEZRMRICOVTESRL
TLEEELY,

prg File Path ~ & % {4109 BProvisioning SW# L < [ZOEM_BL,
Application FirmwareZ#E L £ 9.

F7AIWIENALF) T7AIL(*.bin)d L < [X. Motorola
HexZ 7 4 JL(* .mot, *.srec)hBERIBETT .

mode A\ provisioning DE&IE. /N1 F ) T 74 ILDH
IEEARETY

output File Path HATR 77 LERELET,

AT 7AILIE N1 F 1) T7A4)(*.bin)d LLIE,
Motorola Hex 7 7 A/ JL(* .mot, *.srec)hIEERAET
9, mode A provisioning DIFE(X, /N1 FUT7AIL
DHIEERIRET T,

keyfileoutput File Path headerh'sec_signMiB& /M D. oemprov_private_keyd
L < [Zoembl_private_key#+ 7 3 U AMREFIZ, YV—ILKN
THL. AL fzsecp384r1# L < [Xsecp256r1DERT7 D
T7ANLEHNLET, HAT7AILBEREL TS
LY,

mode provisioning, header sec_signi& e KD & FAHI :
> skmt /genhdr /mode "provisioning" /header "sec_sign" /key_sign "secp384r1"
Icode_sign "secp384r1" Joemroot_private_key file="ecc384_private.pem"
/loemprov_private_key file="ecc384_private.pem" /oem_rot_key_num "0"
Iprg "provSW.bin" /Joutput "provSW_secsign.bin"

mode provisioning, header secE&ERDEAH :
> skmt /genhdr /mode "provisioning" /header "sec"
Iprg "provSW.bin" /output "provSW_sec.bin"
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mode app. header sec_signi&E R DI :
> skmt /genhdr /mode "app" /header "sec_sign" /key_sign "secp384r1" /code_sign "secp384r1"
loemroot_private_key file="ecc384_private.pem"
loembl_private_key file="ecc384_private.pem" /oem_rot_key_num "0"
livt "04002400" /size "10000" /fw_ver "00000001" /prg "sample.mot"
/output "sample_sec_sign.mot"

mode app. header secEXERFDERA :
> skmt /genhdr /mode "app" /header "sec" /ivt "04002400" /size "10000"
Ifw_ver "00000001" /prg "sample.mot" /output "sample_sec.mot"
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4.10.1 mode 73>

mode A7 3 vIF, ASCII XFTAANTEHTOT S LOBEEEELET.

% 4111 mode ¥ 7 3>
ASCII E5EA
provisioning Provisioning SW MDA~y & # 4 /K

app OEM_BL, Application Firmware M~ & % 4R

4.10.2 header # 7> 3>

header # 73 a vi&. ASCI XEFETAAESN=TAYISLIZHMT Ay S, SEAEZFIEFLET,

3 4-112 header 7> 3 >

ASCII E%EA
sec_sign Product Header [;¥] . Image Header & ##5FBAE., O— FEIBAZEZHMLET,
sec Product Header [;¥] . Image Header i L £,

;¥: Product Header (& mode app #EERIZfIMEShET,

4.10.3 key_sign / code_sign =< 3>

header “sec_sign"f§ EHFIC, BIIAEL LU — FIIBAZERBOEL THEAIT 2B DEHEEASCIT
fEE,

% 4-113 key_sign / code_sign 7 3 >

ASCII R BA
secp256r1 secp256r1 D TERAERK
secp384r1 secp384r1 MBTERER

4.10.4 prgA 7 ay

mode “app” IEERIC, prgA- T 3 o TANINTZ T 7 4 LD FEEH0x70, 0x72, 0x6F, 0x64(prod®
ASCIDIHEE . product headerBMFMEIN TS EHIBRILET, T 7 A IILEEI DL, VTA T a U THEES
N7 FLRETODT—2 ZHIBRL T, headerzft G ELET,
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4.10.5 O— FEEBAZEDERXRIZDOWNT

header “sec_sign” {EEMFIC. O— FEIBAZEDERAEX. 23— FIEAZEO—& + AhShfz77—LDz
TAA—OHNBEORRTT,

AASINIE=ZT7—LDTTAA—=TN, "M F ) IT7A4IILDGE. OI—FIERAZED—F + AAShi=77
—LDITA A=A F ) T2 2ERNEBLOHRRIZHEYET,

ANEND T 7—LI 2T A4 *A—ThH Motorola Hex 7 7 1 JLDIZE L. size A TP a UHFI/E LEWNGS
EsizeA T aVEBET HEETHENRLGEY ET,

ssize AT avERELLEWNES

O— RIBAZEN—H +ivt A TV a3V THRELEZ FLADD, BRT—2ETHELARIZAEVET,
T—ANFEELGBWVEENHDEES. OXFF THEIBFIENH T, BELETVET, iz, HAT 7 1)UL OxFF
TEOE=7714 LB AShET,

Jivt “0x04002080”
[size AT a B

i1

0x04003FFF
Firmware image 1 - Firmware image 1 R

0x04002080
1512
0x04008FFF (S e
Firmware image 4 Firmware image 4
0x04008000
ALL OxFF
0x04006FFF
0x04006080 Firmware image 3 Firmware image 3 EEZPSES
0x04004000
ALL OxFF
0x04002FFF
0x04002080

ANAA=2 HAOA A=

410 ABENBT7—LYITTF7A *—IZ Motorola Hex 7 7 A JLIEERIZ size A T 3 V5 HEIE L 1=
BADELZREEHAAMA—D
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rsizeA TV aVERET HEE

O— REIBAZED—8 +ivt A T a U THRELETZ FLAMND, size THELEBEAZELEMRICHY F
T, T—EANFELLGVEENHSHEE. OXFF TRIEZIED %, size TIHEEL-BEHICH LEZEITVE
T, =, BAT7AILIXOXFF THEDE=T 7 LRHBAENET,

Jivt “0x04002080”
/size “4000”
ihdlic

51

o “
0x04003FFF ELWR
Firmware image 1 Firmware image 1

0x04002080

52

0x0400707F
0x04006080

Firmware image 2 Firmware image 2

EZHER

0x04002080

513

0x04008FFF

0x04008000

ALL OxFF

0x04006FFF
0x04006080 Firmware image 4 Firmware image 4 —

0x04004000
ALL OxFF
ERNE

0x04002FFF

0x04002080

ARAA=D HARA A=

X 411 AAEShBIT7—L9TTF7A+*—2(Z MotorolaHex 7 7 A ILIEERFIZ size AT a v EEE LT
BEDELTNREHAA A =D
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411 calcresponse AY > K 73>

% 4-114 calcresponse = 7> 3 >
*Foay INS A=A 5B
challenge | Hex data FrLUoUEEEELET. @EEIETNAIADI=—7 ID #IE%E)
T—RY A4 XL 16 /34 bk,
key Hex data DLIMBT—2ZEELET, T—2H A XL 16 /81 |k,
algorithm | Name HEFLITVILEBELET, UTHERTETT,
HMAC-SHA256
AES-128-CMAC

calcresponseZ < a L@ HABEOME AR -
> skmt.exe /calcresponse /challenge "ABCDEFGHIJKLMNOPQRSTUVWXYZ012345"
/key "000102030405060708090A0BOCODOEOF" /algorithm HMAC-SHA256
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5  #EFIRE

5.1 Standalone iR

51.1 Windows kR

4 > R b—75 SecurityKeyManagementTool_installer vXXX.exe #&1TL. FED 7+ ILEF~AL VX =)L
LTLEELY,

GEE)

ETAHIERIHILIRCEVWVHEET TBHEREL] P ITRAR=—X] AA>TLEHL

TALFIZTA VR =L LTLEELY,

FUBBLIAILIDERARVESIC. BB TEHVLWEELAHY £7,

R20UT5349JJ0112 Rev.1.12 RENESAS Page 153 of 232
Sep.30.26



Security Key Management Tool 5. B%EFIRE

51.1.1 GUI i
A4 VR b—=JL 7 # L ERA®DSecurityKeyManagementTool.exe NEFT 7 7 4 LTI,

ﬂ Security Key Management Tool - O X
Il F|w AT
HE UFPKERL KUKERL #OIvEYY TSIP Update FSBL DOTF/OTFD SFP RAGB1/RABU1

RENESAS

Security Key Management Tool

Zmy=JuiE. PFUT—238 DM (Device Lifecycle Management) @D TF1T7REDA VU173V E
Py IT-bEfTIEHNEEY-ILTT.
FFUH—y3vgE DLMEEZ User Factory Programming Key (UFPK) T3 Tah T, EFa1T7IcAvy1oy3avEnzd. UFPKIE
Renesas Key Wrap ServiceZERAL T3V LET.
Renesas Key Wrap Servicef'aWrapped UFPK (W-UFPK)ZERE L T<E 21\

FIT-23vE0EFIEKey-Update Key (KUK) 2L TEFITICITHNET.
COEBKUKE PFIT LA VIOV T e ERBYET.

Y- FEn3F1) TSR0V TIE, EMCUMPUDFFIAVFEEELTZEL,

MCU/MPUL BEES IYUY 1 <F-TubaBRLTZE e

BT BRI ROMCUZEEMPUZ IR L T{EEL

5.1 Security Key Management Tool — E2EIBD S 4 704
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5.1.1.2 CLI hix

AVAP=ILLE=TAILEHRDCLITZAIILFIZHRMENTWBLUT 774 ILA, CLIERO—KIZAH Y FET, CLI
R TEBAT S8, FiE77M4LETHILEBoldXFE)—HKEEED I AILNFITEVWTHALTLES
LY,

e skmt.exe
e libsodium.dll
e device

e address

avykRForv T rhbskmtexeav Yy FEADLTLESLY,

BN C¥Windows¥Systemn32¥cmd.exe - O *

52 avr R7Far 7 Mz &k % Security Key Management Tool - CLI 321741
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51.2 Linux kR

5.1.2.1 GUI hix

Linux iR D#RE L = 7 #+ JLH WD SecurityKeyManagementTool AEIT 7 74 LT,
fRER, RITHEREHET 5710 tar xvzfp xxxxx.tar.gz A¥ > FTHREL TS,

Security Key Management Tool — mi x
7ML |ER ANILT

{ o= UFPKERE KUKERE BoOSvELS TSIP Update FSBL DOTF/OTFD SFP 3

XENESANS

Security Key Management Tool

Y —ILiz, FF VA —3i3 8 EDLM (Device Lifecycle Management) @ OEF 2 FHEBO »ix 230k
FPulyr—rEITSEOOEREY—-ILTY,
T F U4 —2 528 FDLME |2 User Factory Programming Key (UFPK) TS w 7T, €Fa Tl w7 g3
hZFE 7, UFPKIZRenesas Key Wrap Service B ERL T FLEF T,
Renesas Key Wrap Service* SWrapped UFPK (W-UFPK)EES L T f2E0L,

FPF U4 —i 3 »RBOEFIZKey-Update Key (KUK) # T L TEF 2 FIciThh 4,
COBKKEEFAFICI ¥4 a»TR2RENED S,
Hh—rEhatFa )T BECERICOVTIE. EMOUMPUD EE 1 A REEELTEIWL,

MCUMPUERES I VoY | <4 —Fw FEBRLTLEEIWL- ~

FiT7AMICHBROMIUEIIMPUEBIR L TLIFEL

5.3  Security Key Management Tool — #2&iE4 4 7 O4
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5122 CLI kR

Ao A— KLz Linux RO/ T —CFFEDI7AIVFICHRELTLEE W, CLIZHILFICADTLNS
UTI774IL—REEEDITAHILFICBENTLESLY,

e skmt

e device

e address

B—ZFILY T bhoskmtaT U FEANLTLIZELY,

G}I m w BN B P~ /work/skmt — O pe

5.4 Linux # — 2 FJLY 7 k2 &k % Security Key Management Tool - CLI ZE1745l
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51.3 macOS ki

Ao oA—RLERYTr—CHEFEDITAILATHEELTLLESL,
RRED T 7 A LBHIFUTOLSICHE>TVET,
SecurityKeyManagementTool.app.zip : GUI ik

skmt-cli.zip : CLIkR

5.1.3.1 GUI hix

f7E L1= 74 L ZAD SecurityKeyManagementTool.app.zip ZEEND 7 A ILE THREL T E &L,
SecurityKeyManagementTool.app BME{T 7 74 ILTT .
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L NN Security Key Management Tool

e UFPK R KUK 6% WO T TSIP Update F5BL DOTF/OTFD 5FP RAGB1/RABLN

RENESAS

Security Key Management Tool

=)Lk, FFUS—i328E DLM (Davice Lifecycle Managemant) @Ot 4 2 FREOA vz gk
Fu?T— eI e O0ERY—LTT,
FFUSr— 3 i@k DLMBIE User Factory Programming Kay (UFPK) B3+ FERT, ££aFics ¥z a v h#E T, UFPKid Renasas Key
Wrap Service R ERL TS » FLET,
Renesas Key Wrap Service irS Wrapped UFPK (W-UFPE) EIRBL T 0,

FFUr— 3 »BOEF Key-Update Key (KUK) 2L T &% 2 Picffbh o,
IO KUK EE$ a2 FicA v ¥ e 223 YT SOENE D ET,

Hh—FEnatFa VT MECRBCDWTR, SMCUMPUDFFadx R ESELTIESL,

MELMPU ST 22y . | <f—4w RERALT S e a

BT 20 ICHROMOU i3 MPUERAL T S

¥ 55  Security Key Management Tool — #2&4 4 704
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5. &EFIE

5.1.3.2

CLI ki

RELI=74ILFHND, SKMT CLIL.Zip #EED T+ ILFICEELTLEEL, ZHILFITA-DTWEUT
T7A4IL—REFEEDTAILFICEWNTLEELY,

e skmt

e device

e address

—IFILY T Ehoskmtav U FEAADLTLIZELY,

[ NN = skmt — -zsh — 79x24

renesas@PRenesasnoMac-mini skmt % ./ skmt Sgenkey /iv "GG5aabbaabbaabbaabGaabGaakb
aaG5aa" fufpk file="../inputfufpk.key" Swufpk file="../input/ufpk_enc_ra_sce?.k
ey" /mcu "RA-SCE9" /keytype "AES-128" /key "00010203040506870EA90ARBECADBEBF"
UFPK: 2222222322222232222322222223222222211111111117111131131111131111111131111

W-UFPK: BPPRBRARA4F4CLIT2DEF2789DEL4FR41204C6B1218D11DCEBIDCEB3TFR72DBB29DCFF4BETLS
2]

IV: GBAAGBAAREAARBAARSAABEBAABBAAGEAA

Encrypted key: BE&SBAE77&5DAZFOSBCADEAFEZAABISPETBAEL1236A43BBFCAEFFFDAD26E4L6AFLE
Encrypted key data: BHPOBREDEOBERRER4FACL72DEF2Z7BYDE4AFR41294C6B1218D11DCE1DCEES
FFB7Z2DBBYPDCFF4BE71EBE5AAREAARBAAGRAAREAARBAAREBAALBEAABESBAET 76EDAZFPEBCADEAFEZ 4
AB3ISPETBA1236A43BBFCAEFFFDED2654L466FLBBALATERS

renesas@RenesasnoMac-mini skmt % [

X 5.6 macOS #— =X FJ)LY 7 kI &k % Security Key Management Tool - CLI 21745
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5. &EFIE

5.2

e?studio plugin hix

Windows fR. Linux iit. macOS fkld. RILFIETA 2R =L, FUA VR F=ILZETVET,
UTFIETA VA P=ILELWIZT oA VAR M=ILET2>TLESLY,

5.2.1
1.

AR M=IVEE

Renesas Web# 1 kM54 > O— K L f=SecurityKeyManagementTool_Plugin_vXXX_Windows.zip.
SecurityKeyManagementTool_Plugin_vXXX_mac.zip$ L < [&
SecurityKeyManagementTool_Plugin_vXXX_Linux.zipZ. FED 7+ LA ITEWLNTL 2 &L,

2. e?studioZEBLET.
3. estudioD A =a— [NVIH)-HEIRY I I FDA VA =LA Za—FBRL, [1 VR b=
WEATOTEREET
& workspace - e* studio - m]
IPAIMF) BEE Y-RS) UIPFFULIM FEF-RN) BF(A) TOVIIMP) RenesasViews =R IUEIW) | ALTH)
@ -- No Launch Configurations A |- @ £7EW)
R Qibris -l Y oL BN R BT R R P @ AMTERED v
— — - omEmE L
PR TEREES 5 = Show Context Help
25 8 T
HAR-RTOST MY A F—FYANK)... Ctrl+ 27 h+L
Seeemtan o #020RTO.
§ Renesas Help >
CMSIS Packs Management >
##  Renesas Y-)LFI-Y0:&M
@ Eclipse User Storage >
%8 Perform Setup Tasks..
%, BHOBE
E FRYIRIITOA VAR,
W  ECNpse Marketplace...
Install New Device Family Support
i AR Embedded Workbench plugin manager...
& < studiolOLTA)
B 57 estudioMA=a1— [NLTH)=EHHRYI LI TF7DA4 VR F—)L..]
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4. [MYARAF=N]FA4T705OEMARE VERBLT, VRS M)—ZBMFA 707 2H0EFET,
TMWEBERY IR IIT7ERDTBE0I2. A VA M—ILRIZEHFRY A FIRTICERKI OFz v %
AME=FEFLEE, AR F=ILIZEBMIDOINYEITODT, FzuTEALTLEEL,

& a1 O x
HATERYIMIIF

$AREERT 0. ALESAODT-Y3YEI LT, e
tezsis o RN 7] E2M)..
(71520 || zatERe
o T BRETATRED)

O@ SERLEH M BYERA.

|

2

FIETEDYIMITFOES/ - V3V ERRL ElAYAR-IENEEERET(H)
AFd)-TEBESHEG) HEDEE?
O5-YyrREIcER TEYIMIITOBERT

BERYINIIPER JIIEBIC, A VAN LFITEEFH L TEEQ

FTA

=3
@

Al

RAN) > #T() Frvtl

5.8 e?studio [1 YR b—=]|ZFA4 7 BT

5 [DRSP)—ZEBMEAT7RIDT—HATR2U%HWLT, 1ITRHELS:
SecurityKeyManagementTool_Plugin_vXXX_Window/Linux/mac.zipZigE#. "BIN'RE U Z L F
E

&

ZH(N): 0-7(0)..
| |

O3l |jar‘."i|e:;’[:;’w ork/SecurityKeyManagementTool_V1 03_20221| T-T4T(A)...

OK

©) azaal

5.9 e%studio [UARY b —ZBMFA4 705
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6. [ YR F=N]F4F70%5IZ. [Renesas Solution Toolkit] MNEBMEINEIT DT, FxvIRyI RIZ
FIVIEANT, "ARNREIVERLET,
“WDERY IR ITTERDTBEHIZ. A VR M—LRIZEHFRIA FETITER OF v I &0
FFEDHBE. A VX F—LICHEEDRI DB EZENHYET, FvIaNITLE2HEBHLET,

& AL o X
HHETEZYINIIY

A VA NLEWEBEFIv Y J‘
EET (W) | Exported Repository - jarfilel/C/work/SecurityKeyManagementTeol_Plugin_v103_Windows.zipl/ ~ BA0(A)... EE(M)...
|7,,|,.;'7_\'1: | FATERS)

o = EREFNTERD)
> TT100 Renesas Solution Toalkit

@: Security Key Management Tool 1.0.0.202211101325

1REHERInELE

#

W

M AR TE3Y IMITF DR/ - I3V ETEERL) MBI YAR-LENEERRET(H)
HAaFdU-TEBE4EG) — I EHEOFE?
O5-7ry EEICERTEAYINIITOAET

O @EEYIbIIFER akbic. 1VAR-RIZEFH FETISERIO |

ITA

@ <E36) BT Skl

510 e2studio[4 ¥R b—JL]1Z 4 7 A% - Security Key Management Tool D57

7. [MYRP=NFAT7RITNRTENDDT, [Security Key Management Tool] A4/ X k—JL &
NEZEEHRLT. " BT HRFUERLTLIZEL,

B Akl o X

AR L »
A2A-ILEnEEELE2- _).-

&5 Ji=3a D
[k Security Key Management Tool 1.0.0.202210131046 com.renesas.apltool.skn

<
#4%: EH
=4

Security Key Management Tool

@' < E3(B) FAN) > 7 Foutll

511 e2studio [ YA b=IL]ZFA4T70Y - 4 VR F—)LEEH
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8. MLWT[FM Y RELEA—[EEARTENET, TSTM VREF V00— FEIIRRENA=54
TURAFBEDURLARTENET . "FRAEXHOFEICRABELETAVERRL, "BRT'R2UE#HLT

{fZ&Ly,
& - 0
FAAELE1—
YIRIIFEA VAT BEI. SV AEEEL. AST a4 EAEUET. ) =

FA YA THAN Security Key Management Tool 1.4.0.202309121705 B)(T):

See https://www.renesas.com/document/oth/disclaimer20

® EREHOEELFSLETA)
O EREs#0FELFELERAD)

@ <E3(B) EAN) > ®TA Fuvtll

512 e?studio [ YA F—=IFA TR - SAEVAREFE21—

9. EHETHIHZENRRFTA7OINRTEINGEE., RORSh=IHEEZF v o L=, "Trust
Selected’ "2 VEBL T, 1 VA F—ILZE#ELTLESLY,

@ =Ee3 m] *

2 Do you trust unsigned content of unknown origin?

il D £ Validity Dates
Unsigned n/a Unknown nfa
[] Always trust all content FTHATER(S) BRETNTERD)
Classifier Id Version
osgi.bundle com.renesas.apltool.skmt 1.3.0.202211101325
org.eclipse.update.feature com.renesas.apltool.skmt.feature 1.0.0.202211101325

513 e2studio BT H151 705

10. e%sstudioD BILEIZ RSN AHD T, e?studiox BIREEILET,
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M AVAM=ILAETLEL, 7RSI bO[FANRTF 2] 4 704, Security Key Management

ToolMEBMENET,

& 70/%71: RAGUT

T4 AH
> Uy=2
> CfCe+ EILF
> CfC++ —RE
Renesas QF
I Security Key Management I
| Task Tags
> Vahdation
> AN-F- 2 249L-F
-
JOYITb F-F—
JovIsrER
IOV I EE
EITTINVIRE

@

Security Key Management Tool - -

aco

= UFPKERL KUKERE #(05yEYY TSIP Update FSBL DOTF/OTFD SFP RA6B1/RABU1

RLENESAS

Security Key Management Tool

ZOY-Jul. P T-3088E DLM (Device Lifecycle Management) 20 T¥1FHEOA VIT/VavE
Ty IT-FETIEDOZEY-LTT.
T IUir—2352k DLM#E(3User Factory Programming Key (UFPK) T3 7Eh T, ¥17I0/ o193 vEhid. UFPKE
Renesas Key Wrap Service®ERLTIvILET.
Renesas Key Wrap Service'5Wrapped UFPK (W-UFPK)ZER{S L T<HEL.

PR r—ayE0ES [EKey-Update Key (KUK) 2 LTEF1PICiThNET,
ZOEBHKUKE TR T CA VITI9ay s 3 ERBYET.

Hiti-FENASEFIYTABEDFRIC OV TE, EMCUMPUDFFIAY MESEL TS,

MCU/MPULEES T3> : RA Family, RSIP-E31B Security Functions and Protected Mode ~

AT BRI ROMCUFIEMPUZERL T2 1)

AT-FA9UT AT

EALTELS Frvell

5.14  e2?studio Security Key Management Tool 754 1 >

R20UT5349JJ0112 Rev.1.12
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5.2.2 oA R M=ILAE

1. e2studio® * = 21— [ANJLF(H)]—[e?studiolZDUVT]EEIRL ., [e?studiolcDWNWT|FA47ATERTL
9,
2. [e*studiolD2WTIZFA 7RI DA VA M—ILEHR2 VEWLET,

:a-:' -2 O

Renesas &’ studio

Version: 2022-10 (22.10.0)
Build Id: R20221010-0928

Parts Copyright (C) 2010-2022 Renesas Electronics Corp.
All rights reserved.

e” studio IDE is an extension of software developed for
eclipse.org.

e* studio IDE is based on Eclipse Platform 4.24 (2022-06)
and COT versicn 10.7.0,

Source code for the Eclipse Foundation plug-ins is available
from www.eclipse.org, under the Eclipse Public License "EPL"

see hitps://www.eclipse.org/org/documents/epl- 2.0/EPL- 2.0.html
and htips://www.eclipse.org/org/documents/epl-vi0.html

cecmzmomeocmescme

515 e2studio [e?studio DL\ T]¥ 4 7O%

3. [e®studioDA VR F—ILEM|S A 7RITD[A VAR =&tz T k7 xF7]4% T —Security Key
Management Tool Z#:#IR L., "7 A4 VR F—=JL(U)....RE2 V&ML ET,

@ < studio 01232 O
| [4vam-Nanryarorr | 4VA-NBE | 24-Fr- | T304 | B
| [P7naan “
=¥l S EV, “
@: Renesas Synergy Debug Support Files 22,10.0,w20220920-...
| < Security Key Management Tool | 1.0.0.202211101325
K Terminal (Console) View 10.7.0.202204200013
| (i TM Terminal 10.7.0.202204 110055
| @: TM Terminal Control 10.7.0.202204200013
@: TM Terminal Local Connector Extensions 10.7.0.202204200013
[k TM Terminal Serial Connector Extensions 10.7.0.202204200013
(k- TM Terminal 55H Connector Extensions 10.7.0.202204200013
@: TM Terminal Telnet Connector Extensions 10.7.0.202204200013
v
< >
The Security Key Management Teol is a key-wrapping tool for use with key- A
management systems that use security IP modules incorporated in Renesas MCls and
MPUs.
This tool is provided to assist in the secure installation and updating of user-application v

@ FHD.. | 7y vAL.. | F06F4R) BL30 ‘

5.16 e2studio [e2studio DA VR F—ILREHMI|ZF (4 70O4
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5. &EFIE

4. [PUAVARF=IFA4T7ATHRRREINDD T, Security Key Management ToolZ3EiR L T, "¥&T”

REVEHLTLEEL,

& 7oA | X

P42 A -G B
P VAN FEBELEI-LTES) o) -
E2ED S eV

@: Security Key Management Tool

<

1.0.0.202210131044

=4

Security Key Management Tool

@ < E3(8)

RAN) > | TR Foutll

517 e2studio [PYA4 VYA M—=IL1FA4 705

5. estudioDBEIFIEINDIDT, e2studioFzBFBEILTLIEELY,
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6.  {ERAH

6.1 Example 1 —RX 277 X 1) TSIP ® AES 128 ## DX AFIE

RXZ7Z7XIYDTSIP (&, MCU L TETENDZ I 7—LYI9 72N LEEXa7HBOEIAZYR—FL
TWEYT, BELEKRFSANE. & 1-1 MCUMPU B&EH A FDTSIP #28B LT EELY,

AEIRTIE, 2<LDGE. ALBREHOTNARAEZTOTSLTIZLENHYFET, BEABRIET
AEDa= o a—FICEORAD I ENTEFETH, BELIBEZEOEROIIL—THH 556, BIFHRE
TJOE 3=V Ja—FhoRT 22 ENEELVEEAHY FT ., ROFIET MotorolaHex 771 L&
L., FOEY 3= a—RE—RICTTOISLTEHIET, 1 2FEITEROBEELX 1 TITEAT
BIENTEET, COHITIE, AES128 B#OIAFIEICDOWTEHBALET,

6.1.1 GUI lR® Security Key Management Tool B3 5154

1. MCUMPU ERES T VDU DE&ER
[BiE]2 T TMCUMPU EBES IOV EERLET,

XENESAS

Security Key Management Tool
Zmu=JlE. FF -3 vEE DLM (Device Lifecycle Management) @0 FFaFREBO Y U17vavk
Ty TR0 EEY-ITY.
FFUr—2 3§k DLME(FUser Factory Programming Key (UFPK) T39Tah T, ¥F2FIc/ v¥1dvavehiy.
UFPK[FRenesas Key Wrap ServiceEEELTSvLET.
Renesas Key Wrap Servicef' 5 Wrapped UFPK (W-UFPK)EELEL T{EEL.

FAUT-avnEFIKey-Update Key (KUK) EALTEF2TIZITONET.
IOEHKUKEEFATIA VI av s dRENBYET.

Hii-rEh 2t Fa T E0EAICON TR, EMOWMPUD FF1AY FESBLTOZ.

MCU/MPUFEESTI Y/ : | RX Family, TSIP v

EiTd ogilcH S OMCUEREMPUEZRL TS

6.1 &5 7
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2. UFPK Z4£5K

[UFPK £R%] 2 FICUFPKEZEREL T, #HRF*.key EVWSI T 7ML T, UFPK 77 M ILEF AR
LET.,. COFITIK ufpk.key EVWI T 7S ILEEFFRALTULET,

User Factory Programming Key
O ilaEmBsrERTd

EEEEERT S (32/(1 k, EvIIUT4T)
ecb6bffasc0dsdasid2ocafiadlacbeas?3dbcfeTef6d4bababT0523cbalfsc5c

HITrA N (key)

Ci¥work¥ufph.key =B

UFPKJrf L EERT D

6.2 [UFPK &2 7 $EEET UFPK 2K T 5158 D4l

UFPK 2 7 A ILEERTBARE2 V5T E UFPK 27 ML ERESNhET, ERBICT7AILNERS
nNi=BEe., UTOES BETHEEAEHSINFET,

UFPK: ECEBBFASCODSDAS142CCAFIAI1AEBEAE2346CFETEF644B9BEETO523CBAOFSCSC
Cutput File: C¥work¥ufpk. key
OPERATION SUCCESSFUL

6.3 [UFPK £R%]2 7 E1THR

3. W-UFPK QO E#
2 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)|Z %
FLTW-UFPK ZEELE 9,
ST ERS1E%R1E. Renesas Key Wrap Service D FAQ £ LLIZ7 FUr—L 3>/ — &2 TB8EL
&Ly,

R20UT5349JJ0112 Rev.1.12 RENESAS Page 169 of 232
Sep.30.26



https://dlm.renesas.com/keywrap

Security Key Management Tool 6. {EMAH

4. AES128 #2774 JL% Motorola Hex 7 7 4 L TERL
BOSYEVY12 T TAES128 BOF7AILEERLET,
[BOFEF 2 J T AES128" % BIR%E. [BRT—H]2 JTAES128 DET—F2EAHALTLIEELY,
SwEVSTR 121X, FIE2 THEBLE-UFPK 27/ )LEFIE3 TREBLEW-UFPK 77/ L%
BRELTLESY, CORTEEREDES VI ABERBEEERTS &8RLET,
Z2+—<Iy I ErA—FAFY ZFIRL. 7 FLRIZFFFF0000 ZAALET,
IVT4TFUIE Little ZHEELET,

BESE @7-4
DLM/AL DLM-SSD OAES  128bits v OARC4
O KUK (ORSA 2048 bits, public (O TDES
OEM Root public  secp2s6r1, public (D ECC secp256rl, public ChaCha20-Poly1305
OHMAC  HMAC-SHAZ-256
Sy &
O UFPK UFPKT7)l:  C¥work¥ufplkey FE..
W-UFPK 74 )l . C¥work¥ufpk.key_enc.key FE.
O KUK TR
v
OisismBErERTD
O BEEEERT3 6/ bk, E9TIYT(TY)  00112232445566778899AABBCCDDEEFF
7
Ta—Fub:  ERO-SAEH v ) [ Ci¥work¥aes128.mot FE.
IY74TY: Little v O F-5&amsngd

FELZR: FFFFOO00

I EERTS

6.4 [BOSYELY-[RBOEHESZ J AES128 #7 7 1 )L Motorola Hex H 115% &

gnES #7-7

QI74)

O Fx7-% 000102030405060708090a0b0c 0d0e0f

O AEEER - 2771 et

6.5 BOSYELY]-[BOT—4]% T AES128 7 7 4 JL Motorola Hex H 1 5% E 51
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EEICRTIDEUTDESITRTSINET,

Output File: C¥work¥aes128.mot A
UFPK: EC6BBFASCODSDAS142CCAFIAITAEBEAE2346CFETEFG44BOBEBT0523CBAOFSCSC

W-UFPK: 000000011020464621E30TEAFF70270246B 04 2DEABE3SABETIDC2685DE0283CEEDE2DEE

Vi FAF2AD46B11CT0CE3CAEZDTET21A9322

Encrypted key: FB57C14B20404C0F0AST269168E71ADEOZDESFSF182FBC1 216F 298755982 FD9E

OPERATION SUCCESSFUL

6.6 [BDSYELTZ2T TR
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6.1.2 CLI iR Security Key Management Tool A9 5156

1. UFKP DAL
A—ZF)LYITFTUTOIAIY REEFTLET,
> skmt.exe /genufpk
/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346¢cfe7ef644b9b6b70523cbadf5¢c5¢c™
/output "C:¥work¥ufpk.key"

6.7 genufpk 7> FEITHER

2. W-UFPK MOE#
1 TEM LT ufpk.key 7 7 4 JL % Renesas Key Wrap service(https://dim.renesas.com/keywrap)(Zi%
FLTW-UFPK ZBi3 LE 9,
ST ERS1E%R1EL. Renesas Key Wrap Service D FAQ £ LL X7 FUr—L 3>/ — &2 TB8EL
&Ly,

3. AES128 #7277 4 JL% Motorola Hex 7 7 1 L TAERX
LIF®D genkey AY 2V FER—3FILY T FTEITLET,

> skmt.exe /genkey /ufpk file="c:¥work¥ufpk.key" /wufpk file="C:¥work¥ufpk.key_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key "000102030405060708090A0BOCODOEOF"
[filetype "mot" /address "FFFF0000" /output "C:¥work¥aes128.mot"

UFPK 7 7 A JLIZFIE 1. W-UFPK 7 7 A JLIZFIE2 TER L=t DZFERLET,

SFDOCO971190B

6.8 genkey 1< > KE1T4I
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6.2 Example2-RA 77 X!) SCE9 Protected Mode Key-Update Key M A

SCEOREHMRAIZ7Z7IYMCUIE, 7RIS VIAVE I —ABHETOEF 2 T7HBIAZYR—
L TWLEJ, Renesas Flash Programmer [ Z D#gexHHR— L TWVET,

TASSI UM U T —REFERALTHRE XA 7ISEATDRIAIX. MCUIZHERAZTOE a=y
Ha—KPARELRWNIETY, BET7TUyr—2arva—FRiE, AL7AYSz05970R0—8E LT
FATBRCENTEET, COBITIE. KUKZE1DFAZTATAHIET, BIETOROEFZFa[fEIcLFE
ERR

6.2.1 GUI R Security Key Management Tool Z{&£H T 5154

1. MCU/MPU LB T 2O MiER
[#EE]42 JTMCUMPU EREE TS UERIRLET,

LENESANAS

Security Key Management Tool
ZmY-IE. FIVT-23088EDLM (Device Lifecycle Management) 0V F1FE@O/ 1T v3vk
Ty IT-FETISENOEEY-ITY.
FIVT—u3 88l DLMEE(IUser Factory Programming Key (UFPK) T3 TR T, P¥aFlod yuizivavahiy.
UFPKI3Renesas Key Wrap Service2ERLTSyTLES.
Renesas Key Wrap Service'cWrapped UFPK (W-UFPK) EERFBL TS,

FIr—2 380 E I ey-Update Key (KUK) EfLTEF2FIZIThNET.
COEBKUKERFATICA vuzTvayd 3B ENEYET.

Hi-kEhatFaiUTE2E0EAIO0N TR, EMCUMPUD EF1 AV RFESBELTGEE .

MCU/MPUEEES T2 | RA Family, SCES Security Functions and Protected Mode W

EiT9 il S OMCUZERMPUEBRL TS

69 [WEH2T
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2. UFPK OXRK
[UFPK £ k] % JTUFPK{EZ+twy LT, ¥LIEF*. key EWDI T 7A4ILEBD UFPK 7 7 A4 ILE5ERK
LET. COBTIX utpk.key EVWIT7AILBEZFALET,

User Factory Programming Key
O iEEmleErERETs

EEERERTD (32/(1h, EvIIVF4TY)
ec6b&fasc0dsdasi42ccafladlaebeae?346c feTef644bobebT0523c bafsc 5c

HAT7A N (key) :

C¥work¥ufpl.key =B

UFPKI7A N EE/mT S

6.10 [UFPK &£RX]42 7 UFPK & REREHI

“UFPK 27 A IVEERT 5" R2 V%53 & UFPK 27 M ILDAERR SN E T,
EERTIBHELUTORTRASINET,

UFPK: EC6BBFASCODSDAS142CCAF3AIAEBEAE2346CFETEF644B3BEETO523CBAOFSCSE
Output File: C¥work¥ufpk.key
OPERATION SUCCESSFUL

6.11 [UFPK £pk]% 7 E1THRE

3. W-UFPK E1%
2 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)|Z %
FLTW-UFPK ZEELE 9,
ST ERS1E%R1E. Renesas Key Wrap Service D FAQ £ LLIZ7 FUr—L 3>/ — &2 TB8EL
&Ly,
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4. KUK DAERE
KUK EfR]Z2 T TY—ILZFE>TKUK DS VA LIEZERT 5h . 256bit D KUK ZAHT S
MEIRLET, HAT7AIWNBITHERF* . key EWSIBBITHRELZET . COFITIE kuk.key &
WS 774 WA EFERALET,

Key-Update Key
O EaEmBearERTs
EEERERTS 32/, EyIIYF4TY)
dOaec19726c beDe2fb403B66090465a60 0d05bTa60362d 574357 0a 3208 TO0E

HATFA ) (key) :

C¥work¥kubk. key =8

KUKIr{ L EERT D

6.12 [KUK £RK]42 7 KUK 7 7 1 JLAEREX E

KUK 27MILEERTEIHREVEZRTEKUK I7MILBERSNET, EERTTEHELUTDLSIC
RRENFET,

KUK: DOAECT9726CBCOE2FB403866B9B465A6C0D0SETABN262D5F435FOAIEIBCTI0RS
Cutput File: C¥work¥kuk.key
OPERATION SLICCESSFLL

6.13 [KUK &RE]% J E1THE

5. RFP 774N T74—< v FD KUK 771 ILDERL
BOSYEVYT] 470 BOESE) 27T KUK 28IRLET, BOT—2]2TT. #IOXRTY T
TERLEKUK 774 LA (ZOHITIE kuk.key)EZANLET., BOSYETS (X UFPK %#EiR
L. FIE2 TERLFZUFPK 27 JLEFIE3 TG LI W-UFPK 7 7 A/ LEERLET, COHIT
FEERIEDT=. IV IE ELBERBEEEMERT S #8IRLET., HA NARILT, 74—y rEL
T RFP %#&IRL., HRFMN*.rkey DI 7AILEEANLET,
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BOEE 74
() DLM/AL DLM-55D OAES 128 bits ARC4
O KUK ORSA 2048 bits, public TDES
OEM Root public  secp256r1, public OECC secp256r1, public ChaCha20-Poly1305
(OHMAC HMAC-SHAZ-256
Fub g
O UFPK UFPKT7AJ)l:  C¥work¥ufpk.key FE.
W-UFPKT7A )l :  C¥work¥ufpk.key_enc.key ZE..
(O KUK 28
v
O il mBErERTS
ETEEERTS (6/{1h EvJIUT4TY)  00112233445566778899AABBCCODEEFF
HA
J4-Jwh: RFP v Fp4)l: CH¥work¥kuk.rkey FE.
Little T-SEEMHANTD
FFFFO000

TrANEERTD

6.14 [BDOSYELY-[ROIEE]Z2 T KUK I F7AILERFP 774 ILTHAT ZHEH

gOEE #8577
O J7{) C:¥work¥kuk key SE..
OFZT-H 000102030405060708090a000c 0d 0t

O HLEEERE - #ATP Py

6.15 [BOSYELT-BT—42]127 KUK 774 IIL%E RFP 774 ILTH AT BEEH
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EERTIDEUTOESICHASINET,

Output File: C:¥work¥kuk,rkey e
UFPK: ECOBEBFASCODSDAS142CCAFIAZT1AEBEAE2340CFETEFO44BIBEET0523CBAOFSCEC
SW-UFPK: 00000001102D46462 1E30TE4AFFT027D346B9A2DEABEISAG6TIDCI6E5DEN2EICBEDEZDETE
IV: 82C10C6000852261D4BDE3 T4485E57BC
Encrypted key:
AB3EABGB0S5BOCEDIDS04D08521ECT1751BB1CF36393F76B9D0996E5816859C62DB624C49E4DEEDDO962CT 266EALABBGER

ZOPERATION SUCCESSFUL et

6.16 [BOFYELT]2T ETHEE
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6.2.2 CLI iR Security Key Management Tool A9 5156

1. UFKP DAL
—3FJ)Y T +Tgenufpk a7 REEFTLET,
> skmt.exe /genufpk

/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346cfe7ef644b9b6b70523cbadf5¢c5¢c™
/output "C:¥work¥ufpk.key"

6.17 genufpk 27> FETHE

2. W-UFPK MH%

FlE 1 THER L= ufpk.key 7 7 4 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)
[2E-> T, W-UFPK 7 7/ LZZITRY ET,

F¥#ll%. Renesas Key Wrap Service ® FAQ 3 LL[E7 TV — a3/ —bESRBLTIEEL,

3. KUK D4R
—3FJ)LY T +FTgenkuk a7 Y RZEEITLET,
> skmt.exe /genkuk /output "C:¥work¥kuk.key"
/kuk "d0aec19726cbc0e2fb403866b9b465a6c0d05b7a60362d5f435f9a3e98c79084"

6.18 genkuk I FERI{THE
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4. RFP 774N T7+—< Y D KUK 771 IILDER
A—=FJ)LY T FTgenkey AT FEEFTLET,

> skmt.exe /genkey /ufpk file="c:¥work¥ufpk.key" /wufpk file="C:¥work¥ufpk.key_enc.key"

Imcu "RA-SCE9" /keytype "key-update-key" /key file="C:¥work¥kuk.key" /filetype "rfp"
/output "C:¥work¥kuk.rkey"

FIE1 TERLIZUFPK 774 )L, FIE2 TRITWM>-W-UFPK 727 M ILZFERALZET,

6.19 genkey < > KE{THI
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6.3 Example 3—RA 77 X !) SCE9 Protected Mode RSA 2048 ABBDEF

BIE. FRISEASKEKUIKZFRLTIA—ILRTEHRTAIENTEET, DELERSANF &
1-1 MCU/MPU B&EH A DB TINA ZADHR—F KSAN\ETHERLLEEL,

T4—ILRTORODEHIL. SEISEFLEHAETITSIENTEES, 1 D20FEFK. 727—LDxzT7 -7
VITT—rD—EELTKUK TS Y TEINREEHDIZLETT, CNETSBEELGAHEE. CY—RT7
ANELTT—EEEDRALIETT, ST, FIETERSINFEASIAT KUK #/F>T. RSA 2048
AHRBOEFHERLET,

6.3.1 GUI lR® Security Key Management Tool B3 5154

1. MCUMPU ERES T VDU DE&ER
[BiE]2 7 TMCUMPU EBES IOV EERLET,

XENESANS

Security Key Management Tool
Zmy-LE. FFU—2388E DM (Device Lifecycle Management) 20 F1FEROA 1Tl vave
Ty T-FETIRDDEEY-NTY.
FAV -3k DLME(IUser Factory Programming Key (UFPK) T392h T, EFaFicf »orivavzhy.
UFPK[FRenesas Key Wrap ServiceBEBLTFvTLET.
Renesas Key Wrap Servicef' = Wrapped UFPK (W-UFPK)EEREL T2

FHUr-2av BN EH(IKey-Update Key (KUK) EfrLTEFITICThNET.
COEDKUKERFATICA 179307 2 BN BYET.

#m-renat 1T RS0V TE. EMCUMPUD FF1AY FESBLTIR.

MCU/MPUREEEST 3% | RA Family, SCED Security Functions and Protected Mede ~

T3 EOMCUSEEMPUEERLTSEEL

6.20 [WE]ZT
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2. CY—RIT74ILMDRSA2048 BT 71 ILDERK
BOSYEVT2 T%#FEALTRSA2048 NI 7AILECY—RIT7AILELTERLET,
[RDIEHE]|Z 7T RSA & 2048 bits public #:ERL. [BT—4%] 2 7T RSA 2048 1FET—4
EAHNLFET,
SyEVY# 126.2.Example 2-RA 77 = 1) SCE9 Protected Mode Key-Update Key M3 A THERR
LE=KUK 274 ILEBRELET, BN, COFITIXIVT ELBERBEZHERT S 28R

LET, HADTH—IY M CY—R ZEIRL., IEF*.cDIT7AIILEBZEELET ., Key
name (& Z DI Tl rsa2048public E AALET,

HENEE @74
DLM/AL DLM-55D () AES 128 bits ARCA
(KUK [ » 12143 2048 bits, public o TDES
OEM Root public  secp256r1, public (OECC secp256r1, public ChaCha20-Poly1305
(O HMAC HMAC-SHA2-256
ik -
() UFPK B0
O KUK  KUKF7A )l C¥work¥kuk.key £8..
v
O luEmsEERes
O EEEEERTS 16/, E9VIVTAFY)  00112233445566778899AABBCCDDEEFF
HH
JA-Fuh: CY-2 | T e C¥work¥rea2dBpublic.c =8,
Little OF-5&aminds
FFFFODOO Key name: rsa2048public
TP EERTD

621 [BOSYELY]-[BOIEE]S T RSA2048 N C V—R T 74 IILEFH

snEgE 877

O 74 EE
© FI7-5 Modulus(n):  pbad47as4c 1782e4dbdda13f2a261Fc BbE583841 2c6e45a2068ed6d 71 6edc df4462h391 1
9563cafbT4boc bf 25cfdsddbdae?3bff0ebeTiEd4 1042672 10909a8af 3305682 1efSefaab2
19d21d67634B4785622d915d 395a2a3 11 2ec eB385a5813 165/ 14331428222 1afd 71 3baes1
Tco0ee3514d4839007ccb55d68409: 97a1Baba2fa6fof 8ok 3fdazT77c47d6 13677525629

Exponent(e) : 10001

6.22 [BOSYEVYT]-[BT—4]127 RSA2048 N C V—R T 74 IILEFHI
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EERTIDEUTOLSIICHATNET,

Output File: C¥work¥rsa2048public.h

Output File: C¥work¥rsa2048public.c

kUK: DOAEC19726CBCOEZFE403866B9B465AGC0D0SETARD362DSF435F2A3E9ECTo084

IV: D21D301ABO1C209A87275774FE4BAZAC

Encrypted key:

1BAEF73B0101EDY2D54FoABE4136F 302901 BDYF46919B AGE 741 44DF 04 AOETAE44BBE 18EBC1ACOFOBATDO023024F AL
0B5BF723026EEDD330E691DF7610FE5B 2513707 1F064321E6982230E47F 5097 A 1CBDeCFEEE351442DBBBB0ACF1D74
Fe2D21607C2ETCeCSF74327C4BAB0ACT1D2D4C4ABTFAS143E7EDBETOEEEC443B9C4C5BDE2451F9416D54B651EE3AT
9158728CB42430244922BF539F1FESB035ATT5CB830099936360FBFBE22E2AF5BET35195E7 14A525F3939F 3983FA2536
FBES0CCTOB32FB2FFBEB233ER578005CAFTD2ABFE4F5482F 6447 AGAE3B55B10A5821E694328F 5A5B38ETDEDS6C0NE4

160096DASFEETTECI6ADMFSE56DE335B8ADTTOTE121509E062DFF474E1EE240228B 12392501 0CAS209F10B72358E8E
BDsD7193032D

OPERATION SUCCESSFUL

X 623 [BOSYELYTR2T EHTHER
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6.3.2 CLI iR Security Key Management Tool A9 5156

1. CY—XT7A4JLD RSA2048 NI 7 A ILDER
—3FJ)LY T LT genkey IT Y FEEITLET,

> skmt.exe /genkey /kuk file="C:¥work¥kuk.key" /mcu "RA-SCE9" /keytype "RSA-2048-public"

lkey "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1€a292749
1ed00fb793cd68f463f5f64baa53916b46c818ab99706557a1¢c2d50d232577d1
00010001
[filetype "csource" /output "C:¥work¥rsa2048public.c”
/keyname "rsa2048public"

KUK 7 7 1 JLIX 6.2.Example 2 - RA 77 2 1) SCE9 Protected Mode Key-Update Key M;E A THRL L
o274 EERLES.

6.24 genkey 1< > FZEFTH|
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6.4 Example4-RX 77 X !) TSIP Secure Update B DER A A

TSIP 2FEALEX 7RI 7—LIz 77V ITT— Y )a—23 20T, A—5TO5 I LEZBEERL
T 23— YERTFNARIZEEL, TNARAATLA—HTOSSLZEBS LTEHRIT A ENTRETT,
BRRSANGLUICH U TILEFERLEERAEE. ® 1-1 MCUMPU BEY A RO RXTSIP D&EHRZEC
FERCIEEEL,

6.4.1 GUI R Security Key Management Tool Z{&H T %154

1. MCU/MPU LB T O MiER
[#EE]42 JTMCUMPU EREE TS UERIRLET,

LENESAS

Security Key Management Tool

ZOY=IiFE. FFVT-23088EDLM (Device Lifecycle Management) @01 FEEODA VI10 3wk
PyIT-bETSEDOEEY-ILTE.
FFUr—2 38k DLMEE(IUser Factory Programming Key (UFPK) T3 Fan T, PFaFlca/ vyt vayangy.
UFPKI3Renesas Key Wrap Service®EELTSTLET.
Renesas Key Wrap Serviceff 5 Wrapped UFPK (W-UFPK)EEREL T2

TV -2 38N EHIIKey-Update Key (KUK) E-LTEFaTICIThRET.
COEBHKUKERFATICL v van T 3B ENEYET.

FM-rEh 3 FUTREOSRICIN TR, EMCUMPUD AV MEBBLTIEN.

MCU/MPUFBES T |RX Family, TSIP “

EidagilcSOMCUEEMPUEZERL TSN

6.25 [#®E|2T
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2. D7—LI9TFA A= T714ILDER
[TSIP Update] 2 72 EAL TRSUANYH ZFIH =T 7—LD T4 A—CEERLET,
[RSUAY A2 TTIE RSUAYH Ver 21 [ £ A—=UT545 |2 TESTING #HRELFET,

HAA4 A— T Secure Update %#:ZERL. 727—LDTT7A *A—2 ICEBEIET S

T7—LozT7DOmot 77 AILEHZRELET,
[BEEIL7 FLREE]2 T THESIEd 57 FLXEB & Data Flash D T— 2 A IMOBEEHRELF
9, COPHITIX, DataFlash & LAY #E8RLET,
[Image Encryption Key]% 7 Key Encryption Key [Z, 77 —L Dz 7A A — %B5ILT 58
(Image Encryption Key)# 5 v 73 28 %R ELFT ., BRIEDzH. ZDHITIEL Image Encryption
Key ICELBAERBEZERT S ZERLET,
[IVIZ D TlE. BEREDzO. COFITITEMERBEEEZERT S 2RIRLET.
HAD T+ =2y ML F ) ZEBIRL. IBEF*.rsuDIT7AILBERELET,

RSUAYY S FPFLASE  Image Encryption Key IV

RSUAw4Ver: |1 ~ A A=2T55 : TESTING w

6.26 [TSIP Update] — [RSU AN 5142 T E%EHI

A4 A= Secure Update v

TJr=LIIT4 A-3 CHwork¥R¥Securelpdate¥user_program.mot E5..

RsUAyS ESILTFLAEE  Image Encryption Key IV

BsTrLA: FFE00300
BTTFLA: FFFEFFFF
256
Data Flash : AL e
Hih
Ta—Fubk: | A w I s C¥work¥R¥Securellpdate¥user_program.rsu 8.

IFANEERTD

6.27 [TSIP Update] - [551L7 FL RAEH] % T thDHREH
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RSUAYY BES{LPFLAZEE Image Encryption Key |v
Key Encryption Key
Q7710 e

O FX7-5  0123456789%abcdef0123456789abcdef

Image Encryption Key

O iLEEmiEzERATS

O 5 EB%ERTS 32/ k EvIIIT1T7Y)
00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF

6.28 [TSIP Update] — [Image Encryption Key]% 7 %E 1l

RSUAwHY BES{LTFFLAZEE Image Encryption Key 1V
O EatmigerEATs
O fBEEEERTS 16/~ FyIIYT(TY) 00112233445566778899AABBCCDDEEFF

6.29 [TSIP Update] - [IV]Z T Z&%5EHI

EERTIDEUTOESICHASINET,

Cutput File: C¥work¥RXSecurellpdate¥userprog.rsu
OPERATION SLUCCESSFUL

6.30 [TSIP Update]2 7 ={T#R
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6.4.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJ)LY T LT enctsip ATV KEEFTLET,

> skmt.exe /enctsip /mode "update" /ver "1" /prg "C:¥work¥RXSecureUpdate¥user_program.mot"
lenckey "0123456789abcdef0123456789abcdef"
Istartaddr "FFE00300" /endaddr "FFFEFFFF" /imgflg "testing" /filetype "bin"
loutput "C:¥work¥RXSecureUpdate¥userprog.rsu”

C:¥work¥skmt¥tool >skmt. exe /enctsip /mode “update” /ver “1° /prg “C:¥wo
rk¥RXSecureUpdate¥user_program. mot” /enckey “0123456789abcdef0123456789
abcdef” /startaddr “"FFE00300” /endaddr "FFFEFFFF” /imgflg""testing" /i

letype “bin” /output “C:¥work¥RXSecurelUpdate¥userprog. rsu
Output File: C:¥work¥RXSecureUpdate¥userprog. rsu

6.31 enctsip 37 > KETH
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6.5 Example5-RA 77 3!) FSBL ##iIBE / 00— FEIFAZE D ERBFOFERAE

First Stage Bootloader(FSBL)#EE#HEEH L= L R Y XA T/\f A CHEATEELRIIAE -0 — FIIAZENE
REITWET, $EIBAE L 00— FEEBAEIL OEM_BL # Renesas Flash Programmer #{#H L TT /31 X[Z&
FRATMEIC, BIEREL — FIIAEOESHRITHEALET,

WERY—IILOY U TIVEFERALZERAZEIE. & 1-1 MCUMPU BEY A FOEHE THERIZS0,

6.5.1 GUI R Security Key Management Tool Z{&H T %154

1. MCU/MPU LB T O MiER
[#EE]42 JTMCUMPU EREE TS UERIRLET,

XENESAS

Security Key Management Tool
ZmY-IE. FFVr-2 38 EDLM (Device Lifecycle Management) @0 ¥ 1 7H @0/ V1030t
Ty T-FETIRNDEEY-ITY.
FAr—238 Lk DLME(IUser Factory Programming Key (UFPK) T392n T, EFaTicf »uizivavahiy.
UFPK[FRenesas Key Wrap Service2EELTFYTLET.
Renesas Key Wrap Service'cWrapped UFPK (W-UFPK) EEREL T{Z21.

FAVT— 43BN EF EKey-Update Key (KUK) ELTEFaFICTONET.
COEDKUKEEFATICA vunyvayd s ENBYET.

#m-rEnatFaUTrREOFAICIV T, EMCU/MPUD FF21 AV FEZBLTOEL.

MCU/MPUEEESTY S : | RA Family, RSIP-ES1A Security Functions and Protected Mode e

T IRICHEOMCUSEEMPUEERLTEZN

6.32 [HE]ZT
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2. BREIEAE L O— FEFBRZEDAER
[FSBL]Z 7% M L CTHRIIAZE L0 — FIIAZ 4R LET .
ZoBlTIZTaY S LKA T Signature DIBADFIEEFHBE L ET,

OEM Bootloader f * —¥ TEZRNRELDOEM BLO mot 774 ILEBELET,
F04 S5 LKREEAZE T Signature ZEIRLET,
A A== av 121 ZHELET,

[REBAE]| 2 TDOEREFITVVET,

O— K275y aBlR7 FL X(hex) [Z OEM Bootloader DEAIR7 FLRAZHRELFET, COHITIE
02000000 #EXELE9 .

FTIARA—FI75v¥a THEATEITFNARADI—KRKISyLaDHY A4 XEERLES., ZDF
Tl& 2MB #&IRLET,

OEM Bootloader 4 X T BEIfHHE #EIRLZET,

REIAE CRIABPEND I 7AMILBEEELEY,

O— RIEAE Co—FIRAZED I 7/ LBEHRELET,

OEM Bootloader 4 X—3%/: C¥work¥fsbl¥oem_bl.srec BB,
Little
TOHSLEEERE QO Signature  4A-UN-3v: 1
(O CRC

FFRAE  OEM_BLI&IF/L-ME OEM_BLigIFE
1-F75v2aB8#7 FLA (hex) : 02000000
FIAZI-FIFvvat{ R 2MB  ~

(ERTETIN AT, ZHEES, —D/haht AeBHRLTHEEL)
OEM Bootloader ¥4 1 :

O g3st=
O Y1ZAF (hex)
() Measurement Report £ 7
HA
$EirERE . CY¥work¥fsbl¥kcertbin =]
J-FEFERE . C¥work¥fsbl¥ccert.bin -]
AN EERTS
6.33[FSBL] — [FEBA®]Z 7 fhdEREHI
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[OEM_BL #®EE/L— FB)Z TOHREZITVET,
OEM BL #BRE/IL— FHHBR T 774 ZEIRL OEM _BL#ZRIEIL— FED AR ESAT PEM 2
7AIERELET ., OEM_BL #&REE/L— FEBR TPEM 77 A JLZEIEE L1-1-8%. OEM_BL &&E

V— FARR ORERFXFETT,

Z[fAS OEM_BLEREDIL-ME OEM_BLIEEIE

OEM_BLI&ZE )l - M &
Q I 1l C¥work¥fsbl¥manifest_signer_key¥ms_ec256_privipem 8.

OFx7-4 00112233445566778899AABBCCDDEEFFD01 122334455667 78899AABBCCDDEEFF

OEM_BLi&ESE) - Mo

774 s

T ]

X779 001122334455667 7TBE99AABBCCDDEEFFOO1 122334455667 7B899AABBCCDDEERF

001122334455667 TBE99AABBCCDDEEFFD01 122334455667 7BE99AABBCCDDEERF

6.34 [FSBL]-[OEM_BL #&&F/L— 8815 T ZREH

[OEM_BL 1258 ¥ TOXREFTLET,
OEM BL RIIFE T 774J)L ZEIRL OEM BL BIIROLABEBEEATPEM 77 M ILEIEE
LE 9. OEM_BL REIMER TPEM 77 A )LEZIRELI=1-6. OEM_BL IR AR DEEFFE

—GTO

i[FAs= OEM_BL#&EL) -+ OEM_BLIZALE
OEM_BLESIH SIS

O 77l C¥work¥fsbl¥image_signer_key¥is_ec256_priv.pem =8,
O Fx7-4 00112233445566775800AA BBCCDDEEFFO0112233445566778500AABBCCDDEEF
F

O iLEsEs - I
OEM_BLE I EE

Tl

X747 00112233445566778800AABBCCDDEEFFO0112233445566778890AABBCCDDEEFF

00112233445566778899AABBCCODEEFFD0112233445566778899AABBCCDDEEFF

6.35 [FSBL]-[OEM_BL #&RES])% T %EH
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T7ANEERT S RE VR ERIEAE L a— FEEAENEREINET, ERICT 7 MILAER
SNBE. UTOLS BRITHERNMEASIFET,

Cutput File: C¥work¥fsbl¥kcert.bin
Cutput File: C¥work¥fsbl¥ccert.bin
OPERATION SUCCESSFUL

6.36 [FSBL]Z 7 E{TH#R
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6.5.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJLY T T gencert AT KEEFTLET,

> skmt.exe /gencert /mode "signature" /loadaddr "02000000" /cfsize "200000" /ver "1"
/loembl "userprog.mot" /oembl_private file="is_ec256_priv.pem"
loemroot_private file="ms_ec256_priv.pem"
loutput_codecert "ccert.bin" /output_keycert "kcert.bin"

C:¥work¥skmt¥tool>skmt. exe /gencert /mode “signature” /loadaddr “02000000” /cfsize 200000~
/ver “17 foembl “C:¥work¥fsblY¥oembl.srec™ /oembl private file="C:¥work¥fsbl¥manifest_signer
key¥ms_ec25b6_priv. pem” /oemroot _private file="C:¥work¥fsbl¥image signer_key¥is_ec256 priv. pe

m~ /output_codecert “C:¥work¥fsbl¥ccert.bin” /output_keycert ~ C:¥work¥fsblYkcert. bin~
Output File: C:¥work¥fsbl¥kcert.bin
Output File: C:¥work¥fsbl¥ccert.bin

6.37 gencert 1< > KE{TH|

R20UT53494J0112 Rev.1.12 :{ENESAS Page 192 of 232
Sep.30.26




Security Key Management Tool 6. {EMAH

6.6 Example6-RA 77 3') DOTF HREKO 70455 LKESIEA X

DOTFH#EEZFRREH LI R Y RTINS A THEAAREGLI—F 7 TV r—2 3 VOBEILEEITVET,

MBI RESANOY U TIVEFERLIERAEIE. ® 1-1 MCUMPU BEY A FOERE CHRLIES
LYo

6.6.1 GUI lR® Security Key Management Tool B3 5154

1. MCU/MPU EREE T DY DER
[BIE]2 T TMCUMPU LRSI VDV ERBRLET,

XENESAS

Security Key Management Tool
Zmy-ILE. FFUr—23488E DM (Device Lifecycle Management) 20 S FEEOA Y1793y d
Ty T-FETIRNDEE Y- TY.
FAVr—238 Lk DLME(IUser Factory Programming Key (UFPK) T390 Eh T, EFaTlcf »3izivayeh iy,
UFPK[FRenesas Key Wrap Service® EELTF9TLET.
Renesas Key Wrap Servicef'cWrapped UFPK (W-UFPK) EERELT{EAL.

FIVT—2 3 BN EFIKey-Update Key (KUK) £ LTEF2TICITONET.
IOEHKUKERFATICA VI vasd 2 ENBYET.

#m-tenat 1T rRE0FACIV T EMCUMPUD FF1AY FESBLTOR.

MCU/MPUREES T4 . | RA Family, RSIP-E51A Security Functions and Protected Mode e

ST 38ICH EOMCUSEEMPUEERLTGEEN

6.38 [WE]Z 7
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2, D7—LI9TTAA—CDEE
[DOTF/OTFD]Z2 7% HRAL T, 727 —LDIT7A *—COEESILETVET,
EXA A=Y THEILTEII7—LIDTT7DOmot 774 ILEERELET,
BT I A—CDT7 RLARFEH ITEXA A—CTANShERBELEREEELET,
BEXRT7FLR IBEEETEI7RLRE BESNDT7 FLANELGDERICHREEXZLET,
COFITIE., BEE{LEEIX 90000000 A 5 9000FFFF, EE%%7 FLRIXEXS A —CLERAL %%

ELET,
FEarfd-s,  C¥work¥dotf¥userprog.srec F8..
ST A-JOTF AEE AT A
O £7-9ESL O Fx A A-ULEL
O ESkTELA O TFFLAEE (hex) 80000000
FEEEBEETELR (hex) : 90000000
Sk TFEL A (hex) : 9000FFFF

6.39 [DOTF/OTFD]4 7 — Plaintext Image. B5E{bL&E. ET7 FL ADKREH

3. BEEE IVDEE
A A—VHEEILRE CEELTHERIIBERELEFT., COFITIEIAESI2S DEEFEALET,

IV [CEXA A—DDESIETHERAT S nonce ZRELET . COBITIIBHWLDI=OH, IV ELEE
BREZEERT S ERIRLET,

fA-JES#
AES-128 ~
Q Izl e

O FX7-F  p00102030405060708090a0b0c0d0e0f

v
Qs migesERds
O EEEERER (1654 - H{E100Fy MEER)  00112233445566778899AABBCCDDEEFF

6.40 [DOTF/OTFD]%4 7 —Image Encryption Key., IV %3l
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4. HAT74ILDETE
BBk A= ICHATET774ILEEHBELET .

HAAA=DDOF7 FLREQAVT VY T, HHT 5 MotorolaHex D7 LR &, BEEIE LM ST
EXT—%EONEHRELET,

ANFZ7ALDT FLRAZER ITFzv I EAN, BEELET—2LUNOERIC, FXT—4%28
H3 I2FzvIEANET,

v
O A EmRErERTD

O EEEEER 16/ F, L1006y FEER)  00112233445566778899AABBCCDDEEFF

EE{kAA-u: CY¥work¥dotf¥dotf_userprog.srec
HAA-JIFFLRLIITIY

O » 77 ITFELZEER @ ESELET-YLUADERC. FxT-5E55H3
O EETFELZ0

6.41 [DOTFIOTFD]Z J - BEItA A —2 HAMA—DDTF7 FLRET VT LY BREH

EERTIDEUTOESICHASINET,

Output File: C¥work¥dotf¥dotf_userprog.srec
K.ey: 0D0102030405060705090A0B0C0D0ECF

Counter: 932225F5EBFB5S04EFE7SERED 19000000
OPERATION SULCCESSFUL

X 6.42 [DOTF/OTFD]%# J E{T#E
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6.6.2 CLI iR Security Key Management Tool A9 5156

1. #—=FJ)LY T FT encdotf ATV FEEITLET,
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0CODOEOF"
Istartaddr "90000000" /endaddr "90000FFF" /incplain
Iprg "C:\work\dotfluserprog.srec" /output "C:\work\dotfidotf userprog.srec"

C:¥work¥skmt¥tool>skmt. exe /encdotf /keytype "AES-128" /enckey “000102030405060708090A0B0
CODOEOF™ /startaddr “90000000” /endaddr “90000FFF” /incplain /prg “C:¥work¥dotf¥userprog.
srec” /output “C:¥work¥dotf¥dotf userprog. srec”

Output File: C:¥work¥dotf¥dotf_userprog. srec
Key: 000102030405060708090A0BOCODOEOF
Counter: 81E4EE532AA836BBBB247754E9000000

6.43 encdotf 27> FEITHI
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6.7 Example 7-RA 7 7 ) Secure Factory Programming #8EFERED 705 5 LK
FtAE

Secure Factory Programming ##E T 9 5 =8 D Secure Factory Programming 7 7 A JL(* .sfp)&H A
LFET,

¥ : Secure Factory Programming 7 7 1 JLIZIZU T RDEEEEZED LI ENTEFHA. T o DHEEE
X, BIOAETCTNARICAANTI2HENHY FET,

% 6-1 Secure Production Programming [ZBIIMABELZ T 7 1 L

IEH WEITIGE ANAE
A—HROEA FIVr—=2avhEXa7IEAS |GUI O [BOSYELTZT B6[BODS
N-REVELT DHEHE wEVHY14 J) Fi=Ik genkey CLI O <%

VK (45genkey ARV K 7L 3)
ZHEALT, BEG . rkey Z7AMILET
RTERT D, BOFIAICERT S UFPK
I&. Secure Factory Programming IZfE ¢
HUFPK LRILTHILEEHY FE A,
BEEIEAE ZELFATE FSBL 2R 5158 GUI D[FSBL]%Z 7 (3.8 [FSBL]%Z J) 1=
X gencert CLI 2~ > K (4.7 gencert a<
YFE AT ay) 2ERLT. BEG/NA
TUBRBRAE D 7 A ILEERKT B,

a— FEEEAE ERRBIHED LLIECRCHEEICK | GUID[FSBL]Z 7 (3.8 [FSBL]%Z J) #F1=
% FSBL 2R ¥ 4546 I% gencert CLI I <> K (4.7 gencert A<
YK T ay) ERLT. REGNA
FTYI—RAAE I 7 M ILEERT b,
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6.7.1 GUI iR Security Key Management Tool Z{&£H T %154

1. MCU/MPU LB T O MiFER
[#EE]42 JTMCUMPU (BRSBTS U ERBIRLET,

XENESANS

Security Key Management Tool

ZDY=-IE, 7TV r—3Y8 DM (Device Lifecycle Management) 2D ¥ 17HEOS Y I1TV3ave
TYIT-MERATIEHDZEY-INTT,
T7FUr—3v8 DLME[{User Factory Programming Key (UFPK) T Tan T, a7/ VY1073 vEnzyd.,
UFPKIdRenesas Key Wrap Service® @R LTIV /LET,
Renesas Key Wrap Service/*5Wrapped UFPK (W-UFPK)EERIZL TLIEEL,

TV -3V OEFEKey-Update Key (KUK) ZMLTEF2TICITHONET,
COEHKUKECF1TICA VI Y3V 2ERHYET,

Y- tand 52U T HEEEQFEIC OV TE, EMCU/MPUD FFIAVFESBLTLESL,

MCU/MPUXEESTI VY : RA Family, RSIP-E51A Security Functions and Protected Mode v

AT AEICH ROMCUZ T EMPUZE ZEIR L TSN

6.44 [HE]ZT
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2. D7—L9ITAA—CIT7AILDER
[SFP]% 7 #{#f L T Secure Factory Programming 7 7 1 JL(* .sfp)ZER L E T,
[P7—LITTAA=D)2T EXA A=Y THELT D1 TOJTSLEEELET, 7710
EIRLTEMARZ2 OTEMLET,
MCU/MPU T{#RHY % MCUMPU 18 % EINLZET ., CDOHITIE RASDIMUTT E:&ERLZET,
BEDLM/AL RT— bk TI7—LIIT7A *A—DEFAHEDEBRE DLMAL A T—FERBIRLE
9, ZDOHITIE OEMPLO with AL2_ KEY ZZEIRLET .
‘X7 TIATSIVTIFAINTHA I 7AILEERELET,

T A A— . C¥work¥sfp¥userprog.srec #E
IEfD
D74 )E EhiE
C¥work¥sfp¥userprog.srec HllER
MCU/MPU : RABD1/M1/T1 ~
Little
BH#EDLM/ALAT-: OEM PLO with AL2_KEY ~
PEaFIO5F53045 074 ) . C¥work¥sfp¥sfp_userprog.sfp &0
PXIFIOIIETIIFANER
6.45 [SFP]—[Z7—LDIzF7A*—L]2 7 DR EH
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3. [MA—UREEERZ TOEREEITVET,
BT —45(AES-128) TA—HTOYSLELU/INTA—FEROBEILIZFERAT 5 AES128bit T —
AERELET,
IV [XEERRIEDT-. COBITIE ELMEBRMEZERYTS #BIRLET,
UFPK 774 JL ICUFPK 274 )L, W-UFPK 774 JL IZW-UFPK 7 71 LEHRELZE T,
UFPK 2 7 4 LB KU W-UFPK 7 7 1 LD AR %I 6.1Example 1 -RX 77 3 1) TSIP O AES 128
BOIAFIEOFIE1~3 ZBRBLTLEEL,

IP-LITFA A3 AA-VEELE Nonce AL2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary #4EE75+ ¢ |*
#£5-5 (AES-128)

Q74N &1

O Fu7-% 000102030405060708090a0b0c 0d0e0f

O SRR - £ATP -

IV

O i EsmReErERTS

O EEIERERTS (16/{1k, EvFIUT47)  00112233445566776590AABBCCDDEEFF
UFPK 74 ) C¥work¥sfp¥ufpk. key S@
W-UFPKF 74l :  C¥work¥sfp¥ufplk.key_enc.key S@.

6.46 [SFP]—[4 *—THEE{Li]2 T HEH
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4. [Noncel? JDHREETLET,
V(FRTSIVTIRGA=8) LU N (Z7—LIzTFTA A=) [IEBIEDEOH. ZOHITIE &
BERMEEZMERT S ZE8RLET,
IV (AL/DLM £8) (X DO FI TIEBIRFE T,

TP-LIIFA A-% AA-UEE{LE Nonce AL2/SECDBG_KEY AL1/MONSECDBG_KEY Boundary HS3EJ754 ¢ |*
IV (JOY 3229 1K5%-5)
O AL EmREEERTD
O EEEEHETS (12/(1k, E9JIYT4TY)  00112233445566776899AABB
IV (I7-AIITA A=)
O AL EmREEERTD
O EEEEHETS (12/(1k, E9JIYT4TY)  00112233445566776899AABB

b E9IUF4FY) 00112233445566778899AABB

6.47 [SFP]-[Nonce]% 7 & EHI

5. [AL2/SECDBG_KEY]Z J7DHREZTLET,
BT —4 TAL2 KEY & LT#ERT % AES128bit BT—2 Z_ELET,
IV [IERRIEDT-8. COHITIE EBMERBEEEZFERTS 2ERLET,

TJ7-LITAA-3 AA-UEES{k#E Nonce AL2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary #EE75wss 4|t
Key1
E=E7-4

O Il e

O £x7-9 TTTTT7TTT77777778883888883888888
O BLEe®ER - HATr I e

v
O ALeEpgEsERT
O BEEEERTS (160K, EvIIYF4TY) 00112233445566778899AABBCCDDEEFF

6.48 [SFP]—[AL2/SECDBG_KEY]% 7 &4l

R20UT5349JJ0112 Rev.1.12 RENESAS Page 201 of 232
Sep.30.26




Security Key Management Tool 6. {EMAH

X127 TATSIVTITFAIVER RE 2 EWT & Secure Factory Programming 7 7 1 LAV ERK
SNFET, ERBICT7FAILDBNERINIZIEE. UTOLSBETHENEASINET,

Output File: C¥work¥sfp¥sfp_userprog.sfp
OPERATION SUCCESSFUL

6.49 [SFP]2 J EITHR
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6.7.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJ)LY T LT encsfp ATV FEEITLET,
>skmt /encsfp /mcu "RA8D1_M1_T1" /enckey "000102030405060708090a0b0c0d0e0f"
/trn "OEM_PLO_AL2" /prg "C:¥work¥sfp¥userprog.srec”
lal2key "77777777777777778888888888888888"
lufpk file="C:¥work¥sfp¥ufpk.key" /wufpk "C:¥work¥sfp¥ufpk.key_enc.key"
loutput "C:¥work¥sfp¥sfp_userprog.sfp”

C:\work\skmt\tool>skmt Fencsfp /mcu "RABD1I_M1_T1" Fenckey "000102030405060708090a0b0cOdBeBT"

/trn "0EM_PLB_ALZ2" /prg "C:\work\sfp\userprog.srec” /fal2key " 1117 THITTHITTTT788888888888888
88" /ufpk file="C:\work:\sfph\ufpk.key” /wufpk "C:\work\sfpiufpk.key enc.key” foutput "C:\work]
A\sfp\sfp_userprog.sfp”

Output File: C:\work\sfp\sfp_userprog.sfp

C:\work\skmt\tool>

6.50 encsfp a7 > FETHI
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6.8  Example 8 — RA for Wireless ~ v & A%

SKMT TI&. RA for Wireless [A][FIZ Provisioning SW % L < [£ OEM_BL. Application Firmware [ [+]Z,
ANy B UICHREIAE. 00— FAEAEEZAMT S EexF > TLVET . KPFITIE Application Firmware [
ANy A BEIBAE, O— FIRAEZERT HH0ZRLET,

6.8.1 GUI iR ® Security Key Management Tool Z B 5154

1. MCU/MPU LB T 2O MiFER
[#EE]42 JTMCUMPU EREE TS UERBIRLET,

XENESANS

Security Key Management Tool
Zmy-ILE. 7FVr-308EDLM (Device Lifecycle Management) @D F1 7RO VU1 vavE
Ty IT-RETIEHOEEY-ITE.
FFUT—238E DLME(IUser Factory Programming Key (UFPK) T3 ah T, EFaFlcf yanivayghsd. UFPKE
Renesas Key Wrap ServiceBEBELTSYTLET.
Renesas Key Wrap Serviced'cWrapped UFPK (W-UFPK)EEREEL TS,

TV -3y D ESIKey-Update Key (KUK) EfrLTEFaFICiThhET.
COEHKUKERFATCA V10 23y 3B ENEYET,

#m-rEh a3t UFEEOZEICOV T EMAY/MPUD FFAY FESELTOSR.

MCU/MPUEEES T 1 RA Family, RSIP-E31B Security Functions and Protected Mode i

EiTd RS OMCUEEEMPUEEIRL TSN

6.51 [#W®E|27T
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2. D7—LITTAA—TDEE
[RA6B1/RA6U1]% J % {# A L T Application Firmware ® 7 7 A JLICAY X Z4MLET,

T7—LxTA*— T 74 JLIZ Application Firmware 0 Motorola Hex 7 7 1 JL
ZHEELET,

E£— FIZ Application, ANy & (Z sec_sign #EELFT .

IVT [Z MotorolaHex Z 74 JLAD INT 7 FLRZANLET,

YA X(ZE R %4+ % Application Firmware D44 X#AHLET,

TJ7—LIITA A= T74 )l C¥work¥RA6B1¥mram_sample.mot 20
TP Application VoA sec_sign ~

IVT (hex) : 04004000 Y4 (hex) : 4000

Ctmr reserved 00 0BBTTE

(1684 b, EvdIVF47 )

6.52 [RA6B1/RA6UT— 27 —Lx 74 A —TDEEH

3. [FEFAR]Z TDREFTVET,
BEEIBAE., O UICO— FIIBAEZENER THEAT % ECDSA DR % 5 U, $EIBAEM OEM RoT #
BES. O—FEHED I 7—LDzT7N—2 a3 VERELET,
ZoflTIE
SRETBAENDERIZ secp384r1 #15E. OEM RoT #EFE 0
J— FEEBAEBNDER(Z secp384r1 ZiTE. F7—LDzTFN—avic1ZEELET,

AT OEMIEELN-FEE OEMJOFI 3”7 H#E OEM_BLEIIE

SIS

ECCi#E : () secp2sert @ secp3s4rt
OEM RoTEEE=: o e

I1-FERS

ECCHRE : () secp2sert @ secp3s4rt

Tr—LOTF -3 (4/{4 ) 00000001

6.53 [RA6B1/RA6U1] - [REBAE]% T HZEHI
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4. [OEM H&REE/L— FB)1Z TDOBREZITLET,
OEM BRI/ — FUHRE T 774 %EIRL OEM BRI — FEORARBESAFLPEM 27/ L E
IBELET ., OEMIREE/L— FREEBRE TPEM 771 )LZIEE L1-15E&. OEM REE/L— FABR 05
EIEFETT,

i OEMiEZzELll-H2 OoEMTOFva”yJH#E OEM_BLEIE

OEMi&ZE) - MiE#
O 771l C¥work¥RAGE 1¥p384_private.pem =5

OFx7-4 00112233445566778890AABBCCDDEEFFO01122334455667 78800AABEBCCDDEEFF

OEMiESE - MEaRE
T4l e

1 ri . ]

T3 00112233445566778899AABBCCDDEEFFO01122334455667 TEE22AABBCCDDEEFF

00112233445566778899AABBCCDDEEFFO01122334455667 TEE22AABBCCDDEEFF

6.54 [RA6B1/RA6U1] - [OEM #&REE/L— FR12 T R EHI

5. [OEM_BL {REI]Z JDHREFITLVET,
OEM BL RIIMHE T 774JL ZEINL OEM BL BIIBOAKEESATPEM 77 M ILEIEE
L¥*J ., OEM_BL iREIHER TPEM 77/ JLEIEE LT-15E. OEM_BL BREAILBR DOIEEIEFE
T,

TFAS OEMIREL-HE2 OEMTDFva—»/Bg OEM_BLIZEHE

OEM_BLi& I 8
O 771l C¥work¥RAGB1¥ecc384_private. pem =8,

O Fx7-¥ 00112233445566778899AABBCCDDEEFFO01122334455607 78599AABBCCDDEEFF

O a#EER - HO771 ) =3
CEM_BLiEEE L ERE

T4 s =0

1 rie . ]

FELT- 001122334455667 788994 ABBCCDDEEFFO0112233445566775800AABBCCDDEEFF

00112233445566778899AABBCCDDEEFFO01122334455667 7BE00AABBCCDDEEFF

6.55 [RA6B1/RA6U1] - [OEM_BL #XEfE]2 7 REHI
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6. HADEEZITLWET,
T7A4I ITHBATEHT7MILVAEEELET,
5Tl MotorolaHex 7 7 A LB HZEEELET,

H
T4 ;. CH¥work¥RAGE1¥mram_sec_sign.mot £,

6.56 [RA6B1/RA6U1|2 T HA T 71 ILIEE

T7AINVEERT S K2 U EHI & AN LT Application Firmware M 7 7 £ JLIZAw & BEEEERE.
O— FEEREAFRMEN- T 7 A IILDBERINET, EEBICT7AILNERSINZEE. UTDKS
HETERAHEASIET,

=

RAGB e 3o private pe /v “oacoaca e 4000 ot “CoionWRAGS Tram.see_ign ot .
Output File: C¥work¥RABE1¥mram_sec_sign.mot
OPERATION SULWCCESSFUL '
-
6.57 [RA6B1/RA6U1]% J EITHE
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6.8.2 CLI iR Security Key Management Tool A9 5156

2. #—=2FJ)LY T FT genhdr T FERITLET,
>skmt /genhdr /prg "C:¥work¥RA6B1¥mram_sample.mot" /mode "app" /header "sec_sign"
lkey_sign "secp384r1” /code_sign "secp384r1" /fw_ver "00000001"
Ictmr_reserved "00" /oem_rot_key num "0"
loemroot_private_key file="C:¥work¥RA6B1¥p384_private.pem"
loembl_private_key file="C:¥work¥RA6B1¥ecc384_private.pem"
livt "04004000" /size "4000" /output "C:¥work¥RA6B1¥mram_sec_sign.mot"

C:\work\skmt\tool>skmt /genhdr /prg "C:\work\RA6Bl\mram_sample.mot" /mode "app" /header "sec_sign" /key_sign "secp38url"

/code_sign "secp38irl" /fw_ver "00000001" /ctmr_reserved "00" /oem_rot_key_num "@" /oemroot_private_key file="C:\work\R
A6B1\p384_private.pem" /oembl_private_key file="C:\work\RA6Bl\ecc38U_private.pem" /ivt "OUOOUEEE" /size "UBOO" /output "
C:\work\RA6B1l\mram_sec_sign.mot"

Output File: C:\work\RA6Bl\mram_sec_sign.mot

C:\work\skmt\tool>

6.58 genhdr a7 KETH
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7.

TEFE

7. IREFIRE

7.1 Windows IREBEF RO T A A T LA EKTE
Windows IBIET. 24> R7O VS L < 1L e?studio 7554 VD GUI T, T4 R TL A BELHIE

DETFELUNDEFEIZLIBEIZ. FA4 700 2ENRETTEHVNMEENHY £,
=L, UTOAETCRRINHEINZGHGENHY FT,

1. BEfF7274LEHT )Y
ARV EFE7OVBRDES

29 LFET,
. SecurityKeyManagementTool.exe

e2studio 7594 VDB E . e2studio.exe
* e2studio.exe (&, e2studiof YA bF—J)LL =T+ I F A eclipse 7+ ILFIZHY FTT,

2. JanF4-E#HKER D

B DPIZEDNDEE] RAUEWMLTCESLL,

3. TEDPIRT—ILEEDLEEE]
TBEVWDPIRT—ILOEEELEZTLET, | TFTVvIEANT
KB NDETIT: TVRATL] ZBATLESL,

=

=8  ERiE FIOLE£ brals 38 Lmo-vay

ZOT0ISLHZ0/(-530D Windows TELEHELEWES L. Bl
DESIN2-F42T Y- NERTLTEIL.

B

BiEt-
OEE

Windos

G

SecurityKeyManagementTool.exe) FO/{ T4 =

03 ofo4d5h0E DP EEEERLET.

JO04ZL.DPI

O [T TOEETRECOETEERALT. 07075 L0AT -V
TOFEBEEETD i

=T AT-LOEEBTEEC

Windows A A 4 &I Y 7427140 DPI A EEEnaeL. 70
ISLAEPFTRADILABYET . IO TOISLERICE S AV 741

AFLAICEESN TS DRI EERALT. 20705 L0AT-UYT0RE

BERETIZENTEST.

ROBE. A Y FAATVAZHESN TS DPI EERTS:

Windows [CHA 24 JLIzEE

SwemiEsD

e

= DRI AT- I SBED LSE

1) DPI AT L OB IFE L SELET.
My xmnoza:

VATh 2

OK oot

|

7.1 SecurityKeyManagementTool.exe ® 7 0/8F «

B DPIRT—ILDOLEEZ=]
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7.2  Linux kit e2studio plugin ERKEDTEEIE

Linux IRIET. e?studio T35 4 ViREERT HHE. A VA F—ILRICAT U FSA VEFTIT 7 A ILIZE
ITHERZERTET IRENHYFT,
e2studio [T TS5 94 “hR® Security Key Management Tool 4 > X b—)L#., e?studio 1 YA k—JL T #
IWEDUTD I 7AILIZETEEZRAS LTI,
/eclipse/plugins/com.renesas.apltool.skmt_X.X. X XXXXXXXXXXXX/cli/skmt

7.3  macOS ik e3studio plugin {EABD;TEEIE
macOS IRIET. estudio 75354 VIEFERT HEE. 1 VR F—)LEICOAT U RS/ URITIT7ALIC
EITHERZHRET ILENHY FT .
e2studio [IZ 754 4 “h® Security Key Management Tool 4 >~ & b—)L#. e2studio 1 VR F—IL T #
WEDUTD I 7AIVICEITHEER/E LT EEL,
/eclipse/plugins/com.renesas.apltool.skmt_X.X. X. XXXXXXXXXXXX/cli/skmt

74  macOS D HFIREIE

macOS hRIFTAT Y K54 ViR, RV K7 B URR, estudio T35 4 VD LT OBEEICHIBRAH Y F
EE

R 7T-1AVRFSA URHIREE

avw ok AT av HIPR = IR
genkey LITHED/keytype T 3 VIEER FHTEEEA,
2. /key AT a3 o EEK L TRER “Error: For BRAINPOOLPxxxR1-PRIVATE,
#1795, key option cannot be omitted when using MAC
"brainpoolP256r1-private” OS"EVNSITF—MRYET,

"brainpoolP384r1-private”
"brainpoolP512r1-private”
LUTHEDkeytype = T 3 g ERF FHTEEEA,

IZ. /key AT 3> TPEM 774 JLA | “Error: For BRAINPOOLPxxxR1-

NETI, PRIVATE/PUBLIC, PEM file cannot be
"brainpoolP256r1-public”. specified when using MAC OS."& VS T 5 —
"brainpoolP256r1-private”. ARY FET,

"brainpoolP384r1-public”.
"brainpoolP384r1-private”.
"brainpoolP512r1-public”.
"brainpoolP512r1-private”.
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7. IEERE

=& 7-2 X3 K70 VAR, e?studio plugin MRFIREIE

87

15

HfREIH

i

BOSvEY

[KeyType]Z 7 T. UTDRIEEEIR
. [KeyData]%” 7 C’Random”%&iR L
TRERZIT,
"brainpoolP256r1-private”
"brainpoolP384r1-private”
"brainpoolP512r1-private”

BREREEREZERATEEEA

Generate file R % V&9 &

“Error: For BRAINPOOLPxxxR1-PRIVATE,
key option cannot be omitted when using MAC
OS"EWNSTS—MRYETS,

[KeyType]2 7 T. LITD#HEEER
B, [KeyData]® 7 T'File’%:&R L TA
AIZPEM 7 7 AL EERT %,
"brainpoolP256r1-public”.
"brainpoolP256r1-private”.
"brainpoolP384r1-public”.
"brainpoolP384r1-private”.
"brainpoolP512r1-public”.
"brainpoolP512r1-private”.

PEM 2 7 A4 L&/ A F A

Generate file R2 > #H9 &

“Error: For BRAINPOOLPxxxR1-
PRIVATE/PUBLIC, PEM file cannot be
specified when using MAC OS."& VS TS5 —
MRYET,

R20UT5349JJ0112 Rev.1.12
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7.5  Secure Factory Programming #8EIZRBH 9 53 EHI1E

7.5.1 Secure Factory Programming #8E THRIFATZ 54 A —H 4 XICET 5 5IESE
15

Secure Factory Programming #$8E Tl&. 1 —H¥ 7RIS LA A—T % AES-CCM E— FIZ Kk BIEBLEE
BLTWET, DO, AEETHESILTEDLZA—FTOT S LA A—DDRK/NA b4 X(E. nonce
D314 FR(nonce_prg 7 3 v DN/ b R)IZIKEFELERRY A AN HYET,

R 73 1—HTOJSLAA—DRAYAX

A A—DRRYAX nonce_prg /N1 & mcuAtFay

OXFFFFFF 12 RASD1_M1_T1, RA8D2_M2_T2_P1, RASE1_E2,
RA4C1, RA4L1, RX74M_N

OxFFFFFFFF 11 RA6B1_U1

Ff. A—H¥T0535 LA A—TIE, Boot Firmware @7 7)) r—< 3 >/ — b Encrypted Data Write
Command - Data Packet [Encrypted User Data] - DAT - User data and write address/size TEZ N5 7+ —
Ty MR- THEIESNET ., ZD1=& Secure Factory Programming #EE TR TE 51— 7045 S5 LA
A—=TDRRYA XEUTOHA LY LD LINSHBY A XIZHBYFET,

Security Key Management Tool Tl&, AHY A4 XULDI—HFTOT S LA A—ORAAIN TS
A, UFIS5—2HALET,

Error: The user program to be encrypted is too large. The size of the user program depends on the nonce
size used during encryption. For details, refer to the SKMT Software Manual.

7.51.1 Security Key Management Tool @ User data and write address/size {ERX 75 %

Security Key Management Tool Tl&. write address/size fE & 1—HY TATS LA A—DDa—FKIT5 v
Ya, T—275via, OFS BEDZMBEHDEZTAHBE(R/N16 /34 M) TEITHMLET, £, 450
7oy arEEEZE extaread/1 TIEE LIZHE. BRESNIZEETAAEL T &I write address/size &R
EAMLET, L. T—20EET 515X, User data D742 (F T User data and write address/size &
ERLE T, User data BBDJRKY 1 X% 1024 /31 +TT,

5l - BEBET 4 A= SNEBT S v o AE 1 FEE 0x90000000~0x9000040F 27— 42 M FFTE
extarea0 “0x90000000” “Ox9000FFFF” “16” & % B¥
Encrypted Data Write Command - Data Packet [Encrypted User Data] - DAT ADT—4 & LT
Security Key Management Tool (&
134 B ® DAT : SAD+SIZE+Reserved+(0x90000000-0x900003FF M7 —4 ) Z &1t
2 /84 B ® DAT : SAD+SIZE+Reserved+(0x90000400-0x9000040F M7 —4 )& KEE1t
ERBESCT—REHERLET,
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7.6  Standalone k. Plugin iz ##&4 JTMCU/MPU ¢S T VD U EERRDEE
17
e« RNE:

Standalone iz, Plugin iR ZEREKIZ, [HIE]2 JTMCUMPU LB I VDU EBULELE-BE. [BD
SwEVH12 TADBT—2]2 IHEEBICRTEIALEIMEELHY ET,

o HRRELEFIE:

1. [#BE]% 7 MCUMPU LB TP VT FED MCUMPU ERES TPV E#EIR (BITIERX
Family, TSIP) %3&4R

MCU/MPUXEES T3 : |RX Family, TSIP w

E7Y 331c £ OMCUEEEMPUEZRLT SN

7.2 [BtE]42 7 MCU/MPU ¢SS T 2P RX Family, TSIP %3%4R

2. BOSYEVTIZ TADBOEBES2 7T, FHT HEDIEEEEIR, (HITIX RSA 2048bits,
public Z:&iR)

BNESE @7-4
DLM/AL DLIM-SSD () AES 128 bits O ARC4
R ORSA 2048 bits, public ~| OToes
OEM Root public  secp236r1, public OEcC cecp256r1, public ChaCha20-Poly1305
CHMAC HMAC-SHA2-256

7.3 BOSYELY14 T [BOFELE]S T RSA 2048bits, public Z:#EiR

3. [BE]27J MCUMPU LEEBT VD UERULET, (BITIE RX Family, TSIP Lite Z3%E1R)

MCU/MPUREES T3 | RX Family, TSIP Lite w

S99 S OMCUEREIMPUEERLT S

74  [#E]%2 7 MCU/MPU LRSS T2 P> RX Family, TSIP Lite % 3%iR

R20UT5349JJ0112 Rev.1.12 RENESAS Page 213 of 232
Sep.30.26




Security Key Management Tool 7. FEREIE

4. [BOSYELYE2 THADOROIEE]SY J(& AES 128bits NBIREN TS A, [BT—H]12 TDE
RlE. RSA NEABRDAHNRTRIZH S,

BDESE g7-5
DLM/AL ALZ_KEY OAES 128 bits v ARC4
O KUK (ORSA 2048 bits, public TDES
() OEM Root public (O ECC secp256rl, public ChaCha20-Poly1305
OHMAC HMAC-SHA2-256
goEs &7
O 71l 8.
O Fx7-5 00112233445566778899AABBCCDDEEFFO01122334455667 78899AABBCCDDEEFF

00112233445 ABBCCDDEEFF0O01122334455 Z99AABBCCDDEEFF |
00112233445 ABBCCDDEEFFO01122334455 520AABBCCDDEEFF
00112233445566778899AABBCCDDEEFFD0112233445566778899AABBCCDDEEFF

10001

75 [BOSYELUH14 T [ROELE S T AES 128bit [T —42]% J1& RSA public D A AKT

o [EIMEEK :
AEZNRE LI5S, BOSYELYT 2 TADRBOEES I THEATIROEEEEVLET L.
BT—42]12 TORTRIPEEICRYET, AES Z:B2IRL =B EIX., —EhOBOEFEERIR%. AES &
BIRLEBTERBT—H12 TORTA. EBIZRYVET,
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8. g%

81 SA4EVA
RKYITEYz7THEALTWEA—TUY—R54TSUDSA LV RELUTITRLETS,

(a) .NET

A 7 ;b 7IENET Foundation®4A— 7>V —XY 27 bz 7 NETEFEARALTWET,
NETDSA U RIFLUTEISELEE,
.NET License :

https://github.com/dotnet/runtime/blob/main/LICENSE.TXT

https://github.com/dotnet/blazor/blob/master/LICENSE.txt
.NET Foundation :

https://dotnetfoundation.org/

(b) Inno Setup

KY T k7 DOwindowshkD A > R b—F(&Inno SetupZEHA L THER L TLVET,
Inno Setup DA LV RIFUTEITSHECIZELY,
Inno Setup License :
https://irsoftware.org/files/is/license.ixt
Inno Setup :
https://jrsoftware.org/isinfo.php

(c) NSec

AKY T bz 7DEA25519DBEMMEEIX. NSecT /4 TS U EFRLTWLWET,
NSec DS A U RIFLUTH#TSBCIEELY,
NSec License :

https://nsec.rocks/license
NSec :
https://nsec.rocks/

(d) Bouncy Castle

A7 k7 DmacOSkiiMencsfpa ¥ > K TIlLBouncy CastleZ# R L TLVET,
Bouncy Castle DS54 £V R FUTETSBLEEELY,
Bouncy Castle License :
https://www.bouncycastle.org/about/license
Bouncy Castle :
https://www.bouncycastle.org/
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Security Key Management Tool

8. {I&k

8.2 Renesas File Key Format

8.2.1 TE¥FARITIA—<T v bk
% 8-1Renesas File Key Format T¥X k74—< v b
ltem Specification
XFF| ASCII
(Unicode 4> multi-byte character (X{EFATEEHA)
EHXF TAB(0x09) / Space(0x20)
1ITORRNA bR 80 bytes
#Fa— K CRLF(0x0D,0x0A) / CR(0xOD) / LF(0x0A)
Base64 Chars = Alpha / Digit / "+" / "/"
Pad = "="
Line length = 64 chars (BR#&1T1E& <)
8.2.2 T7ANLDT—2EE

T7ANDT—REUTOIERNLEREIAETS,

<Header>
<Base64Lines>

<Footer>

<Header> & <Footer> EEXF35ITY .
Header = "-----BEGIN RENESAS KEY-----"
Footer = "-----END RENESAS KEY-----"

<Base64Lines> (£ 4)TRENDIBET—FD/NAF ) T—4 % Basebd T LI-XFITT, 7vI2—%D

T, ATIFERLES,

8.2.3 77 4 IILDHLERF

" . rkey"
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8.24 BT—4

8.2.4.1 Bis
BT—R(ELUTOEEL YA XZRYET, T—4 & big-endian LU T,

% 8-2 Renesas File Key Format #57—4 &

Name Type Size Description
Magic code Char[4] 4 Bytes "REK1"
Suite Version Integer 4 Bytes T—RIT+—Iy b= 32 1
Reserved Byte[7] 7 Bytes 0
Key Type Byte 1 Bytes [DLM ##]
0
[1—48§2]
Keytype 1B

(Keytype {E[% 4.5.2keytype 4 7T 3 & SE)
Encrypted Key Size Integer 4 Bytes "Encrypted Key" ( = N bytes)®H 1 X

Byte[36] | 36 Bytes | Renesas DLM H—/A—m 5k ffEhd W-UFPK 7 7 A JLOD{E

W-UFPK BHID4/34 ~IFshared key number
%Y D 32 /84 +HYWUFPK &
v Byte[16] | 16 Bytes | A—H &5 v T3 5L EITFERALIZEIEAY 4
Encrypted Key Byte[N] | NBytes | UFPK T3 v JLfza—+# L MAC B
Data CRC Byte[4] 4 Bytes T—4X M CRC-32 jHHEE

#)4AfE = OXFFFFFFFF
Magic number = 0x04C11DB7
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8.2.5 Encrypted Key 5tE&E

A—HEEZUFPKE LLIFKUKTS v 735 L EDESIE EMACERIZUTORXTITLET,

RAZ7 3 1), RXZ7 2 1), Synergy Platform®Encrypted Keyst &=

uint32 t i = 0;

uint32 t n = User key byte size;

uint8 t IV[16]; // Iitial Vector (128bits)

uint8 t CBCKey[16] = UFPK[0:15] or KUK[0:15]; // CBCKEY in either UFPK or KUK
uint8 t CBCMACKey[l1l6] = UFPK[16:31] or KUK[16:31]; // CBCMACKEY in either UFPK or KUK
uint8 t User Key[n]; // Plain text User key

uint8 t MAC[1l6] = {0};

uint32 t encrypted key[n]; // Encrypted Key

for (i = 0; 1 < n; i1 += 16)
{
MAC[0:15] =
AES128-Enc (CBCMACkey[0: 15], xor lébyte(User Key[i: i+15], MAC[O0: 15]));
encrypted key[i: i+15] =
AES128-Enc (CBCkey[0: 157, xor lé6byte (User Key [i: i+15], IV[0: 15]));
IV[0: 15] = encrypted key [i: i+15];
}
encrypted key[i: +15] = AES128-Enc(CBCkey[0: 15], xor lébyte(MAC[O0: 15], IV[0: 15]));

*: AES128-Enc()l&. AES ECB £—F # K 128bit DEESILERLET
5% BERICERT SR FI518: BT EIFEXT—4

RZ7 7 2 ) ®Encrypted Keyit &=

uint32 t n = User key byte size;

uint8 t IV[16]; // Initial Vector (128bits)
uint8 t CBCKey[16] = UFPK[0:15] or KUK[0:15]; // CBCKEY in either UFPK or KUK
uint8 t CMACKey[16] = UFPK[16:31] or KUK[16:31]; // CMACKEY in either UFPK or KUK
uint8 t User Key[n]; // Plain text User key

uint8 t MAC[le] = {0};

uint32 t encrypted key[n]; // Encrypted Key

MAC[0:15] = AES128-CMAC (CMACkey[0: 15], User Key[0: n-1]); *1

encrypted key[0: n-1] = AES128-CBC(CBCkey[0: 15], IV[0: 15], User Key[O: n-1]); *2
encrypted key[n: n+15] = MAC[0:15];

*1 : AES128-CMAC()I&. #E& 128bit ® AESCMAC £RiEEEZRLET,
518 SR, £I518: TXT—4

*2 1 AES128-CBC()I%. # & 128bit ® AES CBC 5SS LEEERLZEY .
5% BEESEE. F£518 : Initial Vector £=51%: TXT—4
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8.3 Secure Factory Programming File Format

8.3.1 T7A4ILTA—< vk

TLV 7 4 —IL RSN DOEFERGE EEMT S [Pre-Data 74 —IL K] . TLV 7 4 —IL FDHY A X%
95 [TLVLength 74 —JL K] | BEHILT—2 #4&#MT 5 [TLV(Type-Length-Value)Z7 4 —JL Kl THE S
NBNLFYIT7A4ILTT,

[Pre-Data Field)] £ MCUMPU IZ& 2T 74N T+—< v bHNELZYFET, £D MCUMPURED T
FANLITA—T v MZHEEZMER 8-3FSBL T,
T—#4 & Big-Endian QiU TT—2 #EBRELF T,

% 8-3 MCU/MPU & Pre-Data Field %t i3

Format Version MCU/MPU Format Image
VA1 RA8D1_M1_T1, RABE1_E2 8.1
V2 RA8D2_M2_T2_P1, RA6B1_U1, RA4L1, RA4C1, X 8.2
RX74M_N

Header(268byte) — Header Field

-------------------- TLV length(4byte) — TLV Length Field

TLV1(variable length)

TLV2(variable length)
TLV
> Length TLV3(variable length) —  TLVField
TLV N(variable length)
v

81 VIZH&—TybfA—CF
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Header(92byte)

Parameter(60byte)

................... DLM_AL Key length(4byte)

DIM ATA
Key DLM_AL Key(variable length)
Length v
Nonce and MAC for encrypted user data(28byte)

.................... TLV length(4byte)

— Pre-Data Field

TLV1(variable length)

TLV2(variable length)
TLV
“=-% Length TLV3(variable length) —  TLVField

TLV N(variable length)

A 4

8.2 V2 74—y b A—DE
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8.3.1.1

Pre-Data 7 4 —JL F

(1) V1 274+—<v b®D Pre-Data 714 —JL K
V1 7+—< v kO Pre-Data 7 1 —JL Fl&, BEHIEHRZHMT 5 268byte DEIERT 1« —IL K TT,

& 8-4V1 74—< vy kD Pre-Data 74 —JL F

Field Size Description
[byte]

Magic 4 BEDI VI F2N\—Tsfpr’®d ASCIl a— FZHFEEL
4byte B THR L f="0x73667072"%HKRET D

Version 4 T+—Iv b= 3 >
E47 2byte A v —/"\—2 3 > THL2byte BT A F—/N\
—2avERY
V.1.00 TIX"0x00010000" % K%ET %,

W-UFPK 36 Renesas DLM H—/\—M 53EF S5 W-UFPK 7 7 1 )LD
E
=D 4 /34 kIF shared key number
YD 3284 FHWUFPK {E

Initialization Vector used for 16 A—HTOTSLELUIT/INS A —2DESLICERL -8

encrypting ENKY (Encryption Key)& 5 v 73 5 & EIERALIMEERY &

ENKY 32 Encryption key # UFPK TS v JLf=T—%

Nonce used for encrypting 12 ING A= EBELTHEEIZFERALIz Nonce T—4

parameters

Encrypted Parameter 16 INT A —%{E% Encryption key THS{ELI=T—4%

MAC for Encrypted Parameter | 16 INT A—7A{E% Encryption key THES{L LIz& FICER SN
% MAC {E

Reserved 3 OxFF

Encrypted AL2 Key Enable 1 Initialization Vector for used encrypted AL2 Key 7 « —JL K &
Encrypted AL2 Key with MAC 7 4 —JL KOESEHN 755
0: #&%h
ThUs - B

Initial Vector used for 16 AL2 Key BESLEFICER L1 IV {E

encrypting AL2 Key

Encrypted AL2 Key 32 AL2 Key # UFPK THEB{E L7=T—% +MAC f&

Reserved 3 OxFF

Fixed Value 1 0x00

Reserved 48 OxFF

Nonce used for encrypting user | 12 A—H OS5 LERESETHEEERLT- Nonce {E

data

MAC for encrypted user data 16 A—4TOTSLEBEILTHEFICER SNz MAC (B
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(2) V22+—<w +® Pre-Data 7 1 —JL

V2 74#—< v kD Pre-Data 7 « —JL Ki&.Header, Parameter, DLM_AL key(DLM_AL key length Z&13).
Nonce and MAC for encrypted user data Z#&#13 %7 1+ —JL KT,
DLM_AL key [FRAIZER 7 4 —IL KT,

(@) Header 74 —IJL K

Header”Z « —JL KI&. Magic} > /73—, Version, W-UFPK, ENKY®DIV & ENKY T—4 #92byte DEE &K
J14—ILRTT,

Magic(4byte)

Format Version(4byte)

W-UFPK(36byte)

Initialization Vector used for encrypting ENKY(16byte)

ENKY(32byte)

X 8.3 V2 74—<w bk Header 74 —JL K

% 85V274+—<w bk Header 74 —JL K

Field Size Description
[byte]
Magic 4 BEDI OV IFIN\—Tsfpr'®d ASCIl a— FZFEEL
4byte BH TH L 1="0x73667072" % %X ET 5

Version 4 T+—<y bN\—23 >

E4I 2byte A D v —/N—2 3 > T 2byte BT A F—/\
—JavERYT

V.2.00 TIX"0x00020000" %X E T 5,

W-UFPK 36 Renesas DLM H—/\—Mm 5EF &b W-UFPK 7 7 1 )LD
fi&

=D 4 /134 kI shared key number

YD 32 /814 +HWUFPK fE

Initialization Vector used for 16 INTA—=E, Sy TEN=DLM ALBLSUIa—HTAY
encrypting ENKY S LDEEEIEIZERA L =8 (Encryption Key) &S5 v T35 5 L &
IZERA LIRS 4
ENKY 32 Encryption key # UFPK TS w 7 L1f=T—4%
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(b) Parameter 7 4 —JL K

ParameterZ « —JL K&, BES{t S f=Parameter/g#k. Parameterf S LB L /=Nonce & MAC'H
MEHIMNT 560byteDEIER 7 4 —IL KT,

Nonce used for encrypting parameters(12byte)

Encrypted Parameters(32byte)

MAC for Encrypted Parameter(16byte)

8.4 V2 24—<w b Parameter 7 1 —JL K

% 86V2 74—y bk Parameter 74 —JL K

Field Size Description
[byte]

Nonce used for encrypting 12 Parameter 1B Z &S 1L 9 % & FIZfEA L 7= Nonce

parameter /A9 % Nonce H* 11 /34 FDIBE. RED 1 /34 L2 OXFF
EANLET,

Encrypted Parameters 32 Encryption key TR &1k & f11= Parameter 153k

MAC for Encrypted Parameter | 16 Parameter 1§# % Encryption key BEB{E L1z& EICERK S
% MAC fi&

(c) DLM_ALKey 74 —JL K

DLM_AL Key 7 1 —JL Fl&. v F&htz DLM_AL # OISt T—4 (Encrypted DLM key data), 5 v 7
Shi- DLM_AL DS 1B D Nonce(Nonce used for encrypting DLM key data), MAC(MAC for Encrypting
DLM key data)Z#&# 9 51 ZER 7 1+ —IL FTY,

DLM_AL Key length [ DLM_AL Key 7 4 —JL FD/ A F I EF T 5 4byte DEER 7 4« —IL K TY,

Nonce used for encrypting DLM key data (12byte)

DLM_AL
iy KeyData DLM_AL Key(variable length)
Length

Encrypted DLM key data(variable length)

MAC for Encrypted DLM key data (16byte)

B85 V27#—<wv bk DLM ALKey 71—JLK
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%= 8-7V274+—<v ~ DLM_ALKey 71 —JL F

data

Field Size Description
[byte]
DLM_AL Key length 4 DLM_AL Key 7 4 —JL KD &E /A k44 X
Nonce used for encrypting 12 Zw JE Ntz DLM_AL DK S 1t 7— 4 (Encrypted DLM key
DLM key data data)ZF5E1bd % & E(ZfEM L 1= Nonce
A9 % Nonce A 11 /34 FDIFE. RED 1 /34 FIZ OxFF
FAHOLET,
Encrypted DLM key data AZER | Sy TENf=-DLM AL BOESLT—4
MAC for Encrypted DLM key 16 S v &Ntz DLM_AL B DIE S 1L T— 4% (Encrypted DLM key

data)# ST 5 & EIEA L= MAC

(d) Nonce and MAC for encrypted user data 7 « —JL

Nonce and MAC for encrypted user data 7 « —JL FlZ, 21— 7045 5 LDOKESILHFFIZEA L 1= Nonce &
AR ENT- MAC B3R £ 4&H8 9 % 28byte DEIER 74 —IL FTY,

Nonce used for encrypting user data(12byte)

MAC for Encrypted user data(16byte)

8.6

V2 7#—<v kb Nonce and MAC for encrypted user data 7 1 —JL

% 8-8V2 7+—< v k Nonce and MAC for encrypted user data 7 « —JL

Field Size Description
[byte]
Nonce used for encrypting user | 12 1—¥7075LEEEIET S E EFHEAL - Nonce fE
data M7 % Nonce H% 11 /3 L DIFE . RHED 1 /34 ~IZ OxXFF
FAHOLFET,
MAC for Encrypted user data 16 A—YTO0JSLERBIETHEEICERSINT MAC (B
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8.3.1.2 TLV Length 7 4 —JL

TLV Length (X TLV 7 4 —JL kDY 1 X& 5T % 4byte DEIER T+ —IL FTY,

% 8-9 Secure Factory Programming File Format TLV Length 7 4 —JL

Field Size [byte] Description

TLV Length 4 TLV 74 =L FOEF/NA b4 X

8.3.1.3 TLV Z4—JL K

TLVIEZ. UTFTOWWIThHhDIEZType-Length-Valuele X THRET ALK T4 —IL KT,
> Encrypted User Program(l St a =T AT S L)

TLVD 74—< v F%#E 8.7TLV formatlZ.R L E T,

32bit

8bit 8bit 8bit 8bit

X 8.7 TLV format

% 8-10 Secure Factory Programming TLV Format

Field Size [byte] Description

Type & Length 4 Value M#E 7 & U word(32bit) 44 X

Value AER 84 TBODT—4

(Length (& word ¥ X$EED =)

H4 X& Length THRESN-ED 4 ELLD
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(1) Type&Length 71 —)L KDEEHE
Type&LengthZ « —JL KIE32bitDEY b7 4 —IL K TEZELE T,

% 8-11 Secure Factory Programming TLV Format Type&Length 7 1+ —JL K

Field Bit Field Size(bit) | Bit position Description

Type Class 4 31:28 Value® 5 %8

bit31 28
0000 :Encrypted User Data
et (EFH9
<Class unique> 4 27:24 ClassBMD 7 1« —JU F(EEMAIL A& &)

Length word size 24 23:0 Value®word# 4 X(1word = 4byte)

[{E]0~16,777,215

(2) Class ® Unique 7 1 —JL K
Class&MClass unique 7 4 —JL FDIEIZ DWWV TEHRBALF T,

% 8-12 Secure Factory Programming TLV Format

Class 7 4 —JL KH' [Encrypted User Datal] ®i54&

Bit Field Size (bit) Bit position Description
Use type 4 27:24 MASAT
[value]
bit27 24
0000 :Encrypted User Data

AL T

8.3.2 77 4 ILDILEF

n . Sfpll
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8.4  SEEIBAE / 0— FiEEAE

8.4.1 BEBAZ D 7AILTDA—< VY b

UTT—28EDNAF) IT7A4ILTY,
SHMAIL FSBL #ge £ HR— F LTS T /34 XD Hardware Manual # S B E &L,

= 8-13 IIBAZE T—42 74—V k

Field Size [byte] Description
Header Magic 4 0x6B657963
Manifest 4 0x00010000
Version
Flags 4 Reserved (0x00000000)
Reserved 20 Reserved (ALL 0)
TLV Length 4 BEAZED TLV Z4—ILFDT—2 /11 +E
0x000000AC
TLV ECC PUBKEY | Type&Length | 4 0x00088010
Value 64 /gencert /Joemroot_public & 73 3 V CIRE L 1=
OEM_BL #&:E/L— + B8
TLV KEYHASH Type&Length | 4 0x10144008
Value 32 /gencert /Joembl_public = 7Y 3 > T#E%E L 7= OEM
BL #REE /A BA# D SHA2-256 HASH
TLV Type&Length | 4 0x20088410
EXPECTED_SIG Value 64 Z41E
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8.4.2

UTT—4#EDNNAF Y T7A4ILTY,
ML FSBL #8e %5 /R— b LTULVE T /34 XD Hardware Manual # S B E S,

mode “signature’ CER SN S a— FEERRE T 7ML A —<T Y b

% 8-14 mode “signature’MZEN I — REAE T—4T7+—< v b

Field Size [byte] Description
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 /gencert /loadaddr 7 3 > T8 %E L 1= OEM BL Btk
7 ELR
Dest Addr 4 Igencert /loadaddr 72 3 > T8 L 7= OEM BL Fta
7 FLX
Image size | 4 Igencert /oembl_size - 7> 3 > THEE L 7= OEM BL #
4 X Joembl_size HIEEFIL. /cfsize ¥ T a &
loembl TAAENI=OEMBL 77/ LDV HETE LT
OEMBL #4 X
Image 4 Igencert ver A 7L 3 U THRE Lfz/\—2 3 U1ER
version
Build number | 4 Reserved (ALL 0)
TLV Length 4 O—REEBAEDTLY 74 —ILFDT—42 /1 bR
0x000000AC
TLV ECC PUBKEY | Type&Length | 4 0x01088010
Value 64 OEM_BL #&5E/L— ~2ABASE
TLV Type&Length | 4 0x40000001
EXPECTED_CRC | value 4 OEM BL 0 CRC32 {#&
TLV SIGNER_ID Type&Length | 4 0x10144008
Value 32 OEM BL #&E5E 2~ FABED SHA2-256 HASH f{iE
TLV Type&Length | 4 0x25088410
EXPECTED_SIG Value 64 A
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8.4.3

UTT—4#EDNNAF Y T7A4ILTY,
ML FSBL #8e %5 /R— b LTULVE T /34 XD Hardware Manual # S B E S,

mode ‘crc’ CTERESNSO— FEIBAE D 7ML+ —<T v k

% 8-15mode “crc’NIHFANI— REEHET—2 I+ —< v b+

Field Size [byte] Description
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 Igencert /loadaddr = 7 3 > C#§%E L = OEM BL B4
87 KL X
Dest Addr 4 Igencert /loadaddr = 7 3 > C#§%E L = OEM BL 4
7 KL R
Image size | 4 Igencert /Joembl_size = 7 3 > T#EE L = OEM BL
Y4 X Joembl_size HEEEF(E. /cfsize A T 3ok
loembl TAAENI=OEMBL 77/ /LMW HETE LT
OEMBL ¥4 X
Image 4 0
version
Build number | 4 Reserved (ALL 0)
TLV Length 4 O— REEAZEDTLY 24 —ILRODT—2 /131 +R
0x000000AC
TLV Type&Length | 4 0x40000001
EXPECTED_CRC | value 4 OEM BL ¢ CRC32 {&
TLV SIGNER_ID Type&Length | 4 0x10144008
Value 32 OEMBL ® CRC32fET FILL LE Y,
8.4.4 CRC32 mEt&E=

O — REEBAE® TLV EXPECTED_CRC O EMITFUTIZHAY EFT,

-CRC32 (x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5+ x4 + x2 + x + 1)

1A

27 MARA

AADbitEs : EL

HAbitREs : HY

#HE

BT

. OXFFFFFFFF

: OXxEDB88320(Bit revesed)

R20UT5349JJ0112 Rev.1.12

Sep.30.26

RENESAS

Page 229 of 232



Security Key Management Tool 8. fT#k

8.5 TSIP Update

8.5.1 1—5705 5 LDOEESIER
1—H70455LDOEEIEE MAC £RIFULTORXTITWLET,

uint32 t i = 0;

uint32 t n = User program byte size;

uint8 t IV[16] = IV[0:15]; // Initial Vector (128bit)
uint8 t IEkey[16] = Image Encryption Key[0:15];

uint8 t IEMACKey[l16] = Image Encryption Key[16:31];

uint8 t KEKey[16] = Key Encryption Key[0:15];

uint8 t User Program[n];

uint8 t MAC[le] = {0};

uint32 t encrypted user program[n]; // Encrypted user program

for (1 = 0; 1 < (n-16); 1 += 16)
{
MAC[0:15] =
AES128-Enc (IEMACkey[0: 15], xor lé6byte(User Program[i: i+15], MAC[O0: 15]));
encrypted user program[i: i+15] =
AES128-Enc (IEkey([0: 157, xor l6byte(User Program[i: i+15], IV[O0: 15]));
IV[0: 15] = encrypted user program[i: i+15];
}
encrypted user program[i: i+15]
= AES128-Enc (IEkey[0: 15], xor lébyte(MAC[O: 15], IV[O: 15]));
SessionKey0[0:15] = AES128-Enc (KEkey[0O: 15], IEKey[O0: 15]);
SessionKeyl[0:15] AES128-Enc (KEkey[0: 15], IEMACKey[O: 157]);

*: AES128-Enc()l&. AES ECB £—F # K 128bit DEESILERLET
E—5I%  BSERICERLEZE EI5H: TXT—4
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8.6 RA6B1/RABUT Ny & T+—T v b

RAGB1/RA6U1 [E) (112 RAG6B1/RA6U1 4 7% L < [X genhdr 237> KTlX., mode & 7 3 > & header #
T3 D#EAHAEDHE T, Product Header, Image Header, $#3IBAZ, O— FIIBAZZ 4L ET,
Ay S SAEEERT SEAEHLEIEIUTOEY TY,

% 8-16 mode, header ¥ 7L a v L EMT HA VA LIIRAE

A7 ay o e
mode header Product Header Image Header | B25EBAE O— FEERE
provisioning | sec_sign | - v v v
sec - v - -
app sec_sign | v/ v v v
sec 4 v - -
Vo HBD -HALGEN
8.6.1 Product Header
%% 8-17 Product Header
Field Value Size(byte)
Product Header Identifier “prod” 4
Active image pointer Image Header MBAE7 KL X 4
Update image pointer Image Header MBAE7 KL R 4
CRC Identifier A/ 5 Update image pointer & T® CRC-16- 2
CCITT f&  #1#AfiEI% 0x1021
Reserved 0 18
Product Header Identifier Product Header & & U1E 4
(backup) Active image pointer Product Header & & U1 4
Update image pointer Product Header & B U 4
CRC Product Header & @] U1 2
Reserved 0 18
8.6.2 Image Header
% 8-18 Image Header
Field Value Size(byte)
Image Header “imag” 4
Identifier
Version 0x00000000 4
ctmr reserved EEDT—R3EAND I EMNTESMHE 16
ctmrA 7 3 U CHRELKEEZAR
IVT offset Image Header m™ 5 IVT (Provisioning SW 725 A1 7 7 1 LD SEEE, 4
Application Firmware 72 5 IVT T EESN=7 FLR) E§TOA 7Y +
Y4 X
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8.6.3 BEIAE

x 8-19 BEIEAE

Field Value Size(byte)
Key Certification “kcer” 4
Identifier
Signature OEM Root Key #{f>T. $iIBIZE®D Key Cert Version h 5 OEM RoT Key 96
index ¥ CTHELIE
OEM RoT #1Z secp256r1 N EE S N1=HE. 64 /31 +HLIE(E 0 padding
Key Cert version 00.00.01.xx BNEE SNFET . xx [IBEFEHEDER THERAT S ECC HfRIZ & 4
STELYET,
secp384r1 MHAE 00
secp256r1 MHE 01
Code size value O— FIIBAZECTEERREL D TWE T 7—LI I TA A—DDINA b A 4
x
SHA384 of OEM mode “provisioning”Mi5& L. OEM Provisioning SW PK 48
Provisioning SW mode “app’DiFE (L. OEM BL PK
PK/OEM BL PK M SHA384 M/\y < a1 {E
OEM RoT Key REECEAT % OEM RoT Key DES 4
Index
8.6.4 O— RiEERE
% 8-20 O— RIS
Field Value Size(byte)
Code Certification “ccer” 4
Identifier
Signature O— FEEBAZE® Code Cert Version M 5§%4> Y & T + Application Firmware 96
IVT /5 Code Size F TOERE
OEM Provisioning SW # L < [& OEM BL PK [Z secp256r1 M EE S =15
&. 64 /84 B LEIE 0 padding
Code Cert version 00.00.01.xx NRESNFET, xx [da— FIIBAZNER THEAT % ECC BhfR 4
[C&->TEDLYFET,
secp384r1 MiHE 00
secp256r1 MZE 01
OEM Provisioning mode “provisioning” M5 & L. OEM PROV Key M\ B 96
SW / OEM BL PK mode “app’ M5B k. OEM BL Key /AR
FW version Application Firmware M/3\—> 3 > 4
mode “provisioning’Mi5&. A Field [EH Y FH A,
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Rev.

®1TH

HETAE

.
I
\

KAk

1.00

Dec.28.21

R FE1T

1.01

Mar.31.22

3 GUI #8EERBABED
5 GUI §iBAEsE
6 GUI 1A %KIBRC

1.02

Jun.30.22

451 mcu 4 7L 3> RA-SCE5_B B
4532 Z74ILAA pem 77 AL B0
5.2.1 Linux ik GUI FRBDOFERAE R

1.03

Dec.29.22

5.2 e?studio plugin ki EtBAIBE
f18% Renesas Key File Format ;&3¢

1.04

Sep.29.23

3.7 [TSIP UPDATE]%# 7 &/

451 mcu 7 3> RE-TSIPLite Bk
46enctsipav> K +#FL 3> BM

4.7 calcresponse AY Y K A7 a3y B

1.05

Dec.22.23

1.5 ¥ To#8E B

3.8 [FSBL]Z 7 &M

3.9 [DOTF]% 7 &N

3.10 [SFP]% 7 BN

4.7gencert avX K A7 ar B
48encdotf v K #FL 3> BM

49encsfp av U R A7 3> BM

6.5 FSBL $RIIBAE/0— FEEBAZ LR AR BMm
6.6 Decryption On-The-Fly D{#EE A% &M

6.7 Secure Factory Programming O {E 5% B0

1.06

Mar.29.24

P.26
P.50
P.52
P.88
P.100

P.104

P.107

2.2.2 e2studio ENfEREIR/N—T 3 > 2024-01 ZEE
3.7.3 BE51L 9 S EHO LRIX 8MB B
376 RSUA Y S Ver2 #i5E0Hs £&F

46verAF 3> 2 BN
HBEBIX 2 1ZEE
endaddr 77> 3 > BEELBEOY A XD LR
462 ver£ 73> RSUAYH V1
Sequence Number [EEIZ 1 B1E
Execution Address EZE{E OxFFFEFFFC &
RSU A4 V2 BN
4.7verZ+ 7T ar 1~4,294,967,295 THEE AT

4.53.2 pem 7 7 4 LY R— FIERFREIZ RSA-2048-public-TLS 1870

(& 8MB iBiE

B




Rev. F¥47H BETAR
R— R"A 2k
1.07 Aug.30.24 P.5 FAEE Encrypted KUK ;&1
P.11 | 1.2 & 1-1 RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L 3&#n
P.25 | 2.1.1 & 2-1 RX RSIP-E11A RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L 3&#n
P.26 | 2.1.2 & 2-2 RXRSIP-E11A RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L 3&#n
P.34 | 2.2.2 ®tis OS Ubuntu 22.04 LTS, macOS14 B0
e2studio B)fERESR/N—2 3> 2024-07 B
P40 |3.6.2 % 3-6 macOS BrMD;I=F1E B
P.47 |3.6.5 % 3-8 &M
P.49 | 3.7 TSIP UPDATE — TSIP Update # J&ZHE
P.63 |3.9DOTF — DOTF/OTFD # J&%E
P.69 |3.10 % 3-12 “OEM PLO with AL2_KEY and AL1_KEY” Hilf&
EEBEER
P.74 |3.10.5 FE$IE BF
P.78 |4.5genkey AT 3>
fileadd 77> a >, bswap # 7 3 BN
P.81 | 4.51 % 4-8 RXRSIP-E11A RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L 3&#n
P.88 |4.53.1 &£4-44Qx — Qy {&IF
P.90 |4.53.2 % 4-54 macOS B:DXEEE B
P.92 |4.53.3 £4-55macOS BrMD;IEEE B
P.101 | 4.5.5fileadd =7 3> &0
4.56bswap A7 3> BN
P.119 | 49all_key + 7> a VK
~121
P122 1492 % 4-91 OEM_PLO_AL2 1 A&
P27 | 5112CLIKRD 7 7 1 ILFERLZER DLL 7 7 1 JLHIBR
P.130 | 5.1.3 macOS kx BN
~131
P76 | 7.3 macOS bk e2studio plugin {E DI ESIE B
P76 | 74 macOS B TEEIE B
~177
Appendix
li‘j 17789 Renes:{s File Key Ff)rn]at
a1—HH BESERER
P.187

TSIP Update
aA—¥7045 5 LESEXEMN




Rev. F¥47H HETHE
R— KA b
1.08 Feb.19.25 P.1 SRBASCIZ RSIP-Exxx &/
P.25,26 | & 2-1,% 2-2 RSIP-E11A PM, CM ;&0
P27 |222 V7 rUzT7RE BH
P.39 3.6.2.1 & 3-6 Ed25519 &M
P48 |3.7 ®3.16 B#H
P.51 3.73 X319 E#
P.52 3.74 X320 EFf
Flash &% 3A&4Y 4 X, Data Flash ;&0
P.67 |3.10 K 3.35 B#
P.68 %= 3713 :8m
P.69 % 3-14 DPL with SECDBG_KEY and NONSECDBG_KEY 3iE/n
pP.72 3.10.3 X 3.38 E#r
IV(AL/DLM #2) 3&hn
P.73 3.10.4 AL2_KEY -> AL2 KEY/SECDBG KEY #J %Z &
P.74 3.10.5 AL1_KEY -> AL1_KEY/NONSECDBG _KEY #J £ &
P.75 | 3.10.6 Boundary % 7 &N
P.76 3107 [NERT Sy a AEYEEESZ T B
P.78 | 4.2 % 4-3 Renesa Partition Data File &0
P.83 |4.5.1 % 4-8 RSIP-E11A PM, CM iB/n
P92 | 4.5.3.2 % 4-54 Ed25519 &N
P.94 |4.5.3.3 % 4-55 Ed25519 ;BN
P.104 |4.5.7 % 4-73 Ed25519 &0
P.105 |4.6 % 4-74 flash_wsize. df ena 4+ 7 3 »iEM
P.107 |46AverA T3y J7AILT+—< v FOFRAESH
P.113 |4.6.5df enad 7 3> BN
P.122 | 4.9 macOS [B8¥ 5 BRI Hlkk
~124 %= 4-89 nonce_key, secdbgkey, nonsecdbgkey, iv_secdbgkey,
iv_nonsecdbgkey, output_secdbgkey, output_nonsecdbgkey 1B/l
P.126 | 4.9.1 & 4-92 RA8x1 — RA8D1 M1 T1 £ &
RA4L1 BN
% 4-93 DPL_SEC_NONSECDBG 3&/n
& 4-94 &M
p.183, | 7576 IS ERE
184
P.185 |8.41tk EHEHOZEE
~200 8.1 NSec, Bouncy Castle &N

8.2 Format Version 2 &0




Rev. *17H WETAE
R— KA b
1.09 Jul.1.25 P25 |21 %21, &2-2
P.26 RA Family RSIP-E50D Security Function and Protected Mode.
RSIP-E50D Compatibility Mode &0
p27 |2.2.2 %t OS Windows11, Ubuntu 24.04 LTS i&/0
Ubuntu 20.04 LTS #ilE&
VI rOT7RE B
P.35 | 3.6 ChaCha20-Poly1305 ;&N
P39 |3.6.1 %35
SHA3-HMAC-224, SHA3-HMAC-256, SHA3-HMAC-384, SHA3-HMAC-512 &1
P.59 | 3.8.2 Measurement Report ZHi 1 #iB0
P69 |3.10 5 3-13 RASD2/M2/T2/P1 i&n
P.70 = 3-14 OEM PLO with AL2_KEY and AL1_KEY 31B/0
P.76 |3.10.6 &EAF T a v Hik
P84 |4.5.1 % 4-8 RA-RSIP-E50D, RA-RSIP-E50D-CM &N
p.8s |4.5.2 &4-13
HMAC-SHA3-224, HMAC-SHA3-256, HMAC-SHA3-384, HMAC-SHA3-512 1B/
pg7 | & 4-16 ChaCha20-Poly1305 ;&M
P.91 4531
& 4-47 HMAC-SHA3-224 &1
& 4-48 HMAC-SHA3-256 &1
& 4-49 HMAC-SHA3-384 &1
% 4-50 HMAC-SHA3-512 1B
P92 | 3 4-53 ChaCha20-Poly1305 &0
P102 |4.5.4 % 4-69
HMAC-SHA3-224, HMAC-SHA3-256, HMAC-SHA3-384, HMAC-SHA3-512 1B/
P.103 | & 4-72 ChaCha20-Poly1305 &N
P.106 |4.6 % 4-77 motoffset = 72 3 i8N
P.110 |4.6.1.2 EiBAX motoffset &~ 7 3 » DEREAENN
P.115 |4.7 % 4-85 measurement_report 74 72 3 BN
P 127 |4.9.1 % 4-96 RABD2_M2_T2_P1 i&hm
4.9.2 % 4-97 OEM_PLO_AL2_ 1 &/
% 4-98 OEM_PLO_AL2 1 3&#n
p184, |76 2B F7OUERE L <IE e2studio Plugin Hi[SFP1% 7 77 4 LB EE O
185 RE1E HIk
7.6 Standalone i, Plugin ik #1E4 7T MCU/MPU ,EREE T U U EEBHDE
EFEIE B
8.3.1 % 8-3 RA8D2_M2_T2_P1 &
1.10 Aug.06.25 P.25 2.1 £2-1, £2-2
P.26 RA Family RSIP-E31A Security Function and Protected Mode.
RSIP-E31A Compatibility Mode iEj0
P25 |2.1 % 2-1 RA Family SCE5_B KUK H7R— #llf&
P.70 3.10 X 3-13 RA4C1 &/n
P.84 4.5.1 & 4-8 RARSIP-E31A . RA RSIP-E31A-CM BN
P.127 | 4.9.1 & 4-96, & 4-98 RA4C1 &0
P184 |7.5 EEMEE
pP.185 | 7.5.2 RABD1/RA8M1/RA8T1 0 Secure Factory Programming #&ETHERT 51 A
—UHESLICET 5EESEIE Em
p.193 |8.3.1 & 8-3 RA4C1 BN

P.195

8.3.1.1 &®8-4192 /34 +FH 0x00 EEIEIZCEE




Rev. %178 HETNE
R— KA b
1.11 Nov.28 25 P.27 |2.2.2 %t OS Windows10 Al
e2studio M/\— 3 VEH{
P.30 |3.21[AJFA..]. [RT#T] BN
322[RT—8 RV ) 7] SRAEH
[A7 Y FSA U ERRT D] BN
P31 |324 RAT—BRZAJ 42Kk &M
P.60 |3.8.2 X 324 EH HEIBAE L 20— FEEEAE ITHABHEM
- 7.5.2 RA8D1/RABM1/RA8T1 M Secure Factory Programming #8E CEHR T 54 A
—UIESLICET HFBEEE HE
1.12 Sep.30.26 AKFEFXaA2 DR A MIL% Software Manual ZEICER
P.25,27, | 21 & 21, %22, £23
28 RA Family RSIP-E31B Security Function and Protected Mode.
RSIP-E31B Compatibility Mode
RX Family RSIP-E50D Security Function and Protected Mode.
RSIP-E50D Compatibility Mode
RZ Family RZ/T2N 3&7n
p.40, |3.6.1 % 3-2 256bits, DOTF &0
P.42 % 3-6 BN
p57 | 3.7.5Key Encryption Key 77 1 JLAAIZHE
P.59.69 | 3.8 OEM Bootloader Endian 8% 18 B i& /N
P.68 393 BRIETE #HA FH
P.68 3.9.4 No(2) &iBH E#r
V274 LEHNT S EM
P.70,71 | 3.10 Endian %EIEE &M
P.72 5 3-14 RA6B1/RABU1, RABE1/E2, RX74M/N &N
pg1 |3.11[RA6B1/RABU1]%Z T &M
P89 |42 % 4-2genhdri&m
po5 |4.5.1 & 4-8 RARSIP-E31B . RA RSIP-E31B-CM,
RX-RSIP-E50D. RX-RSIP-E50D-CM
RZ-T2N ;&
P.96 4.5.2 & 4-10 AES-256-DOTF &R
P.o8 5= 4-17 OEM_ROOT_PK_SECP256R1_RA_WIRELESS
OEM_ROOT_PK_SECP384R1_RA_WIRELESS &N
4521 AES-256-DOTF 4+ 7> 3 > 8
p101 | 453 %z 4-38 OEM_ROOT_PK_SECP256R1_RA_WIRELESS ;&
% 4-40 OEM_ROOT_PK_SECP384R1_RA_WIRELESS ;&N
P 104 4532 % 4-56 /N F ) T 7 A JLYEERF *.bin BN
P 104 4.5.3.2 5 4-57,
P.106 4.5.3.3 % 4-58,
P.114 4544 % 4-74,
P 116 457 & 4-76

OEM_ROOT_PK_SECP256R1_RA_WIRELESS
OEM_ROOT_PK_SECP384R1_RA_WIRELESS &N




P.117
P.127
P.128
P.131
P.132
P.133
P.134
P.135
P.137
P.138
P.140
P.141
P.142
P.144
P.145
P.204
P.212
P.218

P.219
pP.228
P.231

4.6 & 4-78 enckey 77 A ILAAIZH S
4.7 & 4-87 oembl_endian =7 3 > B
4.7.2 oembl_endian 7 3> ZBN
4.8 % 4-90 nonce EtBA EH
£ 4-91 dotftype, iv_tlv_output = 7 3 BN
4.8.3 dotftype =7 3 > BN
4.8.4iv tlv output =7 a3 > BHD
4.9 & 4-98 nonce_trn, nonce_prg, nonce_key EtBAER
% 4-100 num_al2key. num_allkey A 7L 3 > B0
% 4-101 endian 7> 3 > BN
4.91 % 4-102,4.9.2 % 4-104 RX74M_N, RASE1_E2, RA6B1_U1 &
4.9.3 nonce_trn, nonce_prg, nonce_key -7 3 > BN
4.9.5boundary & 7 3 > B EBH
4.9.7 num_al2key/num_allkey 7> 3> ZFBM
410genhdrA 7L 3> &M
6.8 Example 8 — RA for Wireless ~w Z £ A% BN
7.5.1 HIREBEDHABIE
8.2.5+RZ 77 = ') M Encrypted Key &=
AES128-CMAC() BI#D IV ZTRED - HHIkK
8.3.1 & 8-3 RA8BE1_E2 RA6B1_U1, RX74M_N &N
8.4.2 3 8-14 TLV ECC PUBKEY Type&Length 0x00088010 — 0x01088010
8.6 RA6B1/RA6B1 Ny & T4+ —< v k &M

ETIE
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