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A 3-20 [N Hbhk i BET =

Ime g WA
(1M MEFEFIR/MEFZRLE | IEEEBEIRE PR E R mot XERNMMNETEE., RAMEZETLEN 8 MB,

bk

() Nz B {850 i pth 1t

FERIH SR 9 MOT BY, 48 TE I A0 %8 B 4 BR G B it

(3) Flash Write Size | s iNBEEAST,

LL 16 FHABAMIEEKXR/D,

(4) Data Flash AL E R B EH S D B & MEURINE SR RN H E X,
BZER, 5% 311 HENEFKE.
& 3-12 Data Flash iR &,
ERIER Btz
Add

FEGEGHEENFRERMBEHX 4P, BWHER 2% Factory

Programming B AT %1%,

Encrypt and append

INZE BB RN F IR S AN X5 ; ¥ RSU Header Ver 2 7]

.
Do not add B3 HH S £ 7R B 8 44 B4 KR IR 77 204E
R20UT5349CJ0112 hA 1.12 RENESAS 2 52 Ui, 4L 227 W
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3.75 [Image Encryption Key]it i<
T e v (o] o A B S5l 1 2 EH i

RSURL INEdhhbsiEg Image Encryption Key  fsmEv

Key Encryption Key

(1) = (2)
O BA3CE4A B 00112233445566778899AABECCDDEEFF (3)

(4) -»> g;;fgiﬁ (3273, REHEXREA) I
(5) * 00112233445566778899AABBCCDDEEFFO01 122334455667 78899AABBCCDDEEFF
B 3-21 [Image Encryption Key]i& i+
I InH 5iEA
(1) ﬁg Encryption | t55F FAF $# 5 E #BEME S (Image Encryption Key) BI%4H,
PR X BT 7 (2) PIEEEBHE.
5 BAX®A B T (3) PRIAMTAESIRERERR.
) X TE()PIERSEET, BIEEZHEMZESR (Key Encryption Key) BIZEEE 4,
AMEE WIS —HEIX M, BEXHT BA* . keyo
) X E4A INRAE()PIERET AXER, BUH/OHH . KIFEFTFELBA Key
Encryption Key BJZZ 5B %#E .
(4) Image eI Bl 4B G  E 5BE
Encryption Key X .
s =t R ERMAEE i R ENENREERTREERER,
R EFRIEEME AT - SERAEG)PREIAR 16 HHIIE,
(®) EREENE TE(4)FiEE EREENE Y, FERLMRANEBENNEER, B 16 #
#, Kif HEX #I A,
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3.7.6 [V T

EllE =1\

|4-Q)

B 3-22 [IVBET+

R IHE 88

) | IVEgER RN E R B 5 PR RO A BA ) B ME

YIRS RRENSUE BY - (5 T ERELEIEE RITBEE R IV,

$Ei% BEIETERE BY - SEARTEQ)PEIAL 16 HEHIEKIE.

(2) | EREEmE ()R SEREENE BT RS A BB 0w E 4 BERT s #) 14
mE, B 16 #H, K HEX XA,

3.7.7 it
FEAT, 8% B Sc .

ik
(1) =p Eﬁ; —i#5 vlsx#: .. |<—(2)
E 3-23 #H
wme i< =l
(1) B R EEH AR
ARARKBESE X 3-13,
(2) X IRERH XL FERE,

% 3-13 WK

IR E il
g B RSU SUSFRSLAY Z 6 304
RSU X7 $iE 5 5 A“Secure Update’Bf F AT LIE TE o
Motorola +7<ifH4i i H Motorola + 753044,
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3.8 [FSBLI&E
FEAIEIR A, ALl RO 58— B BES| IR Fr (FSBL) ZHRE RS FL 1 e 1 (X 3% SIE 15 A GRS IE S .

(1) B HESNMETINSHEN, ATESAIETHRERA(ER GIOMISIRES) TR/
ﬁ%ﬁﬁﬁ%%ﬁ;ﬁ%#&%ﬁ%ﬁﬁﬁiﬁ,

(1) = bevizizms s - ... |

(2)=p- -

— | —w

EM Bootloader Endian:
R et =
(3) =pp O CRC
PR OEMIEE;R OEM3|SIlEERE

{55RjFFEA it (hex) @ 02000000
EHRNERN 2MB .
GNEEEEEAT®RE FHEET—THHRT)

Little

M RARE -

QEME | S Mg ERFFI
(O) mp | O =ititE

O Zzgi (hex)
LHiEn SRS

-l

EIEES : S,

IECNSEE e

(6) =» gt

& 3-24 [FSBLIEW+
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Re Bil=] izl
(1 OEM 5| SmEFEF g {8 FSBL IGUEXSR A OEM 5| SN FE F#J Motorola Hex 3X#,
(2) | OEM Bootloader Endian | #§EZi Al OEM_BL MFT5/% (Little = Big)

Q) | wREWIEAE B2 - E£HEA ECDSA B4 MRISEBMEITES.,
CRC : £ {# A CRC 1T SIIEFr ZRURIGIES.,
HEIEESE 3.8.1 HREBITAE.,

(4) | BRBARA EREWTA R PERESL, EERIDERHITHN OEM 51Sm
HIEFHRA,
() | GEH] GEBIEIR+ - 552 OEM BISMBHERFER. FPTEBHMAGIERY
[OEM R #$A] 4,
[OEM B1SmLFEFHEA] | [OEM BRFBANEIT-RH[OEM 5| SmEKEF &AL+
TR R ERERIES PSR S 2N, BHATHELR.

HEGEBIERRAIERE, BB 3.8.2 [ERIEI .

# *[OEM B FEFIETF M0iEE, B50H 3.8.3 [OEM R Z AL

-EO

HX[OEM 3| SR FERIERHIFIE 555 3.8.4 [OEM 5| %
DREHRE P 5 Rk IR

o

(6) 4R &R (4) P HEERNZPIEB R ABIER,
R20UT5349CJ0112  ffids 1.12 RENESAS 9 56 T, 3t 227
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3.8.1 I R I TV
7€ OEM3| AL 5 I B IE 77V -

wERITAR:

A 3-25 ERAE AT

) IRE 5i8A
=
M | &% (% FAIERE OEM 3|2 aE4sa (OEM 3I1SMmEiERF%4E) FIERA OEM 3|

SMFRFEANEZE (OEMBER) . £RBFIERMRDIER.
PR R AR, BEM[OEM BEHNENRIGA OEM 1BZELH, M[OEM 5|SmzE
BEFAPEIRHA OEM 51 SMEEFFR.

X FUEB# Chain Of Trust Z541, {ESRE A FSBL RsrIZR 4 HTEMEF M.

(2) |CRC 8 OEM 312 2FM CRC 8, NERRBESR, [E]

W WEE CRC AMAUBIEFET, ¥ CRC{AME N EM AN Z Signer ID. 7F FSBL #ERA TIEFCRC +
report measurement”, F:7EH OEM 5 SINMEkFE /7 % 4% H measurement report B, 1% % 4242 AR AT
HET .
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3.8.2

[IE kT <

52 OEMS| ALy 15 2 AL s PIE AR IE A S F 4

4 oEMERERE OEMBISNEERESR

(1) -pl DI (he) @ 02000000

(2) =»| sHEBERERD

2ME ~

NE=ERRFRTIER, BEET—T8/NIR)

(3) =] ommu=

OEMZ| ENIEE/F) I

OFMBA hey | | < (4)
(5) = CRwisEs

ik
(6) TS .
(7) R S

B 3-26 [iEHETR

% =] 1548H
=
(1) | REIGINEEERBI | $85F OEM EISMEIEF soiEia L,
(2) | BEREBRERD | BEEEFERASEHRERERD,

MERZFARAMKND, WHEE—THEIFKRN,

®)

OEM 5| &:mn#32
K/

RiE OEM 5|8 mMEFERF K/ EFE,

EFE BEtE BT : RIEE OEM 5| SNEFE & h i AR mot ST TSR
BIRER/MTE OEM 3| SmEFEF IR/,

XxF OEM 5|1SmMEFEEFHK/MTIESE, 55 4.7.2 OEM 51SMEIERFH
428 CRC THEMNERER .

EE FEA B EE)PRARERRA OEM 5I1SMEFERFHIK/,

(4)

OEM 5| &Nk

EQ)HIEFE FEEA B, A OEM 5| SMEFEF K/,

FR/INIE ERA 16 f55K/N-1 HE.
®) | mENERs AN ERYErR EETR, MUTE RN REAHAIDERRE, KEKEE O g
Measurement Report {8,
6) | BBEB IR RE XS .
TERREIRIE A & PSR S 4 B A .
(™) | REGIES e RADER B X5

R20UT5349CJ0112 hRA 1.12
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3.8.3 [OEM ## )i IR
TEGAZIAE Tk P 2848 1, i AOEMIR B,

if% OIMIEER oME|SNEEE=E
OEMIEFLF

O BASZEEA [ 00112233445566778899AABBCCDDEEFFO01122334455667 73899AABBCCDDEEFF

oEMiE X E
(4) => [0zt

«05)

00112233445566778899AABBCCDDEEFFDDT 12233445566 7 7T8899AABBCCDDEERF <= (6)

00112233445566778899AABBCCDDEEFFO0T1 2233445566 7 7T8899AABBCCDDEEFF

<= (7)

B 3-27 [OEMIRZ4HETH £

I8 15iEA

an £

—~
—_—
~

OEM 1B #h$H 1%51F OEM 1RFA AR A ik,
Y NG gV EE X BT EQ)PHAZEAXME
IR BAXEIR BT - Q)i AZE AR SIEIE.

(2) | Xt RE OEM RFASHRIBEIE X .

FEXHAILEA S RERN PEM X, FEE2N X HIXAXGRT B4
7. key BT

1§ PEM X{RY, THFHEA OEM B 248,

(3) | BAxHiE FE)PIERET BAXEIE Y, FA 16 #HElmABRXZEHEERIE,
OEM 1R#A$8/9 secp256r1 B, MIAFAHER/ (32 FHHIHIE) .

(4) | OEM B 248 1EFE OEM 1R NP A A%,
YNy br iz TR X B EG)FHAZEX S,
EE BAXEE AT - 7E(6)(7)PRIABIBRIBA S HIE

(5 | Xt ®E OEM 1R AFAMZE XX
FEAXH A LI B A 9.t XA X4 B4 . key B ZHFIX 4,
6) | Qx TE4)PERT BIXEIE B, /A 16 FHEIEA OEM B2 Qx MBI ZRK
iZ.
(7)) | Qy FE(4)IBET BAXEIR B A 16 HEA OEM R2AE Qy MBI ER%
?EO
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3.84 [OEM 5| S hn# e 7 & A Wi+
TERARIGTE VLA i &4 I, HiANOEME| SNk 24

£ OIMEEEES OIM3ISHERFER
oems| EMEEF#LH

2
(1) =>[oxr T
O B3 EH EC-'I'I2233445566TFE-E-9SAABBCCDDEEFFEG‘I‘l2233-—145566??E-E-§E-C\ABBCCDDEEF *(3)
O ARty Bt E | <=(4)

(5) OEM5| SMZFERF A
> [o=r .. | €°)

O BAS EH 00112233445566773399AABBCCDDEEFFD0112233445566778899AABBCCDDEERF

00112233445566773800AABBCCDDEEFFD0112233445566778899AABBCCDDEEFRF < (8)

E 3-28 [OEM5| S NBREF FHBET £

7R InH L)
=5
(1) | OEM BIEE; | 35682 OEM BIEMEFEFE R SHRIRA ik,

TR e Xt B : EQ)PEAERXXM.
WA T5 SRR TR BAXXEE B - Q)R IMA BB IR,
ey GEFABEAE BT - FRETE(4)P ERRIERREH XS,

(2) | xt* iZE OEM 3ISmEFEREFLPMER M.

A AL 2O S AEEEH PEM X, ¥R .t WXAXHST BE
J9.key B ZHHHI ST

15E PEM X RS, EFEHA OEM 51SMEFERF 248,

Q) | AXHIE FE()RIERT BAXEUR B, A 16 HHlERA B EE%IE,
OEM 3|5 hn#E 2 #4589 secp256r1 BF, HIAFABR/N (32 FHHISIE) .
(4) | mxH FE()PIERT ERANE i, NETENERTHENE, EEETERNERMY

BA S A SR RO H ST
a0 B4 B 3T AR ST AT LAE TE 9 3 AS ST B 1 ST
BB AEE, FLUEEMXELEE XS, Hi public 258, _private J9Fh

.
I AT EE AN RET ERIEERENE, BIEAIEEBENZRRTR
I RSB 1,
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R = 15BA
=
() | OEMEISmE; | %&1F OEM B SIS A PMMmA A .
E)eNE IR X B : 7E(6)FIMA B,
AR EIEE R BASCEURE BY - 7 (7)(8) A BB HIE,
6) | Xt iZE OEM 3|SmEiEF AP BB 4.
FIAXH T LURYT B4 9 key BT HEHISTHRIT B4 9. txt BISXAR
7) | EG)PEET BAXHE BF, 6/ 16 HEIBA OEM 31 SEFERF 2448 Qx #IBA
XZRHIE
@) |Q FE(G)HEET BXEIE B, (5 16 BHIMA OEM BISEER 2448 Qy #HA
XERHIE
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3.9 [DOTF/OTFD i+
IETR A TN P A ORI T e AR s N AR P ), IX el v AE B AT DOTF DIRER H - 4%

At

EERIEEDE, GnERME R EEROSPIE SPISA TSR] TRE. EXHAEE. FFHGEE
tERAFM.

BT

(1) =  Jouxme:
EMENRFHEITE Bahtit

(2)=» | onmzmauz e L
O meEeititE FEFEHAE (hex) 80000000 L (3)

EINEa9FEestnht (he) :  B0O00000D
EINFE9:E FHht (hew) . 9FFFFFFF

—
ERRMEE S
AES-128 ~

4)=> | oun 5.

OWHIESE  00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF

MEREIV

(5) =P | Ol
O EMETE (167, ERREERI00Mm

00112233445566778899AABBCCDDEEFF

(=4 ..
(6) I N e : Bl

BT
(7)—> O FEELHht =il E3 Pk ¥ gL g

O M HhtoFF s
(8)_> ERNEEFRE

& 3-29 [DOTF/OTFD]&E &
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(1) BA SO AL (% B A& EMNF &M Motorola Hex 3T,
2) MmEEE BEEN)DIEEN X FRAMMNEEE,
FIEESE 3.9.1 WEEE,
() | STt EE M EFIHAT SR IR R b
FIEESE 3.9.2 kil
“4) | mgm=E=A BERATMEZEFR,

¥1EES%E 3.9.3 BENEER.

®)

REE IV

8 B F R nonce (B,
FiEiEsE 3.94 WAAE IV,

(6) | MoEEBRIR 15N SRR S
(7) | RS FINE | 3T ST AT,

F1EBES % 3.9.5 MGt NS,
(8) | EmmEng s HE FRTE(6) D 3 T RO N ZE S ST A,
3.9.1 hnas Ve

R L BN 0 B SRR ST A 0 3 v

EMERN BRI LR

o MEEFTEEUE
) e E E

nnnnnnnn

(2)=> OFFFFFFF

& 3-30 MEEE

13 EA

EEMETEE | EE MERARE B FURAXBRERMAMXERRAERIEHITNE, *E1)

(3 2)

W5 E it SEE BT : 7 LABAXXBRGIRMA RIS, fHAE(2) e E RSEEET A
go

)

ML EmFEEA - {EE IR NE L,

EMBRERM” - HEESRME ML,
IR I WA 16 SFIXITTHhdE, SR NEA 16 FIXISTHbiE-1 fHhdl,

TEA: QRA S AR I AN S5 SR IEAR 16T 0 5, B SN R b AR B Bl 1 DO, T2 A

T s Vi Bl P9 A 8 (R B A e 00 KK -
TE2: R E DX N A AE BOA TN WS B 1 IX 38, U A 00 &y HEAT #h 7E
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3.9.2 H bRt

O S ESRIER
(1) = 10 s theo J 20000000 <= (2)

B 3-31 Hipiht

Re e L
(1) | ERBfR | %R 5 0AXEMEMER A : 1S8R G i A i 3 T 0 B ARHE L
eI fesEthit AT SR T RO HE N B ERHh L,

(2) | Tt FE(1)hikiR B B, IEEHITINEIE A B iR,
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3.9.3 W AG N 5
5 R TN [ A ol AR I A5 P £ 2 B

3. GUI e

s | (3)
|«

00112233445566773899AABBCCDDEEFFD0112233445566778899AABBCCDDEEFF

B 3-32 BRI EH

W= ImH L
) | eEERKE EERTMEMBBRKE,
M AES-128, AES-192, AES-256 H1E%E,

.

(2) | =PK EIRME INE IR A S £
R X B : Q) PIRMABEX M,
e BASCER BT : 7E(4) DA SRR SCRE.

@) | Xt FE(2)WIER X BT, IRBBEMBEHENZEX ., ALUEET BER key
BTSSR AN txt BISOARXHE,
(4) | Bz ()R T BAXEIE B, A 16 EHIEA B X HERIE.
A KNG (1) DR A B E K B MR T B M BSR4
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AT
3.94 Iy EIEh=4\%

5 € 02 [ AR I 2 IV (CounterfE) o

L&

O EBETEE (1634, EEESE 00D
(3) = BRI

I['[' 112233445566778699AABBCCDDEEFF

| «©

s |
B 3-331V

e
IV Eg#E =

15iEA
TEIR N B 4 BRI BT B R H) SR R B 1.

EREEME

®)

w1V X

W ERENKIE B - AT EMEINEEERIEELERR IV,

R EREEME B EREQ)PRAB T AEHHKE.

3.9.5

E() R ERBEME T, FEALLLGEARER 100 2 64 NMEEEAME
FE#ARE, BLL 16 HHl, Kim HEX &XE A,
ISR ZRE A IV B E X+,

B gL S
O FEED

BAXEEXERXEMESR, BSH 4.8.4iv_tiv_output IETI,
i iSRS

(1) = () Mithhk

%imtq AESNEIE
OFF L

g
(1) | et

(2)
B 3-34 H R HLBERT N A

(2) | 2EBAXHIE

ks
15 7 Ehan H UBRAG ST O Ak

R EEREhNE BT S XERE R IHEE A S A S E A,
BEEE MEbLE 0 FFIE BY - SEH SO RORE IR Hhib IR E ot O,
HE()Pi%iR RERBHOE BT ATLUERIEDhRE,

LISV B B4 o

MBEIRER, BHXHPATFUAXKENRXSLSRMAXERNENREER
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3.10 [SFPEi£
RIS 224 T A RER BTl 8 IR A S S B T I, S B0

B EREREEANRENEEEEERER TNE, ALinEFRERiTE2EE.
ERHAEE. BFERIREERRAFML.

Bl mEMNEEE Nonce AL2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary HASEAEE
FEEEsETSREN R RER EFRE.
Flan, gB— CFm) k. OEME SIIEER. T2kE. TGS,
B bt : Sl
(1) =» A
AT 12
(2) = | curmeu: RX74M/N < 1
(3)* Endian:

SEEeIEETE

&l 3-35 [SFPIi&THF
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e I8 iBA
(1) [ 4 BR {2 BMARATERREI HBEXHMNETEIE,
(R 52 B4 % FEHMERER-FMERE, B2 3.10.1 [EHBEIETRE.
Az % FIMEMBRASETF N, H50 3102 EMEBHETE.
ISECDBG_KEY] % F[NonceliEINKHIFIE, 1B5Si5 3.10.3 [Noncel B+
[?;J)NSE cDBG_Key] | X TIALZISECDBG_KEYIAIT-REOIEMH, 51 3.104
[Boundary] [AL2/SECDBG_KEYJi&Fi+.
A ERAER] X F[AL1/NONSECDBG_KEY[EIN K HIi¥lE, 15505 3.10.5
M [AL1/NONSECDBG_KEY[i&Fi+.
*F[BoundaryliEIIK#IFTE, 1E5505% 3.10.6 [Boundary]#E i+,
XFBAFERIERRIFE, 15507 3.10.7 [MNRIAFERPETF,
(2) | MCUMPU SEMERRS T 42N MCU/MPU, aI{ER MPU/MPU EURTFIE
BRI RPIEEINNES (28, BXANEERN MPU/MPU FINNEs|
%, FH&0% 3-14 MCU/MPU,
(3) Endian

EEENZNRAFPERFNFTF (Little 5 Big) .

(4)

52 DLM/AL 3R%&

{5 DLM T BfrER.
XTFaERERIFE, BSRK 3-15 &Z& DLM/AL K.

®) | memEH HERE I w2 avlia it BREF A M,
6) | ERRLEITREXH | ER)EQ)HIEEMERERRS I HEXH,
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JPin S BESIEIN 555 R DLM/AL R7Z& 15tBA
RA8D1/M1/T1 RA Family, RSIP-E51A - OEM PLO with AL2_KEY | LI RA8D1. RA8M1 #1
Security functions and - LCK_BOOT RAST1 RS T 4Rfai&
Protected Mode = INE e S
RA8D2/M2/T2/P1 | RA Family, RSIP-E50D - OEM PLO with AL2_KEY | LI RA8D2. RA8M2,
Security functions and and AL1_KEY RA8T2 #1 RA8P1 K%L £
Protected Mode - OEM PLO with AL2_KEY | T 4528 2t i3 4E bt
- LCK_BOOT %,
RABE1/E2 RA Family, RSIP-E51A - OEM PLO with AL2_KEY | LI RABE1 #1 RA8SE2 Mi%&
Security functions and - LCK_BOOT £ T RER R MBS T
Protected Mode &
RA6B1/RAGU1 RA Family, RSIP-E31B - OEM PLO with AL2_KEY | LI RA6B1 #1 RA6U1 K&
Security functions and and AL1_KEY & T Rig R I E ik
Protected Mode * OEM PLO with AL2_KEY | &
- LCK_BOOT
RA4C1 RA Family, RSIP-E31A * DPL with SECDBG_KEY | 1y RA4C1 B4 I 4R
Security functions and and NONSECDBG_KEY . - N
Protected Mode - LCK_BOOT AR ERBHITINE .
BEEWIZE [Boundary]
jricl 1y S
RA4L1 RA Family, RSIP-E11A * DPL with SECDBG_KEY | 1 RA4L1 MR & H I Hig
Security functions and and NONSECDBG_KEY . — NI
Protected Mode . LCK_BOOT *ﬁﬂiﬁ?ﬁmﬂifgﬂﬁﬂﬂﬁ o
BEEWIZE [Boundary]
jricllj g S
RX74M/N RX Family, RSIP-E50D - OEM PLO with AL2_KEY | Ll RX74M #1 RX74N iy
Security functions and and AL1_KEY R T RERMTIEE
Protected Mode * OEM PLO with AL2_KEY | paser
- LCK_BOOT
REXBERIN INRIERMMBSIEE Lk | - IRIE BRI R PR T R

SIERME,

XEHRETI HmEVIRERID
=5IE,
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#* 3-15 % DLM/AL IRA&

ERIB WiEA
25“";"5-3 with AL2_KEY and {3 DLM 3% OEM, FRIFHEAES PLO FEA AL2_KEY f1
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TAFHEHTA

4. CLI Tjyhein W]

4. CLI m#ui

41 @ RATIRA

skmt.exe [#7 4] [IETT..]

e s EIMSHA KT KNG,

® 41 R ATIRE

B 1383
skmt.exe AT
i EEERB S, R R I
YEIR - EENFRERDSERTRS MER. SOBIY & - FL,

R20UT5349CJ0112 hRA 1.12
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TAFHEHTA 4. CLI ThReEvLH

AT U N R PR .
® 4-2 mAYIR
o ik
genufpk 4R UFPK X%,
BMfE, £/l UFPK JRREEHS .,
genkuk £ KUK XX,
BIhfE, £ KUK JEREEHE L.
genkey % A& iR 3
BIfE, #EHE8ER IV, W-UFPK fIMZEMAFRZSR (83 MAC) .
gencert ARFPAARBILES, AIRATEFEE-MKSISMEF (FSBL) WHEH
Renesas i8%%.
encdotf S3E#A DOTF T14EM Renesas 23#BIFFERHTINE,
encsfp SEERLII 2 (SFP) DiaekBaiEsst fAARFEHTIME .,
enctsip SIE[EA TSIP WITREEH. I RIENEFEANERHITME,
genhdr ERSERAT RA for Wireless #IFRSk. ZHHIERFASIER.
calcresponse it Challenge & Response IA\IERIIFER{E F G H EHEHIE
H 5By

W LHESCREZ RO, IR 4-3 T ERIY AT E TR SRR SOFAaXT BR AR FIAR X B8 45

R 4-3 PR 4

gLl VR4 WiEA
ZiHEIEB SR *.key BA ST SR F R Z I SR SUE
ERpEE A *.rkey RFP ATFXR£MAF# DLM #HiARE (W12 MCUMPU X
) i,
Motorola +7uHHIX# | *-mot. Motorola 7% 344
*.srec
iR *.bin T BE XX
C R, kx# *.cy *.h C Bk
XAX *.txt FA ASCIl FRREEMXXH
PEM 3# *.pem Base64 #RIHI x509 ANS.1 Z4AX 4, FAF OpenSSL
RSU x4 *.rsu TSIP Firmware Update {# F3 HBR{% 3T,
Te T RIE *.sfp Ze T RIEYREE RNEGR .
'F_jif:esas Partition Data | *. xpd R& T 4RI e i F RO RIS B X .
R20UT5349CJ0112  FiiA 1.12 RENESAS 9 87 W, It 227 W
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TAEHERTA

4. CLI D

]

4.3

1A

genufpk iy 4% T
A R E P )RR A (UFPK) IS, UFPK FTRUAEE, ] LAl THA R

#* 4-4 genufpk LT

IR Y L
ufpk + 7t 79 UFPK BT 32 F75Z#HIHIRE.
e T ATEI. IR ABSIZLEI, NS UFPK 4 RBEALE,
output XHRE S EHIH X4

IZIRIA AT, MNREMZIA, NHITERFHEE EES S

nooverwrite | 3T RN EIER, fEEIZEAT, NREER S X4, uamuﬁﬁo

T JCIERIEZ TR BEHLAE B BE AL B A A

W ufpk EIIRG:
> skmt.exe /genufpk /output “D:\example\ufpk.key”

R ufpk EBHZEI:
> skmt.exe /genufpk
lufpk “00112233445566778899aabbccddeeff00112233445566778899aabbccddeeff”

/output “D:\example\ufpk.key”

4.4  genkuk Ak
A R E R (KUK) 2 H . KUK BT RRE, tnf Ll TR A .

%A

#* 4-5 genkuk £

ST g 5488
kuk + 7 feE KUK EEM 32 =3 s 54E,
E4 AR AT, AN RE I, NI A T B oh 4 R s bEH SE A
KUK,
output XHBE | e A,
SR AR, MREIER, MHITERTEH B 4
nooverwrite | & AT AER, $EEIZEAT, AN SRR S, uhmﬁ%ﬁo

T JCIERIEZ TR BEHLAE B BE AL B A A

BB kuk EIREIRG:
> skmt.exe /genkuk /output “D:\example\kuk.key”

R kuk ZEIFIRH:
> skmt.exe /genkuk /output “D:\example\kuk.key”
/kuk “00112233445566778899aabbccddeeff00112233445566778899aabbccddeeff”

R20UT5349CJ0112  fiAs 1.12 RENESAS
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4. CLI Tjyhein W]

TAFHEHTA
4.

5 genkey iy &L

et 2 AL U T 2 A 2 B BT K S

AR s genkey i i/, W& 4-6 hprik, —LeHdn i A mT LR E Dyt 7Sk ) it Bl
AR BIRE SR, SRR RIIF LI “file=" .

#* 4-6 genkey ETi (1)

FEIR SH 8A
iv +RES | BFMBEAPS DLM 48 (16 £) MMEAE (V). sk,
;E/K#E% IR EMIZIET, MR T4 AR SIEES IV,
=
ufpk XHBEE | aaRTReETPREMN UFPK MEEXHE. B8, % UFPK 2dRT
{EER W-UFPK, 4155E kuk JETiN, 6w ufpk dE.
wufpk XHEE | oaBiEEEHERSIREORE UFPK MEEXH, H18E kuk SEIRAY,
TiEIEE wufpk %I,
kuk +ARHEY | ERAFRETEFRNY KUK, HIETE ufpk IETAT, EikiEE kuk IET,
3/ 1 %
=
mcu ASCII BHR MCU/MPU, ZBEXRMAE 4.5.1 7 meu ZELTHH|HENERE —.
keytype ASCI+R | HRERFARAESHZARE, ALIEEEPLHRERTRT., ZELTAH
HHIBIE | 2 452 # keytype FETTHFIHIETZ —.
key +R3HI% | DLM ZHESURSAPEERIE. A EMANTESIRES, B8N 453.1
BIXHE | HFARBIBIEEEDA ., DETHTER. MRLKZER WIRTHS
& EREENIE, B2, EAPMEERT, A LEETa AR, AR
MIER., BSUE 4.5.3.3 BEHE key W,
filetype ASCII IR R, BB E 4.54 7 filetype ST,
AR TIAIR, 1R LRI IEE output BEIR, NIEHAHA bin X
., INRERE filetype F0 output %R, NEFmHEHEHIE,

T JCIERIEZ TR BEHLAE B BE AL B A AR

R20UT5349CJ0112 hRA 1.12
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TAFHEHTA

4. CLI Tjyhein W]

# 4-7 genkey &7 (2)

BEIFT e 1589
address +ABEY | ERETEML . S5 mot 7 filetype B, WS EIZIER.
iE

fileadd x filetype J%IT/9 csource. bin, mot {EERAEIRE N, IEEIZIETE, W0
BT, BUREM MBI X,

bswap ASCII 7 filetype 5% bin = mot RIEILUREIZIEIN, IEEIZEIAS,
BRI A I

keyname ASCII BET C RS thE g, B FEA/IMEM
<keyname> 1%, HIEFE csource Jy filetype A, WJHEEIZIER,
AXWMAERA <keyname> MIIFMIREA, BEWNFE 4.5.4.2 75 filetype #9
csource UELG,

keyfileoutput | SC#FE8{E AT SR, MREEE key Y, MIFHIT B4R DLM SAPE
$H, EFIZSINAT IS A B A SR MR BRR . B S R

output Xt iRtE EEREXHE, AT TIER, MREABRIZER, WHTERSR
HE A

nooverwrite | % OEATIER, EEZETE, MEFEREXYE, NSHIEER,

TE: JCIERAIEZ TR BEHLAE B BE AL B A A

5 ufpk EI KRB
> skmt.exe /genkey /ufpk file="D: \example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”
Imcu “RA-SCE9” /keytype “AES-128” /key “000102030405060708090A0B0CODOEOF”
[ffiletype “rfp” /output “D: \example\aes128.rkey”

I kuk EIREREG:
> skmt.exe /genkey /kuk file="D:\example\ufpk.key” Imcu “RA-SCE9” /keytype “AES-128”
/key “000102030405060708090A0BOCODOEOF” [filetype “csource”
loutput “D:\example\aes128.c”

R20UT5349CJ0112  hiA 1.12
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TAFHEHTA

4. CLI Tjyhein W]

4.5.1

mcu &I

mcu LTS E MCU/MPU KR Fnn=s 5] %,

% 4-8 mcu &I

ASCII 5tEA

RA-RSIP-E51A A RA FFRRIE RSIP-E51A EAREEESFRIFEXETIEE
RA-RSIP-ES1A-CM | 5 RA =&K& RSIP-E51A RAEAATHEE
RA-RSIP-E50D £/ RA FEREH& RSIP-E50D AR EMASHRIFERAITEE
RA-RSIP-ESOD-CM | @/ RA P& %Kik RSIP-E50D EREXATIETE
RA-RSIP-E31A #A RA FRRE RSIP-E31A AR L EERFRIFEXTIEE
RA-RSIP-E31A-CM | 5 RA =&K& RSIP-E31A EAEAATHEE
RA-RSIP-E31B #M RA FRRIE RSIP-E31B AR L g R FRIFEXATIEE
RA-RSIP-E31B-CM A RA R RlE RSIP-E31B #AEAITEE
RA-RSIP-E11A =

RA FFREIE RSIP-E11A AR £ EESRIPERITIEE

RA-RSIP-E11A-CM

1% A

RA =R %Xl RSIP-E11A #A#EAXMIEE

RA-SCE9

=

RA PR Rtk SCE9 FERKXE MR RIFEXATIEE

RA-SCE9-CM /A RA FTRRiE SCE9 HAEAITEE

RA-SCE7 /A RA F"mXlik SCE7 BYHEE

RA-SCE5 B /A RA F"m%lk SCE5 B RI{57E

RA-SCE5 A RA m@mRik SCE5 BJf&E%E

RA-RSIP-E50D A RX F=RRiE RSIP-E50D EAREMEEDFRIFERITIEE
RA-RSIP-ES0D-CM | #/H RX PR %Kik RSIP-E50D #AEAATHEE
RX-RSIP-E11A A RX FREK RSIP-E11A AR EERIPERATEE
RX-RSIP-E11A-CM #/A RX mRREK RSIP-E11A AEKAAERE

RX-TSIP A RX F@mEKik TSIP Af{E5E

RX-TSIPLite A RX &Rk TSIP-Lite ATIEE

RZ-RSIP-T2M /A RZ @ %EHE RZ/T2M RSIP BHERE

RZ-RSIP-T2ME /A RZ =@ F M RZ/T2ME RSIP B

RZ-RSIP-T2L A RZ FFRRk RZ/T2L RSIP FHEE

RZ-RSIP-N2L #/A RZ @ %E M RZ/IN2L RSIP Bt

RZ-TSIP A

RZ F=& %k TSIP BHiEE

Synergy-SCE7

1% A

Synergy F& SCE7 EJ&%E

Synergy-SCE5

1% A

Synergy & SCE5 BH{EE

R20UT5349CJ0112 hRA 1.12
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TAFHEHTA 4. CLI ThReEvLH

452 keytype %

keytype 1EIHfR & N % 4 22 B u T R AE 4 B AR A . iZak i a] U ASCI BNt dE . A TR T 1
B, @I ASCI fE.

HER, JRAEFTHE MCUIMPU # SR T 24282,

* 4-9 HIT DLM Heier) 5 fy Bk % ]

ASCII keytype {& 1A
DLM-SSD 0x01 £ DLM shigiey SSD 4RZSATE S AT,
DLM-NSECSD 0x02 7 DLM rhigitay NSECSD JRSATE A S IER R,
DLM-RMA-REQ | 0x03 £ DLM w5y RMA_REQ RZSHTE A B AIIIERSA.
DLM-AL2 0x01 DLM IEZREI AL2 iT3ErZRSE (AL2_Key)
DLM-AL1 0x02 DLM IEFREI AL1 iTiERIZR4A (AL1_Key)
DLM-RMA 0x03 DLM RMA_REQ RZSIGIEZEH (RMA_Key)

#* 4-10 ) #9] AES

ASCII keytype {& UiBA

AES-128 0x05 AES-128 %38

AES-192 0x06 AES-192 {i1#3%8

AES-256 0x07 AES-256 fii#%%H

AES-128XTS 0x08 AES-128 fif XTS %%H

AES-256XTS 0x09 AES-256 fii XTS %%H

AES-256-DOTF 0x07 AES-256 {1774
7AEL DOTF B RA £RMERAFERX M. FHESE 4.5.2.1
AES-256-DOTF %I,

R20UT5349CJ0112  ffids 1.12 RENESAS 5 92 T, 4t 227 W
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TAFHEHTA

4. CLI Tjyhein W]

% 411 56 RSA

RSA 4096 {iFhiH

ASCII keytype {& ikl
RSA-1024-public 0x0A RSA 1024 {1848
RSA-1024-private 0x0B RSA 1024 {si#Fh\$H
RSA-2048-public 0x0C RSA 2048 {i14¥4H
RSA-2048-private 0x0D RSA 2048 {siFh$H
RSA-3072-public 0x0E RSA 3072 {si43H
RSA-3072-private O0xOF RSA 3072 {sfA%H
RSA-4096-public 0x10 RSA 4096 {i14¥4H
RSA-4096-private 0x11

RSA-2048-public-TLS

RSA 2048 fii/¥$8, BF TLS

7E: “RSA-2048-public-TLS” Afitidid keytype fHEE, 1M ZifEiH ASCIl 8E.

* 4-12 fI#4] ECC

EdDSA Ed25519 FA$H

ASCII keytype & 15iBA
secp192r1-public 0x12 ECC NIST P-192 (secp192r1) /A48
secp192r1-private 0x13 ECC NIST P-192 (secp192r1) #4$H
secp224r1-public 0x14 ECC NIST P-224 (secp224r1) /A4H
secp224r1-private 0x15 ECC NIST P-224 (secp224r1) Fh%B
secp256r1-public 0x16 ECC NIST P-256 (secp256r1) /A48
secp256r1-private 0x17 ECC NIST P-256 (secp256r1) FA$H
secp384r1-public 0x18 ECC NIST P-384 (secp384r1) /A8
secp384r1-private 0x19 ECC NIST P-384 (secp384r1) Fh%B
secp521r1-public 0x24 ECC NIST P-521 (secp521r1) /2A4H
secp521r1-private 0x25 ECC NIST P-521 (secp521r1) ¥4
brainpoolP256r1-public | 0x1C ECC brainpoolP256r1 Z:4H
brainpoolP256r1- 0x1D ECC brainpoolP256r1 #4%H
private
brainpoolP384r1-public | Ox1E ECC brainpoolP384r1 7448
brainpoolP384r1- Ox1F ECC brainpoolP384r1 #4%H
private
brainpoolP512r1-public | 0x20 ECC brainpoolP512r1 4348
brainpoolP512r1- 0x21 ECC brainpoolP512r1 #4%H
private
secp256k1-public 0x22 ECC Koblitz #i% secp256k1 /A48
secp256k1-private 0x23 ECC Koblitz %% secp256k1 F4$H
Ed25519-public 0x26 EJdDSA Ed25519 A48
Ed25519-private 0x27

R20UT5349CJ0112 hRA 1.12
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TAEHERTA

4. CLI Tjyhein W]

* 4-13 P #E9 SHA-HMAC

ASCII keytype {& 15tBA
HMAC-SHA1 0x00 HMAC-SHA-1 Z%4H
HMAC-SHA224 Ox1A HMAC-SHA2-224 %4
HMAC-SHA256 0x1B HMAC-SHA2-256 Z%4H
HMAC-SHA384 0x28 HMAC-SHA2-384 %4
HMAC-SHA512 0x29 HMAC-SHA2-512 %4
HMAC-SHA512-224 Ox2a HMAC-SHA2-512/224 #4H
HMAC-SHA512-256 0x2b HMAC-SHA2-512/256 #4H
HMAC-SHA3-224 0x2c HMAC-SHA3-224 2348
HMAC-SHA3-256 0x2d HMAC-SHA3-256 %45
HMAC-SHA3-384 0x2e HMAC-SHA3-384 #%H
HMAC-SHA3-512 0x2f

HMAC-SHA3-512 %%H

¥ “HMAC-SHA1” ARfgilid keytype fHf55E, M44EH ASCIH 1EE.

* 4-14 HP % ARC4

ASCII keytype {& 15i8A
ARC4 0x00 ARC4 %A
E: “ARC4” Afeidid keytype fEHfGE, MAZifHH ASCI 5.
#* 4-15 H) %4 DES
ASCII keytype {& 11 BA
TDES 0x00

=% DES %4%f

. “TDES” Apgilid

keytype fEHiEE, mLZifEH ASCIl f55E.

* 4-16 H P %% ChaCha20-Poly1305

ASCII keytype {& 11 BA
CHACHA20- 0x30 CHACHA20-POLY 1305 %48
POLY1305

x 4-17 FHEHA

ASCII keytype {& L]

OEM_ROOT_PK 0xFD {8 FSBL MiFEAELH OEM EAH
secp256r1 #2248

OEM_ROOT_PK_ 0x16 RA for Wireless H{# Fif OEM RoT %48
SECP256R1_ .
RA_WIRELESS secp256r1 #2248
OEM_ROOT_PK_ 0x18 RA for Wireless d1{# Fif) OEM RoT %48
SECP384R1_ A
RA_WIRELESS secp384r1 B 225R

R20UT5349CJ0112  hiA 1.12
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TRFHEM TR 4. CLI Tjyhein W]
% 418 TH Y
ASCII keytype {& 11 BA
key-update-key OxFF

TR EH

4521

AES-256-DOTF 1%&EIR

218 E keytype “AES-256-DOTF” &I, H4t4{E HUFPKXTAES-25647 % (k1T E4%, JELL filetype 1R
SE R SCE R R . BN, B EH T RA for Wireless DOTF fhnss ] /%54 (Encrypted User
Key) ) TLV g ikl SCfk.

A2 Kt outputik Wi h R E K U AT B4, HHBUNES dotf wrapped key.binfl EF &4 (. bin).
BEAh, SO I 4 Bloutputi X0 45 52 1 SC e

s 2 EH kS A R R

R 4-19 s s YIS K

Field | Size(byte) =] Note
Type 2 0x00A0 LL/INgi P 4% Al
Length |2 0x0030 LA/IN i P A T
Value 48 mERAFEE f& /A UFPK 33 AES-256 #REHTHEFRIEPIE R

R20UT5349CJ0112 hRA 1.12
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TAFHEHTA 4. CLI ThReEvLH

453 key %I

key LTI T4 € T 2 e A 2 B U R AEA W S0 DLM B 7 86 8 . B SCRT Dod i B A\ 7S 1E I 5
el —dk * . key SCAFEE > bin M
RAE. JELEHPRMIE AT LA T AA .

4.5.3.1 ToNEER R H A

AR SRS Pl B TN B B R AR, ML AURYE TR E ) keytype IR H 74, B
WIS,

#* 4-20 DLM-SSD. DLM-NSECSD. DLM-RMA-REQ, DLM-AL2, DLM-AL1, DLM-RMA

=y iR
0-15 DLM ZiA%UE
#* 4-21 AES-128
=t iR
0-15 AES-128 {IZ{AHURE
%* 4-22 AES-192
ot iR
0-23 AES-192 {IZ5PEURE
#* 4-23 AES-256
=t iR
0-31 AES-256 f1ZiB#E
* 4-24 AES-128XTS
s iR
0-15 AES-128 %48 1
16-31 AES-128 {1548 2
% 4-25 AES-256XTS
=t iR
0-31 AES-256 %48 1
32-63 AES-256 iZ5H 2
R20UT5349CJ0112  fiA 1.12 RENESAS #0963k 27 I
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TAEHERTA

4. CLI Tjyhein W]

% 4-26 RSA-1024-public

ot sl iR
0-127 RSA 1024 fit&#4 n
128-131 RSA 1024 GitE# e
#* 4-27 RSA-1024-private
=iy iz
0-127 RSA 1024 {4k n
128-255 RSA 1024 {if@#5484 d
% 4-28 RSA-2048-public/RSA-2048-public-TLS
= iR
0-255 RSA 2048 fit&#4 n
256-259 RSA 2048 GitE# e
# 4-29 RSA-2048-private
Py iR
0-255 RSA 2048 fit&#§ n
256-511 RSA 2048 fifgZ+e# d
# 4-30 RSA-3072-public
ot iz
0-383 RSA 3072 fiifi%k n
384-387 RSA 3072 fif5% e
#* 4-31 RSA-3072-private
ot iR
0-383 RSA 3072 ft&#4 n
384-767 RSA 3072 {ufgZ$s# d
# 4-32 RSA-4096-public
Py iR
0-511 RSA 4096 fit&%4 n
512-515 RSA 4096 GitE# e
% 4-33 RSA-4096-private
ot HiE
0-511 RSA 4096 {it&E%§ n
512-1023 RSA 4096 {ufgZ$s% d
R20UT5349CJ0112  figAs 1.12 RENESAS %097 L, dk 227 W
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TREHEMTH 4. CLI Thfgii i
# 4-34 secp192r1-public
F15 iR
0-23 ECC %8 Qx
24-47 ECC 248 Qy
#* 4-35 secp192r1-private
Fi5 iR
0-23 ECC %8 d
#* 4-36 secp224r1-public
F15 iR
0-27 ECC %8 Qx
28-55 ECC 248 Qy
# 4-37 secp224r1-private
Fi5 iR
0-27 ECC 44 d

#F 4-38 secp256r1-public / brainpoolP256r1-public / secp256k1-public / OEM_ROOT_PK/

OEM_ROOT_PK_SECP256R1_RA_WIRELESS

=iy iR
0-31 ECC 248 Qx
32-63 ECC %8 Qy
& 4-39 secp256r1-private / brainpoolP256r1-private / secp256k1-private/Ed25519-private
=iy iR
0-31 ECC #$H d

% 4-40 secp384r1-public

/ brainpoolP384r1-public/ OEM_ROOT_PK_SECP384R1_RA_WIRELESS

=35 67
0-47 ECC 448 Qx
48-95 ECC 248 Qy
#* 4-41 secp384r1-private/brainpoolP384r1-private
=y iR
0-47 ECC #$H d

R20UT5349CJ0112  hiA 1.12
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AT R 4. CLI Thei

& 4-42 brainpoolP512r1-public

=iy iR
0-63 ECC 248 Qx
64-127 ECC 248 Qy

# 4-43 brainpoolP512r1-private

el iR

0-63 ECC #A$H d
% 4-44 secp521r1-public

=iy iR
0-65 0 Padding(7bit) || ECC Public key Qx
66-131 0 Padding(7bit) || ECC Public key Qy

E: || FonRnEs

# 4-45 secp521r1-private
F1 iR
0-65 0 Padding(7bit) || ECC Private key d [:x]
e || RoRErRERE

#* 4-46 Ed25519-public

F iR
0-31 sign(1bit) || ECC Public key Qy(255bit)
|| Fon b

#* 4-47 HMAC-SHA1

ot £ 870
0-19 HMAC-SHA-1 %48
% 4-48 HMAC-SHA224 / HMAC-SHA3-224
Py iR
0-27 HMAC-SHA2-224 | HMAC-SHA3-224 %48
% 4-49 HMAC-SHA256 / HMAC-SHA3-256
Sy iR
0-31 HMAC-SHA2-256 / HMAC-SHA3-256 Z48
R20UT5349CJ0112  fiiA 1.12 RENESAS %99 W, 4k 227 W
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ZAHHIETE T A 4. CLI Tkt

#* 4-50 HMAC-SHA384 / HMAC-SHA3-384
iR
0-47 HMAC-SHA2-384 / HMAC-SHA3-384 #%f]

1
i

#* 4-51 HMAC-SHA512 / HMAC-SHA512-224 | HMAC-SHA512-256 / HMAC-SHA3-512

ot iR
0-63 HMAC-SHA2-512 / 512/224 | 512/256 / HMAC-SHA3-512 %]
% 4-52 ARC4
Py iR
0-255 ARC4 %1
# 4-53 TDES
Py iR
0-7 HEIS 1 B 56 f DES %47
8-15 AR 2 B 56 fii DES %A
16-23 WIS 3 1 56 i DES %A
VE: N T AEEYIEORAS AR

ZRiE
 DES %%l =0x00000000000000 -> 0x0101010101010101
o« DES #%%1%0i = OXFFFFFFFFFFFFFF -> OXFEFEFEFEFEFEFEFE

#* 4-54 ChaCha20-Poly1305

=ty iR
0-31 ChaCha20-Poly1305 #4H
#* 4-55 FHo LA
= iR
0-31 FHREH
S HE IR i R

> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”
/mcu “RA-SCE9” /keytype “AES-128" /key “000102030405060708090A0B0CODOEOF”
[ffiletype “rfp” /output “D:\example\aes128.rkey”

R20UT5349CJ0112 fiiAk 1.12 RENESAS % 100 7T, Jt 227 7
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TAEHERTA

4. CLI Tjyhein W]

45.3.2 AN

key HEIUSCHF LA SCAFAR A S

# 4-56 Key LIt N\ CHF

X R TES 1=
I *.key THEHIBEE S, X FE 4.5.3.1 B AHHEIEEFEHAFT TR,
XA otxt LI+ ASCIl FHRTETRIBMBAXME, wRAME 4531 7
FoH AN B IEEAFTR
PEM *-pem BTLUEHR OpenSSL 4 RAYIERIFFEIAN PEM XEHHEREERM
(Ut % 4-57 ZHFXIFFESTH PEM X b is EMEIHRE
R 4-57 SCFEAEXAREEAN PEM ST
BiE keytype
RSA RSA-1024-private. RSA-1024-public. RSA-2048-private. RSA-2048-public.
RSA-3072-private, RSA-3072-public, RSA-4096-private, RSA-4096-public.
RSA-2048-public-TLS
ECC secp256r1-private, secp256r1-public. secp384r1-private. secp384r1-public,

secp521r1-private. secp521r1-public.

brainpoolP256r1-private. brainpoolP256r1-public, brainpoolP384r1-private.
brainpoolP384r1-public, brainpoolP512r1-private. brainpoolP512r1-public.
Ed25519-private. Ed25519-public. OEM_ROOT_PK
OEM_ROOT_PK_SECP256R1_RA_WIRELESS,
OEM_ROOT_PK_SECP384R1_RA_WIRELESS

EER, macOS [RAN N brainpool £k A4E ml 4.

& R B SR BN B

> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”

Imcu “RA-SCE9” /keytype “AES-128" /key file="D:\example\aes128.key” [filetype “rfp”
/output “D:\example\aes128.rkey”

8 RE A 71

> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”

Imcu “RA-SCE9” /keytype “AES-128” /key file="D:\example\aes128.txt” /filetype “rfp”
loutput “D:\example\aes128.rkey”

HE PEM XHHIRH:

> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”

Imcu “RA-SCE9” /keytype “RSA-2048-private” /key file="D:\example\rsa2048.pem” [filetype
“rfp” /loutput “D:\example\rsa2048.rkey”

R20UT5349CJ0112  JiA 1.12 RENESAS %101 7T, &
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TAFHEHTA

4. CLI Tjyhein W]

T A SRS, 15 Nk g A s R R A, T AE N2 e G A P DK S Y B 2 £

Pio RBITR PR

- Fshilg AES 128 {540 -1 .
AES 128 f7%4] 00112233445566778899AABBCCDDEEFF

A | | aes128.key !]

000000k | 00 01 02 03 04 05 0g 07

02 09 0Oa Ok Oc 04 0= OF

0000oooo 00 11 22 33 44 55 &6

00000010

88 99 aa bbb cc dd ee £f

B 4-1 FEH)8 AES 128 Aras4H 3 Hnl

- FH0HE RSA 2048 AFHSCAE R
B bad47a84c1782e4dbdd913f2a261fc8b

65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544b
dae23bff0ebe7f6441042b7e109b9%a8a
faal056821lef8efaab219d21d67634847
85622d918d395a2a31f2ece8385a8131
e5ffl143314a82e21lafd713bae81l7ccle
€3514d4839007ccb55d68409c97al8ab
62fa6£9£f89p3£94a2777c47d6136775a
56a9a0127£682470bef831fbecdbcd7b
5095a7823£d70745d37d1bf72b63c4bl
p4a3d0581e74bf%ade93cc4614861755
3931a79d92e9e488ef47223ee6£6c061
884113c9065b591139del3clea292749
1ed00£fb793cd68£463£f5f64baa53916b
46c818ab99706557a1¢c2d50d232577d1

8% 10001

R20UT5349CJ0112 hRA 1.12
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TAFHEHTA 4. CLI ThReEvLH

b | | rsa-2048-public.key X
0000alsy 00 01 02 03 04 05 08 07 05 09 0z Ob Oc 0d 0= OF

00o000oaoo ba d4 Ta 84 cl 78 Z2e 4d bd 49 13 £2 a2 61 fc &
00000010 65 83 54 12 cE e4 5@ 20 6% ed &d 7L le 29 cd £4
00000020 46 2k 3% 11 955 63 ca fb T4 k% ck £f2 5Sc f£4 54 4b
Q0000030 da €2 3b ff 0Oe be 7L 64 41 04 2k 7e 10 Sk %9a Sa
00000040 fa a0 56 8 le f& ef aa b2 1% d2 1d &7

00000050 85 82 2d 91 &84 3% 5a 2a 31 f2 ec ed 38 S5a 81 31
000000s0 5 £ff 14 33 14 a% 2e 21 af 47 13 ba ef

Qoo0ooTo 23 51 4d 48 39 00 Tcch 55 de 34 0% c% Ta 13 ab
00o000oso 62 fa 6f 9f 89 b3 f£9 4a 27 77 cd4 7d 61 36 77 Sa
00o000os0 56 a% a0 12 7f 68 24 70 be £f3 31 fk ec 4k cd Tb
000000a0 50 85 a7 g2 3£ 47 07 45 43 7d 1k £7 2k 83 c4 bl
000000R0 b4 a3 d0 583 1le 74 bf Sa de 93 cc 46 14 86 17 55
000000co 3% 31 a7 9d %2 e% e4 88 ef 47 22 3e e6 £68 c0 61
00o00oodo 8 4k 13 c% 08 5b 59 11 3% de 13 cl ea 29 27 45
000000e0 le 40 0f B7 93 cd €8 £4 &3 £5 f6 4k aa 53 91 &b
Qoo00oLo 46 c& 18 ab 59 70 &5 57 al c2 d5 0d 23 25 77 dl
00000100 00 01 00 01

AAAARTT A

17 cc Oe

& 4-2 FF6]E RSA 2048 ARSI

4533 BIG key 1L
WR M SATH AN key LT, I H Y NRAIE € KR FREIEEEENFRE LR 2 T keytype, U T E KA A
Bt B %% EH 1A

XFFARX MR, RA R RHMAPLRE R ALK, JF HSER2ER 4P iin _public GFF2
B M _private (TP o ZEIECHRF FRPERIIIENFL keytype £

VTR keyfileoutput 1% 06 2 45 B SC S8 ) % 40 SO .
TCVFARAE 1% T B BN A BEN LB B 1% T B AR B35 40 NAYF 1 JR 2V A H
#* 4-58 THFARGIFR A RINREN keytype

Bix keytype
RSA RSA-1024-private. RSA-2048-private. RSA-3072-private. RSA-4096-private
ECC secp256r1-private, secp384r1-private, secp521-private,

brainpoolP256r1-private. brainpoolP384r1-private. brainpoolP512r1-private.
Ed25519-private. OEM_ROOT_PK.
OEM_ROOT_PK_SECP256R1_RA_WIRELESS,
OEM_ROOT_PK_SECP384R1_RA_WIRELESS

HHER, macOS JRAANLH PEM -4 N it #h £k .

R20UT5349CJ0112 fA 1.12 RENESAS % 103 W, 3t 227 W
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ZAHHIETE T A 4. CLI Tkt

454 filetype £

WLAMER filetype I E COE 55 B AR SCPFM 2 AR IS 20 T, 0ty — BB s . A RARE I
filetype 53CfHY A AILED, T T HRER [AI4E % .

# 4-59 filetype %75

ASCI =L
rfp LIEFENFRIZSR (RFP) RIEEA & I S0, S X BRI * . rkey,
csource Bl C RSHRL ., BESET BRRAN *. c.
bin S TSR M. I X B AR *.bin.
mot LA Motorola + 71 iaE Z#HHI SR, Ml XET BEWMA *.not,
T address SETFRIEEEA 8 M+ AMEINTF (32 ) HEIAHIL,

4541 filetype 1) rfp 1EIi
TR I DL B 5% DA A7 1 i 245 B0 B 15 85 B S A A =X 2 B 0
RFP 5 H ).
> skmt.exe /genkey /ufpk file="D: \example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"

/mcu "RA-SCE9" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "rfp"
loutput "D:\example\abc.rkey”

4542 filetype [1J csource %
ZIE D C IR SCHERI L SO

M H keyname LIRS, RN <keyname> N HAEG I LR, AR AR B AFA AT KN E LT —H 7.
WRAEH keyname JEIT, NP FHERASCA, FRE/R TIXEED

# 4-60 keyname &I H 2

W E keyname K% keyname
ZEa T <keyname>_t encrypted_user_key data_t
SBTELH g_<keyname> g_encrypted_user_key data
encrypted_user_key FHA/NE | <KEYNAME>_SIZE~ ENCRYPTED_KEY_BYTE_SIZE
Y=

* <keyname> KF N K E FREE

il C VRS AR, H <keyname> %8 & 4-60 keyname i/ 2 04T .

&

R20UT5349CJ0112 fiiAk 1.12 RENESAS 5 104 T, Jt 227 0
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TAFHEHTA

4. CLI Tjyhein W]

* 4-61 82 ufpk LTI RA csource #% U4 #4 4

& S 58
g_<keyname> <keyname>_t | -

keytype uint32_t 33T A keytype ERIRL5I%, it keytype {# ;
SIFFE A keytype [EHIR£5I%, HH 0,

shared_key_number uint32_t i 0, % meu iEA “RX-TSIP” & “RX-
TSIPLite” BYFfEH,

wufpk[32] uint8_t LG wufpk EIRETEINH . MRKIEE wufpk %
LN, Mg 0,

initial_vector[16] uint8_t BTFAPZENZENDERE,

encrypted_user_key uint8_t kA o) ==

[<KEYNAME>_SIZE] <KEYNAME>_SIZE FRRMEBEMRAFZRERN. B
XIMFEHARERKRND, BESNE 4-65 E& 4-
75,

crc[4] uint8_t M keytype Z| encrypted_user_key B9 CRC-32,

R 4-62 1€ kuk LI R “csource” a4 Fika

kil e 489
g_<keyname> <keyname>_t | -

keytype uint32_t 33T A keytype ERIRLFI%, i keytype {H ;
SIFFE A keytype [EHIR£5I%, HH 0,

shared_key_number uint32_t Bt 0. % mcu I “RX-TSIP” 2 “RX-
TSIPLite” BYFfE,

initial_vector[16] uint8_t BTFAPZENZENDERE,

encrypted_user_key uint8_t kA o) ==

[<KEYNAME>_SIZE] <KEYNAME>_SIZE FRMEBEMAFZRERN. B
XMFEHARERKRND, BESUE 4-65 E& 4-
75,

crc[4] uint8_t M keytype Z| encrypted_user_key B9 CRC-32,

C JEICAFH H il

> skmt.exe /genkey /ufpk file="D: \example\ufpk.key" /wufpk file="D: \example\ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "csource"

/keyname testKey /output "D:\example\abc.c”

R20UT5349CJ0112 hRA 1.12
2026 £ 9 H 30 H
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TAFHEHTA 4. CLI ThReEvLH

4543 filetype [ bin £
I U AR SO S RO P O R R TR

F 4-63 fi53E ufpk LEIUNRA] bin 1% 2r0 — iki Acdiao t

=y #iE
0 keytype
STF{EM keytype [HHIRE51%, it keytype {8 ; ST FAEA keytype BEHZR 23|
Z, W 0,
1-3 *®E (0 Ex)
4 shared_key
HiH 0, & mcu &I “RX-TSIP” 8 “RX-TSIPLite” ASA{EF,
5-7 RE (0 EFR)
8-39 WUFPK
LIEE wufpk EFATEIL . INRRIEE wufpk HED, REH 0,
40-55 initial_vector
56 - (56+N-1) encrypted_user_key
(56+N) - 56+N cre
+3 M keytype Z| encrypted_user_key B9 CRC-32,

H: “N” 5 <KEYNAME>_SIZE {EAH[.

* 4-64 1RE kuk GETUN KA bin #xU — BEd b f

ot B

0 keytype
STF{EM keytype [HHIR£51%, it keytype {8 ; ST FAEA keytype BRI R 23|
Z, W\ 0,

1-3 RE (0 EFR)

4 shared_key
Hith 0, % mcu XA “RX-TSIP” & “RX-TSIPLite” BfAR{EHA,

5-7 RE (0 EFR)

8-23 initial_vector

24 - (24+N-1) encrypted_user_key

(24+N) - 24+N crc

+3 M keytype F| encrypted_user_key B9 CRC-32,

E: “N” 5 <KEYNAME>_SIZE {EAH[A .
R20UT5349CJ0112 fRA 1.12 RENESAS # 106 Ui, 3t 227 i
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TAFHEHTA

4. CLI Tjyhein W]

ZHE SO B -

> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
/mcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "bin"
/output "D:\example\abc.bin"

4544 filetype 1) mot %I

ZiET H Motorola 7Nt ilAg XoCfF. SR UIE 2 4-63 A& 4-64 HigsE.

fasE TNl 8 £ (32 fi7) ehfHhhkok 1% & HE n bk .

mot U4 H R :

WA address 110

> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "mot"
laddress "FFF00000" /output "D:\example\abc.mot"

£ keytype LT encrypted user_key K/NiRR.

#* 4-65DLM 41K encrypted_user_key K/

keytype IEIR FIHRN
DLM-SSD 32
DLM-NSECSD 32
DLM-RMA-REQ 32
DLM-AL2 32
DLM-AL1 32
DLM-RMA 32
#* 4-66 AES 41K encrypted_user_key K/
keytype &R FRERA
AES-128 32
AES-192 48
AES-256 48
AES-128XTS 48
AES-256XTS 80

R20UT5349CJ0112  hiA 1.12
2026 £ 9 H 30 H

RENESAS

#0107 T, 3t 227 W



TAFHEHTA

4. CLI Tjyhein W]

#* 4-67 RSA #%HI encrypted_user_key K/

keytype IR FRR/N
RSA-1024-public 160
RSA-1024-private 272
RSA-2048-public 288
RSA-2048-private 528
RSA-3072-public 416
RSA-3072-private 784
RSA-4096-public 544
RSA-4096-private 1040
RSA 2048 {8, AT TLS 288
#* 4-68 ECC 41K encrypted_user_key K/
keytype %I FHKR/N
secp192r1-public 80
secp192r1-private 48
secp224r1-public 80
secp224r1-private 48
secp256r1-public 80
secp256r1-private 48
secp384r1-public 112
secp384r1-private 64
secp521r1-public 132
secp521r1-private 66
brainpoolP256r1-public 80
brainpoolP256r1-private 48
brainpoolP384r1-public 112
brainpoolP384r1-private 64
brainpoolP512r1-public 144
brainpoolP512r1-private 80
secp256k1-public 80
secp256k1-private 48
# 4-69 Ed25519 Z 4 encrypted_user_key K/h
keytype J%EIR FIIR/N
Ed25519-public 48
Ed25519-private 48

R20UT5349CJ0112 hRA 1.12
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4. CLI Tjyhein W]

#* 4-70 HMAC-SHA %4H1 encrypted_user_key K/h

keytype JEIT FRHRA
HMAC-SHA1 48
HMAC-SHA224 48
HMAC-SHA256 48
HMAC-SHA384 64
HMAC-SHA512 80
HMAC-SHA512-224 80
HMAC-SHA512-256 80
HMAC-SHA3-224 48
HMAC-SHA3-256 48
HMAC-SHA3-384 64
HMAC-SHA3-512 80

# 4-71 ARC4 %4H1 encrypted_user_key K/

keytype &N FRHRAN
ARC4 272

# 4-72 TDES %4 encrypted_user_key k/h

keytype 1%IR FHK/N
TDES 48

#* 4-73 ChaCha20-Poly1305 %% encrypted_user_key A/h

keytype i%IR FHKRIN

ChaCha20-Poly1305 48
#* 4-74 OEM_ROOT_PK %% encrypted_user_key K/h

keytype i%IR FHKRIN
OEM_ROOT_PK 80
OEM_ROOT_PK_SECP256R1_RA_WIRELESS 80
OEM_ROOT_PK_SECP384R1_RA_WIRELESS 112

#* 4-75 T+ AR encrypted_user_key K/

keytype JEIR FRHR

key-update-key

48

R20UT5349CJ0112  fiAs 1.12 RENESAS
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ZAHHIETE T A 4. CLI Tkt

455 fileadd %L I%

AR TG E N "csource”. "bin "X "mot "I, FILLE fileadd LI, 24 SCHEEALETUN
"csource". "bin "= "mot ", A[LIXE fileadd %I,
MAFAE S5 SR R RSO AT, A R I 8 2 B A0S BRI D B0 BAE 20ds b, AN 7 o DA B .

R PR RLATUTEE "csource "IN, AL A LA B AN INEORE 18 SR AT . 1T %
R TR R e AT TR HH R R LA

fileadd SCAFH RG] -
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "csource"
[fileadd /keyname "aes128" /output "D:\example™\abc.c"

456 bswap %
bswap EIEELL ASCIl FFmEMEERFS], INRERIZIEIN, NEHA "32-big",

% 4-76 bswap LT

ASCII B
32-big W& 4-63 FA 4-64 RYEEAN B FOR 3 B0 U4 Hh 20
32-little K 463 WZ 1-61 FHEANEARA L 4 75 HHHE 5 B0

bswap U4 AR -
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "csource"
Ibswap "32-little" /keyname "aes128" /output "D:\example\abc.c"

R20UT5349CJ0112 fiiAk 1.12 RENESAS % 110 7, Jk 227 0
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TAFHEHTA 4. CLI ThReEvLH

457 keyfileoutput %7

MR LAT AN key LT, W T AKALBENLE . keyfileoutput eThH] T4 A4 B S OR A7 Dy itk il
EPHSAF BSOS T FRERISFY AT R * . key B *.txto

1% L BEZE O B o6 AN — SE AR AR IS o BEAE B ARXT AR IR, SR AT E N keytype. TR IR
AT DA B AR R R A R

R A4-TT WTLUE AR AR PR

Bix keytype
RSA RSA-1024-private, RSA-2048-private. RSA-3072-private, RSA-4096-private
ECC secp256r1-private, secp384r1-private. secp521ri-private

brainpoolP256r1-private. brainpoolP384r1-private. brainpoolP512r1-private.
Ed25519-private, OEM_ROOT_PK,
OEM_ROOT_PK_SECP256R1_RA_WIRELESS,
OEM_ROOT_PK_SECP384R1_RA_WIRELESS

TCVERAE T T BB B BEA LR BARAE o 12 H AR R 28 B LA T SR 2 e Rl B 9

YA AR FRE N HARE Ikeyfileoutput I, ERVHI UM “ private” , fEAHKISIHS
I ¢ public” o i, WIRIEE “/keyfileoutput abc.key /output abc.rkey” , MZApBA
A

o HEHXHIAN abc private.key

o HHEHLAHM abc_public.key

o MERPLIEHINEHYIN abc_private.rkey
o WERNHLBEHIMEHAMN abc public.rkey

XK B HBIRE R, GBS F 4.5.3.1 1 ANH# N E AT 2 LIk

Xof PR BH SO s
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
/mcu "RA-SCE9" /keytype "AES-128" [filetype "rfp" /keyfileoutput file="D:\example\aes.key"
loutput "D:\example\abc.rkey”

xR E G SO B -
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
Imcu "RX-TSIP" /keytype "RSA-1024-private" [filetype "bin"
Ikeyfileoutput file="D:\example\rsa1024.key" /output "D:\example\rsa1024_private.bin"

R20UT5349CJ0112 fiiAk 1.12 RENESAS % 111 00, gk 227 T
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ZAHHIETE T A 4. CLI Tkt

46  enctsip ik
enctsipy 2 A T FIE . F0HE S A FH 1633 f B0 5 i il Sk AT e e

% 4-78 enctsip £ (1)

15T0 e WiEA

mode ASCIl B IR ST P RO RTIE A =
FIEBESE 4.6.2 mode #£I7

ver Decimal | {EEZHMBIGIL X HE) RSUTFLNA.
AIEMRA 1 5 2, EREHEE 2.
FIEESE 4.6.1ver £,

prg File Path | $&2 EME /I mot X .

Pro_sb File Path | mode BEVT#E A factory B, 155 5 EME mot XHABLENE 23S
FEF 8 mot 3L,

enckey Hex datal | f5 5 M #1MT ME prg WIHHETE mot X HIENSEEAWER.

AILMERE 16 FHMTHNHGIBIE, SHZHFXHE(* . key)o

session_key | Hexdata | fg7¢ Session Key, ZRIEHFNITE prg IR HEER mot STHHISIRIHT
mE. (32 FP)

ZIRIAFIEI, INRARIZIAI, NER T ERERBBEIEE SRR
fao *!

iv_fw Hex data | 347f prg 26 E B mot X RIEIEH 1T NZRT 6 R AIEE M 8 (1IV)(16
=),
ST AT, AR LRIZOEIR, NME AT E M ERREIEERS IV, *

startaddr Hex data | $5% 7 prg It 5 H mot SR R A FFsathtt . bk A% A
16 FEHXI3TF

endaddr Hexdata | $25E 7 prg MEIIH1EE /I mot XX MNZER R i posk i, FFoA sl FI4E s
Mtk oh ¥ RE B A0 3R X d2 /NS RR F 16 SERRITT.
BRAMEEES 8MB,

destaddr Hex data | filetype 1EIfiE5E /0 mot’ B, &5E /0% FFIRE FERUBEI L Hh bt ,
imgfig ASCII / $5E E7E RSU 473L# Image Flags S ABI{EL
Rexdata | emims = 4.6.3 imgfly 17,
filetype ASCII IEEEHEMXHEE, FIEBES%E4.6.4 filetype LT,
flash_wsize | Decimal | Qg ver IR 2 5%, EEL 16 TPREL T ABLAME,
deta ATAER, MEBEEE MIEE 256,
df_ena ASCII ST prg METUEEMEMZEH mot XX IEER K BIREMEE

XX, ¥0 4.6.5df _ena #£7,
1. T EANARPIBENE A RELRE 298 B BEAT I .

&

R20UT5349CJ0112 ki 1.12 RENESAS % 112 7,
2026 4£ 9 H 30 [

L 227 T

N



TAFHEHTA

4. CLI Tjyhein W]

% 4-79 enctsip T (2)

o 5 o

motoffset - REES ver %I 2 —#2IETE.
AN motoffset WEINE, 7E4F rsu XHEEHEA mot XY, HUHRHBEE
A ; THE5 df_ena EIAEATERE.

output File Path EERIH X B,

nooverwrite | I LRI EI, IEEIZIENE, WREEREXXE NeKERER,

e 1 THENAERIIEEYUE A BE CRIE 2 9 I BEALIE -

R20UT5349CJ0112 hRA 1.12
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Sl BT T L 4. CLI IhRETLH

# B mode factoryf s B R~ 5:
> skmt.exe /enctsip /mode "factory” /ver "1" /prg "D:\example\userprog.mot"
Iprg_sb "D:\example\secureboot.mot" /enckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /destaddr "FFF00300"
[filetype "mot" /output "D:\example\factory.mot"

# B mode updatef ()15 F R4 :
> skmt.exe /enctsip /mode "update” /ver "1" /prg "D:\example\userprog.mot"
lenckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /filetype "rsu" /output "D:\example\update.rsu"

4.6.1 ver &I

ver EIHEE RSU CEMIMA: RSU XA 1 (H ver @mIEERA 1 ) FIiA 2 (B ver &I
FEERA 2 B ERH SO RINE RSU br Sk Fim = 50 a0 d 5 X _EE A .

4.6.1.1 ¥&E ver %I 1 B

(1) MEHEESHE

0% prg ETHETER mot X startaddr #1 endaddr ELTIEEMBINRE, RAHIFEMNREFESR
OxFF,

prg
(mot file image)

RSU Header destaddr RSU Header

Encrypted Code Flash ange Encrypted Code Flash
ALL OXFF + data mot data

startaddr

ALL OxFF

endtaddr

Output Image(.rsu) Output Image(.mot)

B 4-3 a5 ver %I 1 FFHINERE

R20UT5349CJ0112 JRA 1.12 RENESAS 114 U1, 3k 227 5
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TAFHEHTA

4. CLI Tjyhein W]

(2) RSU #rsk
# 4-80 RSU #xsk V1 i ERAFRL,

#* 4-80 RSU #33k V1

REE IR NERAM KEE x

0x0000 Header Magic Code 7 “Renesas”

0x0007 Image Flags 1 7 imgflg 1EIR A 5 FE BO{E

0x0008 Signature Firmware Verification 32 ASCII “mac-aes128-cmac-with-tsip”

Type

0x0028 Signature size 4 4% A (0x00),

0x002C Signature 256 K {# A (0x00),

0x012C Option Dataflash Flag 4 K {# A (0x00),

0x0130 Dataflash Start Address | 4 4% A (0x00),

0x0134 Dataflash End Address | 4 A A% F(0x00),

0x0138 Image Size 4 K {# A (0x00),

0x013C Reserved 124 All 0x00

0x01B8 Format Type*' 4 B A SRR R
ASCII BJ“rsu”(0x72, 0x73, 0x75, 0x00) &
“mot’(0x6D, Ox6F, 0x74, 0x00)

0x01BC vt 16 | APEFmENERS IV

0x01CC SessionKey0*" 16 £ F enckey XJhn%: FI 12 5B 8 A RO 22 SR
TINE R EE

0x01DC SessionKey1*" 16 /3 enckey XJhn%: F 12 5B (8 A RO 22 SR
TINE R EE

Ox01EC mEMAPREF+MAC | 4 0 4 FI AR e+ P2 D0 A A AR

BT K+ MAC B &ITF XK/

0x01FO MAC*! 16| mPRRE MEAT 4 A MAC

0x0200 Descriptor | Sequence Number 4 B9 1

0x0204 Start Address 4 B2 X 5 # FF o4 Hh it

0x0208 End Address 4 FRFEE X B R it

0x020C Execution Address 4 AP RREITIF S i 7245 it
(B E{E OxFFFEFFFC)

0x0210 Hardware ID 4 F{EF(0x00),

0x0214 Reserved(0x00) 236 -

0x0300 Application Binary N b)) =F e

0x0300+N | Dataflash Binary M TXH

#: 1. M RXFirmware Update FIT V.1.x H & S HI*.rsu SO E MCh TSIP Ak UE S 4.

R20UT5349CJ0112 fA 1.12 RENESAS % 115 7, 3t 227 W
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4.6.1.2 ¥&7E ver %N 2 B

(1) MEHREESHE

£ prg EIHEEM mot X, H startaddr 1 endaddr 1EINE E XS H X5 /98 flash_wsize
BEIEE K/NHRRR, REGFEHIBHRRY SENE,

W RE R RAFE T4 flash_wsize 1EINKI 2RSSR, NEAEHRIBEMXIBFIER OxFF,

EAR% motoffset JEIIAIEEFLE R SR SCIE RIS, rsu ST (ZHERIER) 2L destaddr Hitikf i ;
1E77 motoffset IEIIHEIL T, stardaddr Hinb[F4544 destaddr Hiklk, ififi A mot SC{H:HAJHIHE(E BT
WO, HidE, AR mot ST R B BB R O H

RSU Header

prg ncrypted Code Flash2 +
o)

(mot file image)

Encrypted Code Flash1 +
OxFF

Output Image(.rsu)

startaddr RSU Header

[ ALokr i Crcrypted Code Flash2 +
startaddr+flash_wsize

startaddr+flash_wsize*2
ange
mot

Add motoffset Encrypted Code Flash1 +
option OXFF

Output Image(.mot)
O;O:”Qg
RSU Header destaddr

ncrypted Code Flash2 +
OX

destaddr

endtaddr

Encrypted Code Flash1 +
OXFF

Output Image(.mot)

B 4-4 $55E ver B 2 W FIINETE

R20UT5349CJ0112 JRA 1.12 RENESAS ¥ 116 T, 3k 227 7T
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TAFHEHTA

4. CLI D

(2) RSU #rsk
F 4-81 RSU #rsk V2 B REIFRSL,

#* 4-81 RSU #33k V2

wREE AR NERAM KR x

0x0000 Header Magic Code 7 “‘RELFWV2”

0x0007 Reserved 1 KfEA (0x00)

0x0008 Signature | Firmware Verification 32 ASCII “mac-aes128-cmac-with-tsip”

Type

0x0028 Signature size 4 RfEFMA (0x00)

0x002C Signature 64 KfEA (0x00)

0x006C Option Reserved(0x00) 332 -

0x01B8 Format Type ™ 4 B H A SRR
ASCII B“rsu”(0x72, 0x73, 0x75, 0x00) =&
“mot”(0x6D, 0x6F, 0x74, 0x00)

0x01BC v 16 | APRRF mER R IV

0x01CC Sessionkey0 ™ 16| &/ enckey Xthn# FIFRE el 5k A RO 4
T REMESR

0x01DC SessionKey1 ™ 16 1 F enckey X$HNZE B PR A3 F RO 4
ThZERMESR

Ox01EC MEWAFRF+MAC |4 I B9 FA PR R+ P E R IR £ AR MAC

B R REP N

0x01FO0 MAC ™ 16 | \PERMEAT £ R MAC

0x0200 | Descriptor | i iEroh & 4 FPEFHIEY (8% 31 1)

0x0204 Start address[0] 4 AFEEXEE I 1

0x0208 Data size[0] 4 HPRREFRHERN £ 1 IR0

0x020C Start address[1] 4 APREE Xt 2

0x0210 Data size[1] 4 BFREFERHUER/N £ 2 IN
FAFPERFXiEZiathit 3-30
FAFEFEHEXRD F 3-30 I

0x02F4 Start address[30] 4 BAFEFEXLsHhht 31

0x02F8 Data size[30] 4 HPRREFRHIEXRN £ 31 IR

0x02FC Reserved(0x00) 4 -

0x0300 Application Binary N nZEPEE

0x0300+N | Dataflash Binary M X,

#: 1. M RX Firmware Update FIT V.2.x H1a SC*.rsu SCHERS SR MO TSIP A 2R IS4

R20UT5349CJ0112 hRA 1.12

2026 £ 9 H 30 H
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TAFHEHTA

4. CLI Tjyhein W]

46.2

mode &I

modeit 15 T8 & LLASCI =74 th £icdfs 1o % =X

% 4-82 mode ik I

ASCII

1i8A

factory

WEHITIIRSE, WHE prg_sb DIEEMNZ 25 1 SREFNXMERZFMMNT
RSU #J mot 3,

XHHREEIES E & 4-3 mode LT #57E factory ATHIX £ T EE,

update

Bz L8 Firmware Update, HiHXSINZBRZFMHIINT RSU B =i X5 mot
X1¢0

X TREEIBESE A 4.4 mode FEI#EE update A filetype FEIGHEE rsu FTHIX
HERTEE & & 4.5 mode FEIGIEE update A filetype ZELTHEE mot A7
X1t B,

R20UT5349CJ0112  ffids 1.12 RENESAS % 118 T,

2026 £ 9 H 30 H
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4. CLI IhRETLH

prg
(mot XX~ EED

OxFFF8_0300

OXFFFE_FFFF

prg_sb
(mot XX R ZED

OFS

Data Flash

0xFFFO_0000
Code Flash 1
OxFFF7_FFFF

OxFFFF_0000
Code Flash 0

OXFFFF_FFFF

FEIEI P HEE T FIE I H)7H
startaddr OxFFF8_0300
endaddr OxFFFE_FFFF
destaddr OxFFFO_0300

RSU Header

Encrypted Code Flash
data

A R
(mot XX~ EED

i

OFS

Data Flash
0xFFFO_0000
RSU Header

O0xFFFO_0300

OXFFF7_FFFF

Encrypted Code Flash
data

Code Flash 0

& 4-5 modei& T &5 factoryf L4 BN & B

R20UT5349CJ0112 hRA 1.12
2026 4 9 A 30 H
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FEIETR A R E T SVE T B7R 51

prg startaddr OxFFF8_0300
(mot3C 7R ED endaddr OXFFFE_FFFF
HE RS

RSU Header+Ecrypted Code Flash
data H — 3k oA

RSU Header

OxFFF8_0300
Encrypted Code Flash
data

OXFFFE_FFFF

B 4-6 modeit g Eupdate B filetypett Wi+ & rsub i34 Bion 2 &

org FELET P 52 T HVELIN (7 51 A o

(mot SR B D startaddr OxFFF8_0300 (mot S B D
endaddr OxFFFE_FFFF

destaddr OxFFFO_0300

0xFFFO_0000
RSU Header OxFFFO_0300

OxFFF8_0300 Encrypted Code Flash

- Encrypted Code Flash data

data OxFFF7_FFFF

OXFFFE_FFFF

B 4-7 modeit i Eupdate H. filetypei Wit & moti M T4 B A B

R20UT5349CJ0112 JRA 1.12 RENESAS 120 U1, 3k 227 W
2026 4 9 4 30 0




TAFHEHTA 4. CLI ThReEvLH

46.3 imgflg £

imgflg it U] T4 52 2 5 M2 S RS U Sk #Image Flags 7 BUAI{E . fEiZi&1iH, Wl AL H]
ASCIMH 5163 il .

#* 4-83 imgflg 1L

ASCI & o
blank OxFF EAET AR,
testing OxFE BT . JOESCHG
Installing 0xFC EREREWIRRE
valid OxF8 = AR TR R
invalid 0xFO S ENEER
end_of_life OxEO NAREEGER

4.6.4 filetype I

fEfiletype it 15 4 FHASCI 77548 & iy tH SO A% =X
HE Hfiletype MISCAF 4 Y e A4 A — BN, 2R A IR

#* 4-84 filetype LT

ASCII TRE 15tEA
mot *.mot igiHt Motorola +7< B HI& RIS HE .
rsu *.rsu HHEXIINERAFEFMINT RSU FRSLA i HI#E.
{7 mode EINIEE /9 update FfF BEYEE

4.6.5 df _ena &7

df_ena LW ER prg LLIUHEE N mot SCAFECHE A AF rH A I8 N SN 5 2% L SCr
il FIZIE TR, prg JEIHEE RS 0x00100000 % Ox0100FFFF  H A St i IH B il 8 i) 25 i
AL TR E T, fURMhE S5 H] prg_sb W15 E B SO BE N A RO BEE S, W ek A

o

#* 4-85 df_ena LT

ASCII =l

add BH prg ETHEER mot XEFFEUERIFTXAIEHERINZ & H 4.
{7 mode EINEE /9 factory B ¥ BEFR7E o

enc 153 prg EITHEER mot X4t AINTE IR I F M N EHH ST,
REAEFEA ver 1EINIEE 2 BT FHEIEE,

R20UT5349CJ0112 fiiAk 1.12 RENESAS 5 121 70, gk 227 T
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4. CLI Tjyhein W]

47  gencert iy 2%
gencertiiy 2 A6 FH NG HHE fn A8 A A6 I B0 BOCHR T IR 2 . 48 SO, T FE SO AR RT3k

Ik “file=" .
% 4-86 gencert 15 (1)
BEIFT i 1589

mode ASCII “signature” (84) : 4£R{EA ECDSA &4 MAISIERINER
UEF.
“CRC” : {X8lI32E A CRC #1718 5 I0IERT T FMARSIER,
FIEES 2% 4.7.1 mode %IR,

loadaddr Hex data | 155 OEM B|SInEI2 R kC A it ,

cfsize Hexdata | 52k ABRHRIRIBIATER/N,
#4B% oembl_size BF, N{F loadaddr %I cfsize SEEIRHIEIE/ES
BATR,
XFELWERXE, 557 4.7.2 OEM 51 SEMEEFHELE
CRC ZERK I,

oembl_size Hex data 157 OEM BISMEIEF KR/, K/IRIEE 16 FIHXITFRN,
X TEATERESE, BE55 4.7.2 OEM 5| SMERFHERH
CRC EERXHE,

ver S:t‘;im*?"' % mode JJ signature’Bf ¥ £ thi%IR,
BEABIERHICEN OEM 5| SR FRIMRA
ST 1-4,294,967,295,
SCPRAET A AORRABURF MCU/MPU BIXIIE, B2 (EHEM)
8 MCU/MPU B4R FiBA,

oembl File Path | 558 FSBL I4IFXT5 K OEM 31 S:EF2 K #9 Motorola +7<3 i
X,

R20UT5349CJ0112  hiA 1.12
2026 £ 9 H 30 H
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4. CLI Tjyhein W]

#* 4-87 gencert i£77(2)

JEEIR

S8

1i8A

oembl_private

Hex data /
File Path

% mode Jy“signature’AtEE It %I,

{57 OEM 5| Sm#EFFhA.

fEE HEX 20T, B8A 32 F1 HEX #iR.

SFTFXHHEA, TILUETE OEM 5| ShNERF2 F AL SR i X4
(*.key)s XAXE(*.txt)HBEAPEHIEN PEM X4

(* .pem),

HIRAEIAY, NAETIERNELER OEM 518 MEFEF
secp256r1 T, [5F)

oembl_public

Hex data /
File Path

% mode Jy“signature’BTEE %A,
{87 OEM 5|Sm#EiEHF 248,
{&E HEX #iERT, 1BHIA 64 F15 HEX iR,

JIFXHEA, TUHEE Qx. Qy FAEIRM Z IS4 (> . key)
BRSO (. txt),
Ll oembl_private #j A PEM 3C4:ATE] L& B,

oemroot_private

Hex data /
File Path

% mode Jy“signature’Bt HE IR,

5% OEM #RFA5H,

HEE HEX #iERT, BA 32 F1 HEX #iiE,

SFXHEA, BILUERE OEM 1RFAFHEI Z I SUEF(* . key). X
ARH(> . txt)HBEFLPHIEH PEM X (* . pem).

oemroot_public

Hex data /
File Path

% mode Jy“signature’Bt HE IR,
5 OEM 1B 2848,
BT HEX $iERT, BHA 64 75 HEX R,

SHF XA, ATLUETE Qx. Qy AR IS4 (x . key)
BXARSF(* . txt)o
LI oembl_private &) A PEM 3C{#ERS A L& B,

measurement_report

MRIETE TIZEN, FHEBWER T HHPEPMRBIED, NR
ERATERME LA OEM_BL MAFIERITHEE
measurement_report B,

oembl_endian

ASCII

INEEIT oembl f5EH OEM_BL RIRKIGFFTRFMERN, Ttk
BEIA F 4 B E AR BIEH T F B R,

HREE, WRARRANMGFLRF,

#1555 17 4.7.2 oembl_endian 7,

T TR WK BEHUE A BEORIE 298 HORENLIE .

R20UT5349CJ0112  hiA 1.12
2026 £ 9 H 30 H
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4. CLI Tjyhein W]

#* 4-88 gencert i£77(3)

BEIFT i 1589
output_codecert File Path EERIEB RS ST .
Output_keycel't F||e Path % mode %“signature”ﬂj%gﬁtﬁlﬁo

EEERDIEBM L X H4,
keyfileoutput File Path

4 mode J3“signature’ B A B oembl_private SEIAAT, JFHEH7E
T B4 RFIE R secp256r1 FRITX M., 1518 EHIH X4

%O

T TR WA RBIBEHUE A BEORIE 298 HIRENLIE .

#% B mode CRCHY {18 F 7~ 151 -

> skmt.exe /gencert /mode "CRC" /loadaddr "02000000" /oembl_size "1000"
/Joembl "D:\example\user.mot" /output_codecert "D:\example\ccert.bin"

#% B mode signaturef {4 FH 41
> skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000" /ver "1"
/loembl "D:\example\user.mot" /oembl_private file="D:\example\is_ec256_priv.pem"
/loemroot_private file="D:\example\ms_ec256_priv.pem"
/output_codecert "D:\example\ccert.bin" /output_keycert " D:\example\kcert.bin"

R20UT5349CJ0112  hiA 1.12
2026 £ 9 H 30 H
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471 mode &
modeik i $5 F Z LLASCIZF & 5 i B E 255,

* 4-89 mode ik I

ASCII 3488
signature EA%E OEM 31SMELFMER (OEM 518 HFEH) MEE OEM 518m
HEZHNWZ (OEM RER) £RBFIEBIMABIER,
7f oemroot_private, oemroot_public iEITH15E OEM 1R ZAXT, FHEH
oembl_private, oembl_public &g E OEM 5| S:nE 2 F 25X
X FIUEFH Chain Of Trust £54, 1ESHE A FSBL DIREMIER H BIBEMFF .

CRC it% OEM 5ISMEA2RF# CRC &, (NAERMKIBER. [F)

BB CRCMAE MARKZIE TSI, K CRC EAE NEIMEH H 2 Signer ID. 7 FSBL #/E#ix0 T iE£#%“CRC + report
measurement”, 72 H OEM 5| SN2 7 2% 43%i  measurement report i, &k “signature” f B CHGAE
o

4.7.2 oembl_endian £

oembl_endian i%IRA F7£:@1Y oembl EINIE E # OEM_BL U KIGFTHFHER, E4AREANXEIERT
FRRFEE,

#* 4-90 oembl_endian %7

ASCII 3488

32-big L KiEEXMEOEM BLAY, BHFITHIZE.
ERBREINFR AT RERES.

32-little LLUMNEFTIFEMEOEM _BLAY, HHTHIZE.
BB ANTHTRIEFT SRR,

ER{EE, WEIARA32-littleiFE,

&

L 227 T

N

R20UT5349CJ0112 ki 1.12 RENESAS % 125 7,
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4.7.3 OEM 5| S IMEAL ¥ 12644 5 CRC iz 5 R [X 45k

OEM3| S hn#k f2 FF 1 2 44 8 CRCiz L4} 4 N E oemblik 1 45 72 iy mot S 14 il Loembl_sizei’k 1§ Flcfsizeik
T rb 3 o A DX Ik B R R A WA 35 49 o

4.7.31 &€ oembl_size LT}

¥ Mloadaddrik 7 Fb 45 5E () ik 746 2 oembl_size s 7 WL G /E N2 4 B CRCIZ F X % o Fig NI mot L4
¥ oembl_sizes & F4H 1) X 3T, i FOXFFIA /e £ 45 .

i, #&Eloadaddr‘02000000”. oembl_size“4000”i, LA T [ =N/ fil#E47 Ui B

A MOt S LA B K %2 0x02002FFF

F12: F A motf BLG i K 2 0x02004FFF

H13: i Amot i) % P9 A0x02002000%0x02002F FF % 5 %4

/loadaddr “0x02000000”
Joemblsize “4000”
B ERF

51

0x02003FFF

“ OEM_BL
0x02001FFF E4 . CRCGEEXE
OEM_BL Data 1 OEM_BL Datal

0x02000000

0x02004FFF
0x02004000
OEM_BL Data2 S Bloany OEM_BL
= E4 . RCEEXR
0x02000000
153

0Xx02004FFF \—,
0x02004000 OEM_BL Data4 N
OEM_BL Data4'
0x02003000
ALL OXFF OEM_BL

0x02001FFF B4R . CRCGEEXZR
OEM_BL Data3 OEM_BLData3
0x02000000 -
K 4-8 fEEoembl_sizeidL ik 4542 . CRCZEITR
R20UT5349CJ0112  FiAs 1.12 RENESAS %0126 71, 3L 227 T
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4.7.3.2 X $6 5 cfsize JEIRHY

H5FE 2 oembl_sizei£ i, 7EoemblikIii i 5 52 FImot Ui, K Mloadaddr 5 5& ) bk T 4 % cfsize
i X 3k P 2 1R N % 4 Bk CRCIZ X £ o

#iltn, 15 5Eloadaddr02000000”. oembl_size“10000”, L1 PYAS 74 HE4T 40 B

NI BN mot ST LS Ik 2 0x02001FF8

AI2: A A mot i) BHE 5 K 2 0x020014FFF

BI3: i AmotftI 4% 3 0x02010000 LA it 77 78 F s

4 i A mot i WL P 1775 0x02010000 2 Hif 5 43 $ 4k X 45

/loadaddr “02000000” /cfsize “10000" $&5E B
i1

0x02001FFF I

0x02001FF8 OEM_BL
OEM_BL Data 1 OEM_BL Datal EA.CRCEERER
0x02000000 —
512
0x02014FFF
0x0200FFFF
OEM_BL Data2 . OEM BL
OEM_BL Data2 =
E4 . CRCEERZR

0x02000000

13
OEM_BL Data4d
0x02014000
0x0200FFFF
0x02001FFF

- %% N CRCEE * ;
0x02000000

54

0x02014FFF
0x02010000

OEM_BL Data4 I
OEM_BL Data4'

0x02003000
ALL OxFF OEM_BL
0x02001FFF

E4.CRCEEXER

OEM_BL Data3 OEM_BL Data3

B 4-9 ({5 5Ecfsizeik T 1454 . CRCIEEX R

R20UT5349CJ0112  FiAs 1.12 RENESAS #0127 01, 3L 227 W
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ZAHHIE T A 4. CLI Tkt

4.8  encdotf iy 2L i
encdotfir & v F F R AR . HE S 15 1653 ) B simot U - T e 5« #8 8 SCHEI,  FE TR AR ) T

S _E“file=".
# 4-91 encdotf L 1i(1)
1551 S8 154BA

keytype ASCII 1EERMA AES MERHMLLEKE,

FHEBSE X 493,
enckey Hex data / B TETE keytype 1EINH 5 E ALK E M Z PSR EH XX,

File Path

FiEiES % 4.8.2enckey %R,

nonce Hex data fEERATFMEM nonce $iE., HIEXR/NA 16 T, HAARENRS

100 fIBk & & 64 i1 F4E nonce,

INZRTHY nonce 1 counter BIFIAE E & {E A # MCU/MPU M &,
ZEIAFIER, INRABRIZEIN, WERIENERMBEIE NF
1) 49 nonce,

startaddr Hex data EE BRI IA I, Hhht K/ 32 6,
ZETNA RIS, HEIZEIAT, MmBBEANXE, (3F2)
BIEE 16 FHOR ML,

endaddr Hex data fETE MBS R L, Hhht K/ 32 41,

ZEIMAANEN, HRIZEIES, NmBESXHE, (5F2)

B EMLE, FAEM startaddr EIIZE endaddr I 5 E A K 18K
INAg 16 55,

prg File Path BEEMZE I,

output File Path SRS XS

motaddr0 % HE SRR, S ERH A mot SRR NG O,
EFEIZEIAY, TiE1EE incplain #1 destaddr %I,

incplain x E7E startaddr 10K endaddr JEITAY, 1FIEINZE XS R BIEH M0 ZI4E
H X TR,
EEZEIRY, EiAIETE motaddr0 IR,

destaddr Hex data EE B MBI BiRthit,

B frtth it B F N RS8R ER 80 28 MEAL,

ZIETANIEIR, EIZENET, HEMNESEEMZIA /0 BiRit
i,

FEEIZEINAT, Fi&tEE motaddro i%EIR,

el I T H A I BE N UE I+ AS BELRIE 2 98 I BEH LY

7k 2: Higistaraddr fllendaddr SEI0S, W In& AN . BESIEH XS, PLRRENE. SRthbk AT 16
FHIRFEE, L 0x00 AR .

R20UT5349CJ0112 ki 1.12 RENESAS 5 128 Ui, It 227 W
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TRFHEM TR 4. CLI Tjyhein W]
#* 4-92 encdotf 117 (2)
TR N 5488
dotftype Decimal HEMENE,
data

¥155217 4.8.3 dotftype 1EIR.
LRI AT ARG, BHEEE, MEIAERE 1.

iv_tlv_output File Path | s mnazpd G A& IV (BRI

FI1EES5 4.8.4 iv_tiv_output 2E77,

i 5 I Va B R 7~ -
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0BOCODOEOF"
/nonce "00112233445566778890000000" /startaddr "80000000" /endaddr "80000FFF"
Iprg "D:\work\program.srec" /incplain /output "D:\work\dotf _program.srec”

ANF R I 2 Bl 61«
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
/Inonce "00112233445566778890000000" /prg "D:\work\program.srec"
/output "D:\work\dotf_program.srec"

R20UT5349CJ0112  hiA 1.12
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4.8.1 keytype %
keytypei& i LLASCIIFE 5& F T % 125 4 K B

*® 4-93 i e A E K

ASCII 5iBA
AES-128 EEREKEN 128 18 AES FiH.
AES-192 REFZIBKE 192 (il AES Z48,
AES-256 REZIPKE S 256 ik AES B48,

482 enckey &I
enckey it 5 & 1 7~ 2k il Fdhs 5o

AT keytype LI 1552 K] ASCH 74, &3 DL AR U8 . BRSO BRSO 0 T8 A siar
AN, WILL 16 BE] ASCI F4F KR 1 D515,

* 4-94 AES-128

== iR
0-15 AES-128 i ZHEE
%* 4-95 AES-192
s iR
0-23 AES-192 1 Z 5B %R
* 4-96 AES-256
. iR
0-31 AES-256 1 ZHEE

4.8.3 dotftype £

B+ RA CIE#5 RA for Wireless) « RX fl RZ &% it ## /) DOTF IP 5 RA for Wireless fr#&## DOTF IP
ANE, R AES 8K E LUK nonce BRI FIH AL A AH R . @i W E dotftype B30, AT LKW In s 5
.

X 4-97 dotf LI

. R MCU/MPU AES BRI nonce AL
1 BT RA CIVEHE RA for 128 /192 / 256 {#FART 100 {iz
Wireless) . RX il RZ %7
2 RA for Wireless 256 & FH R 64 iz
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TAFHEHTA 4. CLI ThReEvLH

4.8.4 iv_tlv_output &I
WA AR M I, DL TLV K U gk SOt IV 2dE .
PELR LTI
# 4-98iv_tlv_output &I
Field Size(byte) &) Note

Type 2 0x00A1 LUNE T B

Length 2 0x0010 LL/NE =2 R i

Value 16 v DOTF MZERMEMAR IV (counter) {&
R20UT5349CJ0112 fA 1.12 RENESAS 5 131 70, gk 227 T
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ZAHHIE T A 4. CLI Tkt

4.9 encsfp &1 $51EIR
encsfpir 2 n i F R AL . Bt N\ nlH5 e A o 8t dlA-dEd BdE . 3kl s Renesas
Partition Data File. f&& X/, 5 E AR T E“file=".

JEIERTA MCUMPU #SCRi2 T ffedhe, 1525 MCUIMPU FORE(E A0S sl [ R B,
PUT 15 SRR IZ DD REBUIN AV

# 4-99 encsfp LT (1)

AN S 15484
mcu ASCII EEXHRSIREN MCU BEHEA.
£ 4.9.1mcu EIHICEH ASCI FRIFITHEE.
enckey E.f; ch::s/ EERTMERFER. SRIERURIMEREN AL2_KEY. AL1_KEY.

SECDBG_KEY gt NONSECDBG_KEY HJ AES 128 {uZR%iE., & Ll+K
HEIBERE, BEA 16 FHMH/HHEIE. 18T HEX 3R, BEA
16 F HEX #iR.

SEF XA, BTLUETE ZHEHI S (x . key)BUSTARSTHE(* . txt)o

ZET KR, NREMIZEN, WERAIERNERMBEIE ) 54
enckey,

nonce_prm | Hexdata | =5¢ FF %S 5{EEM nonce $iiE. BIBKR/NIA 12 FHH 1 T8, RIE
IZBEHI MCU XIRAR, T AM nonce FHKEHLESERMFRE,

IZETUN AL, INRARRIZEI, NERATIENERMBENE ) %4

nonce_prm,
nonce_prg Hex data AT MERFIEF nonce #iE. FIREX/NR 12 FHH 11 F5, 1BIE
ZBEH MCU XIRARE, FAM nonce FRHKEHMEEMRAR.,

ZIEIA TR, INREAKIZEDN, NEATERNERMBEIE (5F) R
nonce_prg.

nonce_key Hex data BERTMEHERFN AL2_KEY. AL1_KEY. SECDBG_KEY
NONSECDBG_KEY #] nonce ##E., #iEX/NA 12 FHHK 11 T,
RIFIZE R MCU EIRAFE, BIAEM nonce FHKEHLESAEMRTRE.,
ZIEINAI LAARE, MMRARKIZIERN, WERAITEERMMENE 5F) FR

nonce_key,
trn ASCIl/ 185 DLM TR EIRER,
Hex data . — s s Ak S 2 i
4.9.2 {EH trn EINPICEH ASCH FRIHITIEE.
prg File Path EEEMZRAFIEF (mot XX#) .
REZALIEE 3 MTRHPEER.
Fi1EES % 4.9.3 prg %A,
R20UT5349CJ0112  JiA 1.12 RENESAS %132 71, gt 227 W
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GRFHEM TR 4. CLI ThREwt A
% 4-100 encsfp £75(2)
AT £ 58
al2key Hexdata/ | fg58 AL2_KEY. EEE+AHHIKIE BRA 16 THAH/OHHSIE.
Flle Path | w o mgA, THREHHTE (. xey) HXAZHE («.txt) ,
E1E trn WP IEE T OEM_PLO_AL2 5 OEM_PLO_AL2_1, RUAZsiA
LI,
BRI A B G, FTE trn DI EE T OEM_PLO_AL2 5%
OEM_PLO_AL2_1 A& REELEIN, NiFE AT ERNEERMBEAECE)E
9 AL2_KEY.,
allkey Hex data / ?‘E AL1_KEY, EHEE+/EHSE BHA 16 T+ /0 H80E.
File Path XEEIA, TRESHEISE (. key) BCAXHE (<.txt) .
7ET:E trn BEIAR3EE T OEM_PLO_AL2 1, M@A75uba A IR,
LEIEIN AT G, B TE trn SRR E T OEM_PLO_AL2_1 HY 4 B Lthi%EIR,
M A T E RS A RRREALE(E)E 8 AL1_KEY,
secdbgkey Hex data/ | 552 SECDBG_KEY ; MNE#E%E HEX %R, MEGA 16 F HEX ¥
FllePath | o SFpHAA, TIRESHH (key) XA (ixt),
MR trn ®INIEE T DPL_SECDBG_NONSECDBG, NIEZEH)
Ao
ZIEINA] LLARE ; SNR7E trn JEINDIEET
DPL_SECDBG_NONSECDBG HRJ&HB& Tz, N<fEATIE4ERMKE
#HE (*3F) )9 SECDBG_KEY,
nonsecdbgkey lt'fx SaI:/ $5E NONSECDBG_KEY ; MIR{EE HEX i, MIMA 16 F HEX
e rFa

R, XYTFXE@mA, THEEZHE (*.key) BIXAIHE (*.txt),
NEMA trn EIHIEE T DPL_SECDBG_NONSECDBG, NIEZEH
AO

TZETN AT AEEE ; INRTE trn ERPIEET
DPL_SECDBG_NONSECDBG HJ#H0& TiZi%, N<{EAI BN
#HE (3F) Y9 NONSECDBG_KEY,

FE: TR BEHLEIF A RERIE L W I REALYE

R20UT5349CJ0112 hRA 1.12
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GRFHEM TR 4. CLI ThREwt A
% 4-101 encsfp £ 5(3)
A0 e 88
ufpk Hex data/ | 55 enckey 1 al2key MZATEE FA# UFPK (&, =i genufpk ®44
Flle Path | ooy UFPK Sc#e, SiE A/ 32 595,

wufpk File Path | 455 piniEaiR st SRS H 4 T UFPK (B W-UFPK X,

iv_enckey Hexdata | 155 /0% enckey RYEMEMAI IV B, HIEKX/NA 16 F15,
IZEIMAANE. MR EKIZER, NERAIERNERMBENE ()
ERERAE IV,

iv_al2key Hexdata | 7f trn 3R 35E"OEM_PLO_AL2'AY, 55E/NZE al2key AT EfE Y IV
BH. #EX/NA 16 FT5,
ZEIN AL, INRARIZIEI, WERAIENESMBEIE (5F)
ERERAE IV,

iv_secdbgkey Hexdata | wfHm trn 1#ELI3EE DPL_SECDBG_NONSECDBG A, igEit#
secdbgkey BIfERM IV B, HEFEX/NMA 16 F75,
SEIEIRNAT LG BE, INRARGIZEIN, NERAITEABMBEHIE () 4%
IV,

iv_nonsecdbgkey | Hexdata | w4fsm trn $%IN#E%E DPL_SECDBG_NONSECDBG i}, gt
nonsecdbgkey BHERRRY IV H, HIEX/NMNA 16 £,
BESEINA] LIS RE, ANRERGIZIEIN, NEMATEEMMBENE (B F
3 Vo

num_al2key Decimal | #igF 24 AL2 KEYRY, BFIEEZAUHE.

data B4, WEHNREA,

F1E15254.9.7 num_al2key/num_allkey £,

num_al1key gaegma' WIEFE L4 AL1_KEY B, RTHEEZHANKE.

HAE, NEIANRERSN 1.
#5525 4.9.7 num_al2key/num_al1key 77,

T TR WK BEHUE A BEORIE 298 HRENLIE .

R20UT5349CJ0112 hRA 1.12
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TAFHEHTA

4. CLI Tjyhein W]

% 4-102 encsfp L5 (4)

JEIR Eg L
boundary iﬁ?%e FRIBINE. KIRNEM SR EERLMERLMAIFERBRES, L
Path RIEERANTiHEIS 2 Renesas 5 REHEXH(* . rpd).
ZIEMA LA, WMRER, NRREBLFRER. FLZER, BSH
4.9.5boundary %77,
extarea0 Hex data, | $i57 sV ERINFE I 1 o ik IS A B4,
Doomal | AR, HORIA ML (TR T . SEsE (+
&) 7 M CBARA (H#EH) 7 . AEHNFEREBIEARTIRUTIA
FIEE., L 16 FHARMEENBNERESART, WRENSH
Bir A BENBNE, WAFELER, F0 4.9.6
extareaO/extareal &I,
extareat Hex data, | 157 s &RI07F R st LRI S A B4,
Dedimal | g/, (RAIMA AL (H7ORRD " . b (s
&) 7 M BEARE (H#EED) 7 . SAEHNFEREFEARTIRLUTIR
FIEE. Ll 16 FPHARMEENBAEREMNEART, NMEMNE
Bir A BENBANE, WAFELER, F0 4.9.6
extareaO/extareal &I,
endian ASCII BRIEMCUMPUR TR HITIRE
LEIEIN AT B RE, BHEEE, UWEIARE Alittle,
little : IRE H/MmEN,
big : IREAKIHEX,
output File Path | et xib 2 (sfp XX#)
XF sfp XHFHER, BSEMFREI BEXHER,
output_al2key File Path | #£ trn %I #5E OEM_PLO_AL2_1 34K al2key SEIAT, NS
FHAMEIERNERNMBENE 5F) mEAZEXE (key X)) .
output_al1key File Path | #£ trn 3%Iifh 8 OEM_PLO_AL2 5% OEM_PLO0_AL2_1 3 %EX al2key
PEINAY, MFAEFRPENEIENERMNBEIE (5F) Wb A%EEXHE
(key X&) o
output_secdbgkey | File Path | 7 trn 1415 DPL_SECDBG_NONSECDBG 3% B4 secdbgkey 1%
RS, NS REZFBMETERERMBEYE () BEAEREXXHE
(key X&) o
output File Path | #£ trn %I+ 5 DPL_SECDBG_NONSECDBG 34 &
-nonsecdbgkey nonsecdbgkey YRR, TS AERAOTE T A M4 FAMAE (1)
WmHEATPEXHE (key X)) o
output_enckey File Path

IR AL enckey I, NIFAERIBHE TENERMMEIE 5T)
B ATEXE (key XH)

T TR WAERKBEHUE A BEORIE 298 IRENLIE .

R20UT5349CJ0112  hiA 1.12
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AT R 4. CLI Thei

mcu IR RASD1_M1_T1 {Hf trn EIRIEE OEM_PLO_AL2 BRI :
> skmt /encsfp /mcu "RA8D1_M1_T1" /enckey "000102030405060708090a0b0c0d0e0f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_ALZ2" /prg "D:\work\program.mot"
lal2key "77777777777777778888888888888888"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa”
liv_al2key "ddddddddddddddddeeeeeeeececeeceeceee"
loutput " D:\work\ program.sfp"

mcu #IR RA4L1 /8 trn ELNIEE DPL_SECDBG_NONSECDBG IR :
> skmt /encsfp /mcu "RA4L1" /enckey "000102030405060708090a0b0c0d0e0f"

Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
Inonce_key "555555555555666666666666"
/trn "DPL_SECDEBG_NONSECDBG" /prg "D:\work\program.mot"
Isecdbgkey "7T7777777777777778888888888888888"
Inonsecdbgkey "9999999999999999aaaaaaaaaaaaaaaa”
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey " ddddddddddddddddeeeeeeeeceeeceeecee”
liv_secdbgkey "ffffffffffffffff0000000000000000"
liv_nonsecdbgkey "00000000000000001111111111111111"
/boundary "3" "29" "0" "6" "2"
loutput " D:\work\ program.sfp”

mcu %I RASD1_M1_T1 #f trn #IAEE LCK_BOOT MIRMAI :
> skmt /encsfp /mcu "RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT" /prg "D:\work\program.mot"
Jufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output "D:\work\ program.sfp"

R20UT5349CJ0112 fiiAk 1.12 RENESAS % 136 70, Jt 227 W
2026 4F 9 A 30 H



TAFHEHTA

4. CLI Tjyhein W]

4.9.1

mcu &I

mcui I HHASCIIF 748 EMCU1E &

#* 4-103 4RE MCU 5 &

ASCII V=L
RA8D1_M1_T1 1EE RASD1/M1/T1 BIBREHE A,
RA8D2_M2_T2_P1 | 55 RA8D2/M2/T2/P1 HIBRSHER.
RASE1_E2 16E RABE1/E2 RIBLETEA,
RA6B1_U1 18 RABB1/RA6U1 fIBLST{E B, ATETE boundary i%IR,
RA4C1 $57E RA4CT BIBRETS B, FT$55E boundary I,
RA4L1 157 RA4L1 HIBRSHE R, AI{EE boundary %N,
RX74M_N IEE RX7TAM/IN HOBRETE A,

492 trn 1L

trnlL U FHASCIIF A7 18 2 DLMIEMAE B . AIESERT trn JETUHUR T meu ST 5 E AL T

£ 4-104 DLM i Fn i N A IE 248

ASCII

L

OEM_PLO_AL2_1

AL1_KEY,

¥ DLM #Z= OEM, HRIFEEIVEEZE PLO, FEAN AL2 KEY 7

OEM_PLO_AL2

¥ DLM %= OEM, HIRIFEEIEZE PLO, FEAN AL2 KEY,

DPL_SECDBG_NONSECDBG

% DLM %% DPL, #S A SECDBG KEY 1 NONSECDBG KEY,

LCK_BOOT % DLM &% LCK BOOT,
# 4-105 DLM & A1 4 A FIIE %561
mcu %EIR trn i%&IR
OEM_PLO_AL2_1 OEM_PLO0_AL2 DPL_SECDBG_NONSECDBG LCK_BOOT

RA8SD1_M1_T1 - v - v
RA8D2 M2_ T2 P1 | V v - v
RASE1_E2 - v - v
RA6B1_U1 v v - v

RA4C1 - - v v

RA4L1 - - v v
RX74M_N v v - v
VAR - TEiEE
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TAFHEHTA

4. CLI Tjyhein W]

493

nonce_trn, nonce_prg, nonce_key %

nonce_trn. nonce_prg 1 nonce_key EIMMAIEBEBEFHIKESRE mcu EINT 5 ERIEINM H. RiE
nonce_prg EINAI BB MFTEE, AIMEMBREGER/NMESERTRE, FEESHE 7.5.1 &I RIEDLE

RO K /IR

% 4-106 MCU i&EIRLL & nonce_trn, nonce_prg. nonce_key HIRIECE FHKE
meu I FREATE
nonce_trn nonce_prg nonce_key
RASD1_M1_T1, 12 12 12

RA4C1, RA4L1,
RX74M_N

RA8SD2_M2_T2_P1, RASE1_E2

RA6B1_U1

11

11

11

494

prg &
proit Bite E B HZ T wETIEIMERH PR

prgit i £ nl LLEE E 34

proifIi ¥ 5 3SR -
> skmt /encsfp /mcu "RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"

/nonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"

/trn "LCK_BOOT"

Iprg "D:\work\program1.mot" "D:\work\program2.mot" "D:\work\program3.mot"

lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"

liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:\work\ program.sfp"

495

boundary %7

$87F Code ROM K4 Secure. Non-Secure Callable, L% Data Flash #1 SRAM B9 Secure, Non-Secure
Callable FILRIER ., BIEFTIZER MCU 3%EIN, ml@IELUTFTAXHITIERE !
L@ S A B AR TIEE -

£ 4-107 boundary %3 & 7] 8 5 A meu &I

mcu %10 boundary %I}
Code Secure Code Non-secure Data Secure SRAM Secure SRAM Non-secure
Size Callable Size Size Size Callable Size

RA6B1_U1 v - - -

RA4C1 v v v v v

RA4L1 v v v v v

Fx bk LSt - - - - -

v AEE - TREE

R20UT5349CJ0112 fRA 1.12 RENESAS % 138 Ui, 3t 227 Wi
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TAFHEHTA 4. CLI ThReEvLH

4.9.5.1 SFTFSEEmA

FZ UL BTN R 48 € BN X RN (KB) .
Code Secure Size, Code Non-secure Callable Size, Data Secure Size, SRAM Secure Size, SRAM Non-
secure Callable Size
fltn: dniiesE /boundary “128” “64” “0” “16” “8”, M43 FAEH L N & HE .
Code Secure Size : 128KB
Code Non-secure Callable Size : 64KB
Data Secure Size : 0KB
SRAM Secure Size : 16KB
SRAM Non-secure Callable Size: 8KB

4.9.5.2 XA

LR SN e?studio 4RI H 42 %) Renesas Partition Data File(* . rpd) H i, HH6E NIARE R
Renesas Partition Data FileZ( L1 N A7, Bk 4y KB AL,

% 4-108 Renesas Partition Data File {#i &%

Renesas Partition Data File {1 B 5 #k[Byte] BRER [KB]
FLASH_S SIZE Code Secure Size
FLASH_C_SIZE Code Non-secure Callable Size
DATA_FLASH_S_SIZE Data Secure Size
RAM_S_SIZE SRAM Secure Size
RAM_C_SIZE SRAM Non-secure Callable Size
R20UT5349CJ0112  hiA 1.12 RENESAS % 139 ui, 3t 227 W
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ZAHHIE T A 4. CLI Tkt

496 extareaO/extareal LI

A T B S S e 4 T AR THRER) MCUIMPU ()5 2 [ 424 52 F 18 B o g SO AM 8 T 71X 35
HHAT 16 TN, ZTEYE 16 F3n%E.

A% T A0 VR AR U B 1AM I A7 1 BN BT ¥ B AN TN A7 X skt bk A B2 R B N S NS0, A
extarea0 1 extareal iEJinJ LAFs & AN X 45

P B TR IR, R SRMGHNE CHoNHEERD 7 L “&abibhE (RoNEERD 7 R B EoT (HiE
HD7 WIRFAAN . ERIEE — MM, W extarea0 &5,

A VS B B AR E SRR E MR INAE X, JFR S NS e i AT B nas . RS ot i
—H A, W ERAEEER AL EAN B OXFF B £ .

SRR 1 XBRE

0x90000000 - 0x903FFFFF H4iiE 5 NHAHN 64 FHiH

> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:\work\program.mot" "D:\work\program_ext.mot"
Iufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
/extarea0 "90000000" "903FFFFF" "64"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:\work\ program.sfp"

AEBINF 2 XBEE

0 [X :0x80000000 - 0x800FFFFF 4i5E B ABAN 128 FHimt

1 X : 0x90000000 - 0x903FFFFF 4 BANHRNA 64 FHiHT:

> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:\work\program.mot” "D:\work\program_ext.mot"
Jufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
/extarea0 "80000000" "800FFFFF" "128"
lextarea1 "90000000" "903FFFFF" "64"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:\work\ program.sfp"
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AT R 4. CLI Thei

4.9.7 num_al2key/num_allkey %70

1RHE MCU/MPU BIF[E, RILUFALIE AL2 KEY #1 AL1_KEY, ®iSIHIEIN, mIfEEE T A AL2_KEY #1
AL1_KEY ¥ E., BT SEENA, 1B5H 77 al2key. allkey. iv_al2key. iv_allkey. output_al2key.
output_allkey iIEINFIRE L ME, IEEZIEFAN, BRAERMNARNAITEA, TERTE—ABIPETE
X, FEIANEPEEHE. FENEEEIEERRERE, REFZBSEUT R, REAFERT
AL2 KEY BJIZE R, AL1_KEY thiFR BERMIEE A K.

ALEAR AL2_KEY #1 AL1_KEY MR AME, H35 MCU/MPU BOEE#F 4,

AL2_KEY 44 {RREIXHHE%E, IViEid{EhEEr=e
> skmt /encsfp /mcu "RX74M_N" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2" /prg "D:\work\program.mot" "D:\work\program_ext.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
Inum_al2key "4"
lal2_key file="key1.key” file="key2.key” file="key3.key” file="“key4.key”
liv_al2key “00000000000000001111111111111111” ©“22222222222222223333333333333333”
“44444444444444445555555555555555” “66666666666666667777777777777777”
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa" /output " D:\work\ program.sfp"

AL2_KEY 31 {EER(E EIIVIAARKTA
> skmt /encsfp /mcu "RX74M_N" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2" /prg "D:\work\program.mot" "D:\work\program_ext.mot"
Jufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
Inum_al2key "3"
/al2_key "00000000000000001111111111111111" "22222222222222223333333333333333"
"44444444444444445555555555555555"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa" /output " D:\work\ program.sfp"

AL2_KEY 21 HBR#FRMDBILAE (V) EARRE
> skmt /encsfp /mcu "RX74M_N" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO0_AL2" /prg "D:\work\program.mot" "D:\work\program_ext.mot"
Jufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
Inum_al2key "2"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa" /output " D:\work\ program.sfp"

loutput_al2key "output1.key” "output2.key"
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TAEHERTA

4. CLI Tjyhein W]

410 genhdr iy 4 LT

genhdr iy % 3CHFLUR BT, K fan A\ a]IE N2t /-3 o SO R E . AR E SO, TR SO R AR

TF S n-file="H 4% .

# 4-109 genhdr 1£77i(1)

IR Eg 5198

mode ASCII provisioning : (AT Provisioning SW #ISLXX 4. KIBIEHIEE
R,
app . AT OEM_BL #0 Application Firmware B3k
. KISEBFMEPIER, FHBESH 4.10.1 mode

header ASCII sec_sign : &R R RBIUEBFIZFIER.
sec : ERRk.
F1EBEZ15 4.10.2 header .

key_sign ASCII 18 E £ BB PE A R E AR ECC &,
1515215 4.10.3 key_sign / code_sign ,

code_sign ASCIL | fa e £ B FBIEBE 4 A IR ECC B4R,
F1E1EZ 5 4.10.3 key_sign / code_sign .

fw_ver Hex data | ) 4 =545 = RAGIEB R E MR A
% mode A app B, HHITIEE.

ctmr_reserved Hex data | 35544 A B Image Header 4 ctmr_reserved FEEth i 16 £ 4R,
HAERE, WA 0,

oem_rot_key_num | Hex data | {55 7 Z4RFH#49 oem_rot_key 15 HI OEM RoT 4B S .
AR 0~3,

oembl_private_key }_'I(-‘ei)l(edata 4 mode 9 app H header /3 sec_sign if, EE %N, ATFHEE

Path OEM 5| SmMEEFFAA,

EEE HEX ##E, % code_sign 57 /9 secp384r1 B, iBHIA 48 F15
B9 HEX #04% ; X4 code_sign 15E /0 secp256r1 BF, BHIA 32 FTHI
HEX $tiE, HXRAXHEMA, TEE OEM 5| SMEFEFFL A ZHHIX
H(* . key). XARXM(*. txt)HEAELAIEN PEM SXH(* . pen),
EARRILEIN, TEFNELER OEM 5ISMBRFZEHEN, [F]

oembl_public_key ylfi)l(edata 4 mode J/J app B header /g sec_sign i, EZE 1%L, ATFIEE

Pt | OEM BISmMEiZR A4,

EHEE HEX #iE, 4 code_sign f5E/J secp384r1 i, BHIA 96 =15
B9 HEX 347 ; &4 code_sign 15 /9 secp256r1 B, BHIA 64 FTHHY
HEX #i#8, EXAXHEA, AEEZHRFEBHI ZHHIXE (<. key)
XA (*.txt) o BET/NHEHGIEIE. SISO XX i
AHB Qx 1 Qy EEMEMEE (Qx||Qy) . A
oembl_private_key A PEM X#4ETEHIETE.

R20UT5349CJ0112  hiA 1.12
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TAEHERTA

4. CLI Tjyhein W]

# 4-110 genhdr i%15(2)

AL £ 58
oemprov_private_key | Hex data/File % mode /3 provisioning B header /3 sec_sign i1, &
Pain TR, AT IR OEM BB,

EHETE HEX #iE, 4 code_sign &€/ secp384r1 A,
BEHIA 48 TR HEX $44E ; & code_sign I5E N
secp256r1 [, iBHIA 32 FTHI HEX $iiE.
EXAXHEA, TI{EE OEM_BL IGIEFASHR Z 3304
(* . key). XAXHE(*. txt)RBELPHIEM PEM X
(*.pem), HAEBRILIEIN, TEFMAELER OEM BEE®EHR
Xto  [GE]

oemprov_public_key E:t);data [ File % mode 3 provisioning B header /J sec_sign i, &
LI, FATFHEE OEM BE AR,
EHTE HEX 8B, 4 code_sign 5§/ secp384r1 A,
BEA 48 FTHH HEX $14E ; & code_sign 6 &N
secp256r1 i, BHIA 32 TTHM HEX 338, &R
A, AEEEBBBHHEIXE (x.key) HIXAXH

(*.txt) o BETAHEHHEIBIE. ZFHEI XS XA HF

BIAB Qx 1 Qy EEMAMEE (Qx||Qy) .
L@1T oemprov_private_key A PEM X#Rf, XH
& E IR,

oemroot_private_key Eae:;1 data / File % header JJ sec_sign AY, EE %R,

15 7E OEM IR FATH,

FEET/OHFIEIE 4 key_sign 1EE A secp384ri
B, BA 48 FHMH/HFISIE ; & key_sign 1BE
79 secp256r1 B, iBHIA 32 FTHHIHRHHHIIE.
BB HEA, AIHEE OEM IRIFARFASHAY =3I ST i
(*.key). XAXM (*.txt) RESNPIEN PEM X
% (*.pem),

oemroot_public_key

Hex data / File % header /9 sec_sign id, FEIETN., $5E OEM WIER
Path .

N5H. FIEE HEX 14, & key_sign $5TE /9 secp384r1
B, EEA 96 TR HEX $1iF ; & key_sign IEE N
secp256r1 B, i5HIA 64 FT58 HEX $iiE, &&EII X458
A, FIEEBEPEIEH ZFHHI X (* . key) XA H
(*.txt)o TBETEHRBHIBIE, ZHHI ST B XA )
AR Qx 1 Qy EEMAKHE (Qx||Qy) .
L1@1T oemroot_private_key A PEM RS, ETHE

E LI,
s TOVERIEZ L H B LA B BEN LA B .
R20UT5349CJ0112 fiiAk 1.12 RENESAS % 143 T, Sk 227 T
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ZAHHIE T A 4. CLI Tkt

# 4-111 genhdr %5 (3)

IR 2 5i8A
ivt Hex data % mode A app BY, FEULEEIT,
FEEMAHER VT (FiRRER) Hbilk,
INFEA R ZIAFIS, NFHETE ZFH S SR ha
ht, INBRIMAXHEZ Motorola Hex X4, MIFETE IVT #b
i (BNEFSAMERhLL)
size Hex data Lmodejyapp E#A X # AMotorola HexX #8Y, HEfE

FAILLIZEIR,

vt s EMRIVEBEAEBXIR . HEMILED, NF
iVEL FRIFT B BB EANERTR,

FEEZ94.10.5 X TRESIEBHIELA TS

prg File Path 157 B F AL &R Provisioning SWE,OEM_BL, UK
Application Firmware,

XEREENZHFIXE (*.bin) REFEZHIHexX &
(*.mot, *.srec) ,

Lmode Hprovisioningld, {NAI#5E ZHHHIX4,

output File Path e ERH ST,

HH SRR E S ZH SIS (% bin) RERZhiHexX
# (*.mot., *.srec) ., XmodeIprovisioninght, (X7
Y& i FI X,

keyfileoutput File Path Lheaderfysec_sign, H#&Moemprov_private_keysl
oembl_private_keyiZtIify, it T BRS04 R EAM
secp384r18secp256r1 ZEIBXIHIX . 1HIEEHE XA,

mode provisioning, header sec_signfIxf :
> skmt /genhdr /mode "provisioning" /header "sec_sign" /key_sign "secp384r1"
Icode_sign "secp384r1” /oemroot_private_key file="ecc384_private.pem"
/loemprov_private_key file="ecc384_private.pem" /oem_rot_key_num "0"
Iprg "provSW.bin" /output "provSW_secsign.bin"

mode provisioning., header secBIR{ :
> skmt /genhdr /mode "provisioning" /header "sec"
Iprg "provSW.bin" /output "provSW_sec.bin"

mode app. header sec_signfIsR{l :
> skmt /genhdr /mode "app" /header "sec_sign" /key_sign "secp384r1" /code_sign "secp384r1"
loemroot_private_key file="ecc384_private.pem"
/loembl_private_key file="ecc384_private.pem" /oem_rot_key num "0"
livt "04002400" /size "10000" /fw_ver "00000001" /prg "sample.mot"
/output "sample_sec_sign.mot"

mode app. header secHJRfl :
> skmt /genhdr /mode "app" /header "sec" /ivt "04002400" /size "10000"
Ifw_ver "00000001" /prg "sample.mot" /output "sample_sec.mot"

R20UT5349CJ0112 ki 1.12 RENESAS 5 144 1, It 227 W
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AT R 4. CLI Thei

4.10.1 mode &

mode W& ] T 45 1 ] ASCH R N IR 72571

#* 4-112 mode £

ASCII =L:):
provisioning 4R Provisioning SW BItRsk
app 4 OEM_BL, Application Firmware BtRsk

4.10.2 header

header E1H T4 & N3 A ASCIl 554 5 HIRE P _E BB EERIIE 15 .

% 4-113 header %15

ASCII B8
sec_sign 7 Product Header [;%] #0 Image Header HiF M HIEBFARIDIES,
sec 0 Product Header [i¥] #1 Image Header,

i 7E¥EEmode "app’S, & FMProduct Header,

4.10.3 key_sign / code_sign £

7Ei6 2header “sec_sign” I, ffHASCIIZFFHa i 4 R FAIUE H AR AGE I (1925 44 B i F (0 25 g 282

% 4-114 key_sign / code_sign £

ASCII 5iBA
secp256r1 {#F secp256r1 FREME 4
secp384r1 {#F secp384r1 ZREMER

4.10.4 prg % 1

LiEEmode “app’BT, 1R BT proikliim A B HFFLA0x70, 0x72, 0x6F, 0x64 (prodHJASCIIED) |
M EiZ B M= sk, EBTHAMBR A ST FFSLBIIVTIRINEE E dh it 2 (B0 80HE, FEFH AN~ &L,

&

R20UT5349CJ0112 ki 1.12 RENESAS % 145 T,
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Sl BT T L 4. CLI IhRETLH

4.10.5 X FRIBIEBHS AR

M¥8E header “sec_sign” i, AALIE L0 GONRRDUE 1 —3 7 + I E RS
L SR N PR ] A A e Bk SO, 42 36 SR AR AE S ) — BB + N AR ] A i 3 ) B 1 4 5

7

P

W ARE A A WE & Motorola Hex SUfF, WIRIRSE size LI 5157 size LI AT A

- KIGE size LTINS
AR GONRSIEAS I — 870, LLRN vt JEITHE € st ik 3 5 28 K0 2 TR AL 7R o U SR AE TS B ) X
B, HH] OxFF SHFRIZXBUR T34 . JAh, AR R H SO R R3S T OXFF A9SCf.

/ivt “0x04002080”

HRRIZEIN /size
w1
0x04003FFF
0x04002080 -~
w52

0x04008FFF

0x04008000

ALL OxFF
0x04006FFF
0x04006080 Firmware image 3 Firmware image 3
0x04004000

ALL OxFF
0x04002FFF

0x04002080

BAER mHESR

4
i
VI*
2L

B 4-10 7Ef5EMotorola HexSUHHE NI B BE I, FHEBEsizeik T, HAELN R K H
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GAEHEM T A 4. CLI ThREHH

- fg5E size RN

R GORARRGIE P 1 — 3 LA RGE IS vt JETdE 2 g hhk s, B size fREMI XK. a1 RAFTE B B 1)
Xik, WS OXFF MHFEZXI, SRJGx size $HEMXIEHT4 . ok, A% ORI S T
OxFF mycfd

BE
/ivt “0x04002080”
/size “4000”
1
0x0400607F
0x04003FFF BLEE
Firmware image 1 Firmware image 1
0x04002080
w2
0x0400707F
0x04006080
Firmware image 2 Firmware image 2
B4LE
0x04002080
B3
0x04008FFF
—
0x04008000
ALL OXFF
0x04006FF F
0x04006080 Firmware image 4 Firmware image 4 | —
0x04004000
ALL OXFF
BEEE

0x04002FFF

0x04002080

WAER mHER

B 4-11 FERMABMBUER, #iE5EMotorola HexSUHF IR E T sizelh i, NIAEZXT & KKt BE W T

R20UT5349CJ0112  fiAs 1.12 RENESAS 9 147 U1, Jk 227 7
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TAFHEHTA 4. CLI ThReEvLH

411 calcresponse fir% &

% 4-115 calcresponse %15

BEIFT e 1589
challenge | Hexdata | {g3F challenge (. (% {5 E2S#HIME— ID)
BHRK/IN 16 F15,
key Hexdata | g3 DLM Z4B%IR. BIBA/NIA 16 F5,

algorithm | Name IEEITEE R, ALUER TR,
HMAC-SHA256
AES-128-CMAC

fii F calcresponseik J i £ F 75 -
> skmt.exe /calcresponse /challenge "ABCDEFGHIJKLMNOPQRSTUVWXYZ012345"
/key "000102030405060708090A0B0OCODOEOF" /algorithm HMAC-SHA256
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TAFHEHTA 5. #RIFfER?

5. BAFfEFP
51 57

5.1.1 Windows fit A
EiT 2B SecurityKeyManagementTool_installer vXXX.exe, Ff#H 2238 FIME & o ph Je

W BB R YOI RSO, I HAZ SO S B SRR, [FR SCHE R AR RA < o Wi
JERRIRBSU A e AAFRRAK, WA B TC2H8 1T .
5.1.1.1 GUI A
R ) SecurityKeyManagementTool.exe f2& AJ $447 34«

B Security Key Management Tool = O et
TiE MR 3
BT £@UFPK £mKUK #5545 TSP Update FSBL  DOTF/OTFD  SFP RAEB1/RAGLIT

ENESANS

Security Key Management Tool
FIERH AT Eg FRERTN=S2EaRHTE (DLM) 24
REBEAETR LTI AR 2 B R,

BB ERLI EREE (UFPK TMESIA.
BRemBiaHEE s SR BUFPKGHTHE, R DHERHUFPKE W-UFPK (Wrapped UFPK) .

EREAHREN KUK TIMEEHE. KUKERERTHESEAIIMUE,

HEEEEMCUMPURIIE, TRORAZSANESEURESHEIEES.

HEMPUMCULIR MBS % ©  <iiE Big> -

iHiAE B MCUSIMPUR B T F— S 121F

K 5-1 Za%HEH TH — M Windows B3I GUI XTiEHE

R20UT5349CJ0112 fiiA 1.12 RENESAS % 149 T, Jt 227 W
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TAEHERTA 5. BfERF

5.1.1.2 CLI A

TERETEC %% CLI U R SO R PAT 2 A% HE B TR CLI AR MBI mREMUEHZ T A
i1 CLI hiA (fldn, AR/ st , WA DL I Ee SO RISCERR Nkl #ah B il 31 55— Sk e i BUE T
BeE. NI THAT CLI AT 28 CF.

e skmt.exe

e device

e address

MAT L FERFT PRI sknt . exe T2

C:\work\skmt\tool>skmt.exe /genkey /ufpk file="C:\work\ufpk.key" /wufpk file="C:\work\u
fpk_enc.key" /mcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0BOCODOEOF"
/filetype "rfp" /output "c:\work\aes128.rkey"

Output File: c:\work\aes128.rkey

UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

W-UFPK: ©00000004F4C172DEF2789DE4F941294C6B1218D11DC81DC5B37FB72DB899DCFF4BE7158

IV: 46EB124312C83FA226994D17A3F5616A

Encrypted key: DEAE@66D5845A01E3FBCO445EC1141F60195D3B3F159D2B624A259BE4965A41D

C:\work\skmt\tool>

B 5-2 R&FHAEHETH - AR/ HAT CLI =H

R20UT5349CJ0112 fiiAk 1.12 RENESAS % 150 7T, Jt 227 7
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wEEYEHTA 5. BfERF

51.2 Linux hRAs

5.1.2.1 GUI fiiA

fRRIESE Linux BAELIS, K SecurityKeyManagementTool U143 iUAEAT & S0k
fRJEZE T, (EH A4 tar xvzfp xxxxx.tar.gz RFFHATAR .

Security Key Management Tool - | b

X+ HE e

HE  4FBUFPK KUK $32ER¢E TSP Update FSEL  DOTF/OTFD  SFP RASB1/RASU1

o RENESAS

Security Key Management Tool

ETHEuHEEEERA BRI RERANER (DLM) &,
EEFRATATEEERTANZEERAR.

EHETAA I RRES (UFPK) KHER2EA.
AP 3IESRFEERAIHERSBUFPKEITHE, HERHERHUFPKES W-UFPK (Wrapped UFPK) .

BT HEER (KUK) LHE2AE. KUKBIERRNE 23 ABIMOUR,

EEERHEMCUMPURISE, TRORASZRNIEFILEESHERER.
IEEMPUMCULILINES |5 | <i£iEBiF- ~

IR BIEMCUEIMPUS BT T —H18(F

K 5-3 wamPIEH TH — M Linux A3 GUI XfiGHE
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TAEHERTA 5. BfERF

5.1.2.2 CLI A

TAEFEC 2% CLI U B SO R AT Z 2 HE I TR CLI AR M aE . i REUEHIZ T A
1 CLI ficA (Bildn, e, WA PR IX S SRR sl sl B i 2 55— SOk DUE T34 T 1
PAT CLI WA e B A 3L AF

e skmt
e device

e address

ME A PRI skt f72

G) “aem S AN - IETGET b ek e HGHRSCLI O

5 ./skmt /genkey /uf g
pk file="./ufpk. key” /wufpk file="./ufpk.key_enc. key” /mcu “RA-SCE9” /keytype
“AES-128" /key “000102030405060708090A0BOCODOEOF”

UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFETEF644B9B6B70523CBA0F5C5C

W-UFPK: 000000004F4C172DEF2789DE4F041294C6B1218D11DC81DC5B37FB72DB899DCFF4BE 71
08

1V: 36F3ATD191286D5808EFFF3562D6D2C9
Encrypted key: 43FD3B32B657AACF85EF3405367FA28A712B69ABDA095300FFE7BDDB7F3F99D
9

Encrypted key data: 05000000000000004F4C1/2DEF2789DE4F041294C6B1218D11DC81DC5B
3/FB72DB899DCFF4BE715836F3A7D191286D5808EFFF3562D6D2C943FD3B32B657AACF85EF3405
367FA28A712B69ABDA095300FFE7BDDB7F3F99D9690EICFE

$ o

B 5-4 Z&FHAEETHE - M Linux K¥EHM4HIT CLI =l
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wEEYEHTA 5. BfERF

5.1.3 macOS JiiA<

TR P R E TR,

fRESR S-S T .
SecurityKeyManagementTool.app.zip : GUI kA&
SKMT_CLl.zip : CLI fRA&

5.1.3.1 GUI fiiA

AR e fif 5 SecurityKeyManagementTool.app.zip 30, M SecurityKeyManagementTool.app 2
ATHAT SCAF

[ HON Security Key Management Tool

"e EREUFPK S£REKUK HE®E TSIP Update FSBL COTFOTFD SFp RAGB1/RAELT

LENESAS

Security Key Management Tool

FTRAGHTETHCERO-SERRNBARE (DLM) BH
BEERTE T ELEREAEEETR &,

EEARAP I SR EE (UFPK) RIREE,
AP AT EFERE R REE UFPK TR, FRENEGENUFPKEH W-UFPK (Wrapped UFPK],

EEAHEET (KUK RNEE} S, KUKSOERSNESEATIMCU &,
WEEEE MCUMPU AT, THER TESNIEHEURESE NN,

P MPUMOU LR <RHE = B

MHEREFEMCU B MPU BRI T

K 5-5 w4aHPAEH T HE — )\ macOS B GUI XfiftE
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wEEYEHTA 5. #RIFfER?

5.1.3.2 CLI hiA
PR 4 SO HY SKMT_CLLzip ST R BTl SO, 7RI B ST S i BN AT SUI 4R
e skmt

e device
e address

MR RN skt @74

® o = skmt — -zsh — 79x24

renesas@RenesasnoMac-mini skmt % ./ skmt /genkey /iv "55aabbaabSaabbaabbaabbaabb
aabbaa" fufpk file="../input/ufpk.key" /wufpk file="../input/ufpk_enc_ra_sce?.k
ey" /mcu "RA-SCE9" /keytype "AES-128" /key "@BA1A203P4PSPAATAEATAAAEACADBERF"
UFPK: Z22222222222222222222222222222221111111111111111111111111111171111

W-UFPK: BBBRBBER4F4CL7ZDEF27BYDEAFB41294C4B121BD11DCEIDCEBI7FE72DBEY9DCFFABETLE
B

IV: BbAAGDAAGDAABLAADDAALBAALGDAARDAN

Encrypted key: BE&GBAE774EDAZFPLBCADEAFEZ4ABISPETBL1236A43BBFCAEFFFDADZAB4L4EGFLE
Encrypted key data: B5PBBRRDPRRBRRAR4FACLT72ZDEF27BYDE4AFRL41294C6B12168D11DCE1DCEES
FFB7ZDBEBYIDCFFA4BE715B00AALDAAREAARDAADEAARDAALGDAALDAABESBAET 7OEDAZFIEBCADEAFERZ G
AB3ISPETBA1236A43BBFCAGFFFDAD2ZABLA4GAFLBRALATFRA

renesas@RenesasnoMac-mini skmt % [

K 5-6 ZEFHATETEHE - A\ macOS AIFKAHAT CLI =5

R20UT5349CJ0112 fiiA 1.12 RENESAS % 154 1, Jt 227 W
2026 4F 9 A 30 H



TAFHEHTA 5. #RIFfER?

52 e?studio it

Windows, Linux fI macOS HAS 1) 225 AN EN #AE P AR R o TE $% 8 DA R 2D IR e S 14K

5.2.1 24 e2studio JHEIRAS

1. MHEiBEM ¥ R4 SecurityKeyManagementTool_Plugin_vXXX_Windows.zip.
SecurityKeyManagementTool_Plugin_vXXX_mac.zip 5%
SecurityKeyManagementTool_Plugin_vXXX_Linux.zip, FK ATk AT & S0 d . vXXX Ri%
TRMRMRA.

2. Ja3l e?studio

3. ik e?studio L “FEBH(H)” — “LEFMF...” 0, I “RB” HIHHE.

Q workspace - e? studio — m} X
TR RER(E) ER(S) BaMm SmMN BRR) WEE BRERIEN TR S0 #EEH)

@ - No Launch Configurations F |- €2 FWEW)
= - | = ~ ity i R Qim0 R @ BEREH
- - ' o v| Y 4 EEE)
Show Context Help
SEEE(K)... Ctrl+Shift+L
EEE(C)..

Welcome to e2 studio

Renesas Help »
CMSIS Packs Management >
Add Renesas Toolchains

Eclipse User Storage »

5 Ol

Perform Setup Tasks...
HEEH()
FEREREH(S)...

Eclipse Marketplace...

3
&5 &

Create a new e2 studio C/C++ project

Install New Device Family Support
Import existing e? studio projects from the e 4% AR Embedded Workbench plugin manager...

filesystem or archive
B =F e studion

& 5-7 e’studio “#BH(H)” - “&¥HHxF...”

R20UT5349CJ0112 fA 1.12 RENESAS % 155 U, 3t 227 W
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5. BfERF

4. 18 “2E7 SHFHETZ B A, ST “AMBIEE” XHEAE.

& == O X
nJ et
PEHE—METHEE A MNETEE. ) |
Work with:a i V‘ I FEINA).. I Manage...
=S | emEmm
G LS 2D
[ (@ There is no site selected.
EHEEE
[ RE T AR [“IHide items that are already installed
4] Group items by category What is already installed?
[]Show only software applicable to target environment
[7] Contact all update sites during install to find required software
@ <b—#E) | TN =76 B

B 5-8 “&R” XEAE

5. fE “USINBEIREE” AHEHES L “ AR SCHRA)-7  TRELES 1 D& m
SecurityKeyManagementTool_Plugin_v_Window/Linux/mac.zip X, #RJ5Hdr “¥in” 4.

&) Add Repositary O x
EFR(IN): | | Local...
iva={(NH |jar:ﬂ|e:;’C:,-’wo rk/SecurityleyManagementTool Plugin | ISR (A). .
OK
@ ED) i

B 5-9 “UNIBIRE" X HHE

R20UT5349CJ0112 hRA 1.12
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wEEYEHTA

5. BAFIEF

6. “Renesas Solution Toolkit” ¥ NE] “%&3” SHEES . EGhEEREFE “FT—F5 >” &4, A%

7Ji% “Contact all update sites during install to find required software” .

T

FRI I )

R AL IS, A HE N2

& ==
of AR

Check the items that you wish to install.

Wark with: |jarfile;/C-fwork/SecurityKeyManagementTool_Plugin_v103_ Windows.z5ipl/

Ex

v [A Il Renesas Solution Toolkit

B 4 Security Key Management Tool 1.000.202211101325

CiEm 1|

[ AR FE B RaE L
b Group items by category

[ Hide iterns that are already installed
What is already installed?

) | Show only software applicable to target environment
[CIContact all update sites during install to find required software

B 5-10 “23” XEHE - %F “Security Key Management Tool”

7. M & SHEHER, Biili3E “Security Key Management Tool” , #RJ5#% “ F—7 44

& instal

Install Details
Review the items to be installed.

Name Version Id

1.0.0.202211101325

Lk Security Key Management Tool com.renesas.apliool.skmt.feature.f..

Size: Unknown

Details

The Security Key Management Tool is a key-wrapping tool for use with key-management systems that use security IP modules incorporated in Renesas MCUs
and MPUs,

This tool is provided to assist in the secure installation and updating of user-application keys and device lifecycle management (DLM) keys.

More...

@ Finish Cancel

=

B 5-11 “&Z3” XiHHE - ZREHAFR

R20UT5349CJ0112 hRA 1.12
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wEEYEHTA 5. BfERF

8. BfJGRVFIUMUIABE AR, HEZIEME T ORISRV SR, W RAEXT IS AE R BOR ) URL EEF R
AT EGE N 2. 26 “1 accept the terms of the license agreement” , #RJ5% “58m” 4.

& install O s
Review Licenses
o

Licenses must be reviewed and accepted before the software can be installed.

License text (for Security Key Management Tool 1.0.0.202211101325):

See https://www.renesas.com/document/oth/disc Iaimer2d

p | accept the terms of the license agreement I

() | do not accept the terms of the license agreement

< Back Next > Gancel

@

B 512 “&4” IEE - EFEFA Y

9. MMBL “USAE” AEHER, P RIRANET, K5 EEEREM ks k.

Q Trust u x
/M Do you trust unsigned content of unknown origin?
ootz EFF Validity Dates
nfa Unknown nfa

] Always trust all content 2EEFEF(S) ZEAED)

Classifier Id Version
osgi.bundle com.renesas.apltool.skmt 1.3.0.202211101325
1.0.0.202211101325

org.eclipse.update.feat.. com.renesas.apltool.skmt.feature

Trust Selected B

@

B 513 “fS4E” XA
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wEEYEHTA

5. BfERF

10. SRR, #H¥FEE) e? studio.

M. ZRSERE, ZeFPEE T RSB E K “ Bk XEHE.

Q Properties for RAGU1

type filter text

> Resource

Builders

> C/C++ Build

> C/C++ General
Project Natures
Project References
Refactoring History
Renesas QE

Security Key Management T

| > Smart Configurator
Task Tags
> Validation

Security Key Management Tool f M

000

HE HRCUFPK %ERKKUK £4%4H TSIPUpdate FSBL  DOTF/OTFD SFP RABB1/RABU1

RLENESAS

Security Key Management Tool

=L EAheERRAR BRA-SE«AHEE (D) 250,
emfuRTFEeEif AT EAAE.

FHETAP IMEFEES (UFPK) EHRSEA.
AP BT BiE R S S R UK THE, HEEEE £E50UFPKE4E W-UFPK (Wrapped UFPK) .

ERETAREN (KUK FRELAHR. KUKBAERFRIE 2 AFIMCUS,

ESEHEEMCU/MPURTICE, TRER AXENNEssLRESHLEES.

FEIEMPU/MCULLEADEEE[%E ¢ RA Family, RSIP-E31B Security Functions and Protected Mode v

iHiEiE EARMCUSIMPUE BT T— #1814

W ER EE)

Apply and Close Cancel

B 5-14 BH “JBiE” XIEHE

R20UT5349CJ0112 hRA 1.12
2026 £ 9 H 30 H

RENESAS 5 159 1, 4k 227 W




wEEYEHTA 5. BfERF

522 HI# e2studio HfFARA

1. %F e?studio EH “FEBH(H)” — “KTF e?studio” ZH., I “KF e?studio” XJiffE.
2. 1£ “XTF e?studio” XFIHHEH % “ZIBGATT " 440

& 7 & studio O X

Renesas e? studio

Version: 2022-10 (22.10.0)
Build Id: R20221013-1357

Parts Copyright (C) 2010-2022 Renesas Electronics Corp.
All rights reserved.

e? studio IDE is an extension of software developed for
eclipse.org.

e? studio IDE is based on Eclipse Platform 4.24 (2022-06)
and CDT version 10.7.0.

Source code for the Eclipse Foundation plug-ins is available

from www.eclipse.org, under the Eclipse Public License "EPL",
see https://www.eclipse.org/org/documents/epl-2.0/EPL-2.0.html

PSR [ AP T WSS | SRR RPN 75 VRUUURRURRT Y S B 7. % W 1

ceEzo Do

B 5-15 “55T e?studio” XTiFiE

3. f£ “e?studio TIYT " XIGHET, Wk “ DREHVHA” Wil - ZeFPEHETH, R5k “H
#H...” &l

Q O *
Installed Softwarg Installation History | Features| Plug-ins| Configuration |
| P type filter text
Name Version ~
(- Renesas Smart Configurator for RX 22.10.0v20221010-... |
(- Renesas Smart Configurator for RZ 22.10.0v20220923-...
(- Renesas Smart Help 8.10.0.v20220907-0...
@: Renesas Synergy 22.10.0w20220926-...
@: Renesas Synergy Build Support Files 22.10.0w20220914-...
@: Renesas Synergy Debug Support Files 22.10.0w20220920-...
| | 4 Security Key Management Tool | 1.0.0.202210131046
| L Terminal (Conscle) View 10.7.0.202204200013
[ TM Terminal 10.7.0.202204110055
QE: TM Terminal Control 10.7.0.202204200013 ¥
£ >
Security Key Management Tool

R sy e

K 5-16 “e?studio ZRMT” MiFE

R20UT5349CJ0112 |4 1.12 RENESAS 160 Ui, 3t 227 W
2026 £ 9 H 30 H



wEEYEHTA

5. BAFIEF

4. YL CEERY WIEHERT, R emYE TR, Rai SR R

Uninstall Details

Rewview and confirm the iterns to be uninstalled.

—

MName

K- Secunty Key Management Tool |

<

Version

0020227013104 1

Details

Security Key Management Toal

< Back [ Fnisn |

Mo
More..

Cancel

B 5-17 “E®” XHEHE

5. RGKIRNEHE5) e?studio.

R20UT5349CJ0112 hRA 1.12
2026 £ 9 H 30 H

RENESAS

#0161 7, 4t 227 W




TAFHEHTA 6. fit fHapl

6. IR

6.1 w1 - fEEA TSIP i) RX FPEEE MCU L2ed: AES128 4]

RX 7t Kk TSIP SCFFIEIEAE MCU LTI RSLBL % s i 4. RYE AL 1-1 MCUMPU # K15
A&, ATLLEE TSIP R BB i i XS A -

PRI RE A, AW 5 EAE A R (0 5 P S AP LB AT A . 3B 238 BT LR AR B AU, (H2
RAFEZ D HAAFEHARA, Wi EHE SN EARL DB k. XS PR T4l Motorola 1
INERISCAE, iz SECEAR R, DMER ek Nl ANEH. EUURRET, G 7 S ff
Kzde—A AES128 ZH.

6.1.1 i GUI kA

1. 15 BRE] &R Lik# MCUMPU DL K Ins 5| %,

LENESANS

Security Key Management Tool
FIET S ELERAEmi=RsaBHEE OV B,
REBRTETRL BRI AR TRAR.

EEEHERTERESR (UFPK) TmESEA.
BB BT B a SUFPGH T, Hm IS SaIUFPKEEE W-UFPK (Wrapped UFPK) .

ERERHRELR (KUK M E 2. KUK SRR =22 A3 IMAUS,

BEEEEMOIU/MPURIXE, TEGRAIZHAMETFELRESHAEES.

HEFEMPU/MCULIEINES|ZE ¢ |RX Family, TSIP e

i B4FMCUEIMPUE B T F—S5184F

B 6-1 [MEE] EWE, FH RX HRREKE TSIP &3 AES128 H4A

2. @I UFPK. £ [AR UFPK] 3R, AR UFPK {5, RJSHMAT LN *. key HIIHSC
4. ARG, RS uipk. keye

R20UT5349CJ0112 fiiA 1.12 RENESAS % 162 U1, Jt 227 W
2026 4F 9 A 30 H




TAFHEHTA 6. fit fHapl

APIT H=EH (urrk)

O EriFENZE

O FAEENE (327, KRHEMET)
ectbifadcldidaild2ccafIailaebeac23dbcfeTefoddb bbb 70523 cbalf3c5e

RIS (key)
Chworkhufple ey

:_;-';;E
iy

HERUFPKEESASF

B 6-2 [ UFPK] &TiF, MAEBENMEER UFPK FInfl

% “HER UFPK BEHISCME” #2417 E R UFPK SCfF. BRSCPF BRI R, % T RR i DL R AT 45

UFPK: ECEBBFASCODIDAST42CCAR3AS1AEBEAE2346CFETEFE4ABOBEET0523CBADFICSC
Cutput File: Chowork\ufpk.key
FRIERRIN

B 6-3 fEAHEENELER UFPK T4 RAH

3. W W-UFPK. %58 2 AR ufpk. key SO A% 2 B % 25 40 15 34 AR 45 SR 3K I W-UFPK. H %
WZAEE, 15Z WHTE % 8B R R 4% L ) R 2 sl 2 R e B I N FH 2810 . BRI S B 3 R 55 1 URL
N https://dim.renesas.com/keywrap.

R20UT5349CJ0112 fA 1.12 RENESAS % 163 U, 3t 227 W
2026 4F 9 J1 30 H



https://dlm.renesas.com/keywrap

TAFHEHTA 6. fit fHapl

4. UL Motorola +/NiElSCEM BN AES128 #4076 [BEEEH] iR SRR mmi
T, &P AES128, AAJEE [BEHARIMECH] TR PN AES128 Hdli. X T HEEH, ki
UFPK, SRJEIEFES 2 B ER) UFPK SCAERIZE 3 B sk W-UFPK SCfF. MR I, fEA
B IV OEE T AERBEVIEUE. 7F Il RS, N MR £ Motorola - NHER, AP
2R *.mot W4, K Hubk FEiZE N FFFF0000.

BiE Little AL,

EREE THEIUEH
DLM/AL AL2_KEY OAES 128 bits v (O ARC4

KUK (ORSA 2048 bits, public (O TDES

OEM Root public (O ECC secp236r], public ChaCha2l-Poly1305

HEEH

OUFPK UFPKIZfF:  Chworkiufpk.key s
W-UFPK 3 ;. Clavork\ufpk.key_enckey S

KUK .

HsmEv

O EriBENEE

OEREENE (165F7T, AmHEdET.)  00112233445566778899AABBCCDDEEFF

WS

3 :  Motorolaf&THex ~ ITfF: Cwork\aes128.mot W

FHF:  Little v O S phnEE

Hishit FFFFOO00

RS

B 6-4 [H3E%4] - [FHARA] %+, L Motorola T NiHE#IKR A AES128 FF4ASCAEHIRE

mmegdemy  ERIAINEII

s 7l L
O Bz EH 000102030405060702090a0b0c0d0elf

O ERAREHNEL- Bt S0 AL,

B 6-5 [BHEH] - [(FHEIECH] TR, L Motorola it AIE AES128 F4ASTH:HIAHI

FT ARRRSCHE A A R RE SO RSO AR A 2 TR R Y DR AT A

R20UT5349CJ0112 fiiA 1.12 RENESAS % 164 U1, Jt 227 W
2026 4F 9 A 30 H



TAFHEHTA 6. fit fHapl

UFPE: ECBBERASLOLSDASTALCCARSASTAEBEAESSABCHE FEFRAABYERE /U323 BAURICSL A
W-UFPK: D0000001102046462 1E30VE4FFT027D346B9A2 DEABESSABETIDCO6E5DE0283CEEDEZDETE

[V: E2E9627T0BAZACO3I0ATOC220A091F425
Encrypted key: TBO9SEADGE43CCIAERBECOBEECETDO0FO44AL4ATFOIFEATTTS6254CTRCTI00ES

FRIERRIN
W

& 6-6 UL Motorola +7Ni##H Al AES128 HF4CAFHIHAT SRR BI

R20UT5349CJ0112 fiiA 1.12 RENESAS % 165 Ui, Jt 227 W
2026 4F 9 A 30 H



TAEHERTA 6. fit fHapl

6.1.2 f§iF CLI fRA

1. ] genufpk @481 UFPK. AURBIER TR UFPK i H ER1A:

> skmt.exe /genufpk
/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346¢cfe7ef644b9b6b70523cbadf5¢c5¢c”
/output "C:\work\ufpk.key"

C:\work\skmt\tool>skmt.exe /genufpk /ufpk "ec6b8fa5c@d5da5142ccaf3a3laebeae2346cfe7ef64
4b9b6b70523cba@f5c5c"” /output "C:\work\ufpk.key"
JUFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

jOutput File: C:\work\ufpk.key

& 6-7 CLI genufpk fr&HIBATE R

2. 3R W-UFPK. 3 1 DA RE ufpk.key SRR 5L 2 A3 R %R IR W-UFPK., H %
WZAEE, 152 WHGGE 25 8 B 2% i 550 DL ) /e 2 Bl R Rr e I N FH B0 . B e 25 3 36 IR %5 19 URL
N https://dim.renesas.com/keywrap.

3. MEFZE 1 BHER) UFPK SCEEAISE 2 SBaRIE) W-UFPK SCfF, @it genkey fir4-fili Motorola
Nt IR AES128 B

> skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\ufpk.key_enc.key"
/mcu "RX-TSIP" /keytype "AES-128" /key "000102030405060708090A0B0OCODOEOF"
[filetype "mot" /address "FFFF0000" /output "C:\work\aes128.mot"

C:\work\skmt\tool>skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\u
fpk.key_enc.key" /mcu "RX-TSIP" /keytype "AES-128" /key "000102030405060708090A0BOCODOE
OF" /filetype "mot" /address "FFFF@00@" /output "C:\work\aes128.mot"

Output File: C:\work\aesl28.mot

UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAGF5C5C

W-UFPK: ©00000004FAC172DEF2789DE4F041294C6B1218D11DC81DC5B37FB72DB899DCFF4BE7158
IV: 9232A2FD6FC74A7DCOA501397A1A34F3
Encrypted key: 7E66CEB3CA203748A669EDB6B17EF8D231244EA7OEF72B839F54CBE41CC1CCCH

K 6-8 UL Motorola +/\it#il# Bl AES128 HEH LMK CLI R~H

R20UT5349CJ0112 fiiAk 1.12 RENESAS % 166 71, Jt 227 7
2026 4F 9 A 30 H
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TAFHEHTA 6. fit fHapl

6.2 Pl 2— fEHRAT SCE9 R M RA FFIK MCU L2387 4w 4]

HAT SCE9 frIMBE RA IRk MCU SZHFIE I e dic N SEl & s Y120 . b N7 4ifEds (RFP)
SCFFIZIIRE -

i g A D se Bl 22 s 2 LB AE T, MCU B ek O C B AN . 35 HAT N, F AR e A A 7T DAAE [F]
—HfE R . EARSIT, A KUK, [FRIED R 1T #PT4%.

6.2.1 i GUI A

1. 15 BRE] &R Lik# MCUMPU LLE s 5| %,

ENESANS

Security Key Management Tool

FIEFhAIEEgRrET=nE=AHEE (DLIM) 58
REERFIETEEERIA TN TR R,

EfE AL HFEEE (UFPK) EEmE2E0.
BRhemBdFEiEERsERs HUFPKGH ITHE, HE s RaIUFPKESR W-UFPK (Wrapped UFPK) .

EfRER HRELR (KUK I E2 0. KUKESR SRR =22 A3 IMCAUE,

HEFEEEMCU/MPURIXE, TRORAIZFNMEFRURESHEIEES.

FEFMPU/MCULI T INES(ZE ¢ | RA Family, SCE9 Security Functions and Protected Mode e

ERE EHEMCUEMPUE B T T — S 81E

B 6-9 [HtZ] &WF, 7 RA FHFK SCE9 RN T ZE KUK

R20UT5349CJ0112 fiiA 1.12 RENESAS % 167 Ui, Jt 227 W
2026 4F 9 A 30 H




TAFHEHTA 6. fit fHapl

2. BI# UFPK. fE [AR UFPK] 3R, AR UFPK {5, RJSHMAT LN *. key HIIHC
4. ARG, RS ufpk. keye

API #REH (Urrk)

O EREREHZE

O FREENE (3275, KRHEMET)
ecbbffasc0d3dai1diccafiallacbeac? 36 cfeTefbddbibEb 70523 chalfsc5e

BHAF (key) -
Chwork\ufpk.key M.

L RUFPKEREASIF

B 6-10 [4: 5k UFPK] %Wk, EHEENEER UFPK Knpl

% “HR UFPK S A UFPK SCff o BRSO RRIIAE R, 1% TR Rt DU $UAT 4R

UFPK: ECEBBFASCODSDAS142CCARIAITAEBEAE2346CFETEFE44BIBEET0523CBADFSCSC
Output File: Chworkufplk.leey
FRERRIN

A 6-11 R EREER UFPK BIHAT SRR F

3. FREL W-UFPK. % 2 P4l ufpk. key SCHFRIE 256G 5% 5% 4H B 3R %5k 3L W-UFPK. A%
A R 2 LR 5 T R 4% AL A R R R T SIS . TP IR RS URL
A https://dim.renesas.com/keywrap.

R20UT5349CJ0112 fA 1.12 RENESAS % 168 U, 3t 227 W
2026 4F 9 J1 30 H
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TAFHEHTA 6. fit fHapl

4. @I KUK F95CfF. 8 [ KUK] LT3R, SR TRy KUK L mREETLEE ISRy KUK
N 256 fifi. MAY AN * . key WM SCAEA . EARHIT, HISCHEY kuk. keyo

HEEH Key-Update Keys

O SakREH S E

O FEEENE (2%, KNeHEdET)
d0aec19726chc0e2fba03866b9b465a6c0d05hTab0362d5f435f9a3e08c 79084

ST (key)
Choworktkuk.key

£
e

HERKUKEESA

E 6-12 [k KUK] &R, Al KUK 2543 3CAKn 5l

Ry “AE KUK B30 1R KUK S 9950F o anRSCE s 2R i, 2 TR i DU R AT 45 2R

KUEK: DOAECT19726CBCOEZFB403366B9B465AGC0D05BTAGD362D5F435F9A3EIBCTO084
Output File: Choworkkuk. key

FRIERRIN
B 6-13 Gl KUK SUHHIHATE Rl
R20UT5349CJ0112  figA 1.12 RENESAS % 169 Ui, Jt 227 W

2026 - 9 A 30 H




TAFHEHTA

6. fit fHapl

5. N KUK Z3:fld RFP SCfF. 76 (%A muiRh i [BHHRA] E0i~+, EHF KUK. £ [FH
BRSO TR, BN E B AERK KUK B4 (RPN kuk.key) o ST B35
£, ¥ UFPK , RJGk$ 2 A i) UFPK SCEEA%E 3 B 3REU W-UFPK . Afais
I, TEAREIFN IV ERET SRRFEVEE. 7© 8l mikh, Sy B3R L8 RFP, REHAY

JR4H *.rkey M4,

EAEE TaANENH

() DLM/AL ALZ KEY () AES 128 bits ARC4

0 KUK (JRSA 2048 bits, public TDES

() OEM Root public (D ECC secp256rl, public ChaCha20-Poly1305

(O HMAC  HMAC-5HA2-256
HEEH
O UFPK UFPKIZ#F:  Clworkiufpkkey s
W-UFPK =74« Chworkufpkkey_enc.key L

(KUK 7
HIEamEIv

O LRiEEZE

OFEREENE (16557, AmHEAST.)  00112233445566773899AABBCCDDEEFF

B4

T REP w3 Choworkh kulk.rkeey ...

Little B IEANEUE
FFFFOO00D
=S AT
B 6-14 [Bf3a4A] - [FHAR] EHE, M RFP UK RAIE KUK XH:HIREI

SRR FHAEEH
O Ift Cwork\kuk.key .
(O BAZC &SR 000102030405060708090a0b0c0d0eDf

VUL O

O fERRENE- B>t

B 6-15 [#3%4H] - [FHEIE ] EBiF, ML RFP UFKEREIE KUK SCHRIREI

R20UT5349CJ0112 hRA 1.12
2026 £ 9 H 30 H

RENESAS
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TAFHEHTA 6. fit fHapl

T ARRRSOME HEH AR AR E B SO e RSO BRI AR G, 12 TR BAR AT 4

IV BFTCHbLE8E80T CLUBAE5 3 ABBAAESEYY

Encrypted key:

0C43895701106C1 D4658F181585B0F2E3A 1BA42TEAL243DESF183377ET320A848B COARCTO370CACFE2ARIER2BA3AEAS
9

FRERSIN
& 6-16 UL RFP SCARR AR KUK SUHRIHAT 4 R
R20UT5349CJ0112  fiA 1.12 RENESAS %171 9, 3 227 i

2026 - 9 A 30 H




TAEHERTA 6. fit fHapl

6.2.2 f§iF CLI fRA

1. ] genufpk @481 UFPK. AURBIER TR UFPK i H$5 & HIME:

> skmt.exe /genufpk
/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346¢cfe7ef644b9b6b70523cbadf5¢c5¢c”

/output "C:\work\ufpk.key"

C:\work\skmt\tool>skmt.exe /genufpk /ufpk "ec6b8fa5c@d5da5142ccaf3a3laebeae2346cfe7ef64

4b9b6b70523cba@f5c5c"” /output "C:\work\ufpk.key"
UFPK: EC6BBFA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

Output File: C:\work\ufpk.key

& 6-17 CLI genufpk #r4HIATE R

2. REL W-UFPK. #3551 A ufpk.key SO RIE 3 3m % %5 B R R 55 R IKEL W-UFPK. %
HLZER, ES IS H 2R WA AR B A R e I R 21D . B E A RIS URL
N https://dim.renesas.com/keywrap.

3. &M genkuk &l KUK P . ARFlEn 7o KUK {3 R E B fE -

> skmt.exe /genkuk /output "C:\work\kuk.key"
/kuk "d0aec19726cbc0e2fb403866b9b465a6c0d05b7a60362d5f435f9a3e98c79084"

C:\work\skmt\tool>skmt.exe /genkuk /output "C:\work\kuk.key" /kuk "d@aecl19726cbc@e2fb40
3866b9b465a6c0d05b7a60362d5f435f9a3e98c79084"
KUK: DOAEC19726CBCOE2FB493866B9B465A6CODO5B7A60362D5F435F9A3E98C79084

Output File: C:\work\kuk.key

K| 6-18 CLI genkuk #4&HI#ATE R
R20UT5349CJ0112  fiiA 1.12 RENESAS 172 WU, 3t 227 W

2026 £ 9 H 30 H
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TAEHERTA 6. fit fHapl

4. FHZE 1 BPAERR UFPK X, 2 2 SP3REm W-UFPK SCHEREE 3 5 iRAE it KUK SCf,
Wik genkey mAfIEEHT KUK 225 RFP SC{:

> skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\ufpk.key_enc.key"
Imcu "RA-SCE9" /keytype "key-update-key" /key file="C:\work\kuk.key" /filetype "rfp"
/output "C:\work\kuk.rkey"

C:\work\skmt\tool>skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\u
fpk.key_enc.key" /mcu "RA-SCE9" /keytype "key-update-key" /key file="C:\work\kuk.key" /
filetype "rfp" /output "C:\work\kuk.rkey"

Output File: C:\work\kuk.rkey

UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

W-UFPK: ©000000004FAC172DEF2789DE4F041294C6B1218D11DC81DC5B37FB72DB899DCFFABE7158
IV: 4B44A010D7BDF764200BC2424650F976

Encrypted key: ©43565AE@OE185EBAFF505290DF1976B1A00132FE1FOB25F32C3C83BF92C83A7644968FF
5869821C3EBAD7EB41AA509B

& 6-19 Ll RFP CfF# ANz AES128 F4AC4EM CLI R4

R20UT5349CJ0112 fiiAk 1.12 RENESAS 5 173 70, Jk 227 T
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TAFHEHTA 6. fit fHapl

6.3 ~il 3— fERA SCE9 fr¥Eizlf) RA Mzl MCU EFZ: RSA 2048 A%

A LME 2 B 2225 10 KUK 7EBIA T 4] . WE & 1-1 MCU/MPU #7615 E, o] LATE 3344 1 SRR 3R 5))
FEF 3B PT G KB -

A LR 2 07 SR B AT ST G RO HUR R KUK B85 10 3 B 1 D9 [ 1 T 2 — o 4 4
Wo A M R EBIRIE Y C SR . ARG, M2 AT %M KUK (i, fET—4ow
Bl G e ) KUK) TH4—1> RSA 2048 A#.

6.3.1 i GUI kA

1. 15 [BRE] EOiR Lik# MCUMPU LLE s 5| %,

ENESANS

Security Key Management Tool

FIEFhAIEEgRrET=nE=AHEE (DLIM) 58
REERFIETEEERIA TN TR R,

EfE AL HFEEE (UFPK) EEmE2E0.
BRhemBdFEiEERsERs HUFPKGH ITHE, HE s RaIUFPKESR W-UFPK (Wrapped UFPK) .

EfRER HRELR (KUK I E2 0. KUKESR SRR =22 A3 IMCAUE,

HEFEEEMCU/MPURIXE, TRORAIZFNMEFRURESHEIEES.

FEFMPU/MCULI T INES(ZE ¢ | RA Family, SCE9 Security Functions and Protected Mode e

iR BEMCUSIMPUE B (T T — 4124

B 6-20 [BEE] %&£+, f£AHF SCE9 A1 RA FRFIKELEFAH RSA 2048 A4

R20UT5349CJ0112 fiiA 1.12 RENESAS % 174 T, It 227 W
2026 4F 9 A 30 H




TAFHEHTA 6. fit fHapl

2.

DL C JECIF#% B RSA 2048 AfHSCHF. 78 [BEEFH] dwmi-Rkrm [BHRE] g0k~ T, &HF
RSA fl 2048 bits, public, AJ57E [BEAEIECH] ET-RHHA RSA 2048 A% . © T 3%
], 1 KUK, R5¥ KUK X B8 N 6.2 Yimpl 2 — fEHA SCE9 Ryl RA 7*fx
B MCU 225 g b AL R S AR L, FEAORBIRA IV kT ARFEVEE. 7T %
HICH Ttch, A #&aR kR C I, ATERMAYRAN *.c B4

TARE SRR
DLM/AL DLM-S5D QOAES 128 bits ARC4
O KUK ORSA 2048 bits, public v TDES
OEM Root public (QECC  secp256rl, public ChaCha20-Poly1305

O HMAC  HMAC-SHAZ2-256

HEEH

() UFPK

b

b

&
i

O KUK  KUKSZHE : Chworkkuk.key

I E

O E£RiFENEE
OFEREENE (16T, NnHEdET.)  00112233445566773299AABBCCDDEEFF

WS4t

g% CEAR w3 Choworkirsa2 048 private.c
Little (] St R
FFFFO000 ARG rsa2ld8public

RS

&
i

B 6-21 [Br3a4A] - [FHRA] &K, M C FEX/EKRREIE RSA 2048 ALACAEHIRE

FRsadtE BEHAZEE

O3 1 K

QA ESR BHIn) ©  baddTas4c1782eddbddd13f2a261fcBbE5828412 ched 5a2068ed6d 7F 6edcdf4462h391105
B3cafb74b0chf25cfd54dbdas? IbfilebeTfd41042h7e109b9a8af2a05632 1 efSefaab2 19d
21d6763484735622d918d395a2a3 1f2eceB385a8131e5fF1433 142822 1afd713baed1Tccle
£3514d4839007cch55d68409c97a18abh2fabfaf39b3f94a2 777 cdTd6136775a56a9a01 2 7F6

B2 0 10007

B 6-22 [Hf3FFH] - [FHBIE ] EWF, B C HIXHHKALIE RSA 2048 AFSMFHIZRE

R20UT5349CJ0112 fiiA 1.12 RENESAS % 175 Wi, Jt 227 W
2026 4F 9 A 30 H




TAFHEHTA 6. fit fHapl

T ARRRSCME HEH AR AR E RO SO RSO I AR, 12 TR Y PR AT SR R .

Cutput File: Chowerkrsa2043public.h ~
Cutput File: Chowerkirsa2(43public.c

KUE: DOAEC19726CBC0EZFB403866B9B465A6C0D05BTARD362D5F435F9AIE9ECTI0

[V: 2460028 CFEBCIB02533B904A9DB0OCEEC

Encrypted key:

46C9508ADTECOCYT168E9E3B19887EDIS4CCCF4EDDRASZ2T3I D01 3ACAIBAGIIESE93BEDAICDFEE9863EBIFCS99730AG3
BC938CA3ESFD420038E49168A43F1 DA4BE039244A4C 342D 28E1 BCEB246BBTEEADAAL26BABAAFITFFO3FD526EB3CABBFF
4534ECCAFDABEF300127BB23B0727DFCFT933CDA0EGE42620AE014692CFEBR188F734445DEADCBB4TEBFO632331FTECFY
9A9A5T9AB4TBOB2CESCTCR5854C346F TABT 7443 56FAGEECDEGC 02644185491 3E01196267D56517E0BTATI31CE298A4
CAF5373A30EGBA3ETAFEBEEBDE2A0T0DE4CBCAECIOEIB14F855E4207C49C26727FES33EB11CABBE2DAAZEIDT43BF1754CD3
DE457B8ACI59305C213C13541F9ET1FODEDT CA3DATDE3AEEDETTID4601 FIBIF3DAOTI0F2DF42013050CBE9TECIFI1INE

PRIERRIN

K 6-23 Ll C P+ B8 RSA 2048 A4HTMHBATSE Rl

R20UT5349CJ0112 fiiA 1.12 RENESAS % 176 U1, Jt 227 W
2026 4F 9 A 30 H




TAEHERTA 6. fit fHapl

6.3.2 R CLI kA
1. ffH genkey #r4&LL C VM NA1E RSA 2048 A8 CF:

> skmt.exe /genkey /kuk file="C:\work\kuk.key" /mcu "RA-SCE9" /keytype "RSA-2048-public”

/key "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1ea292749
1ed00fb793cd68f463f5f64baa53916b46c818ab99706557a1c2d50d232577d1
00010001"

[filetype "csource" /output "C:\work\rsa2048public.c" /keyname “rsa2048public”

% 6.2 Fimhl] 2 - fEAA SCE9 fRIMIAH RA M ik MCU 23T gum 1A pi) KUK
AF.

C:\work\skmt\tool>skmt.exe /genkey /kuk file="C:\work\kuk.key" /mcu "RA-SCE9" /keytype
"RSA-2048-public" /key "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf
4462b39119563catb74b9cbf25cfd544bdae23bffOebe716441042b7e109b9a8afaad56821ef8efaab219d2
1d6763484785622d918d395a2a31f2ece8385a8131e5ff143314a82e21afd713bae817ccPee3514d4839007
ccb55d68409c97a18ab62fa6f9f89b3194a2777c47d6136775a56a9a0127f682470bef831fbec4dbcd7b5095
a7823fd70745d37d1bf72b63c4b1b4a3d@581e74bf9ade93cc46148617553931a79d92e9e488ef47223eeb ]
6c061884b13c9065b591139del3clea2927491ed00+b793cd68F46315f64baa53916b46c818ab99706557al
c2d50d232577d100010001" /filetype "csource" /output "C:\work\rsa2048public.c" /keyname
"rsa2048public"

Output File: C:\work\rsa2048public.h

Output File: C:\work\rsa2048public.c

KUK: DOAEC19726CBCOE2FB403866B9B465A6CODA5B7A60362D5F435F9A3E98C79084

IV: BED48489C13FF9173A6F7649DEBGEB47

Encrypted key: FBB11©0AAAA2260E6033B2D9839A71121C137ABE34D1FE59D50C7DB2FOB568AA2D5COAOCF
92CA7D093A624E931BFC6115A09DBEDO2CA3E85909940D2FE2921C5589D4D858A349F54FFFEBF8A18D94139
909BF57A0DEB219A99C640993990B3B837132F404CCCCB821AF1D28C8895C968863E293E22A87365BECO748
1B856275BECS8E44EC9BFA392F586CEBB674C73230834C0B7989011E8DCEA6C71DE314D381788A129A42C541
27CA2FBD315A3F8BA9960B25C7B6A999D915443358C755A52D77608CFE4A48BOEEB46CFDAGABO96CEC209EB2
O1F2EA2C2382564C30A3622E57071247B2E386160C5D21A00119EDADD118BO07554E72BB844FFA2AE9EF7C3D)
28D9DOC116490388A554EC39D7D515C89C8459A42FD4495B6DF14ADB69D@82D356DED

K 6-24 L) C P+ B8 RSA 2048 A4 CLI w5

R20UT5349CJ0112 fiiAk 1.12 RENESAS 5 177 7, Sk 227 T
2026 4F 9 A 30 H




TAFHEHTA 6. fit fHapl

6.4 Bl 4 - RX A FE R TSIP Secure Update I (14 FH 7%

FEAE ] TSIP {22 4= [ 4F B H i ok Z b, vl LUINSE A P AR P G ROk 28 H bR, ARG 7E B AR s F
FEFF M. W ERIX SN FE P S Al FHREAR AT E B 715, 5% # 1-1 MCUMPU #5158+ RX TSIP f %%
ko

6.4.1 1 [} GUI Jit4< ) Security Key Management Tool It}

1. %E# MCUIMPU L J hnas 5| 4
7E R 17 ik 3 MCU/MPU LL A2 N5 5] 4,

LENESAS

Security Key Management Tool
FIRARNTLEAAEN=ScoAETE OIM) B,
FLEERIE TR ERIANE =SSR

T EHERTI RSN (UFPK) TmESEA.
BiiiBd BT B a BUFPKGH THE, $p IS EaUFPKE W-UFPK (Wrapped UFPK) .

E4REHTHRELR (KUK s T, KUK REERi T2 A 3MCOUSE,

EESEEMCUMPURIE, TROAFRIZENNEFELRESEIEE.

JEEMPU/MCULIEINES|ZE | RX Family, TSIP -

kiR BHEMCUSIMPURE Bt (T T — 5 121F

B 6-25 [MEEET+

R20UT5349CJ0112 fiiA 1.12 RENESAS % 178 Wi, Jt 227 W
2026 4F 9 A 30 H




TAFHEHTA 6. fit fHapl

2. R RS S
f# F[TSIP Updateli Wi, ARkt in RSU bk i [l 4% .
7E[RSU ARSKIET R, BUEFRE &N TESTING, RSU 5k Ver &N 1.
1E BB ik$E Secure Update, 7E“[E B 5 B0 [l £ mot SC4-.
FEDINZ M REFE R R R A, B0 BN B kG [ DA R S IR N5, fEAR%1H, Data
Flash i£# Do not add,
7£[Image Encryption Key]i£ i ] Session Key Encryption Key 1, % &%} Secure Boot F2 7 H1i%k
BN FHAT IS % N TET A%, fEA%]+, Image Encryption Session Key #%# Ak
BEALEE -
FENVEET R, AT TR, E5 A mRPETLEE.
Wl kR B, feEd R A Nt rsu IS4 .

BT @ Secure Update w
EHFEE ©  Cwork\RXSecurellpdate\user_program.mot ..
RSUTTEL  ANZEtthiSEE  Image Encryption Key #IHSEIEIV
RSUTTSkVer @ 1 v BRRITAE @ TESTING v
L The
o= - | w 3 Chwork\RXSecureUpdate\userprogram.rsu ...
| SRS
B 6-26 [TSIP Update] — [RSUFRK3E £ &% B~
RSUTREL MIEEHEHETEE Image Encryption Key #F2GEIEIV
Frigut FFEDD300
sEmhnt - FFFEFFFF
256
Data Flash: Do not add w
B 6-27 [TSIP Update] — [/in % Huht- 95 Bl |2 0 R S5 0 e Bl
R20UT5349CJ0112  hiA 1.12 RENESAS %179 Ui, 3k 227 W

2026 £ 9 H 30 H




TAFHEHTA 6. fit fHapl

RSUTTSL fIEEHRUEEIE  Image Encryption Key  Fig[m &IV

Key Encryption Key
0123456789 abcdef012345672%abodef

Image Encryption Key
O ERiFEtEE
O FEREENE (3257, KiRHEREDT

& 6-28 [TSIP Update] — [Image Encryption Key]i&If & & B 5

RSUTTSL HNEEHMHESEE  Image Encryption Key HSRIEIV

O EaiEEE
O fFREETENE (16T, KiFHEGET)

& 6-29 [TSIP Update] - [IVIZE T i% B =15

IRIEH 454, M r

Output File: Chworkh R Securelpdateluserprog.rsu
FRIERRIN

& 6-30 [TSIP Updateli £ i & #$ATZ R

R20UT5349CJ0112 fA 1.12 RENESAS % 180 U, 3t 227 W

2026 - 9 A 30 H
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6.4.2 i CLI fiiA 1) Security Key Management Tool Fif

1. R AT enctsip T4

> skmt.exe /enctsip /mode "update” /ver "1" /prg "C:\work\RXSecureUpdate\user_program.mot”
lenckey "0123456789abcdef0123456789abcdef"
Istartaddr "FFE00300" /endaddr "FFFEFFFF" /imgflg "testing" /filetype "bin"
Joutput "C:\work\RXSecureUpdate\userprog.rsu”

C:¥work¥skmt¥tool>skmt. exe /enctsip /mode “update” /ver “1° /prg “C:¥wo
rk¥RXSecureUpdate¥user_program. mot” /enckey “0123456789abcdef0123456789
abcdef” /startaddr “"FFE00300” /endaddr “FFFEFFFF™ /imgflg “testing” /fi

letype “bin” /output “C:¥work¥RXSecureUpdate¥userprog.rsu”
Output File: C:¥work¥RXSecureUpdate¥userprog. rsu

B 6-31 enctsipfr AT RHI

&

R20UT5349CJ0112 ki 1.12 RENESAS % 181 7,
2026 4£ 9 H 30 [

L 227 T

N




TAFHEHTA 6. fit fHapl

6.5  nfil 5- RA iR FSBL B AIE A5 AR AIE 5 AE et 54 FH 07 2%

Az T T 5 B B S N ERE Fy (FSBL) S RE 13 5% HL 7 #5141 B A IE B AR IE S o B BIE S AR

EAS A B o PN A7 G 2 2K OEM 5 S IR Fr ek BI85 A F I 45 1E OEM 51 S INEAL e 1 &1k
DER) TR ORBIERITT %, 25 #& 1-1 MCUIMPU  MH{E B rh OBk}

6.5.1 1 [} GUI Jit4< ) Security Key Management Tool It}

1. %E# MCUIMPU L J hnas 5| 4
7E R 17 ik 3 MCU/MPU LL A2 N5 5] 4,

XENESANS

Security Key Management Tool

FIEFHhANEEgRrET=nE=EHEE (DLIM) 58,
REERFIRTEEERIANZT TR R,

EfEHEAI HFEEEE (UFPK) EEmE2 I
BB EiE ERH SR s HUFPKGH ITHE, HglEERIUFPKELR W-UFPK (Wrapped UFPK) .

EYRERHRER (KUK M E2 0. KUKEERERER 22 A MR,

EESEEMCU/MPURINE, TROARAIESFNMETELURESHEIEE.

EFEMPUMCULI T INES(SE ¢ | RA Family, RSIP-ES1A Security Functions and Protected Mode e

R B EMCUEMPUR R T T — 5 i2fr

B 6-32 [IEJETF

R20UT5349CJ0112 fiiA 1.12 RENESAS % 182 T, Jt 227 W

2026 - 9 A 30 H
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2. EPREPACRDIE A A K
it FH[FSBLYIE I Az i BHAE P AT AEAE S
ARG, N YgFRIETT 2 24 I 1P PR

fE OEM 3| IR FBAR IR EE 40 5 OEM 3] FINEALF ) mot 314
WIERAETT IR L8 B4,
B BEBRRA wEN A1,

HATERPED-R X E .

£ RIGNFRIBHEE (hex) & E OEM 5| S hn#kfe r pie st /EA%I+, #4 02000000,
1 BRAFARIL N AR/ i B A 28 RS IN A7 KN . fEARGI R, &% 2MB.

7E OEM 3| S mEBEF RN (16 FHXF) ks gahtE.

£ YRS PR E BB ES .

75 REBEF F¥a e RESUE B4 .

OEMB| EMEZEFE ©  Clworkdfsblhoem_blsrec | L
SHIEWITAE: O F£E BRFRRE: 1
() CRC
F¥  OEMEBEH OIM3ISNEEFEH
FTSINEITaGHEAL (hex) 02000000
SFEBMNER 2 MB v
(ILEEFERTER, FRFT —T8/HRT)
OEM3 | EIERZEFF
[+ J=rfop -1
O FHEA (hex)
OEENEES
Wb
BRI . Chworkfsblkcert.bin bl i
fEBIEHE: C:‘awnrk\fshl‘ackert.bin e
SRS
& 6-33 [FSBL] - [iE P& RE 1% Erpl
R20UT5349CJ0112  RA 1.12 RENESAS % 183 11, 3t 227 W

2026 - 9 A 30 H



wEEYEHTA 6. fit fHapl

HHAT[OEM REFHIE R E.
7 OEM MRFEA ikt STE, JHigE /4 OEM 5| Shn#fe s AN AN PEM SO, T O
OEM #BF4] FfaE PEM X, ALl EFHeE OEM IRAH .

if= OEMEEESR omME|IEHSERES

oemiRH A
[o Rmgus Chwvorl\fsblvmanifest_signer_key\ms_ec236_priv.pem el o
OBASER  00112233445566779899AABBC CDDEEFFO0112233445566773899AABBCCDDEEFF
OEMAR XA
M ...
BRSCER 00112233445566778859AABBCCDDEEFFDN1 122334455667 78890AABBCCDDEEFF

00112233445566778399AABBCCDDEEFFD0112233445566778899AABBCCDDEEFF

& 6-34 [FSBL] — [OEMIRZHIET R B~

HAT[OEM 5| S MBRBFFEHIET R E .
7 OEM 3| S & EFAE ik X, e OEM 5| SnEfE F R A PEM 0. H
T EfF OEMRFAE dikE PEM xft, FrLAEFIEE OEM HRAH.

T OEMIREE:E OEMBIBIEEFRFES

oeM5| SMEERFHH
[« Brgis Chowerkdfsblimage_signer_keyhis_ec2536_priv.pem Bk
O BAsEH 00112233445566773899AABBCCDDEEFFD0112233445566773399AABBCCDDEEF
F

O ERARENE- Bt 7
oM | SHFERFAH

%t HE.

BASCER 00112233445566778299AABBCCDDEEFFD0112233445566778809AABBCCDDEERF

00112233445566778899AABBCCDDEEFFD01122334455667 78899 AABBCCDDEEFF

B 6-35 [FSBL] — [OEM5| S INBEFHHAIET R & E R

R20UT5349CJ0112  fiA 1.12 RENESAS % 184 ui, 3 227 Wi
2026 £ 9 H 30 H
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N RSO R, B PE AR IE TS . IEW A SOCHE S, it 0 R AT 4

Output File: Chowerkfsblkcert.bin
Output File: Chworkhfsblhccert.bin

FEERSTD
K 6-36 [FSBLIEW & HATER
R20UT5349CJ0112  fA 1.12 RENESAS % 185 WL, Jt 227 W

2026 - 9 A 30 H
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6.5.2 i CLI fiiA 1) Security Key Management Tool Fif

1. LR AT gencert fir

> skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000" /ver "1"
loembl "userprog.mot” /oembl_private file="is_ec256_priv.pem"
loemroot_private file="ms_ec256_priv.pem"
loutput_codecert "ccert.bin" /output_keycert "kcert.bin"

C:\worki\skmt\tool>skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000"
fver "1" foembl “C:\work\fsbl\oembl.srec” /oembl_private file="C:\work\fsbl\manifest_signer
kevims_ec256_priv.pem” foemroot_private file="C:\work\fsbl\image_signer_key\is_ec256_priv.pe

m” /output_codecert "C:\workM\fsbliccert.bin” foutput_kevcert ™ C:\work\fsbl\kcert.bin”
Output File: C:\work\fsblkkcert.bin
Output File: C:\work\fsbl\ccert.bin

B 6-37 gencertfiy AT ~BI

R20UT5349CJ0112 ki 1.12 RENESAS % 186 Ui, It 227 W
2026 4£ 9 H 30 [




TAFHEHTA 6. fit fHapl

6.6 Pl 6—RAMMZIR ] DOTF IR ¥ Ine ik

Xt DOTF ThREMIHBE S F i B AR 7 BEAT I
WERIRAREF Kon BRI T5%, 2 & 1-1 MCUMPU #8R{ERPHITTE.

6.6.1 1 I GUI A1 Security Key Management Tool H

1. & MCU/MPU L) hn# 5| %
FEMEE L TR ik £ MCU/MPU LB N2 51 4

LENESANS

Security Key Management Tool

FTEAWNTEgERERN=SssAEEE (DM B4,
EETA AT RE BRI AR ERAN.

EEHERTIERESE (UFPK) TmESEA.
BB BB R e SUFPKGH TS, HE IS ERIUFPKEE W-UFPK (Wrapped UFPK) .

EfREERER KUK m e, KUKEmERERES 2 3IMAUE,

EESEEMCU/MPURINE, TROARFIZFNNEFELRESEREE.

FEEMPUMCULIEIIER|5E ¢ | RA Family, RSIP-ES1A Security Functions and Protected Mode “

HikiE BHEMCUSIMPUR B (T T — 4 121F

K 6-38 [EIETF

R20UT5349CJ0112 fiiA 1.12 RENESAS % 187 Wi, Jt 227 W
2026 4F 9 A 30 H



TAFHEHTA

6. fi Hml

2. BB IBE

i FH[DOTF/OTFDL I, Jinss [l R w5«

£ BISCME P B N E A mot SCiF.

FE INEEHBETE R 4 e 75 B SO N R AR P M v

U RELINE (A AT A R, 15 RE B ARtk

FEAGIH, NETEE v 90000000 % 90000FFF, Hin#hht % N HBHICHEARR.
BRI RS - Chworlkdotfuserprog.srec =
EMENER&gibLETEE B #xiiht
O hZ=rrEEdE O SR ERIEE
O hiEfEhtEE

() BEHE (hex) 80000000

uuuuuuuu

EhNEEEEaHhE (hex) : 90000000
EhnEEn bt (hex): 9000FFFF

& 6-39 [DOTF/OTFDIELIF — BISCBVR. INETEE . $ATHhE R BB

3. InEEHA IV BRE
£ BBImEFA hRENE SN AT, 1 AES128 % .

.

1E FIHFR IV b s B SOV ZE R 1 nonce. TEARGIT, T TEME, IV ks RS

BREMEEH

AFS-128
O3
O BASIEESA 000102020405060708090a0b0000F

& 6-40 [DOTF/OTFDIEM & — BUEINEZ4. IV BRI

R20UT5349CJ0112  fiids 1.12 RENESAS
2026 4= 9 30 H

% 188 T, 3t 227 W



TAFHEHTA 6. fit fHapl

4. s E
FE N BB Th 48 R SR A

TE % R MR N 257, 48 E 224 HE ¥ Motorola —7 ik il i ik A i 75 4 25 A Jn 25 (1 B SO
e rhCR B EUAGHRE”, )0k L 5 N B i 2 A R SR B

HEEEER . Chlwoerkhdotfdotf_userprog.srec

..
HiE&H NS
O FERihtt @ T SNEZUETEE L S8 BRIREUE
() MithtitoFFoL

K 6-41 [DOTF/OTFDIET R — MnaFBuUE % H B R bR A 25 5 R Bl

WRIEF R, WHHEWT.

Output File: Chworkhdotfdotf_userprog.srec
Key: 000102030405060702090A0B0C000EDF
Counter 32D3C9EDVBT7AZE700EAGCIBA9000000

1R ERRTN
& 6-42 [DOTF/OTFDIETF HATER
R20UT5349CJ0112  fiiA 1.12 RENESAS %189 W, It 227 W
2026 4 9 F 30 H
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6.6.2 i CLI fiiA 1) Security Key Management Tool Fif

1. fEZu A AT encdotf #r 4.
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0CODOEOF"
Istartaddr "90000000" /endaddr "90000FFF" /incplain
Iprg "C:\work\dotfluserprog.srec" /output "C:\work\dotfidotf userprog.srec"

C: \work\skmt\tool)skmt exe fencdotf /keytype 'AES-128" /enckey * @@@1@2@3@&@5@6@?@8@9@9@8@C@D
' ddr "90080000" /endaddr ° 9@@@@FFF /incplain /prg "C:\workM\dotf\userprog.srec’
A\workMhdotfisdotf_userprog.srec’

Output File: C:\work\dotf\dotf_userprog.srec
Key: 000102030405060708090ABBOCADBEDF
Counter: E3B9489DD945947EBC3BES8389000000

& 6-43 encdotffr&HATRE

R20UT5349CJ0112 ki 1.12 RENESAS 5 190 U1, It 227 W
2026 4£ 9 H 30 [




TAFHEHTA

6. fit fHapl

6.7 BT - RAF SR AL E T duke RS KRR s 7 ik
U L7 22 4 T SR D B B P 0 %4 T SRR SCPE(+ L s ).

e gL P ARRE S TRTIIIGE . XL REH 208 AL R R AT

#* 6-1 BEWRIME Secure Production Programming [ 3 £F

=

WERY

WAL E

RFEREEA

NARFEERT ST AMERR

1A GUI WI[# AL R (3.6 [HER
$8] 1¥%EIMK) = genkey CLI &5y (4.5
genkey @iHiEIN) . ERAELEN
*.rkey X, BEAEFEMAM UFPK X
FE5LREI[ RIEEFEAM UFPK R,

BIFIEP

{5 AHS L IAUER FSBL A

f# /A GUI M[FSBLIEII+ (3.8 [FSBLIIEIR
+) Bt gencert CLI &35 (4.7 gencert &y
BEIN) . AR EM ZHEEPIED X4,

HAGIES

FRTERIAILE CRC IGUER FSBL

i)

f# /A GUI M[FSBLIEIN+ (3.8 [FSBLIIEIR
+) Bt gencert CLI &35 (4.7 gencert &3y
BEIN) . AR EMZHEREBIER X,

R20UT5349CJ0112 hRA 1.12

2026 £ 9 H 30 H

RENESAS

% 191 Ui, 3k 227 W
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6.7.1 1 [} GUI Jit4< ) Security Key Management Tool It}

1. %E# MCUIMPU L J hnas 5| 4
7E R 17 ik % MCU/MPU LL AN 5] 4,

XENESAS

Security Key Management Tool

FIEFHhANEEgRrET=nE=EHEE (DLIM) 58,
REERFIRTEEERIANZT TR R,

EfEHEAI HFEEEE (UFPK) EEmE2 I
BB EiE ERH SR s HUFPKGH ITHE, HglEERIUFPKELR W-UFPK (Wrapped UFPK) .

EYRERHRER (KUK M E2 0. KUKEERERER 22 A MR,

EESEEMCU/MPURINE, TROARAIESFNMETELURESHEIEE.

EFEMPUMCULI T INES(SE ¢ | RA Family, RSIP-ES1A Security Functions and Protected Mode e

R B EMCUEMPUR R T T — 5 i2fr

B 6-44 [MEEET+

R20UT5349CJ0112 fiiA 1.12 RENESAS % 192 W, Jt 227 W
2026 4F 9 A 30 H




wEEYEHTA 6. fit fHapl

2. Al SR
13 FH[SFPIE KA i ¢ 4 1) e S (* . s fp)s
7E [ B AR 1 0 1 B SCBRAR ™ b 45 5 BN R P AR 7 o BSO8R I AT N
£ “MCU/MPU " Nk E§ ) MCU/MPU {5 8. #HEAGIYH, %&F “RASDI/M1/TT .
7E“Bk 2% DLM/AL A"k £E[E -8 5 N5 1 DLM/AL IRZS . 7EARF]F1, iEF“OEM PLO with
AL2_KEY”.
TE R &R PR ST 8 i S 44

EfFERE MMSHIZEE Nonce AL2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary $HEBiNiEE

EEEERASHTEEE PN AEIAM B,
i, =— (F@E) BRF. M3 ZNEERF. T2BE. FE2RES.

BRSPS« Chwork\sfpluserprog.srec W
0
TR ey
Choworkhsfphuserprog.srec i
Bl
Bl
MCU/MPLU RABD1/M1/TI e
SHEDM/ALIAT ¢ OEM PLO with ALZ_KEY e
T EE Choworkhsfphsfp_userprog.sfp .
EpiTa T &EAF
& 6-45 [SFP] — [[E BB LER R EH B Erp
R20UT5349CJ0112  RRAS 1.12 aENESAS % 193 Ui, 3k 227 W
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TAFHEHTA 6. fit fHapl

3. HHT[BIMEFEHIET KRR E.
EBHAEIE (AES-128)"1 5w BH TH T LS55 B In% 1) AES128bit Z % . S~ 73
ik, AEAE] gk B I BEAL -3 SO, i e S B A R4
N 5o \ Ao NV R v e e 9574 1 G
TE“UFPK U R ¥5 5& UFPK SO, 1E“WUFPK U 145 & W-UFPK S0
KF UFPK SCfF K W-UFPK LA R 15, ES0 6.1 n 1 — fERA TSIP 1 RX 2Kk
MCU %% AES128 #HH 1% 1 = 3.

EfrERis: BMRIESESE Nonce AL2/SECDBG_KEY AL1/NOMSECDBG_KEY Boundary #+ERIAEE

EHZUE aes-128)

O3 s
O B ER D00102030405060708090a0b0c0dDelf
O [FFERENE- B s
dliamsEIv
O SRiEE 2
O FEREEENE (65T, KRHEEST,)  00112233445566773399AABBCCDDEEFF
UFPE =7{F - Chworkisfphufplekey e,
W-UFPK 524« Chworldsfplufpk.key_enc.key S
B 6-46 [SFP] — [BLE N & HIET R B =l
R20UT5349CJ0112  BiA 1.12 RENESAS % 194 T, 3t 227 W

2026 - 9 A 30 H




TAFHEHTA 6. fit fHapl

4. HiT[Nonceslik iK% & .
NTETEE, “FIHAR IV (RESHD "L PGERE IV (EHEE) "TEA R kA BBENLEUE .
ABI P RFEEERE IV (AL/IDLM &) ~ |

EfFeRiE BMMRAIZEEES Nonce ALI/SECDEG_KEY AL1T/MONSECDBG_KEY Boundary #ERAEE

dimEv (S8
O LrikEZE
O EREENE (12559, XEHEGESET,)  00112233445566772890AABE

diamay (E4ame8)
O E£RifEiNEE
O FREENE (12557, NEHE#ET,)  00112233443566778830AABE

IV (AL/DLM Z5)

ey
A REFER

(12524, AmHEFET,)  00112233445566773890AABE

me

-

FFRISTERY

& 6-47 [SFP] — [Nonce]i& Wi B~

5. #{T[AL2/SECDBG_KEY]iL iRk & .
e BRI 18 E B AE AL2_KEY [ AES128bit 5%k
TR I, IR A e A ERBE LS -

EZEEEST
s 7l o
O Rz EH TTTTTTTTTTTTT77738335835835833888

O FEFARENE- BT 7

s mEv
O E£RiFENEE
O EAEENE (16T, AmHEAE)  00112233445566773899AABBCCDDEEFF

K 6-48 [SFP] - [AL2/SECDBG_KEY]i& ik i& B/l

R20UT5349CJ0112 fiiA 1.12 RENESAS % 195 Wi, Jt 227 W
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wEEYEHTA 6. fit fHapl

1T M SO e, R A T RSO E R OIS, W F T

Output File: Chworksfp'sfp_userprog.sfp

FRPERRIN
B 6-49 [SFPIETF HATE R
R20UT5349CJ0112 A 1.12 RENESAS % 196 UL, Jt 227 W
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TAEHERTA 6. fit fHapl

6.7.2 i CLI fiiA 1) Security Key Management Tool Fif

1. FEA AT AT encsfp AT .
>skmt /encsfp /mcu "RA8D1_M1_T1" /enckey "000102030405060708090a0b0c0d0e0f"
/trn "OEM_PLO_AL2" /prg "C:\work\sfp\userprog.srec"
lal2key "77777777777777778888888888888888"
Iufpk file="C:\work\sfp\ufpk.key" /wufpk "C:\work\sfp\ufpk.key_enc.key"
Joutput "C:\work\sfp\sfp_userprog.sfp"

C:\work\skmt\tool>skmt fencsfp /mcu "RASD1I_M1_T1" /enckey "000102030405060708090aBb0cBd0eBT ™

Ftrn "OEM_PLO_AL?2" /prg "C:\work\sfp\userprog.srec” falZ2key "THTHITHITTITTTT188868888868888
88" /ufpk file="C:\work\sfpiufpk.key” /wufpk “C:\work:sfp\ufpk.key_enc.key” foutput "C:\work
\sTp\sfp_userprog.sfp”

Output File: C:\work\sfp\sfp_userprog.sfp

C:\work\skmt\tool>

B 6-50 encsfpfiy &PAT =B

R20UT5349CJ0112 fiiAk 1.12 RENESAS 5 197 T, Jk 227 T
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TAFHEHTA 6. fit fHapl

6.8 7~ 8 — RA for Wireless TRER4E KA %

SKMT E£&9 RA for Wireless FME2 B2 OEM_BL, LKA Application Firmware i&M0sLER, Z$EIE
PHRBIEBAITIEE, ABIFE RIS Application Firmware £ BLE8. BHEBMAIDES.

6.8.1 1 I GUI A Security Key Management Tool

1. %E#E MCUIMPU L J hnas 5| 4
7E R 17 ik MCU/MPU LL A2 N5 5] 4,

LENESANS

Security Key Management Tool

FIEFhANEEERpEpl=nEsFAHER (DLIM) =58,
FREERF R TREERIANREERAR.

BB AAI ERER (UFPK) STRSE.
BB RiEBREERE GUFPKGH THE, FHEMHERAUFPKELE W-UFPK (Wrapped UFPK) .

FRBR R ER (KUK o E2 . KUKERERFE 2T A 3IMCUE,
EEFEEEMCU/MPURINE, TEOARFAIZHANNESELEESHEIEES.
FEMPUMCULI T INER|SE ¢ RA Family, RSIP-E31B Security Functions and Protected Mode e

iﬁﬁ& EﬁMCUEFMPU%ﬁjE’;-F_H}EI;ﬁ

B 6-51 [EIETF

R20UT5349CJ0112 fiiA 1.12 RENESAS % 198 T, Jt 227 W
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TAFHEHTA

6. fit fHapl

2. HMFBRTE
il FHIRAGBA/RABUATIE I g N FH A e il A ST AR I 2K«

7 [ BB ST Hh 3 5 SRR [ 4 /9 Motorola Hex S0«
PR %N Application, k¥ sec_sign.

7£ IVT %\ Motorola Hex U4 i IVT #ihit.

TE RN TN 75 BN 045 44 00 L FH R e [ 1R K /N o

B Chwork\RABE T\ mram_sample.mot

g
iy

=, Application v AR, sec_sign w
VT (hex) : 04004000 FuIs (hex) @ 4000

Ctrnr reserved 00

(16T, AmHEMET) : BEAO

& 6-52 [RA6B1/RA6U1] — [E -4 BERH]

3. MCE[EFEIFR.

a2 T EPHE-BAURDIE 2544 ) ECDSA #iZk, LALEHIEFH) OEM RoT 2 44 5 AU IE F i)

[ {1 R A
TE LR
a2 secp384r1 F T-H4HIEH %54, OEM RoT HEHEF M 0;
a5 secp384r1 H TARIBIERL 4, BEMHFRAN 1.

W OEMET#EZSE OEMEEZE] OEMEIShnEiRE=4A

ol

ECCHERE% : (O secp256r1 @ secp384ri
OEM RoTE4$A%E3]: 0 v

HeiEs

ECCHs% - (O secp256r1 @ secp384rt

E RS (4FT) ¢ 00000001

K 6-53 [RA6B1/RA6U1] — [iFH] &M+ & B RH

R20UT5349CJ0112  fiids 1.12 RENESAS
2026 4= 9 30 H

#0199 T, 4t 227 W




TAFHEHTA 6. fit fHapl

4. 5BCE[OEM IEER FEAETN R
15EC B [OEM ISIER #EAIEIN .
7£ OEM ISIEARFASE IR, HIETE S S OEM ISIER 248/ PEM XX, tnE 7 OEM ISIFIRFA
PAPIEE T PEM X, NEFHIEEOEM ISIER24H",

if#% OIMERIFRER oMEEES oM3ISHEERES

oEM¥FRE.H
o Prgs Chwork\RABB1\p3I&4 private.pem B L.
() BES &S 00112233445566778899AABBCCDDEEFFD0T1 22334455667 78899AABBCCDDEEFF
oEME PR
s b7
BASI 34 00112233445566778899AABBCCDDEEFFO0T 122334455667 782899 AABBCCDDEEFF
00112233445566778899AABBCCDDEEFFO0T 122334455667 782899 AABBCCDDEEFF

K 6-54 [RA6B1/RA6U1] — [OEM&FIR #F4H] &R £ K ERF

5. FCE [OEM 5| mEERF®EH] L0,
£ OEM 5| IMEEFRS L3, I E e OEM 51 SInEAE P 2811 PEM ST, W2RAE
OEM 3| BB FRY15E © PEM XXfF, ML OEM 5 RINBBEF A

if£ OIMREIFESZHE OIMESZESE OMIISINEEFRES
oeME| EMBEFHH

[» Jrgs Chowork\RABB1\ecc384_private.pem il Lo

O B ERA 00112233445566773899AABBCCDDEEFFD0112233445566773899AABBCCDDEEFRF

O FRREE- S M.
oEME| EMBEFLH

pTERs il
B & 001122334455667 78899 AABBCCODEEFFDO112233445566 7 78890AABBCCDDEEFF
001122334455667 78899 AABBCCODEEFFDO112233445566 7 78890AABBCCDDEEFF
B 6-55 [RA6B1/RA6U1] — [OEM3| SR FE4H] W+ wERE
R20UT5349CJ0112  fiiA 1.12 RENESAS % 200 W, Jt 227 W
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TAFHEHTA 6. fit fHapl

6. HHATHHILE.
B B B0 SO S 4
A5 F 45 2 i Motorola Hex 3044

Wit

o Chlworld RAEBT mram_sec_sign.mot

EE
by

& 6-56 [RA6B1/RA6U1] &£ #5&%

A AERSE)E, 24— M-S S K Application Firmware S04, JER N 7 o=k, %
FHAE P AIACRGAIE B St . Sk AE ol o, Bt S B AT 45 R .

Soemroot_private_key file="Chwork\RAGB1\p384_private.pem” foembl_private_key file="Chwork
YRABE1\ecc3B4_private. pem” fivt "04004000" fsize "4000" foutput "Chwork\RABET\mram_sec_sign.mot"
Output File: Chwork\RABB T vmram_sec_sign.mot

HEERLTH
& 6-57 [RA6B1/RA6U1] %+ HATER
R20UT5349CJ0112  fiiA 1.12 RENESAS %201 W, Jt 227 W
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TAEHERTA 6. fit fHapl

6.8.2 i CLI fiiA 1) Security Key Management Tool Fif

1. FEL AT 44T genhdr dr 4.
>skmt /genhdr /prg "C:\work\RA6B1\mram_sample.mot" /mode "app" /header "sec_sign"
/key_sign "secp384r1" /code_sign "secp384r1” /fw_ver "00000001"
/ctmr_reserved "00" /oem_rot_key num "0"
/loemroot_private_key file="C:\work\RA6B1\p384_private.pem"
/loembl_private_key file="C:\work\RA6B1\ecc384_private.pem"
livt "04004000" /size "4000" /output "C:\work\RA6B1\mram_sec_sign.mot"

C:\work\skmt\tool>skmt /genhdr /prg "C:\work\RA6Bl\mram_sample.mot" /mode "app" /header "sec_sign" /key_sign "secp38url"

/code_sign "secp38irl" /fw_ver "00000001" /ctmr_reserved "00" /oem_rot_key_num "@" /oemroot_private_key file="C:\work\R
A6B1\p384_private.pem" /oembl_private_key file="C:\work\RA6Bl\ecc38U_private.pem" /ivt "OUOOUEEE" /size "UBOO" /output "
C:\work\RA6B1l\mram_sec_sign.mot"

Output File: C:\work\RA6Bl\mram_sec_sign.mot

C:\work\skmt\tool>

& 6-58 genhdrir &HATRH

R20UT5349CJ0112 ki 1.12 RENESAS 5 202 51, It 227 W
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TAFHEHTA 7. EEFHI

7. JEREFHI

7.1 {#H Windows ¥ [ SR 1% B

f£ Windows 85, dnRAhsr GUI 5l e? studio #fifFhiAs i BV B E LIANY Bon e &, W] RELiE
TR KA.

CIBGEuRY S N v i A7
1. A Ay AT SO
MSIHRA: SecurityKeyManagementTool.exe
e?studio #HMFRA: e2studio.exe
e2studio.exe fiiT e2studio %#iff) eclipse ffJer,
PR, AEEFRAMEIEDR. ERAEETR L, REERE DPI B .

3. fi# DPI B, WhBEER DPI AT REEME, JFANTRAIRPIEFRE. K5 Bdm
AN HE R RE o

N

CR
= BEE gFEs 2 EEE LEWEE

MR EFFEEEE T Windows FIFETE, BFEHETE
BRI,

B |
UEETEESSIEEE? | AiEERES Dbl 28,

EoiE 25 DRI
[ LiEsEtET=1T e

[ FRLRSEENEFNENEE, AR RE PNENEE

Windows 8 =T

MFEERE| Windows Zr=ETF0 DPI 2EEH, NEs
a= FIREEEREHE. Windows FILUREIRLI TR A=E
TrnRER DPl, EiREEEEFNEIEE.

8 {E(256)& T R R AN TR E52 S8 DPI
EEEE2] Windows

O=memi

OusERseEmmRs | _ o

BE e S5 DPI EHSH.

o | |
DPl i
= | =& i
SRS EE | :
. o~ e
= e RIFAA)

& 7-1 SecurityKeyManagementTool.exe J&PE “& DPI 4ifiUE %" W&

R20UT5349CJ0112 fA 1.12 RENESAS % 203 1, 3t 227 W
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TAFHEHTA 7. R

7.2  7E Linux 5% N e2studio Jf R AS 3 & S0

IAREAE Linux 338 TEH] 2 studio #lifHICA R B VB E LM B R BCE, A BETCI% s A X1k
HE. 22485 Nt am 24T AT AT SR B HATIR . 7£ e?studio e 4di £ hit Security Key Management Tool
JG, N e?studio %S I LA ST AT LR .

leclipse/plugins/com.renesas.apltool.skmt_X. X. X. XXXXXXXXXXXX/cli/linux/skmt

7.3  1Ff macOS 5 F# [ e?studio ifF A A7+ = 25 T

IR IEAE macOS M8 T ] e?studio A B By BGR E IAMIE R BCE, AT BE LI BB X1k
HE. 223 J5 2N f AT AT AT SCAF R EHUTIUR . 7 e?studio 12 2& i Fhix Security Key Management Tool
Jei, N e?studio 2 SO I AR LA SO T SR AT AR -

/eclipse/plugins/com.renesas.apltool.skmt_X.X. X. XXXXXXXXXXXX/cli/skmt

7.4  macOS HAs iR )
macOS JRANfr 44T FHLIRA e2studio AR T LA T Thie G R i

R T-1 64T A (¥ PR 1

Lk cprial] I RR il
genkey TEFRE LN NHRE [keytype LIRS, AB& | ASAFH.
Ikey 1EIRRI AT A S A o R [H#5 1% " Error: For BRAINPOOLPxxxR1-
"brainpoolP256r1-private” PRIVATE, key option cannot be omitted when
"brainpoolP384r1-private” using MAC 0S”,

"brainpoolP512r1-private”
LISTELITE /keytype GRS, /A | HTH-
N ~ iR [B14E 5% Error: For BRAINPOOLPxxxR1-
Gl . =
lkey BEIEIA PEM Xt PRIVATE/PUBLIC, PEM file cannot be

"brainpoolP256r1-public’. specified when using MAC 0S.”,
"brainpoolP256r1-private”.

"brainpoolP384r1-public”.
"brainpoolP384r1-private”.
"brainpoolP512r1-public”.
"brainpoolP512r1-private”.

R20UT5349CJ0112 fiiA 1.12 RENESAS % 204 Wi, Jt 227 W
2026 4F 9 A 30 H



TAFHEHTA

7. R

% 7-2 XTHHLRAT e2studio FfifH i R

FREE 1R B )

4R e [BEHEH] ik L N EHEN | B RIIREA T
I, R [BPEIE O] ARE e st " | i AR s A
BEHL "SRAE R P 435 A" Error: For BRAINPOOLPXxxR1-
"brainpoolP256r1-private” PRIVATE, key option cannot be omitted when
"brainpoolP384r1-private” using MAC OS” #8215 &,
"brainpoolP512r1-private”
FE [ ] IUR B R U RBERA | GIEALEE PEM ST
L FE [ SO b, B3 | 4R A O A
SO "IEAEH PEM SR . 435 6" Error: For BRAINPOOLPxxxR1-
"brainpoolP256r1-public”, PRIVATE/PUBLIC, PEM file cannot be
“brainpoolP256r1-private”, specified when using MAC OS.”#1i%15 &..
"brainpoolP384r1-public”.
"brainpoolP384r1-private”.
"brainpoolP512r1-public”.
"brainpoolP512r1-private”.

R20UT5349CJ0112  RA 1.12 RENESAS 205 Ui, 3t 227 i
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TAFHEHTA 7. R

75 REI[ REVDRENBRMYE

7.5.1 REI[ RIENREMIEIR K/NRHI

AT IR DR H P R IR T AES-CCM A n#s . PRIL, 2 DhRe vl n s i) - 75 5 meAg s ok
T%505% nonce KIF 1K E (R nonce_prg &I 71K D) BRI,

£ 7-3 HP R WAL B R

BEgsgAR~T nonce_prg BI3RERZARK mcu i%EIR
OXFFFFFF 12 RA8SD1_M1_T1, RA8D2_M2_T2_P1, RASE1_E2,
RA4C1, RA4L1, RX74M_N
OxFFFFFFFF 11 RA6B1_U1

teAh, MR PG 2 R Boot Firmware N2 A 5 (Encrypted Data Write Command - Data Packet
[Encrypted User Data] - DAT - User data and write address/size) & XAk BET0E], Kk, ®REI 4R
FEDRE AT A H R e WeAG e R R/ NS N LU RE

RN PR BB R TR, 2% HEH TR H N R,
Error: The user program to be encrypted is too large. The size of the user program depends on the nonce
size used during encryption. For details, refer to the SKMT Software Manual.

7.5.1.1 L4 Z{AEIE T B User data and write address/size {Ef A %

AR T R SAE P R T IUR M ARAD INAE . BURINAER OFS XA S NBIE (B 16 711D
TR N write address/size {5 /8.. IR extareaO/1 $5E J AMNERINAFIX I, W2 AR5 NS ICERIN write
address/size 5. {HZ, WRMMHRZIELLN, WiEHE User data LIEIE User data and write address/size.
User data & 73 H i KRNy 1024 575

N BN R EUE R AR T AMBINAE X 3 0x90000000 %= 0x9000040F
extarea0 “0x90000000” “Ox9000FFFF” “16” &% & o
Encrypted Data Write Command - Data Packet [Encrypted User Data] — DAT J (1) %3
GARHEET AR
% 1 1 DAT: SAD+SIZE+Reserved+ (0x90000000-0x900003FF %) &%
%% 2 1 DAT: SAD+SIZE+Reserved+ (0x90000000-0x9000040F A HI##E) SN
SR 7 AR,

R20UT5349CJ0112 fA 1.12 RENESAS % 206 U, 3t 227 W
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TAFHEHTA 7. R

7.6  BARFMEGR £ BEERFSEDR MCU/MPU 0% 5| &R0 EEIN,

e HNAE:

A PH AU BRI PR, A SRAE (MR IR rh BT £ MCU/MPU RN 5148, W) (25 EAR FRk i K o
(B IBEE]E IR ] RETCIE IE R R

o FEMRMRHIERF

1. EMREDEDTR MCU/MPU Fm# 518, JEFFrFR K MCU/MPU Fiin%s 518 (il RX Family,
TSIP) .

FEFEMPU/MCULITINE S5 ¢ | RX Family, TSIP e

HEHEEEMUUZEMPUEEHR T F—521F

B 7-2 [EEEDNF MCU/MPU Fiin# 5% %% RX Family, TSIP

2. fE [BPIEEPEOURE [FHRBPESR L, RS AR R, ki RSA
2048bits, public) -

SARE SRRt

DLM/AL AL2_KEY O AES 128 bits ARC4
(O KUK ORSA 2048 bits, public ~ | () TDES
(0 OEM Root public OECC  secp256rl, public ChaCha20-Poly1305

(O HMAC  HMAC-5HA2-256

B 7-3 [BSAHELETF [BHRBETF %% RSA 2048 iz, AF

3. HEFNEE MCUMPU Fiin# 51 % . (fEfild, &£ RX Family, TSIP Lite) .

PEFMPU/MCULIRINES I © | RX Family, TSIP Lite v

HikEEGEMUEMPUE B T T —5 &1

B 7-4 [BE]ET+F MCU/MPU FiimEs % %% RX Family, TSIP Lite

R20UT5349CJ0112 fA 1.12 RENESAS % 207 W, 3t 227 W
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TAFHEHTA 7. R

4. [BEARIBENETEAN [BHARRET L T AES 128 7, (B [B4A%EETAET £ ER1/E RSA
NN EIR .

EAEE mEruETH

DLM/AL AL2_KEY O AES 123 bits v | () ARC4
O KUK (ORSA 2048 bits, public TDES
8 ChaCha20-Poly1305

(Z) OEM Root public (O ECC secp256rl, public

U HMAC  HMAC-SHAZ-256

MR BEEUETF

O
(] :hraas

3
i:':lﬁ

B 7-5 [FHIEEIETF [FHIRBEIETF AES 128bit [EHIEIEIERF 2~ RSA publiciA

o TRAL:

AR M BUXAEDL, WEAE [FARERIEIR 1 [FHRAEN R BIEF AR IR, ARSIk
WRRRAIET . AR E AES, TERFEIMF IR, R HLESE AES, [BFPTHER ST IR i

WK IEH

R20UT5349CJ0112 hRA 1.12
2026 £ 9 H 30 H
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TAEEAEHE TR 8. =
8. b =5

8.1 License

(a) .NET

Z T B NET Foundation 24t NET.
NET ¥FafiE LR 3.

NET ¥FJiiF:
https://github.com/dotnet/runtime/blob/main/LICENSE.TXT
https://github.com/dotnet/blazor/blob/master/LICENSE.txt

.NET Foundation:
https://dotnetfoundation.org/

(b) Inno Setup

1%L EI windows iRA 22322 Inno Setup BIEE .
Inno Setup VFHRIUIEIL 3.

Inno Setup ¥FHJiIF:
https://irsoftware.org/files/is/license.txt

Inno Setup:
https://jrsoftware.org/isinfo.php

(c) NSec

AR Ed25519 ZESHAERINEE[E A NSec &,
A* NSec FAIE, BSHTX,

NSec License :
https://nsec.rocks/license

NSec :
https://nsec.rocks/

R20UT5349CJ0112  fiids 1.12 RENESAS
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https://github.com/dotnet/runtime/blob/main/LICENSE.TXT
https://github.com/dotnet/blazor/blob/master/LICENSE.txt
https://dotnetfoundation.org/
https://jrsoftware.org/files/is/license.txt
https://jrsoftware.org/isinfo.php
https://nsec.rocks/license
https://nsec.rocks/
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(d) Bouncy Castle

AR macOS kA encsfp sgH{#EMAT Bouncy Castle,
A% Bouncy Castle BIFAIHE, BESET X,

Bouncy Castle License :
https://www.bouncycastle.org/about/license

Bouncy Castle :
https://www.bouncycastle.org/
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8.2  IREEFAXMH (Key File) AU

8.2.1 XA

* 8-1 Hip= W PSP L STRRE A

InE E X
FIF 1B ASCIl “F4%
(e fd ] Unicode F1& 5525

T TAB(0x09) / Space(0x20)
FATHRR T K 80 ANFT
BurT CRLF(0x0D,0x0A) / CR(0x0D) / LF(0x0A)
Base64 ZwhY Chars = J3CFRE [ $ [+ /"

Pad = "="

17K =64 chars (EBAKRATHRAM

8.2.2 X L5

YISO =

<Header>
<Baseb4Lines>
<Footer>

<Header> I <Footer> & LA 41 H (1[H & 777
Header = "-----BEGIN RENESAS KEY-----"
Footer = "-----END RENESAS KEY-----"

<Base64Lines> HZATFIFA M, REFHEIE SN, Hikw LT

SR 54 /2 Base64 4nfit i) ik i 4 .
Footer J& HIFRIAT A& AT, A7 K504 i T 1) 25 R 04 45 s

8.2.3 XY R4

n . rkey"

R20UT5349CJ0112 hRA 1.12
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8.24 FIRHIE

8.2.4.1 5
BB F R DL A UM RN A, R R -

* 8-2 HpE YISO AR A SR A5

£ FR it} Kb 14BA
FRIRAF Char[4] 4 77 I¥i & B U AN AP REK™
EFpA Integer 4 7Y e AR
MHTLIREN 1.
PREE X 3 Byte[7] 7 FH 0.
AR Byte 174 [DLM %54H]
0.
[ #4]
keytype & .
(% 4.5.2 keytype)
TN B # K R Integer 4 75 "Encrypted Key"#IK & (N )
Byte[36] 36 77 MG DLM IR 45 %5 3545 1) W-UFPK SCAF T i) (E
W-UFPK T 4 71572 Shared Key Number
Pl 32 N7 & WUFPK [1){H
UG ) Byte[16] 16 7 | 5235 ) P 2 A0 BRI AR Tl &= IV o
T % Byte[N] N 5 L UFPK IN%s & i H - 25 48l +MAC 18
¥4 CRC Byte[4] 4 Z75 B 7 X AN LA Al BT A 204 1) CRC R BHE
Initial Value = OxFFFFFFFF
Magic number = 0x04C11DB7
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8.25 mEZPITEARK

FEAE UFPK B0 KUK S 3EH] P 3 A, s MAC A it AR 4 k4T .

-RA 7%, RX #¥IAI Synergy “F&Hn=&HiH AR

uint32 t i = 0;

uint32 t n = User key byte size;

uint8 t IV[16]; // Initial Vector (128bit)

uint8 t CBCKey[16] = UFPK[0:15] or KUK[0:15]; // CBCKEY in either UFPK or KUK
uint8 t CBCMACKey[l1l6] = UFPK[16:31] or KUK[16:31]; // CBCMACKEY in either UFPK or KUK
uint8 t User Key[n]; // Plain text User key

uint8 t MAC[1l6] = {0};

uint32 t encrypted key[n]; // Encrypted Key

for (i = 0; 1 < n; 1 += 16)
{
MAC[0:15] =
AES128-Enc (CBCMACkey[0: 15], xor lébyte(User Key[i: i+15], MAC[O0: 15]));
encrypted key[i: i+15] =
AES128-Enc (CBCkey[0: 157, xor lé6byte (User Key [i: i+15], IV[0: 15]));
IV[0: 15] = encrypted key [i: i+15];
}
encrypted key[i: +15] = AES128-Enc(CBCkey[0: 15], xor lébyte(MAC[O0: 15], IV[0: 15]));

*: AES128-Enc() RRZEHAKEAN 128 fiff) AES ECB #aln#.
BANSE INEEHE S S ANSEL BN o s

- RZRFI BT AR

uint32 t n = User key byte size;

uint8 t IV[16]; // Initial Vector (128bit)

uint8 t CBCKey[16] = UFPK[0:15] or KUK[0:15]; // CBCKEY in either UFPK or KUK
uint8 t CMACKey[16] = UFPK[16:31] or KUK[16:31]; // CMACKEY in either UFPK or KUK
uint8 t User Key[n]; // Plain text User key

uint8 t MAC[le] = {0};

uint32 t encrypted key[n]; // Encrypted Key

MAC[0:15] = AES128-CMAC (CMACkey[0: 15], User Key[0: n-1]); *1

encrypted key[0: n-1] = AES128-CBC(CBCkey[0: 15], IV[0: 15], User Key[O: n-1]); *2
encrypted key[n: n+15] = MAC[0:15];

*1: AES128-CMAC() %7~ AES CMAC “4:mitfE, 41K EHN 128 fi.
BN INEEY B oA SR

*2 1 AES128-CBC() £ HKE N 128 i) AES CBC fn##4E.
BANBH NEEH, B oASE VIBRE, SEASE IR,

R20UT5349CJ0112 fiiA 1.12 RENESAS % 213 W, Jt 227 W
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8.3 REII fmEXHKR

8.3.1 X

BRSO, B TLV FBLLLAME)
TR TLV CGRB-KE-ED 7B "4
T 7 BU SO s MCUMPU T 57«
Bl 2 KMy HEF o

% 8-3 MCU/MPU & Pre-Data Field X373

B[] Pre-Data Field. & TLV FE K/

TLV KB RS

HSME 83, TAWNFT MCUMPU HAWMF ST,

Format Version MCU/MPU Format Image
V1 RA8D1_M1_T1, 8-1
RASE1 _E2
V2 RA4L1, RA4CH1, 8-2
RA8D2_M2 T2 P1,
RX74M_N
Header(268byte) — Header Field
--------------------- TLV length(4byte) — TLV Length Field
— 3
TLV1(variable length)
LV
Length TLV3(variable length) —  TLVField
N
B 8-1 VI EGBHE
R20UT5349CJ0112  fiAs 1.12 RENESAS o 214 U1, Sk 227 7
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Header(92byte)

Parameter(60byte)

DLM_AL Key length(4byte)

DIM_ATA
DLM_AL Key(variable length)

Nonce and MAC for encrypted user data(28byte)

TLV length(4byte)

TLV1(variable length)

TLV2(variable length)
- TLV3(variable length)
TLV N(variable length)

— Pre-Data Field

—  TLVField

B 8-2 V2is X E&E

R20UT5349CJ0112 hRA 1.12
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8.3.1.1 Pre-Data Field

(1) V1 #3UH Pre-Data Field

V1 R AT v B M E R E T B, K 268 i, M TAFfEME— (58 . Header 7BZ2 1
268 TR T B, M TARE A B

* 8-4 V1 1#%30H) Pre-Data Field

B KANFH] ]

Magic 4 FERLBIRELUEHS 4 FTBHK R sfprASCI KIBH
“0x736670727,

Version 4 B RRA
Bh 2 FRURTREME, B 2 FHRTEIRA,
V.1.00 B$i&E“0x00010000",

W-UFPK 36 HiE DLM ARSS 28 &£ 8 W-UFPK X HHIE
Bl 4 M FHAREERBPS
HR 32 MF15 9 WUFPK (B

Initialization Vector used for 16 HERFTMBERFRRF RS HOERNNRRE

encrypting ENKY

ENKY 32 FRATNZESKERAFEFNES, L UFPK #TMEE
#I ¥z

Nonce used for encrypting 12 0225 A3 {E A B9 Nonce 2038

parameters

Encrypted Parameter 16 2 BB LN R FRI S R

MAC for Encrypted Parameter | 16 S5 B LINZZREMNE G £ R MAC (&

Reserved 3 OxFF

Encrypted AL2 Key Enable 1 Initialization Vector for used encrypted AL2 Key FE&#I
Encrypted AL2 Key with MAC FEREIE L MIRE
0: X
Hith . B

Initial Vector used for 16 M2 AL2 Key BT FH W4 M 2B

encrypting AL2 Key

Encrypted AL2 Key 32 3 AL2 Key LA UFPK 1% f5 BI%#E +MAC (&

Reserved 3 OxFF

Fixed Value 1 0x00

Reserved 48 OxFF

Nonce used for encrypting user | 12 7% B 2R B8 Nonce (&

data

MAC for encrypted user data 16 N2 AR ERT &£ AR MAC (8

R20UT5349CJ0112  fiiAs 1.12 RENESAS 9 216 T, 3t 227
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(2) V2 #5\H Pre-Data Field
V2 &R TR B 0 & s F P 45889 ks Header, Parameter. DLM_AL Key (25 DLM_AL Key

length) . Nonce i1 MAC,

DLM_AL Key & — K E TR,

(a) Header Field

IRELFERE—T 92 FPMEERKETFE, 88EERES. IRA. W-UFPK, ENKY IV #1 ENKY #iE.

Magic(4byte)
Format Version(4byte)

W-UFPK(36byte)

Initialization Vector used for encrypting ENKY(16byte)
ENKY(32byte)

B 8-3 V2 #F. Header Field

% 8-5V2 %21 Pre-Data Field

FB AN Wi
5]
Magic 4 FERLOHIRBEUEHS 4 FTBHEK T sfpor’ASCI HKIBH
“0x73667072",
Version 4 B
B 2 FERTERK, B2 FHERREIRK,
V.2.00 FTi&i&“0x00020000”,
W-UFPK 36 HiE= DLM BRSS-28 &% 89 W-UFPK SX#EO{E
Bl 4 DN FTAREZERS
H&K 32 M54 WUFPK &
Initialization Vector used for | 16 HERTFNERPERF RS HNERINNOMERE
encrypting ENKY
ENKY 32 SRFMESHERBFPEFNEE, W UFPK #TMEGH

HiR

R20UT5349CJ0112 hRA 1.12
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(b) Parameter Field

Parameter—4" 60 EHMBEEKEFER, BATEEMZEParameteriSR. Nonce FParameterinzZid12
h{EA/ MAC E&.,

Encrypted Parameters(32byte)

MAC for Encrypted Parameter(16byte)

Nonce used for encrypting parameters(12byte)

& 8-4 V2 ¥ Parameter Field

% 8-6 V2 =\ Parameter Field

FE KN[F 1] L]
Nonce used for encrypting 12 AT mESHIEEM Nonce
parameter
Encrypted Parameters 32 AmEZHPMEHNSHIER
MAC for Encrypted Parameter | 16 SHERBMERBPMNZERERN MAC B
R20UT5349CJ0112 JRA 1.12 RENESAS % 218 T, 3k 227 T
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(c) DLM_AL Key Field

DLM_AL Key Field2 —/MNM&E 7B, BEE% DLM_AL Keyfn# 5 (% DLM Key%#i) .
T hn# &% DLM_AL Keyf) Nonce (T in# DLM Key#i#iif) Nonce) #il MAC (T n% DLM
Key%dii 1) MAC) . /% DLM Key#if1 MAC) .

DLM_AL KeyK = —1 4 FHHEEKETE, AT/ DLM_AL Key 7B 7154k

DLM_AL
i) KeyData
Length

—

Nonce used for encrypting DLM key data (12byte)

DLM_AL Key(variable length) Encrypted DLM key data(variable length)

MAC for Encrypted DLM key data (16byte)

K 8-5V2 #%3\ DLM_AL Key Field

# 8-7 V2 %) DLM_AL Key Field

B KONT] Y
DLM_AL Key length 4 DLM_AL Key Field BIS2F T K/
Nonce used for encrypting 12 FAFmZ%E DLM_AL ZEFRIMNZ DLM_AL ZE{EHIE (m

DLM key data

# DLM ZiE##E) 8 Nonce,

Encrypted DLM key data T HE DLM_AL Z5RMMZEIE,
MAC for Encrypted DLM key 16 Xt DLM_AL ZE{ArINZ DLM_AL F{HEEE (n&
data

DLM Z{REURE) #TmMERSERE MAC,

(d) Nonce and MAC for encrypted user data Field

Nonce and MAC for encrypted user data Field 72— 28 i EEKETE, M T8 R et
) nonce FIZEREI MAC 15 E.

Nonce used for encrypting user data(12byte)

MAC for Encrypted user data(16byte)

& 8-6 V2 #=\ Nonce and MAC for encrypted user data Field

R20UT5349CJ0112 JRA 1.12 RENESAS ¥ 219 T, 3k 227 W
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#* 8-8 V2 #% 3\ Nonce and MAC for encrypted user data Field

TR KNP WL
Nonce used for encrypting user | 12 MEAFEERERS Nonce {H.
data
MAC for Encrypted user data | 16 mEAPREFNERE MAC &,

8.3.1.2 TLV Length Field

TLV Length& —MEEKETE, B 4 N0, HTR TLV ZBH KN,

* 8-9 AT Yafe T TLV Length 7B
TFE KNFT] Tt B
TLV Length 4 TLV FEEMEF T RN

8.3.1.3 TLV Field

TLV £ —DNKEZR T B, H Type-Length-Valuetg i WL FEZ —.
> Encrypted User Program (In% 5 IR )

TLVIA& R W& 8.2TLVAE s .

32bit

8bit 8bit 8bit 8bit

& 8-7 TLVH&

# 8-10 “4 L) 4k TLV K&K

FE KINFET] WA
Type & Length 4 Value #IZEE! & word(32bit)K/Ih
Value ATKE BB HIE
K/IME Length 15 E(E/ 4 &
(Length FAF#E7E word K/IM)
R20UT5349CJ0112 JRA 1.12 RENESAS ¥ 220 T, 3k 227 W
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(1) Type&Length FEXHIIFIE
Type&Length7 Bt & X N 3261 I 7B
* 8-11 w4 T % TLV #% R Type&Length 7
FE IFEs KN (L) | BitfziE =l
Type Class 4 31:28 Value B4
bit31 28
0000 :mMEMAPEIE
*H At 9 FRLY
<Class unique> | 4 27:24 B Class MFE (FERITICED
Length word size 24 23:0 Value #J word XK/\(1word = 4byte)
[{&]0~16,777,215
(2) £ Class HIME—FE%
N A H AN Class (12— 7 By E
£ 8-12 AT 4afE TLV #53N Class B N (1 4 - s it
BIFE | K/ (f) Bit i1 & =Lz
Use type |4 27:24 ERER
[value]
bit 27 24
0000 : MEMAPHE
*H At 9Fey
8.3.2 XHRA
".sfp"
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8.4  EPIIP/RIGIER

8.4.1

FIFER SRR

AR ol 45 0 1) 1 SCA
VRIS 2 18 SCHFFSBLIIRE RIS AF HO A T

*® 8-13 AU &A% 50
FH PNES 18
1]
Header Magic 4 0x6B657963
Manifest 4 0x00010000
Version
Flags 4 Reserved (0x00000000)
Reserved 20 Reserved (ALL 0)
TLV Length 4 ZRIERM TLV FRMBIEFTKE
0x000000AC
TLV ECC Type&Length | 4 0x00088010
PUBKEY Value 64 f£/gencert/oemroot_public &I H 5 E & OEM 1B /22 %A
TLV KEYHASH Type&Length | 4 0x10144008
Value 32 f£/gencert/oembl_public iEIRH 5 E B OEM 5| SMNEFE
/2 $A#9 SHA2-256 HASH (&
TLV Type&Length | 4 0x20088410
EXPECTED_SIG | value 64 SR
R20UT5349CJ0112  ffids 1.12 RENESAS % 222 Wi, #k 227 W
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8.4.2

LA S8 45 ) 3 SO
PEIG 11 2 R SCRFFSBLI RE 145 14 AU BEAF Tt o

7£ mode “signature”’ T £ BB RAGER XHE R

% 8-14 mode Hy“signature”i} AL IE T £ 5 4% 2

FH KINF] 158
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 #/gencert/loadaddr EIH 15 E # OEM 5| SMEIERF
H oAbk
Dest Addr 4 #/gencert/loadaddr EI 15 E # OEM 5| SMMEIERF
H oAbk
Image size | 4 4 #&7E/gencert/oembl_size &I H 5 E#I OEM 51540
#HIEF K/ Moembl_size Y, 1RIETE/cfsize HELITHN
/oembl g A K OEM 5| SmMEFER X4t E ) OEM 3]
SmEFERF K/
Image 4 ¥t/gencert/ver iEIN 5 E IR A S B
version
Build number | 4 Reserved (ALL 0)
TLV Length 4 RIGIER TLV FEMOMEFTKE
0x000000AC
TLV ECC Type&Length | 4 0x01088010
PUBKEY Value 64 OEM 1R /A48
TLV Type&Length | 4 0x40000001
EXPECTED_CRC | value 4 OEM 3| Sm#k#2 R CRC32 {8
TLV SIGNER_ID | Type&Length | 4 0x10144008
Value 32 OEM 3152 F 2431 SHA2-256 HASH {&
TLV Type&Length | 4 0x25088410
EXPECTED_SIG | value 64 A
R20UT5349CJ0112  RA 1.12 RENESAS 3 223 Ui, 3t 227 bl
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8.4.3 7£ mode “crc” T A AR IBIER U R

LA S8 45 ) 3 SO
PEIG 11 2 R SCRFFSBLI RE 145 14 AU BEAF Tt o

# 8-15 mode “crc”itf AL IE T H i % 20

FE KNF] 15i8A
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 #E/gencert/loadaddr &I 1EE R OEM 51 SMNEIEF
HC oAbk
Dest Addr 4 #E/gencert/loadaddr &I IEE R OEM 51 SMNEIEF
HC oAbk
Image size 4 HB&7E/gencert/oembl_size LI EE /I OEM 515
HIEF K/ Moembl_size AY, 1RIETE/cfsize HELITFN
loembl Hig A K OEM 5| SR F X4t H ) OEM
5| SRR K/
Image version | 4 0
Build number | 4 Reserved (ALL 0)
TLV Length 4 RIGIER TLV FEOMBEFTKE
0x000000AC
TLV Type&Length | 4 0x40000001
EXPECTED_CRC | value 4 OEM 3| Sm#k#2F# CRC32 {8
TLV SIGNER_ID | Type&Length |4 0x10144008
Value 32 {1 OEM 3| SMEFEFF# CRC32 {EIEH,
8.4.4 CRC32 HitHE A

CodeCertJTLV EXPECTED_CRCHTHEAE W .

-CRC32 (x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5+ x4 + x2 + x + 1)

ZTi5: 0xEDB88320(Bit revesed)

M A%
BNGL T
WA A

WIUE{E: OXFFFFFFFF

R20UT5349CJ0112 hRA 1.12
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EREHEH TR
8.5 TSIP Update
8.5.1 RAFERFRmELAR

HPREFRmEM MAC A itz DL R AT .

uint32 t i = 0;

uint32 t n = User program byte size;

uint8 t IV[16] = IV[0:15];

uint8 t IEkey[16] = Image Encryption Key[0:15];
uint8 t IEMACKey[l16] = Image Encryption Key[16:31];
uint8 t KEKey[16] = Key Encryption Key[0:15];
uint8 t User Program[n];

uint8 t MAC[le] = {0};

uint32 t encrypted user program([n];

// Initial Vector (128bit)

// Encrypted user program

i+15], MAC[O: 15]));
i+15], IVI[0: 151));
151, IV[0: 151));

for (1 = 0; 1 < (n-16); 1 += 16)
{
MAC[0:15] =
AES128-Enc (IEMACkey([0: 15], xor lébyte(User Program[i:
encrypted user program[i: i+15] =
AES128-Enc (IEkey([0: 157, xor_ l6byte (User Program[i:
IV[0: 15] = encrypted user program[i: i+15];
}
encrypted user program[i: i+15]
= AES128-Enc (IEkey[0: 15], xor lébyte(MAC[O:
SessionKey0[0:15] = AES128-Enc (KEkey[0O: 15], IEKey[O0: 15]);
SessionKeyl[0:15] = AES128-Enc (KEkey[0O: 15], IEMACKey[0: 15]);

* AES128-Enc() #7/~x AES ECB R KE N 128 i,
BN INENER RS B oA SE. A CARHE

R20UT5349CJ0112  fiids 1.12 RENESAS
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8.6

RA6B1/RA6U1T #z3k4&=X

e X RAGB1/RABU1 11 RABB1/RABU1 Wi Kk genhdr ir4 -, A H mode i%Lifl
header #%£15, LI % Product Header. Image Header. 5 4HiEHACALIE S .
A K SCAERIE B H AR

#* 8-16 mode. header i1 5 24 il bRk FNE A A&

IR Header U
mode header Product Header Image Header | ZHIEH HKEIBIED
provisioning | sec_sign | - v v v
sec - v - -
app sec_sign | v/ v v v
sec 4 v - -
Vo gl - gt
8.6.1 Product Header
# 8-17 Product Header #% X
FE B X (F1)
Product Header Identifier “prod” 4
Active image pointer Image Header B9C i Hh i 4
Update image pointer Image Header RIfE2 580 1 4
CRC M Identifier El| Update image pointer # CRC-16- 2
CCITT & #)3&{&9 0x1021
Reserved 0 18
Product Header Identifier 5 Product Header 8 E8{E 4
(backup) Active image pointer 5 Product Header 8 EI#9{E 4
Update image pointer 5 Product Header 2R 8{E 4
CRC 5 Product Header 8B 8{E 2
Reserved 0 18
8.6.2 Image Header
% 8-18 Image Header #% =
FE B XN (F9)
Image Header Identifier “imag” 4
Version 0x00000000 4
ctmr reserved A AEERIENXE 16

A ctmr G s E M E

IVT offset

M Image Header El| IVT (3052 Provisioning SW, RI%HIA 4 #IF
3L . 408 2 Application Firmware, NJ9 IVT fEEfthil) BRI E R/

R20UT5349CJ0112 hRA 1.12
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GRFHEM TR 8. i
8.6.3 ZIHIEP
* 8-19 HAHIE T
FE [E] XN (F9)
Key Certification “kcer” 4
Identifier
Signature {5 OEM Root Key, MZESHIEFH Key Cert Version E| OEM RoT Key 96
index &4 (H
10 OEM RoT F4BHETE 7 secp256r1, M 64 FH2EA0EFR
Key Cert version FHEE 00.00.01.xx, xx BURTFHPEBELFT{EFAM ECC HiZk, 4
SFF secp384r1, 79 00
SFF secp256r1, A 01
Code size value RIGIEBAEENE SR ENFT RN 4
SHA384 of OEM % mode “provisioning’fJ, /9 OEM Provisioning SW PK 48
Provisioning SW % mode “app’ff, J9 OEM BL PK £J SHA384 % {E
PK/OEM BL PK
OEM RoT Key FATIIER OEM RoT Z5ARE 4
Index
8.6.4 REBIES
F 8-20 ARIDIEHE K
FE =1 X (F1)
Code Certification “ccer” 4
Identifier
Signature MIXEBIER Y Code Cert Version SFERREFFI8, H0LE Application 96
Firmware FE M IVT Z| Code Size HERE
3N OEM Provisioning SW 5 OEM BL PK $§% T secp256r1, NI 64 =F
TEROER
Code Cert version JHRES 00.00.01.xx, xx BURTFARIGERELFERAMN ECC BiL. 4
FF secp384r1, A9 00
IFF secp256r1, #3 01
OEM Provisioning % mode “provisioning’fit, 79 OEM PROV Key 248 96
SW/OEM BL PK % mode “app’ft, 79 OEM BL Key #9348
FW version Application Firmware BJkRA 4
% mode “provisioning’fd, HFERTRFE.

R20UT5349CJ0112 hRA 1.12
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FRCA B35 a5

FRA

H 3]

1. 00

2021 4F 12 H 28 H

KRR KAT

1.01

2022 43 H 31 H

i GUT IhRETEA .
Cs i GUT HiHH.
. BN GUT #fEiieH

1. 02

2022 4F 6 H 30 H

5.1 mcu XEIH RA-SCE5 B Bfhm.
.5.3.2 XN pem SR
L2 VA Linux i BETE A P SR A4 R 5k R

1.03

2022 4F 12 H 29 H

L2 I e2studio FALFRRAULH .
{}$## Renesas Key File Format iBZC.

1. 04

202349 H 29 H

7 G [TSTP UPDATE] &1 .
5.1 meu JET RE-TSIPLite MBS
.6 enctsip TR IEIT FHINULH .

.7 calcresponse fr A& Ot .

1.05

2023 £ 12 H 22 H

.5 Ffthn 4 Thae

.8 QN [FSBL] &M

.9 BN [DOTF] 337§

.10 &80 [SFP] iET+ .

.7 gencert A& LI B NEAT.

.8 encdotf iy LIl MM .

.9 encsfp f&IEI NI

.5 FSBL #HHUE/ARRDIUE T AL 77 % B
.6 R TR R R nDiEe.

ST Z A W) IR NI RE .

1. 06

2024 83 H 29 H

v v v e

26
47
48
81

.91

.95

. 96
.98

. 2.2 e2studio HAEREE 2024-01 WREEHT
LT3 TN nEYE R ERRY 8 MB.
7.6 A[FEE RSU bRk Ver 2 HHI
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