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(FE] CORBEIAIVEHEFRRECRETLOTEHY FRA FYTHERIZTIS v adxToavIiTwLT

ELVEEZEERAFELVETSAUABELLGCGLFARESEASHY ET,
RH850 77 2 JICxt L THEAT HEE 15, FEEE] 2T SBLTLIIZE,
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4) EERAHERYTFA4A T3y

‘A R ZT FERART, NUTrA7 2BRLICGAOA TV a VEREEITWVWET,

o EXAAFITHE
F v ENTWEGS, T—FOEZAALZTHOEMPAICK L, EXALFNIHEQNRRZ LR L £,
[FE) BHESEHREIYAMaVORIVEEBREIIKELET,

. RYTFqHR
WOEHDPNERY 77 A MBOHREERLET, 72721, #—4 v bF A RS K - TRE ST &
bEpEEL 20 T,

o T AAAMBLY—FRLTRY 774
YA aArnbl)—Ravy FRETT—2 2L, RFPAHE A FE L £7,
U= REIERRESN TV DIGERE, v A a2 OIREEIZ L > TT B2 FE i T £8 A,

o TFALANTRY 77~
A ANIRY) Ty aw Rl TT— X EHERE LT A a I CLHBALEE 2 Fht L £ 7,

NRY T 7 A a<r FMEREIZEF L CHESHEFH 2 IR T 5729, OXFFfisea T = v 7 L TWRNWEGEE

Iz

N T 7 A2 T =L RDGENRH D £,

e IDO—FK#H#ARYT7A LA
I DHRENFERINTWDEE,

ZTHERAT IV,

A ArDEX2 VT AREICL>TUEIYA TSN ID a— RBREINTWATZD, FeAhL
2RV ET, Z2DIDa— FOFAH LEIIZL Y, R 77 AN T — LR 256508560 $7, T
T —OFRAELEERET H7-OIITZOF =y IRy 7 A ZF =y 7 L, ABEEEZ ZHEHAIIZE N,

FEMZOWNWTIE 166 ~favo7aT 7 MREBORY 774 ] 28R LTTFEV,

WHIIT =y 7B|LOREBTIEA TSV, 2720, BITORE, AKE

(5) FrviHLHEAR
“Sey B ET “Fax v s F L ERR LSOO TR SRR £,
{ﬁfﬁﬂﬁgiﬁ%‘%ﬁﬂéiy%ﬁy }\7“3/\‘/(}(&7_&’)15272 V) i—a—o

o JOVYEEHRETHET S
[x7%:] RL78

. Frzv 7 LIEEE

FHREEHA [T e vy VREFY TDOPV AT ATHEEL TS 7y ZIZRELET,
o FTxvuZ LTWRWEE

7Ty ¥ a RN CRER 2 I L E T,
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=1

6) TS—HRE
T T TLET AN A 2D AT YVHPFAINOT — X BIFET HHE ONBE G IEZRIR LU ET,

o TNARBEANIS—ZAMITS

o Fv 7 LIZGA
7‘%)%&.%@7 BERFEETAHRAICITIZ T — A v =V FoR LT A IR LUET,

o FxuZLTORVEA
AEVHFEASNDOT =2 PIFET DHEIITEEA v — V2R L, ATV @ASOT —ZITEH L

THER Zlkioe L £37
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233 [TBvoREZ T
[0y 7 BEIS 7T, BESRT 0y 7 ERETH LN TEET,
(HE] 24—y FFALROBEICE T, RRENBNTLBREYET,

M REERE YDWPERE  SSelaATugy BERHE 2--hO-F

Reegion Start End Size | Eraze | PV Lockhit OTP ~
[SES RYF701086 O O
----- Code Flazh 1 0x00000000  0x0017FFFF 165 M O [l
Data Flash 1 0xFF200000  0xFF20FFFF
------- Block 54 0xFF200000  OxFF20003F G4
------- Elock b5 0xFF200040 0xFF20007F G4
------- Block 5fi 0xFF200080  OxFF2000BF G4
------- Elock b7 0xFF200050 0xFF2000FF G4
------- Block 58 0xFF200100  OxFF20013F G4
------- Elock B9 OxFF200140 0xFF20017F G4
------- Block il 0xFF200180  OxFF2001BF G
------- Elock 61 0xFF200150 0xFF2001FF G4
------- Block fi2 0xFF200200  OxFF20023F G4
------- Elock 63 0xFF200240 0xFF20027F G4 T W
(M @ O 4)

X2.10 [FovykE|2 T

(1) TU7-78vYIER
B =y NTFRLADTY T « 70y 7 ORPAFRNPF RSN ET,
GEE] TU7£0T0vYESERFP TORBEAMELYET., §—5 Y FTRLROL—HF—XI =27 JLIZE
HENTLREHPESLERDCEAHEOTITIECEE,

(2) Erase 13 L

HELBRAITHOBRICR R E R DTy 72T LET,

[BERE)Z 7D “HEA T a” 12T “Tay 7 BEBREE 28R LA, Erase 7 LDF = v 7
Ry ZRAF 2w I BANENTWDET 0y 7 i RICHEELEZITVET,
(3) PV HSL

EXALMER, XY Ty AR EITOBRICR G E DTy 7R EBELET,
EXIAHMEE, N T A AR FETT AL, PVAITLADOTF = IRy 7 AZF = I NATIEHTH
H7 0y R ATV E T,
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(4) 7OvYBEMAOMEERTE
X2 T A RESCE— T T A ERERRIET DT 0 v DFREERITVWET,
INOREF[TZ T v at7Fva ] Z T TREZAMILTWDIGEDR “TTyatdrva rHEIA
B R~ A ar~FRESNET,
e Lockbit h5 L
Oy 7y hOREMNGEERDT 0y 7 BN LET,
F xRy T RAITF 2w I NANTENTWAET a3, By /7y hOREMEERD ET,
e OTPHSL

OTP OBREXHR LD 70 v 7 IR L FE T,
F v IRy T ALTF o ITMAITESNTWAT ey 73, OTPHREDORE LY F3,
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234 [Z5vsatTdia)ad
[(7TvvaAdTvalZT7 T, ~AavDT7TyvatrraraB2RETLHIENTEET,

(BE] CHEADE—7Y FTNALZAAHFIELTVWSEEDARTENET , FEHEDEKRPCRENBICOVTIHE, T
FERADE =5y FTNAZADA—HF—XIZaTF7ILESRL T,

I IRIEERE  JOoMERE DHERESEE 21—k

v OxdEst
EREA LA farslt
v OTP
ERFEA LI farslt
e E WL
IGU-5
v Xl Ty
ERFEA LA fasli
03— FE2EEEh ARV
SO R ATV
FErH IV FELE AT
PRl o ] ATV
v t¥UFO-F
ERFEA LA faTtL
IDa-F [F==] FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFI
J—F25eia-PAEAAA)-F [F==] FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFI
F ATy FAEANAD -1 [F==] FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFI
v Em&ERE
DUTPNIONZRAIEEE fae Lt

X2.11 [Z75v2aAToaviad

(1) ByYEvh
0y 7y NOBREEITWVET,
Oy 7By hOMGELERDE Ty L, [Ty ZREIX TICTEIRLEZ7 0 v 7 T,
(2) OTP
OTP D% EZITWET,
OTP xR LD Ty /i, [Try7REX TICTRRLZ7 0 v 7 T,
B) 7O EARDI4VED I 25vyad—ILEO4 kD
TIEAD 4 RUOREEITWVET,
o “REATLaY
o YTHLARV [ TIEAY 4V RYDRELTVERA,
. “RETD TRV 4V RUDBREEAINILET,
e “EMAMETIOVY”
BllGIE T 7 a2 TN E T A= a—0nbRINL 77,
. 11@11,'5_11,.4-.”
. “HIPHANZERIET PR~ T T m y ZHSN DO Ty 7 OFEZIARNEEZEIE L T,
. “HIPHAN ZEEIE” B~ T T m y JHEANO T 0y 7 OFEZIARNEEZEIEL T,

. “DNRT T RRAT 4 RYDESHRZAEERE LTV EE A,
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. GEIW TR RUOESHX AEIELET,

@4) AFTavingakr

FTa R, NOREEEELET,

o« “BREATTaV
o Ul LRV A g o, FOREXZITOER A
o “RETD” AT var A NOREEZADNCLET,

o “WREEA T auNA LEBEH
. “HEZN” L YRBEA Y 3 LN (OPBT8 LK) DHREA NI L £,
o AW HRIEAT Y =3 L(OPBT8 LI OHMEE AN L E T,

CER] WRA T3NS MR A VOEZLGRENEEND CEAH SO, BEZEFNICT DRICFEER
LT —RICTEELSLLEEL, HICEANGVRYBEFEDIOFFEFIFEACLEL,

e “OPBTO~OPBT7”

FTva A FOREE 16 HEE 4 3 FEAL (bit31...bit0) TAH LT ZE W,

e “OPBT8” LI}

JEEA T v a L8, N ORREE 16 4 A RNHAL (bit31...bit0) TAH LT EEW,

(5) ICU-S
ICU-S ODEREEITVET,
. “BELAFTar”

o “UrH LRV D ICU-SREZITWVER A,
o “RETD” ICU-SHsEEZ AN LET,
[EE] ICU-SHREIE—ET A O VICEKRTET 5 & RFP TIEERT A EIETEER A
6) EXa2UT4
X2 VT 4 OREEITVET,
o “BELAFTar”
o Uy LRV X2 U T A REEITWVERA,
. RETD” X2V T A REZADNILET,
o “ID a— FEREEEH”
. “UIDNZT L ID AR EE A2 NI L E T,
. “UI o ID RERERERE A A L E T,

o TJOwHHEETATUKREL | EFTAHFATUREL [/ )—Favy FELL /| J—MEEESHBRIZIL
| EAba~ Y F&ElE | TR FE—FELE

° DN ZT SRR Oaw L R L TEXR 2 T 2RELET AL
. DIV RO o~y REEAIRICERELE T,
GE3=9)|

- 7Ry EEAT Y RELE, T MEEESBRAZLES LU T FREIEBES—ET /I VICRET HER
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£HE B

B HIEFTEFEEA,
cEFAYTAEEE VLR ICLTEIMAVDOEFa) T EBRENFER A,

(7) HEHE

VIUTNANTa T I T e— RERIIT AR TBLIORITAT 0TI v 7e— R TORRE

REEITWVET,
. “SYFTNLTOTS I R

o UTH LRV I TAT7alT I o FEEREEITOERY A,
o “RETD” I TATalT I e — R TORRAZEEIELE9,

o ‘TNRYHELUTLTOTSIVIEL"
. YTH LW TRy HBIR I TATa s T I U I RIERERITOVEY A,

. “RIETD” TRy FBIR I TAT0rlT I I — R TCO#EREEZEIELET,

(FE] ERBUEBER—EYAIVICERET S ERRIT S ERFITEFEA,

8) EFalTsa—F
ID=2—F, BLOT 7 BARAY— ROBREEITVET,
e C‘BEAXTVav
. “firy Lgy (D 2— R, BT 7 EARRT— RREZITWERE A,
. “RETDH” IDa—FK, BEOT 7 EARRT— REEEEMNLET,
e “IDa—FK”
ID=2— RZ 16 TASH L ET,
. “A—FI739a - TUOERARNRT—F
I—RT7Fyva T EANRRT— RE 16 R TAS LET,
o “T—RIZwa-THUERRINRNRIT—F"
F—BTTya T IRANRAT— &2 16 M TANLET,
(9) DLM
DLM BB OB E Z#I TV E T,
o BEAITTaU
. “arH LRV DLM A7 — R OEB ATV ER A,
. “RETDH” DLMBEREEZAHNILET,
o “EBRL
BRI ETNVE T A 2= DBIRLE T,
(10) DLM Keys
B =2y NT A RZGRET % DIM Bat O 7 7 A V245 ET 5,

DLM §#~7 7 A LD AERKITIEIZ DWW TIL [2.8 Renesas Flash Programmer = —7 « U7 ¢ 7’0 77 A

RLTIZSN,

135
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2. 1

HeEA

. “BREA T3y
. “fifd L722VY - DLM 8 DR E 21TV EH A
. “XET D7 DM EEOREE AL ET,
e DIMBEIZ7AIL
[ RZ T Z A4 T e 7 %M E, DIM#7 7 A L EHRELE T,
[(EZ)] DIMBEBI77AIILDIEENEZADEZEIX, EFAHETVEETA,
(11) Boundary
Y=y BT ADEF 2 TS LU 2 T RO A XE R LET
. “BREA T3
. “fift, L7\ : Boundary s E 1TV EH A
. “BXET5H” : Boundary EREEHINILET,
. “Renesas Partition Data File Zf55H4%”

. “U 2 Renesas Partition Data File | 2 % Boundary @ E &7\ E A,
. “IZV\”  : Renesas Partition Data File (2 & 5 Boundary i% € & A0 L %9,
. “Renesas Partition Data File”

e  Renesas Partition Data File #f§& L £,
. “Secure [KB]”
e Secure fHIKDO YA X% KB Bz CASILE T,
. “NSC [KB]”
e Non-Secure Callable fHI& D A X% KB AL TASI L E T,

(EE] HRETRLGY A XGFEFHBELHYEITDT, 2= Y TN ADA—HY—AIZ 27 TIHRILES W,

(12) 75v>ay—K7FaFs a3y

77y vall—=RFaT s a VOREEITVET,

. “BEAXTaL”
. Iy LRV 7Ty a2 — R a5y g VOREEITVERT A,
o CRIETD” 7Ty al)—RTur s a  OREFENNCLET,

e “FRtRMRTIOVY”

BARME T 70y 2 TN E T A= a— b RIRLET,
((FE] 270990 —F£HFAITHEHEEE “2T70vIHA” £8RLET,

o ‘BEMAE

o “UWDNR” 7Ty val)—RTaT s g oEXBAARILEEARELEY AL
. U LTIy v al)—RFuaT o aroEEHE AL ET,

(13) Extra Option
Extra Option O EZITWVET,
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. BEA T aY
. “fif & L7\ : Extra Option DR EEITWEH A,
. “SXiE$ 5" : Extra Option D% EZ AN L £,

o ETMZE
. “ULWiNVz” : Extra Option O E & X 2EIEZ G E L £ A,
. “I¥v\” : Extra Option OE X2 Z#251E L £,

[;¥&] Extra Option #48ElX—EX A A VICRTET D EMBRI D EILTEERA,
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2.3.5 EHRE|2 7

[ B2 7%, ~A AT Do DB BERERERET D LN TEET,
(FEE] 2—%7 vy bTNAROEHIZEL-T, i\%méhélﬁﬁb\iﬁUiﬁ'o

HBE IRERE JovhitE BESRE 2--m-p

b1 H
) —’ W—ILT: E2 emulator A BZT=ALEr | 2 wire UART ~ | ZEEE(S): 2,000,000 « | bps |‘_ 2
= LEERAIL)... 5 gEhEin TR Higli [0 2 Bafplr =4 (i k_ 3)
A 00wd T A SR 5
@) Mmoo | e 0. )

RHA50 SWRERTE
SWRMSA—AEEERTD
® 7083077 W EERTE
O SVREEETS

6 —>

X2.12 ERRE]2 7

@Eé EEEHETEET,
AL 2210 LW ey =y FOERIZA TR OFEESRL T ZE0,

(2) EE
S—=0y b TFNAA AL OBETHEMNT 2R —L— Fa@BRLET,
HRAARER R —L— MIZ =7y b TR AT =7 VAT AOBREICE > TR £9,

[(EE] COMEGEEDA, ERBEAREL GV ET, AEEEZERAT HER—L— FREARFPASIIRETER
W=, 1 ——BETRETVW EEZCHEDOLE, RELTLESL,
[fE&] E2 Lite B AIEEGRAR—L— M& 1.5Mbps TF, 7z72L, RXT7 I UIXE—5 Y b TR R0E—5

Y R VRTLONEI OV Yk > THERAIRERAR—L— MARTENET, £, E1/E200E2 T 2 L—4
TERLEZAR—L—FDBERTEHEVGELHY T,
(3) 7A FRILT—
FEAIE 21 LWT R Y= FOIERIZA TR Y| OFEEZBLTIEEN,

@) AfvHBovs
FuVxs MERRHCRE LIZAN Y vy 7 Bl e AT Tx £7,

(5) T/NA REBEE

BARY 220 v /T B L CRFSNEFAT 0 IO BRI 2 HY CRESR TV EHA,
$Hﬁ@:)\j} L/7LC ID = — ]\\‘, 777'[ZX/\OX U — ]\ff'@iﬁﬁ qutu uﬁkﬂ% b\i‘é— ﬁgjmu uET{iﬁH‘é—é{ﬁo)ﬁ
E;&?ﬁ,}jiﬂAi %ﬁbb\’fﬁ%]\j}bf< fiél/\o

[(BEZ&] “BFBIL” A “LVOR7 IZRESATWSESIE DaA—FEXUT7I9ERAART—FREFEFavzy 2
7AIWIZRELEEA,
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(6) RH850 SVR &KE
B—I7 s BT AL O D SVR /XT A —H OREZITWVET,
e “SVRISA—4%EBEMWzB”
o TFxvwILERE

B —27y N T NA ADSVRERTE & Rl AE T L TR 21TV ET,
- Tl ITALTrANEFRTE” TS T AT ANCHDHNRNT A—=HEHHLET,

- “SVREHEZMELT 57 : SVREEREZ Mk L £,

o Fx vl LTWWARWNVWES
B =2 NTRAADE T g 3, MIEZIAENTZSVRAT A—X2HEHLET,

(8] BERFEED-HIBMNABETY, FHEEZ2—TY b TN RDA—HF -T2 7L TIHRLZELN,

R20UT5157JJ0100 Rev.1.00 RENESAS Page 39 of 93

2022.07.01



Renesas Flash Programmer V3.10 2. BEeeEREA

2.3.6 [A=—Ya3—FK]# 7T

[2=—27a— R ¥ 71X, SHrRAENTZT BT T LT 7 A MIKL, 2=—7 a— REfEEEKICHEDIATe
BiETd, a=—7a— 7y Vla=—7 a— RLEEFEEEZTRER L, [2=—2a— R¥ 7 THETH
EANCRVET, 2=—F a—RT7 7 A VEF—OOREFEK G D2 =—r a— 2R T, 2=—7
S—NREICA VT v 7 AEFLET, A 0T v A, [EERAR]a~Y RREFERTT 5L ROA VT v 7
ANEESHETN, [VT7vvatTvarEqEXAR]a~ 2 RiE, EEETLTHOROA VT v 7 ZTHRE
SNERA,

HIE BIERE JOMEEE Poeiatliany EEERE 2--MO-F

o

2 *’ b itte bl i 10
( ) |D:¥F{FP¥UniqueOnde¥ruc¥Sampleruc || 0300 |

BT ghi'EERE
® £BEL O F-50 L EEEFT B 4“— 4
O SEmEESEE £ 14—l

EOAUTYIABE(N |
lzabedef 000001

RTALTw22ESD 3
(xabcdef000003

@) —»

X213 [2=—%3a—FK]27J

(1) BIEDERTE
==y a— NEREO AN ERE L E T,
Frv IR AND L= —r a— FERENEICED 7,
(2) A=—9a3—FI7741L
[ B JR& T IAA T e, a=—ra—F7 7 A LVEEELET,

(3) sEREEE
== a—RT7 7 A NVIFERIR LA VT v 7 ZAOBRBKE TNEEZRRELET,
o “2HEHA"
A== A= N7 7 A NI BIEHRALE & TALE 2 IS L £ 97, RFP Z @3 % &S b Rla L £ 7,
o “HIEID#EEM B/ A—F—EE"
BRAR/HE TALE 2 EHFEE L £9. RFP 2 fEHE) L THATRIOAEN SRR L £,
o ‘MDA LT v AT  RONMBEEZFREITBELET,
RNy ADFICa=—r a—FeFRrLET,
o WKTAYT v I AET" RTMELZFFELIIRELET,
Ry 7 ADFICa=—7a— &R RLET,
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(4) EnfEERE

. FROLEEEHTTE

MAIRAENTZ T T T AT 7 A M =—7 a— REMDIATE, HDIATEIRICT — &% N IFEE L TV ZiF
(BEE) T — 2O EEXEFAITIOI0ERELET, FATH5581EF = v 7 2 AR, FFa LARWGAIET
v 7 &N LET,

(BE] Fzv &N LEBE, 12—V a— FEEORACERICT - 2OBRENRELLBRICRIS— A vtE—C%
RRLTREZHRLELFEY,

2.3.6.1 A=—Sa—FkKI774)L
== a—R7 7 A MOV TCHALET,

(1) #&F

*.ruc

2) Z74LER

22— a—R7 7 A NVETXAMERTRBLET, 77 A MWE~y e a— FECEHR I, 2=—
7 a— REHDIATEIT 2 ERT D~V T EHORIZ, S T v I At a=—7a— ROMALEDEEZ Y X MZ
LT LTLFFEY, X7a—RiXASCH 2—F (134 F) OF%HS L TWET, Unicode 15 LT
FHE A,

e AT
I THREDITIZT R TCa Ay MTE LTIRbER S ET, £/, ZAET THERENDITHTXT
LI ET,
o RYlYxF

Ny BEFHEREM, T3 A Ty At a=—r a— RORYY XFEIFF T, A=, Fidho~
AMEFATRE T,

o AYHE

ANy ZETIFLL T OERZATVE T, RKICF, NCFIEBILEE A,

#2-4 ~Ny A ESR
mRe 1=—Ya3—FER
B

T+—< v LOIEE format <hex | ascii>

AZ—93—FDI7+—< v rEBRELEY,

<hex> : 16 R

<ascii> : ASCIlI XFHX (0x20~0x7e)

7 KLRADIE address <address>

A=—Y3— FEEHALKET FLRAEZEELET,
<filename> : "OX"F 1= ["H' TIh£E 5 16 EHB X

YA XDIEE size <size>

A=—)3— FEEHALCH A XEHBELET,
<size> : /N FEIETE (HE : 1~2048 DER)
(EE] BEDN—T 3 TRERE I 7iEE(@red)ldEEARETT 77 A VICERELAH - -BEELB/BELET,
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. O— FH

22— a— KDY AMIAUT oI AT —=HOMAEELETERLLET 1 TR TS5a2— X1
ELTLEEN, AT v 7 AN0 THREAIXLIENTIH Y FEAN, 10 HEETOLOEFGE LTS 7 U A B
NAHZEEBEELTWET,

+®2-5 a—REE
HERE A=—Y 33— FEH
BB
1=-—9 32— FKDEE index data
(I—FEOAYH) RITPDBA=Z—JI—FT—ETHBHIELEEELFET,

AXF, INXFEFEANLFERA,

ATy HYREQAZ—YO—F <index> <unique code>
AVTYyYREAZ—Ya—FERELET,
<index>: 4 VT v U REIE (FE : 0~2147483647 DEH)
<unique code>: 1=—4Y 1— KF#EE (EvI I T4+ 7oK, BELE
TH—Ty hEYALR)
- IA4—< v bhasci DHE
<unique code>[EF TN +—F—a () THE L TEFET . a—FD
AIRICAR—ANXFEZREBTHEEERUMY XFEDORADI=-HIZRHEAE L
VES, £z, I—FhO2EERLEFTLIA—T—23 M1 20
BN A—T—LavItBEMATRELEY,

o HIREIA

- A= 3—FRI7AILDY A XF2GB KRiEICL T FEELY,

(3) 7 A IILECHEH

//Sample unique code file
format hex

address 0xf000

size 6

index data

000001 abcdef000001
000002 abcdef000002
000003 abcdef000003
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2.3.7 [A——8)%2 D

[ —V—§]% 7L, TSIPIZH B b L7Tc 2 — P —@EZENT 72O ORERET T, = —F—HOFESNEIC
ONTIE, V=77 =AU T v=aT7 VEaESRLTIEIN,
CEE] 2 —9—8B#EE Y R— LTV REVE—5 Y FTAASRTA—Y—R]2 THRRINDIEHEENHY FT. 2
—F—REEDFEICDOVTIE, 4—5FY FTNALRADLI—HF—RXT a7 TIHERLFEEL,
(BE] 1——RBOZEAHE[EEAH] AT Y FTEITSLET,

1B IRIERE JOwPRE Povbatdvay HGRE 1--m-R 1-Y-@

(1) —p| Aa-4-megsis |

Encrypted Key File
@) — | 11>
Address : (00000000 FERIBh R LAk R — 3
Address File Mame
00000000 D¥RFP¥Sample KeyFiles¥Userkey AES128key
naoooonn D¥RFP¥Sample keyFiles¥Uzerkey Rsad096key
4) —Pp

X2.14 [A—H—#1% T

(1) A——REEZ=AD

TGO E X ALBERE DG LN A R E LE T,

F vV EAND L —F—OEXALBEENENC R £,
(2) 2—Y—HEI7AMILDIETE

DT 7 A B LOEZALEDT FLAEEELET,
2—HP—gET 7 A N OERRITIEIC OV TIE 2.8 Renesas Flash Programmer .—7 (¢ U7 (¢ 71 /' 4|
ZZLTLLTEEN,

. “Encrypted Key File”

LR T A T R 7R E, 2= T 7 A VERELET,
e  “Address”

=P T 7 A NVDOEFEZIARET RLAE AT LET,
o “BRZEM”

AN R E )y L, a—Y—@T AN EF—T 7 AN A MIBEELET,

B) A—Y—8I774AILDHEIKR

77 AN—ETHIRT L7 ANVEZ ) v L,
WU AN T 7 ANVEHIBRELET,

IR L2 HIbR | RF 27 ) v 7 DeF—T 74
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@4) BIFAIL—E
7 7 A VERE Y A MEXTERRLET,

24 A= a—/\—

2.4.1 [TF7AI|A= 21—
Fa Vs MBI A A = 0 — 2T 5 2 L R TEET,
. WLWTOTIH FEHR]

TuY ey b EBFRIER L ET,
AL 122 Frinwrmny=s M) 22 TIEE0,

e [FBTPxV FERLC]
MFEoO7ays N7 7 AV EREET,

e [FBTPxY FERE]

BUEMEAL TV 7Y = MIXHT 2B R 2 RFELET,
o [MA=CTF7AIILERE]

T TARTyANET Ty ad T va T =25 LA A=V T 7 A WRPI 7 7 A W) ERFLE
R

AZa—N=L V[T 7AN]2A A=V T 7 A NVERFEZEIRT D &, [BRTET TR XA T 0 7 3E
IRENETDOT, A A=V T 7 ANVORIFREFREL T IEIN,

GEE]

CAEYBEERIAVIREIZITOTOVIDPY ASLIZRNET,

- [RIEERTE]Z T D OXFF EDHREFBERAINET,

RAAVDT FLREEZEBALT—2BBIBRINERA,

ISV aAr T a v T RAREEERAMILIE-T—R2OHREINET,

o [ZFANFTYIHL]

T T TETFANDF ey I 4 FUICERRLET,
[BE] Fzyv IV LDBEEILIRERE]|Z JTCHESAE=AREFALET,

o [FFAINIRRT—KRERE]

RPE 7 7 A VDO BT 5 /320 — R&EES(L L THRA b PCNICRIEL £7,
FERNE 12411 [T 7 A NN AT = RFA T a I @GEER) 22 L TN,

o [REAfE-STOTIY M

W77 m = hOT 7 ANA TR LET, 0B BB 727 7 A AN —F LICFKRISNET,
o [#T]

RFP Z#& T L £7°
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2.4.1.1 [Z7AIWIRRT—RF 4 705 (ERER)
Ama—=N=L V[T 7 AN]2[T 7 ANNRAT = FREZRIRT DL, [T7ANNART—=RF AT 0T
REMPFRENET RPE 7 7 A VOEFIMEAT 5827 — FERFHAL L TR A b PCHNICRELET,

(BE] 77ANNRRT—FERET H5=HICE, PCHOEREERNAVETT ., EEEERNBIMGEEEIRETESE
A,

B 77 LSAD-F - W

1) AT PR30
2) 200000080 IO s5le= 3)

X2.15 [Z7AINRRT—RIZA4 705 ERER)

(1) RRTD—FZ2RETS

o Tzl LGE
INAT — RZARA K~ PCRICIRIELET,
o Tz v LTWWRWES
IRAY— RZRA R PCHNSHIERL £,

2) KRT—KAR
INAT — RE I TR CAN L TLIE SV, (K 64 U5 F TAJIATRE
[E&] FARFIAXFIXFERANLET, =, FERFAELGESIUTOREY TY,
'@#$"&*()_+=[I{}h:<>].1?
(3) /NRAT— KRR
Fxv 7 LIEGEE, ANHFONRRAT—RE2ERLET,
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2.4.1.2 [Z7AIWNRT—RFA47RT(AAA)

RPE 7 7 A V& BT BB, AA R PCHIC/SA T — RMBIES TR, 7213 B ki L5
BT 7ANNAT = RZA T a7 (AR ERINET,

[EE] ANSNhF/SRT—Kid, RFP BBSOHMEEINET,

B 771 ILIAD-F - *

(1) —| O] F=re— ()

(0] 8 Cance|

X2.16 [Z7AIWNRRT—RIZE4T7R5(AAR)

(1) SRT—FKAH
NRAY — R AP TE 5 CTAN LT ZEEN, (K 64 7 F TASAHE
(BZ] FHEFFIRAXFIXFERFLET., -, FATELESEFIUTORY TY,
1@#$"&*()_-+=[I{};:<>|./1?
(2) /RAT—FKRE
F vl LIEEAIE, AJTONRRT— REF R LET,
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2.4.2 [2—45y hTINA R]A=21—

H—7y FTNAA R T DA RIS 5 Z L TEET,

CEB] 479 bTNARAZ2—DORER, FROWBETILHIZE—T Y bTNAREBEEZTVET ., B
BOBIREZITSFNC, KRR MPCEZ—5y FTNA RADEHEHER L TLESVIERATETLENSS,
IS—MNEELFET,

(BEE] 2—7 Y bTNHRA RADBEICL S TREATELGVWAZ2—AHYFET,

o [T/ RIEHRDEE]

=2 NFSRL AR L, T AEROFERE L E2ITWVET,
A LT ERIEe Z7H AT 4 v RO FRRLET,
o [AEVFEHRAHET]

=0y bTAA R L, 7T vV afIMONEEHAH L TT 7 A MITRIFLET,
T 12421 AEV EAFEAMT) 2SR LTIEE0,

e [TOAVYERERAET]

=2y NFSRSL ACHEE L, Ta sy ZEROFERE L EITWVET,

MO L7 ay 7ERE, BEFEHALTWA T Y 27 MOXBT 5 2 L RARETT,

FEMIE 12422 oy EREGAHT) 2SR L TS0,

o [FSviaFtTiarvEHAHET]

B—l sy NTFRAL R, 7T v ad T a AAEROFEHAH L EITOVET,

A L7 T v vad v a s EmE, BEFHL WS a7 MIKMT 52 &ENARETT,
X 12423 759 v ad Tl arEHLET] 2B LTLIFEE N,

o [TV F Y]
B—ly NTFRALRHER L, 7500 F v 7 BFOVET,
o [TINAREWHELT D]

B—0y FTNRA R L, 7T v a A VRN Y o F Y REOHNHLI L UDLM 27— % SSD (2
BB LET,

o [DLM &%)

B—y NFRA AZHEREL, DLM A7 — F OEB TV E T,
FEAIE 12424 DM ER] 22 L T 7230,
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24.21 AEY ZEHRAHT

Ama—N=E ) [F—Fy NF AL Ao A ) ZHRAMTIERIRT 2 &, [AHTE T TRFZA T e s
MERINET, TR LT — 2 ORAELEEEEL TS,

(R RE %20 v s T 5L, [AEVEROFAMLIZA T o/ RERINET, HAHLETOEZD
75 vy a ORI ZHEE LT &,

[EE] BHETDI7ALIT+—I Y MEELA—FS TA—T Y b A UTIATYIT+—<Ty FHBIRTEET,

‘& xEUBRROES®L =
T FdnEARCA) PELADEE
[B1 Areas 1 RS TELALSY HEX]
! 0
1 — St
B i
B TPELAE: [HEX s
SFFFFF o @

Ppa 2 Eb-2 = xna000e0. 7~ BH(L) [HEX]
(2 4% = 4006.00 | 400000
(3 TR T LT = F(P)
[ Gancel |

(3]

X2.17 [AEYEROFZAHLIFA 70T

1 TIY7YURE

AR LEITH> Y TEBINLET,
(2) T 7ER

“TYT YRR TEIRENTWAHZ Y 7TOBRPFRINET,
3) FovUEEEAFYILTY—F

F vl ENTWEEE, v~ 2077 7EEEMRIELTAEY OFAHLEITWET,

(BFE] TS ESIIHMT HEEY A XEZ— Y bTNRARICESTEBRYFET, £z, 2—7 Y FTNAR
[Z& o> TIHERAH LICHD DEEMNKIBICIEMLFET,

(4) 7RELADETE
B EDFFHAD I & F A LI WIGEICAEAR LET,

(5)

B—0y FTNRA AL L, T RUADORE" THRE LI#HADOB A LaBlta L, 878 LIoRIFHE~
T2 ERFLET,
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2. HEREEREA

2.4.2.2 Joy Y ERERAHT
Ama—N=L0[FZ =Ty NT A R]=[7uy ZEREGRAMNTIRIRT 2L, ¥—5 > T3 X

BEAT, 7uy 7iEH, vy 7 By MR, OTPERATAML, [Ty ZIEROGHAL LIF AT 2%

FoRLET, W, THEHAOZ =4y FFAL ZADOFEICL - T, FRENDD T LNRRY F7,

(H —N

@ —

) ©)
| |
E JoooEs0EasL l - ¢ X
Feeion Start End Size | MotBlank JLockbit  OTP ~
B RIF701056 o B,
= Code Flash 1 0x0017FFFF L

------- Block.0 000000000 000001FFF 5K '

------- Elock 1 O 00002000 0x00003FFF 3K v %,

------- Block.2 000004000 000005FFF 5K ' R

------- Elock 3 000006000 0x00007FFF 3K v %,

------- Block 4 000008000 M00009FFF 5K

------- Elock b Ox0000A000 0x0000BFFF 8K

------- Block. & 00000000 00000DFFF 5K

------- Elock? 0 0000ENDD 0x0000FFFF 3K %,

------- Block? Q00010000 0OD01FFFE 32 K - z
SR OeERES T (LRI TS

[] Mot blank => P& [ Lackbit = Lockbit ] oTE -> OTF

X218 [FOvYEHROZAELIFAT7EYT

(1) TY7 - JAavyiER
Bl FFARAL 2D YT « T /7@‘f§$&i))2\%7ﬁ‘éﬂiﬁ—o

(2)  “NotBlank” #173 /L

2 —7 s NFL ZAO blank [ERBFRENE T,

Fry I ~v—IRRRINTNLT 0y 7377 7 IRETIEH D £H A,

(3) TOvHBEOA T a3 UiER

H—=T7y NTNRAADT vy 7 BALOERPFRINET,
FHEHAOFEMIL 233 [Ty VRE]F 7] 22 LTIEIN,

(4) A LIERD KB
[OK |22V v 2 42LF=y” SNTVWHEEOHEAN LNES, [T 0 v 7 REZ 7 OXIET 57T AT

E3 U=
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24.2.3 759 at T arvERART

Ao —N—=D[E =y NTNA A= [T Ty vadTvarkartiTIRIRT D L, ¥—Fy v T3 A
AN EAT, AT ar A b, X2 VT4 R EDBEREGAHL, [7T7 vyad Ty a rofst
LA T a7 %FR LET, M, SHEAOZ—5 v NFAL 2ZOFEIC L - T, FoRENDEANRRY E
¥

B JsvvadTuannEs L — ®
v O%hEx| A
ERTEEER H%h
~ OTP
CHEIEE Eh
AFGRURAE
v ICU-5
ERTEEER i
v P¥alrys
I0d—FEZEEE®h IR'AYA
JOwEEIT FEE LT
EFEAH IV FEE RTAY4
I o i == 1 LT
v ERUrsa-F w
O SREEM2ZviadF g A IR SR
(M T

®2.19 [Z25viatTdiarvomEiHEL]F47OYd

(1) REFHRD KR

Frv IRy 7 ACF =7 B AN, [OK|&2 U v 745 LHAMLERNES, [7F vadTvar]
Z 7R L ET,
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2424 DLM &%

A== =D =5y hF A A]-[DLM BB & EINT 5 = & TERSNDF A 7 17T, DM BB %
DAF— e TNE Y A=a— BRI, [ BB %2 ) v/ 32%L DM 27— FSBB LET,

& DLME#E — *

FIBSEDLMAT —ME) | RMA_REQ ~
[] 2= -HIDEEE%i{EREE

BT FrlArILC)

X220 [DLMERB|FA 705

e EBKEDIMRT—F

[EE] DIMBBEDRT—MI&->TlE R7—FERTHEOEBATELBYET, BMEF—7y b7/
AROI—H—RIZ2FLEBBLTIEEN,

e I1-—V IDREEEFEATS

F v/ LIEGEIE, ==—7 ID RIS AR £7,
(EE] AL 22D DM X 7— FHA"RMA_REQ"DIEEDAHRTREINET,
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243 [NLF|A =2 —

N VASS R -+

[N—=a UERIZA T a7 %RE, RFPOAR—Ya v 2R LET,
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25 JA Y R I 7ML EFRALEESOAR Y RSA Y

RFPV3exe X (/] mblaE A AT arDa~vy R4 A5 LTHWET,
B, I a AT 1EUEOSIEAERS Z ENRHY, BIEOBIIA T a AKFELET,
/-, 10070l NI ANBERETHIENTEET,

2.5.1 BTa—F

BIEDNR LG, R Ta—RF0ZRLET,
TSN DEE, 1 ZIRLET,

2.5.2 HIPRE1H

FUL7myey 77 ANVEREELIZGE, 2=—27a— KA 0T v 7 ZAIRICEREZAEND
AREMED B D £,

253 AU RS A4 UEX
UFRa~y R4 T,

RFPV3.exe [Option...] [ProjectFile] [Option...]
RFPV3.Console.exe [Option...] [ProjectFile] [Option...]

TRIZHEHEAOMAEZRLET,

#+®2-6 aAXU RS54 U#X

1HE &5 B
RFPV3.exe ETI7AILATYT,
RFPV3.Console.exe ZREH NG EDERITIFAILETY,
#IZ Silent E— FCRREBILE T,
Option... RASvya I hotRFESEAL T arTT,

CBEICIECLTNRTA—FEEEL TS,

BB LSEEETIAILNBEE Y FET,

AT IV ENRTA—EDRIFINFIEFRA L ER A,

D7 ANARIFERNR ERFSRCHELTVEY,

ProjectFile O b I FANEBERELET,

AR LIS EEUTOERELRY ET, (1)
RAfE->-TAS Y FOFET HHE mAFE--TOD b
NHEET., BFELEWMES, 7OV FEBENMNWVRETES
LFEY,

s T 7 AIVAIEHE /AR ERFARITHELTWET,

(*1) RFPV3.Console.exe DiGaI1E, T5—EHYET,

GEE] 274 IVDNRARNIZAR—REEUHBEFFITINI+—T—2a V() THSIDENHY FI,
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254 g+ roay

UTIEEA 7 a v 2Rm LET BELLL v Y= P77 AV THEATE W a~y R EES NS
A3 E0000017 =7 —ZF R L £,

=27 et Tay

r7av INTG A=A T4l b &R

silent L HEZL SilentE— FTEEILET, EESAFTOS I FI7MILERE,
AE—brRE2VEIAETT 50 LRAENEEETER, BTLET, ID
BB EDTNA ADIGE, IDEEBRIZETLET. 46, 70O
S LT FALDBBESNTVENES, BHEINET,

- SilentE— F
GUEBERTDE— K, 7O LARAN—DOE4/ 70542 TRRELE
‘A,
log File Path fREDT L BTEI7AUANRELET., BELLZI7AANT TIZHET 515

BlERTNEBRINET, REBOI>I—T 1 > Eencodingt 7
YavItEELEY,
encoding Encode UTF8 AT 774 LOXFI—FEHEELET,
- Encode : UTF8, ASCII
FRUNEIRELGS T5—&HRYET,
force Tl BELL LAY REARRIBEECS+ & OEEMAETT,
-EBESINLTAS Y F I FADHBIEE
7Oy FI77MLEOD—FL, RFPEEBLET,
CHBESNETOS Y FTFAADENES
BESAENAREZFERL, FRERTATOITEREET,
4%, Slent E—FR&ETOT Y T 7 M ILDEBENGENGEITE
RBENFEY,
lang jplen BENER RFPOXRTREFEEEELFET,
“jp: BREE

-en: R
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2. tAEEsREA

LLUFIX Silent & — FEEO AIGERIBE/R 2~ 2 KT,

#*=2-8

Silent E— FERAEEA T 3 2(1/2)

AT ay

INS A—7A

T4k

5iiBA

file

File Path

Javzy bRE

TATSLI7ANERELES, EHIEEAETT, /X3
A—RIBESIAETOTSLTI7ALE, TOSH +D
FANZHD TTATSLT 7ML LEEHRRAT, 4—4
YRTNARAD ISV 1 ERZERBELET,
HEH, 2311 BEo FE] 28BLTIEEL,

bin

Address
File Path

NAFTYIT7ANERELET ., EHIETEARETT, B8,
TATSLITI7ANT—EDT FLAAHEE LTS5 E
Frs—¢&idHEsd, av o FIEICEEZEEZLET,

tool

SerialNo

Jaozy FRE

JOC Y FTHESATWEY—ILEERLET,
- SerialNo :

I3alL—%:  ERDOVYTILES

COM : "COMx"

USB : USBA XA AR U R/NX (M)

f51) "VID_045B&PID_0025¥6&3234B9D9&0&3"
(*1YUSBA Y RE VRNRRIEF TN A—F—23 (" T
ESRENHYET,

auth

IDType:IDCode

Jaovzy FRE

REEAIDI—FEEELEY . ERIEERIETT,
- IDType :
FIDa—FZHANT HIXFIEHEELET,
TRUNETSI—EHYFET,
id / cfpw / dfpw / seckey / nonseckey / rmakey
- IDCode :
16ERTHELEY.

blankcheck

blank /
notblank

TSV FzvPEERLET, B8, COaITY FERY
[ZEfTEN, HELTWEWTNAA RTEIS—EHYE
ERD
* blank$5 EHF :
TNARDB TS DBZEDHENERNETS,
* notblank}g E B :
TNAZANT S V) TRERVWEEOHEIERNET,

userkey

Address
File Path

Javzy FRE

A—HF—BIF7ALNERELET, BRIEEARETT, V3
A—BRIEEEINIA—Y—RIF7AILE, TOSI T
FANCHD 2—F—RIT7AM)] LEEHBRRT, 2—7
YRTFTIRAAD TSV 1EMZERRELET,

BH, A—Y—@#I 7/ ILRALTOT FLADHEELTULSE
BlEIS—EHBYET,
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£2-9 Silent E— FEREBA T 3 > (2/2)
GEE] TFRA T avidianm1 DOHEERRETT,
[i#%#%] read/read32/write32/writebit 7 7 3 VIZRL78 77 S YL TWLWEH A,

FZ7ay NG A—5 T4 5iBA

read Format B L TNARIZHLTAEY Y—FERTLET,
Address * Format : REBXIGLTHSBIRL T ZEL,
iii;epath srec : S-Record

hex : Intel Hex

bin: R4+ TF7AI
 Address : FISA7 FLRZ16EHTIREL TS,
- Size : BY A XE10EHTHEEL TS,
- File Path : REFA T 7 A LBEREL TS,

read32 Address HEGZL FINA RZH LT32bBEEITAEY ) — FEERTL, HE%E
Size OFICRRLET, TVTA7URERTOSIY FOBRE

EERALET, &6, TRV MIIVT A7 UEENE
WMEEIEY LIV T4 7 UEERLEYS,

* Address : FlIE7 FL R Z16E#EH TIREL T &L,

- Size : B Y A XE10EMTHEEL T LI, 4DEHK
TmwA1024F TIRETEE)

write32 Address HwEZL FINA RIZH LTIt CTEEAHERTLET . TVT
Data... (TUBREETOC Y FOBREEFEALES, A8, JO
S MIIUT AT UBENGVWESIFY FLI VT 1
FUEERLEYS,

* Address : FIR7 FL A Z 16 TIREL TS,
:Data... : EFALT—H Z16#EH4/ 1 FTHRELTLE
S, Ff, BEREET HAHEEIFAR—IATRY > TS
LYo (RAGAEE TIEEAIAE)

writebit Address BEMHZL TINA R L TIbit A TEEFAAEERTLET, TVT
BitPos (A TFURERTODIY FOBREEERALET, £H, 70
BitData SIY MIIVT AT URERBVEEEY FLILT o
FUERBEALET.

 Address : FSA7 FLRZ16EHTIRE L TS,

- BitPos : Bt Ew FEBZBEL T T, (0~31)
41 P T—ADRLELEY FE31, RTFHEEY FZ0ELFE
ER

* BitData : EFALT—RE2HEHTIEEL TS, E
v b TFT—SIXEELIEY FESMORTRE Y @AM
STIBIZEEAHET, (RAI2XFE CTIEEAHE)
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rToay INTG A=A T4k B

Command avyk TPy MRE | EATAMELEELET. MEOREF IO FEE
[TIRTFLET. BB, readd T3 UAEE S TSR
WEINET,

ETTHATUFEUTIALERLTLEZE L, HH#EDE
HARETY, F=fZL, IBFBFERINET,

sk

e:HE

p: EBEAH (1)

RYI7A

273932t TO 3 EEFRAAR (M)
:73viatrFIiavARy A

CFIvIHYL

<

n < o

f5) /command epv

*1) HCUHEX,RPIZ 7 A LE =X Th S T 7ML ZEEEL
T=RPE7 7 4 JLiEREF, plloZFMIcEHFT, B To
DHEERFTTHILIETEEREA,

dim State BEEL DLME#ZETLET,
TH, 2424 BEO EE] 25BL TSN,
- State :
SSD /NSECSD / DPL / LCK_DBG / LCK_BOOT /
RMA_REQ
initialize BEGEL BEGEL TINA ZDMEAILERITLET,
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2. tAEEsREA

255 AR RS54 U OREHAE
UTFIEA Yy F 77 A VEMR LTS 602~ Ridilz sl LE 9,

o 2K

RFPV3.exe /silent "d:¥rfp¥project¥sample.rpj" ffile "d:¥rfp¥hex¥sample_1.hex" ffile
"d:¥rfp¥hex¥sample_2.hex" /log "d:¥rfp¥log¥sample.log"

ECHO Result Code: %ErrorLevel%

PAUSE

o [write32]+ 7 3 Ll
7 K 1A 0xFF200000 (Z 0x01020304 %, OxFF200004 |Z 0x05060708 % & & iAHE T,

RFPV3.exe /silent "d:¥rfp¥project¥sample.rpj" /write32 FF200000 01020304 05060708

o [writebit]A 7 3 1l
7 K L& 0xFF200000 @ {7 16bit (bit15-bit0) |Z OXAAAA Z#E X AL FE T,

RFPV3.exe /silent "d:¥rfp¥project¥sample.rpj" /writebit FF200000 15 1010101010101010

2.6 Linux/Windows i< > k54 >
TRVl NTFANPRER, av s RTA DB TEZ AL AT RE7HERE T,

THEHBFEIZOWTHE, RFPEZA VA M=V L7V X FIZHDHA K TDoc¥*.md] 22 LT 7ZE

Uy,

rfp-climd: 2~ N7 A4 A R
rfp-util.md: Renesas Flash Programmer =—7 4 U7 4 70 75 LA K
rpe.md: WSk —7 4 VT 4T 07T LIA K
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2.7 EEt1—TsUT4TOTI L
ABIMICHBE L TS rpeexe L T e/ I 507 v A NVER L, IIEFTDHZENTEET,
[i#%%] rpe.exe (I RFP %4 X k—JLLT- RFPV3.exe £ R LBRIZHY £I,

2.7.1 BTa—F

BIEDNR LG, R Ta—RF0ZRLET,
TSN DEE, 1 ZIRLET,

2.7.2 micAVENSE I 3¢
O RIA4 URESILLTFICR Y £97,

rpe <file> /password <password> [options...]

273 k) i
EEA 7 a CEUTIORLET,

®2-10 EEA T3>
IEE B
file ANTEI7AINEEELET, (JEELE)
EET ALY FUDSORRNRISHIELTNET
- BEEERE T 7 1L : Intel Hex, S-Record, HCUHEX, RPI
- BEXNFEI 7ML RPE

password EEFEIFESDOD/INRT—F#EELET. JBELHA)
IRRAD—FRIZERBEECHER (F TNV +—T—2 3 V) TEHLTLESLY,
decrypt etz 7/ IL(RPE)ZEELET,
EEMNEMEEE, BEIEETVET,
output T7A4IVDOEAEEEELET,

BESEWNVERIX. AAT7AMILOT1 LY FIEBEICHEYVET,
EETALY UL SOEHNRITHE L TWES

nooverwrite HAT77AILDLEEEZZIELFET,
? ANLTERRLET,

GEE] D274 LDNRARNIZRAR—REZECHEEFE L TN+ —T—2a V(O THSRELSHY EF,
[E&E] RRAT—FEZEAERFEETAALTLESL, (X 64 XFFETANTEE)
FERARERESIEUTOEY T,
'@#$N&*()_-+=[I{};:<>|/?

15l
> rpe "out.hex" /password "0123456789"
> rpe "out.hex" /password "0123456789" /output "out.rpe"
> rpe "out.rpe" /decrypt /password "0123456789" /output "D:¥outputdir¥"
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Renesas Flash Programmer V3.10 2. BEeeEREA

2.8  Renesas Flash Programmer 1—5 « )54 70455 A

ARG AHE LT 5 rfp-utilexe 2 L CLLT OB ZEITTHZ ENTEET,
[i#%%] rfp-uti.exe (X RFP %4 > A b—JLL1= RFPV3.exe £RLBARAICHY FT .

e DLM #&, ——¥—#kd User Factory Programming Key (UL F., UFPK L i§9) (2 X D551k
e 7% L UFPK, Initialization Vector (LI, IV EB§d) DR

e Renesas Key Wrapping Service Hi® UFPK 7 7 A /LD H )

o VAP REET 7 A VDAL

o Z=—7 ID T® RMA FilM = — RDOA K

2.8.1 ¥BTa—F

BEREDI L2 E, R Ta—F0&ZiRLET,
TS OGS, 1 2IRLET,

2.8.2 Av US4 UHEX
A~ RIA URESUILATICR D £,
rfp-util [command] [options...]
TRIZHEHEBOHMMAEZRLET,

F=2-11 aIV RS54 VX

HE A
rfp-util.exe ETI77M4ILEBTY,
command AZoyia ] FENA7Y T-] hibthESaY Y KT,
command : genufpk / genkey / calcresponse
options... AZwia ] FfEnNA4720 T-] hothEIF T 30T,

MBI LTINS A—FER/ELTLESELY,

AT I ENRTA—EDRXFIXFIERF LER A
s D7 A IIVEIEHERI AR ERFARITHIELTWET,

? ANVTERTLET,

CEE] 27 MILDNRARNIZAR—REZEUHBEFEFITINI+—T—a V() THSIDENHY FI,
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Renesas Flash Programmer V3.10

2. tAEEsREA

2.8.3

avY R—%

TRIZKEa~y FOBAZRLET,

#=2-12 avY R—&

avw ok B
genufpk UFPK 77 A LEERLET,
BN ET VY —JLICER L UFPK ZRRLET,
genkey W GRBIT7AILEERLET,

L) ERRLFET,

BBk (Za > —ILIZ W-UFPK, IV & & U Encrypted Key (MAC &

calcresponse

HLFEF,

Challenge & Response SBsID L ARV RAEZHELTa Y Y —ILIZH

2.84 BEA T3

A7 a B2 NI LET,

[(EE] /85 A—4DHexData £ 16 EHT—2 E£-FN\1FT Y T 7 A IILDIEBENAEETT ., T77MILIEEDNESIE
T7AIINRFEEEIZfile="Z& T TLFEELY,

#+=2-13 H@ELF T ay

rJ7ar INTA—A B
output File Path HBAT7MILBERELET,

BE, AATLa v EEBLEBEEERTHEREEZI DY —ILICHALET,
nooverwrite HL HAT7AILDBEETIES, T5—EHYET,

%2-14 genufpk AX Y KA T ay

FFoay

INS A—4H

559

ufpk

Hex data

3218 FDNAFYT—2FZHALET,

BE, ZATLa v EERLEEE kIS D F LEEZFERALES,

R20UT5157JJ0100 Rev.1.00
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£2-15 genkey AY Y KA T ay

ATay NG A—43 5 BA
v Hex data BELICERT BIVERELET. T2 941 X(F16/31 b,
BE, RATLavEERLEHEEIVIZS VA LMEEFERLET,
ufpk File path EELICERT DUFPKI 7 A LERELE T,
wufpk File path Renesas Key Wrapping Service® 5Ef§ L fzW-UFPKZ 7 1 LEIEELF T,
key Hex data [userkeyd 7 3 UEER LDIHA]

DLMBET—R EHELET. T—2 44 XF16/31 b,
[userkeyA T 3 ViEEH Y DIHFE]

A—H—RT—2FHEELET,

BT -3 7A=Y T A RXET— I 7—LITTIX=2TILESR
LTLIEE0Y,

HH, RY—LTELI—Y—BIA XDF v I EITVWEFA,
userkey XX A—H—RBELERLET, NNTA—FIZIF1—HF—RBOEHFEE16EE1/ 1 LT
ELET. ANECODVWTRHT— I 7—LYzT7I=aF7ILESRLTLES
LY,

BHE, KA T a3 A LIZIGEIIDIMEBEER LET,

%£2-16  calcresponse AX > KA T3y

A7ay NG A= &t BA

challenge Hex data FrLUOEERELFET . BREIEITNARADL=—YIDEHETE)
T—2Y 4 XF16/31 |,

key Hex data DLMBET—S EHEELFY. T 244 X(F16/34 b,

algorithm Name RETZLTURLEERELEY ., UTAERTETY,
HMAC-SHA256
AES-128-CMAC

il
(genufpk)
> rfp-util /genufpk /output "D:¥example¥ufpk.key"

(genkey)
> rfp-util /genkey /ufpk "D:¥example¥ufpk.key" /wufpk "D:¥example¥ufpk_enc.key" /key

"000102030405060708090A0BOCODOEOQF" /output "D:¥example¥abc.rkey"

(calcresponse)
> rfp-util /calcresponse /challenge "AABBCCDDEEFF00112233445566778899" /key
"000102030405060708090A0BOCODOEOF" /algorithm HMAC-SHA256
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Renesas Flash Programmer V3.10 3. RFP OZEFIIE

3. RFP O&1EFIE

ZDOETIE, RFP Zff o 7o JEARR e — @ OB EZ BR L TV 272 < 7201, BEABME (FEZ AR E Tolith)
WCOWTHHALET, ST 2E8ENRE, AT AEZEEL, ¥—7 v b TS RTH L TEXIALEIT)H
LZAETTT,

ARETE, rinwryad = b7 7 AV EERLTHEE, EEIAL, XU 77 A %72 HEDOEEICONT
FAZITWET, T 5 —EHOBESEII R OME Y T,

o H—F Y RTNARA : R5F104PJ (RL78/G14)
o Y — E1l=I=21—%
o B : 1 wire UART (B UART)
o IB{FHE : 1,000,000bps
o vy Iitia L (WESEIRZ vy 7)
o EIR : E1 (5.0V(USB VBUS))
o TTIvvatTiav AEHLETA

[ v 27 Lo |

A

y
[ 5—4% v FURTLOES |

T
%ﬁ LUy :j>E] i} J:{? t.ji‘ji;j:jf:ffijﬁifgL‘____ FaF:F:Ct)ﬂi_gy]-___1?5{?3??2fiffi;fifi'f} 11{7 k2 7 ’f )L’%E‘gﬁ <
[ #HLLTOS FI7 A LD | | BEOTOSIY FI7 A LOER |
_ v _ AIEIERA L=
[ Fovzs bOBE | IRSIH RIFANE
AT 5,
\ 4 Y A\ 4

| av Y RDES |

l

| 27 L0#T |
X3.1 #fE7v—
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31 #BREFIR

(1) AT LOES

HRA R PC ® USB HE— h &Y —/% USB 7 — 7 /L CHss LT,
(2) #—4v FRTLDOES

R =D =5y Nr—T NV H =y N AT NI L E T,

(ER] 2—7 Y b ORTLETEREZBIBT HBHEE BTERAY—LEL—T Y FORTLEERELTHLERE
gL TSIEEL,

(3) FBEPzV FITFAIILDIER

O RFP ZEE T DL A T4 RUNBBHE ET,
Ama—=N=D[T77A N LnTrY =7 FefEllz@B R 5 L, Ly ny=2 FOERIZ AT
v BREEET,

£ Renesas Flash Programmer V2,09,00 — X

TR | ALFH)

[ HLLTOSIIMEfRN).
FOYTIREREL(Q)..

2t LR

F7ANISAT-FEE(P)...
02 ()

BT

X3.2 T7AIAZ 21—

@ [vA7mr=arbe—F]5 “RL78” Z#EIRLET,

[TrY=s MANEROT v V=7 MARBIOSE “sample” )& AJ), [({EREFIICERO 7 + L4 (5
[l D4 D¥rfp¥sample) Zf5E L £,

[V—/A]T “E1” Z@IRLE T, RL78 77 2 U DIFE, [ ¥ 7 =—ANL “1 wire UART” [EE TT,

(Y=l R a2 a2 ) v I T B e, [Y—ARMIZA T o S ET,
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Renesas Flash Programmer V3.10

3. RFP Mi&EFIR

B HLWITOS T4 boERE o] @ |23
F03 oo MiEER
102 b0-5(M: [RL7S «||
FO3h AN zample
VERSIBRRIE): D¥rfp¥zample
iBiE
=W AAF1=AlL: | 1 wire UART ] O b T =)
w—LEEERD).. || ES BEhEiR 'EIE L
[ #ED | [ Feetue |

FLWITaD Y FOERIFATRY

X3.3
@ [Y— ERZ 7T HRINL[BEEIR T = v 7Ry 7 A TF =y 7 2 ANET,
[Power Supply]® 5.0V(USB VBUS) % &R L £,
BN, [OK &2 Y v LET,
& v—)L35A (E1) o] @ [
=R |

B#nER(A)

hE2B99220D&0&E

Power Supply
) 1HEE LA

© 2av [ @ 50v (USE vBUS) |

ETae)

ok ]

[43.4

[V—ILER| S T

RENESAS
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Renesas Flash Programmer V3.10 3. RFP OZEFIIE

@ BE LY — M AEENF TS NET,
NE &R L REIOEE “F5: ABER EIE:5.0V(USB VBUS)” ) , [ |27V v 7 LT a0,
TuVx s POERBET L, AT 42 RIRFRSNET,

GEE) (B B0 UvITBE, 4—F Y FTFNRA RADESEEHEBLET,

B SLLTOSTH MOfER = & =
JOU A HER
wAh03sbo—5(M: [RL7S -
203 RN zample
{EREIBFACE ) D¥rfp¥sample
1B(E
W LT A2BPT=20: 1 wire UART (] 2 BT =30
UMD || #5: aanER B 50vUse veus) |
$EH0) A ILG)

X3.5 FLwJo oz CFOERIFA TR

® TPzl FOERNETTDEAAL LT 4 RUDERDEFREIN, X704 ROIZZ T NBINE
NFET, 7ozl MERICERIN TWAIFEREZMHER L T EE0,

Es Renesas Flash Programmer V3,02,00 — >
JPAE) F-TubFIHRD) ALTH)

BT OEEERE JDARE JeladTvas BEEYE 2--h0-F

0¥ IO HEER
H|EDIOT I samplerpj
T80T+ F0—=  REF104FJ

7045475
| G
X3.6 AL 4R
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Renesas Flash Programmer V3.10 3. RFP OZEFIIE

(4) RFP QFfHR*TE
2T 4 Ry #EL, RFP OFEMEREZITVET,

O [BEREZ 7 DREEITOET,

“a<w R ERREL, HE, “EBIALRT, RVITrA7 OFzv IRy T ADIDNITF =y IR
ANSNTWNDEZ EARERL TSN,

MR T oy rREIX T E 7V v LET,

e RIEERE JowhERE 2SwvaATuay $EEEHE 2--h0-p
J7.F iEEA AL
iEE(E) FOonEREE v
EERHE) BERBEA TP AT
AU T7A [ EFE&E2paiEEE)
[ 7owiagFoaEErnN T AMEN — BLT AN 7w w
[] 25vsad g~ 27101
[ Faswbt iz FrybH LA EARTUM
A%bit MME R R
[ F FH7E
[] Code Flash / User Boot I5—:8E
[] Data Flazh O FH- ABeER T > — 5T g SR

X3.7 2ExRE]Z D
@ [TuvIREVF TOREEITNET,
“Erase” 17 L, “PNV’ BT7LDF v IRy 7 AR TCF2y ZNRANENTWLZ L a2fHERLTLLE

MR B (R E1F 727 V) v 7 LET,

Es Renesas Flash Programmer V3,02,00 — >

TrB  A-TyRFIAAD ALTH)

1R
Fegion

Code Flazh 0=00000000 00003FFFF 286 K
Data Flash 0=000F 1000 MQ00F2FFF B K

X3.8 [FRyIERE]Z T
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Renesas Flash Programmer V3.10

3. RFP Mi&EFIR

15 1H ¥ %-1,000,000bps | Z 5% &

(Rt E] 2 7 DR EEITVET,
Li#@

RERMIEEN T2 ) v 7 LET,

JrA B

1E1'E
b

W—JWTE E1 emulator

W= LEFRRIL)..

s Renesas Flash Programmer V2,09,00

F-FubF1AD)

ALFH)

IBIERE JOvOEE Doyvadvva HREE 2--p1-p

w | ARIT=AEx 1 wire UART JEEL(S) | 1,000,000

~ | bps

#5: gahiEiR TR 5.0V (USE WBUS) O 1 Bl =2

X3.9 [EHRERE]Z T

@ [AF—F D RicERENTWDawy FA W >> BXAR >> XU 77 A7 (ZhoTW5 D L &0

LTS EE,

£ Renesas Flash Programmer V2,09,00

TrAlF)  F-FubTFIAAD  ALTH)

B RERE

JowbERE

FovaAdua HEEERE O 1--40-F

FO¥oh AR
WIEOFOT I
202 k0-%

FOHILIPA L

zamplerp]
REF104FJ

|| s

IV aRE

| EE 2 EEAH 2 AT

| A= KS) |

THA AR LS.

TV A48 - REF104P

Device Code : 10 00 06

Bioot Firmware Werzion @ W03

= LETRRLE T .
BCEMBRTILELE.

Code Flash (P LA : 0x00000000, t4 2 286 K. JEEHZ 1K)
Data Flash (F L2 0000F 1000, H+ 2 0 8 K, EFETAZ 1K)

W

AT BRI ety —LDAUTIC)

X3.10 A4

R20UT5157JJ0100 Rev.1.00
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(5) FOTSLT7AILDER

BEZ 7D Tl I 077 AN ChD[BR. |7V v s L, BRENELAT RN, TasT
L7 7ANEZERLET, (KHIOYE, “C¥RFP_ProgramFile¥sample.hex” )
“TOTTRT AN By I AEBR LT 0T T BT 7 A LDORARERSNTND = L ERRLTL
fiéb\o

FOV OB
HEDFODV O =amplerp)
FAH0T4F0—F  REF104PJ

FoHZLIRA L
C¥RFP_ProgramFile¥sample hex
P aiEE
EE 2 FEAD O AT
AR—KS)
X3.11 &2 7
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3. RFP Mi&EFIR

6) aA7Y FOEF

O[2E=F 27V vr328, [ZZ—F |0 EEERSRTOINACHED, 2wy FEEFLET,

avy R END &, [EHX A T r I RFoRInET,

s Renesas Flash Programmer V3.09.00

TrAlF)  F-FubTFIAAD  ALTH)

e IRPERE JOeNERE 2eiadtian BESRFE 21--40-F
0o EER

J/EDFOUIAE samplerp)
240000 -0—-3  REFI04P

FOHILIPA L

7o aiRE
EE 2 EEAH 2 AT

| A= KS) \

#83 (E)

T AERERRLE T,

T A8 REF104PJ

Device Code @ 10 00 06

Baot Firmware Yersion @ W3.03

Code Flash (P LA : 0x00000000, t4 2 286 K. JEEHZ 1K)
Data Flash (F L2 0000F 1000, H+ 2 0 8 K, EFETAZ 1K)

= LETRRLE T .
BCEMBRTILELE.

AT BRI ety —LDAUTIC)

W

X3.12 A4V

R20UT5157JJ0100 Rev.1.00 REN ESAS
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3. RFP Mi&EFIR

Q@ [EHF AT e TICavy ROFATREDRSRINET,
£, AT —F AFHEN
WA 7S ET,

CEATH? IZEDY, AL T4 Ry “a v o v U7 ([ZF 7RO

A ROFTRTT T2 EEBLA T e ZIZABTHLE, AA U0 RUNFRINET,

=27
=T
- 0™ |
F3.13 [E#HF7OY

@ EFICa~y FRENETTS &,
AT — K ANERH “IEFELRT” 10 E£4,

n WA 4 RO “BERERIILE LIZ” OXFENRFRSI,

s Renesas Flash Pregrammer ¥3,09.00

FrHE F-TebTiMAD  ALTH)

|| &m@.1p)

HE 2 FEAG o AT

BRI RRERE JDWAERE S3vhatTivay BESE 2--h1-F

Z0YhhEEh

W|AEDIOV O samplerpi

21502/ h0-3  REF104PJ

Z0UFLIPA L

[D¥MOT_DAT A¥=ample.mot

CRC-32 : BIE4E137

v AR

A3—HKS)

[Gode Flash] 0x00000000 - 0x0003FFFF 47 : 256 K 'S
[Data Flash] 0=000F 1000 - (x000F2FFF  H4Z 8 K
~UFrEETLES.
[Gode Flash] 0x00000000 - 0x0003FFFF 47 : 256 K
[Data Flash] 0=000F 1000 - (x000F2FFF  H4Z 8 K
= ISR LT,
PEERRRIALELE,
W
AT —RAE A —Uma)PIC)
X3.14 AAUD4 R
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(7) YRATLOKRT
O FERHY—NDE—4y Nr—TN%, Z—Fy N AT AN L ET,

(8] 2—7y b RTLETVDD BREMEL TS EE, #EEREZ OFF LTHL, BRY—ILOZ—7 Y
Fr—TNLEZ—5F9 P RTLOLH LTS,

@ thoX—5 > hT NS RNCEEIALTDZHLENEFT L, A== N—D[7 7 A4 V][ T]2RINL,
RFP 2T LEd, ZZFTETLTCELTRTCOREI T V27 N7 7 A MR TFEEND T2, RFP )
RS L-BRICHEAAT 2 2R TEET,

HE LD X —7 > TN R ZEBZIALEITOHEX, QDX —7 v NV AT AOHER#{T > 1214, (6)
DA< ROFTEITS> TSN,

s Renesas Flash Programmer V3,09.00 — >
TrAE | F-TuybFIAAD ALFH)
FLOWSOVII MEIER(N)... tg, (EEIRTE - —hO—F

FOSTIFEEO)...
TOIIEREFED

{ A=ZTPA LERFD...
T LFTeFH L0

T4 LKA -FEE(P)...

|| s
CGRC-32: GOE4E137

1 samplerp)

| #Tw
T oyUaTTE

X3.15 A4
@ USB 7y —7 V&MY — b LET,
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4. kS JILaE

ZOETE, M7 ITARIEIZOWTHALET,

(FE] —EOBREFIEOFTIZI—AEREELLGES, ABELZ—T Y FTRAMRADI—HF—XI=ZaF7ILEBRELT
KF2EW, Ff, EERAY—ILOA—F -T2 T7IILESEL, BCEHMTRAMEToTLESL, TAT
LERTELLMES, FAQ (https://www.renesas.com/rip/faq) #SBBL T FELy, Ff=, BEfiFR— M
DELEBEHREIEMULAEDE (https://www.renesas.com/contact) #ZH L T RFP DL XY RAEAHEY—IL S5
ALV RFAEITHNFEINTWVSPIDEE X CEHO L, BELEDHEIZEL,

41 EBIEITS ST
AV A R—ADPDEBETIIBNT, NF T ARLEE SR L ET,

(1) FEAY—ILERRMPC EUSB THEBKLIEZFTSIT&TLAMNREEINGL,

[JRIA ]

BRAKNPCOUSBA—MIUSB 2R ZNEHALELIAENTWRWATREERH Y £,

(GSgal)!

BRARPCOUSBA— MIKEZEETEHALUSB AR ZDRELIAEN TSI LEEMHERLTIIEIN,
F7201E, USB a7 X W THTLIELL LTOLHERE G L TATLSEE,

(2) KRR b PCIZHEE L =AY — LD LED ASR4T LALY,

A
Y — b L<IFAR A b PC O USB AR — h 3B DO RN H D £,
Espa)

£ — )LHBCZWY — L THERY — A RHE L TWADER L T EES N, MEL WS, B2
FEWLET, BEL TR oE, MORA N PCIZEHEL THATLSEIN,
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42  BEICEISESIIL
BARIZBT D, b T 7 ARHLEE R L E T,

(1) TE3000105 F/34 AMSEENBHY T AL DI T—HFKELIIBE,

[JRIA 1]
H—2F sy FURT I E DG NEIE S TWARREMERH Y £97,
[h4 1]

O 2 Y =N Da—P =~ =2 TV OHESEERRIICOE, Z—5 v h AT L& O AR L T
KTEEW, F£iz, Y= IVOREREF P ETER SN TOD DR L T ES 0,

@QRL78 7 7 I U O454 E1, E20, E2, E2 Lite ® EMVDD i 723 E L < #E STV O R L T 72 S
Uy,

[JFA 2]

H—I27y N TR ZADOEHEE— RBEE > TW A HEREMERH D 57,

(x4 2]

O =47y TN, ADZ—Y -~ =2 T VEZRL, VBT — R E L AEINTWD 0%
BLTLTESN,

@RX 77 2 U DA, [V—IVitZA T a7 O I0EEHRENT —7F v MV AT LOFMHRE —E L TWD
MHER L T E &0,

[stAl 3]

L my=s hOEKZ A 7 a7 TR LI~ A 2 U RIEL S RO ATREMEDS B Y £,
(x4 3]

=4y NFERL ZELFE L~ A T ZBIR LT &N,

(R 4]
B— sy NFERL A7 vy 7 NELL G TE TOARWATREMER H V £7,
[ 54 4)

A=y PATLET/7uy 7HfEETETND T L 2R L T IZE0,

[J5A 5]
H—I7 s NT AL ZZERDIE L BHE TE TRV AR H Y 77,
[ 54 5]

OEFRENIELVDNE I DHEEEL TSIES W,
@2 —7y b AT AL TEBMHETE TV I L 2R LTSV, W, fHY — b EREHET 2
Gity, BIRMG R OFREMERSH Y £, TOHE, ¥ =7y M AT APOEREZME L TIZE0,

[JR[X 6]

B—iy NFNRAL 2D X2 VT A BEEICRY, HEHERHIRSN TS ATHEENH D £,
(4 6]

b EHA, BEELT, F—F v bTF AL ZAZZH LTSN,
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4. b5 TILRALE
[JRIA 7]

RA R PC R USB & U 7/LVZEHEE L OFPEIC L 0 Bt T RWATREMEDN B D £3,

[t 7]

USB v U 7 VEBZHIRBAARIKEL T, #4107, T—F XKl Mi%ﬁiﬁ‘é ZemboES, M
MEND USB U 7T A TEERIE L T EEW, A I 7P, T—ZRITIPEET LIRS, o
USB ¥ U 7 VB TRETW T2 Ba R H 0 £,

(f£] USB LU 7ILZ#s

- HESEALEL - FT232R (FTDI #t&)

[JsA 8]

A 2N By FBAS SR TWVARWAETREMEN
[ b 8]

COM I X UF USB Direct #f5iff, RFP /b~ A a2 DUty M 25t LEHZITS 2 L13dH 0 A,
B—=0y FTNAA AT HENTIE, ToOVA a2ty b2 AT LTSN,

&)V)ij—o

(2) TE3000107 F/3\A AMEHKERE—BLFEFREAI ODIS—DHELHE
[JRA 1]

TRy MERRERARDZ—Fy FFAL ACERELL S L LTWET

(%t 1]

T FEFHETERTSZ, ELWIaY el b Z—Fy bFAL ZAOEAELETHEHA LT
él/\o

[JRA 2]

H—2F s NTNAADA T 2 a VREIZKY, AFIVEBERNEDSTZ/REMERH Y 7,

b 2]

TaT Ry FRE~AarvRnNT7 Ty a A2 O~y T ERKREEZFF> T D , AEY Vv
v T OEFEDRIHKRTRFP ZA A~ A a2 L LTHRMLET, _®twv4:/@x%)v/t/7®ﬁ

AT o713 TE3000107 T34 ANEERIERE B LEHA] =T —03FAELFEFT, RFPTIEAEU <
v TOERRIERIC e 27 FEERL, el FEYVEZ TCIHEATEN

(3) TE4000003 #A L7 FIS—HWRELFELIZ] OIZT—DIRELI-EE

[J5A 1]

H—2Fy NUAT AL OBERNRRIES TWDAEEENRH Y 97,

[h4 1]

ERT 2 Y =N Oa—H— X2 = o T IVOHEREEG IR, ¥ —F > R AT AL OB ZHER L TL
71‘; él/\o

((FEIUSB 2 ) 7L LR BIEDI—5 Y bMr—JL G EEBFEVDEGE, BEMNI FLHELEWGEEAHYET,

(Al 2]

H—2 h AT AERFP EORENR—EH L TWARWATEEMRH Y £,
[t 2]

DF—L— FOWR : 5 =5y L7734 AOBFARSE TR LT, BIEREEOTFFEE B TRV,
R L— 2SI A R LT S0,
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@7 v v 7B EMOMETE:RFP TANILTCWNWDEE =7y hT AL ADIa v JREL X —F v AT LD
70y I N—E L TWAENEHRL T IEEN,

(A 3]

WERICE =7y TR ZANT Y N SNTATHEERDH D £,

[ 4 3]

O —%7 > T ZAOEJ : RFP L OMEHICELEECL Y, ¥ —F v hT A RN & v RA3%
ELEREMENSH Y £9, BIRICFER WD ZRHER L TR0,

@FMERY & b :RFP & OEHFICHR Y & v FEIEENS X —47 v T30 22U & v A AS SZ A HE
HWRHY FET, Uy MElEICREZLZWDZHER L T a0,
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(4) RX 77 31)TO USB Direct BENfE LAELNMGE

[JRIA]
USB 7 — M R T A R—3450 STV D ATREMER B W £9°, AKiX “Generic Boot USB Direct” 737
LET,
[ chae]
ROFETELWRTI A NR—% A A =L LT EE,  (Windows 7 OEjE TR L E3, )
O L TV D IFIX Windows DT /31 A 32— v —[XLL FOREEIZ /20 £,

BTRAA RA—Tv— 1ol x|
TPAMED EBPEA) BTN AN
&= || E HE 8BS

T A= (0OM £ LPT) Al
- ¥ AL EOENDAA T T R,
NERS N
I A £2A-
= i 22054k SUPI SR JbD -5

Generic USE Hub

Generic USE Hub

InteI(F{) [ SerlestQDU Serles Ohlpset Family USE Enhanced Host Controller - 1026

amily USE Enhanced Host Contraller - 1G2D

USEI Root Hub

4.1 FNARRR—D v —

@ “FIANRN— VT NU2TOEF TUTOEA Tl NERLETOT, “arta—F—%ZWL
TRIANRN= VT =T ERBLET” 28R LET,

# F34)i— YII1POEH - Renesas USB1653 USBE Boot Mode Device x|

O I F54i— Y7MIIPOEH - Renesas USB1653 USB Boot Mode Device

EQESBRETFSA R~ YIMIIPERELZ TN

> F:'-f R~ VoborPoRMEEG SHEELE

FAARDRIOS 1 P by it a b notemLey
E‘ﬂ W20 AT Tt l—gmﬁé Sf RITD

& TE1--EFBLTFS{ /i~ YIHIrPERELEI(R)

B34 = VI ITEFRTRRLT VA M- LT,

Al |

X4.2 FSANR—=Y I D T7DEH
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@ “arva—2—LEOTF A A RIANRN=—D—ENOERNLET” 2R ET,

B Fa{hi— Y21 POER - Renesas USB16563 USB Boot Mode Device x|

&J _ F5M/i- YIKIIPOEN - Renosas USBI53 USB Boot Mode Device

Tk —4-EOFSAR- Y2t PESELEY.

ROBRT S/ — VI O PERRLET:
| - emE.
" B2 IA-ERETI(])

Y R e Do bapt, 7 e
" sy S [T =8 s
B AN e L e

X4.3 FSAN—VYIT b TT7DEFH

DL TOXATuZ7nErLET, (b L “Generic Boot USB Direct” 73/~ L CWRWEE, RFP A >~
A F—=FHNDUSB 7 — F MCU TypeA HUSB K7 A "—% A A h—/L LT 72X, ) “Generic BOOT
USB Direct” #3#4RL, [k~ [&ML £,

B F34A~ YIM)1POER - Renesas USB1653 USB Boot Mode Device ] x|

() . F55- YILIIPOR - Renesas USBIE53 USB Boot Mode Device

CON-FIIPOEDEAYAR-AIDT AL F34 - ERRLTIEED.

D=0 IUANBREESTASRIRLT DN 20U TCEE, AV AR ATBISA/S-0
U FE e ot &

~ EREOEN\-FPERTO)

L) COFSAI5-(I1, Authenticodeltm) F-H/N)27, FAADRAH)..
B -0Ra SS9

|| ) || et |

X4.4 FSAN—Y T I 7DEH
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®USB 7—FH RTARN—=DA A F—/LHR5ET LE LT,

B F3{/~ Y1 POER - Generic Boot USHE Direct |
) L F54i= YIMITPOEI - Generic Boot USB Direct

F2A i~ Y2 M PIRES IR ENE L.

COTIRAZRDFES A — VI NI FOA A M-I BT LELR:

Generic Boot USB Direct

X4.5 FSAN—VYIT b TT7DEFH

(5) RXDIDa—FEEAHDWVIEMER T,

[chae]

T T T LT FANNICHDID 2— RPRERESINTZT RLAZESR L TLEEN,

NI —F hT AR, AP —YPF =A== T A ESZR LT EE N,

W, ID 2— FOFlEl=— FOREIZBWTC, #g 3B ID 2— FAR—ED%, SEEELEITI G = — NI

BELTWVAES, EHEER, BET—FE— R FIFTBILET, 79 v a AT ~OEX ALY
179 Z ENATRETT,
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4.3 BIEICEET ARSI T
VLR A 3 DIRERFICRAE LT T — ORIEIZ DWW TR L £,

(1) Y—ILIEGEICTROIS—IRELIZEE,

e E3000203 Y —/L & OFHIZRI L E LT,
e E3000204 ¥ — L& DIEBEIZRMLE LT,
e E3000205 ¥V — /D7 7 — L0 =T HHITRKKL E LTz,
e E3000206 V' — /L OHHULIZRIL £ LTz,

[%han 1]
USB Direct ®34, 142 BAEIZBETH T T7 0] 2R LTLEEN,

[ 2]
FRY =R EELTWDEEEENDH Y F4 0 T USB B2 Uk, FE L TAHA TSI,

[ %h4e 3]
KA N PCHRREEILRS>TWDD, USBAR— FOWEDORREN N H Y 3, A N PC 2HEHT 50,
BEFEHAL TS USBAR— F ST DR — F i L TATL IS0,

[k 4]
E1, E20, E2 04, HHY —ABHEL WA AREENRH Y £4, FHY—NDa2—P—Xv=a2T /L
EHWBL, BRZWT 2 R E{To T X0,

[ 5]
Y — A B BIREHE T 3, BB RRO TR DY 5, ZOHE, 4=y PV AT Anb
BFEEAHB LTSN,

(2) BERKICTEOIS—AFELELESGA,

e E300010C 731 ZINBEAZ LIeT —Z M L Tk,
E4000004 7L —X 72T —nRAELE LT,

E4000005 U 7 =T =03 ELE LT,

E4000006 A — \—7 =T =33 AL E LT,

E1000004 7 /A A THEET —Z =T —MFAELE LT,

(&t 1]

=27y NT N ADFEEREZ TND0, BENLEL TWRWATEEERH U £3, LUFONKE % iR
LTLTEE0,

o HELEIZ /A AN N L EMER LTS,

o Y —NEHZ—Fy hUATANRELIERINTVEIEEZMBLTIZS,

o RAF T DU BN EL <AThNTnDH I EZMER L T EIN,

o A7 m vy 7 ERCEBERENIE LWERL TSN, BEEREZRVEIZT D Z LIz EXIAR

INZEST DHENH Y 7,
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(%] USB 2 ) 7L &z, BET7T—JIL, Y—ILEDEBGAOBHERZ—JLLGEEZEELDES, BENSF
CHEBULMGEAHY FT,

[ b 2]
USB ¥ U 7VEHAER 2] L C RL78/G10,GIM,GIN &+ 254, N—Ru=T7ERICEY YT 1=
T—MMBAETLHZENDD T, ZOHEAIE, tho USB vV 7IVEREGZ THREK 7230,
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4. FZ TILRALE

4.4 IS—AvtE—2

RFP Z iR AET 2T — A v E—TIZ O THER L ET,

F*<4-1 IS—AytE—v—%
E0000001 A= T7AILDBEICKRBLELT,
xR ERAREEAR X FHZEE A1z, Windows TEATELRVLFAEENATLS, FE
T7AIREERDIEW T 7 ILIT+ L FEIRE LI-mREEAH Y £T,
T74IWEA, FEEFERBREERLTZEL,
E0000002 Ayt—Y T7AILBRDOAY FERA,
B2L BELEIZALNEONSRVMGEICRRINET,
FLOWI 7ML ERBELTLREEL,
E0000003 A=Y T7ALERCIENTEFE R A,
5B BiELTWLWDS, ®AELTLEY, FREFELEVWI 7ML ERAVEEICREL
7,
FLOWI7ALEERT S0, ELWIT7ALEERLTLEEL,
E0000004 Ayt—o T7AILERETEFEA,
i RIGFRE 7 7 A IWEEERDOHZ 77 A IITHILFITEBLTLEEL,
E0000301 Ayt—Y ZOIT7ANEHEAHARAL I ENTEE A
i BELLZIZFALORIELTVWEWI A=y bOTRTS LT 7AIILERELS:
BEICRELET,
WMEFTDTATSLITIFAINT+—y MZDOWTIE M5 FRTSLI7AILD
A=y bl FBRELTLEEL,
E0000302 Ayt— CDIT7ANERAAEIENTEERA, F7MILHWEBLTVET,
R BERLTWS I 7 ILERVGERICRELET,
FLOWI7AILEERT ED, ELLWI7AILEBEIRLTLLESL,
E0000303 Aytg— ZDIT7ANEHRHARAL I ENTEE A
T7ALDBRIELTOERWIWAN—2 3 v TERESATOET,
B FLOWI7AILEERLTLIEELY,
E0000304 Ayt— COIT7AINEHERARLENTEER A,
T7AUDENIN— 3 VTHERENATEY, ERTELGVEENEFENTLET,
i FLWLWI7AILEERLTLSIZEL,
E0000305 Ayt—o T7ANETFNRARAD IS YA AE) YA XEBIATHET,
i A=Y rTNARDAE)EEANDT—2E5ET T 7AILEBELZBEICRKE
LFET,
BE COIS—MNTRERGEET—VJICEBT S EMNTEET,
TELBZEEOH) ARVEENDT—2EE R L TCLHENRWEELRE
EEAEIE M232HRFEHRE] 271 O TO)TF—HEL #8BL T,
E0001001 AytE—T AFENTETT,
xR ABLIELIEE>TVWWET, ELWLWI+—Ty FTAALELTLEELY,
E0001002 A= COIT77AILDMAEDHEIBRTEE A,
B RPI, HCUHEX &1z RPE 7 7 A LHEHR TO TS LT 74 ILERIZEEFATL

BEICRELFET,
CNLDIT7AIILIEEBMTEEL TS,
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4. FZ TILRALE

E0001003 AytE—T ANFRELG ERBEHEEZTEZ TLOET,
&5 EA AALTENMERATREGEHEZER TLET,
A=Y FTNAADLI—HYF -T2 7ILESBLT, ELWMEZAALTLE
=Ly,
E0001004 AytE— TGS LI 7ALDBEESNTVERA,
B1L EEAH, FERNYIFARBERBT IICIETATILTIFAILERET Db
ENHYET,
E0001005 Avte—2 Ty alBENEEShTLERA,
&5 EA REREIZ ITI1D2ULEDITY REBIRLTLIEELY,
E0001006 Ayte—2 BEORZ IOV IMBBESNTVERA,
REA [FRvYEEZ2TT, BERROTOVIE1DUEF v  LTLESLY,
E0001007 A= I75viatToavhaEEShTOERA,
B 7592 aA T avEEEFACHICESAARRICE>TWSA T a UhEE
LEEA
[75v2axToav]ZTdT1IDOULDERESE IRET S ICEBLTLIEEL,
E0001008 Ayt—T A== 3= RI7APEESATLEE A,
B A=-—Ha—KRAJTA=— 90— FI7/ILEEBELTVWEMGSIZRELE
ER
BEHZEIE 1236[2=—9a—F] 27) #8BBLTLESL,
E0002101 Ayt—o BESNEARVRSAUA T avEInralcy b7 7L TRERTEE
‘A,
B1L ¢« BELLTAS Y FI7ALTHATELZVITY FAEESAEEEICRT
ShET,
o RPIFIFHCUHEX 77 M LAEEINF-TOD Y F 774 L EFIAL T,
HEX 274 ILERELEBRATY FSA4 U ERITLEGRICRTINET,
« HEX 77 A UDERESNETOD Y F I 7/ LEFHAL T, RPIEEIE
HCUHEX 7 7 A LEZHEELIEFHaIR Y FSA VEETLEBRICRRTIAE
ER
E0009001 Ayt— AEYNBY ERA,
B RAFPCOAERYNFELII-ONEBEZRFECEEEA,
E0009002 Ayte—o FHLANISI—IRERELEL,
E0009003 5 RFP 281 VR F—ILLTL &L,
E3000008 Ayt—Y COT77AIVIFHEBELTVLES, X{1TH)
B BRLEZI7ZALPHGELTVENI A=y hOTOT S LT 7 A ILERHAA
EBEICRELET,
TOJSLI7ANDIT+—Ty bEERBLTLLESLY,
E3000101 Ayt—T 7 KLZ (OXXXXXXXXX) 2 ET—2ABRICEELET,
B EHETDI7RLADT—RENBLES ELEBAICRELES,

TAOTSLITF7AIRIZEELET7 RLAZEDT—AAFEELALMFEEL TL
=&y,
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E3000103 Avt—L | FTLavTF—ADT+—< Yy rHABELTLET,

B BELEZTOISLIFZFANZEENEAF T avT—20DT+—< Y kNG —4
9 hTFNRARE—HBLERA,
ELWRPIZ7AIILERET SN, 753v2ad T avDEEEREL TS
LY,

E3000104 Ayt—C | F—EA32bit 7 FLRAEMZBZTWET,

% EA A=-—4Ya—FNEFAHTI2bit 7 FLRAEMZBZ -T—2 0B LE5EL
IGRICRELET,
A=Z—Ja—FI7ANVICHELETZ FLRABLUY A XTF—22HRBLTLES
LYo

E3000105 Avt—C | TNARADLEELRHY FHA,
Bl B—5y hTINAADERE IR TOELD, BEIERTESEEA,
A=y b TINA R EDEHROCEEE— FAELWLMERLTLEEL,
A=Y bTNARADEF ) T o#EEICKY, BENBIEShTWSAEESELH
UET,
M4.2 BEICETE T TIL] ZBRBLTLESL,
E3000106 Ayt—C | ZOTAARIZERMELTOER A,

Hi] FMIELTUWEWNWE—5y FTFARSRICEHELESELEL,
HYR—b+FT24—59 FTNRALRIZDVWTIFH M2 /R— kw4200 bO—5
22T 2B LTLEEEL,

E3000107 Ayt—T | FTINA ADEHRERE—BLERA,

B TOTzH MERBEERLDZE—HF Y FTNAARICERBELESIELTWSD, 24—
T RTRARADA T I VEEICEY AT VBEDAEDL > -AIREENHY F£7,
BHT 212700z FEFRERLEL TS,

M4.2 BEICETD RS TIL] 2BRLTIESLY,
E3000108 Ayt— | BEGERNICT—4AEENRTVERA,

A BELETAOTSLIZANIZE—TFY hTINA RO AT EBEARNDT—2 HFE
LEWBEICERELET,

E300010A Ayt—L | TRLR (OXXXXXXXXX) DT—2R—HLEEA,

B TOTSLT7ANDT—RER—5Y bTNRALRIZH L TEZAFENET—4M
B DAL HY £,

E300010B Ayt—T | FTarT—EAR—HBLEREA,

B TATSLI7Z7ANDISyoatxToavT—2E8—5y bTNAALRIZHRLT
EERAFNETS v atToa v T—ARELSAREENADY T,
ey bRIZCA—FY bTNHRARIZCRBEINZ 2L TDISvatxToars—
RIECDIS—MHEETEENDYFET,

E300010C Avte—Y | FTNARDLRELET—2AHIELTWET,

B M43 BIEICBET A LS TIL] ZBRELTLESLY,

E300010D Avte—Y | FHGET—R2ERELFLE, (0xXX)

B A=y hTNRAZADLFHLENT—222ELIERICRKELET,
BJAC2—45 Y bTRARICYEY FEANRTUVSDHERLTLZELY,

5.6 COM # & U USB Direct ##x1 #SHBL TS,
E300010E Ayt—2 | F—HIZSVRIATA—ANREENTULEE Ao

B [SVRINSA—HEBEMZ D] - TATSLIT7MILEERT D] OREEMN
B lEELETOTSLT7AILAIZSVR IS A—ADT— 42 HEE LEMESIC
HELFET,
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E3000201 Avt—L | EBELEY—LARIMYFEA,

B TOCzH FTHEELTWAY—ILMNKRR FPC EEHEINTVWEIMERLTLE

Y,
Flz. OSDTNARRESAN—DRBESINTNEINEREL TS,

E3000202 Ayt—Y | HBELEY—LEITIZERSATHET,

B BELEY—LANT TITHOTO TS ATHERIATWSIBAICRELET,
E3000203 Ayt—C | YL EDEFEICEBLELE,

B M43 BIEIZET DS TIL] 2BBLTLEELY,
E3000204 Ayt—L | YU—ILEDBEIZKRELELE,

5B M43 BIEICETE T TIL] #BRBLTLESL,
E3000205 Ayt—C | Y—ILDT7F—L9zTEHFIZKBRLELE,

B 4.3 BEICETE T TIL] ZBRBLTLESL,
E3000206 Avte—2 | U—ILOMEEICKBRLE L,

B M43 BEICBETE STV ZBRLTILESLY,
E3000207 Ayt—C | A—5Fy MIBREMAA>TOWEEA,

B B—TY FORTLICEREANTHLERZLTLESIL, ERFPASTLSES
FY—ILOERERGES LTI,
IZalL—4noERBEBRLTVSEGEIE TIaL—420OVCCLED NELTLT
WBEMEEREL TS,

E4000001 Ayt—T | A—=45y MIEBRICERMEA S TWVET,

B BREENMRHE SN TVIRETY—ILH L EREBKEEFRALEBAICREL
F9,

1222 Y—)LEHI(2)) 28R LTZELY,
E4000002 Avt—T | Uty bHBRBRTEERA,

E] E1, E20, E2, E2 Lite fEABIZ2 —4 v b T/3A RIZHEKFFIZY £ MES T High
ICH 22 EERHETERMGEICRELET,

A=Y FIRTLO) Y MEEEREL TS,
E4000003 A=Y | BALT OIS —NREELEL,

L] RAISHADERTE—4 Y FT/NM4 X & RFP BIOBEEICHABENEEL, 4 LTI+

NEELFELE,
B—Hy b TNNAREDEHRO. 23—y bTNARIZ Y EAADTULELD
EFREELTLLIESLY,
M42 BEICEET D LS TIL] 2BRL T,
E4000004 Ayt—T | TJL—SU9I5—HARELELS,
B M43 BIEICET S STV ZBRLTLESLY,
E4000005 Avt—2 | RYTAIZ—MEELFELI
B M43 BIEICBET S STV ZBRLTLESL,
E4000006 AvtE—T | FA—N—FIS5—HFEELELS,
B M43 BEIZET DS TIL] 2BBLTLEELY,
E6000001 Ayt—C [CPUDYAYHRFEIZERBLELE,
B ZDIS—IE. CPUDY BYIMEIELTWBBEICHRELET,

A=Y bTNRARZ/ OV INELSEBINATLEIMER LTS,
S0y IZRBEVMERIF. TS ABRAX—XE—FELEFY I b T7REY
NAE—FOAREMADHY FFT UART M USBBIEZFE - TH—5Y FT/IRARAD
TS5y arEYEHELTLESLY,
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4. FZ TILRALE

®4-2 RAAVATREST SIS — A vt—D—
E1000002 *yt—Y | FNALATFlash#lIT 5 —AFEELFE LTz, (Response XX:XX)
B A=y RTINS ZDEEL TLNDH, —FFMICEEIKEIZE > TULSEEEMD
HYFET,
BUBLIS—HIRETIEEIILRYREETEIBNECESBAOVEDLELES
LY,
E1000004 Ayvte—L | FNARTEET—FIT—HIEELFELIZ, (Response XX:XX)
B M43 BIEICET A ST ZBRLTLEEL,
E1000005 Ayt—Y | FTNARTANYV OV IEEIZT—HIFEELF L, (Response XX:XX)
B ARV By THRELLEN I =5y b TN A THEAERGZWVESICRKELE
E
HMEE =Y b TNRARADA—HF—XTZaT7ILESBLTLEELY,
E1000006 Avte—2 | TNARTEEBBEIS—HIFEELFELIZ, (Response XX:XX)
B A=Y RTNAZADBY AV I EEICKRBRLIZGEICRELET,
AR BYIDEREI—5Y bTNRARADEREEHERLTLZEL,
HMIEA—T Y b TNRARADA—Y—XAI=aF7ILESBLTIZEL,
E1000007 Ayt—Y | TFTNAAARATRIAI—RF—HIS—HPHEELFE L, (Response XX:XX)
B A=Yy bTNNARIZHRESNTWDEFa)Tsa—FEEHSID O—KFTR
%Tt LEBEICRREINET,
HELEZID O—REBNEHEEEFERMICOUTILIATSIOITEI—Fy
TNA ANDERETEER A,
BINNE LTEBEERETOICENTEZ IS Y FTNAREBHBIH, 5ELLIEA
—5Y FTFNARADA—HF—XIZaTFILESBELTLLESLY,
E1000008 AytE—T | TINARTFRLRAIZ—MNEELELS, (Response XX:XX)
Bl A=y b TINA ARG L TWAEWNT FLRSEENMEESNZBEEICRELE
ER
A=y b TNAZRADA—HF—XAI=2T7NLESEL, ELWMEEHMAZT>TL
230,
E1000009 AvtE—T | FTNARTR—L—FIS—HMFEELELI, (Response XX:XX)
B B—Fy b TINA APNERTERWAR—L—FEBIRLIEZBEICRELET .
R—L—FREELVAVIBREEHRR LTI,
E100000A Avte—L | FTNARTO—HIHYIS—HIEELFELIZ, (Response XX:XX)
B UTDSEEICRETHIEAHYET,
o X T 4 HEEICKBHEIRNMA o =FEEICT L TIREEERIT L=,
o« A=Y RTNAZAPBELTNDS (T3 tTYDREPLEILEESD) ,
E100000C Ayt—C |ZOTNAREVYTLTATSIVIRZEESATVES,
B ERZELOEFa) TANRESATLRGERICRELES, U T7LTATSE
VUBEREFERTLCLIETEEE A,
A=Y FTNARDBRAICK > TIIEGEZELEZEE LIZBETHLIDIZ—IIH
59, E3000105 T5—MERFRENDILDIHYES,
E100000D Avte—L | FTNARTIO—IS—HFEELFELIZ, (Response XX:XX)
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