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ES (ntroduction)
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FEVa— DL HERMEAGTECETAMOT ) r—varryuad s sOSEEED [Synergy Y 7
bo =78y = (SSP) o —HF =XV =2 T V] B SN TWETOT (5 6 M2 BM), L0 BHRR
FHEFEETLEAITTERANEE T £,
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I% AE- CLOUD1 & LU AE-CLOUD2 F » h ETHEREB LT A F S TWET, fliod Synergy & > F=ofthod
0T 7 70 R7u A ZiE, A%DOV ) —ZATHIET 2 FETT,

iW7E1) Y —R (Required Resources)
MQTT/TLS > 7 NT 7 U r—a v )L RLTEITTDHITIE, LFDOY Y —ANRKETT,
RRY—NEYT YT

o e?studio ISDE v6.2.1 F721xF LI, & L < 1% IAR Embedded Workbench® for Renesas Synergy™ v8.23.x
FIXENLIRE
https://www.renesas.com/jp/ja/products/synergy/software/tools.html

e Synergy Software Package (SSP) 1.5.3 % 7213 ULk,

e https://www.renesas.com/jp/ja/products/synergy/software/ssp.html

e Synergy Standalone Configurator (SSC) 6_2 1 F7-iZZ 1L LI

e https://www.renesas.com/jp/ja/products/synergy/software/tools/renesas-ssc.html

e Renesas Synergy™ USB CDC R J 1 /3
https://www.renesas.com/jp/ja/products/synergy/software/add-ons/usb-cdc-drivers.html

/\‘—Fl?;?

AE-CLOUD1 % v b+ (Wi-Fi h— F23M1)8) B8O AE-CLOUD2 &% » k (7 —AR— K (Pillar board) .
Wi-Fi R— K, BG9 &/ 77— —/L | (Cellular shield) 73J)&)
https://www.renesas.com/jp/ja/products/synergy/hardware/kits/ae-cloud2.html

e Renesas Synergy™ PK-S5D9 % v
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Renesas Synergy™ %> 7 L7 7 r— g % v b (PMOD X—ADE Y 2—/L) (AE-wifil)
(RS : AE-wWifil (X AR — F &2 T LTV ET)
e Windows® 7 £721% 10, Tera Term =2 > Y — )V E2|3ALlOT 7V r—a 0 A A =)L AHD Web
77 7 ¥ (Google Chrome, Internet Explorer, Microsoft Edge. Mozilla Firefox & 7= 1% Safari) 23&i{EL T\ 5%
PC

e MicroUSB 7r—7 /v
o A—HV Xy r—7

BREH LK1 —Y (Prerequisites and Intended Audience)

ZOT TV r—ar/— b, =—V 7 Renesas e? studio ISDE & Synergy Y 7 F 7 =7 /%y & — (SSP)
DEERRRNR S5 Z & &L LTWET, 2a—FIEARBROZ2WESIX, 2077V r—vary/—Fh
DOFNEZFEITT BRI, [SSP 2—H—X~v==27 /] OFIEIZHE [Blinky] 72 Y =7 F&ZE/LRLT
FITLTLZEN, 2RIk Y, e studio & SSP OEMIZIEIL, R— F~OF Sy FER S HEYIHERE L T
WHZ EEMERTEDEIITRYET, &bz, ZOT7 7V r—var/— i, MQTT/TLS & ZDi@E~
0 ha VBT A S D Z L bEifEE LTNET,

stg o —H 1%, Renesas Synergy™ S5 £721ZSTMCU > ) —X & MQTT/TLS EV = — & HHAL, 77U r—
vavERRBTALIZIEEREALTNDH—YTT,
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1. 259 FEHEDER (Introduction to Cloud Connectivity)

1.1 BE (Overview)

10T (£ / DA & —% v ) X, B (sensor) °A~— k7 > (smart-phone) 72 & D HEBICFIH S5

B4 World Wide Web (2856t 2 72 DIZHEH SN TW D ILEHIFRAFEDT 7 /v V—TCIME SN TWET,
10T T, AE, A>T VP> M fiECHREIZY V7 L, £/ (. 7310 R) EAOM., BXo=x

EE O (BEWAR AR, M2M) TEBEZ1T O LWFIELFEBLLET,

INBEDTNARAEFNTE/ I, A X —Fy MR LET, o T A AR H2fH L CTEEO
BREEDOINVE LR A2 R T 25 E RO AT DI ZOEFERIZCT VB ATE, STV Faxz—H
PHEH LTI 2T AZ LN TEXET, 20728 AT, 10T A XNIKREOTFT—FEAERF L, 75
TRV a—T 4 U TIIEREINTE T — X BRETIHTOORK AR T H LT, T X B BETHZ
EMTEET,

1.2 FEayHR—=x> bk (Major Components)

T 729 R YV a—Taid, UToOFEEa  R—3x o hTERINTHET,
1. A AE/-1TEY  (Devices or Sensors)

. = Fv A (Gateway)

2
3. lIoT 7 Z 7 F¥—1t" & (loT Cloud services)
4, = Ra—HWmENFOT 7V r—a /A7 A (End user application/system)

Devices

Gateway

B1 1oTO25%9 FEROT7—FTIF~
FNA ZFE 1Tt Y (Devices or Sensors)

FNRAAZ, "N—=F o7 Y7 b7 TR ENTEY, AR EEEREEZITVWET, 7351 A%
Xy RT—Z1CHE L, TAAAREF L, FHRIFTLERLT Y r—a v EBEXITOWET, T3 &
LB E IO A v X —x y N e T X T,

5 —+rv=xA (Gateway)

JF—hUxA (gateway) IZE-T, A ¥ —Fy MIBEEEREINLTWRNWT NS, ZAH 7 T RYb—E 2R
ERFRATHZENTEET, ET A ADPLOT =X, 77U RTT7y N7+ —AICEFEIN, £ Tl
DT NA APBEFE LieT —20, MOEBUHT —2 & LHIUBls, fAGbInET, FLAED
— %72 815 7 — ~ 7 = A (communication gateway) (X, Wi-Fi, 4 —% 3%y b, BAT—/2 D, HEO®@EE
T /uY—%YR—rLET,
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10T 75 v K (loT Cloud)

ZL D NoT THRA AIKEDT =X AR LET, INOT A ZAOEH, [HFHRLHE L ZDOIEH DDz,
NFH), Ar—T TNk a A MR FIERKETT, T—%, FlcEy 77 —% (bigdata) ORIF, WLEE,
S EITOHA. 77U F&e bR D FEE RO 20X REETT,

1.3 259 K70/ ZDOWE (Cloud Provider Overview)

1.3.1 Google Cloud IoT Core M#ZE (Google Cloud loT Core Overview)

Google Cloud loT Core |Z584 72~ — K (managed : FEIA) h— X TF, ZOH—ERZFE ST, A
HOTNRAZANEOT —ZOIUE, BHE, B iARZ, fHNOLEIZIATTEET, I 5 Google Cloud
loT Core %Z Cloud 10T 77 v 7 4 — 24 RICET HMMOVy—E R EHMAGDOED Z & T, 10T 7—Z DI
B WE SHr. RREAEE YV TAXA DZFEITTEH YV a—va VEEIL, RN ANL—va v E2Y
AR—FLET,

DTz, y—bE2ayR—R e TF—2OMNEZERHLET,

o
Provisioner
) Google Cloud Platform
QCIoud loT Core
|
Device Manager
=" j
-
Config Update ;

HWL._ MQTT/HTTP Authentication

Protocol

— > i
Telemetry Bridge
Devices Monitoring

Data Broker ————p Cloud
Pub/Sub

B 2 GoogleloT Cloud IZ&%YJa—Ya Yy

Google Cloud 10T Core ®FE72 2 AR —F > M, T3 A~ —T ¥ (device manager) &7 v ha/iL7 Y v
¥ (protocol bridge) T,

THRAARR—V ¥

TN AuET DY 6. BANZT /34 A% Cloud 10T Core (28 &k 2480835 D 97, BEAAT 91T,
TR A& a7 g (collection) . T2 B LU A MY (registry) (ZIBML, WL DD MHERT
137 ¢ (property) % 7iEFE LEJ, Google ® Cloud Platform Console, gcloud =~ K, F7-/% REST &
ZAND APl ZfEH L TT A A RETEET,

TNA ZADBGR, BE=HF WREITO ZLNTELRELZ [T AR —V v LHRHLET,
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e Zuba)7Yv¥ (MQTT & HTTP)
Cloud 10T Core X, T /34 ZADOERE EWEEITHOTZOICMQTT & HTTPD 2 >0 harzhR—hL
TWET, T4 A% 70U v (bridge) #&H T Cloud 10T Core & OilfE&4T\E9, 7V v VIl
MQTT 7 U L HTTP 7 U v UBH 0 £7, 7354 ALY A KU (device registry) & 1ERT 2 BRIC,
MQTT & HTTP O —F £ 72107 o b a L &2 R L, A LET,

F A ADiENEERME (telemetry) 5 — # 1% Cloud Pub/Sub &~ 7 (topic) (Z#zi% (forward) &#L, Z 0
F—H ZH L, Cloud #8E4 ~ U 4 (trigger) L %9, & 52 Cloud Dataflow Z i L7z A F VU —=3
75581 (streaming analysis) <°, —V DY 7 27 Z A 3 (subscriber) Z{#HFH L7=4 2% L5547 (custom
analysis) #5347 T F£9, Cloud loT Core i L CT7 /A A DOHE% (configuration) #2535 1L T,

TFTNRAZAERET L2 b TEET, T AR, FBIC2—PRER LA TV T—UFT V=
7~ (BLOB) 7—# Th ., fiE{k (structured) SN TWVWHZEH, ShTWhRWZEEHVES, 7
NAZMQTT ZEHT 2356, HIRITTh b DT /A ZIZHEIIT s (propagate) ST ET, 734 %
 HTTP & CHHE T 256, T DT A RIIHIRANICHERR 2 2Rk T 5 (request) HENRH Y £,

1.3.1.1 F75HEEE (Key Features)
1) FTINARADtEFa) T+ (Device Security)

10T 7314 ZADfdE (deploy) EEHRAEZITHBRIC, BX =2 U T ¢ (FEE/Z2SFIA (critical concern) (2720 97,

Cloud IoT Core i%, AT DX = U T (HEREATRMLL TV ET,

e JSONWeb F—27 » (IWT) ZfEfH L7=. /314 2AZ L (per-device) DZABH#E (public key) & %

(private key) DFEFIE,

ZOMREIZE D B (attack) (XD SNAHHEIKEZRETE E3, RIET 7 &R & (compromised)
BEThH, BH—DT7 A ADRITHEL, RIRICEETL22L13H0 EEA,

o RELRNIpgEY A XEEH LI2E4 (signature) FBRED7-HIZ, RSA F i3 Mdh#r (Elliptic Curve)
TNFY ALZHR—FLTWET,

o TNAARTLICHEBREZFRNRERT HZ L THEOEOR—T —2a VETR— 2130, Z7LT v
L (credential) = & OHIREINEEIAZ AR — R LTWET,

o TLS 128X, /L— NRFE/R (root certificate authority) % 74— b (MQTT T ZH) L $£ 7,

e Cloud IoT Core ~® APl 7 7 & A, Cloud Identity 35 & T" Access Management (IAM) &\ 5 %4 (role)
BLOMER (permission) Z {7 L CHIlME L £9,

(2) TNARZEDREBEE (key authentication)
LLUF oIz, Cloud IoT Core OFEREZE R L E 77,

() O

Device MQTT Bridge

==

Connect{deviceld, JWT)

verify JWT signature
with public key

Connected
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AAREIC BT D BRI, BLFD LB TH,

o T /34 AT ISONWeb k—7 > (JWT) % #fi L £9°, JWT L, #&FE~ 72— (authentication flow) 7> Hifs
L7-RAEHEIC > TEA4 (sign) vk,

e MQTT 7'V v UITHHET 5 & &I, T /34 AL MQTT CONNECT £ v&— (message) N T JWT %<
AT— K (password) & LCHRLET, =—%4 (username) ONEIFIE SN E T, =—F 40 4HHE
ESINTWARWEGA, —HO MQTT 7 747> v74 77U (client library) [Z/3A T — REZEEFELEH
ho ZORMEZEFRET 220X, =—% 4% Tunused] (RIEA) £721% lignored| (MR Xiiz) 72 EOILE
DOEICERTEL T E &0,

o MQTT 7 U v lid, 7/ ZAORABGEE LB DE DL FIETIWT #HBAELET,

o MQTT 7' VU v Uik % F ANLE T,

o IWT RHIREIN DS 6, #EfeidAL bk 4,

3) BOR—T—2 3> (Key Rotation)

Cloud IoT Core |%, HiD/2WEO T —FT — 3 DD, BEOT 7T 4 T8 (T34 2AH 7=V ok 3#)
EYVR—FLTWET, 2OV —ERIXT 77 4 7HIZHF LT IWT OREZERE, WThroT 7T«
THRNEERT G A R EZ T ANRE T,

APl ZEH LT, &7 /314 A2 L7 . T %/ (device credential) (ZABA#E) (2% L T 1 -2 expirationTime
(AWIIR) #ERTEET, #ELPWIRUINICR-7-%, SITEHINE TR, ZOIIABHVICHIBRS L
FHA, 10 D7 vy 7 A% 22— (clock-skew) FFAHM (allowance) 723 H SAvE 7, #EIZx L THIR
BN DORFZIDNFRE STV WS Z O8I L THIRDINIZR Y 8 A,

1.4 MQTT 7B Fa/LOBME (MQTT Protocol Overview)

MQTT 1%, [Message Queuing Telemetry Transport] (A > E—TF a—A U ZEBHIE N7 AR —K) O%
MCTd, MQTT X, 7747 v M —347H 7 A7 Z A7 (publish-subscribe) (2L DA vE—T T T
Y AR—RF7w k@b (messaging transport protocol) T9, &b THE, F—7 Ty 7N vtE—
Vo7 7a halcthh, EBOEEE L — b (low-bandwidth) | K& Z23#4ERFR] (high-latency) | % 721315 #E
PR~ b T —72 (unreliable networks) D KL 9 72 H EOHFIDO K EWNWT A R H xS TEDH LIS
WEtSNTWET, TAOEDRMEZTEN L T, fiOREWERE (LWERa—F7y h7 Uk (code
footprint) 23/NEIEEL, % v b U— 27 #HE (network bandwidth) 73[R 4172 M2M (machine to Machine :
WAHAE]) . 10T HiECo#fER L) CORMMITHRETT,

MQTT 7 74 7 X, 7u—h— (broker) HBTHDZ 747 MIIERERITT L ENTEET,
LI TAT U INPRED Ny JICEALRH LGS, DOV T4 T M7 a—h—RKREATZEDO M Y7
WYV TR TATFT25 (HLIAT) ZENTEET, 70— —37 747 "OFEFEE AR EHE L, BE
DY T T AT TAT LI TAT 2 MIH LT, BITSnNTA v —U2RELET, ZORT
(publisher) [T A7 A4 NET VT, EEOI FAT > MBREILC N Y 7R THT—XERITTH &
LTEET, 7947V IRFDORIL MY ZICH TR 54T LIRS, FOFEy ZIZELTHRITEN
A=V SR £7,
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PUBLISH to Thing N/Data

Thing 2

PUBLISH to Thing N/Data
Thing 1
MQTT

Broker

SUBSCRIBE to Thing 1/Data

SUBSCRIBE to Thing 2/Data

3 MQTTY9SA 7Y bFORITIVIRISATETIL

ZOET T, FITHE (publisher) &9 7 27 T4 NOMICEHEOHEGTIHY £, BITIVT AT T4
TYVAT AOREIZHIGT 72912, MQTT (Z—M#%AYIZ, QoS (h—E AME) OBEHEDO LN EHEHAL £,
MQTT (2ix, LLF® 3250 QoS L~ Liidh v £,

e I K 119 (0) (At mostonce (0))
o f/N11E (1) (At leastonce (1))
o IEMEIZ 11H] (2) (Exactly once (2))

B K 1[E (0) (At most once (0))

A= VR ERNC K-> TREMRRE (Ack) Shd Z LTz, EEAIICL > TREPHERFINDZ LD
HYEE A,

B/ 1[E] (1) (Atleast once (1))

Ao —UEZEMCEN L REETD I EBNMRIESNET, 2L, 20 A v2— I 3EEE ORI 23 7]
BETT, BEMIX. ZEMS D PUBACK 2~ FEXOZEMHR (AcK) 2= ITMAFE T, Avkt—U%
HRELET,

EREIZ 1181 (2) (Exactly once (2))

A=V EBERICERICLEIOARET S Z EERIAELET, ZNTRDEETT A, & HIEHZ QoS
LoLCF, REHEZEROM CRELREIZLD 22070 —%2@ U CTRIEN RSN ET,

1.5 TLS 7B FaJLOBE (TLS Protocol Overview)

RS AK— R LAY EFa YT ¢ (TLS) 710 h I ZOMG THEEF 2T Vv kLA ¥ (SSL) .
AYbEa—2Fy NU—7HATE X 27 Rl(E 2 EB T 5055k = k=L (cryptographic protocol) T,
TLS/SSL 7 b mjLid, 2 DD@BET 7V r—3a VO TT IA N — LA LET, Tk
K72 7T a T 4 RH Y 7,

W5t (Encryption) :2 SDOWEET 7V r—a v ORTRBEIND A ve—T 3B 3, BRFD
TIANR—FRFEL£T, T — % ORF5{iZiE AES (Advanced Encryption Standard, & R SL AR &t
ALET,

FBFE (Authentication) : FEFIEZ A L CEELOMBIERZMRGET H A =X L TT,

SE2M (Integrity) : A > E—YOHE A (tampering) °Z (forgery) NEMI N/ L EIZEDI L &K
HT 2 A B =X LT, HEROGHEMEZRFEL £9°, SHA (Secure Hash Algorithm, X =7 Ny a7 /13
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A L) D X H 72 MAC (Message Authentication Code, A v —U8GEa— R) 2fH L, A vbE—T05%eMt%
REELE 7,

TLS/SSLIEZTCP ZfEH LT, HTTPLMQTT D L5427 7V r—a b A ¥ 7m k= (application layer
protocol) (Zxf L CEF a7 dE ettt L4,

HTTP MQTT

! !

4 TLS/SSL DR

1.5.1 T/8A REIEAEELFE (Device Certificates and Keys)
ZOFETIX, 73 AGEHFE (device certificate) | ABASE L FEHE, B LOEND B4R T 2 HIEIZHONT
B LET,

1.5.1.1 F/34 REEEAE (Device Certificates)

0T /34 ZDFLE (deploy) LEHAZITHIES., ¥ =V T ¢ 1XHEKNAREE (critical concern) T4, .
0T /34 2132 T FEDBEEFATTE S LD ICARDANC, BBEHR (identity) ZuEL LET, 7V
ZOVREEFIZ, TLS TUE— hARA K (remote host) ZFBiET D720 Db MR TGIETY, 7V X IViE
E L3, T8 2T DRI a2 D 1o DR E DO EFEXDOILETT,

TLS IZilH ., X509 EMEEn a4 L £, Zd ITU-T (EEEXEEES. BX0BEEUELEM)

DEE LR TT, 2770, TLS BIEEZITHOEBOR A NREET LA L. RO EAH
L2 &b TEET, X509 (X, FEAFICET LI EMEMRER L I ESERzya—T 4 VI HFREERLT

B, ZThoz2HA LT N LELERTL LN TEET, TLS THHT D KE45 O X.509 FEHEIL,
B DB HEAER K (telecomunication standard ) T 25 ASN.1 OJREMZMEA L9, ASNL [T S F 7

TRV a—FT 4 T MMEA SR TWETA, TLS GFHE TR Y KM= a2—F ¢ > 7% DER
(Distinguished Encoding Rules) #14% T3, DER /% ASN.1 BER (Basic Encoding Rules) % fiilig{k L7=% 7t > bk

THY, HDOEFNIEHBRL, BITE2EZICTH2 22 HMELTRES LTV ET,

DER B /31 F U FFENERD TLS Yu ha L A IS TWET, 2 bidEkoEEom a2 —
T4 T EEH L TAERBIOMRET 22 LR TE, pem, oty .pl2 DRI T 7 A MERFZED 4T
TWET, &b RARREBOIFHES =2 —F 1 > 7%, PEM (Privacy-Enhanced Mail, 77 1 /X3 —5#
fE A —IZHK)TT, PEM BRX, DER = a—F ¢ 7 IZRkHET 5, Basebd = a—F (L J /83—
g T,

BT 27 7Y r—varildoTid, 2= AMMOEHFLAEKT L2 L TEET, B, TOXONk
AEAERIL, A — U — BB GRS e b O, E7IEEHORIER N S L7ZFEHE T,
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1.5.1.2 T/ A~ADFEBHEDO— F (Loading Certificates onto your Device)

NetX™ Secure 77U r—3 3 o CF VX VGEEAZFERT HI121E, RIZIEHEEZ 31 F U DER ERUCE
2 (convert) L., FA 7> a > CRET HREHREE NA T UVIRRUICEH L 3, @, PKCS#L ZxUC, DER
Tra—F 47 STz RSA A L E 9, BHitk, FEWE L MEHEE T A Riza— K95 1L
TOFT v arnbBRTEEST, 7700 aX—ADT 7 ANV AT LEMAT 0, T—4¥05CT L
A (Carray) ZZAEKLET (Linux® @ Ixxd) LIy —T, [-i] £7var&HE), L Tar 4
MMZEY | GERELREERT — X E L TCT 7Y r—a VICHBIABE T,

SEHERZ TS R Zu— KL%, TLSAPI A L CiFHELZ TLS By > a VICBEEMITA Z LR T
iﬁ—o

1.5.1.3 BHOERIIABOER (Generating Self-Signed Certificates)

TANEMT, BHOEAMNE (self-signed certificate) #4352 b TExET, 2D X9 RiEEL A
T Ha~r Rk, LFo&Ey T,
openssl req -x509 -newkey rsa:2048 -keyout private.key -out cert.pem -days 365 -

nodes -subj "/C=US/ST=0regon/L=Portland/O=Company
Name/OU=0rg/CN=www.example.com"

ZDawy KT, HEBAEHETH D www.example.com 23 ERL SN E T, FEAET 7 4 V1T cert.pem, Fit
BHET 7 A Vi private.key T9,  Twww.example.com] % [localhost] (ZiE&H#zx 5 Z & T, B—H /LKA
MIRHET 2FEHEL AR TEET, ZOHE, A VA R—NLAZ7 VT NOKEYIO54$E LT lNocalhost
EHRELET,

1.5.2 TIARADEF2) T4 CBET 2HBEEIR (Device Security Recommendations)
X2 YT I AU FOHELEHRIA L, Cloud 10T Core 12K » THl SN HDOTIEH Y FHAN, TN
AR LR DREEMERT DT-DITHENTT,

o FREHEIIIEEE R & L“CE&U o,

o 10T 77U RLEBETHHAIXTLS 12 2L, /— FiRE/A (root certificate authorities) Z it L C.
P — ROFEIER ﬁfﬁf&)é EEfERLET,

o KT NARE, —B (=—7) RARBRMEREST ZHEHTLI2LER’HY £5, RITEEROT A A
TH—O#Z2ILELTWT, ZNODT NRAL AD—DORWEIZI L INLGE, WEFIZTH O TH
EINTZTRTOTNANA AR L TRV TETZERNTEDHEIITRD ET,

. Q&F’fﬁﬁ%% Cloud 10T Core |2 %6k T 5 L&, X a7 /RBEEHERF L 3, WEREDNAHBLZLIATIZ

I L, 7 r ey a =7 F¥EE (provisioner) %%b\f/\ﬁ%i%ﬂﬂﬁz\ Ao To A B 2 B Gk L
tfﬁm . ENLIE, WEBEEIXT AL AR DICEIEEERTE AL 1270 9,

o HEA~T1X. Cloud 10T Core (2% L CT NA AZFRIET H-OICEH L 9, o BRlo 7 e s anic
FEHLZWVWTLS7ZEW,

o HEEXTIIRIFT HT A ADHENIZ J:o'C . BT EEMEICEE (rotate) 5L 92 LTK
a0V, BENE, M A&y b5 i T _TOREZMIE (discard) L TL7EEW,
FNRA ATEHSNL—TFT 4 7 /XTA%%?TLTb\Zo%/a}\ 0S O7 v 75— hIt¥=T (secure) 73
FIECTEMT AN H Y £9°, Android Things 1%, EX =777 v 77— b2 ET H72DDHF—E X
ERIELTCWET, AXVL—T 4 VTV RATAEFEHL T WT AL 2084, EBRAKBICESX2Y
T4 OWEFHEDRE A EINTGAE, EX 2T R HIETCT A A2 T v 77— F LT,

2. Synergy MQTT/TLS W% 59 kY1) a—< 3> (Synergy MQTT/TLS Cloud
Solution)

21 MQTT 23472 FOBE (MQTT Client Overview)

NetX Duo MQTT 7 A 7> FE Y =—/liE, MQTT (Message Queuing Telemetry Transport, A >t —IF = —
AV TEWBRE TV AR—=R) 70 b3 _R—=ZAD 7 A7 v MIRIGT D EKHED APl ZH#k L E4,
MQTT 7' k=L, TCPIP & AL CEIET 2 DT, MQTT 2 74 7 > ki NetX Duo IP 33 £ OF NetX Duo
Packet 7" — /LD FAL THRIESNTWET, NetX Duo IP (ZFHE B %, A —HFxv b, Wi-Fi, BT —72 L i
7V 7 LA YITER L E T,
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NetX Duo MQTT 7 9 A4 7 v FEV 2—/ViF, BHEE—RELITEF2T7E—- N CHEHTEET, BFEE—
RTIE, MQTT 7 9A4 7 v b7 u——OMOBREIEZREX2T7 TlEdHY A, EFXF 27 E— NTIE,
MQTT 7 A7 v heo7u——DMOEEIZ, TLS Va ha vz L TeExa7IicR 9,

2.2 BRETICE89 %#EIFEIE (Design Considerations)

o T 74N FMTIE, MQTT 7 74 7 NI TLS ZEHET, MQTT 7 74 7 F &7 u—h—DMDiE(E
TEXF=27TIEH Y A,

e Synergy MQTT 7 7 A4 7> hE, NetXDuo TLS v a7 my 7 2B LEHA, NetX Duo TLS i
727 (common block) OAHZEMLET, 07 o v 7%, NetX secure DIHET 237 ¢ ¥ a
T OERE LI EZ R RN ET,

o TLS By al O, BEX2 VT /T A—FDFKE, nxd mgtt client secure connect ()
APl IZ Lo THBEESND TLS By R 7 v 7 a—ANy 7 ORICEE T 2 ES FHco— R 5%
i, 2—=WIT 7V r—vara— RMITHET2HERH Y F9,

221 HYiR— FXEROBEE (Supported Features)

NetX Duo MQTT 7 74 7 v M, L FO#pEE AR —hLTWET,

e 2014410 H 29 H® OASIS MQTT /N— 3 > 311 ICHERLL T3, Z Lk, http:/matt.org/ (24
HEHTWET,

e SSP il FC NetX Secure Z i L ClfEZ X2 TIZT 50 E 2O HMT, TLS 240N+ 547
TarafEftlxd,

e QS EVAR—hFL, A vE—T%RITT HEICERINATREREE D L~V 2 IR S HERE A R AL L £ 9,
ZELEA Y E—VENE TRy 7 7 IR F L, Fa—2/ERLET,
LAY E—VEZELILEZICa— ANy T 2BETHA D= AL ERMIE L ET,
Ta— =L OPG AR T LI X a— Ny VT RBREGETH A=A LR L F 3,
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222 BEDOI7O—>—4 2R (Operational Flow Sequence)

Application

Creates MQTT Client instance by calling nxd_mqtt_client_create()

MQTT Client

Connectto MQTT broker using nxd_mqtt_client_connect()

Subscribe to topics using nxd_mgqtt_client_subscribe() API

Publish to MQTT topics using nxd_maqtt_client_publish() API

Register callback on incoming MQTT messages using
nxd_mgqtt_client_receive_notify_set() API

Receive_notify_callback() invoked on incoming MQTT messages

Retrieve incoming MQTT messages using nxd_mqtt_client_message_get()

Disconnect MQTT client service using nxd_mqtt_client_disconnect()

Terminate MQTT client service using nxd_maqtt_client_delete()

5 Synergy MQTT Y234 7> bOo0——7 2R
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23 TLSHEyLaVOMWME (TLS Session Overview)

NetX Duo TLS v v a v EVa—/E, TLS 7’0 Fa_X—2D 7 547 MZxIST D E/KED APl &
feffi LE£9, Zd API IX SCE (Synergy Crypto Engine, Synergy K 5{b=> 2 ) gt d s — v 2 &M
L. "= RuxT777%TLb—ra ik amafb L H o bz 3 L £9,

NetX Duo TLS & v & 2 v ¥ o —/LiE, RFC 2246 (/3—0 3+ 1.0) & 5246 (/13— 3 > 1.2) DHEICHES T
SSL (Ex a7 Y7y hLAY) LZ0HMTHD TLS 7’1 b a /L2344 % Express Logic @ NetX Secure
HR—A L L TWET, F72, NetX Secure [ ZFEARR 7 X.509 (RFC 5280) JEZxtind B/ —F o H#5# LT
WEJ, NetX Secure 1X, 7r Y= hTThreadX RTOS #3257 7V r—v a2 HELTHET,

2.3.1 EXFHICE8T 51®RE1FEIH (Design Considerations)

e NetX Secure TLS 1. #15 L7z ¥ — NGERAEIC® L CTREAR/ SAMRGE (basic path certificate) D 7% 17 L &
7
FERNRZARGENTE T LTEFRR T, TLS 1207 7 U r—v a UMt 2 ERGE 2 — LN v 7 % i
#HLET,

o FFFAEICH L DBIMEEDO EITIZ, 77V r— a UITRIST D LENH D £7°,
BINOKEEEZ B ST H7-91Z, NetX Secure [TIH@OMRFEEIELZ HAG L L7z X509 —F o &t LT
WET, Zomicix, DNS MiFEF#ERES>, CRL (Certificate Revocation List, FERAZEZN U 2 ) OeiRHEEE
BHOET,

o VI NYzTR—=ADKEHLIX, Trty HIAMBIND 7,

NetX Secure @Y 7 7 = 7 _X—ADIE B/ —F IMRERE(LF A TTN, 2—F v N FXat vy 3o
BEAC L > Tt EFICEBBOBEREAETLZ BB 3, ~— KT =T X— 2D SLHEEEN
T 555E . NetX Secure @ TLS PEREZ Faii{b 9~ 5 72 OICZ D REZEH L T 72 &0,

o MAIABLT NAAOWE L, —#OT7 7V r—a idx K TLS La— KA X ThbH 16 KB &R —
27200 Y —RAEFFZRWAREENRH D £77,

NetX Secure I%, +5372 VU Y —ANEHTE 57 /34 AT, 16KB L2 — RZUBLTE F7,

2.3.2 HYHR— Fx&#EE (Supported Features)

e RFC 2246 The TLS Protocol Version 1.0 (TLS 7'& s =/L3— 3 > 1.0)

e RFC 5246 The Transport Layer Security (TLS) Protocol Version 1.2 (F 7 > AR —F LA ¥ EF =2 U F ¢ (TLS)
7a hann—var1.2)

e RFC 5280 X.509 PKI Certificates (v3) (X.509 PKI FERAZE: (v3))

e RFC 3268 Advanced Encryption Standard (AES) Cipher suites for Transport Layer Security (TLS) (TLS A7 /& &
5 5L LS (AES) B B{b A A — )

e RFC 3447 Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version 2.1 (/AP &
5L Bk (PKCS) #1: RSA i S bfIAk R —0 3 > 2.1)

e RFC 2104 HMAC: Keyed-Hashing for Message Authentication (HMAC: A vt — VERGEH O#EfF & Ny v a)

e RFC 6234 US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF) (2 ¥ =7 /vy v =27 /13 Y X
2 (SHA 3 L UV SHA _— 2 ® HMAC & HKDF))

e RFC 4279 Pre-Shared Key Cipher suites for TLS (TLS i #pijt A 8 5L 2 A — )
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2.3.3 BED 20— —4 2R (Operational Flow Sequence)
ZDOETIL, TLS N> Ry = A Z @i —/4 > A (handshake operational sequence) (Z2>W Tl L £,

2331 TLSNAYEY A4
LIFORINS, TLS = E 7 T4 T 2 FOMORENRTLS N> Ky =A 7 2R LET,

TLS Client TLS Server
_— ClientHello
— e
-
B
ServerHello ]
Hello
-
——— o
4 Certificate ]
| certficate
-
< ServerHelfoDone ]
‘erdefiofone
I—
e
——— _.________________gr' entKeyExchange .
—
- T
L ChangeCipherSpec -
—
—
T
I
— Finished
—
T
I
ChangeCipherSpec T
pnerpet
-
«— ini —
Finished ]
 FHinished
- )
‘+— —_—
Application Data
< —
b m—
—_— CloseNotify Alert
— ey
e
. .
CloseNotify Alert ey
- _
— Y
v

6 TLSNnY KV A4S

e TLS "NV Ky A 71, TLS 72 I9A T b “TLS By v a VOB EZEFLEL TWAEZ 7% R
ClientHello 2 v &— % TLS %— NIZ&(E LR TR S E T,

o TDAYE—UF,. IVIAT U IR EDE YT g L THAT A ELICET AERS, By v a s
T D7 DT A REEM L TWET,

e TLS H—/ /X ClientHello \Zxf LT, 7 74 7 v "SIz 5k A7 v a S BN 2 7R
4 ServerHello 2 v — 2RI TIHE LFET,

o TDWRIZ, VTIAT LV MR —NOMBIEREFIETE D X212, —"0H 5 OfBIERZ AT 2
Certificate GEHE) A v — U0kt 77,

o HRBRIZY— X, TN E—"NHRET DA v E—UNRRWT & &IRT ServerHelloDone A v & —v
EEELET,

R11AN0335JU0101 Rev.1.02 15/46 R—T
2019.05.07 RENESAS




Renesas Synergy™ 75w k 74—/, Synergy MQTT/TLS Google ¥ 5 F#E#HEY ) a—>a Yy

TIGAT Y IR —RORA =TT RCEZEFELEREAT, 7947 Mty va v @gegk

T LD mREREAFLE L, TLSIX, 7V ~vAF¥——2 L v | (Pre-Master Secret) &9 |
KHEOT A LT =2y NeERTHHIETE Y Va VBOEREITOVET, ZOIXEER T,
WAL RSB IR o Tt MEREET XTEERT H-OD T — N ELEOEMIE) & LTHEHALE

7

TV~ AR =y —7 Ly MM, —#O Hello # vt —Y THRE LA LT U XA (RSA 72 L)
L V=D EH b OFEIE TR L AR A G DY DB TS S E T,

b7 ~A % ——7 L v MM, clientKeyExchange X vE—YO—F & L TH— N2k

EENET, ¥ — 3% ClientKeyExchange # v & — Y22 LA TH O OMERAHEH L TS
U~ AH—1—27 Ly NORSZEMEEEL, RIZ TLS 7 747 v FEWITL TRy v a V#OAERIC

HHRET,

Hello 2 v — Y TRIRENT-FEHET LT XA (AES 2 E) 2 LT vy a VERAER SN

EL INUBORA vy =TT RTEKELTHIZENTEET, B LSRN TV RVWEREZD A v

t—=ViE, ENLUBEOTRTOR v =V LT 2 2RI DIl IA4T o Feh—10

Wi 23241545 ChangeCipherSpec T,

WELSNTERIDOA v =T, TLS N Ry oA VOFREDA v =TT, 7747 hE&

= NOWHENEET S Finished T, DA vE—VF, EZFELLTXITONC Ry =g

A=V DONy T abEHLTWET, 2Oy a2 ZHLT, "y Ry IR LS
TDOA Y E=VIZBNWTHIARHBENEE LD L E R LET,

INT, 77V —va 3T — 2 OEZEEZRBTEET, EHLODNLOEFELED, T
TOTF—H T Hello A v =Y TEIR LNy Y2703 ) X2 HAL TR Ny v 2 b X,
WIGEIR LT v AL AR Ly va VAL TS bESnE T,

REIC, TLS By v a VA EEICK TESEDZENTEDLDR, 7747 M=o b 50
DETEBIRLIEGEOHRTT, By ia B ERICKTIEDLITE, 77947 Med— 0l
J775 CloseNotify 77 — b & =5 L, BT DM E N H Y 7,
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2.3.3.2 ##feD70——4 2R (Initialization Flow Sequence)
RFEWRTLS By v a v ¥k 70— —4 o 2% U FORITR LET,

Initialize the NetX TCP/IP stack

Create TCP Socket using nx_tcp_socket_create() API

Create TLS Session using nx_secure_tls_session_create()

TLS Server mode

API

TLS Client mode

J

Initialize a X.509 certificate and private RSA Key using
Nx_secure_x509_certificate_initialize() API

Add the initialized certificate as a local identity certificate
using nx_secure_tls_add_local_certificate() API

l

Initialize a trusted CA or ICA certificate, using
Nx_secure_x509_certificate_initialize() API

Add the trusted certificate to trusted control block using
nx_secure_tls_trusted_certificate_add() API

Allocate space for the incoming server certificate using
nx secure tls remote certificate allocate()
API

7 Synergy TLS v 3 > DO##i{t
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2333 F—A@ENIO—L—4 2R (Data Communication Flow Sequence)

Create a TCP connection using NetX/NetX Duo API \
Establish connection using nx_tcp_.server_socket_llsten() and TLS Session Start
nx_tcp_server_socket_accept() services (for TLS Server mode) or
the nx_tcp_client_socket_connect() service (for TLS Client mode)
Start the TLS session using nx_secure_tls_session_start() API /
_—
Allocate space for TLS header using nx_secure_tls_packet_allocate() TLS Packet Allocation
API
-
————
Application send data using nx_secure_tls_session_send() API TLS Session Send
[
—
Application receive data using nx_secure_tls_session_receive() API TLS Session Receive
_—
————
Application close TLS session using nx_secure_tls_session_end() API TLS Session End
_—

8 Synergy TLStvy2ayv7F—2078—Y—7 2R
3. MQTT/TLS ®HY > FILT7F)r— 3> (MQTT/TLS Application Example)

31 7FVH—2 3 DOME (Application Overview)

OV INT IV r—varyaye s ML, YA — KO Synergy MQTT/TLS ¥ = — V&M L7-
Renesas Synergy™ 10T Cloud ##: YV 2—3a v DFEL A ML —3a T, TEOHMT, 2077V
r—a I 7w K7 asq &L LT Google Cloud loT Core 2 L C\WE 94, MQTT @ Thing (£ ./ :
7734 A) & Google Cloud 10T Core DD EEREEA > ¥ 7 =—AL LT, 4 —¥ v MELIT Wi-Fi £
721X AE-CLOUD2 ¥ v F DA RY R —h 258V T7—Fky NU—Z AL ET,

ZOFTETIX, PK-S5D9 ¥ . AE-CLOUDL ¥ v ¥ KT AE-CLOUD2 ¥ v k23 MQTT @/ — RIE / (7
NA R) & LTEMEL, Google Cloud loT Core [ZEMIFIZHERE L CH & DOIRE O (PK-S5D9 *F » k DIGA)
FoF AR — eV Offi (AE-CLOUDL F v h LY AE-CLOUD2 ¥ v b Di4) Z@iAH L, Google
Cloud I0T Core %627 —# E(E&1TWE T, F7=., H DO User LED state MQTT (=—¥ LED fKfE MQTT) h
Ey 7T AT T4 T LET, 2—WILLED JRE~OFRZ Y E— N CTHRITTHZ LT, =—% LED ®
ON/OFF (J5ITIHIT) 2010 A5 ENTEET, ZOT 7V r— a NIEHHEDO LED OREE A
L. ==—% LED ® ON/OFF 4]0 ¥z £,
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32 VYILMITF7T7—XTOFrDEME (Software Architecture Overview)

UUTFOKICZ, Synergy 7 77 Rl 7 7V r—a v DY I Ar7uadl=/ bDOY 7 v =T 7 —%T 7
FyxxnrLET,

Application Console Thread MQTT Rx Thread MQTT Thread

CEEEE MQTT Client

Framework

el ey NetX Duo Network Stack
Framework

Framework

ThreadX®
RTOS Shared

Interface . NetX Duo Network (Wi-Fi/
SARTORVER Ethernet/Cellular) Driver

HAL
oo

Synergy MCU

9 Synergy 257 FEEE7 TV 7r—2a DY I LI P7—XTIF ¥
TOT V= arOERY T NI T arR—Rr MILUTOEBY T,

e MQTT 27 747> (MQTT Client)
o NetXDuoIlP A% w7 &, FOHMLELRDA—Y Ry FOWI-Fi HO KT A N R —x b
o 1Y —L7 L —ATU—2 (Console Framework)

ZOT7 TV =gt UToOT7 U A— g TIER SR TWET,

e 1Y —/LAL v K (Console Thread)
e MQTT AL > F (MQTT Thread)
e MQTTRx ZL v F (MQTT Rx Thread)
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321 avY—JLARLwv K (Console Thread)

ZOALy NI, EOav L R A2 7 2—A (CL) ICBET 2B A U LET, ZOALy R
Tz — AT — AU — R FEHLET, Zoar ) — AT L — AU — 7 TRET7 L — AT — I BIOFE
OFHM L 725 USBXCDC T NRA AEY 2 —/LaryR—3xr haEHLET,

ZOALy Kif, 2—HFANEHRHRAALT, TOT—HENET =X 77 v allREFLET, REFELEE
WX MQTT A L v KA #1Z Synergy Cloud ##%t7 €% £179 5 & X ITHAH L ET,

ZOALy RTIE. UFOCLI 2wy RAEF L a v 2HATXET,

e Cwiz

e Demo start/stop

Cwiz I<v 2 K473 (Cwiz command option)

ZOavwy RAT v a U EEA LT, LFOREDWT I EINATRETT,

o [ —HYXy ML Wi-Fi REDRYy NI A0 F 72—, BILOZENLIZHEA#ESTS IP E— R
(DHCP/static)

e 10T 7 7 7 RO (GCloud)

o 7Tl anbDBFREDK T

o A=a2—DKT

Demo start/stop 2~ R4 a3 (Demo start/stop command option)
Zoa~wry REF v a raEMH LT, Synergy Cloud 85kt 7 € 2 FE4TH& T L £,

3.22 MQTT RALw F (MQTT Thread)

THUFFERHIEA Ly R T, LT OEZERERE A LI L £,

o WHIEALH T =—A (£ —YF v MMWIi-Fi) D@L

o 10T 757 KA v &7 =—ZADHHIL

o LUV TF—HDHEHLHLE MQTT MYy 7 ~DF — X OEMN /2317

o ZELIZMQTT X v b=V DH A FITHSNT— LED OIREE FHT

U= AT T TIRAEREZ . — 3 CLI 12 demonstration start/stop =~ > KEZANT D E, ZDAL v RiZEM
W GBI E)ICax—FASA X b7 T 7 (user input event flag) DIRAEZ MR L 9, CLI 5
demonstration start =~ > RARRITINTHE. ZOA L v RIIERREFLAOL—FIERENTE T T v =
Mo L, TOREIMEEHRELET, TONBERAEREGE. 2O AL v RiX Synergy Cloud #fi7 €
ZBMR L £, demostop =~ RBREITENTHBA. ZOAL Y RiZloT 7 77 KA v % 7 =— 2Ok
EHVIELET,

3.2.3 MQTTRx ALw F (MQTT Rx Thread)

ZOA Ly RiE, MQTT 7 r—7— (broker) MHEE L2 MQTT A v —UZ WML ET, L MQTT
A=V %ZFELERAT, MQTT ALy KRR —H#a—/L/3y 7 receive notify callback() %
EBEILEST, TOBRIOa—NA NNy 7T~ 7+ (semaphore) ZFHE L., MQTTRXx AL v RiZZ Dt~
7 4 HEMICAR— 7 LET,

L MQTT A vt — U %55 L2 T, nxd mgtt client message get() APl ZfiH L TA v
T=VEHEAHL, TOA =V L, XELIEA =V A FITESOTREL 97,

3.3 10T 257 FMRE;IR (GCloud) (IoT Cloud Configuration (GCloud))

TNA ALY AR (Device Regitory)
HH T RT ff(TETF A A KNI D27 FT9, Cloud 1oT Core DL 5 7Y —ERICTF A 2% [
k] TDHL, FOTNRAREZEHTED LR T,

F 34 2 (Device)
MoT) (E/ DA F—%y M)D [ /] (Thing) IZHY LET, A F—Xy b~DEHSI T RED
F— A AT TE HUFLEE (v VTN, R) T, TS RIEL DBEE, [A~—FF A1 2] %
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72X Taxs 7y KT AL A EMEENET, TNHOT A AL 2 HOT—4% (EMREAE (teremetary)
LARRE (state) ) DBEEITVWET,

T34 A¥&ERR (Device configuration)
FEEILZ—RERLTEAAA TV T —FT V27 b (BLOB) T—HTHY ., T35 AREDEE |
LET, T —Z13. BELENTVWE2Eb0nARNnZ s bH ., 757 RILF AL A~D—FBITD
WMAIDFHTT,

F 4 ZWREE (Device state)
TEICZ—FNERXLIZBLOB 7T —FTh O, T ZADREBARLET, 73 RIRET — X1, WGk
SNTWEZEHNARNZEEHY ., TRALAANL T T RAD—JF@ITORNDATT,

JSON
JSON 1%, A—T7VHKTTIA bV =A o7 —#ZHEA (data interchange format) T3, 7% A MEXD
EOD, 2—WPIZ L DFAEE O, HBIC L DT & AR NE S T,

JSON [ EDEFEICH A KIFE T, C. C++, C#, Java, JavaScript, Perl, Python, fthOMEEISFEE &9,
C7730VD7urI<IleoTHLALTWHAIZEHA L TET,
{
“state”: {
“desired”: {
“LED value”:“On”
}

}

Google Cloud ~D¥# 4 > 7 v 7 (Google Cloud Signup)

Google Cloud |%, = —WZLICEET DT ba 1o (A2 0 ABAR) R L £4, = 2 TlE, kozEICHET
ATZ, & —% 2 Google Cloud 10T +—E 2 T1ODOT7 H 7 hEBEICHER L7 Z L2 ELTWET,
Ka—FR 120 Gmaill 7 h U FEFIALTEY, 07w & LT Google Cloud IoT Core 7 7
vy hMoue s A4 THIEEHEELTNET, Gmaill 74 v k% Google Cloud loT Core 71 7 & MZHEW
1T 5121, Web 77 U TIRD Y 7 B & £7, https://console.cloud.google.com/

VEOEBEEZANNL, 2—FTH 7 b EERLET,

3.3.1 Google Cloud IoT Core TOT/\f ADYERL (Creating a Device on Google Cloud loT
Core)

LI FOFIET, Google Cloud IoT Core =2—H7 vy haALT, 7YY= b LU R M OERK, B

KT ADEME LT 5 F &R LET,  [Google Cloud ~DH1 > 7 v 7| OFIEICHEST, BEIC

Google Cloud IoT Core THZy DT A7 v F&AERK LIZZ L 2 ME L TV ET,

3311 FaPzx Y FDOERL (Create a Project)

1. Google Cloud Free Tier (B (2 A > 7 v 7 Liztk, LT DU 7 #Bi &, Google Cloud Platform %
v 27— R (dashboard) (Z AV £,
https://console.cloud.google.com/
2. Google Cloud Platform © ¢ > R U LS OAMNZ, LTFOKIZRT Fay Py o A=a =R £,
[Create project] (7' & ¥ =7 FDOERK) 23R L 7,
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= Google Cloud Platform test1 ~

Create project
ﬁ Home :

RECENT

test1-cOb7e

Il Dashboard v/ test]

i=  Activity " pute Engine

{E} Get started

Try App Engine

Create and deploy a Hello World app

3. UTFoOMO XL Ic7uay=r NaE AL, A7V —ri gy NTHEARRIREN WS 7e =27 ~ ID
FEXEOET, L. —BOREEZETEVIIFYTYT,
Fit: 2o7nYel b ID ZLTEIZOTRBWTILEEY, Y I T haryy—LaEHL, ZOER
FRERO—EE LT T 77— U =TI ZETZ 220 £9,

Mew Project

Project name

test?

Your project ID will be test2-146010 Edit

Show advanced options...

Create Cancel

3312 FNNAARLPRMJDYER (Create a Device Registry)

1. Google Cloud Platform (GCP) = >~/ — /L C, [Google Cloud IoT Core] ~<—3/
(https://console.cloud.google.com/) (28 L £ 3,

2. UTFDOAZ Y —ray MY, [loT Core] X—UICBE) L7,
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=  Google Cloud Platform 2= Synergy GCloud Sin ~

= Logging

Gg Error Reporting X

@ Profiler

TOOLS

s Cloud Build

=] Container Registry
O Source Repositories
Deployment Manager

{=> Endpoints

BIG DATA

@ BigQuery
- Pub/Sub
Dataproc
Dataflow
loT Core
51 Composer

Genomics

3. [Create aregistry] (LA MU DOFERK) 227 U v 27 LET,

4. [Registry ID] (L' ¥ A kU ID) (2, <my-registry> 2 AJJ L %7,

5. KEIZWSEA . [Cloud region] (7 7 7 KdH#hlK) T [us-centrall] Z 3R L £ 9, KELIFLOESLHIKIC
WA A, )72 sk ([Europe-westl] % 7213 [asia-east1]) Z &R L £,

6. [Protocol] (7 k =x/L) T[MQTT] IR L £,

7. [Telemetry topic] GEFRHIE > 7)) Rry X U 2 T, [Create a topic] (> 7 OFERK) & 3IR
LET,

8. [Create a topic] (k& v 7 OERK) 4 7 v 27 @ [Name] 7 ¢ —/b FIZ <my-device-events> = AJJ L £,

9. [Create atopic] (k&> 7 OERK) XA 7 v 7 C [Create] (1Ek) 227 V v 27 LET,

10.[Device state topic] (7 /31 AJIRKE F &~ 7)) & [Certificate value] GEFHEDE) D% 7 4 —v RidA 7 v =
VIRDT, BADOEFIZLET,

11.Google Cloud loT Core ~2—>C [Create] ({Ek) 227 U v 7 L £,

ZIZETT, 71 ZAEBRRIEA XV FEFITT 57295 [Cloud Pub/Sub] (7 7 7 RFEATIVT A7 T A7)
MY 7 DHDLTNA ALY AN ZERLE LT,
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33.1.3 T/INAREL SR MYIZEEM (Add a Device to the Registry)

1. [Registry Details] (L A kY Z£#ll) ~2—C, [Add device] (T /34 A0 227V v 7 LET,

2. [Device ID] (7734 A ID) I, <my-device> # AJ) L £,

3. [Device communication] (7 /34 Ai#{5) T [Allow] (FF]) Zi&R L 7,

4. [Authentication] (F8FE) DD 7 4 —/L RiZA T v a v iad T, —HHIZEADOEFIZT I, T 74
Vo MEZMEH L E 7, [Authentication] (FEFE) DEED 7 4 —/v RiX, AREELE BT 220D HDTT,
ROFETREGEZER L, BERLET,

. [Device metadata] (7 /34 AA X T —H) 74—/ RHL AT a /DT, ZAOFFICLET,

C[Add] GBI %2 U v 7 LT

ZZETT, M AZLYANYIGEMLE LT,
33.14 FEVYIZXTEIHTRH 1T a DR (Create Subscription to the Topic)

Google Cloud Platform %~ ¥ = /R — KT, LAFOAZ UV —2rv 3w hd XK 9 7 [Pub/Sub] GEITIH 7 A7 F 4
7Y R=VICBEI L9, 2—F2ERK L7z telemetry GEFEHIE) b ¥~ 71X, [Topics] (FE > 7)) =YK
IR RENET,

o Ol

= Google Cloud Platform s Synergy GCloud Sin

:.:.: Pub/Sub Topics CREATE TOPIC

Topics
B P Filter by topic name

i=  Subscriptions

Topic name

projects/synergy-gcloud-sin/topics/config
projects/synergy-gcloud-sin/topics/events
projects/synergy-gcloud-sin/topics/my-device-events
projects/synergy-gcloud-sin/topics/telemetry

projects/synergy-gcloud-sin/topics/topic

1. VAMDPOLHED NI H2/ O, TO MY 27 %227 U v 7325 L, [Topicdetails] ( ~ & 7 5E#l) ~—
VICBEILET,

2. ZZT, BBDO ME Y ZHTICRITENTZA v E—VDAN) =L aXy 7 F ¥ T 52009 T 7Y
Tra v EERT AUBERD Y ET,

3. UTFTORAZ Y —rv a3y MIRT [Topic details] ( F & v 7 3%ff) ~X— ¢ CREATE SUBSCRIPTION (%~
20V TrarOfER) 227 Vv 7 LTH T A7) TPy a2 ERLET,

= Google Cloud Platform &= Synergy GCloud Sin ~ Q
[ . . — —

«®*s Pub/Sub < Topic details Bl PUBLISH MESSAGE & IMPORT FROM v i EXPORTTO v i= CREATE SUBSCRIPTION @ DELETE
.

B  Topics projects/synergy-gcloud-sin/topics/telemetry

=0
Subscriptions

User labels
None

A subscription captures the stream of messages published to a given topic

4. [subscription name] (h 7 A7 U 7 g 4) = AJ) L, [Delivery Type] (&t DFEEE) ¢ [Pull] (7' /v, BUE)
IR ET,
5. [Create] (fFEk) R& v %227V v 7 L, BEO My Z7IZxHET 29727V 7y a v aERLET,
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3315 HLWFEYID/II—2v >3 UE&TE (Set Permissions for the New Topic)

Google Cloud Platform %~ 3 =R — KT, LAFOAZ UV —rv 3w hO XK 9 7 [Pub/Sub] GEITIH 7 A7 F 4

N R=VICBE L ET, 2—FRER LT telemetry (EFEHIE) b E > 71X, [Topics] (FE v 7)) _X—THN

WZERINET,

1. NEYIZRDOEICHDLT =y 7Ry 7 A Q) ALz, EiZ®H D [Permissions] (/X—3 v+ 3 ») R
2o E7 Vv LET,

= Google Cloud Platform testz ~

:,:; Pub/Sub Topics CREATE TOPIC @ DELETE +8 PERMISSIONS
| t
v TOPIC 1

" ‘projects/test2-146010/topics/test2

2. 7 A MOHKT, [Add members] (£ > /3X—DiBN) A > 7 AT Google Cloud ~D&&IZEM L7z Gmail
TRVREZEANL, TXTCO2—WFIZT 7 ERAZHFALET, EEOFEETIE, HEDA L N—TL—
TR LTHUNCT 7 v AR 5T 20EN DY £,

3. NE v F ¥ A=a—ink [Pub/Sub Publisher] GEAT/H T 27 5 A 7 DRFITH) %8R LE T,

4. FEEIC [ADD] GBI 22 U v 7 LET,

332 TNARIEBASELRBDER (Generate Device Key and Certificate)

Z 2T, Bk L7z Google Cloud 10T & / (LLF [/ | ) IZxHET 57 /5 A AREWIE & A LR 2 2 &
TEET,

1. 7AKMPCIZopenssl 74 7T VNS L AR— VL THDHIEEMBLTIIEEN,

2. Windows PC DK"Y 4> RU (2~ R7rr 7 N &, HEITICOR 2 TTOa~vyr REFEITL,
RS256 44 1ER L £7,

openssl req -x509 -newkey rsa:2048 -keyout rsa private key.pem -nodes -
out rsa devcert.pem -subj "/CN=unused"

7)7”3//*N%ﬁﬁLT?N4X®ﬂE%%%ﬁ@*%ELT77—AW:7 E?%m\m%ﬁg
PKCS#1 I UCEWAT DML H VY £97, rsa_private.pem % PKCS#1 BT 572012, a~> KU g
YRUTUTOa~vy REFETLET,

openssl rsa -in rsa_private_key.pem -out rsa_private_pkcsl.pem

3.3.3 Google Cloud loT Core ~MDABEMDENM (Add Public Key to the Google Cloud IoT
Core)
ZORET, 331 ETHHLEFIEABICFEIT L, LIYZA M ZER LTI AL R EZ LY X R ITEMLE
ZEEBEELTVET,
1. rsa_devcertpem ONEE 7 Vv 7 AR —RiZabt—LET, UTFTOEITREENTND I L AMREL
R

2. FIOZETHEIC/ER LT 31 2 2%t d % [Device details] (77734 AEfl) ~2— ¢, [Add public
key] (ABREEDEMN) 227 U > 7 LET,

3. [Public key format] (ABA#EDOTER) T, [RS256_X509] % HeR L £ 7,
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4, EEEOABFEA [Public key value] (ABHFEDAE) &R v~ 7 ZIZREY 17 F 77,

5. [Add] GBI 227V v 7 L&,
BRI O T A RT3t T 5 [Device details] (77314 AFEM) ~— 12, RS256_X509 #ENFK RS NE T,
4. MQTT/TLS 77U —< 3 >MDETT (Running the MQTT/TLS Application)

41 FRPz IV DA ER—F, ELF, 8&UA—F (Importing, Building, and
Loading the Project)
FNEZSOWTIL, 2D/ Ny 7 —UI2ftE LTV % Renesas Synergy™ Project Import Guide) (Renesas Synergy ~

oY= bAoA —bHA K) (r11an0023eu0121-synergy-ssp-import-quide.pdf) # &M L, 7 v =7 % €
studio 1A > AR—F L TENL FBXOFEITLET,

4.2 AE-CLOUD1 ¥v FH LU AE-CLOUD2 ¥ v bDR— FHYR— bRy H5—C%FE)
TiBM (Manually Adding the Board Support Package for the AE-CLOUD2 and
AE-CLOUDI1 Kit)
1. 7av=7 M2 KA, AE-CLOUD2 % v MIZIZBSP 77 A Vv TH D
Renesas.S5D9 PILLAR_ARDUINO_MODULE.1.5.3.pack %, AE-CLOUD1 % v hfIZIZBSP 7 7 A /L
T 5 Renesas. S5D9_10T_BOARD.1.5.3.pack & &2} £,

2. e?studio D—H(X, LTOT7 7 A/ %, estudio N 77— 7 AV HXORFRICa e —LET,
C:\Renesas\Synergy\e2studio_v6.2.1\internal\projectgen\arm\packs

|Windows?_05 (C) » Renesas > elstudio_621 » internal * projectgen > arm > packs |

Lt

AE-CLOUD1

Name K Date modified Type
| | | Renesas.5509 10T BOARD.1.5.3.pack T — AE-CLOUDZ .45 apy PACK File
| | ] Renesas.S5D9_PILLAR_ARDUINO_MODULE.1.5.3 pack | 1/10/2019 3:00 PM PACK File

B 10 AE-CLOUD1 #%w FE LU AE-CLOUD2 ¥ F®D BSP Ny yr—C%#A—F

3. IARD=—HE, 7 7 A /L% SSC \packs folder ~= &"— L £,
C:\Renesas\Synergy\ssc_v6.2.1\internal\projectgen\arm\packs
7R ¢ e? studio B L VIAR SSC ZBIDHHTICA v A b— L LA, Ny r—V % a ' —4 58I idshied
LECGIERET DMLENRH Y 7,

43 KR—FOEEHEA (Powering up the Board)

EIR A& R — NICERET 5121, LLFOFNEICHEV SEGGER J-Link® /3w % PC (285 L, R— K& PC ®

USB R— MIHEEL T, Ty /77U r—va v EFTL TS,

1. PK-S5D9 7R — Ri5 LY AE-CLOUD2 A" — R &3 2354, 8 L T2 USB 77— 7 /L™ Micro USB =
X7 X%, PK-S5D9 R— R J19 =% 7 % (DEBUG_USB) % 7-i% AE-CLOUD2 :R— K )6 =17 ¥
(DEBUG_USB) (28 L £ 77,

USB o —7 VDb 9 —FDaxy 2%, a—F0DPCOD USB R— MI#HH LET,
R Z0OF v biX. SEGGER J-Link® On-board (OB) % 4 > R — KfE# L CwWE 9, J-Link X,
PK-S5D9/AE-CLOUD2 R — RDETOT Ny JH§iE L 7'm 77 I v 7HieE B L £,
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2. AE-CLOUD1 A— RZ&iH4 254, (B0 1075y NURL 4 —7 1% AE-CLOUDL @ J2 =2 % 7
BLEERR L, =T Db ) —HEMED I-Link D 10 Er~ v ZITEHE L ET,

PMOD ~X—Z2® GT-202 Wi-Fi £ =2 —/L% PMOD ® A =2 % 7 Z T84 LE T,

3. PK-S5D9 7R— RZ {4 584, PMOD O A =% 7 ZZHft L £,

4. AE-CLOUD2 & v M & AT 554, AE-CLOUD2 Arduino Connector @ BG96 /5 — 3 —/ L R &8 L
9. WRIC, B T—=T T T & LTE 707 Fax s ZIZWY AT Tinb, GPS 77 F % BGI6 »—
VRO GNSS 7 > 7T ax s ZIZEWY AT ET,

5. 2FH® MicroUSB 7 —7 V% T 5% v MG U TELT O e IC R L £ 7,

AE-CLOUD2 R— R J9 =23 7 %

PK-S5D9 AR— R J5 =1 % 7 %

AE-CLOUD1 R— R J3 =2 % 7 ¥

USB 7 —7 LDt 5 —Jfiz=a—% D PC O USB A— MR LET, ORIV Tary—Lo
ERICLETT,
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4.4 Google loT Cloud ~D#E#HE (Connect to Google loT Cloud)
LI F OB T, Synergy Cloud #t 7 7V #r—3 a v 7u =2 M %{7 L. Google loT Cloud |Z#5kt3 % 7
LErRLET,

R . ZOBPE IR, 3.3 EEOFMPICRE - T, Google 0T 74 v DERL. Google IoT Core (Z&bHT-T
NAADEY NT v TALRGEREFELROX T m— FRET LTSI EEHELTNET,

o 44T, 7T Y REGRICHNT 54 2 8 7 2 — AT U CR— RERET S0 av s RI 4
Ay BT =2 (CL) ORFEERLET,

e HLTCWAR—=KRTOTFY r—raro3frhic, —EoERIC S\ Thn—fEO A ¥
Tx—A (=YX b, Wi-Fi., 3LV T7—) OHMEHATEEY, =2—FFET7 7V r—va v
DEITRHHEFA LIZNA V F 72— ADHBREL TSN, BlZIE, A —V %y bE2EALZWEE
WL, Wi-Fi E723 BV T —2BRETHIHLEIIH D ¥ A, thoA v ¥ 72— ZADFEEIZOWTHFE
Td,

o FRENTWACLI ZAF vy 7FTay ME, BT —2FHTE720 PK-S5D9 R — FEB L O AE-
CLOUDL R— RiTiE, #HINRWEGEAERH Y F5,

X1 FYLOEHGA T aY (A2 T71—RAE—EOEKICOE—BEOHATR— LN D)

R—FK 41—y bk Wi-Fi TS5 —

PK-S5D9 PR—rEND PR—brSND FAR—FEhin
AE-CLOUD1 PAR—FEND PAR—FEND FAR— SN
AE-CLOUD2 PAR—FEND PAR—=—FEND FAR—FEND

1L FEINOGDET L TWRWES, 3 EOFIHALE T S8, 43 BEICH#EA T PK-S5D9 F v M E 721X AE-
CLOUD2 % v FOEFEEZHRAL, 7av=7 Fara— KL TLEE,
% h® USB Device "— b &7 A k PC (28 L £7, Windows 10 PC ZfEH L TWA A, v MME
USB 2 U 7 VT /34 2 & LTHBIRICH I S4vE T, Windows 7/8 PC Z [ L TW A 5E, LLTD Y &
IINBA VANV A RESM L, SynergyUSBCDC K7 A N&a B — KL TLEE0,
https://www.renesas.com/jp/ja/products/synergy/software/add-ons/usb-cdc-drivers.html
TeraTerm O L H 72 VT rary ) —AT7T7) r— 3 %%, PK-S5D9 % v hF7-13 AE-CLOUD1
¥ > FFE/ILAE-CLOUD2 & » MI#Ehi L ¥ 9, TeraTerm OF 7 4 /L FXEIL 8-N-1 (T —¥ K8 v

M, RNXUF 4L, Ay 7FEYyMLIEY ) THY, A—L— | (baudrate) i 9,600 T3,

2. ¥F—R—F0® Enter ¥—Z2MLEF, U7 LrarY— U TFoavy R7or7 L CLI (AE-

CLOUD2 O &) DIF AR RS ET,

Powering up BG?6 Shield....done
Ii:i.t:i.a.liz:i.ng GPS: done
K

11 a<vy
KZor7 b+ (CLI OfE#RIE AE-CLOUD2 DH)

3. GPS Wb T2 b ET, 7~ 10 ¥23h 0 £9, AE-CLOUD2 v F&HHA L TWAEE DI,
GPS oMM LA TN ET,
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4, X—FR—FD 7] F—ZMWLET, UFOKDO L2, MHAREE.R CLI o< REF 7Y a URFERE
nEJ,

»7
Help Menu

cwiz = HetworksCloud Configuration Menu
Usage: cwiz

demo : StartsStop Synergy Cloud Connectivity Demo
Usage: demo <start>-<{stop’

B12 ALFAZa2—
441 EBRE™ 14 HYP—KA=a1— (Configuration Wizard Menu)
YUT Ny =z lewiz] a~> REZ AL, Enter ¥F— 2L CTHEA=2—IZBITLET, 2Dz

<~ NiE, *v hI—2 A ¥ 7 x—AX Google Cloud 0T Core Service DF%E, £7-WNE7 7 v ¥ 2 [TRTF
SNTWAHLURIORED X T 2179 DITHEH L ET,

Y| Tera Term - [disconnected] VT

File Edit Setup Contrel Window Help

: Renezas Synergy GCloud IoT Cloud Connectivity Application
FUW version 1.8.8 - Aug 28 2018, 10:48:32

Synergy Software Package Uersion: 1.5.8

[nitializing GPS: done

i S R Main Menu #H#HGHEGHEGHEGHE TG

1. NHetwork Interface Selection
2. GCloud IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>l

13 B/EA=a—
4411 Y RIT—9422 7 2—ADFE R (Network Interface Selection)
P RT =T A4 BT 2—AERETHITNE, REA=a2—T 1] =&ML FET, Z2OT7 7V r— 39
v7avey NCHERAERR Y N —I A v E T o= AF T a O EREorEnE T, BHERTIO

TV = asid, A —%Fx v b, Wi-Fi, /L7 — (AE-CLOUD2 % v h T 5545) OF@EEA
BT z—A%EHPR—FLTNET,

R11AN0335JU0101 Rev.1.02
2019.05.07 RENESAS

>

29/46 R—

‘0




Renesas Synergy™ 75w k74 —.  Synergy MQTT/TLS Google ¥ 57 F#gE#iY ) 1— 3>

B 2—VFIE— Bl —FBHEOADRY hI—I A U F T7x—REBRLET, flziE, 1—PXv b
ZBRULIEGE. Wi-Fi BEXOEA T —IIMEATEERA, MEBRLEZGEOREKRTT,

BlZIE, 2=V RT T ROFEHROA AT 2—AL LTA =V Iy hRy NT—T A U HT 2 —ADHRE
IR L1256, 4.4.1.2% (Google 10T Core M&xE (Google I0T Core Configuration) ) ZE4EZH L £7,
Wi-Fi 8 XL 7 =086 bR TT

Initializing GPS: done
rouwiz

LELG RIS IEIBBIRIBIaiRiNiBiRisisis Main Menu HESHHHEHEHEEHEHEHEHERTYR

1. Network Interface Selection
2. GCloud IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:l
etwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

14 2YPFI— AR 7 —RBRA 21—

Q) A1—YRXY R T4 22T T—RADEE (Ethernet Network Interface Configuration)

A=V Ry bFy NU—7 OFEZERT B121%. [Network Interface Selection] (r > hU—J A VX T =—
ADER) A=a—T, (1] F—&MLET,

IP 7 FLAREE— FRIRDTZODOH 7 A =2 —nNRKR-INLET, [IP Address Configuration Mode] (IP 7
RUAREE—R) 28R LET, BIRLIEA —V 2y MREEBIINE Y 7 v v 2 R FSNET, % T,
WEZNIET2BICCOREHEMEA S E T,

Y| Tera Term - [dizconnected] VT

Eile Edit 5Setup Control Window Help

HIEIRIRBIEIEIRIE B IS AIEIE Main Menu HEHHHEHEHHHEHILY

. Metwork Interface Selection

. GCloud Iol Core Configuration

. Dump previous configuration from flash
. Exit

Pleaze Enter Your Choice:>1
Metwork Interface Selection:

1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Pleaze Enter Your Choice:>1
Entered Metwork Interface: Ethernet

Enter IPF Address Configuration Mode
1. Static

2. DHCP

Please Enter Your Choice

B15 1 —3Ry bRY FT—V AV ETI—ADBEA =2 —
(2) Wi-Fi Ry D=9 4227 x—ADEEE (Wi-Fi Network Interface Configuration)

Wi-Fi X b U —7 OF%E %3 T 51201%, [Network Interface Selection] (% v bV —27 A V¥ 7 = — ADiE
) A=a2—T, 2] F—Z2MHLET,

>
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Initiali=ing GPS5: done
Pouwiz

HRIBIE BIRIRIGIEIBIEIZIEIRIE IEES Main Menu HiHHHgHELEGETHTHEHE T

1. Metwork Interface Selection
2. GCloud IoT Core Configuration
3. Dump previous configuration from flash

4. Exit

Please Enter Your Choice:-21
etwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4_ Exit

_Please Enter Your Chqice:}Z

Bl16 Wi-FiRry FIT—D AL A TT—RADEEA =01 —

Wi-Fi ZEHEE Z A1 572912, [SSID, [pass key] (/XA F%—) | [Security type] (EXx =V 7 1 Z A7),
[IP Address Configuration Mode] (IP 7 RV AREE— R) 2 EDOA T v a VInERENFE T,

BIR L7 Wi-Fi BREHEBIINER Y 7 v v 2 ik fF S E T, % T, BELZMNEET 2RI b0
NEHINET,

EEH

e

[nitializing GPS: done

L1 I Main Menu HEHHESHBHHEEEREEEHEEE TG

1. Metwork Interface Selection

2. GCloud IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Fleaze Enter Your Choice:2>1
etwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Fleaze Enter Your Choice:2>2
ntered Network Interface: Wi-Fi

Wi-Fi Configuration
nter the S8ID associated with the Metwork
Prea—guestwifi

nter the passphrase
FptayiBEck

Enter Security Type

1. WEP

2. WPA

3. Wpn2

4. Mone

Please Enter ¥Your Choice

ntered Security Type: WPAZ

Enter IP Address GConfiguration Mode
1. Static

2. DHCP

'%ease Enter ¥Your Choice

ntered IP Configuration Mode: DHCP
etwork Configuration stored in flash

17 Wi-Fi &%

>
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B) ENSG—ARY FIT—=HD AL 227 —ADHKTE (Cellular Network Interface Configuration)

BT =Ry NU—7 OREERINT H121E, [Network Interface Selection] (v T —27 A4 X 7 = —AD
BIR) A=a2—T, 3] =ML ET, UTOHDOLIR2 20BN (A7 ar) BnERINET,

o F7valr1:SIMT7ubEYa=r7 (SIMprovisioningd ®FA. 111 EANLET, ZOHA. SIM
H—REBICHREL THDLZ EEZBELTWET,

o A= 2:SIMEE (SIM configuration) DA, 12) EANILET, AT Vb X T xz— A
(AT shellinterface) ZfEH L CHH SIM 1 — RERET L6, 2047 v a dkE T,

Initializing GPS: done
Pouwiz

HETRIS IR IR IR IR Main Menu Hid#gdaiatgd ettt

1. Metwork Interface Selection

2. GClouwd IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Pleaze Enter Your Choice:21
etwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Pleasze Enter Your Choice:23
ntered Hetwork Interface: Cellular

i gdtaggigitt Cellular Modem Config Menu HEH#HHHHEHHTHETEYT

1. Start Provisioning
2. Start SIM configuration

Enter Your thiqe:_i

E 18 ILS—DEE
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@ FmrbeYa=rJORREA 7T a (Start Provisioning Option)

[Cellular Modem Configuration Menu] (£ 7 —E7 AKEA ==2—) T, LTFORDO LI IZAT v a v [1]
Z3#IR L, [Start Provisioning] (72 B a = ZORME) 7 A =2 —IZAD £,

M COM24 - Tera Term VT

File Edit Setup Control Window Help

3. Cellular
4. Exit

Please Enter Your Choice:>3
Entered Metwork Interface: Cellular

ittt Cellular Modem Config Menu HiH#HfHEHHHEHEGHT

1. Start Provisioning
2. 8tart S5IM configuration

Enter Your Choice: 1

Cellular Provisioning

Enter the APN associated with the Cellular Provider
m2m.com.attz

Bgter Context ID: Ualid range iz 1 to 5.

Enter PDP Type

i

2. TPU4lG

}%ease enter your choice
Entered PDP Type: IP

19 BILS—ETFLOTAES 3= FA=a—

T —EHE AT 57292, [APN]. [Context ID] (=7 % A | ID), [PDP type] (PDP % A ) 72 &
DAT > a v REREINET,

BRI —REEHBIINE T 7 v v alhFESnEd, ®T, BELZHET BRI ZNE ORIEHR
HMER S Ed,

(b) SIM DOFREBIEA T 3~ (Start SIM Configuration Option)

[Cellular Modem Configuration Menu] (/v 7 —E7 AREA ==2—) T, LFOKDO LA T a v [2]
Z %I L. [Start SIM Configuration] (SIM DFRERAR) 7 A =2 —|(Z AV 7,

>
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VT COM24 - Tera Term VT

File Edit Setup Control Window Help
4. Exit

Please Enter Your Choice:1
Metuwork Interface Selection:

1. Ethernet

2. Wi-Fi

3. Cellular

4_ Exit

Please Enter Your Choice:3
Entered Metwork Interface: Cellular

Hi ittt Cellular Modem Config Menu Hi#fH#gitiittts

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 2
g inaigdididididdt Cellular Configuration Menu HEHHHHHHHHHHHHHHH

1. Manual Config using AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter your choice: |

20 BILS—REA=a—

[Option 1] (A7 > 2> 1) Z IR L T AT 2~ Ry = V24 2 FEikEE— R A 5%, [Option 2]
(A7 ar 2) BRL COHEAMRELEZ AT a2~ R X R0 L@ IREZIT) HEIRREE— KT AD Z &R
TEET, 2OV AMI, FTFHREELITV., ZORIZERLET,

HEiL: 77— LU= T W I T T RTEAVT—T L —LT—7 A4 AZ L A%< DT, [Cellular
Configuration] (£/V 7 —f&E) A =2 —IZADITITEB L EL £ 7,

AT a~y Ry = VEFERLEFEERE (Manual Configuration using AT Command Shell)

[Option 1] (A 7> a2 1) DGHE. LFORIRTEIOICAT a2 Ry =/UIZAY £9, SIM T — REEE
THEDIL, SESERAT a~v L FERTZENTEET,

BG9% /LT —FFALAEMEHLTSIM I—RFOFabya = F2ERTAHZODOR—2F 4L LT,
Renesas NABIL TWALUTOF L v UR—RADFEHFEZHL T ZE0,

https://en.na4.teamsupport.com/knowledgeBase/18027787

>
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Y COM24 - Tera Term VT

File Edit Setup Control Window Help

Metwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellulapw

4. Exit

Please Enter Your Choice:2>3
Entered Metwork Interface: Cellular

Huguguanganaiialt Cellular Modem Config Menu HUEHHEHBHHEHUEHHEHY

1. Start Proviszioning
2. Start S5IM configuration

Enter Your Choice: 2

iRttt Cellular Configuration Menu HE#HEHHHHHHHERER
1. Manual Config wszing AT cmd shell

2. Auto Config from Pre—stored AT cmd list

Enter vyour choice: 1
Entering AT command shell. Type ‘exit’ to terminate the shell

at_shellX>}

B21 ATavw>YFYziL

AT <2 Rz v Z T4 212k, Texit) £720% TEXIT) a2 FEZAJILET, UTFTORD L I,
AT o~ REEETINE I hEI:hbhEd,

T COM24 - Tera Term VT

File Edit Setup Control Window Help

1. Ethernet
2. Wi-Fi

3. Cellular
4. Exit

Please Enter Your Choice:>3
Entered Network Interface: Cellular

gt n gt Cellular Modem Config Menu HUHHGHEHTHRRHHEEYT

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 2
it idaitigiit Cellular Configuration Menu Hiti#tidafigaiiais

1. Manual Config using AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter your choice: 1
Entering AT command shell. Type ‘exit’ to terminate the shell

t_shell>>exit
Do you wish to store the AT commands for your carrier? [Y-/H1: |}

AT o~ FORELZERTLES. Y] CAALET, BT nbDa~ry REERLT, HL SIM
I— ROBHBEREZITO ZENTEET, ZOHE, UTOMOLSIZ, AT a~v 2 FOFEME AT &
INZERRENFET,

>
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T COM24 - Tera Term VT -

File Edit Setup Control Window Help
2. Auto Config from Pre—stored AT cmd list

Enter your choice: 1
Entering AT command shell. Type ‘exit’ to terminate the shell

at_shell>>exit
Do you wish to store the AT commands for your carvier? [Y-/N1: Y
xxx Start Inserting AT Commands. Type exit to terminate??? oo

AT Command: AT

Rezponse <case sensitiveX: 0K

Rezponse Wait time in MilliSeconds: 388
Retry Count: 5

Retry Delay in milli—seconds : 588

g S R R e R R R
AT Command: AT

Rezponse string: 0K

Response Wait time: 308

Retry Count: 5§

Retry Delay:- 508

8RN RN R R RN RN
Do you Want to save this AT Command 7 [ys/nl: |

HRMRELIZ AT a<w > FU X Mz k5 HEIERE

[Cellular Configuration] (/L7 —f&iE) A == —"T, BLFOOD & 51Z [option 2] (A7 3 > 2) ZE#IR L,
[Auto configuration from pre-stored AT command list menu] (FRifR7F L7 AT a2~ KU X ) H®RIRET
9 HEREE) ITAD £7,

COM24 - Tera Term VT

File Edit Setup Contrel Window Help
2. Wi-Fi

3. Cellular

4. Exit

Pleaze Enter Your Choice:>3
Entered Metwork Interface: Cellular

gt taiit Cellular Modem Config Menu HEHHHEHEHHEHHET]

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 2
HEniunnigiitidd Cellular Configuration Menu HESHEHHBHBHEHHTTHR
1. Hanual Config using AT cmd shell

2. Auto GConfig from Pre—stored AT cmd list

Enter wvour choice: 2

Wi E G Cellular AutoCfg Menuw #HEEEEEEEEEEEETTET
1. Autocfg wusing stored user's AT cmd list

Enter your choice: [

B 22 ERRFELEATATY FUYR MOORIRZLTS BEIERTE

FHHIRFEL AT <2 RRBALT —ET AFEICERFE SN, TETANLDIRENRa Y — VT 4 ROk
IRENET,

>
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4.4.1.2 Google loT Core METE (Google IoT Core Configuration)

Z OB TT, 33 ECTH L= FIEABEICFE4T L. Google Cloud Platform NG /3 A A& VER LT- 2 & 2 487E
LTWET, EXEERL T RWEGSE, BICHETRNC, 33 BETHMENTWAFIEREZZE T SHTIZIN,

UTFORD X HIZ [Main Menu] (A A > A==—) T, [2] ## L, Enter %—%# L T Google Cloud loT
Core Y —E A &FHELET,

Y| Tera Term - [disconnected] VT

File Edit Setup Control Window Help

i Main Menu #iS#adEEEE S

1. Hetwork Interface Selection

2. GCloud IoT Core Configuration

3. Dump previous configuration from flaszh
4. Exit

Please Enter Your Choice:>2

1. Google IoT Core Setting Menu

2. Device CertificatesKews Setting Menu
3. Exit

Pleasze Enter Your Choice:>1

23 Google loT Core XA —a—
(1) Google IoT Core & * —a— (Google IoT Core Setting Menu)

[Google 10T Core configuration menu] (Google 10T Core % E A ==—) T 1] & Enter ¥—%# L. Google
loT Core DF%E % 1TV E 7, [Google lIoT Core configuration menu] (Google 10T Core g% /& A == —) (ZiX, LT
DY A RVICERTRENTHDL X, HFREANTLODFT L a v RdH D £,

&
File Edit Setup Control Window Help

BIEIEIS IS EiaiiSiais giainisisitd Main Menu HEHGHEHEHBHEHAHEHBHEREY

. Metwork Interface Selection

. GCloud IoT Core Configuration

. Dump previousz configuration from flash
. Exit

Please Enter Your Choice:>2

1. Google IoT GCore Setting Menu

2. Device Certificate-Keysz Setting Menu
3. Exit

Please Enter Your Choice:li

ittt Google Cloud Settings Menu #HiHtHEEEETT]ET]

. Enter Project Id:

. Enter Endpoint information:
. Enter Device Id:

. Enter Cloud Region:

. Enter Registry Id:

. Exit

Please Enter Your Choice:l>l

it A7 2 3 > 2 @ [Enter Endpoint Information] (= KRR A > MMERDOAN) ZRIR L ZHE.
'mqtt.googleapis.com] & AJJL £,
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(2 T/\A RFBAB/BDIRTE A =1 — (Device Certificate/Keys Setting Menu)

[Google 10T Core configuration] (Google 10T Core &) A ==—7T [2] & Enter ¥—%# L. 7 /31 AGEH]
OB ELATNET,

[Device Certificate/Keys settings] (7 /31 AGEEMEDFRE) A =2 —I2i%, /b— b CA GRIER). 7731 RGiE
HE, TS AfEEEE pem EXTATITHDOL T a v RNd £7,

TXARTT A X TINOOMHELZHRE, a—L Ty I Tary— WY T £9, Enter ¥—%
LET,

Google Cloud (Zxt)&3 % /1— & CA GEBI#E (gcloud_rootCA.pem) X, /Sy —yo—f & LCRIIEILTH
£7

T Tera Term - [disconnected] VT — O >
Eile Edit 5etup Control Window Help

Q= FADBMM
' LLLLFTY Qo8 h
! K m nh 5 ) A
D D ¥ " NUBH UTH DU G b Q
il BgMUBAMTHEduwh ZS 0
Il JLF QUA [) oI BAQD I 0
¥ D) G5 B3D (20 § 0
D ¥ PKR 0 1 0
L 0 0 [llo M D
0 ] | 6MUOAH ]
0 A (0 nu7ZY o 08 (1 Tel
( ! MCAY YwHQYDURH / B
¥ 0 Oy II. AQAWHQYTD A
7 Do : QYMBanF. H e Whs
| Q i QocuwhYy e Do 9 :
*l' A D I
JLINE [) AR ¥ oB ¥
f p [ b ¥ i ¥
D 04 [) 0
) 0 )
0 ) [) 0 ¥
i 0 ) 2 D

o =

X 24 FIBAE/ROREA=1—

BIRUZREH BTN 7 7 v v 2 i/ ffFSvET, % T, Google 10T Core [ZH# 9 5 BRI Z O EHEH 23
HHRINET,
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442 LIRIOFEDH > 7 (Dump the Previous Configuration)
[MainMenu] (A A v A=a—)2bA T var [3] Z@RT 5L, LTOROLDIZ, UENTER LIZxR v
N7 —27 %, Google Cloud 10T Core H—E AR EDKFEA T a v BNNEH 7 T v anb X rInnEd,

¥ Tera Term - [disconnected] VT

File Edit Setup Contrel Window Help

pEisidiaii eeidiiziaiaizididid] Main Menu HHHEHHHEHEHEEGBEI LS

1. MWetwork Interface Selection

2. GCloud IoT Core Configuration

3. Dump previous configuration from flazh
4. Exit

PFleaze Enter Your Choice:l3

R L LY Flash Dump StartciHHHEHELEHEEIREES ST

Metuwork Interface selected: Cellular
IP Mode: DHCP

Cellular Configuration

APH: mZm.com.attz=

Context ID: 1

PDP Type: IP

GCloud Endpoint: mngtt.googleapis.com
GCloud Project ID: synergy—gcloud-sln
GCloud Device ID: synergy_thing_B8i
GCloud Cloud Region: us—centrall
GCloud Registery Id: AE_Clouwd2_kit

HFRRHHR R R R EEAE Flash Dump End #SHESHBEAREHRHHREEHEREHEEY

piaitidibisitidisididinididitibizit] Main Menu HERHARHUREHBHARERRLERLHE

. Network Interface Selection

. GGloud IoT Core Configuration

- Dump previous configuration from flash
. Exit

25 BEA=a—DFLT

443 TEOBRMTaTY F (Demo Start/Stop Command)
Synergy Cloud 5t 7 7'V r—> a » OTFT %A T 5121, CLI 22 Y —/LC ldemo start] =~ K%
ADLET,

>7
Help Henu
cuwig = Hetwork GCloud Configuration Menu
Usage: cwis

demo - Start-sStop Suynergy Cloud Connectivity Demo
Usage: demo <start> <stop>

26 ANLTA=a2—

TTV =y a7 b—AU—7F, FAICRELIZRYy NT—7 A4 F 72—, loT $—ERARED
KA T a BN 7Ty anbitAi L, ZNOREDELEEZRIEL T, NEPZYRGE, 7
TV =2 a7 b =AU EFxy NT—T A4 X7 2—A&EHMI L, Google loT Core % L T
MQTT & A s L £7,

IOTTV = a i FERN G R IE) v AT v T L, ANAXRY N7 T T OREE#RBLET,
CLIIZ Tdemo start/stop] X~ REANTHE, 73 7OREREY FEaNTLIZARY £7, [demo
stop] A~ REANTHET, 20T 7V r—a 3L FOMEEZ EMIZFETLET,
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BEAVH 72— (A —H Xy b, Wi-Fi, 25\TELT7—) OHHL
0T 7 57 RA v & 7 =— 2D HHIE

U TF—HZDOFHERH L E MQTT FE Y 7 ~D& V5 — & D EMII 21T
ZELIEMQTT A vb—T DX A FIZHES W T LED OIRRE A 8 5T

[demo stop] VY RBFITINTGE, 10T 77T RA V27 2 —ADKETREDE, MQTT A vt —
POFTEEILEL, BHOORNEF 2 —ITRESNTWAERETO MQTT A vt — 4T 227 U7 LET,

45  TEDOFEER (Verifying the Demo)

LLFOBBIZHE, 2@ Synergy Cloud ¥t 7 7'V r—v a7 my =7 hOBIEZHERL TS0,

D 3.3 EOFMIZAHE - T, Google Cloud IoT 7 41 7 > k D{ERK, Google Cloud loT Core (Z&bH 727 /34
ADEy 8T v TAALAGERELEOER, 7TV =Y arTryes hoar AL PK-
S5D9 % v k. AE-CLOUDL v k., 2D E AE-CLOUD2 v b~ X o —RKNRZETLTWD
ZEEBAELTVET,

451 Synergy Cloud ## # T € ® %£ 1T (Running the Synergy Cloud Connectivity

Demonstration)

ZOT7 TV = arOTEEETTHICE, YU Tar Y —Z [demo start] a2~v2 RE AL

£7,

[demo start] ZF{TL7-%, LTOEBOLI I, ZOT7 7V r—vaidry NI —I A4 X7 2 —
ADFTE, Google Cloud 10T Core & D#E DL, MR GBI L) BT — X ORITEME L ET,
452 Google Cloud Platform T®D MQTT A vtE—L ®DE=4 (Monitoring MQTT Messages

on Google Cloud Platform)
FEERMGT S L. B 0T — 2 XEMAYIC Google Cloud 10T Core 4612 TSN E 4, BITSn=T—4

ZFAT DL, LR O THFHAE R STV 5 [Activate Cloud shell] (7 77 Ky =V D7 77 1 74k) KR
Zv%7 Vw7 L, GoogleCloud > = /V&BR&E £,

HowbdE

= Google Cloud Platform 2+ Synergy Geloud sin Q ® 0 @ a

ﬂ? loT Core &« /' EDIT DEVICE £ UPDATE CONFIG W BLOCK COMMUNICATION

Device ID: synergy_thing_01

u

Numeric |0 2631914639144573  Registry: AE_Cloud2_kit

31 Jul 2018, 18:15:12
28 Aug 2018, 111759

28 Aug 2018, 111739
Config ACK (MQTT only) 28 Aug 2018, 11:17:39

2—FOHMDO FE v ZIZEDLETERLEY T A7 U 7y a ro4bia o0 Ed, UTFOKD L HIC
[Subscriptions] (th 7" A 2 U 7°v = ) @ [Pub/Sub page] (FEITIH 7 A7 U 7L a =) OHFTHRSMD £77,
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= Google Cloud Platform $ Synergy GCloud Sin Q

t92 Pub/sub Subscriptions

e / p

Topics

R pics Filter by subscription name

= Subscriptions
Name Topic Delivery type Labels  Acknowledgement deadline
projects/synergy-gcloud-sin/subscriptions/my-subscription projects/ gcloud-sin/topics/ d nis Pu None
projects/synergy-gcloud-sin/subscriptions/telemetry-subscription  projects/synergy-geloud-sin/topics/events Pu None

Y VINT 7T 4 T LTz, UToavy REATIL, BITEAORBHET —% % MQTT hE v 7 IC
7 (W) LET,

gcloud pubsub subscriptions pull --limit 100 --auto-ack <&FF ,; E > ZIZHid 37 X2
V73 24>

= Google Cloud Platform 2 Syergy GCloud Sin v

m oT Core <« /' EDIT DEVICE £ UPDATE CONFIG W BLOCK COMMUNICATION W DELETE

Device ID: synergy_thing_01

Numeric ID: 2691

Detai

Latest activity

Heartbeat (MQTT only)

Config ACK (MQTT only)

Error
Device metadata
Authentication
A public kay
Key format Key value Expiry ime

hell:~ (synergy-geloud-sin)$ |

4.5.3 Google Cloud Platform S5 ® MQTT * vt — < M 4T (Publishing the MQTT
Message from Google Cloud Platform)

LFOFRIZ, LED O S F X ERATREZFETRTD MQTT A vb—VaRLET, TORX vV ERIT

L. PK-S5D9 &% v~ I, AE-CCLOUD1 %> k., & 5 WiE AE-CLOUD2 &% k o LED @ ON/OFF Z 4] v %

ZHT ENTEET,

7EFD : [message column] (X v E&—Ufl) ICRE L THD A v E—VIERIFE, DIXFERRJENET,

A vt— % LT LED @ ON/OFF Y]V £ 2 2 BRITIZZ ORI HERE NP HLETT,

%« 2 PK-S5D9/AE-CLOUDI/AE-CLOUD2 ¥v hEIZH S 1 —4 LED O ON/OFF OYIY H

LED JIRf& AvE—¥
AR LED 25 54T {"state":{"desired":{"Red_LED":"ON"}}}
RO LED 23 HAT {"state":{"desired":{"Red_LED":"OFF"}}}
D LED A3 AUT {"state":{"desired":{"Yellow_LED":"ON"}}}
0 LED 23T {"state":{"desired":{"Yellow_LED":"OFF"}}}
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#kD LED 73 AT {"state":{"desired":{"Green_LED":"ON"}}}
kD LED 231 AT {'state":{"desired":{"Green_LED":"OFF"}}}

A=V ERITTHICE, LLFOFIRICENET,

1. [loT Core] — I8 L7,

2. ER L7z 2 R UIE, [loT Core] X—YHICERRENET, VA INL LT A MY ZREDT, ®hT 5
VYA RYGEIAS—ICBE L ET,

3.ZDOLYARNIDOHET, BILET A ANRERINET, VAIMNLT AL RERST, e+ 257
N AR—=DIZBE L ET,

4. UUFORD X 512, T34 2=V N [UPDATE CONFIG] (REDEH) R& %227 ) v 7 LET,

= Google Cloud Platform &= Synergy GCloud Sin w Q
ﬁ loT Core = # EDITDEVICE %% UPDATE CONFIG W BLOCK COMMUNICATION ~ {§ DELETE

Device ID: synergy_thing_01

Mumeric ID: 2691914639144573 Registry: AE_Cloud2_kit

smmunication: & Allowed
Details Configuration & state history
Latest activity
Heartheat (MQTT only) 31 Jul 2018, 18:15:12
Telemetry event received 28 Aug 2018, 11:17:59

Device state event received -

Config sent 28 Aug 2018,11:17:39
Config ACK (MQTT only) 28 Aug 2018, 11:17:39
Errar O 28 Aug2018,11:32:00

Device metadata
Mane

Authentication

Add public key SIS

Key format Key value Expiry time

RS256_X509 R -

UTFORDOE I, Ry T T v 700 RUNRKRIIET, [Message format] (A v E—IBA) & LT
[Text] (7% A b)) ZEIR L, MQTT 731 RZEFETIHIMNEDOH D A v E—V A0 1T ET,
[SEND TO DEVICE] (7 /3 ASEIZER) RF &2 27V v 7 L, AvyE—T% MQTT 73 AIZEFE LET,

AE-CLOUD1 & %5\ 3 AE-CLOUD2 % v R & AWM I PK-S5D9 F v R A v E— V%55 LT-BEA T, ks
% a—H LED 28 AR L E 3,
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Update configuration

Enter the new configuration below. If you're using MQTT, the configuration will be
propagated to the device when it connects. Learn more

Format
® Text
Basetd

Configuration

{’state"{'desired"{"Red_LED""ON"}}}

CANCEL  SEND TO DEVICE

4.5.4 Synergy Cloud ## 7 T ® & 1k (Stopping the Synergy Cloud Connectivity
Demonstration)

TEEEIETHIZIE. Tdemo stop) 2~ REANLET, Z0a~vr RERITTHE, loT 777 KA

VAT 2= ADTHE, MQTT A v —YORITOEIL, HLONEF 2 —IRFEIN TV DLHREFHO

MQTT A vt —UF_RCo7 U 7 NERSET,

COM24 - Tera Term VT
File Edit Setup Control Window Help

Red LED OM

IlREd_LEDIl = llo“ll

llxaccll - ll_a-?3 ll'

-
"temperature'™ : B

"pressure' @ 991 41",

II44-11II’

"hunidity*'
"longitude
"latitude' = ',
.'Spl.' : Il7-19ll

»

>demo stop
»De—Initialize the IoT Service:done

b |

271 PV H5—oa3avTEEBLEDL—4S5 DR
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5. RODOFIE (Next Steps)

BIRY — N a—T 4 UT 0 OOV T,
https://www.renesas.com/jp/ja/products/synergy/software/tools.html % Z % < 72 &y,
BRY— N Ea—T 4 VT 02X T ru— RT 5T,
https://www.renesas.com/jp/ja/products/synergy/gallery.html % =% < 72 X\,

Renesas Synergy Module Guides Bd:# U > 7 : https://www.renesas.com/jp/ja/products/synergy.html

6. MQTT/TLS WBEZ&EH¥ (MQTT/TLS Reference)

SSP 1.5.3 =.—#— X~ === 7 /L%, Renesas Synergy™ WEB
(https://www.renesas.com/jp/ja/products/synergy/software/ssp.html#) 7o 4 7 v — R CE E 9,
(MyRenesas ~ D &k A3 3 C4)
Google Cloud IoT Core @ R = A > | (https://cloud.google.com/iot/docs/?authuser=0)

BEENODEIRE L $IPR (Known Issues and Limitations)

FFEDHENFR Yy NU—7 T, A=V 3y MEREFEA LN L ZOTEEZFEITLTNDH2—F N, demo
stop 2~ REMHALTCTEA2ELL-%ICdemo start I~ FEEALTCT T2 L9 —EETLLD
L% &, FEIL Google Cloud 10T MQTT 7' 17 — 1 —~D kI R L £,

~
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R—LR—T EHR—FEO

UTOURLIZT ZEAL, Synergy 77~ M7 +—LDOiEflA R L, B#ET L R¥a A ey yrm—
KL, AR —Fr&2 ZIEHALSEE N,

Synergy Y 7 h U =T https://www.renesas.com/jp/ja/products/synergy/software.html

Synergy Y 7 b =7 /3w —3  https://www.renesas.com/jp/ja/products/synergy/software/ssp.html

TN =TT RFv https://www.renesas.com/jp/ja/products/synergy/software/add-ons.html

V7 b =T HEE https://www.renesas.com/jp/ja/products/synergy/software/ssp/glossary.html

R — v https://www.renesas.com/jp/ja/products/synergy/software/tools.html

Synergy /»— Ko =7 https://www.renesas.com/jp/ja/products/synergy/hardware.html

v f/uzarhue—7 https://www.renesas.com/jp/ja/products/synergy/hardware/microcontrollers.html
MCU HizE https://www.renesas.com/jp/ja/products/synergy/hardware/microcontrollers/glossary.html
FEANT A =X TORE https://www.renesas.com/jp/ja/search/parametric-search.html

* vk https://www.renesas.com/jp/ja/products/synergy/hardware/kits.html

Synergy Y U =—3=3 > Gallery  https://www.renesas.com/jp/ja/products/synergy/gallery.html
N—hF—=Fmr = b https://www.renesas.com/jp/ja/products/synergy/gallery/partner-projects.html
TV r—varyFuare=s b https:/iwww.renesas.com/jp/ja/products/synergy/gallery.html

(L7 WEB ~3— 2 D ] 3R & 22 R)

AT —ERYPR—FY V—R

Rz A2 b https://www.renesas.com/jp/ja/products/synergy/support.html

F Ly U—Z[FAQ https://ja-support.renesas.com/knowledgeBase/category/30643

T x—F 5 (KFE https://renesasrulz.com/synergy/

T F—T 5 (HAFE) https://japan.renesasrulz.com/cafe_rene/

rL—=7 https://www.renesas.com/jp/ja/support/training.html

b https://www.youtube.com/playlist?list=PLgUXgPkOStPu_uZCwn_1tM2QZIRDhchCR

HAE R NG o5 (MyRenesas 8% 4422)  https://ja-support.renesas.com/dashboard
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