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1. 259 FEHEDER (Introduction to Cloud Connectivity)

1.1 #E (Overview)

10T (£ / DA & —% v ) X, BV (sensor) °A~— k7 > (smart-phone) 72 & D HEHBICFIH S5

B4 World Wide Web (2825t T 2 72 DI SN TW D IREIFRAFEDT 7 /v OV — TS TWET,
10T TA AL, AT VP M BETHEIZY 7 L, £ (B, 731 R) EADR, BXOE/

LB O (B A, M2M) THlEZIT OB LWFIEEZEBR L E7,

INGDTNAREINTE /1T, A F—Xy MIERRLET, TN T A A AN A2 L TEEO

BREEN DI LR AR T 2 C RSO AT DI ZOERICT 7B ATE, BTV Fax—H

EA LTI ENTA 2N TEXET, ZOF2EvRT, 10T FA1 RFKREOTF—FE2ERK L, 75

T RaALCa—T 4 VTIFERENTET — R RET LT OORBERMET HZ LT, T—FEEETDHT

ENTEET,

1.2 EFEaV HR—FR2 + (Major Components)

T 729 R YV a—Taid, UToOFEEa R—3x o hTERINTHET,
1. 534 AE 7213 ¥ (Devices or Sensors)

. = Fv A (Gateway)

IoT 72 7 K% —E X (loT Cloud services)
T Ra—WmEiFOT7T 7Y r—2 a3 /27 2 (End user application/system)

~w o

Devices

rr
r.\\

Sensors

Gateway

1 10T959 FEHGOT7—XTIOF v

FNA ZFE XY (Devices or Sensors)

FNRART, "N—FR 72T VT R 2T TREEENTEY, M EEEBELET, &7 5 A% v b
U—J1l8m L, TRAAEI L, FHREHLERDZT IV r—r g EEEXITTWET, T8 A XEEE
M EITEENICA X —Fy P e CTE T,

Y —hv x4 (Gateway)

JF—hrUxA (gateway) IZE->T, £ ¥ —Xy MIBE#EERIN T RNWT AL AE 7 T 7 RHb—E 2R
ERFHATLENTEET, ET A ANLDOT—XE, 77U RTT7y M7+ —LICEEFESN, £ 2Tl
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DT NAAPBEE LTeT — 20, MOEBUET —% L LI Ih, fAdbInET, FLEAED
— ) 7238 57— R 7 = A (communication gateway) (X, Wi-Fi, /4 —¥% % v b, BALT =7 ED, EEOERE
T /uT—%YR—rLET,

1oT 75 v F (loT Cloud)

<D 10T T ZFKREOT—FHERLET, ZhHT /A ZADEH, [FHRAH L ZOFEM D121,
NI, AT —F TNpOMKa X MRFIEPBLETY, 7—2, Froty 77 —4 (bigdata) DOFRfF, ALEE,
SEATISE. 7TV FE LRISFEE RO 2 DIXNE# T,

1.3 959 KFO/814 FOMWME (Cloud Provider Overview)

1.3.1 Amazon Web Services IoT Core

AWS [oT Core —E A%, MQTT, HTTP, BL U Web Y7 v ML ->TT, loT T34 A& AWS 7 T
ROBITOEX 2 7 WS MEEEEB L, EHOE /) (7351 R) 02 LE@EHIE (telemetry) 77— Z ZUUEE L |
ZDOT =B DRAFE T HFATT DN TEET,

AWS loT Core IZ. X.509 FiFBHE (certificate) Z{#H L C TLS O A2 EITT 5 HIETHEINET, FF
HEMEHEINTT 7T 4 70D e, FOMHEBZT AL AL VA =L TEET, ZOHK, T/N( A
F—= bR U2 ABDOHHWHEREFITTHEIC, TOEAELHEHATEET,

DLFTORIZ, Y—EZ2a R R—2y FEeTF—ZDOHENEZEH L ET,

AWS loT / »
(«z @% » MESSAGES E‘ qua%az_on
T webservices.
LY / -
NS S
/,/--—— - N — AWS SERVICES
/ A S \\—/":’/ \ — | With these endpoints you con deliver
Z 77t \ RULES ENGINE ;
MESSAGES MESSAGES | _l-;___‘j oo /\ Transfarm device messages Ty S
\ | | €9 /] based on rules and route to
,_/' p ' A '\__/r- l/ :,-' AWS Senvices
NESK 7 \.
AWS loT DEVICE SDK AUTHENTICATION DEVICE GATEWAY o
Set of client libraries to connedt, & AUTHORIZATION Communicate with //" .
authenticate and exchange messages Secure with mutud devices vieMOTT — 1
authentication and encryption and HTTP 1.1 [ | MESSAGES EJ ’ = ‘ ﬂ
.‘\ 4 =
S N APPLICATIONS
\ DEVICE SHADOWS Applications can connect to
Persistent device state during shadows at any time using an APl
intermittent connections
REGISTRY ==
Assign a unique identity to AWS loT APl |- J
each device

B2 AWSIoT Y359 FIC&bdY)a—ay
1.3.1.1 F73HEEE (Key Features)
(1) AWS IoT /34 X SDK (AWS loT Device SDK)

MQTT. HTTPSX°Web ¥/ v k7 b a L &flifi+% = & T, AWS IoT 731 2 SDK iZ, loT Core & M
M CTT A ADEERE, ik, A v E—YORMELITH Z LN TEET, AWSI0T 7731 & SDK X, C, C++,
Java, Node.JS. Python. Arduino Yun ZH%HR—hLTCWET, T2, 7 74T T4 7F Y (client library),
B 7 A R (developer guide), A —71—[allF OA A A K (porting guide for manufacturers) 234 )& L TV E 97,
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(2) FINA RS — T4 (Device Gateway)

AWS 10T T34 A7 =~ 7 = A 1X, T34 AL AWS loT Core D& % = 7 oK Zel@E 2 FEB L £3,
FNA AT — b T =A%, BIT-H 7 A2 U7 aE5 /L (publish-subscribed model) Zf#H L CTA v & —
VEZMTHIENTE, LHLIBIRIMZOBELZFERLET, 0O L1XZWENF— 128> TAWS
loT Core |X, =277 v K (Fv MU —27 85hl) 734 AOEEY 7 A7 F A 3 (subscriber) ~DFFE b &
77T —HX D7 a— R¥x A L (broadcast) % AIBEIC L £ 7,

FNA A= F 7= A1Z, MQTT., Web Y4~ b, HTTPS 11 ®%& 7o k¥ HE— kL THhET, FA
A AT — T 2 A 1IFKGT AL 2O HEIMICXHETE, £ 75 A 527 F % (infrastructure) 72 L
W10 EU EOT AL R R— T 52 ENTEET,

(3) EBREE &R (Authentication and Authorization)

AWS IoT Core I, & Hwp B 8kiAR A > b CHARGE (mutual authentication) & K51t (encryption) % 1T L
F9, DD, TN AL AWS 10T Core D [H TORZE Z2FRAEHR A Lo 7 — ¥ T 272 b
FH A, AWSI0T Core I, AWS OFRFESE TH D [Sigva] ZHAR— KL TWET, Ziud, X509 iFHE

(certificate) ZN—RA LT HFIAETH Y | (I A X LA E (customauthority) Z i U T) A X < HMERK L
7o h—2 > (token) Z_X—A L LIGRGEZATWE T, HTTPS i L7c8 A Zn b2 To X aeFH T
XH0Izx L, MQTTS 2 2@EIFEHES—2OFIEEITWET, S5, Web Y7 v M &Y
%iE(E1 Sigva, T e bl A X LAFR#E  (custom authorizer) ZFIHT 5 Z LR TEET,

(4) LY R EY (Registry)

LA MU (registry) 1X7 234 2Ok AI1EH (identity) ZHeNr L. T34 A0 @M (attribute) <P HE
(capability) 72 & 2 %7 —% (metadata) ZiBHF (track) LET, LY ARVIEET A AZxLT—E
(unique) 72FBIEHMZEIV Y CTET, ZOWAERIL. T3A ZADX A TRZOEEREITIEZ b BT,

—H L7 (consistently formatted) T3, LY A RUIET A ZAORENEFLRT HA X T —X L HR— b

LEd, ZORENE, “Br ¥ (sensor) WEET — X Y R— N TE 507 | “IBEFNMIEL (Fahrenheit)

MEE (Celsius) 72 | 72 & T,

(5) TN AL+ K (Device Shadows)

AWS 0T Core ZF|H LT, —HIX& T /34 ATk L CTKHLH (persistence) T{RAR (verrtial) 72/3—3 =
Y ThD Ty Pl (shadow) ZERLTEET, [Py FU (DI T A 2ADRFORENG ENET,
TV =g RMMOT A AT INED A v — U EGA T, ZOT A AEOHMABERERSZ 79
ZEMTEET, TN AT FU (device shadow) (ZAKGANCHRFOREEZRE L, T ANE T T4
YDLEETH, BT AL ARFERICNE L R D REEZHRELET, =2—FiL API £iFr—nrom v

(rules engine) ZFIH L CTT /A ZADFRFOREOTIGC, FORLEL R LDREORELXITI Z LN TEE
7

(6) J—LxT> P> (Rules Engine)

=L DNk S TES N 10T 77U r—3 g ik, RN R Y b U — 2 128k SN T3 AR
T 27 —F OIS, LB, e T — 2 ~OxEEBIRH> 2N TEET, 2—FTA U T7TF AT
I F v BHEHTLILETIHY FH A, L—Lm P 0E, AWS loT Core (25 L TRITSNTZBEREA v —
2 (inbound message) ZFFfi L7-%%. T DA vt —YEZMIT L, 2a—FRNEHXZLZEI R XL —L
(business rule) IZEESNWTENLDA v E—VEMOT NAZAETF7 7T FYP—E R L TEIELET,
N= T 1 Db LUFEBOT AA ANLOT —ZITHIETE, 1 DERITEROT 7 ¥ a V& RIRFICET
THIENAHRETT,
Flo, == PTG Kibana #t A BERE A A L T, AWS Lambda, Amazon Kinesis Streams,
Amazon S3. Amazon DynamoDB., Amazon CloudWatch, Amazon Elasticsearch Service 72 & O 4&-FE AWS = K
KAV MEIZA v =T %AV —T 47 (routemessage) 35 Z &N T FF, AWS Lambda, Amazon
Kinesis Strams, Amazon Simple Notification Service (SNS) Z{#H L T, A= RARA > MIbT 7295
ZEBHAEEETT,

R11AN0336JU0102 Rev.1.02 7151 R—2

2019.05.07 RENESAS



Renesas Synergy™ 75 v k74 —LA Synergy MQTT/TLS AWS ¥ 57 RV ) a—2 3>

1.4 MQTT 7B Fa/LOMWEE (MQTT Protocol Overview)

MQTT (X, [Message Queuing Telemetry Transport] (A > tE—UF 2 —A > ZERERIE b7 > AR — R) O
MCd, MQTT X, 7 74 7 v M — 3477 27 Z A7 (publish-subscribe) (2L DA v tE—T 7 T
Y AR— K7 k=L (messaging transport protocol) T3, OO TEE, A —7 Tyt yt—
Vo r7a halthh, K0EEE L — kb (low-bandwidth) | K& 22 B iERFR] (high-latency) | % 721315 #E
PEDIR R~ b T —2 (unreliable networks) @ L 9 72 HlFI DK EWT SA RZHIETE D L 9 ITREFSNT
WET, TALORMEEZIEH LT, fOREWEREE (WEea— 7y h7U & (code footprint) 73/)s
L, * v U — 7 #ilE  (network bandwidth) 73[RE X172 M2M (machine to Machine : ##FH A ) . loT
AR TolEERY) TOMMICKETT,

MQTT 7 7 A 7> hix., 7 u—74— (broker) fxﬂﬂfﬂﬁd)774’7/b WZHEMEBITTH LN TEET,
LT TAT LV IPEED Y ZIZBELDRHDGE. DI F7A T MIidTao—h—BETEFDO I v
WY TR T4 735 (FLIAD) ZENTEET, 711*—77 137 747 bOFERELE AR EZMY L, ¥E

DINEY T TAIFAT LI TAT Y MR LT, BTSN AvE—VEEELET, ZORIT
(publisher) /[T A7 A4 NET VT, EEDOI 74T 1\75)I_JLI\E/7 BT AT — 257752 &
LTEFET, VIAT VMR ZDRIL FE Y I TR T4 T LEEHA, TO My ZIZELTRITEN
oAy E—VESITRY £7,

PUBLISH to Thing N/Data

Thing 2

PUBLISH to Thing N/Data
Thing 1
MQTT

Broker

SUBSCRIBE to Thing 1/Data

Thing N

SUBSCRIBE to Thing 2/Data

B3 MQTTYSA 7Y bFORITIYVIRISATETIL

ZOFET T, HITHE (publisher) &V 7 A7 T A NORICESEZOBERITIH Y A, BTV T A7 T4
T VAT AORBEICH ST D702, MQTT 1Z—#%AIZ, QoS (Y —EAE) 0D L~ &AL E7,
MQTT (Zi%. LA FT®D 3-2MD QoS L~Lindh v £,

e A K 115](0) (At mostonce (0))
e Jfx/IN11H] (1) (Atleastonce (1))
o IEHEIZ 18] (2) (Exactly once (2))
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&K 1[E (0) (At most once (0))

A= VNN L o TEZEMER (Ack) S d Z Lide | RERICE > TRECHEESND ZED
HYEE A,

B&/N1E (1) (At least once (1))

Aob—UhEZEMCER/N LRRET D2 EMRIESNE T, 72720, 2O XA vbE— i3RI ORE A3 A]
BETY, HEMANE. ZEMHH D PUBACK 2= RIBERXOZEMHR (Ack) ZZITWMDE T, AvkE—T%
RIELET,

EREIZ 18] (2) (Exactly once (2))

Ay —VaBERICIEMIC I FOREET 522 LA RGELE T, ZhdRbLET, KbHIREZR QoS L
NTT, EEMEZEMOM TEEERFICED 2207 —%E U T, RN ESNET,
AWS 0T Core /X QoS L~UL 2 %R — kL TWEH A,

1.5 TLS 7O FaJLOBEE (TLS Protocol Overview)

RS AR— LA F¥EXalF 4 (TLS) 710 ha L EZOMETHHEX2T Vo v h LA ¥ (SSL) 1.
A2 —E Ry N7 RATEX 27 RBELFEIT HHEE{L7 1 k=L (cryptographic protocol) T,

TLS/SSL a2 hauid, 2 oO@ET TV —1a v ORITT I AN — L EHEEERTEIELET, LR
A2 7o T 4 B3 H Y £,

WE{k (Encryption) :2 SOBET 7V r— a b ORTEHEND X v — a1k S, HEERED
TIAN—ERFELE T, T — X OlEEbIZ AES (Advanced Encryption Standard, & KRG S{LHES) O X 9
72 R FRIE 5 520 (symmetric cryptography mechanism) Zf#H L %9,

FFE (Authentication) : FERIE A1 L CEELOMANIEREZMRAET 5 A W= L TT,

et (Integrity) : A v E&—T D% E A (tampering) P (forgery) MNEMEINZ L ZIZZDZ L 2K
HT 2 AN =X LT, $EROEHEMEZRFE L 3, SHA (Secure Hash Algorithm, ¥ =7 /v =27/ =3
A L) D X 9 72 MAC (Message Authentication Code, A vt —VBiEa— R) 2 HL, A viE—Y0waeits
PRAEL £,

TLS/SSL VL TCP Z M/ HL T, HTTP L MQTT DL 577 7'V r—3 3 LA ¥ 7 u k=L (application layer
protocol) (Zxf LT a7 2lE o gt LE4,

MQTT

B 4 TLS/ISSL DEERE

1.5.1 T34 RFEHFELE (Device Certificates and Keys)
ZOFETIX, T3 ZAGEHE (device certificate) | ABHSE & ESHE, B X OENL ZAERKT 5 HIEICONT
ML ET,
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1.5.1.1 T/54 REEEAE (Device Certificates)

0T 7 /31 ZADOfLE (deploy) & EBRAATHRE, ¥ = U7 ¢ IXEKAHFIHE (critical concern) (2T9, E@H .,
0T T34 AX 7 77 REDBFEEFATTE DL OITR 50N, #BEH (identity) % M H L Li?‘ VA
X VEEHEIL, TLS TYE— b A b (remote host) ZFEAET D720 Dk b —ikM72 HETT, T VX ILEE
HE LI, 7351 R T 2B R A2 TR T 2 7o O D REDOER D GETT,

TLS |LilHE, X509 EMEEn X AR L ET, T ITU-T (EEEREEES, EXOEEEELETM)
DEELEHE T, 72770, TLS BEXITOBEBDOF A FREET HHAIL. Moo E L3
HZ b TEET, X509 1%, FEBAEIC %ﬁéﬁmmﬁﬁﬁkéi?i&:/:~%4/ﬁﬁﬁ%*§bf
B, IO EFERALTCT VXNV EERERT DI ENTEET, TLS THHT DK/ X509 FEHE T
BOBIEIEREIRHS  (telecomunication standard ) Td& 5 ASN.L OIREMRZHEA L E4, ASNLITIZESESF 4
FUANT Y a—TFT 4 T PERSNTWET A, TLS GEETR G &M= a2—5 1 > 7% DER
(Distinguished Encoding Rules) #1#% <3, DER (% ASN.1 BER (Basic Encoding Rules) # fiil&{k L7=% 7% > k
Thh, BOEVIZHERL, TERSHIZTHZEEZHNE LTRESINLTWVET,

DER B D /A F VGEENEREO TLS 7'u ha L CHEA IS TWETA, I bidEKofEE = a—
T4 T AU CTAERB K OMRIETE, pem, crt, pl2 DX H 77 7 A WEETZEID 4T CnET, &
H— R REBOFENET Y a2 —F ¢ > 71X, PEM T, PEM (Privacy-Enhanced Mail, 77 A /X —i#ifl
A—)VIZHFR) BT, DER =2 a—F ¢ U ZIZkHeT 5, Base6d =2 a2 —F 4 73—V 3 T,

BT 277U r—vailloTid, =2—VHBIOEAELERTL b TEET, #BE, ToXkH7%
SERAE T, A — I — BRI IRt SN b D, F TR ORI/ LA LA E T,

1.5.1.2 F/4 A~ADIIBAEDO O— F (Loading Certificates onto your Device)

NetX Secure 77U r— 3 ' CF DX VGEAEEHE AT 51203, ROICFEHEZ N1 T U DER BRI L H#
L. A7 v a o CHET MEH#Z N T VBRI EBm L ET, @%\MmﬁlﬁfTJ%Rl/ﬂ%74
YT EIHT RSA A L ¥, B, GENEEMEREL T NA 2Ze— T2 HIEFUTOA 7T =
VINHBIRTE LT, 7T v aX—ADT 7 ANV AT LEMHT ), T—Z05HC 7 LA (Carray)

AR LET (Linux® @ Ixxd)] X957y —n7T, (-] 7 arZHE), TLTary ML v, GE
HELEZERT -2 L LT 7Y r—3 g VICHBIARET,

SEHEAZ T A R 2u— KL%, TLSAPI 2 L CiFHELZ TLS v v > a VICEEMNIT A Z T
F9,

15.1.3 BECERIIABOER (Generating Self-Signed Certificates)

TARNOHMWT, HOBLAEAE (self-signed certificate) #4422 Hika@EIRT L2 b T x4, 2D
REEZ AT S a v Rk, LT LY T,
openssl req -x509 -newkey rsa:2048 -keyout private.key -out cert.pem -days 365 -

nodes -subj "/C=US/ST=0Oregon/L=Portland/O=Company
Name/OU=0rg/CN=www.example.com"

ZDawy KT, HOBLAIEHETH D www.example.com 23 ERE SN E 3, FEHET 7 A4 V1T cert.pem, Fit
87 7 A /LL private.key T3, [www.example.com] % [llocalhost] [CE #2552 & T, B—H /LKA
MIXHST 2FEHE D AR TEET, ZO%A. A VA M=V RA 27 VT MOEHIOF#E LT lNocalhost )
EHRELET,

152 TNRAZRAOEFX=2Y T 42T 2H#IBEIE (Device Security Recommendations)

XU T 1T DT OHESE %IEI %. Cloud IoT Core IZ X > THif| SNDHDOTIEH D FHAD, T
AR LR DORELHERT DT-DIZHENTT,
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o FHEEHEIIMEERE LTHROE D,

e 10T 77U REBETHHAIXTLS12 2 L, /L— FEBAER (root certificate authorities) {3 L C.
T —ROFEHENF THDH 2 L 2R LET,

o BT NRARF, —E (=—7) BRARBEFERT ZEHTOILERND D 3, RITEEDOT N1 R
TH—O#EEZILELTNT, ZFNEDTF AL ZAD—ORKBIZE L INT-5HE. WBEITH O oH
EINTZTRXRTCOTNNA AR L TRV TETIENTED LR F9,

. /.&F#EJ%%’E Cloud 10T Core 28§k 95 L &, X2 7 REEZHRFLET, WBEDNAREBLZUIATLHZ

EEIJJL Travva =7 EER (provisioner) KO TARSEEZ AN X, Moo ABEEE BER L
t . TR, BWEBEIXT AN AORDVIEIEE Eii T 5 L o1/ £,

. Cloud IoT Core [IZXf L TCT A ABRFET D72 O L7871, o BEofo 7' v b 2 V2 fEH
L7anTL7EE WY,

o WEAVX2TIRETITANA ZADRENT L > TL, 87 2 EWMICZEE (rotate) T5 L 91cLTK
EEW, BEMIE, T30 22Uy b5, TRTOREMFEE (discard) LT 7Z&EV,
FTNRAATHANRVL =T 4 VT VAT LAEFEITLTWDBEA, OS DT v 75— itk =27 (secure) 72
FIETERT D MENH Y £3, Android Things 1. E¥F 277427 v 75— haEfT 572D —E X
ERRELTCWET, ANV —T 4 VTV RATAEFEHAL T 2WT AL 204, EBRKBICES2Y
T4 OWEFEENRFE R INTHE, EX 2T RFETT A AET v 77— L TLEEN,

N

Synergy MQTT/TLS W49 59 KY Y a—< 3> (Synergy MQTT/TLS Cloud
Solution)

21 MQTT 935472 FOBME (MQTT Client Overview)

NetX DuoMQTT 7 Z A 7 > b EY =—/LiX, MQTT (Message Queuing Telemetry Transport, A »vt&—3 % = —
AV TEBNE STV AR—=R) 78 harX—=2AD 7 747 > MIxET 5 EKED APl 24U E5,
MQTT 7= k =/Lix, TCP/IP @ AL CEMET DT, MQTT 7 7 A 7> ki NetX Duo IP 3 L O} NetX Duo
Packet 77— LD FAL CEIESHTWET, NetX Duo IP IZH H %, £ —V % v b, Wi-Fi, B T7—7 L, #
)7 LA YIcERLET,

NetX Duo MQTT 2 74 7> hEV a—/lE, BFE— NELFEX 27— FCHEHATEET, @ E—
RTIE, MQTT 7 A4 7 v b7 u——DMOBEFEIEFEX27 TlEd v A, EXF27E— RTIE
MQTT 7 FA 7> h& 7 u——DOMO@EEFEIEX, TLS Ve harzH L Texa T2 £,

2.2 ERETICBE9 5#REIEIE (Design Considerations)

o TT74/NRMTIE, MQTT 7 74 7 METLS T, MQTT 7 74 7 k&7 m——DMDEE
TEX=2T7TIEH Y FHEA,

e Synergy MQTT 7 7 A4 7> hE, NetXDuoTLS v a7 my 7 2B LEHA, NetX Duo TLS il
7w v 7 (common block) OAZBMLET, D7 1w 7%, NetX secure DILET 1T ¢ & F =
TOERELEGIEEIBZRNET,

o TLS By arOffpk, EXx2 VT 4T A—FDOEE, nxd mgtt client secure connect ()
APl IZ L > THHEEIND TLS By R T v 7 a—A"y 7 ORRICEE T 2 HES FHico— R 5/E%

WX, 2—WIT7T 7V r—rara— KMITHET DR ERH D 7,

221 HiR— bxtROERE (Supported Features)

NetX Duo MQTT 7 74 7 > Mk, LT OMREZ R — N L TWET,

e 2014410 H 29 H® OASIS MQTT /"— 3 > 311 ICHEHLL T4, Z 1Lk, http:/matt.org/ (248
WINTWET,

e SSP AL T C NetX Secure ZfiHl L Cl@E 2 B2 72T 20 E 2 00 BT, TLS 2 F8NEBEh+ 247

VarERtLET,

QoS #YHR— KL, AvE—V%FHITTHERTEBIRAEEREEO LIV ERIRT D120t L £,

ZELIEA Y E—VZNE TRy 7 7 IRIF L, Fa—ZHRE L £,

HLWA Y E—UEZELEEZICT—N RNy T BB T DA D= RN ERME L E 1,

T — L DA KT LI X a— NNy I BBGETH A= R LB L $9,
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222 EBMED7u—y—4 R (Operational Flow Sequence)

Application MQTT Client

Creates MQTT Client instance by calling nxd_mgqtt_client_create()

Connectto MQTT broker using nxd_mgqtt_client_connect()

Subscribe to topics using nxd_maqtt_client_subscribe() API

Publish to MQTT topics using nxd_maqtt_client_publish() AP|

Register callback on incoming MQTT messages using
nxd_maqtt_client_receive_notify_set() API

Receive_notify_callback() invoked on incoming MQTT messages

Retrieve incoming MQTT messages using nxd_maqtt_client_message_get()

Disconnect MQTT client service using nxd_maqtt_client_disconnect()

Terminate MQTT client service using nxd_maqtt_client_delete()

5 Synergy MQTT 23547 bO7A8——4S VR

23 TLStEvyIa OBE (TLS Session Overview)

NetX Duo TLS v ¥ g &V a2 —/LE, TLS 'u haAX—=2AD 7 747 » MIRIGT 2 EAKED APl %
AL E£9, Zd API % SCE (Synergy Crypto Engine. Synergy i 5{bm> 2 0) NS 2 — v 2 &2
L. "—RouxT7727%7Lb—a ik bmefbtEaba £ L £,

NetX Duo TLS ¥ v ¥ g »E Y 2 —/LiE, RFC2246 (/X— = 1 1.0) & 5246 (/X— 3 o 1.2) DHEICH/E- T
SSL(EFx a7 Y7y bLAY) LZDH%MTHD TLS 71 b2 /LZ 3244 % | Express Logic @ NetX Secure
HX—AL L TWET, F£72. NetX Secure (FFEARM 72 X.509 (RFC 5280) FEXUx T 5 /0—F » H#5# L C
WEJ, NetX Secure 1. 722 =2 KT ThreadX RTOS i+ 57 7 U r— 3 U &2EL TWET,
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2.3.1 XEHZBE 9 A RFIEE (Design Considerations)

NetX Secure TLS (. #15 L7V — SGEH I L TEEASAMRGE (basic path certificate) D 7% E1T L %
T

FEARRARGENE T L2 T, TLS X207 7 U r—v a U3 2EBERIE 2 — L v 7 &L
FLET,

REREIC X L 2B IRGED FATIZ, 77— a UITTRHS T D MERH D £97,

BINORGEEZ BT H7-012, NetX Secure [ZHBOMGEEIEEZ HAO & L7 X509 /L—TF &4k LT
WET, ZOHIZIE, DNS KFFHERES>, CRL (Certificate Revocation List, FERAZEZN U A ) OfEiRHEEE
NHY EF,

V7 N 2T R=ZADKERIE, T at y AR 9,

NetX Secure ® Y 7 k7 = 7 _X— 2D Bt/ —F I REfR B LA TTR, F—F vy hFatk v o
REAC L > Tid, EFICEBRBOBEREAETLZEB8HD 3, ~— K7 =T =20 5LHEEN
fEFICTE 534, NetX Secure @ TLS MEREZ fciifb 5 72 DICZ OMREZ A L T 72 &0,

HIIAIRT IR ZADOME L, —8OT 7V r—a 3K TLS La— RY A X TH5H 16 KB &P R—
N 272000 ) —REFFZRNAREERDH D £,

NetX Secure X, +572 0 VY —ANFHTELT /N4 AT, 16KB L a2 — REZAHTE F9,

2.3.2 YFR— bxtSHEE (Supported Features)

RFC 2246 The TLS Protocol Version 1.0 (TLS 7’5 k 23— 3 7 1.0)

RFC 5246 The Transport Layer Security (TLS) Protocol Version 1.2 (k7 > AR — Kb A ¥ X =2 U T ¢ (TLS)
Ja hann—ya1.2)

RFC 5280 X.509 PKI Certificates (v3) (X.509 PKI FERAE (v3))

RFC 3268 Advanced Encryption Standard (AES) Cipher suites for Transport Layer Security (TLS) (TLS [\ 17 /&
2L IR (AES) BE LA A — 1)

RFC 3447 Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version 2.1 (ZBf#&
I 5Lk (PKCS) #1: RSA i S {bfiAk N —0 3 > 2.1)

RFC 2104 HMAC: Keyed-Hashing for Message Authentication (HMAC: £ v & — VFEGEH Ol & N 3 2)
RFC 6234 US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF) (E ¥ =7 /1y v a7 /L3 U X
2 (SHA 3 L TV SHA _— 2 ® HMAC & HKDF))

RFC 4279 Pre-Shared Key Cipher suites for TLS (TLS F gl A &I 5{b A1 — b)

2.3.3 BfED 7 v —3—% & (Operational Flow Sequence)
ZOFETIE, TLS N> R =A Z8ifEL—/4 > A (handshake operational sequence) (Z- 2V Tt L £,
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2331 TLSNVERYzAY
LIFORINS, TLS Y —=E 7 T4 T 2 FOMORENRTLS N> Ky =A 7 2R LET,

TLS Client TLS Server
—_— ClientHello
— e
_-_-_-___'_‘—‘—-—_
D
ServerHello ]
Hello
I
_/—-—'_'_._._._._ P
4 Certificate ]
| certhicate,
-
< ServerHelloDone ]
erHelloDone
I —
-
— _.______________gr' entKeyExchange —
I
L ChangeCipherSpec P
——_-_-_-_-_‘—‘—-—_
‘_-_-_-_-_‘—‘—-—-_7
_-_-_-_-_-_‘—‘—-—-_
I
— Finished
—
T
I—
ChangeCipherSpec T
pnerpet
I
- ini —
Finished ]
 FHinished
[ _J
—— —_—
Application Data
< e
b Sm—
—_— CloseNotify Alert
— oy
T
. T
CloseNotify Alert ey
_4_-—-—'_'_._._._._7 _
- v
v

6 TLSNAYEY (Y

e TLS NV Ry =A 271, TLS 7 A4 T b “TLS By v a VOB ERLL TWVWEZ L” ZRT
ClientHello A vt — % TLS H— NZ24F LR CRItR S E T,

e TDAvE—VIE, IFAT LY IR EDOE YL g L TEATARRLICETABRS, By a Sy
ERT D7 DIEHT OERESM L TOET,

e TLS #— %% ClientHello (2%t LT, 7747 > bbbtk &N =854 7 v 3 kD GBI 2R
4 ServerHello X v ¥ —Y 2 IETIE CEELET,

o FTDHRIZ, VIAT YV NNV —ROEBIEREFIETE D LI, =08 L 0OHBEHREZ AT D
Certificate GEIE) A v —U 0k £ 7,

o HZIZYH— L, TN EY—"NDERET DA =V L &/RkT ServerHelloDone A v & —
EEELET,
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TIGAT Y IR —RORA =TT RCEZEFELEREAT, 7947 Mty va v @gegk

T LD EREAFLE L, TLSIX, 7V ~vAF¥——2 L v | (Pre-Master Secret) &9 |
HEOT A LT =2y NEERT D HIETEY Va VBOEREZITOET, 2 O#IZETEER T,
WAL AN I o7t MBERGET X TEARTHTDD T — R (ELEOERER) & LTEHALE

7

TN R ——F Ly ME, —HD Hello X v E—THRELZABRET LITY XA (RSA 72 L)
L V=D EH b OFEIE TR L AR A A G DY DB TSI ET,

b7 ~A % ——7 L v MM, clientKeyExchange X vE—YO—F & L TH— N2k

EENET, ¥ — 3% ClientKeyExchange # v & — Y22 LA TH O OMERAHEH L TS

U~ AH——27 Ly NORESZEMEEEL, RIZ TLS 7 747> FEWITL TRy v a V#OAERIC

HHRET,

Hello A v — Y TRIRENT-FEHET LT XA (AES R E) 2 LT vy a VENER SN

L. INUBOA vy =T RTERBELT I ENTEET, LS TW N ED A v

t—=ViE, ENLUBEOTRTOR v =V LT 2 2RI DIl IA4T o Feh—10

Wi 23241545 ChangeCipherSpec T,

WELSNTERIDOA v =T, TLS N Ry oA VOFREDA v =TT, 7747 hE&

P — O E N E(ET D Finished T, ZDORA v E—IF, EZFELETXTONY Ry f Y

A=V DONy T aZBHLTWEST, 2Oy a2 ZlHLT, " Ry 7R LIS
TORAyE—VIZBWTH I AN EL R -T2 L 2R LET,

INT, 77V —va 3T — 2 OEZEEZRBTEET, EHLODNLOEFELED, T
TOTF—H T Hello A v =Y TEIR LNy Y2703 ) X2 HAL TR Ny v 2 b X,
WIGEIR LT v AL AR Ly va VAL TS bESnE T,

KEIC, TLS By v a VAEEICK TEEDIENTEDLDE, 7747 M=o b 50
DETEBIRLIEGEOHRTT, By ia B ERICKTIEDLITE, 77947 Med— 0l
J775 CloseNotify 77 — b2 =5 L, BT DM E N H Y 7,
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2.3.3.2 ##feD70——4 2R (Initialization Flow Sequence)
RFEWRTLS By v a v ¥k 70— —4 o 2% U FORITR LET,

Initialize the NetX TCP/IP stack

Create TCP Socket using nx_tcp_socket_create() API

Create TLS Session using nx_secure_tls_session_create()

TLS Server mode

API

TLS Client mode

J

Initialize a X.509 certificate and private RSA Key using
Nx_secure_x509_certificate_initialize() API

Add the initialized certificate as a local identity certificate
using nx_secure_tls_add_local_certificate() API

l

Initialize a trusted CA or ICA certificate, using
Nx_secure_x509_certificate_initialize() API

Add the trusted certificate to trusted control block using
nx_secure_tls_trusted_certificate_add() API

Allocate space for the incoming server certificate using
nx secure tls remote certificate allocate()
API

7 Synergy TLS v ¥ 3 v O##E
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2333 F—A@ENIO—L—4 2R (Data Communication Flow Sequence)

Create a TCP connection using NetX/NetX Duo API \
Establish connection using nx_tcp_.server_socket_llsten() and TLS Session Start
nx_tcp_server_socket_accept() services (for TLS Server mode) or
the nx_tcp_client_socket_connect() service (for TLS Client mode)
Start the TLS session using nx_secure_tls_session_start() API /
—_—
Allocate space for TLS header using nx_secure_tls_packet_allocate() TLS Packet Allocation
API
-
—————
Application send data using nx_secure_tls_session_send() API TLS Session Send
e
—————
Application receive data using nx_secure_tls_session_receive() API TLS Session Receive
el
—
Application close TLS session using nx_secure_tls_session_end() API TLS Session End
e

8 Synergy TLS+tvy>ayvTF—42070——4 2R
3. MQTT/TLS Y FINTF FYr—,3> (MQTT/TLS Application Example)

31 7FVH—2 3 DOME (Application Overview)

OV INT IV r—varyaye s ML, YA — KO Synergy MQTT/TLS ¥ = — V&2 L7
Renesas Synergy” 10T Cloud ##i Y U =2 —> a v DFE L A b —2a T, TEOHWMT, 2077V
r—a 3 r 7 R e g &L LT Amazon Web Services (AWS) & ffi HH L TWE$, MQTT @ Thing (&
J T NA R) & AWS 10T Core DO EF/R@EA X 72— AL LT, A —H >y bELIXWIi-Fi £7213
AE-CLOUD2 v hDHRYR— 5V T—Fy U= 2L £,

ZOFEHTIE, PK-S5D9 F v I LV AE-CLOUDL % v 3 L TN AE-CLOUD2 % v F#Y MQTT &/ — K/
T (TAAR) & LTHEEL, AWS I0T Core ([ZEMBIICHAE L TH & OIRE O (PK-S5D9 ¥ v F DH A
FEA R — R OfE(AE-CLOUDL & » b3 LT AE-CLOUD2 % v hDEE) ZiiA i L, AWS loT
Core 48|27 — #EFEEITWVWET, £/, H 5O User LED state MQTT (= — LED IKAE MQTT) h &> 7|2
TA 747 LET, 2—WITLED RE~DZTREZ VY £— N THITTHZ & T, =—3 LED ® ON/OFF (i1
ITISIT) Z0I0 2D ZENTEET, ZOT7 7V r—a V3EHED LED oRfgzHAH L, 2—H
LED ¢ ON/OFF # 8]0 #x £,

IR TFIETE, MQTT 2 747> hZ&EHA L, AWSIoT Core (2%} L C, PK-S5D9 ¥ v k& 5\ % AE-
CLOUD1 ¥ v k& 5\ AE-CLOUD2 % v b3 %1795 MQTT "N v 7 2 H TR 747 LET, 33ED
FNEIZHE> T AWS loT Core 2T 5L 9ICMQTT 27 94T haty b7 v L, ZOTEEZFEITLE
T, 2L, BEEobHowd MQTT 774 7 > & HBIZMHEH LT, PK-S5D9 Synergy MCU ¥ v b & %\
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I AE-CLOUD1 Synergy MCU & v k& %\ X AE-CLOUD2 Synergy MCU = R 233179 % MQTT hE v 7
BV TAIIATTHIENTEET,

32 YILIITF7T7—XTOFrDEE (Software Architecture Overview)

UUTFOKIZ, Synergy 7 77 Rl 7 7V r—a v DY I rr7ual=s bDOY 7 v 72T 7 —%T 7
FyxxrmLET,

Application Console Thread MQTT Rx Thread MQTT Thread

CnEe MQTT Client

Framework

Framework
el NetX Duo Network Stack
Framework
ThreadX®
RTOS Shared

Interface . NetX Duo Network (Wi-Fi/
SAREDAVER Ethernet/Cellular) Driver

HAL
=2

Synergy MCU

9 Synergy 259 FER7 TV r—2avDI I b0z 77—X7T9F~
TOT V= arOERY T NI T arR—Rr MILUTOEBY T,
e MQTT 7 747> (MQTT Client)

NetXDuo IP 2% v 7 & ZOHM LR DA —VFy M, BEALT— Wi-Fi HO FZ A4 "ar R R—xr b
o L YV—)L 7L —AhU—7% (Console Framework)

ZOT TV =gtk LFoT7T ) A—sa RSN TWET,

e =Y —/)LZL v K (Console Thread)
e MQTT AL v K (MQTT Thread)
e MQTTRx AL v F (MQTT Rx Thread)
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321 =a2avY—) AL v K (Console Thread)

ZDOALy RiE, HEOa~v s RIA A2 72— (CLI) IZBET AL LES, ZOALy R
Tz — AT — AU — I EFEHLET, Z20ary ) — AT L — AU — 7 TRBET7 L — AT — I BIOFE
OFHM L 725 USBXCDC T NRA AEY 2 —/LaryR—3xr haEHLET,

DALy FE, 2=V ANEHmHAIANT, EOT—FEZRNBT =277 v allRFLET, RIFLEE
T MQTT A L 7% %12 Synergy Cloud ##5t 7 2 EATL L 9 & § 5 L S ITHAMLET,

ZOALy RTIE. UFOCL 2wy RAEF L a v 2HATXET,

e Cwiz

e Demo start/stop

Cwiz 2<v 2 K473 (Cwiz command option)

Zoavy AT a v EFEALT, LFOBREDWNT NN A[HETT,

o A=V Xy FR Wi-Fi REDEXy U =2 A H T =2 BLOZRLICHE#T S IPE—F
(DHCP/Static)

e 10T 7 77 FDOER (AWS)

o TTvvanbDBFREDK T

Demo start/stop 2~ R4 a3 (Demo start/stop command option)
Zoa~wy RET v a &M LT, Synergy Cloud 85kt 7 € 2 FE4TH& T L £,

3.2.2 MQTT AV v K (MQTT Thread)
THUFTFERHIEA Ly R T, LFOEZEREREL LI L £,

o HEAVH T =—A (A —HF > MWIi-Fi) D#IHIL

o 0T 7T U KA HT7z—ADHHIL

o TUHTFT—HDOEAHAHLE MQTT M v 7 ~DF — % DEMHI IR FAT

e ZELZMQTT A vt —T DX A FZHASNTa—H LED DIRHEZ FHT

U= A 7Ty TIRAEREZ . — 3 CLI 12 demonstration start/stop =~ > K&ZANT D E, ZDOAL v RiZEM
W GHIE)ICa—FASA X b7 77 (user input event flag) DIRAEZ MR L 9, CLI 5
demonstration start =~ > RARRITINTHE. ZOA L v RIIERREFLAOL—FIERENTE T T v =
MHFAH L, TORIMEEHRLET, TONENGHREGE. 2O AL v KX Synergy Cloud #:7 €
ZHR L E 9, demostop 2~ RBBITINTHAE, ZOALy RiZloT 7 77 KA %7 = — A0k
EROELET,

3.23 MQTTRx AL v F (MQTT Rx Thread)

ZOALy RiX, MQTT 7 r—%— (broker) 72H3EF L7 MQTT A v —U AL 7, H LW MQTT
A=V %ZFELERAT, MQTT ALy KRR —H# a—/L/\y 7 receive notify callback() %
EEHLET, ZO%RIOa—NL Ny 7T~ 7+ (semaphore) ZiE L, MQTTRXx AL v RiZZ Dk~
7 4 EEMPNCAR—V 7 LET,

L MQTT A vt — U % %5 L2 T, nxd mgtt client message get () APl ZfiH L TA v
T=VEHEAHL, TOA =V L, XELIEA =D A FITESOTRIEL 9,
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3.3 10T 9257 FO&E (AWS) (loT Cloud Configuration (AWS))

3.3.1 AWSIoT&RY ¥—

AWS IoT Core 7R U > —(, =—HF DT /3o Z|Z AWS loT Core DENMEFEFT % FF 7] 9% JSON (JavaScript Object
Notation, JavaScript 47 > = 7 M%) LETT, AWS loT T34 A X, AT —v a3t ) Y —2 %&b
TL—HORY —7 73 (policyaction) #ERLET, 2—PFILINbDY Y —=ZA~DT 7B A%EFF
AIEIESRT D N TEET, fHl:

e loT:Connectix. AWSIoT A vt — 7 0 —h—~Oki A +TH5Z L2 Ek L F1,

e loT:Subscribe (X, MQTT hE w7 (topic) E/iX b w7 7 4% (topicfilter) ~DV TRV J 47 %
T35 L xERLET,

e loT:GetThingShadow |, &/ (734 A) D % R (athingshadow) DOEGZFFAT5Z &2 EHLE
j—o

JSON

JSON i, A—T7 U HIMETTA FU = A N7 — 2 (data interchange format) T3, 7% X MEXD
HEDOZD, 2—PFICLDHATE R, BIRIZ X DT & RN ES T,

JSON [T EDEFFEIC b A< KFE T, C. C++, C#, Java. JavaScript, Perl, Python, fllDFEEISFEL & D,
C773VD7urI=IlloTHLARTWHAIZEHA L TWET,

{
“state” :{
“desired” :{
“LED value” : “on”
}

AWS loT Thing Shadow
Thing Shadow (Device Shadow, 7 /34 2L ¢ RU L HERET) X, /) (T A ZART S r—3a 072 L)
(ZBE3 2 BAEDIRBEN WA PR AFdS L OS5 72 DI 9% JSON L# T,

Thing Shadow #— B 2%, =—¥ 7% AWS loT Core |28zt L 7= E A E4LDE / IZBI$ % Thing Shadow (& /
D ¥ F7) ZfERF LEJ, Thing Shadow (£ / O v Fv) ZH LT, Thing (£ /) 2HEERTA >
H—F oy MIHEHRR SN TWDNE I Db v 72< . MQTT £721X HTTP i TE / IZB3 5 IRiE 4 s
FRIFRETEHZENTEET, TNENOD Thing Shadow (£ DY+ ) 1%, ZOLRNZL > T—EIZ
AR EAVET,

Amazon Web Services ~D%A T v 7

Amazon Web Services £, —HF T LICBET I e 1o 2o REELET, 22 TIE kKOFEZ
HELATIC, AWS 10T 7 77 R —E A TL1ODT7 H vy FEBRICER LEZZ E2HELTHET,

AWS 7 h 7 v b EVERRT A%, Web 77 W TLLTFDOY 7 2B& £,
https://portal.aws.amazon.com/billing/signup#/start

VHDFEHEANI L, 2= 7o ML ET,

3.3.2 AWS IoT Core TDT/31 ADYERL (Creating a Device on AWS loT Core)

PLFIZ, AWS IoT Core 2—H 7 o> F B L CT A R&EkT 2 Hikar LET, 2—FHBEIC,
[ Amazon Web Services ~DH A1 7 v 7| OFNEIZHE - T AWS loT Core T—F T hH o M E/ERR L7ZZ

L HEEEL TWVWET,
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3.3.2.1 AWS IoT Core Y—EX#HI<

1. AWS —E 2D ENN—IZ TAWS loT) &AL, AWS loT — b A28k L £,
2. [AWS 10T Corel %27 V v 7 LET,

aWS, Services v Resource Groups v * jay SynergyCloudSolution »  Oregon »  Support

AWS services Helpful tips
I loT I (1) Q ] I:%]T Manage your costs
AWS loT - Get real-time billing alerts based on your

Connect Devices to the Cloud (2:‘ cost and usage budgets. Start now

loT Device Management

Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices @?D Create an organization

Amazon FreeRTOS Use AWS Organizations for policy-based

Amazon FreeRTOS is an loT Operating System for Microcontrollers management of multiple AWS accounts
Start now

Amazon Lex

Build Voice and Text Chatbots

3.3.22 E/ O{ERk (Create a Thing)

1. [Manage] (B HE) IR L., 7341 2ADOERZ B L E5,
2. WIZ. [Things] (£ /) &R L £7°,
3. BT ZAERT A 72012, [Create] (1ERK) 23R L £7,
4. Z D%, [Create a single thing] (FE— D% / DERK) RN 7 o2 BIRL £, UFOEEO X 52, FrLwn
74y RUNHEET,
HFL : [Thing Name] (6 / D4R Z 6T BEFHO TN TLLZEWN, ZOFRIL, vV T varyy—uieH
ALT, REOBIZ 7 7 — LV =T IZESNET,

aws

. (h . I = -
Services 3:_’5, Senvices +  ResourcaGioups % i SnayOouisdition = Oregon = Suppart =

QB: AWS [oT 64’[% WS IoT Things e » (3) m

@ vorito >

@ onvoard Creating AWS loT things
Inhoard
W
(2) AnlaT thing is a representation anz recard of your phyisical device in the cloud. Any chysical
S cevice needs a Linyg recond inwrder Lo work wille AWS [T, Lezonnwre,
Register a single AWS 1T thing (4)
. Create a thing In yaur reglstry Create:a single thing
_P_:'. Greengrass
:h Act Bulk register many AWS lol things
Creale Lrings i yow regisliy fur o lerge number of devices dieady using AWS T, u Create many things
@ Te regist=r devices so they are ready to connect 2o AWS leT.

5. LT o4 o & 512, [Thing Name] (& / D4 i), [Thing Type] (8 / D Z A 7). [Attribute key] (JBHE).
B L [value] (fi5) Z AS L, [Next] (R~ ARZ %27V w7 LET, ZOFITE, [Thing 01 &)
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LETDE ) BAER L E3, [Create a type] (¥ A T DIERR) RE 227V v 7 L, £/ OMREERLET
(%8 : [Thing Type] (£ / D% A ) : Synergy PK), # @@L temperature] (IREE) THY ., D
[attribute] (B 1) OfEIx [25] T,

o

your device to the thing registry

This step createt an entry in the thing registry and a thing thadow for your device.

Naaret

Thirg 01 (1)

Apply a type to this thing

Using a thing type simplifies device managemant by providing consistent registry data for things that share a type. Types provide things with a
sememon set of attributes, which describe the ilentiy and capabilicies of your device, and 2 description

Thing Type
Symergy_PK - I Create a type I (2)

Add this thing to a group
adcing your thing 1o 2 group allows you 1o manage devices remotely using jobs.

Thing Group

Groups Craste group  Change

Set searchable thing attributes {optional)
Enter a value fior one or mone of thase attributes 5o that you can search for wour things. in the registry.

Thies thinsg Type does not hve seanchable atTibutes

Set non-searchable thing attributes (optional)
Yeu can use thing attributes to desoribe the identiny and capabilities of your device

Attribute loey (4) Value {5)
temperatung 25 Clesr J
Add another

Shayw thing shadew = {6)

L E

6. [Next]((K~)ARZ %27 Vw7 F5E, TROLIRKRDOD 4 RUNRKRINET,
7. ZOH LW 4> KT, [Create thing without certificate] GEFE/2 L TE / Z1ER) 227 U v 7 L,
AWS loT W CE / (thing) Z1ERL £9°,
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CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)
This will generate a certificate, public key, and private key using AWS loT's certificate authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

X Create with CSR

Use my certificate

Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing hin
Create g without certificate

IEIH
: %

You will need to add a certificate to your thing later before your device can connect to AWS IoT.

333 TNARIEBAELRBDER (Generating Device Certificate and Keys)
ZZETIT, 332 HOBPUINEST AWS 10T OE / ZER L7 Z L2 ELTWET, 22T, fElkL
AWS IoT OE 7 (LT T /) ) ICKHET DT 3 RGEE L AR T H 2 ENTEET,

TERR L7=F / 23, AT D4 X 512 [Things] (£ /) &2 v a vicFranEd,

Services « Resource Groups « *

Things
Thing_01
SYNERGY_PK
lob
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1. fEpL7=E/ (Thing) #27 Vv 7 LET, £ ICHEHTHEREZRTEH LY 1 RUREHEET,
Z OFEITIE, ﬁfﬁjzut%/ (Thing) 21X lThing 01] &WOARIBFFNTNET,
2. DUTOME®BD X 51T, [Security] (EF¥ = U7 1) # 7ICBE) L, [Create certificate] FEIEDIERK) & ¥
NS Li?‘

Services Resource Groups ~ * J:_\ SynergyCloudSolution ~ Oregon ~

Thing_01

SYNERGY_PK

Certificates

To securely connect to AWS loT, your thing will need a
cert|f|cate and pollcy

Cert t nection. AWS loT policies give things
pe other things, MQTT to or thing

View other options

I Security ( ]_)

UTOEBGO LS, fER LT 2 ISk 2REE R ERER SN ET,

o FNA RIFHE (A device certificaete)

o AFHHE (A public key)

o FlEEHE (A private key)

e AWS IoT ®/L— |k CA (FBFER) (A root CA for AWS IoT)

FEEAZ X 7 u— R4 5120, LTOBEBO X 512, FitE L #OBKICH 5 [Download] (¥ 7
a—RYREZET Y w7 LET,

[Activate] (77 7 4 74y R Z %27V v 7 L, AR LT2ED 0 OFEREZT 77 4 712 L ET,

5. REAEZT 7T 4 7IZ LTz, [Donel GET) AZ v %27 Vw7 L, iEEMEOIEREZE T SEET,

w

e

ERC

2018 4F 10 A LIK:, AWS |3~ T o= —H|ZxF L T Amazon Trust Services (ATS)T > R A > b DIERE &
WNZD CAFEHED T /NA A~Dr— REH#ESE L TWVE9, Amazon Root CAL X, LAF®D URL DB X 7 v
H—RTEET,

https://docs.aws.amazon.com/iot/latest/developerguide/managing-device-certs.html.

2018 4F 10 H LV Alc =y RAA > R &2/ERRL L 2D AP OF 2 MIHHT 5B AIIE, Oy r—I0g
FI TS rootCA(L— bk CA)REIIE (rootCA.pem) 7 7 A /L O FH % H#E ﬂ/iﬁ“
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Services Resource Groups - * [\ SynergyCloudSolution ~ Oregon ~  Sup

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A Fertlﬁcate for this 346252facd.cert.pem Download
thing
) (1)
A public key 346252facd.publickey Download
A private key 346252facd.private key Download

You also need to do: t CA for AWS loT from Symantec:
A root CA for AWS lofDownload)]  (2)

[ e | (ED

(@) Attach a policy

334 TNRARADRY —DER (Creating a Policy for your Device)

ZOWFET, 332 EOFIEAMA LT AWS I0T OF / BMERFEATH Y, 333 FHOFEEZHEHL CTT /34

AFEEPMERFEA THDH Z EEHELTWVET,

1. LUTomEgD X 51z, [Secure] (E¥=aT7) AT arviz2 sV vr LET,

2. [Policies] (R > —) AT v arzr )y 7 LET, FILWRI O —%EkT 572007 1 RUREE
£7

3. NV =04 FUOLEMIZHL [Create] (1FRk) RZ vz 7 Uy 7 L, FLWRY —&ERRLET,

ajy-s! Services ~ Resource Groups ~ * .';'s SynergyCloudSolution ~ Oregon ~ Support ~
P aws 1o Policies Cord =
@ ver (3)
Connect_Publish_Sub...
(E) !
| S e—

& seare | (1)

b &

4. LLFOBEBO L S, [Name] (4R Ry 7 22, RV —DL4ARIE AT LET,
5. [Action] (77 ¥ a )Ry 7 AT, ROEE AT LET, iot:*
6. [Resource ARN] (U ¥—A ARN) 7R v 7 A2, IROEEANLET, *
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7. [Allow] GFP) 227 U v 7 LET,
8. [Create] (Fik) #27 Vv 27 LET, ZHTHRY —ZEkCTX £ L7z,

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about loT policies go to the AWS loT Policies documentation page.

Name

Thing_01_Policy (1)

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode
Action
iot* (2)

Resource ARN

(3)

ct

M Allow Deny  (4)

Add statement

3.3.5 FIBAE#KRY U—I[Z#HK (Connecting the Certificate to the Policy)

ZOMICHETETIC, 332 FND 334 BEETOFRIEEMEHL T, T/ OERK, FEAEOAR. AWS loT R Y
—DEREDRET L TWAZ EEHER LT IETE N,

1. UTOEBDX ST, [Secure] (¥ aT) A7 arzr7 Vv LEd, KIZ, [Certificates] GEE) 4
FarvEZY v LET, AWS loT Core H—E R & L CTIER L7= T 31 ZAAEHEO —E 47T
U4y RUBBHEET,

2. &/ (Thing) IZ&bLETHER LIZiEHEELZ 2 UV v 27 LET, iEHEOL EMICHD 15227V v 7T
LIET, ZOFEEZFITTEET,

3. Fey7 ¥ Yo A=a2—0 [Attach policy] (R VU v — D8 A7 v arv a7 Vv 7 LET,
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aws Services ~  Resource Groups + % Ll SynergyCloudSolution *  Oregon *  Support v

4 aws 1ot Certificates crd - m
@ vone I

3

) cec106abal 83356d9b8efd35f2f7... 346252fac4598f0698...
()] ACTIVE Deactivat INACTIVE INACTIVE

“ eactivate
@ } Revoke
i

=l - dddbf3229 8b44410bdSb83a684... 456eed40deda?77069...
N (1) ACTIVE ACTIVE ACTIVE

@)

c8dba5d05 (4
ACTIVE Attach thing

Download

Delete

sh
&

4. [Search policies] (R U > —D#R) vV 4 > KU T, BHIORY v —% o7 £,
UTFOEBO LI, —EBOrLWTANDORY —%38 IR L, [Attach] (Bifit) R¥ %227 U w7 LET,
6. AT, T3 AGEMEIZHTHRY U —OHRNET LE LT,

o

Attach policies to certificate(s)

Policies will be atttached to the following certificate(s):

cec106aba073d92155cd2bb7a85364ad58965c819953dc2835080918fea9d01c

Choose one or more policies

(1)

Connect_Publish_Subscribe View

B Thing_01_Policy (2) View
(3)

1 polieyselecte m

4, MQTT/TLS 7 FU4r—2 3 >DEFT (Running the MQTT/TLS Application)

41 FadzH bDAVER—F, ELLF. LU B—F (Importing, Building, and
Loading the Project)
FIEIZSOWTIE, 28y 7 —2IZfHE LT [ Renesas Synergy ™ Project Import Guide] (Renesas Synergy

7uvxl A R — M4 F) (rl1an0023eu0121-synergy-ssp-import-quide.pdf) &M L, a2y =7 % €
studio 121 > AR — K L TENL RBLXOETLET,

4.2 AE-CLOUD1 #%UM& AE-CLOUD 2 v FDR— FHR— kv s5r—C2FEHTIE
i (Manually Adding the Board Support Package for the AE-CLOUDI1/AE-
CLOUD2 Kit)

1. 7ay=7 bR RLinb, AE-CLOUD2 v MO BSP 7 7 A L TH 5

Renesas.S5D9_PILLAR_ARDUINO_MODULE.15.3.pack, % L <% AE-CLOUD1 %~ NH® BSP 7 7
A )V T 5 Renesas.S5D9_IOT_BOARD.1.5.3.pack & & 217 £ 7,
2. e%studio D —HFDOHEITIL, UTFTOKIZREINTZ T 7 A V& LT O estudio D78y 77— 7 )L Z o~
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2B — L £9, C:\Renesas\Synergy\e2studio_v6.2.1\internal\projectgen\arm\packs.

|Windows?_05 (C) » Renesas > elstudio_621 » internal * projectgen > arm > packs |

Lt

Name / AE-CLOUD1 Date modified Type
| | Renesas.S5D9_IOT_BOARD.1.5.3.pack — AE-CLOUD2 10:45 AM PACK File
| | Renesas.S5D9_PILLAR_ARDUINO_MODULE.1.5.3.pack | 1/10/2019 3:00 PM PACK File

3.

10 AE-CLOUD1 *¥w ;4 L < I AE-CLOUD2 v FD BSP 1\ Hr—T%#A—FR

IAR D —FDOEEIZIX, 77 AN%E SSCDO/NNy r—V T ) ~abt—LET,
C:\Renesas\Synergy\ssc_v6.2.1\internal\projectgen\arm\packs

1EF ¢ e?studio BELOVIAR SSC ZRIDBFTIZA v A F—L LTEBEE. Ny r—Y% a B —3 3BT

LR CHATEREST 2RLENHY £,

43 KR—FOERFEA (Powering up the Board)

B Z R — RIZBEsE T A 72912, SEGGER J-Link® /3 v H % PCIZHHiE L. "— K& PC ® USB " — M iZHE
LT, TR I T TV r—va v aFf7 L7292 T, UTOFEEZEALET,

1.

PK-S5D9 % v h 3 XN AE-CLOUD2 ¥ v M &3 5854, /8 L T\% USB 7 — 7 /L d Micro USB =
X7 X%, PK-S5D9 R— R J19 ===~ % (DEBUG_USB) % 7-i% AE-CLOUD2 R— K J6 =% 7 ¥
(DEBUG_USB) (2 #5ft L £,
USB7—7 LDt ) —HDaxy Xxa—H0OPCOUSBHR— ML ET,
RS 0 Z0OF v hid. SEGGER J-Link® On-board (OB) % #4#; L C\ %4, J-Link i%., PK-S5D9 R — K
JOVAE-CLOUD2 R — RDOETHOT Ny JHiEE 70 75 I v THERE R EH L E7,
AE-CLOUD1 AR — FIiZo>W i, fHgon 1077y YR —7 /1% AE-CLOUDL AR — R J2 = %
JHEEER L, T—T Db 9 —FEAMHED J-LinkLite ® 10 B2~ ZIZHERE LE T,
PMOD ~X— 2 GT-202 Wi-Fi T =—/L% PMOD ® A =T 3% 7 X Tk LE T,
(PK-S5D9 % ff 9554, PMOD-A (2853 5, )
AE-CLOUD2 & v &4 544, AE-CLOUD2 Arduino Connector @ BG96 & /LT —> —/L K& 45k L
F9, WIZ, BALT—T T F % BGI6 —/L KD LTE 7 o FFax s ZIZH|Y AHFThe, GPST v
T F % BG96 > —/L KD GNSS 7 v T Fax 7 ZIZEY it £,
2FHO® MicroUSB 7 —7 /L%, i+ 2%y MUSLTUTOaxRx7 # 2L £,
-- AE-CLOUD2 R— KD )9 =% 7 #
--PK-S5D9 "R — KD J5 =2 p 7 ¥
--AE-CLOUD1 R— RD J3 a7 #

USB ¥ —7 Db 9 — ik =a2—P D PC D USB R— MIBEFRLET, I V7 rary Yy —La2EH
Téfl&)ﬁibl\é\ﬁf'ﬁ*o
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4.4 AWS 10T 9579 FAD#EH (Connect to AWS loT Cloud)

LT OB T, Synergy Cloud 8t 7 7 U r—>a v 7uy =7 h&EITL, AWS loT 7 77 FIZ#kT 5
k&R LUET,

FEd : Z OB, 33EOFIEAZFEH LT, AWSIoT 7h 7 FOFER%. AWS loT Core (& HHE7-F
A2ADEY vT v 7, TAALAGERRBLEBOL 70— FRET LTS D %:%*ﬁ/tbfb\iﬁ“o

o AAETIE. ZIU REBIHERALIEWA Y Z 72— RIS U TAR— RERETABRODa~vY R4
VA BT =—A (CLI) ODERFEEZRLET,

e HLTCWAR—=KRTOTFY r—raro3frhic, —EoER IS\ Thn—fEO A ¥
Trx—A (A—%xy b, Wi-Fi, 3B LT7—) OLEZFEHL CHERENATEET, =2—FIT7 7
Ui —a v OFEITFOBICHEHA LI WA V¥ 7 2 — ADBBENLETT, #lziE. A —% %k
PR LIZWGAIZIE, Wi-Fi £720138 0T — 2R ETHMLEITIH Y FHA, oA X7 =2—AD
FEIZOWTHFREETT,

o FRENTWACLIAF v FTay M, BAT—%FHTX7220 PK-S5D9 R — R LN AE-
CLOUDIR—FZED L Hic, BWHATERWEERHY 7,

1 Ty roBGEEAT 3y AUET—RE—EOEKICOE—BEOAYR—FEIND)

R—FK 41—y bk Wi-Fi TS5 —

PK-S5D9 PR—rEND PR—brSND FAR—FEhin
AE-CLOUD1 PAR—FEND PAR—FEND FAR—FEhn
AE-CLOUD2 PAR—FEND PAR—=—FEND FAR—FEND

1. FEINLMRETLTWRWSES, 3EOFIAAE T S, 4.3 ®EIZH#A T PK-S5D9 ¥ v k7213 AE-
CLOUD1 ¥ v h 721X AE-CLOUD2 ¥ v hOEREZEAL, B =22 P2 ua—RFLTLEIWN, Fv
k@ USB Device ;" — k&7 A h PC I8¢ L £7°, Windows 10 PC i L T\ 554, v~ ME USB
VUTIT AR AL L THBMICHRE S EJ, Windows 7/8 PC i L TW A4, LLFOA A
=V HA REBH L, Synergy USBCDC K7 A NZr—RLTLZE0,
https://www.renesas.com/jp/ja/products/synergy/software/add-ons/usb-cdc-drivers.html

2. TeraTerm O L o7y V7 vary I —u7 ) r— g% &, PK-S5D9 & v h¥7-id AE-CLOUD1
X v M FE/IXAE-CLOUD2 v MI# LE3, TeraTerm OF 7 # /)b Fi% €l 8-N-1 (T —4 K 8 B v
e NXUF 472, Ahvy7EYhL1EY N)THY, R—L—1 (baudrate) % 9,600 T,

3. F—AR—FK®D Enter ¥—%MLFET, VIUTILaY— LU TFTOavy RFa 7 B L CL R

(AE-CLOUD2 ¥ v b D &) NF—NERRINET,

Powering up BG?6 Shield....done

Initializing GPS: done
& |

11 avw>y kRFOorJ b+ (CLIE#IE AE-CLOUD2 v FDH)

4. GPS DAMULTE T 2L ET, 7~ 108000 £,
5. F—AR—Fo 7] F—2MLEJ, UTOKO LI, HHATEER CLI 2~y RET v a UBRRRE
nET,
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ks
Help Menu
cuwiz @ Metwork-/Cloud Configuration Menu
Usage: cwiz

demo : Start-sStop Synergy Cloud Connectivity Demo
Usage: demo <start>~<stop>

12 AN)LTA=a—

441 F/E 1Y —FA=—a1— (Configuration Wizard Menu)

U T ary— b (serialconsole) (2 lewiz)] =~ K& AJ L, Enter ¥ —% L TRIEA =2 —IZB1T
LET, Zoavr KL, xy hU—27 A X7 x2—AX AWS loT Core Service D% E., F7-WNER7 7 v
VallRE STV B LURIDOFRED X T AT O DITFERH L E T,

T COM34 - Tera Term VT
File Edit Setup Control Window Help

Help Menu
cwiz @ Hetwork- Cloud GConfiguration Menu
Usage: cwis

demo @ StartsStop Synergy Cloud Connectivity Demo
Usage: demo <start> {stopr>

rocuiz

BEEIRISBIais diaid ibigigidieids Main Menu #i#dH#HHEEEEE R

1. Metwork Interface Selection

2. AUS ToT Core Configuration

3. Dump previows configuration from flash
4. Exit

Please Enter Your Choice:>

13 BEA=a—
4411 Y RIT—94227—ADFE R (Network Interface Selection)

Xy NI =T A B T2 —AEHETDHICIE, BREA=2—TC 1] ¥—=2HLET, ZOT 7V r—r3
vFuaYe NCHERARER R Y N — I A B T2 —AF T a v D—ERFRENET, BEEATIO
TV —va i, A —%F* >y b, Wi-Fi, /L7 — (AE-CLOUD2 ¥ v b &l T 254) OFEEA
BTz — AP R—=FLTHET,

Fit : 2—PIE—EICOE Oy NV = A X T2 —AEZBIRTE LT, fIziX, A1 —¥xy %
BINL72GE, WiFFi BEO AL — 3T EdA, haERIRL25GE BEKTT,

BlzIE, 2—FB7 77 ROBEROA v 4 T 2—AL LTA—F Ry NT—T A U F T = —ADRIE % EIR
L7=%4A. 44.12% ( AWS 10T Core D% E (AWS IOT Core Configuration) ) #[EBEZR L 3, WIi-Fi ks
LAV T —DHEE bRETT,

>
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M COM34 - Tera Term VT
File Edit Setup Contrel Window Help

Help Menu
cwiz = Metwork-/Cloud Configuration Menu
Usage: cuwiz

demo = StartsStop Synergy Cloud Connectivity Demo
Usage: demo {start>~{stop>

>ocuiz
HEiEiiginizizizinifaininiziniaig] Hain Menu #iHHHGREHHEHI G R

1. Network Interface Selection

2. AWS IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>1
Network Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Please Enter Your Choice:ll

14 Ry FIT—9 48T —RBRAZ 02—
1) A=Yy brRYBFITI—D42083T72—XDEEE (Ethernet Network Interface Configuration)

A =YXy bRy NU—7 OFREZRERINT 5121E, [Network Interface Selection] (v NI —27 A X 7 =—
ZADER) A==2—7T, 1] F—2MLET,

IP7 RLAREE— FEBIROTLODOV T A =a—RNRK I ET, [IP Address Configuration Mode] (IP 7
RUAREE—R) Z@BRULE T, BRUZA =Yy FREEBIINHE Y 7 v v a2 llkEFSET, % T,
BEZOHET 2B ZoREHENMEH SN E T,

Synergy Software Package Uersion: 1.4.8

) Help Menu
cwiz : Metwork~ Cloud Configuration Menu
Usage: cwiz
demo = Start-sStop Synerqy Cloud Connectivity Demo
Usage: demo <start>/{stop>
Jowiz

HEEIRIBIRIa iR aigizigdiiaidii] Main Menu HEHEHUEEHEHEREREHEETERER

1. NHetwork Interface Selection
2. AYS IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>1
Metwork Interface Belection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Please Enter Your Choice:>1
Entered Network Interface: Ethernet

Enter IP fAiddress Configuration Mode
1. Static

2. DHCP

P%ease Enter Your Choice

Entered IP Configuration Mode: DHCP
Metwork Configuration stored in flash

15 4 —9RY FRY RT—D A VR TI—RADHEEA =02 —
(2) Wi-Fi Ry b= 4227 —ZADE&E (Wi-Fi Network Interface Configuration)

Wi-Fi % v b U —27 OF%E%EIRT 5121%. [Network Interface Selection] (x> U —27 A % 7 = — ADi#E
PR)yA=a—7T, [2) F—ZMLET,

>
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Y COM34 - Tera Term VT
File Edit 5etup Control Window Help

Help HMenu
cuwiz : Hetwork- Cloud Configuration Menu
Uzage: cwiz

demo : StartsStop Synergy Cloud Connectivity Demo
Usage: demo <start>- <{stop>

rouiz
HiEiEiaisigiBigidizigiziainiaininisy Main Menu #H#HEHEHHE G RERERER

1. Hetwork Interface Selection

2. AUE ToT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>1
Metwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Please Enter Your Choice:>]

16 Wi-Fi2Y FI—9 A8 D71 —ADEREA=a—

Wi-Fi 3 EHH % A 13572912, [SSID]. [passphrase] (/XA 7 L—X), [Security type] (E¥ =V T 4 ¥ A
7). [IP Address Configuration Mode] (IP 7 RV AREE— R) 2 EDA T v a U nFomrEInE 7,
IR Wi-Fi REHHA VNI Y 7 v v allfkff S+, ®RIEE, BEZIIMETLERECZIALD
B H ENET,

e
il
Nt
/!

T COM34 - Tera Term VT
File Edit Setup Control Window Help

Pcuiz
HHE Main Menu fHEHHHEGEEEEEE T T

1. Metwork Interface Selection

2. AWE IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>l
Metwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Please Enter Your Choice:>2
Entered Metwork Interface: Wi-Fi

Wi-Fi Configuration
Enter the S5S5ID asszociated with the Network
>rea—guestwifi
Enter the passphrase
>ptayiick

Enter Security Type

1. WEP

2. WUPA

3. WPA2

4. Mone
Please Enter Your Choice

>4
Entered Security Type: Hone

Enter IP Address Configuration Mode
1. Static
2. DHCP
Please Enter Your Choice
»2
Entered IPF Gonfiguration Mode: DHCE
Metwork Configuration stored in flash

17 Wi-Fi &%
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B) ENSG—ARY FIT—=HD AL 227 —ADHKTE (Cellular Network Interface Configuration)

BT =Ry NU—7 OREERINT H121E, [Network Interface Selection] (v T —27 A4 X 7 = —AD
BIR) A==2—7T, 3] F—%MHLET,
UTDOIZHD X972 oO@BRIK (X7 a ) RERINET,
o FT7Tar 1 SIMZrbETa=r7 (SIMprovisioning) OHFE. 1] EADLET, ZOHE,
SIM AT —FEBECREL THDHZ L EMELTWVET,
e A7z 2. SIMEE (SIM configuration) DA, 2] EANLET, AT Vb A U H T 2—A
(AT shellinterface) # i/ L THI# SIM 71— RERET LA, 2047 v a VidaE T,

W COM24 - Tera Term VT
File Edit Setup Control Window Help

i i Main Menu Hi##i#sggdgidtgiany it

1. Metuwork Interface Selection

2. AWS IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>l
etwork Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Please Enter Your Choice:>3
Entered Network Interface: Cellular

gt Cellular Modem Config Menu H#HEHHHGHET T

1. Start Proviszioning
2. Start SIM configuration

Enter Your Choice: |

B 18 EIS—DEE

g{.l_:

>
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@ FmrbeYa=rJORREA 7T a (Start Provisioning Option)

[Cellular Modem Configuration Menu] (E/V 7 —®DET AREA ==2—) T, UFOXI AT v a v [1] =
HR L, [Start Provisioning] (72 Y a = 7 O 7 A =2—IZ AV 97,

M COM24 - Tera Term VT

File Edit Setup Control Window Help

3. Cellular
4. Exit

Pleaze Enter Your Choice:>3
Entered Metwork Interface: Cellular

gttt Cellular Modem Config Menu #H#f#Hgdtsiiaidiis

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 1

GCellular Provisioning

Enter the APN associated with the Cellular Provider
sm2m.com.attz

ggter Context ID: Ualid range is 1 to 5.

Enter PFDP Type

i. IFP

2. TPU4UG

>%ease enter your choice

Entered PDP Type: IP

19 EIS—FEFLOTOESa= Az a—

T —EHBE AT 57292, [APN], [Context ID] (=7 %A I ID), [PDP type] (PDP % A ) 72 &
DAT v arPRRSNET, BRLECEAT—REHAEINH T 7 v v 2 lRFSNET, BTHEZ)
LT BRI O EHEB MEH S ET,

(b) SIM DOFREBIEA T a3~ (Start SIM Configuration Option)

[Cellular Modem Configuration Menu] (2 /v 7 —DET LAREA =2—) T, UTFTDOLHIcATva v [2] &
B L, [Start SIM Configuration] (SIM 5% E DBHAR) 7 A =2 —IZ AV 7,

M COM24 - Tera Term VT

File Edit Setup Control Window Help
4. Exit

Please Enter Your Choice:-21
Metwork Interface Selection:

1. Ethernet

2_ Wi-Fi

3. Cellular

4_ Exit

Please Enter Your Choice:>3
Entered Metwork Interface: Cellular

gttt Cellular Modem Config Menu GG TET

1. Start Provisioning
2. Start SIM configuration

Enter Your Choice: 2

Hididadiidiiiigt Cellular Configuration Menu HiHEHEHHHEHHHHHHHTHT
1. Manuwal Config using AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter wour choice: |

20 BILS—DBREA=—a—
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[Option1]A4 7> a v 1 #BIRLCAT a~ > Ry = Va2 EHT 5 FHREET— NICADN, A7 var 2%
BIRLU CHAMRGFE LI AT 2~ R XA M OEBREIT) HEREET— NICALZZ N TEET, ZDU A
ME, ETFERETEITV, TORITAERLET,

AT a<> Ry = &2EH L-FERE (Manual Configuration using AT Command Shell)

[Cellular Configuration Menu] (E/V 7 — DX EA =2 —) TH 7 v a v 1 #RRLIZGE, LFOLHICAT =
< RV A 3, SIM A — RERETHEOIC, SESERATa~v Y FERTIENTEET,

T COM24 - Tera Term VT

File Edit Setup Control Window Help

Network Interface Selection:
1. Ethernet

2. Wi-Fi

3. Cellular

4. Exit

Please Enter Your Choice:?3
Entered Metwork Interface: Cellular

Bttt Cellular Modem Config Menu #iR##HHHEHHHBGTHE

1. Start Provisioning

2. Start SIM configuration

Enter Your Choice: 2

it Cellular Configuration Menu f#iRiEHHHEHAHTTHTTH]
1. Manual Config wusing AT cmd shell

2. Auto Config from Pre—-stored AT cmd list

Enter your choice: 1
Entering AT command shell. Type 'exit’ to terminate the shell

at_shell>>]

B21 ATavw>YFYziL

BG9 LT —FEFLEHBEHLTSIM I— RO et a = P RERMTAZDODOR—F5 4L LT,
Renesas NABIL TWALUTOF L v UR—RADFEHFESZHL T I,

https://en.na4.teamsupport.com/knowledgeBase/18027787

AT o< Rz VBT 510k, Texit) £720% EXIT) 2~ FE2ASILET, UTFDXHic, AT =
<~ RERETINE I hemhnbhEd,

M COM24 - Tera Term VT

File Edit Setup Contrel Window Help

1. Ethernet
2. Wi-Fi

3. Cellular
4_ Exit

Flease Enter Your Choice:}3
Entered Metwork Interface: Cellular

gttt Cellular Modem Config Menu #EHHEHEHHEHEHEHTHY

1. Start Provisioning
2. 8tart 8IM configuration

Enter Your Choice: 2

gt Cellular Configuration Menu HUHHHHHHHAHERITHITHE
1. Manual Config uwsing AT cmd shell
2. Auto Config from Pre—stored AT cmd list

Enter vour choice: 1
Entering AT command shell. Type ‘exit’ to terminate the zhell

t_shell>>exit
Do vou wish to store the AT commands for your carrier? [Y-H1:
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AT a2~ ROREEERT LS. Y] EAALET, B#TInNb0a<wr REFEHLT, HLV SIM
B ROBBRELITD - LN TEET, 20HA. UTFOLSIc. AT 2~y ROFEMEANTS L 5 ic
SR EET

HRMRGFE L AT a~<w> FU X M2 L2 BERE (Auto Configuration from pre-stored AT command list)

[Cellular Configuration Menu] (E/V T —DEEA ==2—) T, U FDOLIITAF T3 2 &R L., [Auto
configuration from pre-stored AT command list menu] (SFRIR(E L7 AT 22 KU X R H@&IRZ1T H H#EE
E)IZAD £,

M COM24 - Tera Term VT

File Edit Setup Control Window Help

2. Wi-Fi
3. Cellular
4_ Exit

Pleaze Enter Your Choice:>3
Entered Metwork Interface: Cellulawr

Hepgug gttt Cellular Modem Config Menu HEHHHHHBHHHHRHURHY

1. &tart Provisioning
2. Start S5IM configuration

Enter Your Choice: 2

Hapnaggaggitiit Cellular Configuration Menu HEBEHHEHHUEHRHHHHHHT
1. Manual Config wszing AT cmd shell

2. Aute Config from Pre—stored AT cmd list

Enter yvour choice: 2

Hia gt Cellular AutoCfg Menuw HHHHEHHEHERTHTER
1. Autocfg using stored user's AT cmd list

Enter your choice: |

22 BHIRFELEZAT AT FYR MOSRIREITS BEIRE

FRMETFE LT AT 2~ R BT —FF LSICEEEIN, ETLADODSENa L Y—L 7 0 RUILHRK
RENET,

4.4.1.2 AWS loT Core ME&FE (AWS loT Core Configuration)

UTOMO X 512 [Main Menu] (A A > A==2—) T, [2] Z#f L. Enter ¥—%# L T AWS loT Core —
EAERELET,

>?
Help Menu
cwiz = Network/Cloud Configuration Menu
Usage: cwiz

demo = StartsStop Synergy Cloud Connectivity Demo
Uzage: demo {start>~<{stop>

Jocuwiz
LiEiSiEiEEiniaiaisiniziziziziginia] Main Menu HH#E#RRGEEEEEEIEE SRR TG

1. Metwork Interface Selection

2. AUS IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:’2

1. AWS IoT Core Setting Menu

2. Device CertificatesKeys Setting Menu
3. Exit

Please Enter Your Choice:>ll

23 AWS I|oT Core S8 A =a1—
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(1) AWS IoT Core &R A =a— (AWS IoT Core Setting Menu)

[AWS IoT Core configuration menu] (AWS loT Core 5% E A == —) T, LLFOEED L 92
ZH L. AWS loT Core DF%EHITVET,

1] & Enter —

e3PPI MMM MMM MMM MMM PP PP PP PP HEHEHE
>
Help Menu
cwiz = Network -Cloud Configuration Menu
Usage: cuiz

demo = Start/Stop Synergy GCloud GConnectivity Demo
Usage: demo {start>/{stop>

HEIEIIEIBIRIYEEaieie e e Main Menu HERHEEERBHEREHIHIE R G0

1. Metwork Interface Selection
2. AWS IoTl Core Gonfiguration
3. Dump previous configuration from flash

4. Exit

Please Enter Your Choice:>2

1. AWS Iol Core Setting Menu

2. Device CertificaterKeys Setting Menu
3. Exit

Please Enter Your Choice:>1
AWE Cloud Settings Menu
1. Enter AWS Endpoint information:

2. Enter AWS Thing Hame:
3. Exit

Please Enter Your Choice:>

AWS 10T Core i € A = = —IZ1X. AWS = RARA > MEHE AWS DE /) DA4RIEANTTTDHT-ODA 7 a

VIRV F9,
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(2) AWS IoT T KR4 >~ M&# (AWS loT Endpoint Information)

LTV MQTT @F / (Thing) 12k % AWS 10T =2 RiRA > MERE RO 5123, UTFOFIEE
BHALET,

1. 277V r—ya  AZxE UCTHER L 7 2& E7, Bk L7z /28, LUTFTOWEBED X 51
[Manage] (BH) # 7O H TR 97,

T_"'"'_,ST Services .~ Resource Groups ~ %
{ﬂ} AWS loT Things
] Thing_01
({:j) . SYNERGY_PK
3

2. B/ =B, LLFOBEBO X 52 [Interact] (W5 RALER) % 728 L E9, AWS loT =2 RAKRA >~
7 KL A%, Rest API Endpoint 7' &2 v 7 O TR £97,

Things > Synergy_Thing_02

Synergy_Thing_02

SYNERGY PK

Details This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

Interact

west-2.amazonaws . com

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

Update to this thing shadow

$aws/things/5ynergy_Thing_@&2/shadow/update

BIRLEREHBEPNT 7 7 v 2 R GFESNET, % T AWS loT Core (28Kt 3 DB Z OFRELA B 2ME
AEnxd,
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FERC : 2018 4F 10 H L W AETIC AWS =22 Y —)LiZBWT MQTT @/ (MQTT Thing) BLOKY v —

(policies) ZA1ERK L., ZD AP %7 A M T 57 DIZEH L T D2 —WiE, LLFICRT LI MQTT =
KAV MEFETEEL, 2Oy 7 —TIZE&FEN TS rootCA (/— b+ CA)FEAE (rootCA.pem) 7 7 A
NEERTDHERS Y £7,

DO MQTT T FiRA > F4 : al2rgy6dvovgfi-ats.iot.us-west-2.amazonaws.com
BEIh=T> FRA4 > b4 : al2rqy6dvovgfi.iot.us-west-2.amazonaws.com

(3) AWS IoT ®E/ M4AHT (AWS IoT Thing Name)

EALTWD MQTT OF /I T D4 F1%E RO 2121, ULTFOFRIEEFERALET, ZofI<Tid, MQTT
DFE /12 [Thing_01) & W I ANV TWET,

E‘E"‘__S:‘, Services ~ Resource Groups ~ %
€[p aws 10T Things
@
. Thing_01
O Manse |

(4) FEBAEB/BDOHRTE A —1— (Certificate/Keys Setting Menu)

[AWS 10T Core configuration] (AWS IoT Core iX &) A ==—7T 2] & Enter ¥ —Z# L, 7 /31 AZEH]HE /4
(Device Certification/Keys) D% i€ #{T\ £ 7,

Powering up BG?6 Shield....done
Initiali=zing GP5: done
rowiz

HEIRIEIRISIZIS IR iRiRigiaia Bidisie) Main Menu fiH

1. Hetwork Interface Selection

2. AWE IoT Core Configuration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>2

1. AWS JIoT Core Setting Menu

2. Device CertificatesHevwsz Setting Menu
3. Exit

Please Enter Your Choice:>|Jj

[Device Certificate/Keys settings] (7° /31 AFEBHEMEORE) A == — (21X, /L— b CA RFER). T /31 Rk
BHE (device certificate) . 7 /341 AfhEHE (Device private key) % .pem FEXTANT D200 F 7 g )
HYET,

>
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LFOXICTHFAPNTT 4 X TCINOLDFEAELHEE, a—L Ty U T oy Yy —/LIZBEY £+,
Enter ¥ —%Z# L £9,

fai

File Edit Setup Contrel Window Help

Please Enter Your Choice:>2
1. AUS
2. Exit

Please Enter Your Choice:>l
Entered IoT Service: AWS

i. AUWS Cloud Setting Menu
2. CertificatesKeys Setting Menu
3. Exit

Please Enter Your Choice:>2
CertificatersHKeys Settings Menu
1. Enter rootCA Certificate

2. Enter Thing Certificate

3. Enter Thing Private Kewy

4. Exit

PFlease Enter Your Choice:>1
Enter rootCA Certificate: <paste rootCA and Press Enter keuy>

B Tera Term: Clipboard confirmation >

——-BEGIMN CERTIFICATE-— ~ | oK I

MIIEQzCCATugAwWIBAQIQGMrRNIZISLEKIY
yiELMAkGA IUEBRMCYVMxFzAVEgMVBAD
ExZWZXIpU2nbiBUcnVzdCBOZXR 3b31rM Cancel
U2InbivegSW SjLIALIEZ vaBhdXR.ob3Jpemvl
¥ IpU2nbiEDbGFzoyAzIFE 1¥mxpY yBQom
aGIyaXR SIC0gRzUwHhCNMD'Y xMTASMD)
MAKGA 1UEERMCVYMxFzAVBgNVBACTDIZ]
Z¥ JpU2nbiBUcnVzdCBOZXR.3b3rMTowD
bivwgSW SjLIAIEZvaBhdXRob3JpemykIHY
U2nbiBDbGFzoyAZIFE 1¥mxpY yBQomlty X,
a¥R5IC0gRzUwagEIMADGCSqGSIbAD0EE w

£ >

X 24 FIBAE/ROREA=1—

BINLZZREEAPNE 7 7 v ¥ 2 IR FESINET, % T AWS loT Core (TR T D BRI Z O ETH B 3M#
AEnxd,

pE 3
2018 4F 10 A LK. AWS [T 9 _To—H 2% L C Amazon Trust Services (ATS) = KA > h DIERLES &
OZ O CAFEHAEDT NA ZA~Dr— REZEHELEL TWEJ, Amazon Root CALIZLA FD URL B X v m—
FCxET,
(https://docs.aws.amazon.com/iot/latest/developerguide/managing-device-certs.html)
20184F 10 H LV RC=> RARA > FEER L Z D AP DT A MIEHT 2 HAITIE. 2oy r—JIlEF
AT 5 rootCA (Jb— k CA) GEBHE (rootCA.pem) 7 7 A L OfEFH &2 HESE L £,

Lﬂ_ILIIII
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4.4.1.3 PRIOTRENDND S > F (Dump Previous Configuration)

[MainMenu] (A A v A=a—)2bA T var [3] Z@RT 5L, LTORO L IIZ, UENTER LIZxR v
FNU—27 %, AWS IoT Core —EAREDKFEAS 7> a VBN 7 7 v apb X U FENET,

it Main Menu TR RIS

1. Metwork Interface ZSelection

2. AWS TIoT Core Configuration

3. Dump previous configuration from flash

4. Exit

Please Enter Your Choice:>3

g g EEE Flash Dump Startiffftgiaiaiia i ia i

Metwork Interface selected: Cellular
IP Mode: DHCP

Cellular Configuration

APN: m2m.com.attz
Context ID: 1
FDF Type: IFP

AWE Endpoint:
AWE Thing Mame:

gt taniatE Flash Dump End #S###HEHESHAEERTHARHHTHETE

H S R Main Menu HHBHEHEHESEHEGHETEE T

1. Metwork Interface Selection

2. AWS ToT GCore Gonfiguration

3. Dump previous configuration from flash
4. Exit

Please Enter Your Choice:>f]

25 BEA=a—DFLT

442 TEDORRMHKET 2~ K (Demo Start/Stop Command)

Synergy Cloud 8t 7 7'V 77— a » OF EZIET 5121E, CLI =22V —/L T [demo start| 2~ R%&
AN LET,

»7
Help Menu
cwiz @ Network Cloud Configuration Menu
Usage: cwi=z

demo : StartsStop Synergy Clouwd Connectivity Demo
Usage: demo <start> <stopr

26 ANLTA=a2—

>
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%)

TFV = a7 LT =2, FEICRE LRy NI =2 A V8 72— 2R, 10T b—E A& E
AT arENH 77y vanbitAH L, ZNOREOELEERIEL £, NERELY LGS, 7
TN =g 7L =AU =2 F3Ry NI =0 A 77 2— A% HH L. AWS IoT Core 21 LT MQTT
Bt s LE 9,

ZOT TV = a3 EHN G RIS A 7T v L, ATIAR N7 T T ORREEMRLET,
CLI|Z [demo start/stopl =2~ RZANT5L, 77 70RENEY FanTLIZRV £F, [ldemo
stop] A~ REANTEZET, ZOT7 7V r— 3 UiFL FOREEZ EMIIIZEITLET,

1. @BEA 27 = —A (4 —HF > MWIi-Filt L7 —) OYHHE

2. 10T 799 KA v 27 x—Z20OHHHL

3. BT =oAL E MQTT MY v 7 ~D® 35— O EI) 72 3817

4, ZEL7ZMQTT A vt —Y DX A FZFESWT LED OIRER BT

[demo stop] v ¥ RBFHITINTGE, 10T 77T RA V27 2 —ADKETREDE, MQTT A vt—
VORITEFIEL, BOOWNEF 2 —IZRFSNTVLHREFO MQTT A vt —Y4FXTE27 V7 LET,
45 TEDOFER (Verifying the Demo)

LT OFBICHE, 2@ Synergy Cloud 82§t 7 7"V r—> a7 vy =2 bOKEZHER L TS0,

AFED : 3.3 mOFLIAIZHE > T, AWS Cloud 10T 71 w7 > b OfERL. AWS 10T Core IZE =T A ZAD & v
N7 w7 T RGEHEBELEOER, 7TV r—varyayes FOa Al PK-S5D9
X v FH DBV AE-CLOUDL ¥ v h&H AWML AE-CLOUD2 v h~DEF 7 a— RKRBRET LTS D
LERBEELTWET,

0FEDHINEST, Xy NU—I A H T 2—A 0T B —EADFEEEI TV ET,
451 AWSIoTZZ U RTMQTT 7547 h%&B< (Opening the MQTT Client on AWS loT
Core)

1. AWSIoTCore D77 v hMuZ AL, 33ETIER L7=F / (Thing) ZERL £,

Services - Resource Groups - *

&P aws 1ot Things
(O _
) Thing_01
Cfgf) i SYNERGY_PK
ofpmr]
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2. LUITOEBO X HIZ, [Activity] (T 27T 4T 4) 27 %27 ) v 7 LET,

Thing_01

SYNERGY_PK

Details Thing ARN Edit

Type

Q  Synergy_PK

1 Attributes

Attribute key Value

3. UTOHBTHHRRLTND, Uy RO EMIZH S [MQTT Client] (MQTT 7 7 A4 7 ) &7
Vo LET,

Thing_01

SYNERGY_PE

Activity Pause Edit Shadow §MOQTT Client

Listening for 2 minute(s)

I Activity

AWS 10T Core ¢ [MQTT Client] (MQTT 2 I A4 7> R) w4 > RURBX T, Vv Ry (Fb2ZiF5, &
BY LESETDHDHED N v 7Y T AT TAT L, ABLED ET25 MQTT 245D Y v 71238
TTHZEMTEET,

4. LATFoOmE#D X 512, [Subscription topic] (V7227 U 7Y ar by 7)) Ry 7 AT AT T4 74

My 7% AJJLE T, [Subscribe to topic] (FE Y 7Y TR FATYRE %7 Y v LET,
AWS MQTT Client |, ¥ 7 A7 74 T LIz Y7 DU v A ZRIGLET,

ZOT7FIV = armiic, BRETUTO Ny 7B 727 ) 7y g o ERRERTT,
Get User LED state (= — LED DIREES):
Saws/things/<¥E /J D4 Hi>/shadow/update
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UV T—F (EBRIET —4 : telemetary data) DEE:
AE-CLOUD2 B KT PK-55D9 M L TWHI5E ¢ “renesas/ae cloud2/<E ./ DAHI>"

AE-CLOUD1 ZfEH L TWA %G ¢ “renesas/ae _cloudl/<E / ORI

MQTT client @

Connected as iotconsole-1519336915112-3 ~

_

Subscribe to a topic
Subscribe

Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to a topic and receive these
messages.

Subscription topic

$aws/things/Synergy_Thing_01/shadow/update Subscribe to topic

Max message capture (2

100

Quality of Service @
@ 0 - This client will not acknowledge to the Device Gateway that messages are received

1 - This client will acknowledge to the Device Gateway that messages are received

MQTT payload display

@ Auto-format JSON payloads (improves readability)
Display payloads as strings (more accurate)
Display raw payloads (in hexadecimal)

Publish
Specify a topic and 2 message to publish with a QoS of 0.

Saws/things/Synergy_Thing_01/shadow/update/accepted

5. F7o, UFOEBOLIIC, AvyE—YORITHEE LTHEAT 2 MQTT k& v 7 % [Publish] (F17) & v
JAZANTAZELTEET,
ZOT V= a T, 22— LED OREEZRITTOUTO My 7 AL ET,
22— LED OREBIIUT D by ZFEICRITENE T,
“Saws/things/<FE ./ D4 Hl>/shadow/update/accepted”
6. [Publish] (17T) RZ DO TFICHDHA Yy E—=V T 4 RUIZ, MQTT X v &—T% JSON B NTAS L
EJr AN
7. I, [Publishtotopic] (FE v Z5EICHIT) RE &7 U v 27 L, MQTT A vt —V&%ITLEd, BUE
O MQTT BT hE Y ZIZY T AT T4 T L TWEMOTXTO MQTT 7 747 > b, BIfEO2—H
MERITLIZA v —V%2Z TR £,
45.2 Synergy Cloud ##% 7 £ ® £ 1T (Running the Synergy Cloud Connectivity
Demonstration)
IOT TV = arOTEERITTHICNE, YU T ar Y — il ldemo start] 2~> K&EZANL
EJr AN
[demo start] #FEITL7-%., ZOT7 )V r—aidxy hU—I A4 F 72— A0 E. AWS loT
Core & OHEGEOMESL, TR GBI L) v T =2 ORITERM L 7,

453 AWS MQTT Z7 A4 7 v MZBIFTH MQTT A yE—YDE=% (Monitoring MQTT
Messages on AWS MQTT Client)
C ZOBEBETIE, ABEDAT L LIS T, AWSI0T 7 I RTMQTT 2 9A4 7 b4 R %

ol

&

BN TWAZ EAZHELTWET,
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v hCTFEERBTOE. B OT =2 BNEBIMIC AWS loT Core BICEITSNET, 2DV D
T—H WA, FCMQTT "y VI TR TA TTHMERHY 5,
1. Zo77Vr—varTid, =2—% LED OREBATSET 512X, UTO Ny 7 IZHT A7 T4 T LE
7,
$aws/things/<E / D4 Hi>/shadow/update
2. BV OTF—=FERGETLHITIE UTFO MY 7T AT FA4 T LET,
renesas/ae_cloud2/<¥E /J DARI>
3. —V LED DIREEZLLTD My Z58IZFITLE T,
$aws/things/<E / D4 Hi>/shadow/update/accepted

EFEO MQTT bV IZH TR T4 7T 5HE, LFTOKO X ST, PK-S5D9 ¥ v F & 5T AE-
CLOUD1F > F®» B WIHAE-ACLOUD2 & v~ " BFIT LTV OTF— X 2BETEZH L5107 7,

MQTT client @ Connected as iotconsole-1526677412964-2 ~

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a QoS of 0.

renesas/ae_cloud2/Synergy_Thing_02 Publish to topic
%aws/things/Synergy_Thing_... %
.

I renesas/ae_cloud2/Synergy... %

renesas/ae_cloud2/Synergy_Thing_02  May 18, 2018 2:12:28 PM -0700 Export Hide

i
"state": {
"reported”: {
"xacc™: "-1.16",
"yacc": "8.94",
"zacc™": "l@.5e",
"temperature”: "81.68",
"pressure": "1811.45",
"humidity™: "31.96"

454 AWS MQTT 2547 bh5® MQTT A vtE—CMHFIT (Publishing the MQTT
Message from AWS MQTT Client)

LFOFRIZ, LED O S F X ERAUTIREZETRT2D MQTT A vb—CVaRLET, ZORX vV ERIT

L, PK-S5D9 % » k& %\ X AE-CLOUDL ¥ v k& %\ AE-CLOUD2 % v k k- LED @ ON/OFF % 4]

WX DHZENTEET,

7R ¢ [message column] (X vtE—UM) ICREHK L THDH A v E—VIIRIXFE, MXERRJISNET,

A =T %M LT LED ® ON/OFF Z 81V % 2 5 BRICIEZ ORI EE PN LETT,
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&2 PK-S5D9 v FE KU AE-CLOUDL ¥v FB&U AE-CLOUD2 v hLEIZHBD21—Y LED D
ON/OFF 91V & %

LED JRE&

Ayt—Y

RO LED 25 5T

{"state":{"desired":{"Red_LED":"ON"}}}

FRD LED AT

{"state":{"desired":{"Red_LED":"OFF"}}}

O LED 23 5T

{"state":{"desired":{"Yellow_LED":"ON"}}}

6.0 LED 23 VHAT

{"state™:{"desired":{"Yellow_LED":"OFF'}}}

kD LED 25 RUAT

{"state":{"desired":{"Green_LED":"ON"}}}

#kD LED 25VHLT

{"state":{"desired":{"Green_LED":"OFF"}}}
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455 Synergy Cloud ¥ # 7 £ ®D & Ik (Stopping the Synergy Cloud Connectivity
Demonstration)

TEHEEILT HITIL, demo stop A~V REANLET, Z0Oa~vr REHITTHE, 10T 72T T RA X

Tz —ADKETHEL, MQTT A v —VDORITOEIE, ALOWNHF = —IZRFESINTWAIRE T O MQTT

AvE—UTRTOZ VT REMINET,

4T COM2B - Tera Term VT — O it
File Edit Setup Control Window Help

IP Configuration

Interface WiFi
Mode DHCP

IP Address 192 168.1.72
Metmask 255 .255.255.8
Gateway 122 .168.1.254
DHCP Server 192 168.1.254
DNS Server 4_2.2.4

Initializing Cloud Interface:

For user LED state., subscribe to the following topic
LawssthingsSynergy_Thing_BA2-/zshadow updatesaccepted
For wser LED state, Publish to the following topic
GawssthingsSvnergy_Thing_B2/shadowsupdate

For sensor data, subscribe to the following topic
renesassae_c lowd2/Synergy_Thing_ B2

>demo stop
*De—Initialize the IoT Service:done

b |

21 PINVr—2a v0TERLEDI—S X
5. ROFIE (Next Steps)
PRy — N & a—T 1 U7 4 OFFIZ OV T,
https://www.renesas.com/jp/ja/products/synergy/software/tools.html % Z % < 72 & v,
Y —NEa—T4 )T 4 2Fvrn— RT5203,
https://www.renesas.com/jp/ja/products/synergy/gallery.html % =% < 72\,

Renesas Synergy Module Guides B U » 7

https://www.renesas.com/jp/ja/products/synergy.html

6. MQTT/TLS ME&E&EH (MQTT/TLS Reference)

SSP 1.5.3 =—— X~ == 7 /L%, Renesas Synergy™ WEB
(https://www.renesas.com/jp/ja/products/synergy/software/ssp.html#) 725> &2 v o — R T& £4
AWS IoT @ R = A > | (https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html)

EExnO R EFIPE (Known Issues and Limitations)

~

FEDHNR Y NU—7 T, A=Yy MERIZHERA LR ZOTEEZFEITLTNDS2—FA, demo
stop 2~ REFEHALTTEE2EILL-%ICdemo start 2~V FEFEHLTCTE42 L) ~EEITLLED
3% &, F I Google Cloud IoT MQTT 7' 7 — 1 —~D kIR L £,

>
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8. {+8& (Appendix)

8.1 HWMDEIEAE A AWS loT THEAT SAE (Using your own Certificate with AWS
loT)

IFTC, 7947 b ety b Ty THFEEHRHLET, 207747 M, 2—FRHFTO CA (R
FER) TEA LT N, REHEZMHH L E 9,

R ZOFMEE, == AWS loT 20, AWS loT OFEFEZ(ERT 2 7 nt 2AHBL TV D 2 L%
AifE L L CWET, AWS 0T 23 AR L 72 RE E O W I B3 2 3G S LB 256, AWS loT
DOFBFEIZ DWW TREM A MR L XL 9 &3 5546, 6 HICBIEM I TV 5D AWS loT OBRRE M & B &k
EHRB LT EE N,

1. T RFEAE~DEL AT 5 CAGEHE (CA certificate) Z4m L 7,
2. WIZ, D CAFEHEEBRE L, T34 AFEHZE (device certificate) & &k L £,

INT, TS ZFEAELZ AWS loT — R IR+ 2 ¥ TE £ L,

8.1.1 ®m¥ID CA GEBAE®DOZ$% (Registering your First CA certificate)

ZOTrADIFELTIE Symantec K> Verisign 72 A BiEA L7z CA GEAZ O RE T, —FH., BHEID
CA RBIERTHEA LI AR X509 FEFHFZ MM F 211X, AWS IoT 232D —HF AR CA FEW & 2 Hik
THULERLY 79, b, ZOFEHEICHIST HEHE (private key) ([Z2—WFNRT 7 EATE L0
BdHYET,

ETHOIZ, #—IF /T openssl ZfH L TRAIOY 7V CAGEHEELIERLET, EEZX., ZoW
YTV CA DD VIZ, FFED CA XU A DBIT LT BAEAEAEEZHFRAT A Z L AlETT, oW
7V CARERAEIX% T, AWS 10T 286k T 57 A AGEHEICEA T HBICHER S E T,

$ openssl genrsa -out deviceCertOne.key 2048 $ openssl req -new -key
deviceCertOne.key -out deviceCertOne.csr $ openssl x509 -reqg -in
deviceCertOne.csr -CA sampleCACertificateOne.pem -Cakey
sampleCACertificateOne.key -CAcreateserial -out deviceCertOne.crt -days 365 -
sha256

IZFETT, YUV CAFEHEERERTEE L, ZOEHESL AWS loT IZBETHILERH D 77,
CA FEBAE A AWS loT (28T D881, CAFEBE L 2D CA FEAEICHE O b - g EOm HiZT 7
TATEDLZLEMRT IV —7 70 —%21ToTLIEEW, MEEOMAMAZRIETE 5 X 512, CA FFH
EOWEHE, BEXOAWSIOT 2 BAEMR LBk — FE2EH LT, BIEHGEHELZ AR L £,

BEk T — 7 70 —3ROIC, AWS loT 75 OXEka— FORSEZER LET, AWS CLI Zf#H L T, LIF
Da<wy REFTL, BEgEa— RNaE4ERLET,

$ aws iot get-registration-code

get-registration-code (AWS CLI =~ ) X, =—%D AWS 7 7 > MIFEOF T o7 X A T—E
(unique) 7eXfka— RZIRLET, ZOXEKRa— FOFHMRIIEL . =—F28IBRT 5 £ THZIMRIX
UnEdA, Bika— FOMAFEEZRTEOIC, LFOL S ITH LU CSR Z1EM L E 7,

$ openssl genrsa -out privateKeyVerificationOne.key 2048 $ openssl reqg -new -
key privateKeyVerificationOne.key -out privateKeyVerificationOne.csr

CSR 7' mERADETHIZ, HRANEZRD LT v T MRFRSNET, AWSI0T 2265 1T Elo 7o B k= —
R % . MREEFFEAE O [Common Name] (FLi#4) 7+ —/L RICA N LET,

Bk — Nid, AR SN BREEHGERED 2 O CAGEREZ AWS 10T IZ8ERT 2 & WO RFED HRI D29
WAEDNT b DN E DD, £, ZORGEMGEHFLLURIRIT SN EHE TRV I L 2 ad LE 4,
ZIVUT, AWSIoT DR TS -8k — &G A2 CSREHE L, mpOY v 7V CAGEIE L EFl CSR
AL CH LWGEEZER L E L,
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$ openssl x509 -req -in privateKeyVerificationOne.csr -CA

sampleCACertificateOne.pem -CAkey sampleCACertificateOne.key -CAcreateserial -
out privateKeyVerificationOne.crt -days 365 -sha256

HAEID CAZEEZ AWS loT (2863 5 & 1T, BEka— K, CAWEREZMHEH L TE4 LI-MIEAEHE,
BIOCAGEHEDHAEDLE LM LT, CAMEBROFAWELHRIEL 1,

AWS loT =t Y —)Lica 7' A > L %9, [Use my certificate] (H B DFEIAEZ 4 ) %2 1%4K L. [Register your
CA certificate] (H AiT> CA GEFIZE 4 B k) 2B L7212, Y 7L CAGEPIZE (sample CA certificate) & FFE
FHRERAE (verification certificate) %7 v 71— R L £,

HATO CAGEELZ AWS 0T 17 v Fr— R L7, a2 Y —/LTZD CAGEHEZIER L, [Actions] (7
Iy a N AT a v ERIRLTCED CAFEREET 77 4 71 LET,

8.1.2 BB CA (IBAEZHALTEL LI=-T/\1 RFAZD & (Registering a Device
Certificate Signed by your CA Certificate)

ZZETT, VU7 CAGEHEOIER, Bék. 7277 4 7{LEITWV, ZD CAGEHELZFEA L TH LT

NA AGEHFZAER L. £DT A AGEHFEZ AWS 10T (IZ7 v Fr—RFLE LT,

F—=IFNMUTOa~vr Re AL, T30 ZGEHEZER LT,

$ openssl genrsa -out deviceCertOne.key 2048 $ openssl req -new -key
deviceCertOne.key -out deviceCertOne.csr $ openssl x509 -reg -in
deviceCertOne.csr -CA sampleCACertificateOne.pem -Cakey
sampleCACertificateOne.key -CAcreateserial -out deviceCertOne.crt -days 365 -
sha256

AWS =12 — )L TF 3 ZFEHEBHZE (device certificate) 7 v 7 u— R4+ 5Z N TEET,

AWS =2V —/L G, AWS loT (28 L, [Use my certificate] (H ATDFEAEZ ) 2 84R L 7%, [Upload
existing device certificates] (EfZ DT A AFEHEEZ T v 7' — R) Z2@&R LT, HEIOT A RGFHEL
AWS 0T 127 v 7 r— KL %7,

FRA ZEAEL T v T — R L%, AWS 22 Y — L TEFDF AL RAAELT 757 4 T2 LET, £
DFER, ZDOT A AGEHEEZFEH LT, MQTT 2@ LU T AWS loT L OBEEZBBTE 5L 51270 £,

HETDT /3o AGEHEEZ AWS 10T (286 L7-1%1%. AWS loT 2NER L7=2T 31 ZFEHEEZFEHAT 55 &
FIERIZ, BRTOT A AGEAEICHT 2 S EIERBELZFTTH 2N TEET, HREIOT /N1 AFEHE
WRFL TR Y o—%i L, £/ (things) ZBEf TN TEET, FHa2—FDOAWS T IV F &
FEFI LT, AWS 10T TTF A ZFEHED T A 7 A 7V EET (T 7 7 4 TR, a0, 7277 1 74k
) Frz b TEET,
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R—LR—T EHR—FEO

UTOURLIZT Z7EAL, Synergy 77 > M7 4+ —LDOFEMlA MR L, B#ET L R¥a A ey yrm—
KL, AR —Fr&2 ZIEHALSEE N,

Synergy Y 7 h U =T https://www.renesas.com/jp/ja/products/synergy/software.html

Synergy ¥ 7 kU = 7 /3w & — 3 https://www.renesas.com/jp/ja/products/synergy/software/ssp.html

TN =TT RFv https://www.renesas.com/jp/ja/products/synergy/software/add-ons.html

V7 b =T HEE https://www.renesas.com/jp/ja/products/synergy/software/ssp/glossary.html
R — v https://www.renesas.com/jp/ja/products/synergy/software/tools.html

Synergy /»— Ko =7 https://www.renesas.com/jp/ja/products/synergy/hardware.html

v f/uzarhue—7 https://www.renesas.com/jp/ja/products/synergy/hardware/microcontrollers.html
MCU HizE https://www.renesas.com/jp/ja/products/synergy/hardware/microcontrollers/glossary.html
FEANT A =X TORE https://www.renesas.com/jp/ja/search/parametric-search.html

* vk https://www.renesas.com/jp/ja/products/synergy/hardware/kits.html

Synergy Y U =—3 =3 > Gallery https://www.renesas.com/jp/ja/products/synergy/gallery.html
N—hF—=Fmr = b https://www.renesas.com/jp/ja/products/synergy/gallery/partner-projects.html
TV r—varyay e b ohttps://www.renesas.com/jp/ja/products/synergy/gallery.html

(L3 WEB ~<— 0 R i & 2 FR)

AT —ERYPR—FY V—R

Rz A2 b https://www.renesas.com/jp/ja/products/synergy/support.html

F Ly U—Z[FAQ https://ja-support.renesas.com/knowledgeBase/category/30643

T x—F 5 (KFE https://renesasrulz.com/synergy/

T F—T 5 (HAFE) https://japan.renesasrulz.com/cafe_rene/

rL—=7 https://www.renesas.com/jp/ja/support/training.html

b https://www.youtube.com/playlist?list=PLgUXgPkOStPu_uZCwn_1tM2QZIRDhchCR

FAWE R & o5 (MyRenesas &k 42 https:/ja-support.renesas.com/dashboard
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https://www.renesas.com/jp/ja/products/synergy/support.html
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