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Introduction

IEC 61508 is an international standard governing a range of electrical, electromechanical, and electronic safety related
systems. It defines the requirements needed to ensure that systems are designed, implemented, operated, and maintained
at the required Safety Integrity Level (SIL). Four SIL levels have been defined to indicate the risks involved in any
particular system, with SIL4 being the highest risk level.

At the heart of the majority of safety related systems nowadays is a sophisticated and often highly integrated
Microcontroller (MCU). An integral part of meeting the requirements of IEC61508 is the ability to verify the correct
operation of critical areas of the MCU.

The purpose of this document is to provide guidelines to use the Renesas S7G2 Series MCUSs within a safety context.
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1. Common Terminology

This section defines some common terms and acronyms used throughout the rest of the document and provides
references to other Renesas complementary documents.

1.1 Acronyms
Table 1.1 Terminology and acronyms

Acronym Description

ADC Analog to Digital Converter
BUSERR  Bus Error

CAN Control Area Network

CRC Cyclic Redundancy Check

CM Compare Match

DAC Digital to Analog Converter
DRW Drawing Engine

E2E End To End

ECC Error Correction Code

EOC End of Conversion

EOT End of Transfer

GPT General PWM Timer

HOCO High speed On Chip Oscillator
IC Input Capture

IrDA Infrared Data Association

ISR Interrupt Service Routine

IWDT Independent Watchdog Timer
KINT Key Interrupt Function

LOCO Low-speed On-chip Oscillator
MMC Multi Media Card

MOCO Middle-speed On-chip Oscillator
MPU Memory Protection Unit

NSR Non Safety Relevant

0OS Output Short

PST Process Safety Time

PTP Precision Time Protocol

PWM Pulse Width Modulation

Q&A Question and Answer

QSCI Quad Serial Communication Interface
RAM Random Access Memory

SDHI Secure Digital Host Interface (SDHI)
SCI Serial Communication Interface
SIL Safety Integrity Level

SM Safety Mechanism

SPI Serial Peripheral Interface

SR Safety Relevant

SRAM Static Random Access Memory
SRC Sampling Rate Converter

SSi Serial Sound Interface

USB Universal Serial Bus

VM12 Voltage Monitoring 1/2

WDT Watch Dog Timer

WUNI Watch dog Underflow Non-maskable Interrupt
R11ANO122EU0103 Rev.1.03 Page 5 of 120
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1.2 Document References

1] User’s Manual: Microcontrollers Renesas Synergy™ Family/S7 Series, Rev.1.20.
2] ARM® Cortex®-M4 Devices Generic User Guide, revision 16 December 2010.
3]S7 Series MCU Diagnostic Software User Guide, ID = R11AN0081EU0104.

[
[
[
[4] Diagnostic Software Safety Manual, ID = R11UMO0052EU0101.
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2. Considerations of External Protections
Table 2.1 describes recommendations related to elements external to the MCU.
Table 2.1 Considerations for external protection

ID Description Limitation/ Comment

Ext_1 It is recommended to use an external Watch Dog Timer (WDT). See None
section 2.1 for more information.

Ext 2 The user shall follow the Electrical Characteristics specified in section None
59 of [1].

Ext 3 It is recommended to use external measures to protect the power None
supply to the MCU pins. See section 59 of [1] for a safe power supply
range. These measures shall be used in conjunction with the internal
LVD_Monitoring mechanism.

Ext_4 When using the two ADCs (ADC120 and ADC121 modules) None
redundantly, it is recommended to externally monitor the conversion
reference voltage applied to pins VREFHO and VREFLO for unit 0,
and pins VREFH and VREFL for unit 1.

21 External Watchdog

When designing the monitoring provided by an external Watch Dog, consider the following recommendations:

e Allow refresh only if all monitored tasks are executed, and in the proper order

o Allow refresh only if the expected time window for each task is followed

e Implement a Q&A-based exchange of messages before the refresh can take place (if supported by the external

component).

Note: Two internal Watch Dog Timers (WDTs) — IWDT and WDT, are provided as MCU internal modules. If the
internal WDTs are in use, the design of the external Watch Dog Timer can be simplified because the software
(SW) control flow monitoring is also performed by the internal module(s).

Note: When complementing the external WDT with the internal one, consider that both IWDT and WDT are not able
to send an external error notification when the MCU status cannot be recovered through a SW routine (IRQ) or
a reset procedure. This has to be considered during system design. The external WDT can effectively
compensate for this issue.

R11AN0122EU0103 Rev.1.03 Page 7 of 120
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3. Hardware (HW) Module Recommended Settings/ Usage

3.1 Processing Module
311 CPU

This module is the core used to run the safety application.

(1)  Recommended settings

Table 3.1 describes the recommended settings for the CPU module.
Table 3.1 Recommended settings/usage for the CPU module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults
Table 3.2 describes the safety mechanism to protect the safety application from permanent failure of the CPU.

Table 3.2 Recommended protection from permanent failure of CPU

ID Estimated Suggested Safety Suggested Limitation/ Comment
Coverage Level Mechanisms Protection Type
N/A Medium CPU_SW_Test Run-time To be used in combination with

External WDT, see section 2.1
for more details.

(3) Consideration for transient faults
It is recommended to protect the CPU from transient failures. In order to do this, consider the following information.
When protection CPU_prot 1 is used:

a. Coverage is decreased to a low level since the effectiveness of CPU_SW_Test is affected by the test
frequency.

b. To improve the coverage level, adoption of application level mitigations is suggested for multiple operation
processing, where elaboration of tasks is duplicated and the results of the redundant elaborations are
compared to look for mismatches that indicate the presence of faults.

(4) Support of system level functional redundancy

None.

R11AN0122EU0103 Rev.1.03 Page 8 of 120
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3.2 Data I/O Modules
3.21 1/0 Ports

(1) Recommended settings

Table 3.3 to Table 3.5 describe the recommended settings for the I/O Ports module.

Table 3.3 Recommended settings/usage for the 1/O Ports module

ID Description Limitation/ Comment
N/A N/A N/A
Table 3.4 Recommended settings/usage for interference minimization of the /0 Ports module
ID Description Limitation/ Comment
IOPorts_sett_I1 Follow recommendation for unused pins given in section N/A

20.4 of [1]

Table 3.5 Recommended settings/usage for protection against systematic System/SW faults

ID Description Limitation/ Comment

IOPorts_recc_S1  If pins belonging to the same General Purpose 1O group N/A
are used for both SR and NSR functions, then a suitable
SW handling is required to avoid compromising the safety
functions

(2) Recommended protection against permanent faults
Table 3.6 describes the safety mechanisms to protect the safety application from permanent failures of the I/O Ports.

Note: The coverage information reported is only valid for General Purpose I/O. For other usage purposes, refer to the
module specific sections.

Table 3.6 Recommended protection from permanent failure of /0 Ports

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level

IOPorts_prot_1  Medium Config_reg_read_back, Run-time N/A

GPIO_out_redundancy,
GPIO_in_redundancy

(3) Consideration for transient faults
It is recommended to protect the I/O Ports from transient failures. In order to do this, see the following information.
When protection IOPorts_prot_1 is used:

a.  Overall coverage is still kept High because the GPIO_out_redundancy and GPIO_in_redundancy
mechanisms are always active and also effective for transient faults.

(4)  Support for system level functional redundancy
Considerations are already provided in section 3.2.1.2. In particular, see GPIO_in_redundancy.

Note: When using GPIO to achieve redundancy, special considerations need to be taken to mitigate possible
dependencies. In particular, the following measures are recommended:
e Use pins belonging to different port groups
e Use pins that are not adjacent on the package
e Use pins whose data is located in different bits of the data bus.

R11AN0122EU0103 Rev.1.03 Page 9 of 120
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3.2.2 12-Bit A/D Converter (ADC12)

This module can be used by the safety application when acquisition of analogue signals is necessary.
(1) Recommended settings

Table 3.7 to Table 3.9 describe the recommended settings for the 12-Bit ADC.

Table 3.7 Recommended settings/usage for the ADC12 module

ID Description Limitation/ Comment

ADC12_sett_U1 Enable the automatic clearing of A/D registers (ADDRYy, N/A
ADRD, ADDBLDR, ADDBLDRA, ADDBLDRB, ADTSDR, or
ADOCDR) after any of these registers is read by the CPU,
DTC, or DMAC.
ADCER.ACE = 1b.

Table 3.8 Recommended settings/usage for interference minimization for the ADC12 module

ID Description Limitation/ Comment

ADC12_sett_I1 Enable Module-Stop state, when the peripheral is not used by N/A
setting the following:
MSTPCRD.MSTPD15 = 1b (ADC121)
MSTPCRD.MSTPD16 = 1b (ADC120).

Table 3.9 Recommended settings/usage for protection against systematic System/SW faults for the
ADC12 module

ID Description Limitation/ Comment

ADC12_recc_S1 If at least one ADC channel is used for NSR functions while N/A
the other channels are used for SR functions, then a suitable
SW handling is required to avoid compromising the safety
functions

ADC12 _recc_S2 The A/D conversion cannot be selected as ACMPHS input for N/A
targets listed in section 46.6.13 of [1] during A/D conversion
because these pins are multiplexed with the A/D converter
and ACMPHS

ADC12_recc_S3 ltis prohibited to use both channels of the 12-bit A/D N/A
converter simultaneously for temperature sensor
measurement

R11AN0122EU0103 Rev.1.03 Page 10 of 120
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(2) Recommended protection against permanent faults

Table 3.10 describes the safety mechanisms to protect the safety application from permanent failures of the 12-Bit A/D
Converter module.

Table 3.10 Recommended protection from permanent failure of ADC12

ID Estimated Suggested Safety Suggested Limitation/ Comment
Coverage Mechanism Protection
Length Type
ADC12_prot_1a Medium ADC12_HwRedundancy_  Run-time If DMA is used in connection
internal, with the ADC, then the self-test
ADC12_Comparator_SW, provided by
Config_reg_read_back ADC12_TriggerDMA shall be

adopted, as described in
ADC12_prot_1b.

When using
ADC12_HwRedundancy_inter
nal, take care to mitigate
dependency issues between
the sources of information.

ADC12_prot_1b  Medium ADC12_HwRedundancy_ Self-test When using

internal, ADC12_HwRedundancy_inter
ADC12_Comparator_SW, nal, take care to mitigate
ADC12_TriggerDMA, dependency issues between
Config_reg_read_back the sources of information

(3) Consideration for transient faults
It is recommended to protect the ADC12 from transient failures. In order to do this, see the following information.
When protection ADC12_prot_1la is used:

1. Overall coverage can be kept at a medium level despite the negative impact of the test frequency on
ADC12_Comparator SW and Config_reg read back.

(4) Support of system level functional redundancy

The MCU allows the possibility of using the two units, ADC120 and ADC121, to support system level redundancy, or
using multiple channels belonging to the same single unit. Usage of ADC12_Comparator SW is highly recommended
in the latter case to mitigate dependency issues related to the common analogue comparator.
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3.23 12-Bit D/A Converter (DAC12)

This module can be used by the safety application when Digital to Analogue conversion is necessary.
(1) Recommended settings

Table 3.11 to Table 3.13 describe the recommended settings for the D/A Converter module.

Table 3.11 Recommended settings/usage for the DAC12 module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.12 Recommended settings/usage for interference minimization for the DAC12 module

ID Description Limitation/ Comment

DAC12_sett_I1 As a measure against interference between D/A and A/D  N/A
conversion, write DAADSCR.DAADST = 1b while
ADCSR.ADST = 0b. See section 47.3.1 of [1] for more
details.

DAC12_sett_I2 Enable Module-Stop State when the peripheral is not N/A
used, by setting MSTPCRD.MSTPD20 =1b

Table 3.13 Recommended settings/usage for protection against systematic System/SW faults for the
DAC12 module

ID Description Limitation/ Comment

DAC12_recc_S1 If one channel (for example, DAO) is used for SR N/A
functions while the other (for example, DA1) is used for
NSR functions, then, suitable SW handling is required to
avoid compromising the safety functions

(2) Recommended protection against permanent faults

Table 3.14 describes the safety mechanisms to protect the safety application from permanent failures of the D/A
Converter module.

Table 3.14 Recommended protection from permanent failure of DAC12

ID Estimated Suggested Safety Suggested Limitation/ Comment
Coverage Mechanism Protection
Length Type
DAC12 _prot_1 High DAC12_Loop_ADC12, Run-time Detection of an analog signal not
Config_reg_read_back updated in sync with a conversion

start is partially covered because of
the limitation in performing high
frequency monitoring of the analog
input (for example, due to conversion
latency, SW elaboration delays)

DAC12_prot_2 High DAC12_system_redun Run-time Analog signal comparison and
dancy feedback to MCU as part of fault
detection can be difficult to implement
and is costly in terms of system
design.
Fault detection shall be implemented
external to the MCU.
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(3) Consideration for transient faults
It is recommended to protect the DAC12 from transient failures. In order to do this, see the following information.
When protection DAC12_prot_1 is used:

a. Overall coverage is decreased to medium because DAC12_Loop_ ADCI12 has a limitation in performing
high frequency monitoring of the analog input (for example, due to conversion latency, SW elaboration
delays). This can be mitigated by using multiple samples.

When protection DAC prot_2 is used:
a.  Overall coverage can be kept high assuming high frequency comparison of the outputs of the DA channels.

(4)  Support of system level functional redundancy

The possibility of using two output channels DAO and DA1 to support system level redundancy (DACR.DAE = 1b,
DACR.DAOEO = 1b, DACR.DAOEI1 = 1b) has already been proposed in section 3.2.3.2.

In relation to dependencies, consider that the two channels share the same converter.

As a mitigation, consider using DAC12_Loop_ADCI12 to monitor the correct behavior of the converter.
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3.24 Temperature Sensor (TSN)

This module can be used by the safety application to get information about the MCU temperature.
(1) Recommended settings

Table 3.15 to Table 3.17 describe the recommended settings for the Temperature Sensor module.
Table 3.15 Recommended settings/usage for the TSN module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.16 Recommended settings/usage for interference minimization for the TSN module

ID Description Limitation/ Comment

TSN_sett 11 Enable Module-Stop state when the peripheral is not  N/A
used by setting MSTPCRD.MSTPD22 = 1b

Table 3.17 Recommended settings/usage for protection against systematic System/SW faults for the

TSN module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.18 describes the safety mechanisms to protect the safety application from permanent failures of the
Temperature Sensor module.

Table 3.18 Recommended protection from permanent failure of TSN

ID Estimated Suggested safety Suggested Limitation/comment
coverage mechanism Protection
level Type
TSN_prot_1  Low ADC12_TempSens Self-testor The mechanism can only check if the
Run-time temperature reading is within a plausible

range defined by the application in use.
Note: If the MCU is operated after being
exposed to temperature outside of the
allowed range, this safety mechanism
may provide insufficient protection.

TSN_prot_ 2 Medium Ext_TempSens Self-test or  The use of an external sensor is required.
Run-time For this solution, system level impact has
to be judged (especially if used as run-
time test).
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(3) Consideration for transient faults

It is recommended to protect the Temperature Sensor module from transient failures. In order to do this, see the
following information.

When protection TSN _prot_1 is used:

a. Overall coverage is kept at a low level.
b. The test frequency negatively impacts the effectiveness of ADC12_TempSens but a low level of coverage
can still be claimed. Usage of multiple samples can improve the coverage back to medium.

When protection TSN _prot_2 is used:

a. Overall coverage is kept at a low level.
b. The test frequency negatively impacts the effectiveness of Ext_ TempSens but a low level of coverage can
still be claimed. Usage of multiple samples can improve the coverage back to medium.

(4)  Support of system level functional redundancy

None
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3.2.5 High-Speed Analog Comparator (ACMPHS)

This module can be used by the safety application to compare a test voltage with a reference voltage, and to provide a
digital output based on the result of conversion.

(I) Recommended settings
Table 3.19 to Table 3.21 describe the recommended settings for the High-Speed Analog Comparator module.
Table 3.19 Recommended settings/usage for the ACMPHS module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.20 Recommended settings/usage for interference minimization for the ACMPHS module

ID Description Limitation/ Comment

ACMPHS_sett |1 Enable Module Stop State when the peripheralis  N/A
not used by setting

MSTPCRD.MSTPD23 = 1b (ACMPHSS5),
MSTPCRD.MSTPD24 = 1b (ACMPHS4),
MSTPCRD.MSTPD25 = 1b (ACMPHS3),
MSTPCRD.MSTPD26 = 1b (ACMPHS2),
MSTPCRD.MSTPD27 = 1b (ACMPHS1),
MSTPCRD.MSTPD28 = 1b (ACMPHSO0).

Table 3.21 Recommended settings/usage for protection against systematic System/SW faults for the
ACMPHS module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.22 describes the safety mechanisms to protect the safety application from permanent failures of the High-Speed
Analog Comparator module.

Table 3.22 Recommended protection from permanent failure of ACMPHS

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type

ACMPHS _prot_1 Medium ACMPHS _triggerISR,  Self-test or  This test requires the utilization
Config_reg_read_back Run-time of both DAC channels

(3) Consideration for transient faults

It is recommended to protect the ACMPHS module from transient failures. In order to do this, see the following
information.

When protection ACMPHS prot 1 is used:

a. Overall coverage is kept a medium level:
Transient faults of the analog part of the peripheral are not expected to impact the main function. However,
faults of the digital processing functionality could have an impact, but in a delimited time window (for
example, one clock cycle). As for configuration, the Config_reg read back is effective. A medium level of
coverage can still be claimed.

(4)  Support of system level functional redundancy

ACMPHS provides six comparators that can be used redundantly, but only one output pin VCOUT is provided.

R11AN0122EU0103 Rev.1.03 Page 16 of 120
Jun 27, 2017 RENESAS



Renesas Synergy™ Platform S7G2 MCU Safety Application Note

3.3 Protection against HW faults
These modules are primarily intended for MCU protection against HW faults.

3.31 Low Voltage Detection Circuit (LVD)

This module can be used by the safety application to detect under voltage conditions in the power supply.
(1)  Recommended settings

Table 3.23 to Table 3.25 describe the recommended settings for the Low Voltage Detection Circuit module.
Table 3.23 Recommended settings/usage for the LVD module

ID Description Limitation/ Comment

N/A!

Table 3.24 Recommended settings/usage for interference minimization for the LVD module

ID Description Limitation/ Comment
N/A
Table 3.25 Recommended settings/usage for protection against systematic System/SW faults for the
LVD module
ID Description Limitation/ Comment

N/A

(2) Recommended protection against permanent faults

Table 3.26 describes the safety mechanisms to protect the safety application from permanent failures of the Low
Voltage Detection Circuit module.

Table 3.26 Recommended protection from permanent failure of LVD

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
LVD_prot_1  Medium LVD_check Self-test This mechanism requires external

HW acting on the power supply.
Impact of run-time failures of such
HW has to be considered during
system level analysis.

LVD_prot_ 2 Medium Config_reg_read_back Run-time Config_reg_read_back offers a
medium level of coverage on
configuration registers at run-time.
Note: LVD_Monitoring? itself
provides additional run-time
protection.

(3) Support of system level functional redundancy

None.

! A description of the LVD module as a safety mechanism is given in section 4 for LVD_Monitoring mechanisms.

2 The Error! Reference source not found. mechanism can provide auto-diagnosis on the LVD module itself.
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3.3.2 Clock Frequency Accuracy Measurement Circuit (CAC)

This module can be used by the safety application to detect failures in clock frequency generation and then to protect
the MCU.

(I) Recommended settings

Table 3.27 to Table 3.29 describe the recommended settings for the Clock Frequency Accuracy Measurement Circuit
module.

Table 3.27 Recommended settings/usage for the CAC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.28 Recommended settings/usage for interference minimization for the CAC module

ID Description Limitation/ Comment

CAC_sett I1 Enable Module-Stop state when the peripheral N/A
is not used by setting MSTPCRC.MSTPCO =1b

Table 3.29 Recommended settings/usage for protection against systematic System/SW faults for the

CAC module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.30 describes the safety mechanisms to protect the safety application from permanent failures of the Clock
Frequency Accuracy Measurement Circuit.

Table 3.30 Recommended protection from permanent failure of CAC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type

CAC_prot_1 Medium CAC_self_test, Self-test N/A

Config_reg_read_back

CAC prot 2  Medium Config_reg_read_back Run-time Config_reg_read_back offers a
medium level of coverage on
configuration registers at run-time

(3) Support of system level functional redundancy

None.
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3.33 Port Output Enable Module for GPT (POEG)
This module can be used by the safety application to detect failures in the delivery of PWM overlapping phases.

(1) Recommended settings
Table 3.31 to Table 3.33 describe the recommended settings for the Port Output Enable for the GPT module.
Table 3.31 Recommended settings/usage for the POEG module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.32 Recommended settings/usage for interference minimization for the POEG module

ID Description Limitation/ Comment

POEG_sett I1 Enable Module-Stop state when the peripheral is not used by  N/A
setting MSTPCRD.MSTPD14 = 1b

Table 3.33 Recommended settings/usage for protection against systematic System/SW faults for the

POEG module
ID Description Limitation/ Comment
POEG_sett S1 If compatible with application requirements, the noise N/A
cancellation filter (POEGGN.NFEN = 1 (n = A to D)) shall be
enabled

(2) Recommended protection against permanent faults

Table 3.34 describes the safety mechanisms to protect the safety application from permanent failures of the Port Output
Enable for the GPT module.

Table 3.34 Recommended protection from permanent failure of POEG

ID Estimated Suggested Suggested Limitation/Comment
Coverage Safety Protection
Level Mechanisms Type
POEG _prot_ 1 Medium POEG_ExtLoop, Self-testor Itis not possible to force (and then test) the
Config_reg_read Run-time high impedance control in the case of a
_back phase-overlap of the complementary PWM

outputs or oscillation stop condition.
Run-time failures of this module will affect
the PWM outputs of the GPT module and
they will be covered by the loop-back
mechanisms recommended to protect the
timer.

Run-time test is possible if compatible with
application requirements.

POEG prot 2 Medium Config_reg_read Run-time Config_reg_read_back offers a medium

_back level of coverage on configuration registers
at run-time
POEG prot 3 Medium POEG_ExtLoop Self-test This mechanism implies the utilization of
external HW

(3) Support of system level functional redundancy

None.
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3.34

Independent Watchdog Timer (IWDT)

This module can be used by the safety application to detect the SW program running out of control.

(1) Recommended settings

Table 3.35 to Table 3.37 describe the recommended settings for the Independent Watchdog Timer module.

Table 3.35 Recommended settings/usage for the IWDT module

ID Description Limitation/ Comment
IWDT _sett U1 The IWDT shall be used in auto-start mode N/A
(OFSO0.IWDTSTRT= 0) to avoid the possibility that WDT
protection (from both HW and SW faults) is not present
after a first reset is generated
IWDT_sett_ U2 If compatible with application requirements, “reset signal In case of the interrupt
generation” shall be selected as an action for counter routine, when RAM and
underflow (OFSO.IWDTRSTIRQS=1). Alternatively, stack memory status are
interrupt request can be activated in order to perform not guaranteed, limit the
specific recovery action in the ISR. operations which rely on
variable values
IWDT_sett_ U3 If compatible with application requirements, set the refresh-  This configuration limits the
permitted period to 25% (see OFSO register description) of  design of SW architecture
the count period in order to improve detection capabilities and SW itself, in order to
meet the refresh period
IWDT_sett_ U4 A monitoring strategy shall be implemented to ensure that N/A
all tasks are executed in a predefined order (for example,
through a shared monitoring variable).
The WDT refresh strategy should allow for refresh only if
the task monitoring shows that all the tasks have been
correctly executed.
IWDT _sett_ U5 In order to avoid that a fault on the debug logic can stop the N/A

IWDT, IWDTDBGSTOPCR.DBGSTOP_IWDT = 0b

Table 3.36 Recommended settings/usage for interference minimization for the IWDT module

ID

Description

Limitation/ Comment

IWDT_sett_I1

When using the IWDT peripheral, use the Renesas IWDT
Management SW [3] to enable IWDT NMI (through the
IWDT _Init function), refresh IWDT counter (that is, through
the IWDT_Kick function), and check whether the IWDT
timed out (through the IWDT_DidReset function)

N/A

Table 3.37 Recommended settings/usage for protection against systematic System/SW faults for the

IWDT module
ID Description Limitation/ Comment
N/A N/A3 N/A

3 The usage of the IWDT is already a measure to protect against SW faults.
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(2) Recommended protection against permanent faults

Table 3.38 describes the safety mechanisms to protect the safety application from permanent failures of the Independent
Watchdog Timer (IWDT) module.

Table 3.38 Recommended protection from permanent failure of IWDT

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level
IWDT _prot_ 1  Medium IWDT_Expire, Self-test N/A
Config_reg_read_back
IWDT prot 2 Medium Config_reg_read_back Run-time Config_reg_read_back

offers a medium level of
coverage on configuration
registers at run-time.

(3) Support of system level functional redundancy

None.

3.35 Battery Backup Function
This module is used by the safety application to partially support powering the MCU when the main power supply fails.

(1) Recommended settings
Table 3.39 to Table 3.41 describe the recommended settings for the Battery Backup Function module.

Table 3.39 Recommended settings/usage for the Battery Backup module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.40 Recommended settings/usage for interference minimization for the Battery Backup
module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.41 Recommended settings/usage for protection against systematic System/SW faults for the
Battery Backup module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.42 describes the safety mechanisms to protect the safety application from permanent failure of the Battery
Backup Function module.

Table 3.42 Recommended protection from permanent failure of Battery Backup module

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level

BattB _prot 1 Medium Write_verify Run-time N/A

BattB_prot 2 Medium BatteryBckp_check Self-test N/A

(3) Support of system level functional redundancy

None.
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3.3.6 Parity check

Parity check is performed to detect potential issues in the parity logic, protecting SRAMO (addresses from 20008000h
to 2003FFFFh), SRAM1, and SRAMHS (see section 52.1 of [1]).

(I) Recommended settings
Table 3.43 to Table 3.45 describe the recommended settings for the Parity Check.
Table 3.43 Recommended settings/usage for the Parity Check

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.44 Recommended settings/usage for interference minimization for the Parity Check

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.45 Recommended settings/usage for protection against systematic System/SW faults for the
Parity Check

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

The Parity Check function cannot be tested. So, any fault affecting this function cannot be detected. The user must take
care about this constraint.

(3) Support of system level functional redundancy
None.

3.3.7 DED

DED (Double-bit Error Detection) is performed to detect both single bit and double bit error in SRAMO (DED area)
(addresses from 2000 0000h to 2000 7FFFh) (see [1]).

(1)  Recommended settings
Table 3.46 to Table 3.48 describe the recommended settings for the DED.
Table 3.46 Recommended settings/usage for the DED

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.47 Recommended settings/usage for interference minimization for the DED

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.48 Recommended settings/usage for protection against systematic System/SW faults for the
DED

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

The DED function cannot be tested. So, any fault affecting this function cannot be detected. The user must take care
about this constraint.

(3) Support of system level functional redundancy

None.
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34 Protections against SW faults
These modules are primarily intended for MCU protection against SW faults.
3.41 Memory Protection Unit (MPU)

This module can be used by the safety application to detect memory access violations.
(1)  Recommended settings
Table 3.49 to Table 3.51 describe the recommended settings for the Memory Protection Unit module.

This MCU incorporates a CPU stack pointer monitor that detects underflows and overflows of the two stack pointers,
Main Stack Pointer (MSP) and Process Stack Pointer (PSP). The CPU stack pointer monitor is enabled by setting the
Main Stack Pointer monitor enable bit or the Process Stack Pointer monitor enable bit in the Access Control Register
(MSPMPUCTL, PSPMPUCTL), to 1.

Moreover, the MCU incorporates a bus master MPU that monitors the addresses of the bus master access to the overall
address space (0000 0000h to FFFF FFFFh). If access to the protected region is detected, the bus master MPU generates
areset or a non-maskable interrupt. The supported access control information for the individual regions consists of
permissions to read and write.

This MCU incorporates a bus slave MPU that checks access to the bus slave function such as flash or SRAM. The bus
slave function can be accessed from four bus masters (CPU, bus master MPU group A, bus master MPU group B, and
bus master MPU group C). The bus slave MPU has a separate protection register for each of the four bus masters and
can protect access individually.

The supported access control information for the individual regions consists of permissions to read and write.

Enable the protection (reading and writing) of the Access Control Register for the memory bus by properly setting the
registers as detailed in [1], section 16.5.

Table 3.49 Recommended settings/usage for the MPU module

ID Description Limitation/ Comment
MPU_recc_U1 Enable the Main Stack Pointer monitor by When the MSPMPUCTL.ENABLE bit is
setting MSPMPUCTL.ENABLE = 1 set to 1, the available registers are
MSPMPUSA, MSPMPUEA, and
MSPMPUOAD
MPU_recc_U2 Enable the Process Stack Pointer monitor by When the PSPMPUCTL.ENABLE bit is
setting PSPMPUCTL.ENABLE =1 set to 1, the available registers are
PSPMPUSA, PSPMPUEA, and
PSPMPUOAD

MPU_recc_U3 Protect Stack Pointer Monitor registers
(MSPMPUCTL, MSPMPUSA, and
MSPMPUEA) from writing, while allowing
reading, by setting MSPMPUPT.PROTECT = 1

MPU_recc_U4 Protect Stack Pointer Monitor registers
(PSPMPUCTL, PSPMPUSA, and
PSPMPUEA) from writing, while allowing
reading, by setting PSPMPUT.PROTECT = 1

MPU_recc_U5 Enable the control of access permissions or To have MMPUACmMN available, the bus
protection by setting master MPU control register shall be
MMPUACmMN.ENABLE =1 (m=Ato C;n=0to enabled by setting
31), where m is region, and n is the Access MMPUCTLm.ENABLE =1 (m=Ato C)
Control Register (more register details are in [1], section

16.4.1)

MPU_recc_U6 Enabling the Read and/or Write Protection of This is possible only when
group m region n unit, by setting MMPUACmMNn.ENABLE = 1 (more
MMPUACmMN.RP =1 registers details are in [1], section
MMPUACMN.WP = 1 16.4.1)
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Table 3.50 Recommended settings/usage for interference minimization for the MPU module

ID

Description

Limitation/ Comment

MPU_recc_I1

If functions of different SIL levels are
present and/or NSR functions are present,
then the highest SIL level shall be assigned
for the MPU configuration/usage

N/A

Table 3.51 Recommended settings/usage for protection against systematic System/SW faults for the

MPU module
ID Description Limitation/ Comment
MPU_sett_S1 The MPU can be used in a safety The following limitations apply:

application as a means to partially support
independence between two SW
implemented functions or two groups of
functions.

This can be achieved by running one
function (one group of functions) in
unprivileged mode and the other function
(the other group of functions) in privileged
mode.

The following restrictions can then be
adopted:

Limit the access to data reserved for tasks
with privileged mode privileges (permission
to read).

Do not overwrite data reserved for tasks
with privileged mode privileges (permission
to write).

Do not execute functions (for example,
libraries) reserved for tasks with privileged
mode privileges (permission to execute).

Function(s) with unprivileged mode
privileges will inherit the permissions
granted for such mode (for example, it is not
possible to change the processor Interrupt
Priority Level setting).

The behavior is asymmetric, that is, the
protection works in one direction only to limit
the interference between the tasks with
unprivileged mode privileges and those with
privileged mode privileges. On the other
hand, this is useful when different integrity
levels are allocated to different functions
with the higher integrity level functions
executed in privileged mode.

Note that the MPU cannot protect from
inadvertent accesses by bus masters which
are not the CPU (for example, DMA
accesses).
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(2) Recommended protection against permanent faults

Table 3.52 describes the safety mechanisms to protect the safety application from permanent failures of the Memory
Protection Unit module.

Table 3.52 Recommended protection from permanent failure of MPU

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
MPU_prot_ 1 Medium MPU_region_check, Self-test MPU_region_check: A faulty MPU can
MSPMPU_monitor, block valid accesses during run-time,
PSPMPU_monitor preventing the normal SW execution.

In such cases, the external WDT is
effective and provides additional
protection that has been considered in
the coverage estimation.
MSPMPU_monitor and
PSPMPU_monitor: A faulty stack
pointer monitor can prevent the
normal SW execution. In such cases,
the external WDT is effective and
provides additional protection that has
been considered in the coverage
estimation.

MPU_prot_2 Medium Config_reg_read_back Run-time Config_reg_read_back offers a
medium level of coverage on
configuration registers at run-time

(3) Support of system level functional redundancy

None.

R11AN0122EU0103 Rev.1.03 Page 25 of 120
Jun 27, 2017 RENESAS



Renesas Synergy™ Platform S7G2 MCU Safety Application Note

3.4.2 Watchdog Timer (WDT)

This module can be used by the safety application to detect the SW program running out of control.
(1) Recommended settings

Table 3.53 to Table 3.55 describe the recommended settings for the Watchdog Timer module.
Table 3.53 Recommended settings/usage for the WDT module

ID Description Limitation/ Comment

WDT _sett U1 The WDT shall be used in auto-start mode (OFSO.WDTSRT=0) N/A
to avoid the possibility that the protection of the WDT (due to
both HW and SW faults) is not present after a terminal reset

WDT _sett U2 If compatible with application requirements, it is recommended In the case of an

to select reset signal generation as an action for counter interrupt routine where

underflow (OFSO0.WDTRSTIRQS=1). Alternatively, interrupt RAM and stack memory

request can be activated in order to perform specific recovery operation are not

action within the ISR. guaranteed, limit the
operations which rely
on variables

WDT _sett U3 If compatible with application requirements, set the refresh- This configuration limits
permitted period to 25% (see OFS0 and WDTCR registers) of the design of SW
the count period in order to improve detection capabilities architecture and SW

itself in order to meet
the refresh period

WDT_sett U4 The WDT is stopped when a low power consumption mode is N/A
entered. If entering low power is an application requirement,
use the IWDT module instead.

WDT sett U5 A monitoring strategy shall be implemented to see if all tasks N/A
are executed in the predefined order (for example, through a
shared monitoring variable).
The WDT refresh strategy should enable the refresh only if the
task monitoring shows that all the tasks have been correctly
executed.

WDT _sett U5 In order to avoid a fault on the debug logic from stopping the N/A
WDT, DBGSTOPCR.DBGSTOP_WDT = 0b

Table 3.54 Recommended settings/usage for interference minimization for the WDT module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.55 Recommended settings/usage for protection against systematic System/SW faults for the
WDT module

ID Description Limitation/ Comment

N/A N/A N/A*

4 Please note that the usage of the WDTA is already a measure to protect against SW faults.
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(2) Recommended protection against permanent faults

Table 3.56 describes the safety mechanisms to protect the safety application from permanent failures of the Watchdog
Timer module.

Table 3.56 Recommended protection from permanent failure of WDT

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
WDT _prot_1 Medium WDT_Counter_Monitoring, Self-test N/A
WDT_Expire,
Config_reg_read_back
WDT prot 2 Medium Config_reg_read_back Run-time Config_reg_read_back offers a

medium level of coverage on
configuration registers at run-
time

(3) Support of system level functional redundancy

None.
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3.5 Communication Module(s)
3.5.1 Buses

This module is used by the safety application to support communication between internal modules.
(1) Recommended settings

Table 3.57 to Table 3.59 describe the recommended settings for the Buses module.

Table 3.57 Recommended settings/usage for the BSC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.58 Recommended settings/usage for interference minimization for the BSC module

ID Description Limitation/ Comment

BSC_settl_1 If the MMF is disabled (see section 3.9.4) and the CPU N/A
accesses memory addresses from 0200 0000h to 027F
FFFFh, the bus module can raise an access error

Table 3.59 Recommended settings/usage for protection against systematic System/SW faults for the

BSC module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.60 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Buses.

Table 3.60 Recommended protection from permanent failure of BSC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
BSC_prot_1 Medium ExtWDT (see section Run-time Application level measures
2.1), BSC_Monitoring, reported in other sections of the
Config_reg_read_back document, as the E2E

mechanisms, also contribute to
the protection of this module.
These are considered in the
estimation of the coverage.

It is not possible to perform self-
testing on the BSC_Monitoring
mechanism. Its usage is only
intended as a complementary
mitigation measure.
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(3) Consideration for transient faults

It is recommended to protect the BSC from transient failures. In order to do this, see the following information.

When protection BSC prot_1 is used:

a. Overall coverage can be kept at medium level despite the decreased effectiveness of Config_reg read back
due to the frequency limitation of the read back operation.

b. Other mechanisms remain effective, as the external WDT for which the following considerations hold:

— Instruction(s) corrupted by a transient fault may result in the program flow running out of control and this
will be detected by the WDT

— Instruction(s) missed due to a transient fault may result in the program flow running out of control and this
will be detected by the WDT

— The case of the operand bus not being accessible due to a transient fault may result in the program flow
running out of control and this will be detected by the WDT

— Data corruption due to a transient fault may result in the program flow running out of control and this will be
detected by the WDT

— The case of not accessing the peripherals due to a transient fault may result in WDT detection.

(4) Support of system level functional redundancy

None.
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3.5.2 Ethernet MAC Controller (ETHERC)

This module can be used by the safety application to support communication over an Ethernet bus.
(1) Recommended settings

Table 3.61 to Table 3.63 describe the recommended settings for the Ethernet Controller module.
Table 3.61 Recommended settings/usage for the ETHERC module

ID Description Limitation/ Comment

ETHERC_ sett U1 The CRC error frame reception (ECMR.PRCEF=0b) N/A
shall be enabled to notify incorrect received frames

Table 3.62 Recommended settings/usage for interference minimization for the ETHERC module

ID Description Limitation/ Comment

ETHERC_sett I1 Enable Module-Stop state when the peripheral is not N/A
used by setting MSTPCRB.MSTPB14 = 1b (ETHERC1)
and MSTPCRB.MSTPB15 = 1b (ETHERCO)

Table 3.63 Recommended settings/usage for protection against systematic System/SW faults for the
ETHERC module

ID Description Limitation/ Comment

ETHERC_recc_S1 If the Ethernet channel is used to transmit data for both  N/A
NSR and SR functions, then a suitable SW handling is
required to avoid compromising the safety functions

(2) Recommended protection against permanent faults

Table 3.64 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Ethernet Controller module.

Table 3.64 Recommended protection from permanent failure of ETHERC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level

ETHERC_prot_1 High EndToEnd, Self-testor Run-  NA

Config_reg_read_back time

(3) Consideration for transient faults
It is recommended to protect the ETHERC from transient failures. In order to do this, see the following information.
When protection ETHERC prot 1 is used:

a. Overall coverage can still be considered high even if the effectiveness of Config_reg read back is
decreased because a low frequency of the read back operation is expected, not to impact negatively on
application performance. This is because the end-to-end protection can also cope with some faults in the
module configuration and because the negative impact on the aggregated coverage is negligible.

(4) Support of system level functional redundancy

None.
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3.5.3 Ethernet PTP Controller (EPTPC)

This module can be used by the safety application to support the Precision Time Protocol (PTP) for the Ethernet
controller (EPTPC).

(I) Recommended settings
Table 3.65 to Table 3.67 describe the recommended settings for the Ethernet PTP Controller module.
Table 3.65 Recommended settings/usage for the EPTPC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.66 Recommended settings/usage for interference minimization for the EPTC module

ID Description Limitation/ Comment

EPTPC_sett_I1 Enable Module-Stop state when the peripheral is not used N/A
by setting MSTPCRB.MSTPB13 = 1b

EPTPC_sett 12 When the EPTPC and PTPEDMAC operations are enabled For details, see section
(MSTPCRB.MSTPB13 = 0), some registers in the EPTPC 30.6.1 of [1]
become inaccessible depending on the setting combination
of the MSTPCRB.MSTPB14 bit, MSTPCRB.MSTPB15 bit,
and EPTPC bypass bit (BYPASS.BYPASS[1:0] bits)

Table 3.67 Recommended settings/usage for protection against systematic System/SW faults for the
EPTPC module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.68 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Ethernet PTP Controller module.

Table 3.68 Recommended protection from permanent failure of EPTPC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level

EPTPC_prot_1 High EndToEnd, Self-testor Run-  NA

Config_reg_read_back time

(3) Consideration for transient faults
It is recommended to protect the EPTPC from transient failures. In order to do this, see the following information.
When protection EPTPC_prot_1 is used:

a. Overall coverage can still be considered high even if the effectiveness of Config_reg read back is
decreased because a low frequency of the read back operation is expected not to negatively impact the
application performance. This is because the EndToEnd protection can also cope with some faults in the
module configuration, and because the negative impact on the aggregated coverage is negligible.

(4) Support of system level functional redundancy

None.
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3.54 Ethernet Controller Direct Memory Access Controller (EDMAC)

This module can be used by the safety application to support Ethernet communication.

(1) Recommended settings

Table 3.69 to Table 3.71 describe the recommended settings for the Ethernet Controller Direct Memory Access module.
Table 3.69 Recommended settings/usage for the EDMAC module

ID Description Limitation/ Comment

EDMAC_sett U1 The CRC error frame reception shall be enabled N/A
(ECMR.PRCEF = 0) in order to notify incorrect
received frames

Table 3.70 Recommended settings/usage for interference minimization for the EDMAC module

ID Description Limitation/ Comment

EDMAC_sett |1 Enable Module-Stop state when the peripheral is not N/A
used by setting MSTPCRB.MSTPB14 = 1b
(EDMAC1), MSTPCRB.MSTPB15 = 1b (EDMACO0)
and MSTPCRB.MSTPB13 = 1b (PTPEDMAC).

Table 3.71 Recommended settings/usage for protection against systematic System/SW faults for the
EDMAC module

ID Description Limitation/ Comment

EDMAC recc_S1 If the Ethernet channel is used to transmit data for N/A
both NSR and SR functions, then a suitable SW
handling is required to avoid compromising the safety
functions

(2) Recommended protection against permanent faults

Table 3.72 describes the safety mechanisms to protect the safety application from permanent failures of the Ethernet
Controller Direct Memory Access module.

Table 3.72 Recommended protection from permanent failure of EDMAC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type

EDMAC_prot_1  High EndToEnd, Self-test or N/A

Config_reg_read_back Run-time

(3) Consideration for transient faults
It is recommended to protect the EDMAC from transient failures. In order to do this, see the following information.
When protection EDMAC _prot_1 is used:

a. Overall coverage can still be considered high even if the effectiveness of Config_reg read back is
decreased because a low frequency of the read back operation is expected not to negatively impact the
application performance. This is because the EndToEnd protection can also cope with some faults in the
module configuration, and because the negative impact on the aggregated coverage is negligible.

(4) Support of system level functional redundancy

None.
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3.5.5 USB 2.0 Full-Speed Module (USBFS)

This module can be used to support communication over the USB.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.73.

Table 3.73 Recommended settings/usage for interference minimization for the USBFS module

ID Description Limitation/ Comment

USBFS_sett_I1 Enable Module-Stop state when the peripheral is not  N/A
used by setting MSTPCRB.MSTPB11=1b

Table 3.74 Recommended settings/usage for protection against systematic System/SW faults for the
USBFS module

ID Description Limitation/ Comment

USBFS_recc_S1 If the USB channel is used to transmit data for both N/A
NSR and SR functions, then a suitable SW handling
is required to avoid compromising the safety
functions

3.5.6 USB 2.0 High-Speed Module (USBHS)

This module can be used to support communication over the USB.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in the Table 3.75.

Table 3.75 Recommended settings/usage for interference minimization for the USBHS module

ID Description Limitation/ Comment

USBHS_sett_I1 Enable Module-Stop state when the peripheral is not  N/A
used by setting MSTPCRB.MSTPB12=1b

Table 3.76 Recommended settings/usage for protection against systematic System/SW faults for the
USBHS module

ID Description Limitation/ Comment

USBHS_recc_S1 If the USB channel is used to transmit data for both N/A
NSR and SR functions, then a suitable SW handling
is required to avoid compromising the safety
functions
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3.5.7 Serial Communication Interface (SCI)
This module can be used by the safety application to support serial communications over the SCI bus.

(1) Recommended settings
Table 3.77 to Table 3.79 describe the recommended settings for the Serial Communication Interface module.
Table 3.77 Recommended settings/usage for the SCI module

ID Description Limitation/ Comment

SCl_sett_ U1  If compatible with application requirements, parity bit generation N/A
function and parity bit check function (SMR.PE = 1) shall be
enabled

SCIl_sett U2  If compatible with application requirements, Block Transfer Mode  N/A
(SMR.BLK =1, if SCMR.SMIF = 1) shall be disabled in order not
to ignore parity errors

Table 3.78 Recommended settings/usage for interference minimization for the SCI module

ID Description Limitation/ Comment

SCI_sett 11 Enable Module-Stop state when the peripheral is not used by setting N/A
MSTPCRB.MSTPB22=1b (SCI9), MSTPCRB.MSTPB23=1b (SCI8),
MSTPCRB.MSTPB24=1b (SCI7), MSTPCRB.MSTPB25=1b (SCI6),
MSTPCRB.MSTPB26=1b (SCI5), MSTPCRB.MSTPB27=1b (SCI4),
MSTPCRB.MSTPB28=1b (SCI3), MSTPCRB.MSTPB29=1b (SCI2),
MSTPCRC.MSTPC30=1b (SCI1), MSTPCRC.MSTPC31=1b (SCI0)

Table 3.79 Recommended settings/usage for protection against systematic System/SW faults for the

SCI module
ID Description Limitation/ Comment
SCIl_sett S1  If compatible with application requirements, the noise N/A

cancellation filter (SEMR.NFEN = 1) shall be enabled

SCl_recc_S1 If the serial channel is used to transmit data for both NSR and N/A
SR functions, then a suitable SW handling is required to avoid
compromising the safety functions

(2) Recommended protection against permanent faults

Table 3.80 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Serial Communication Interface module.

Table 3.80 Recommended protection from permanent failure of SCI

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level

SCI _prot_1 High EndToEnd, Self-test or Run-time N/A

Config_reg_read_back
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(3) Consideration for transient faults
It is recommended to protect the SCI from transient failures. In order to do this, see the following information.
When protection SCI_prot 1 is used:

a. Overall coverage can still be considered high even if the effectiveness of Config_reg_read back is
decreased because a low frequency of the read back operation is not expected to have negative impact on
application performance. This is because the EndToEnd protection can also cope with some faults in the
module configuration, and because the negative impact on the aggregated coverage is negligible.

(4)  Support of system level functional redundancy
Different units can be used to support system level redundancy.

3.5.8 IrDA Interface

This module can be used to support data communications on the Infrared Data Association (IrDA).

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.81.

Table 3.81 Recommended settings/usage for interference minimization for the IrDA module

ID Description Limitation/ Comment

IrDA_sett |11 Enable Module-Stop State when the peripheral is not used  N/A
by setting MSTPCRB.MSTPB5=1b
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3.5.9 IC Bus Interface (lIC)

This module can be used by the safety application to support communication over the I2C bus.
(1) Recommended settings

Table 3.82 to Table 3.84 describe the recommended settings for the 1>C Bus Interface module.
Table 3.82 Recommended settings/usage for the IIC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.83 Recommended settings/usage for interference minimization for the IIC module

ID Description Limitation/ Comment

IIC_sett_I1 Enable Module-Stop state when the peripheral is not used by  N/A
setting MSTPCRB.MSTPBY7 = 1b (lIC2), MSTPCRB.MSTPBS8
=1b (lIC1), and MSTPCRC.MSTPC9 = 1b (lIC0)

Table 3.84 Recommended settings/usage for protection against systematic System/SW faults for the

lIC module
ID Description Limitation/ Comment
IIC_sett_S1 The Digital Noise Filter shall be enabled (ICFER.NFE = 1b, Check the ratio between the
use ICMR3.NF[1:0] bits to set up the filter) frequency of the internal

operating clock (PCLKB)
and the transfer rate (see
section 36.6 of [1])

IIC_sett_S2 If compliant with application requirements, in order to N/A
improve robustness of the communication, Timeout
Detection Time Selection shall be set to Short mode
(ICMR2.TMOS=1b)

IIC_sett_S3 The timeout function shall be enabled (ICFER.TMOE=1) to N/A
detect long-interval stop of the SCL (clock signal)

IIC_sett_S4 The arbitration-lost detection function shall be enabled N/A
(ICFER.MALE=1b) in order to detect master arbitration-lost

IIC_sett_S5 The NACK Transmission Arbitration-Lost Detection shall be ~ N/A
enabled (ICFER.NALE=1b) in order to improve error
detection functionalities

IIC_sett_S6 The Slave Arbitration-Lost Detection shall be enabled N/A
(ICFER.SALE=1b) in order to improve error detection
functionalities

IIC_sett_S7 The NACK Reception Transfer Suspension shall be enabled N/A
(ICFER.NACKE=1b) in order to suspend data
transmission/reception after NACKF flag is set to 1

IIC recc_S1 If the I2C channel is used to transmit data for both NSRand  N/A
SR functions, then a suitable SW handling is required to
avoid compromising the safety functions
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(2) Recommended protection against permanent faults

Table 3.85 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the I?C Bus Interface module.

Table 3.85 Recommended protection from permanent failure of lIC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level

IIC_prot_1 High EndToEnd, Self-test or Run-time  N/A

Config_reg_read_back

(3) Consideration for transient faults
It is recommended to protect the IIC from transient failures. In order to do this, see the following information.
When protection IIC_prot_1 is used:

a. Overall coverage can still be considered high even if the effectiveness of Config_reg read_back is
decreased because a low frequency of the read back operation is not expected to negatively impact the
application performance. This is because the EndToEnd protection can also cope with some faults in the
module configuration, and because the negative impact on the aggregated coverage is negligible.

(4) Support of system level functional redundancy

Different units (up to three channels) can be used to support system level redundancy.
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3.5.10 Control Area Network Module (CAN)

This module can be used by the safety application to support communication over the CAN bus.
(1) Recommended settings
Table 3.86 to Table 3.88 describe the recommended settings for the CAN module.

Table 3.86 Recommended settings/usage for the CAN module

ID Description Limitation/ Comment
N/A N/A N/A

Table 3.87 Recommended settings/usage for interference minimization for the CAN module
ID Description Limitation/ Comment
CAN_sett I1 Enable Module-Stop state when the peripheral is not N/A

used by setting MSTPCRB.MSTPB1=1b (CAN1) and
MSTPCRB.MSTPB2=1b (CANO)

Table 3.88 Recommended settings/usage for protection against systematic System/SW faults for the
CAN module

ID Description Limitation/ Comment

CAN_recc_S1 If the CAN channel is used to transmit data for both NSR  N/A
and SR functions, then a suitable SW handling is
required to avoid compromising the safety functions

(2) Recommended protection against permanent faults

Table 3.89 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the CAN module.

Table 3.89 Recommended protection from permanent failure of CAN

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
CAN_prot_1 High EndToEnd, Self-test or N/A
Config_reg_read_back Run-time

(3) Consideration for transient faults

It is recommended to protect the communication over CAN from transient failures. In order to do this, see the following
information.

When protection CAN_prot_1 is used:

a. The effectiveness of Config_reg read_back is decreased because the test depends on the frequency of the
read back operation as this is expected to be low so as to not negatively impact the application performance.
The overall coverage can be still considered high because the EndToEnd protection can also cope with
faults in the module configuration.

(4) Support of system level functional redundancy

The two CAN channels can be used in parallel to support system level redundancy.
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3.5.11 Serial Peripheral Interface (SPI)

This module can be used by the safety application to support communications over the SPI bus.

(1) Recommended settings

Table 3.90 to Table 3.92 describe the recommended settings for the Serial Peripheral Interface module.
Table 3.90 Recommended settings/usage for the SPI module

ID Description Limitation/ Comment

SPI_sett_U1 If compatible with application requirements, the setting for N/A
the detection of mode error (SPCR.MODFEN=1b) shall
be enabled

SPI_sett_U2 Parity bit generation and parity bit check shall be enabled N/A
(SPCR2.SPPE=1b)

Table 3.91 Recommended settings/usage for interference minimization for the SPI module

ID Description Limitation/ Comment
SPI_sett_ |1 Enable Module-Stop state when the peripheral is not When low power procedure is
used by setting MSTPCRB.MSTPB18=1b (SPI1) and used, follow details provided
MSTPCRB.MSTPB19=1b (SPI0) in section 38.5.2 of [1]
Table 3.92 Recommended settings/usage for protection against systematic System/SW faults for the
SPI module
ID Description Limitation/ Comment

SPI_recc_S1 If the SPI channel is used to transmit data for both NSR  N/A
and SR functions, then a suitable SW handling is
required to avoid compromising the safety functions

(2) Recommended protection against permanent faults

Table 3.93 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Serial Peripheral Interface module.

Table 3.93 Recommended protection from permanent failure of SPI

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
SPI_prot_1 High EndToEnd, Self-test or N/A
Config_reg_read_back Run-time

(3) Consideration for transient faults
It is recommended to protect the SPI from transient failures. In order to do this, see the following information.
When protection SPI_prot_1 is used:

a.  Only the coverage of Config_reg read back is decreased to low because the effectiveness of the mechanism
depends on the frequency of the read back operation as this is expected to be low so as to not negatively
impact the application performance. The overall coverage can be still considered high because the
EndToEnd protection can also cope with faults in the module configuration.

(4) Support of system level functional redundancy

Different SPI units (up to 2 are available) can be used to support system level redundancy.
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3.5.12 Quad Serial Peripheral Interface (QSPI)

This module can be used by the safety application to support connection of memory modules that have an SPI-
compatible interface.

(I) Recommended settings
Table 3.94 to Table 3.96 describe the recommended settings for the Serial Peripheral Interface module.
Table 3.94 Recommended settings/usage for the QSPI module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.95 Recommended settings/usage for interference minimization for the QSPI module

ID Description Limitation/ Comment

QSPI_sett_I1 Enable Module-Stop state when the peripheral is not used N/A
by setting MSTPCRB.MSTPB6=1b

Table 3.96 Recommended settings/usage for protection against systematic System/SW faults for the

QSPI module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.97 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Quad Serial Peripheral Interface module.

Table 3.97 Recommended protection from permanent failure of QSPI

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level

QSPI_prot_1  High EndToEnd, Self-test or Run-time  N/A

Config_reg_read_back

(3) Consideration for transient faults
It is recommended to protect the QSPI from transient failures. In order to do this, see the following information.
When protection QSPI_prot_1 is used:

a. Only the coverage of Config_reg read back is decreased to low because the effectiveness of the mechanism
depends on the frequency of the read back operation as this is expected to be low so as to not negatively
impact the application performance. The overall coverage can be still considered high because the
EndToEnd protection can also cope with faults in the module configuration.

(4) Support of system level functional redundancy

None.
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3.5.13 Serial Sound Interface (SSI)

This module can be used by the safety application to support communication with digital audio devices. The assumption
is that this peripheral is used as part of a protection mechanism to notify the user about the presence of error conditions.

(I) Recommended settings
Table 3.98 to Table 3.100 describe the recommended settings for the Serial Sound Interface module.
Table 3.98 Recommended settings/usage for the SSI module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.99 Recommended settings/usage for interference minimization for the SSI module

ID Description Limitation/ Comment

SSI_sett |1 Enable Module-Stop State when the peripheral is not used by N/A
setting MSTPCRC.MSTPC7=1b (SSI1) and
MSTPCRC.MSTPC8=1b (SSI0)

Table 3.100 Recommended settings/usage for protection against systematic System/SW faults for the

SSI module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.101 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Serial Sound Interface module.

Table 3.101 Recommended protection from permanent failure of SSI

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection Type
Level
SSI_prot_1 High SSI_check Self-test N/A
SSI_prot 2 Low Config_reg_read_back Run-time A full run-time test is not possible

(3) Consideration for transient faults

Based on the assumption that this peripheral is used as part of a safety mechanism, protection against transient faults is
not required.

(4) Support of system level functional redundancy

Different units (up to two channels) can be used to support system level redundancy.
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3.5.14 Secure Digital Host Interface (SDHI)

This module can be used by the safety application to support connection with external memory cards.

(1) Recommended settings

Table 3.102 to Table 3.104 describe the recommended settings for the Secure Digital Host Interface module.
Table 3.102 Recommended settings/usage for the SDHI module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.103 Recommended settings/usage for interference minimization for the SDHI module

ID Description Limitation/ Comment

SDHI_sett_I1 Enable Module-Stop state when the peripheral is not used by N/A
setting MSTPCRC.MSTPC11=1b (SDH1) and
MSTPCRC.MSTPC12=1b (SDHO0)

Table 3.104 Recommended settings/usage for protection against systematic System/SW faults for the

SDHI module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.105 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Secure Digital Host Interface module.

Table 3.105 Recommended protection from permanent failure of SDHI

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
SDHI_prot_ 1 Medium SDHI_DMAC _triggerlSR Self-test or Failures related to access
Run-time error/command error

detection interrupt request
generation are not covered

Medium Config_reg_read_back Self-test N/A

SDHI_prot 3 Medium SDHI_information_redundancy Self-test or N/A
Run-time

SDHI_prot 4 Medium Write_verify Self-test or N/A
Run-time

(3) Consideration for transient faults
It is recommended to protect the SDHI from transient failures. In order to do this, see the following information.
When protections SDHI_prot_1/3/4 are used:
a. Overall coverage is kept medium.
(4)  Support of system level functional redundancy

Different units (up to two channels) can be used to support system level redundancy.
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3.5.15 Multi Media Card (MMC)

This module can be used by the safety application to support connection with external memory cards.
(1) Recommended settings

Table 3.106 to Table 3.108 describe the recommended settings for the Multi Media Card module.
Table 3.106 Recommended settings/usage for the MMC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.107 Recommended settings/usage for interference minimization for the MMC module

ID Description Limitation/ Comment

MMC_sett_I1 Enable Module-Stop state when the peripheral is not N/A
used by setting MSTPCRC.MSTPC11=1b (MMC1) and
MSTPCRC.MSTPC12=1b (MMCO)

Table 3.108 Recommended settings/usage for protection against systematic System/SW faults for the

MMC module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.109 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Multi Media Card module.

Table 3.109 Recommended protection from permanent failure of MMC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
MMC_prot_ 1  Medium SDHI_DMAC_triggerlSR  Self-test or Failures related to access
Run-time error/command error

detection interrupt request
generation are not covered

MMC_prot 2 Medium Config_reg_read_back Self-test To improve the coverage
level, consider redundantly
storing data/information

MMC_prot 3  Medium SDHI_information_redun  Self-test or N/A

dancy Run-time
MMC_prot 4 Medium Write_verify Self-test or N/A
Run-time

(3) Consideration for transient faults
It is recommended to protect the MMC from transient failures. In order to do this, see the following information.
When protections MMC _prot_1/3/4 are used:
a. Overall coverage is kept medium.
(4)  Support of system level functional redundancy

Different units (up to two channels) can be used to support system level redundancy.
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3.6 Internal interaction module(s)

3.6.1 Interrupt Controller (ICU)
This module can be used by the safety application to support interrupt based SW control flows.

(1) Recommended settings
Table 3.110 to Table 3.112 describe the recommended settings for the Interrupt Controller module.
Table 3.110 Recommended settings/usage for the ICU module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.111 Recommended settings/usage for interference minimization for the ICU module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.112 Recommended settings/usage for protection against systematic System/SW faults for the

ICU module

ID Description Limitation/ Comment

ICU_sett_S1  To improve robustness of the system design, digital Before adopting these settings,
filters shall be used on IRQ pins (see IRQCRI verify that the signal filtering effect
register). and the delay introduced by the
Similar considerations are valid for the non- filtering itself are compatible with
maskable interrupt pin (see the NMICR register). the application requirements

ICU_recc_S1 If interrupt requests are associated to both NSR and N/A
SR functions, then a suitable SW handling is
required to avoid compromising the safety functions.
Whenever compatible with real time constraints, this
shall include a higher priority being associated to SR
interrupt requests.

(2) Recommended protection against permanent faults

Table 3.113 describes the safety mechanisms to protect the safety application from permanent failures of the ICU
module.

Table 3.113 Recommended protection from permanent failure of ICU

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
ICU prot 1 Medium ICU_int_source _check, Run-time When considering the fault handling
ICU_int_count, strategy, note that registers such as the
Config_reg_read_back Non-Maskable Interrupt Enable Register

(NMIER) cannot be re-written by SW.
See [1] for more information.
Application level measures reported in
the other sections of the document such
as the E2E mechanisms, also contribute
to the protection of this module.
Consider also that the following failure
modes are left uncovered:
e Interrupt priority order not respected
¢ Clock restoration request not served
when returning from low power
modes.

Note: The medium level of coverage reported in Table 3.114 also includes the contribution of the safety mechanisms
such as LVD_Monitoring, DMAC_Crc, DTC_Crc, GPT_INT_generation, POEG_ExtLoop,
AGT_INT_generation, AGT_TriggerDTC, and GPT_DMAC_connection.
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This is because the ICU is also indirectly protected when testing interaction with other modules.

(3) Consideration for transient faults

It is recommended to protect the ICU from transient failures. In order to do this, see the following information.
When protection ICU_prot_1 is used:

a. Overall coverage can be kept at a medium level considering the positive impact of application level
measures, as the E2E mechanisms, that are effective against transient failures.

(4) Support of system level functional redundancy
None.

3.6.2 Event Link Controller (ELC)

This module can be used to support direct interaction between peripheral modules.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and reported in Table 3.115.

Table 3.115 Recommended settings/usage for interference minimization for the ELC module

ID Description Limitation/ Comment

ELC_sett_I1 Enable Module-Stop state when the peripheral is not used by N/A
setting MSTPCRC.MSTPC14 = 1b
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(1) Recommended settings
Table 3.116 to Table 3.118 describe the recommended settings for the General PWM Timer module.
Table 3.116 Recommended settings/usage for the GPT module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.117 Recommended settings/usage for interference minimization for the GPT module

ID Description Limitation/ Comment

GPT_settl_1 Enable Module-Stop state when the peripheral is not used by N/A
setting MSTPCRD.MSTPD5 (GPT32Ehx (x=0 to 3), GPT32Ey

(y=4 to 7)), and MSTPCRD.MSTPD6 (GPT32x (x=8 to 13))

Table 3.118 Recommended settings/usage for protection against systematic System/SW faults for the

GPT module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.119 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the General PWM Timer module.

Table 3.119 Recommended protection from permanent failure of GPT

ID Estimated
Coverage
Level

Suggested Safety Limitation/Comment

Mechanisms

Suggested
Protection

Type

GPT _prot_1a Medium GPT_INT_generation, Self-test To achieve the suggested level

GPT_ADC_connection,
GPT_DMAC_connection,
GPT_DTC_connection,
GPT _prot_1b

of coverage, both GPT_prot_1a
and GPT_prot_1b protections
have to be adopted.

If compare match interrupts are
not used, GPT_INT_generation
can be omitted with no impact
on the coverage.

If the timer is not used in
connection with the ADC,
GPT_ADC_connection can be
omitted with no impact on the
coverage.

If the timer is not used in
connection with the DMACA
and/or DTC,
GPT_DMAC_connection and/or
GPT_DTC_connection can be
omitted with no impact on the
coverage.

GPT_prot_1b Medium

GPT_redund_chan_input  Run-time
_capt,

GPT_chan_loop_back,
PWM_short_monitor,
POEG_ExtLoop,

Config_reg_read_back

PWM_short_monitor checks
only for the overlapping of the
phases, while other
inconsistencies are not detected
The clock source is common for
GPT_chan_loop_back and is
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not covered by the mechanism.
In order to mitigate possible
issues, the user should
periodically monitor the timer
counter value, checking that it is
varying its value.

If the input capture mode is not
used, consider protection
GPT_prot_2a/b as an
alternative with similar
coverage.

If the timer is not used in
connection with POEG,
PWM_short_monitor can be
omitted with no impact on the
coverage.

If the timer is not used to
produce PWM signals,
POEG_ExtLoop and
GPT_chan_loop_back can be
omitted with no impact on the
coverage.

GPT _prot_2a Medium

GPT_sync_chan, Self-test
AGT_GPT_freq_check,
GPT_INT_generation,
GPT_ADC_connection,
GPT_DMAC_connection,
GPT_DTC_connection,

GPT _prot_2b

To achieve the suggested level
of coverage, both GPT_prot_2a
and GPT_prot_2b protections
have to be adopted.

If compare match interrupts are
not used, GPT_INT_generation
can be omitted with no impact
on the coverage.

If the timer is not used in
connection with the ADC,
GPT_ADC_connection can be
omitted with no impact on the
coverage.

If the timer is not used in
connection with the DMACA
and/or DTC,
GPT_DMAC_connection and/or
GPT_DTC_connection can be
omitted with no impact on the
coverage.

MTU2a_prot_ 2b  Medium

GPT_chan_loop_back, Run-time
PWM_short_monitor,
POEG_ExtLoop,

Config_reg_read_back

The clock source is common for
GPT_chan_loop_back and is
not covered by the mechanism.
In order to mitigate possible
issues, the user should
periodically monitor the timer
counter value, checking that it is
varying its value.

If the timer is not used in
connection with POEG,
PWM_short_monitor can be
omitted with no impact to the
coverage.

If the timer is not used to
generate PWM signals, then
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POEG_ExtLoop and
GPT_chan_loop_back can be
omitted with no impact on the
coverage.

(3) Consideration for transient faults

With the exception of the impact on configuration registers, no further mitigation is considered to be required for
transient failures because their effects on the timer operations are confined in one period and impact on output signals
(for example, PWM outputs) at system level is expected to be negligible.

As for the other modules, configuration registers are protected at run-time by Config_reg_read back.
(4)  Support of system level functional redundancy

More than one channel implements the input capture function as well as PWM output generation and they can be used
redundantly to support system level requirements. It is important to note that channel operations can be synchronized
through SW (for example, start of different channels), and this can facilitate the comparison of redundant signals. The
suggested safety mechanisms for this module along with the external Watch Dog are considered to be sufficient to
mitigate possible dependencies.
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3.7.2 Asynchronous General Purpose Timer (AGT)

This module can be used a general purpose timer.

(1) Recommended settings

Table 3.120 to Table 3.122 describe the recommended settings for the Buses module.
Table 3.120 Recommended settings/usage for the AGT module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.121 Recommended settings/usage for interference minimization for the AGT module

ID Description Limitation/ Comment

GPT_settl_1 Enable Module-Stop state when the peripheral is not NA
used by setting MSTPCRD.MSTPD2 (AGT1) and
MSTPCRD.MSTPD3 (AGTO)

Table 3.122 Recommended settings/usage for protection against systematic System/SW faults for the

AGT module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.123 describes the safety mechanisms to protect the safety application from permanent failures affecting
communication involving the Buses.

Table 3.123 Recommended protection from permanent failure of AGT

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
AGT prot_1a Medium AGT_INT_generation, Self-test To achieve the suggested level
AGT _TriggerADC, of coverage, both AGT_prot_1a
AGT_TriggerDMAC, and AGT_prot_1b protections
AGT_TriggerDTC, have to be adopted.
AGT _prot_1b If compare match interrupts are

not used, AGT_INT_generation
can be omitted with no impact
on the coverage.

If the timer is not used in
connection with the ADC,
AGT _TriggerADC can be
omitted with no impact on the
coverage.

If the timer is not used in
connection with the DMACA
and/or DTC,
AGT_TriggerDMAC and/or
AGT _TriggerDTC can be
omitted with no impact on the

coverage.
AGT_prot_1b Medium GPT _loop_back_AGT, Run-time If the timer is not used to
Config_reg_read_back generate PWM signals, then

GPT _loop_back_AGT can be
omitted with no impact on the

coverage
AGT_prot_2a Medium AGT_sync_chan, Self-test To achieve the suggested level
AGT_GPT_freq_check, of coverage, both AGT_prot_2a
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AGT_INT_generation, and AGT_prot_1b protections
AGT_TriggerADC, have to be adopted.
AGT_TriggerDMAC, If compare match interrupts are
AGT_TriggerDTC, not used, GPT_INT_generation
AGT_prot_2b can be omitted with no impact

on the coverage.

If the timer is not used in
connection with the ADC,
AGT _TriggerADC can be
omitted with no impact on the
coverage.

If the timer is not used in
connection with the DMACA
and/or DTC,
AGT_TriggerDMAC and/or
AGT _TriggerDTC can be
omitted with no impact on the
coverage.

(3) Consideration for transient faults

With the exception of the impact on configuration registers, no further mitigation is considered to be required for
transient failures because their effects on the timer operations are confined in one period and impact on output signals at
system level is expected to be negligible.

As for other modules, configuration registers are protected at run-time by Config_reg_read back.
(4) Support of system level functional redundancy

Two units are present, offering the same functionalities. These can be used redundantly to support system level
requirements. The suggested safety mechanisms for this module along with the external Watch Dog are considered to
be sufficient to mitigate possible dependencies.
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3.7.3 PWM Delay Generation Circuit

This module can be used to produce a delay either in the falling edge or rising edge or both of the PWM output signals
produced by GPT. In particular, delay can be applied to GPT32Ehx outputs, where x = 0 to 3.

(I) Recommended settings
Table 3.124 to Table 3.126 describe the recommended settings for the PWM Delay Generation Circuit module.
Table 3.124 Recommended settings/usage for the PWMDGC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.125 Recommended settings/usage for interference minimization for the DMAC module

ID Description Limitation/ Comment

PWMDGC_sett_I1 Enable Module-Stop state when the module is  N/A
not used by setting MSTPCRD.MSTPD5=1b

Table 3.126 Recommended settings/usage for protection against systematic System/SW faults for the
PWMDGC module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.127 describes the safety mechanisms to protect the safety application from permanent failures of the PWM
Delay Generation Circuit module.

Table 3.127 Recommended protection from permanent failure of PWMDGC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
PWMDGC prot 1  Medium GPT_chan_loop_back, Run-time GPT_chan_loop_back test
Config_reg_read_back can check whether the

PWM delay generation
circuit distorts the PWM
signal in terms of frequency
and duty cycle. This test
cannot detect mismatch on
the delay of rising/falling
edge due to the sensitivity
of the counter.

The clock source is
common for
GPT_chan_loop_back and
is not covered by the
mechanism. In order to
mitigate possible issues, the
user should periodically
monitor the timer counter
value, checking that it is
varying its value.
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(3) Consideration for transient faults

It is recommended to protect the operation of the PWM Delay Generation Circuit from transient failures.
In order to do this, see the following information.

When protections PWMDGC prot_1 is used:

a. Opverall coverage can be kept at a medium level, considering both the safety mechanisms
GPT _chan_loop_back and Config_reg_read back.

(4) Support of system level functional redundancy

More than one channel implements the PWM Delay Generation Circuit and they can be used redundantly to support
system level requirements.

3.74 Realtime Clock (RTC)

This module can be used to support calendar functions.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and reported in Table 3.128.

Table 3.128 Recommended settings/usage for interference minimization for the RTC module

ID Description Limitation/ Comment

RTC_sett I If the module is not used, it is recommended to follow the N/A
procedure described in section 26.6.7 of [1].
In addition, if the module is in use but the following features are
not used, it is recommended to disable the output RTCOUT (by
setting RCR2.RTCOE = 0b).
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3.8 Data management module(s)
3.81 DMA Controller (DMAC)

This module can be used by the safety application to reduce CPU load in transferring data between memory locations.
(1) Recommended settings
Table 3.129 Recommended settings/usage for the DMAC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.130 Recommended settings/usage for interference minimization for the DMAC module

ID Description Limitation/ Comment

DMAC_sett_I1 Enable Module-Stop state when the module is not used by NA
setting MSTPCRA.MSTPA22 = 1b

Table 3.131 Recommended settings/usage for protection against systematic System/SW faults for the
DMAC module

ID Description Limitation/ Comment

DMAC_recc_S1 DMAC programming has to be done by the SW component N/A
with the highest safety integrity level. In addition, write
access to the DMAC registers shall be protected by the
MPU.

(2) Recommended protection against permanent faults

Table 3.132 Recommended protection from permanent failure of DMAC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
DMAC_prot_1a Medium DMAC_Crec, Self-test To achieve the suggested level of
DMAC_TriggerISR, coverage, both DMAC_prot_1a and
DMAC_ExtTrigger, DMAC_prot_1b protections have to
DMAC_prot_1b be adopted.

If an external trigger is not used to
kick off the DMAC transfer, then
DMAC_ExtTrigger can be omitted
with no impact on coverage.

DMAC_prot_1b Medium Config_reg_read_back Run-time Application level measures reported
in other sections of the document,
such as the E2E mechanisms and
external WDT, also contribute to the
protection of this module and have
been considered in the coverage
estimation.

Particularly, E2E mechanisms will
cover DMAC faults in transferring
the message payload or in
overwriting the message payload
transferred in memory by the CPU.
In addition, overwriting memory
locations not configured for the
DMAC transfer will potentially result
in triggering the external WDT if this
corrupts the program flow.
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(3) Consideration for transient faults

It is recommended to protect the operation of the DMAC from transient failures. In order to do this, see the following
information.

When protection DMAC prot_1b is used:

a.  Overall coverage is kept at a medium level, since application level measures reported in other sections of the
document, such as the E2E mechanisms and external WDT, also contribute to the protection of this module,
and have been considered in the coverage estimation.

(4)  Support of system level functional redundancy
None.

3.8.2 Data Transfer Controller (DTC)

This module is used by the safety application to support data transfer functionalities.

(1)  Recommended settings

Table 3.133 to Table 3.135 describe the recommended settings for the Data Transfer Controller module.
Table 3.133 Recommended settings/usage for the DTC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.134 Recommended settings/usage for interference minimization for the DTC module

ID Description Limitation/ Comment

DTC_sett_I11  Enable Module-Stop state when the module (/channel) is not N/A
used by setting MSTPCRA.MSTPA22 = 1b

DTC_sett 12  Define Transfer Data Read setting to skip data read when N/A
vector numbers match (DTCCR.RRS=1).
This helps to minimize interference towards potential RAM
faults that can affect the DTC configuration.

Table 3.135 Recommended settings/usage for protection against systematic System/SW faults for the
DTC module

ID Description Limitation/ Comment

DTC_recc_S1 DTC programming has to be done by the SW component with  N/A
the highest safety integrity level. In addition, write access to
the DTC registers shall be protected by the MPU.
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(2) Recommended protection against permanent faults

Table 3.136 describes the safety mechanisms to protect the safety application from permanent failure of the Data

Transfer Controller module.

Table 3.136 Recommended protection from permanent failure of DTC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
DTC_prot_1a Medium DTC_Crc, Self-test To achieve the suggested level of
DTC_TriggerISR, coverage, both DTC_prot_1a and
DTC_prot_1b DTC_prot_1b protections have to
be adopted
DTC prot_1b Medium Config_reg_read_back Run-time Application level measures reported

in other sections of the document,
such as the E2E mechanisms and
external WDT, also contribute to
protection of this module and have
been considered in the estimation of
the coverage.

Particularly, E2E mechanisms will
cover DTC faults in transferring the
message payload or in overwriting
the message payload transferred to
memory by the CPU.

In addition, overwriting memory
locations not configured for the DTC
transfer will potentially result in the
firing of the external WDT if this
corrupts the program flow.

(3) Consideration for transient faults

It is also recommended to protect the DTC from transient failures. In order to do this, see the following information.

When protection DTC prot_1b is used:

Overall coverage is kept at a medium level since application level measures reported in other sections of the document,
such as the E2E mechanisms and external WDT, also contribute to the protection of this module and have been

considered in the estimation of the coverage.

(4)  Support of system level functional redundancy

None.
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3.8.3 CRC Calculator (CRC)

This module is used by the safety application to support CRC elaboration used for data control functionalities.
(1) Recommended settings

Table 3.137 to Table 3.139 describe the recommended settings for the CRC Calculator module.

Table 3.137 Recommended settings/usage for the CRC module

ID Description Limitation/ Comment
N/A N/A N/A

Table 3.138 Recommended settings/usage for interference minimization for the CRC module
ID Description Limitation/ Comment
CRC_sett_I1 Enable Module-Stop state when the N/A

module(/channel) is not used by setting
MSTPCRC.MSTPC1 = 1b

Table 3.139 Recommended settings/usage for protection against systematic System/SW faults for the

CRC module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.140 describes the safety mechanisms to protect the safety application from permanent failures of the CRC
Calculator module.

Table 3.140 Recommended protection from permanent failure of CRC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
CRC_prot_1 Medium CRC_SwCrc, Self-test N/A
Write_verify

(3) Consideration for transient faults

No specific recommendations are provided to protect the CRC from transient failures since run-time failures will most
likely result in a CRC error and are then handled by the application in the same way as data faults.

(4)  Support of system level functional redundancy
None.

3.84 2D Drawing Engine (DRW)

This module can be used to provide flexible functions that can support almost any object geometry.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.141.

Table 3.141 Recommended settings/usage for interference minimization for the DRW module

ID Description Limitation/ Comment

DRW_sett 11 Enable Module-Stop state when the module is not used N/A
by setting MSTPCRC.MSTPC6 =1b

R11AN0122EU0103 Rev.1.03 Page 56 of 120
Jun 27, 2017 RENESAS



Renesas Synergy™ Platform S7G2 MCU Safety Application Note

3.8.5 JPEG Codec (JPEG)
This module can be used to provide high-speed compression of image data and high-speed decoding of JPEG data.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.142.

Table 3.142 Recommended settings/usage for interference minimization for the JPEG module

ID Description Limitation/ Comment

JPEG_sett_I11  Enable Module-Stop state when the module is notused  N/A
by setting MSTPCRC.MSTPC5 =1b

3.8.6 Data Operation Circuit (DOC)

This module can be used by the safety application as a co-processor for 16-bit addition, subtraction, and comparison.
(1)  Recommended settings

Table 3.143 to Table 3.145 describe the recommended settings for the DOC.

Table 3.143 Recommended settings/usage for the DOC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.144 Recommended settings/usage for interference minimization for the DOC module

ID Description Limitation/ Comment

DOC_sett_I1 Enable Module-Stop state when the peripheral is not N/A
used by setting MSTPCRC.MSTPC13=1b

Table 3.145 Recommended settings/usage for protection against systematic System/SW faults for the

DOC module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.146 describes the safety mechanisms to protect the safety application from permanent failures of the DOC
module.

Table 3.146 Recommended protection from permanent failure of DOC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
DOC _prot 1 Medium Config_reg_read_back, Run-time N/A
DOC_check

(3) Consideration for transient faults
It is recommended to protect the DOC from transient failures. In order to do this, see the following information.
When protection DOC _prot_1 is used:
a. Overall coverage is kept to Medium.
(4) Support of system level functional redundancy

None.
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3.8.7 Sampling Rate Converter (SRC)

This module can be used to convert the sampling rate of data produced by various audio decoders.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.147.

Table 3.147 Recommended settings/usage for interference minimization for the SRC module

ID Description Limitation/ Comment

SRC_sett_I1 Enable Module-Stop state when the peripheral is not used by ~ N/A
setting MSTPCRC.MSTPC9 = 1b

3.8.8 Parallel Data Capture Unit (PDC)

This module can be used to provide communication functions with external I/O devices.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.148.

Table 3.148 Recommended settings/usage for interference minimization for the PDC module

ID Description Limitation/ Comment

PDC_sett |1 Enable Module-Stop state when the peripheral is not used by N/A
setting MSTPCRC.MSTPC2 = 1b

PDC_sett 12 When power consumption by the PDC is to be reduced by using  N/A
the low power consumption function, the PCCR1.PCE = Ob and
PCCRO0.PCKE = 0b registers shall be disabled

Table 3.149 Recommended settings/usage for protection against systematic System/SW faults for the

PDC module
ID Description Limitation/ Comment
N/A N/A N/A
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3.9 Memory
3.91 SRAM

This section deals with the on-chip high-speed SRAM that is the main volatile memory used for program execution.

S7 has three SRAM areas — SRAMO (addresses from 20000000h to 2003FFFFh), SRAM1 (addresses from 20040000h
to 2007FFFFh), and SRAMHS (addresses from 1FFE0000h to 1 FFFFFFFh).

The first 32 KB of SRAMO (addresses from 20000000h to 20007FFFh) are protected by Double-bit Error Detection
(DED), whereas the rest of SRAMO, SRAMI, and SRAMHS are protected by parity check.

(I) Recommended settings
Table 3.150 to Table 3.152 describe the recommended settings for the SRAM module.
Table 3.150 Recommended settings/usage for the SRAM module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.151 Recommended settings/usage for interference minimization for the SRAM module

MSTPCRA.MSTPAS = 1b

ID Description Limitation/ Comment
SRAM_sett |1 Enable Module-Stop state when the peripheral  An area in SRAMO provides error
is not used by setting correction capability using ECC so
MSTPCRA.MSTPAO = 1b (SRAMO) that settings of the MSTPAO bit and
MSTPCRA.MSTPA1 = 1b (SRAM1) MSTPAG (DED SRAM Module Stop)
MSTPCRA.MSTPAG = 1b (DED SRAM) bit must be the same
(

High-speed SRAM)

Table 3.152 Recommended settings/usage for protection against systematic System/SW faults for the

SRAM module
ID Description Limitation/ Comment
RAM_recc_S1 If both NSR and SR functions are present, N/A

partition the memory into two areas and use the
MPU to protect the SR data (see section 3.4.1 for
more information)
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(2) Recommended protection against permanent faults

Table 3.153 describes the safety mechanisms to protect the safety application from permanent failures of the RAM
module.

Table 3.153 Recommended protection from permanent failure of SRAMs

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage = Mechanisms Protection
Level Type
SRAM_prot_1  Medium SRAM_SWTest [3] Self-test or Application level measures reported in
Run-time other section of the document, such as

the E2E mechanisms and external
WDT, also contribute to protection of
this module.

Particularly, E2E mechanisms will cover
corruption of memory locations used to
store message payloads. Also,
corruption of memory locations used to
support SW control flow (for example,
stacks, and semaphores) will result in
triggering the external WDT.

SRAM_prot_ 2  Medium Parity check (see Run-time In case of fault accumulation, multi-bit
section 3.3.6) corruption can be signaled as single-bit
corruption and wrongly fixed
SRAM_prot_3 High DED Run-time Only partial coverage of SRAMO is

present (see [1] for details)

(3) Consideration for transient faults
It is recommended to protect the RAM from transient failures. In order to do this, see the following information.
When protection SRAM_prot_1/2/3 are used:

a. Overall coverage is kept in line with SRAM prot_1 or SRAM prot_2 depending on the memory location
accessed.
To increase coverage, E2E mechanisms can cover corruption of memory caused by transient failures when locations are
used to store message payloads. In addition, the use of multiple operation processing also contributes to the memory
protection.

(4) Support of system level functional redundancy

None.
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3.9.2 Standby SRAM
This section deals with the on-chip static SRAM that can retain data in Standby SRAM.

(1) Recommended settings
Table 3.154 to Table 3.156 describe the recommended settings for the Standby SRAM module.
Table 3.154 Recommended settings/usage for the Standby SRAM module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.155 Recommended settings/usage for interference minimization for the Standby SRAM
module

ID Description Limitation/ Comment

SSRAM_I1  Enable Module-Stop state when the peripheral is not used by N/A
setting MSTPCRA.MSTPA7 = 1b

Table 3.156 Recommended settings/usage for protection against systematic System/SW faults for the
Standby SRAM module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.157 describes the safety mechanisms to protect the safety application from permanent failures of the Standby
SRAM module.

Table 3.157 Recommended protection from permanent failure of Standby SRAM

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
SSRAM_prot_ 1 Medium SRAM_SWTest [3] Self-testor  Application level measures reported in
Run-time other sections of the document, such

as the E2E mechanisms and external
WDT, also contribute to the protection
of this module.

Particularly, E2E mechanisms will
cover corruption of memory locations
used to store message payloads. Also,
corruption of memory locations used to
support SW control flow (for example,
stack, and semaphores) will result in
triggering the external WDT.

SSRAM_prot_ 2  Medium Parity check (see Run-time In case of fault accumulation, multi-bit
section 3.3.6) corruption can be signaled as single-bit
corruption and wrongly fixed

(3) Consideration for transient faults
It is recommended to protect the Standby RAM from transient failures. In order to do this, see the following information.
When protection SSRAM_prot_1/2 is used:
a. Opverall coverage is kept in line with SSRAM_prot_1 or SSRAM_prot_2.
(4) Support of system level functional redundancy

None.
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3.9.3 Flash Memory
This module is used by the safety application to store SW code and data.

(1) Recommended settings
Table 3.158 to Table 3.160 describe the recommended settings for the Flash Memory module.

Table 3.158 Recommended settings/usage for the Flash Memory module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.159 Recommended settings/usage for interference minimization for the Flash Memory
module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.160 Recommended settings/usage for protection against systematic System/SW faults for the
Flash Memory module

ID Description Limitation/ Comment
FlashMem_sett_S1 Itis possible to configure an access window start/end These settings can be
block address to P/E command as allowed done only at compile time

(AWS.FAWS, AWS.FAWE, and AWSC.FSPR)

(2) Recommended protection against permanent faults

Table 3.161 describes the safety mechanisms to protect the safety application from permanent failures of the Flash
Memory module.

Table 3.161 Recommended protection from permanent failure of Flash Memory

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
FlashMem_prot_ 1 Medium FlashMemory_Crc, Run-time Failures related to access
ExtWDT (see Section 2.1), error detection interrupt
Config_reg_read_back request generation are not
covered.

Corruption of memory
sections storing Look-Up
Table data are not generally
detected by the external
WDT. It is suggested to
create dedicated CRCs for
such data and then adopt
the FlashMemory_Crc
mechanism as protection.

(3) Consideration for transient faults

It is recommended to protect the Flash Memory from transient failures. In order to do this, see the following
information.

When protection FlashMem_prot 1 is used:

a. Opverall coverage is kept at a medium level because of the effect of the Watch Dog that compensates for the
decreased effectiveness of the FlashMemory Crc mechanism, which is limited by the test frequency, and
considered set at low level, so as to not impact the application performance.

(4) Support of system level functional redundancy

None.
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3.94 Memory Mirror Function (MMF)

This module is used by the safety application to mirror the desired application image load address in code flash memory
to the application image link address.

(I) Recommended settings
Table 3.162 to Table 3.164 describe the recommended settings for the MMF.
Table 3.162 Recommended settings/usage for the MMF module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.163 Recommended settings/usage for interference minimization for the MMF module

ID Description Limitation/ Comment

MMF_Sett 11 Disabling Memory Mirror Function when itis not N/A
used by setting MMEN.EN=0b

Table 3.164 Recommended settings/usage for protection against systematic System/SW faults for the

MMF module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.165 describes the safety mechanisms to protect the safety application from permanent failures of the MMF
module.

Table 3.165 Recommended protection from permanent failure of MMF

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
MMF_prot_ 1 Medium MMF_Crc, ExtWDT Run-time Failures related to access error
(see section 2.1), detection interrupt request generation
Config_reg_read_back are not covered.

Corruption of memory sections storing
Look-Up Table data are not generally
detected by the external WDT and it is
suggested to create dedicated CRCs
for such data and then adopt as
protection the MMF_Crc mechanism.

(3) Consideration for transient faults

It is recommended to protect the Mirror Memory from transient failures. In order to do this, see the following
information.

When protection MMF_prot_1 is used:

a. Opverall coverage is kept at a medium level because of the effect of the Watch Dog that compensates for the
decreased effectiveness of the MMF_Crc mechanism, which is limited by the test frequency, and considered
set at a low level, so as to not impact application performance.

(4) Support of system level functional redundancy

None.
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3.10 System Support Module(s)

3.10.1 Resets
This module is used by the safety application to enable the MCU reset state handling.

(1)  Recommended settings

No specific setting is suggested for this module. Note that the settings related to the use of the internal HW WDT are
described in the internal WDT related sections 3.4.2 and 3.3.4.

(2) Recommended protection against permanent faults

Table 3.166 Recommended protection from permanent failure of Resets

ID Estimated Suggested Suggested Limitation/Comment
Coverage  Safety Protection
Level Mechanisms Type
Resets_prot_1 Medium SW _reset_check, Self-test Failure modes related to an
Write_verify inconsistent status of the reset flags

(with the exception of the SW reset
case) are not covered

(3) Consideration for transient faults
No specific recommendation is given.
(4) Support of system level functional redundancy

None.
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3.10.2 Option-Setting Memory and Information Memory
This module is used by the safety application to support MCU configuration.

(1) Recommended settings
Table 3.167 to Table 3.169 describe the recommended settings for the Option-Setting Memory module.
Table 3.167 Recommended settings/usage for the OSM module

ID Description Limitation/ Comment

OSM_sett U1 The auto-start mode shall be enabled for IWDT and N/A
WDT to minimize the impact of the faults interfering with
the WDT programming (see the Option Function Select
Register 0 (OFS0))

OSM_sett U2 Low Voltage Detection monitoring shall be enabled to N/A
make available this protection mechanism (see the
Option Function Select Register 1 (OFS1))

Table 3.168 Recommended settings/usage for interference minimization for the OSM module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.169 Recommended settings/usage for protection against systematic System/SW faults for the
OSM module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.170 describes the safety mechanisms to protect the safety application from permanent failures of the Option-
Setting Memory module.

Table 3.170 Recommended protection from permanent failure of OSM

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type

OSM_prot_1 High Config_reg_read_back  Self-test N/A

(3) Consideration for transient faults
The OSM registers are used only after reset and no further mitigation is considered to be required for transient failures.
(4)  Support of system level functional redundancy

None.
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3.10.3 Clock Generation Circuit
This module is used by the safety application for clock generation.

(1) Recommended settings
Table 3.171 to Table 3.173 describe the recommended settings for the Clock Generation Circuit module.
Table 3.171 Recommended settings/usage for the CGC module

ID Description Limitation/ Comment

CGC_sett_U1 It is recommended to generate the system clock N/A
through the PLL and Main clock Oscillator

Table 3.172 Recommended settings/usage for interference minimization for the CGC module

ID Description Limitation/ Comment

CGC_sett_I1 If the external bus and/or external SDRAM are not N/A
in use by the application, it shall be disabled by
the corresponding clocks by setting
EBCKOCR.EBCKOEN = 0b
SDCKOCR.SDCKOEN = 0b

Table 3.173 Recommended settings/usage for protection against systematic System/SW faults for the

CGC module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.174 describes the safety mechanisms to protect the safety application from permanent failure of the Clock
Generation Circuit module.

Table 3.174 Recommended protection from permanent failure of CGC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
CGC prot 1 Medium CGC_clk_monitor, Self-test None
IWDT_Clock_Monitoring
CGC prot 2 Medium CGC_ClkStop, Run-time The most critical clocks for the
CGC_clk_monitor_run_time application, based on the
EndToEnd, recommendation provided in
Config_reg_read_back Table 3.171, are the Main clock

oscillator, the PLL, and clock for
the CPU (ICLK). The CAC
Configuration Software provided
by Renesas for the
CGC_clk_monitor safety
mechanism and the IWDT,
provides protection for all these
clocks.
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(3) Consideration for transient faults

It is also recommended to protect the CGC from transient failures (these can lead to extra or missing clock pulses as
well as a full clock stop, if affecting configuration registers). In order to do this, see the following information.

When protection CGC_prot 2 is used:

a. Overall coverage is decreased to a low level because:
— effectiveness of Config_reg read back is decreased so as to keep the impact of the test frequency at a
low level so as to not impact the application performance
— effectiveness of CGC_clk_monitor_run_time is decreased because the temporary decrease (rise)
followed by rise (decrease) of the clock frequency can be masked and then not detected.
To increase coverage, the usage of multiple operation processing can mitigate the effect of temporary
failures in the generation of clock pulses (extra or missing clock pulses).

(4)  Support of system level functional redundancy

None.
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3.104 Low Power Mode

This module is used by the safety application to support low power mode handling.

(1) Recommended settings

Table 3.175 to Table 3.177 describe the recommended settings for the Low Power Mode module.
Table 3.175 Recommended settings/usage for the LPM module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.176 Recommended settings/usage for interference minimization for the LPM module

ID Description Limitation/ Comment

LPM_sett_I1 The Output Port Enable shall be disabled
(SBYCR.OPE=0b)

In Software Standby mode or Deep
Software Standby mode, the address
bus and bus control signals are set
to a high-impedance state. This
allows for minimizing interference
toward the external memory control.
In absence of a proper SW control,
external drivers (for example, pull-
up/pull down) shall drive the memory

signals.

LPM_sett 12 To minimize interference, a module that is N/A
temporarily unused, or never used by the
application, can be stopped by using the
Module Clock Stop function, through the
following registers:

Module Stop Control Register A (MSTPCRA),
Module Stop Control Register B (MSTPCRB),
Module Stop Control Register C (MSTPCRC),
Module Stop Control Register D (MSTPCRD)

LPM_sett I3 To minimize interference toward the Entering Subosc-speed mode (see
CGC_ClkStop mechanism, the MCU shall not  Operating Power Control Register
enter Subosc-speed mode, where this (OPCCR) register and Sub
function is not available (see Operating Power Operating Power Control Register
Control Register (OPCCR) and Sub Operating (SOPCCR)) might affect real-time
Power Control Register (SOPCCR)). constraints of the application

because of the limitations on the
maximum frequency.

Check the impact on the application
before using it.

LPM_sett 14 To minimize interference with the N/A

LVD_Monitoring mechanism, the interrupt
generation for the voltage monitoring 1
(DPSIER2.DLVD1IE) and voltage monitoring
2 (DPSIER2.DLVD2IE) shall be kept enabled

Table 3.177 Recommended settings/usage for protection against systematic System/SW faults for the

LPM module
ID Description Limitation/ Comment
LPM_sett_S1 To avoid inconsistencies of output port status N/A

in Deep Software Standby, the IOKEEP I/O
Port setting shall be
(DPSBYCR.IOKEEP=1b)
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(2) Recommended protection against permanent faults

Table 3.178 describes the safety mechanisms to protect the safety application from permanent failure of the Low Power
Mode module.

Table 3.178 Recommended protection from permanent failure of LPM

ID Estimated Suggested Suggested Limitation/Comment
Coverage  Safety Protection
Level Mechanisms Type
LPM_prot_1 Medium ExtWDT (see Run-time N/A
section 2.1)

(3) Consideration for transient faults
It is recommended to protect the LPM from transient failures. In order to do this, see the following information.
When protection LPC_prot 1 is used:
a. Overall coverage is kept at a medium level.
(4)  Support of system level functional redundancy

None.
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3.10.5 Register Write Protection
This module is used by the safety application to enable register write protection.

This module is primarily intended for MCU protection against SW faults.

(1)  Recommended settings

Table 3.179 to Table 3.181 describe the recommended settings for the Register Write Protection Function module.
Table 3.179 Recommended settings/usage for the RWP module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.180 Recommended settings/usage for interference minimization for the RWP module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.181 Recommended settings/usage for protection against systematic System/SW faults for the
RWP module

ID Description Limitation/ Comment

RWP_sett_S1 The register protect function shall be used The Register Write Protection function
protects important registers from being
overwritten in case a program runs out of
control.

Remember to disable writing to registers
that have the possibility to be protected,
after they are set.

(2) Recommended protection against permanent faults

Table 3.182 describes the safety mechanisms to protect the safety application from permanent failure of the Register
Write Protection Function module.

Table 3.182 Recommended protection from permanent failure of RWP

ID Estimated Suggested Suggested Limitation/Comment
Coverage Safety Protection
Level Mechanisms Type

RWP_prot_1  High Write_verify Run-time N/A

(3) Consideration for transient faults

It is recommended to protect the Register Write Protection Function module from transient failures. In order to do this,
see the following information.

When protection RWP_prot_1 is used consider the following.
a. Overall coverage is kept high.

(4) Support of system level functional redundancy

None.

3.10.6 Boundary Scan

This module is primarily intended for debug support.

Note that this module is classified as non-safety relevant and only the information related to interference minimization
is recommended and reported in Table 3.183.

Table 3.183 Recommended settings/usage for interference minimization for the Boundary Scan

ID Description Limitation/ Comment

BSCAN_sett 11 Boundary scan must be executed when the
RES# pin is driven LOW
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3.10.7 Linear Regulator (LDO)

The MCU includes a linear regulator that supplies voltage to the internal circuit and memory except for I/0O, analog,
USB, and battery backup power domain.

(I) Recommended settings
Table 3.184 to Table 3.186 describe the recommended settings for the Linear Regulator module.
Table 3.184 Recommended settings/usage for the LDO module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.185 Recommended settings/usage for interference minimization for the LDO module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.186 Recommended settings/usage for protection against systematic System/SW faults for the
LDO module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.187 describes the safety mechanisms to protect the safety application from permanent failure of the Linear
Regulator module.

Table 3.187 Recommended protection from permanent failure of LDO

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage = Mechanisms Protection
Level Type
LDO_prot_1 Medium ExtWDT (see Run-time Since the linear regulator is
section 2.1) supplying the internal circuit and

memory, its failure is very likely to
imply a failure of the CPU, and the
SW will not be able to correctly
refresh the external watchdog

LDO_prot_2 Medium LDO_ext_monitoring Self-test or  This safety mechanism implies an
Run-time interaction with external HW

(3) Consideration for transient faults

It is recommended to protect the Linear Regulator module from transient failures. In order to do this, see the following
information.

When protection LDO_prot_1 is used, consider the following:
a. Overall coverage is kept at a medium level.
(4) Support of system level functional redundancy

None.
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3.10.8 Switching Regulator (DCDC)

The MCU includes a switching regulator that supplies voltage to the internal circuit and memory except for I/O, analog,
USB, and battery backup power domain.

(I) Recommended settings
Table 3.188 to Table 3.190 describe the recommended settings for the Switching Regulator module.
Table 3.188 Recommended settings/usage for the DCDC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.189 Recommended settings/usage for interference minimization for the DCDC module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.190 Recommended settings/usage for protection against systematic System/SW faults for the
DCDC module

ID Description Limitation/ Comment

N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.191 describes the safety mechanisms to protect the safety application from permanent failure of the Switching
Regulator module.

Table 3.191 Recommended protection from permanent failure of DCDC

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage = Mechanisms Protection
Level Type
DCDC_prot_1 Medium ExtWDT (see section Run-time Since the switching regulator is
2.1) supplying the internal circuit and

memory, its failure is very likely to
imply a failure of the CPU, and the
SW will not be able to correctly
refresh the external watchdog

DCDC_prot_2 Medium DCDC_ext_monitoring Self-test or  This safety mechanism implies an
Run-time interaction with external HW

(3) Consideration for transient faults

It is recommended to protect the Switching Regulator module from transient failures. In order to do this, see the
following information.

When protection DCDC_prot 1 is used, consider the following:
a. Overall coverage is kept at a medium level.
(4) Support of system level functional redundancy

None.
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3.11  Human Machine Interface
3.11.1 Key Interrupt Function (KINT)

This module is used by the safety application to generate a key interrupt.

(1) Recommended settings

Table 3.192 to Table 3.194 describe the recommended settings for the Key Interrupt Function module.
Table 3.192 Recommended settings/usage for the KINT module

ID Description Limitation/ Comment

N/A N/A N/A

Table 3.193 Recommended settings/usage for interference minimization for the KINT module

ID Description Limitation/ Comment

KINT_Sett_I1  Disabling usage of key interrupt flags when itis When KRCTL.KRMD = 0, setting
not used, by setting KRF.KRFn = 1b (n=0,...,7) is
KRCTL.KRMD=0b prohibited

Table 3.194 Recommended settings/usage for protection against systematic System/SW faults for the

KINT module
ID Description Limitation/ Comment
N/A N/A N/A

(2) Recommended protection against permanent faults

Table 3.195 describes the safety mechanisms to protect the safety application from permanent failure of the Key
Interrupt Function module.

Table 3.195 Recommended protection from permanent failure of KINT

ID Estimated Suggested Safety Suggested Limitation/Comment
Coverage Mechanisms Protection
Level Type
KINT_prot_1 Medium KINT_triggerISR, Run-time Take care that the use of
Config_reg_read_back KINT_triggerlSR implies the use of the

external digital input signal to trigger
the KEY_INTKR interrupt.

The input signal and corresponding
input pin shall be chosen according to
application constraints.

Coverage is a function of how many
interrupts are covered. If all are tested,
then the coverage is high, and
otherwise it is decreased to medium.

(3) Consideration for transient faults

It is recommended to protect the Key Interrupt Function from transient failures. In order to do this, see the following
information.

When protection KINT prot 1 is used:
1. Overall coverage is kept medium.
(4) Support of system level functional redundancy

None.
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3.11.2 Graphics LCD Controller (GLCDC)

This module can be used to provide multiple functions and support various types of data formats and panels.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.196.

Table 3.196 Recommended settings/usage for interference minimization for the GLCDC module

ID Description Limitation/ Comment

GLCDC_Sett_I1 Enable Module-Stop state when the  N/A
peripheral is not used by setting
MSTPCRC.MSTPC4=1b

3.11.3 Capacitive Touch Sensing Unit (CTSU)

This module can be used to measure the electrostatic capacitance of the touch sensor.

This module is classified as non-safety relevant and only the information related to interference minimization is
recommended and shown in Table 3.197.

Table 3.197 Recommended settings/usage for interference minimization for the CTSU module

ID Description Limitation/ Comment

CTSU_Sett_I1 Enable Module-Stop state when the  N/A
peripheral is not used by setting
MSTPCRC.MSTPC3=1b
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4. Safety Mechanisms Description

The safety mechanisms described in this section recommend procedures to achieve fault detection. Suitable actions for
fault reaction/handling shall be considered by the system integrator.

Many procedures adopt an interrupt-based design strategy. If this is not the generally adopted SW design technique,
variations of the same mechanism using a polling-based design can also be adopted.

This section is structured into four sub-sections.

Section 4.1 describes the safety mechanisms that protect functions influencing several MCU modules, and are
characterized by the presence of HW features specifically designed for protection. These are called Chip-level safety
mechanisms.

Section 4.2 describes the safety mechanisms that protect functions of specific MCU modules, and are characterized by
the presence of HW features specifically designed for protection. These are called Module-level safety mechanisms.

Section 4.3 describes the safety mechanisms that protect functions of specific MCU modules, but do not exploit specific
HW features, and rely on a full SW implementation. These are called SW-level safety mechanisms.

Section 4.4 describes the safety mechanisms that rely on connections/elements external to the MCU. These are called
System-level safety mechanisms.

4.1 Chip level Safety Mechanisms

411 CAC_self_test
This mechanism can be used to detect faults affecting the CAC peripheral.

The concept is to use the CAC Configuration Software [3] provided by Renesas to configure the CAC HW peripheral to
test the main clock oscillator and PLL against the sub-clock oscillator, providing a wrong target frequency, that is, a
wrong PCLKB frequency. The test is passed if a frequency error interrupt is generated.

The SW test procedure is shown in Figure 4.1.

Set the clock to be monitored (reference clock) to Sub clock and
CAC and the clock used for measurement (target clock) to PCLKB
configuration using ClockMonitor_Init function of CAC Configuration SW.
Remember to specify a wrong target clock frequency (in Hz), e.g.
half of PCLKB frequency, and the diagnostic coverage, e.g. 90%./

T i

@nable Frequency Error interrupt handling by ICU through IELSRn
register (see Section 14.2.6 of HW manual [1]) and by NVIC
through NVIC_EnablelRQ function (see Section 6.4.2 of [2]).

T A

&

K N
( Return to main program ) Check FERRF and OVFF flags in CASTR
register to check if an interrupt has
been generated

FERRF OR OVFF == 1? > FEISR

Fault
detected

C Return to main program )

Figure 4.1 SW procedure for CAC_self_test using CAC Configuration Software
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4.1.2 CGC_clk_monitor

This mechanism can be used to detect faults causing an alteration of the clocks generated from sources such as the main
clock, sub clock, LOCO, HOCO, MOCO, IWDTCLK (IWDT-Dedicated Clock), and Peripheral module clock B
(PCLKB).

The fault detection principle is that the distance between two edges of the signal under monitoring is measured using a
counter clocked with a different clock source. To be in line with this principle, the following constraints shall be
respected:

a. Setting in CACR1.FMCS has to be different from the one in CACR2.RSCS.

b. When PCLKB is selected using CACR1.FMCS (CACR2.RSCS), the clock selected by CACR2.RSCS
(CACR1.FMCS) shall not be the one used as the source to derive PCLKB in the Clock Generation Circuit
module.

Figure 4.2 shows a general configuration procedure to monitor one of the possible clock sources.

The configuration procedure shall be repeated to stop the monitoring of the current clock signal and start the monitoring
of a different one up to the point when all the required clocks are tested in a sequence.

See the details about the SW procedure in section 10.3 of [1].

-
( Disable clock frequency measurement (CACRO.CFME=0b) )

Select the next clock to be monitored
(main clock, sub clock, LOCO, HOCO, MOCO, IWDTCLK and
peripheral module clock PCLBK) using CACR2.R5CS

PR

Select the clock used for measurement using CACR1.FMCS )

Define the clock divider setting (CACR1.TCSS, CACR2.RCDS,
CACR2.DFS) such that the signal used to clock the counter has a
frequency higher than the one used for the edge selection

CAC
configuration

A

Define plausible range for the clock under monitoring using
CALLVR and CAULVR registers

Enable interrupt generation for frequency errors
(CAICR.FERRIE=1b)

@

Enable clock frequency measurement (CACRO.CFME=1b) ) %
.

( Return to main program ) Fault detected }FE ISR

Figure 4.2 SW procedure for CAC_clk_monitor to support monitoring of different clock sources
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The CAC Configuration Software [3] from Renesas can be used to aid the testing of the main clock oscillator and PLL
against the sub-clock oscillator.

The procedure when using the CAC Configuration software is reported in Figure 4.3.

Set the clock to be monitored (reference clock) to Sub clock and
CAC and the clock used for measurement (target clock) to PCLKB
configuration using ClockMonitor_Init function of CAC Configuration SW.
Remember to also specify target clock frequency (in Hz) and the
diagnostic coverage.
4

<

Enable Frequency Error interrupt handling by ICU through IELS
register (see Section 14.2.6 of HW manual [1]) and by NVIC
through NVIC_EnablelRQ function (see Section 6.4.2 of [2]).

T Y

( Return to main program ) ( Fault detected )}FE ISR

Rn)

Figure 4.3 SW procedure for CAC_clk_monitor using CAC Configuration Software

Note that the CAC Configuration software also enables the oscillation stop detection peripheral. See [3] for more
information.

41.3 CGC_clk_monitor_run_time
This mechanism is to be used at run-time to detect faults affecting the Clock Generation Circuit module.

The recommendation is to detect faults affecting the main clock oscillator and PLL, which are the most critical clocks
for the application, based on the recommendation provided in Table 3.171.

For this purpose, the recommendation is to use the CAC Configuration Software provided by Renesas [3], as described
in section 4.1.2

Alternatively, if this mechanism is to be applied to different clock sources with respect to the main clock oscillator and
PLL, the tailoring summarized in Table 4.1 is to be applied to the complete procedure reported in Figure 4.2.

Table 4.1 Tailoring for CGC_clk_monitor_run_time

PCLK Setting Tailoring of the procedure reported in Figure 4.2
Main clock LOCO test Sub-clock test MOCO test HOCO test
test
Derived from Suitable Suitable Suitable Suitable Skip
HOCO
Derived from Suitable Skip Suitable Suitable Skip
LOCO
Derived from Suitable Skip Suitable Skip Skip
MOCO
Derived from Skip Skip Suitable Skip Skip
main clock
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41.4 LVD_Monitoring

This mechanism can detect faults affecting the propagation of the external Vcc supply. This safety mechanism

complements the protection Ext 3 reported in section 2.

Fault detection is primarily done by the HW and complemented by a SW procedure, where the configuration of the

LVD module is a key step.

The following strategy is recommended for the LVD configuration:

e Configure a reset generation only for voltage drops down to Vdet0 level, since this is the most severe

condition (lowest voltage threshold), and a SW recovery through ISR cannot be guaranteed

e Configure Vdetl and Vdet2 for interrupt generation in the case of voltage drop and rise conditions — one

condition for Vdetl (for example, drop) and opposite condition (for example, rise) for Vdet2

e Within the ISR, perform required actions to move to a safe state

e In order to minimize the impact of false positives caused by an interrupt generated without a real voltage
drop condition, check within the ISR that the proper voltage change flags are set in the Voltage Monitoring

1/2 Circuit Status Registers (LVD1SR/LVD2SR)

e In order to avoid missing fault detection due to faults on interrupt generation, the SW should check
periodically, with a polling strategy, the consistency of the status of the voltage change flags in the Voltage

Monitoring 1(2) Circuit Status Registers (LVD1SR/LVD2SR).

The procedure for LVD configuration and SW test is reported in Figure 4.4. Note that in the case of voltage drops,
misbehavior of the MCU is possible and the execution of SW code (for example, ISR) cannot be guaranteed.

e

OFS1.LVDAS=0b

~

Configure Vdet1 to monitor voltage drop event and to generate an |nterruj

Enable voltage monitors Vdet0 through the
Option Function Select Register 1 (OFS1) within the OSM module

event when this condition occurs
LVD1CRO0.DFDIS=0b, LVD1CRO.RIE=1b, LVD1CRO.RI=0b,
LVD1CR1.IDTSEL=01b

Module <
configuration {}

Eonﬁgure Vdet2 to monitor voltage rise event and to generate an mlerrupj

event when this condition occurs
LVD2CRO0.DFDIS=0b, LVD2CRO0.RIE=1b, LVD2CR0.RI=0b,
LVD2CR1.IDTSEL=00b

)2

LVCMPCR.LVD2E=1b for Vdet2).

<

Start periodic check of voltage change flags

-

[Enable the two voltage monitors (LVCMPCR.LVD1E=1b for Vdet1 and]

Voltage Monitoring 1/2 Circuit Status
Registers (LVD1SR/LVD2SR)

[Read voltage change flags inside the

)

12

Read voltage change flags inside the Voltage Monitoring 1/2 Circuit Status
Registers (LVD1SR/LVD2SR).
Negative flag

consistency <

Voltage change
flag not set ?

I
Yes
check ol o T ” # Fault

oltage change flag set ? detected ( Clear flags

<>

No Perform Voltage drop recovery for
Vdet1/2

)

( Return to main program )
~

VM1/2 ISR -

> Positive flag
consistency
check

Figure 4.4 SW procedure for LVD_Monitoring

As part of the VM1/2 ISR processing, consider to treat as dangerous, the condition where the voltage drops below

Vdetl without rising again above Vdet2’, with a voltage drift not so severe as to drop below Vdet0.

When Renesas LVD Configuration SW is used, Voltage Detection Circuit 1 is set to generate an NMI interrupt when

Vcc drops below a specified level. See [3] for more details.

5 for this MCU Vdet1=Vdet2
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41.5 CGC_ClIkStop

This mechanism can be used to detect oscillation stop conditions of the main clock.

Fault detection does not require any SW support besides setting OSTDCR.OSTDE = 1b.

Note that an Oscillation Stop Detection Interrupt can also be configured by setting OSTDCR.OSTDIE = 1b.
See section 9.5 of [1] for more details about the procedure to use this mechanism.

In order to minimize occurrence of false positive, it is recommended to adopt this mechanism while also using a
configuration to monitor a clock derived from the main clock oscillator. If the main oscillator is not working, the
mechanism should notify a failure, and if this is not the case, a false positive is present.

4.1.6 PWM_short_monitor

This mechanism can be used to detect faults causing overlapping of active phases of the PWM outputs that are supplied
to the POEG module.

Fault detection is done by the HW asserting a flag when a fault is detected (see the Detection Flag for GPT or
ACMPHS Output-Disable Request POEGGn.IOCF in Section 22.2.1 of HW Manual [1]).

Figure 4.5 shows the SW configuration and the relation to ISR.

/Enable Output disable request from the GPT (POEGGn.IOCEzlb)\

and enable for the monitored GPT channel the same time output
level high/low disable request (GTINTAD.GRPABH=1b and
GTINTAD.GRPABL=1b).

y: -

(Associate the monitored GPT channel to the correspndent POEG
group that is used (GTINTAD.GRP[1:0]) and select high
impedance pin disable value for its GTIOA and GTIOB pins
(GTIOR.OADF=01b and GTIOR.OBDF=01b).

{‘L
4 N

Configure the GPT channel to produce a signal so that GTIOCxXA

and GTIOCxB assume the same level at the same time (follow
setting procedure on figures 23.14 and 23.15 of HW manual)
o J

= -
( Return to main program ) detected 0sis

- J

- J

Figure 4.5 SW procedure for PWM_short_monitor
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41.7 MSPMPU_monitor

This mechanism can be used for underflows/overflows of the main stack pointer.

The concept is based on creating an underflow/overflow of the main stack pointer and checking if a non-maskable

interrupt is generated by the MPU. Figure 4.6 shows the test of an underflow of the main stack pointer,
shows the overflow test.

and Figure 4.7

-

Enable Writing permission to MSP monitor register
(MSPMPUPT = 0xA500)

<

Select MSP as stack pointer to be used in thread mode
(CONTROL.SPSEL = Ob)

<

Save the stack pointer address (i.e. MSP) into a variable
STACK_POINTER_VALUE

<5

Set the Main Stack Pointer Monitor Start Address Register to
Stack value (MSPMPUSA = STACK_POINTER_VALUE)

>

Select generation of Non Maskable interrupt
(SPMON.MSPMPUOAD = 0xA500, ICU.NMIER.SPEEN = 1b)

~

Enable Main stack pointer monitor (MSPMPUCTL.ENABLE = 1b)

2

Perform a PUSH instruction (e.g. ‘PUSH {RO})

T RN

( Start timer for timeout detection )
W (Stop timer for timeout detectiorD

MPU
configuration

@\ AW @\ @)

-/ W/ -/ -/ W/ ./

,
@

@
Y

( Return to main program ) {L

FAULT
CM ISR . .
DETECTED } Check if both Non maskable interrupt flag

and Stack Pointer Error Flag are set
(SPMON.MSP.MPUCTL.ERROR == 1b) &&
(ICU.NMISR.SPEST == 1b)

Yes

Is the condition met? # Fault detected

Clear NMI flag
(ICU.NMICLR.SPECLR = 1b)

> MSP_ERRISR

P
Figure 4.6 SW procedure for MSPMPU_monitor — underflow
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( Perform a PUSH instruction (e.g. ‘PUSH {RO})

; &

Enable Writing permission to MSP monitor register
(MSPMPUPT = 0xA500)

-

Select MSP as stack pointer to be used in thread mode
(CONTROL.SPSEL = Ob)

4

Save the stack pointer address (i.e. MSP) into a variable
STACK_POINTER_VALUE

<z

Set the Main Stack Pointer Monitor Stop Address Register to
Stack value (MSPMPUEA = STACK_POINTER_VALUE)

~

Select generation of Non Maskable interrupt
(SPMON.MSPMPUOAD = 0xA500, ICU.NMIER.SPEEN = 1b)

~

Enable Main stack pointer monitor (MSPMPUCTL.ENABLE = 1bD

<L

( Perform a PULL instruction (e.g. ‘PULL {RO}’) )

T A .

( Start timer for timeout detection )
W (Stop timer for timeout detectiorD

MPU
configuration

- e/ WS/ W/ =/

~

( Return to main program ) 4L

FAULT
CMISR i i
DETECTED } Check if both Non maskable interrupt flag

and Stack Pointer Error Flag are set
(SPMON.MSP.MPUCTL.ERROR == 1b) &&
(ICU.NMISR.SPEST == 1b)

> MSP_ERR ISR

Yes
Is the condition met? Fault detected

No

Clear NMI flag
(ICU.NMICLR.SPECLR = 1b)

Return to main program

Figure 4.7 SW procedure for MSPMPU_monitor — overflow
4.1.8 PSPMPU_monitor

This mechanism can be used to detect underflows/overflows of the processor stack pointer.

The safety concept is the same as that of the MSPMPU _monitor, but is applied with the processor stack pointer as the
object of the test (CONTROL.SPSEL = 1b).

See section 4.1.7 for more information.
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4.2 Module level Safety Mechanisms
4.21 BSC_Monitoring

This mechanism can be used to detect faults affecting the internal buses.

Fault detection does not require SW support except for enabling the setting of the Ignore Error Responses bit in the
Master Bus Control Register (BUSCMNT<master>.IERES = Ob, see section 15.3.19 of HW manual [1]).

It is also recommended to enable an interrupt request generation in order to notify when a bus error occurs, as shown in
Figure 4.8.

Note: The execution of the error ISR is not guaranteed because faults on the buses might prevent a proper SW
execution. However, this would be detected by the WDT (internal or external).

Enable bus error detection
BUSMCNT<master>.IERES = Ob
Enable interrupt generation (NMIER.BUSMEN=1b)

4

( Start bus monitoring detection

Return to main program el BUSERR ISR
prog detected

Figure 4.8 SW procedure for BSC_Monitoring

4.3 SW level Safety Mechanisms
4.31 Config_reg_read_back

This mechanism can be used to detect faults affecting the content of the configuration registers.

SW should periodically read back content of the configuration registers and check for possible corruption of their
content.

A fault is detected when the actual content does not match the expected one.

SW procedure is reported in Figure 4.9.

( Read current value from the configuration register )

Read from Flash Memory the reference value expected
for the configuration register

( Compare the values: actual content vs value from memory )

Yes
Comparison NOT match? Fault
detected

No

( Return to main program )

Figure 4.9 SW procedure for Config_reg_read_back
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4.3.2 Write_verify
This mechanism can be used to detect faults affecting the update of the configuration registers/memory location from
the SW.

When updating the content of the register/memory location, SW should read back the content of configuration
registers/memory location and check for a possible corruption during the preceding write action.

Fault is detected when read back content does not match the expected content.

Note: This should not be considered as a standalone SW procedure but as a recommended practice to be included as
part of the register configuration procedure.

( Write the register with the new expected content )

<z

C Read back data from the updated register )

<

( Compare the values: read value vs expected value )

Comparison NOT match?

Fault
detected

C Return to main program )

Figure 4.10 SW procedure for Write_verify
4.3.3 ICU_int_source_check

This mechanism can be used to detect faults leading to wrong interrupts being serviced.

Note: The flow provided in Figure 4.11 is recommended as a best practice to be embedded as part of each ISR
procedure rather than a standalone mechanism.

( Check that the interrupt flag associated with this ISR is set )

ISR flag set? d
{} Yes

C Continue with ISR routine )

Fault
detected

Figure 4.11 SW procedure for ICU_int_source_check
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4.3.4 ICU_int_count

This mechanism can be used to detect faults affecting periodic interrupt requests.

Note: This not a standalone SW procedure, but should be used as part of the ISRs. The concept is based on the
monitoring of periodic interrupt requests. Within a predefined application dependent period, a particular number
of requests is expected, and if the actual number of requests is outside a plausible range, then a failure is

detected.

For a given interrupt request to be monitored, the following SW actions are necessary:

a. Start detection of a timeout that is longer than one period of the periodic interrupt request.

b. Inside ISR, update the request counter.
Implement fault detection in the timeout expiration routine as reported in Figure 4.12 (regardless of whether

the timeout is ISR based or not).

Compare actual number of serviced requests for a given interrupt
versus the value expected within the timeout period considering

tollerances

Request counter ouside
plausible range?

No

Initialize request counter
Re-start timeout detection

Return to main program )
J

Timeout

> expiration

routine

Figure 4.12 SW procedure for ICU_int_count
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4.3.5 WDT_Counter_Monitoring

This mechanism can be used to detect faults affecting the WDT counter.

The fault detection principle is based on the cross checking of the WDT counter against another counter.

The SW test procedure to be performed is reported in Figure 4.13.

Gonfigure WODT refresh rate (WDTCR.TOPS[1:0], WDTCR.CKS[3:09

{} % Fault WDT_NMIUNDF ISR
detected

Configure the counting timer channel (e.g. GPT).

Configure one GPT channel in compare match mode to count a

time span lower than the WDT refresh rate.

Configure a compare match interrupt to be triggered.

<

CSync start of the GPT channel with WDT counter refresh period)

K Check that current value of WDT counter
Beturnjiolmainiprogram (WDTSR.CNTVAL [13:0]) is compliant with the
elapsed time span considering tolerances given

by the SW access delay and differences in the
clock sources.

Yes

Fault ‘
detected

WDT timer value outside
compatible range?

Continue with ISR routine

J

” s

CcM
R - GPT

Figure 4.13 SW procedure for WDT_Counter_Monitoring
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4.3.6 WDT_Expire

This mechanism can be used to detect faults affecting the MCU reset capability of the WDT.

This mechanism configures the WDT such that an MCU reset is triggered and monitors if the reset procedure is

executed.
SW procedure is reported in Figure 4.14.

Note: It is necessary to memorize in Data Flash a variable such a

be used by the SW in the start-up procedure, to understand

s MARK_ WDT TEST, which stores information to
whether the reset signal was triggered by this

-

Configure WDT to generate a reset signal

mechanism or by other conditions.
(WDTRCR.RSTIRQS=1b) )

)

emorize in Data Flash a test variable which stores the WDT test
condition (e.g. MARK_WDT_TEST=1)

<L

Disable WDT refresh

L

Implement a wait cycle lasting longer than the WDT refresh
period

P

WDTA reset request not delivered

P

Fault detected

HW
configuration

Continue HW configuration

~
e
CA

)

Before
reset 9

(
C
(

C

After Reset <

( Read out the WDT test condition variable
from Data Flash and compare with the
value of RSTSR1.WDTRF (Watchdog Timer
Reset Detect Flag)

MARK_WDT_TEST==1 AND
RSTSR1. WDTRF==0b?

Yes
» Fault detected

@No

Clear test variable (e.g.
MARK_WDT_TEST=0)

L

Enable refresh to both WDT and external
watchdog

<

@ontinue reset handling procedu@
.

Figure 4.14 SW procedure

for WDT_Expire
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4.3.7 IWDT_Clock_Monitoring

This mechanism can be used to detect faults affecting the IWDT counter and/or the IWDT clock frequency.

The fault detection principle is based on the cross checking of the IWDT counter against another counter provided by a

channel of an available timer unit.

The SW test procedure to be performed is reported in Figure 4.15.

Configure IWDT refresh rate (OSFO.IWDTTOPS[1:0],
OSFO.IWDTCKS([3:0])

Configure the counting timer channel (e.g. GPT).
Configure one GPT channel in compare match mode to count a
time span lower than the IWDT refresh rate.
Configure an interrupt to be triggered.

<&

Gync start of the GPT channel with IWDT counter refresh periotD %

] Check that current value of IWDT counter
( Return to main program ) (IWDTSR.CNTVAL[13:0]) is compliant with the
elapsed time span considering tolerances given
by the SW access delay and differences in the
clock sources.

[::> el IWDT_NMIUNDF ISR
detected -

; ISRC—N(IBPT
Fault IWDT timer value outside
h compatible range?
( Continue with ISR routine )
S
Figure 4.15 SW procedure for IWDT_Clock_Monitoring
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4.3.8 IWDT_Expire
This mechanism can be used to detect faults affecting the MCU reset capability of the IWDT.

The concept of the safety mechanism is the same as WDT_Expire but applied on iWDT. See section 4.3.6 for more
information.

The iWDT Management Software [3] from Renesas can be used for enabling the iWDT in order to perform this self-test.
In addition, the SW can also be used to check whether the iWDT performed a reset. The SW procedure changes as
shown in Figure 4.16.

-
Configure WDT to generate a reset signal
(OFSO.IWDTRSTIRQS=1b)
HW <
configuration
( Continue HW configuration )
~
e

( Disable debug iWDT stop mode through iWDT_init function )

~

(Disable iWDT refresh (do not call iwDT_kick function anymore))

Before {}

reset < Implement a wait cycle lasting longer than the iWDT refresh

: )y

iWDT reset request not delivered Call IWDT_DidReset function to check
{} whether the iWDT triggered a reset

( Fault detected ) {}

Yes

» Fault detected

IWDT_DidReset return value ==
false

After Reset No

Enable refresh to both WDT and external
watchdog

!

@)ntinue reset handling procedu@

\

Figure 4.16 SW procedure for iWDT_Expire using iWDT Management Software
4.3.9 CPU_SW Test

This mechanism can be used to detect faults affecting the CPU core.

This is an instruction-based CPU self-test, and a fault is detected if any of the tested CPU instructions provide a result
different from the expected one, or if the communication with an external WDT is not correctly executed.

For more information on the CPU SW test, see [3] and for additional considerations on WDT usage, see section 2.1.

4.3.10 SRAM_SWTest
This mechanism can be used to detect faults in the on-chip high-speed SRAM.

The SW test applies fault detection algorithms (Extended March C- and WALPAT) on the memory content and returns
a PASS/FAIL test result.

For more information on the SRAM test, see RAM SW Test in [3].
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4.3.11 FlashMemory_Crc

This mechanism can be used to detect faults of the code/data Flash.

The SW test is CRC based. The CRC of the content of a given set of memory locations is calculated and compared
against a reference value evaluated at compile time and is stored in memory during flashing of the device.

For more information on the Flash Memory test, see ROM SW Test in [3].

4.3.12 MMF_Crc
This mechanism can be used to detect faults of the code/data Memory Mirror Function (MMF).
The safety concept is the same as that of FlashMemory_Crc but, applied to the Memory Mirror Function.

See section 4.3.11 for details.

4313 SW_reset_check

This mechanism can be used to detect faults causing a SW reset request to be generated without a CPU write action. In
other words, it checks if the last SW reset was issued in response to a SW action.

Note: The information provided in Figure 4.18 can be considered as a best practice to be embedded in the usual reset
handling SW procedure rather than as a standalone mechanism.

f’
@emorize in Data Flash information that a SW reset is requestea

Before {b
reset <

Issue a reset request using the ARM software reset bit )

(AIRCR.SYSRESETREQ=1b)

<~

\_(
( Execution of reset procedure )
([

<7

Read out the reset request information from Data Flash and
compare with status of SW reset flag (RSTSR1.SWRF):
RSTSR1.SWRF shall be set if the reset request information is
present

After <
reset A . = Fault
s the condition not met?
( Continue reset processing )
"
Figure 4.17 SW procedure for SW_reset_check
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4.3.14 CRC_SwCrc

This mechanism can be used to detect faults affecting the CRC Calculator module.

The test concept is based on the comparison of the HW module elaboration against a SW implemented version, as
shown in Figure 4.18.

Apply the procedure for the polynomial used in the application. If more than one polynomial is used (among the five
supported by the HW module), repeat the procedure for all the polynomials used in the application.

Configure the CRC calculator for a given polynomial
(e.g. XBeX24+X+1)

(Use the CRC calculator to elaborate CRC on a given set of data>

<

( Evaluate CRC for the selected polynomial with a )

SW implemented function on the same set of data

~-

Compare CRCs

The CRCs match?

Fault
detected

Yes

C Return to main program )

Figure 4.18 SW procedure for CRC_SwCrc
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4.3.15 ADC12_TriggerDMA

This mechanism can be used to detect faults affecting the interaction between the ADC12 converter and the DMA

(either DMAC or DTC).

The safety concept of this mechanism relies on the conversion of the internal reference voltage to trigger a DMA

transfer of the converted value.

The SW procedure is shown in Figure 4.19.

~

onfigure ADC12 to convert the Internal
Reference Voltage
(example for ADC12 unit0:
ADC120.ADCSR.DBLE=0b,
ADC120.ADCSR.ADST=0b,
ADEXICR.OCSA=1b,
ADC120.ADANSA0=0x0000,
ADC120.ADANSA1=0x0000,
ADC120.ADANSB0=0x0000,
ADC120.ADANSB1=0x0000) )
<
Configure ADC12 to trigger the DMA I
(example for ADC12 unitO and DMACO:
J

DELSR0.DELS=ADC120_ADI=0x4B)
onfigure DMA to move the result of thj

(c

TRAY

conversion to a destination location
(DMAC0.DMSAR=0x4005 C01C)

(D

end of transfer interrupt routine
(DMACO.DMINT.DTIE=1b)

9

Configure in the DMA the triggering of a?

Initialize the destination location to 0.

2

Start ADC conversion )
Start timer for timeout detection )

( Return to main program )

C

Fault
CMISR detected

Fault h
detected

Stop timer for timeout detection

Read the value stored in the destination
location.

Compare the DMA destination location value
(result of the conversion) checking that it holds
the converted value of the reference voltage
value considering the conversion tolerances.

> EOT

ISR

Yes
Mismatch in converted
values?
No
( Return to main program )
J

Figure 4.19 SW procedure for ADC12_TriggerDMA
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4.3.16 ADC12_HwRedundancy_internal
This mechanism can be used to detect faults affecting the ADC12 converter.

The safety concept of this mechanism employs the two units of the ADC12 peripheral, where a consistent source of
information is used and the converted values are then compared. Take care to mitigate dependency issues between the
sources of information.

The SW procedure is shown in Figure 4.20.

Configure the two units of the ADC12 in single cycle scan mode
(ADC120.ADCSR.ADCS=00b, ADC121.ADCSR.ADCS=00b)

<z

C Run conversions on the two channels

Compare the results of the conversions: ]

converted values have to match considering the conversion
tolerance of the ADC

Yes
Mismatch in converted

values?

Fault
detected

C Return to main program )

Figure 4.20 SW procedure for ADC12_HwRedundancy_internal
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4.3.17 ADC12_Comparator_SW
This mechanism can be used to detect faults affecting the embedded analog comparator of the analog to digital
converter unit of the ADC12 module.

The safety concept of this mechanism is based on the possibility of converting an internal reference voltage, providing a
known value through a dedicated channel of the ADC12.

The SW procedure is shown in Figure 4.21.

Configure ADC12 to convert the input channel connected to the
nternal Reference Voltage (ADEXICR.OCSA=1b, ADEXICR.TSSA=0b

( Run conversion on internal reference voltage

7

Compare the result of the conversion with expected value
considering conversion tollerances

Comparison does
not match?

Fault
detected

( Return to main program )

Figure 4.21 SW procedure for ADC12_SelfintVolt

When Renesas ADC Comparator Software [3] is used, the SW procedure is as shown in Figure 4.22 depending on
whether the test is intended at run-time or is a self-test.

Initialize ADC12 Peripheral calling Test_ADC12_Init_uX (where X=0, Initialize ADC12 Peripheral calling Test_ADC12_lInit_uX (where X=0,
1) function. 1) function.
Call Test_ADC12_Wait_uX (where X= 0, 1) function to perform Call Test_ADC12_start_uX (where X= 0, 1) function to configure
two internal reference voltage conversion (0V and VREF) self-diagnosis with auto.rotation mode (0V, VREF/2 and VREF)

C Check return value of Test_ADC12_Wait_uX function J ( Call Test_ADC12_CheckResult_uX and check return value ]

Fault Fault
= ? == ?
Return value == FALSE? R Return value == FALSE? e

C Return to main program ) ( Return to main program )

(a) (b)

Figure 4.22 SW procedure for ADC12_Comparator_SW using ADC Comparator Software from
Renesas: (a) self-test; (b) run-time
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4.3.18 ADC12_TempSens
This mechanism can be used to protect the MCU against possible systematic failures such as operating temperature
outside nominal range caused by environmental stress.

The safety concept of this mechanism is based on a range plausibility check. Depending on the application, a valid
range of temperatures can be identified, and if the converted temperature value from the ADC12 is outside this range,
then, a sensor fault is detected. This SW procedure is shown in Figure 4.23.

Configure ADC12 to convert the value of the temperature sensor
(ADEXICR.OCSA=0b, ADCSR.DBLE=0b, ADEXICR.TSSA=1b)

~
( Run ADC convertion )
<7

Compare the result of the conversion against a plausible range of
temperature defined by the application contraints.
In the comparison consider conversion tollerances and accuracy
of the sensor

Yes

' Fault
detected

Value outside
plausible range?

( Return to main program )

Figure 4.23 SW procedure for ADC12_TempSens

If TSN Management Software from Renesas [3] is used, the SW procedure is as shown in Figure 4.24.

Call Temperature_Start function to initialize Temperature sensor
and ADC peripherals and start conversion

Call Temperature_CheckResult function and check return value to
check conversion result.

Return value == FALSE?

# Fault
detected

C Return to main program )

Figure 4.24 SW procedure for ADC12_TempSens with TSN Management Software from Renesas
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4.3.19 GPT_DMAC_connection

This mechanism can be used to detect faults affecting the interaction between the General PWM Timer (GPT) and the
DMAC.

The safety concept of this mechanism is based on activating the DMAC operation through any interrupt source (such as
GPTm.GTCCRA (m=32EH, 32E, 32)), compare matching the interrupt of each interested channel, and transferring
known data.

The SW procedure is shown in Figure 4.25.

-
Set enabling writing to registers condition
GTWP=0xA501

<~

Set saw-wave PWM mode and count value
(GTCR.MD=000b, GTCR.TPC5=000b,
GTUDDTYC.UD=1b, GTPR=0xFFFFFFFF, GTCNT=0X00000000)

~>

( Set the compare match value
o

GPT P,
configuration

GTCCRA=0x0000B000

Set the event signal to be linked
ICU.DELSRO.DELS=0x0B0

~~

-
[onflgure channel 0 of DMAC for single transfer and connect to

-/ e/ e ) e

peripheral module request
(DMACO.DMTMD.DCTG=01b, DMAC0.DMTMD.SZ=10b,
DMACO.DMTMD.DTS=10b, DMACO.DMTMD.MD=00b,
DMACO0.DMCRA=1, DMACD.DMTMD.DM=00b,

DMAC DMACO0.DMTMD.SM=00b)

configuration

A
=

( Enable of transfer interrupt (DMACO.DMINT.DTIE=1b) )

(-

( Enable transfer (DMACO.DMCNT.DTE=1b, DMAST.DMST=1b) )

( Start GPT timer (GTCR.CST=1b) ) %

Start timer for timeout detection ) ( Disable timeout detection )

( Return to main program ) -
ead the transfered value inta the
DMAC destination location
Fault detected) »CM ISR

L

(=

-

A

Compare the transfered value
with the expected value (the one

stored in the source location) EOT
ISR
Fault detected
Return to main program
¢ ) )
Figure 4.25 SW procedure for GPT_DMAC_connection
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4.3.20 GPT_DTC_connection

This mechanism can be used to detect faults affecting the interaction between the General PWM Timer (GPT) and the
Data Transfer Controller (DTC).

The safety concept is the same as GPT_DMAC _connection, but applied on the DTC connection. The activation of DTC
operation is performed through any interrupt source (such as GPTm_CCMPA (m = 32EH, 32E, 32)).

See section 4.3.19 for more information.

4.3.21 GPT_ADC_connection

This mechanism can be used to detect faults affecting the interaction between the General PWM Timer (GPT) and
ADC:s, in particular, with the ADC activation triggered by the timer.

Safety concept of this mechanism is based on activating the conversion by the GPTx CCMPA (x=0, 1,2, 3,4,5,6, 7,
8,9, 10, 11, 12, 13) compare match interrupt of each interested channel. Conversion of the internal voltage reference
value using the self-diagnostic function is used for this mechanism.

Run the test for ADC12 according to the procedure shown in Figure 4.26.

-
Set enabling writing to register condition
GPT32EH0.GTWP=0xA501

condition, e.g. disable clearing (GPT32EH0.GTCLR.CCLRO=0b,

Set clearing condition to not interfere with the compare match
GPT32EH0.GTCSR=0x00000000).

GPT32EHO
configuration

Set saw-wave PWM mode and count value
(GPT32EH0.GTCR.MD=000b, GPT32EH0.GTCR.TPCS=000b,
GPT32EH0.GTUDDTYC.UD=1b, GPT32EHO.GTPR=0xFFFFFFFF,
GPT32EH0.GTCNT=0x00000000)

GPT32EH0.GTADTRA=0x00000020,
GPT32EHO0.GTINTAD.ADTRAUEN=1b

Configure Event Linker to link GPT to ADC unit0
(ELSR8.ELS=GPTO_ADTRGA=0x0B8, ELCR.ELCON=1b)

-
Configure ADC unit O trigger for ELC_ADOO event
(ADC120.ADCSR.TRGE=1b, ADC120.ADCSR.EXTRG=0b,
[C
~

Set A/D Converter Start Request
.

ADC120.ADSTRGR.TRSA=ELC_AD00=001001b)

ADC12 unit0
configuration

b =

onfigure to convert the input channel connected to the Internaj

Reference Voltage (ADC120.ADEXICR.OCSA=1b,
ADC120.ADEXICR.TSSA=0b)

)

( Start GT32EHO (GT32EH0.GTCR.CST=1b) ) %
e = g
( Return to main program ) (Read the converted value by)

the A/D converter

<L

he ADC self diagnostic functio

Compare the converted value
with the expected one as for

EOC
ISR <

Mismatch in converted
value?

» Fault
detected

( Return to main program )
S

Figure 4.26 SW procedure for GPT_ADC_connection
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4.3.22 GPT_INT_generation

This mechanism can be used to detect faults affecting the generation of interrupts from the GPT.

The safety concept of this mechanism is to trigger a compare match interrupt by configuring one GPT channel and
implementing a simple control flow monitoring as shown in Figure 4.27.

A timeout feature is also proposed to cope with faults on the interrupt logic, preventing the ISR from being correctly

executed.

GPT32EHO
configuration

( [
[Set clearing condition to not interfere with the compare match

Set saw-wave PWM mode and count value
(GPT32EH0.GTCR.MD=000b, GPT32EH0.GTCR.TPCS=000b,

Set enabling writing to register condition
GPT32EH0.GTWP=0xA501

<

condition, e.g. disable clearing (GPT32EH0.GTCLR.CCLRO=0b,
GPT32EH0.GTCSR=0x00000000).

-/

GPT32EHO0.GTUDDTYC.UD=1b, GPT32EHO0.GTPR=0xFFFFFFFF,
GPT32EH0.GTCNT=0x00000000)

Define a low compare match value

—

(GPT32EH0.GTCCRA=0x00000020)

.

Start GT32EHO (GPT32EH0.GTCR.CST=1b) )

< A .
( Start timer for timeout detection ) Stop GT32EHO timer
{} (GPT32EH0.GTCR.CST=0b)
( Return to main program ) Gtop timer for timeout detectioD CMISR -
FAULT CM ISR GPT
DETECTED {}
( Return to main program )
S
Figure 4.27 SW procedure for GPT_INT_generation
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4.3.23 GPT_sync_chan

This mechanism can be used to detect faults affecting the GPT counting logic.

The safety concept is described in Figure 4.28 and Figure 4.29. Two strategies are proposed to compare the values of
the counters of different channels that are started synchronously.

-

Disable clearing (GPT32EHx.GTCLR=0x00000000,
GPTx.GTCSR=0x00000000 x=0, 1).

GPT

configuration Set saw-wave PWM mode and count value
(GPT32EHxX.GTCR.MD=000b, GPT32EHx.GTCR.TPCS=000b,
S

GPT32EHX.GTUDDTYC.UD=1b, GPT32EHX.GTPR=0xFFFFFFFF,
GPT32EHX.GTCNT=0x00000000, x=0, 1)

Gtart in Synch GPT32EHO and GPT32EH1 (GPT32EHX.GTCR.CST=1b)
x=0, 1)

<

Wait a fixed time period

C )
<
( Stop in sync both channels )

(GPT32EHX.GTCR.CST=1b, x=0, 1)

Mismatch in counters
(GPT32EHO.GTCNT !=
GPT32EH1.GTCNT, x=0, 1)?

' Fault
detected

( Return to main program )

Figure 4.28 SW procedure 1 for GPT_sync_chan

ELC_GPTA event (ELSR0.ELS=GPT1_COMPA=0x0BA,
ELCR.ELCON=1b)

> 2

( Set clearing condition on ELC_GPTA event

[ Configure ELC to link Compare match A of GPT32EH1 to
( (GPT32EHX.GTCSR.CSELA=1b x=0, 1)

GPT (GPT32EHX.GTCR.MD=000b, GPT32EHX.GTCR.TPCS=000b,

configuration GPT32EHx.GTUDDTYC.UD=1b, GPT32EHX.GTPR=OXFFFFFFFF,

GPT32EHx.GTCNT=0x00000000, x=0, 1)

<4

( Define the same compare match value
\

(GPT32EH0.GTCCRA=GPT32EH1.GTCCRA)

Start in synch GPT32EHO and GPT32EH1
(GPT32EHx.GTCR.CST=1b, x=0, 1)

Set saw-wave PWM mode and count value ]

( Retun to main program Stop in sync both channels )
1)

(GPT32EHX.GTCR.CST=0b, x=0,

Mismatch in counters
(GPT32EHO.GTCNT !=

CM

GPT32EH1.GTCNT, x=0, 1)? ISR
No
<
Retun to main program
( ) /
Figure 4.29 SW procedure 2 for GPT_sync_chan
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4.3.24 AGT_GPT_freq_check
This mechanism can be used to detect faults of the timer count logic for either the 16-bit Asynchronous General
Purpose Timer (AGT) or the General PWM Timer (GPT).

The safety concept of this mechanism is to use one timer to cross check the counting operation of the other one.

The SW procedure is described in Figure 4.30.

4 )
Configure one channel of GPT (e.g. GPT32EHQ) and one channel
of AGT (AGTO) in normal mode. Disable clearing
(GPT32EHO0.GTCLR=0x00000000, GPT32EH0.GTCSR=0x00000000,
GPT32EH0.GTCR.MD=000b, GPT32EH0.GTCR.TPCS=000Db,
GPT32EHO.GTUDDTYC.UD=0b, GPT32EHO0.GTPR=0x0000FFFF,
GPT32EHO.GTCNT=0x0000FFFF,
AGT0.AGTMR1.TMOD=000b, AGTO.AGT=0xFFFF)

- J

L

Configure the count clocks of GPT and AGT with a given ratio )
having in mind that they are using different clock sources

(GPT32EHO0.GTCR.TPSC=000b=PCLKD/1,
AGT0.AGTMR1=000b=PCLKB/1) )

Start counting in both timers
(GPT32EHO0.GTCR.CST=1b, AGT0.AGTCR.START=1b)

Wait a predefined time span avoding overflow conditions

Stop both timers
(GPT32EHO0.GTCR.CST=0b, AGT0.AGTCR.START=0b)

Read and compare the value of both counters (GPT32EHO.GTCNT,
AGTO.AGT). The difference of the counters has to be compatible
with the count clock ratio and tolerances given by the timers
which not start/stop synchronously

>4

Fault
detected

Mismatch in comparison?

No

( Return to main program )

Figure 4.30 SW procedure for AGT_GPT_freq_check
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4.3.25 GPT_redund_chan_input_capt
This mechanism can be used to detect faults of the input capture function of the General PWM Timer (GPT).

Safety concept of this mechanism is based on the usage of two redundant channels of the GPT configured in input
capture mode and connected to the same source of external information to be monitored.

The test concept is the same as AGT_GPT _freq_check, but it is applied on two channels of GPT.
See section 4.3.24 for more information.

4.3.26 AGT_TriggerDTC

This mechanism can be used to detect faults affecting the interaction between the 16-bit Asynchronous General Purpose
Timer (AGT) and Data Transfer Controller (DTC).

The safety concept is the same as that of the GPT_DMAC _connection, but applied with the AGT as the source trigger
for the DMA connection, and the DTC as DMA.

See section 4.3.19 for more information.

4.3.27 AGT_TriggerDMAC

This mechanism can be used to detect faults affecting the interaction between the 16-bit Asynchronous General Purpose
Timer (AGT) and DMA Controller (DMAC).

The safety concept is the same as that of the GPT_DMAC _connection, but applied with the AGT as the source trigger
for the DMA connection.

See section 4.3.19 for more information.

4.3.28 AGT_TriggerADC

This mechanism can be used to detect faults affecting the interaction between the AGT and the ADC12 (12-bit ADC),
particularly as it deals with the ADC activation triggered by the timer.

The safety concept is similar to the one described for GPT_ADC_connection, but using AGT and ADC12.
For more information, see section 4.3.19.

4.3.29 AGT_sync_chan

This mechanism can be used to detect faults affecting AGT counting logic.
The safety concept is similar to the one described for GPT_sync_chan, but applied to the two AGT channels instead.
See section 4.3.23 for more details.

4.3.30 AGT_INT_generation

This mechanism can be used to detect faults affecting the generation of interrupts by the AGT.

The safety concept of this mechanism is to trigger a compare match interrupt by configuring one AGT channel and
implementing a simple control flow monitoring similar to what is described in GPT_INT_generation with AGT in the
place of GPT.

See section 4.3.22 for more information.
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4.3.31 DMAC_Crc

This mechanism can be used to detect faults involving transfers managed by the DMAC module.

The safety concept of this mechanism is based on the transfer of a set of data. The comparison between the original data
and its transferred copy is done while compressing the information with a CRC.

The SW procedure to be performed is shown in Figure 4.31.

source x to destination y following a SW request
(DMACO0.DMTMD.DCTG=00b, DMAC0.DMTMD.5Z=10b,
DMACO0.DMTMD.DTS=10b, DMAC0.DMTMD.MD=00b,
DMAC0.DMAMD.DM=10b,

Configure DMAC (e.g. DMACO) to transfer a set of data from
DMAC0.DMAMD.SM=10b)

Initialize data at locations x and y with different set of data )

(Derive signature of data at location x using the CRC calculator)
module for a given polynomial

DMAST.DMST=1b)

Enable and start DMA transfer
(DMACO.DMREQ.SWREQ=1b, DMAC0.DMCNT.DTE=1b,
( Wait until end of transfer (DMAC0.DMSTS.ACT=0b)

Derive signature of data at location y using the CRC calculator
module for a given polynomial

&/ W/ -/ -,

( Compare the calculated signatures

. hin sl ~ Fault
Mismatch in signatures? detected

No

( Return to main program )

Figure 4.31 SW procedure for DMAC_Crc
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(1) Extension for “End-of-transfer interrupt generation”
The safety concept can be extended to cover the logic related to the end-of-transfer interrupt generation.

Evaluation of signatures and their comparison is moved inside ISR, and a timeout feature is also added as shown in
Figure 4.32.

Configure DMAC (e.g. DMACO) to transfer a set of data from
source x to destination y following a SW request and include end-
of-transfer interrupt
(DMACO.DMTMD.DCTG=00b,
DMAC0.DMTMD.52=10b, DMACO.DMTMD.DTS=10b,
DMACO.DMTMD.MD=00b, DMACO.DMAMD.DM=10b,
DMACO0.DMAMD.SM=10b, DMACO.DMINT.DTIE=1b)

( Initialize data at locations x and y with different set of data )

Derive signature of data at location x using the CRC calculator
module for a given polynomial

Enable and start DMA transfer
(DMACO.DMREQ.SWREQ=1b, DMACO.DMCNT.DTE=1b,

DMAST,DMST=1b)

( Start timer for timeout detection )

( Return to main program )
Fault CMISR
detected

-
( Stop timer for timeout detection )

Derive signature of data at location y using the CRC calculator
module for a given polynomial

( Compare the calculated signatures )

Yes
Mismatch in signatures?

Fault
detected

No

( Return to main program )
Py

>. EOT

Figure 4.32 SW procedure for DMAC_Crc — Extension for EOT interrupt
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4.3.32 DMAC_TriggeriSR

This mechanism can be used to detect faults affecting the interaction between the DMAC and the interrupt controller
ICU, particularly, the possibility for the ICU to trigger a DMAC transfer.

The safety concept of this mechanism is based on a simple control flow monitoring principle such that the execution of
the proper order of SW routines is monitored as shown in Figure 4.33 through a timeout. The timeout will not expire
(CM ISR not be entered) if the EOT ISR is correctly executed.

-
Set enabling writing to register condition
GPT32EHO0.GTWP=0xA501

condition, e.g. disable clearing (GPT32EH0.GTCLR.CCLRO=0b,

Set clearing condition to not interfere with the compare match
GPT32EH0.GTCSR=0x00000000).

GPT32EHO
configuration

GPT32EH0.GTUDDTYC.UD=1b, GPT32EH0.GTPR=0xFFFFFFFF,
GPT32EH0.GTCNT=0x00000000)

Set the event signal to be linked

Set saw-wave PWM mode and count value
(GPT32EH0.GTCR.MD=000b, GPT32EH0.GTCR.TPCS=000b,
ICU.DELSRO.DELS=0x0BO )

Set the compare match value
GTCRRA=0x00000020
~
Configure
ICUb
Configure DMACO to transfer one data from source x to destination
y following an interrupt request; include end-of-transfer interrupt.

Configure (DMAC0.DMTMD.DCTG=01, DMAC0.DMTMD.SZ=10b,

DMACO DMAC0.DMTMD.DTS=10b, DMAC0.DMTMD.MD=00b,

DMAC0.DMAMD.DM=00b, DMAC0.DMAMD.SM=00b,
DMACO.DMINT.DTIE=1b, DMAC0.DMCRA=1)

<>

Enable DMA transfer
(DMACO.DMCNT.DTE=1b, DMAST.DMST=1b)

<>

Start the GPT (GPT32EHO0.GTCR.CST=1b)

Start timer for timeout detection ) %
W {} ( Stop timer for timeout detection )

— ( Return to main program ) {} EOT ISR
detected ( Return to main program )

Figure 4.33 SW procedure for DMACA_TriggerISR

See section 17.3.4 of [1] for more information about DMACA activation through the interrupt controller.
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4333 DTC_Crc

This mechanism can be used to detect faults causing misbehavior of the DTC, while transferring data.
The safety concept of this mechanism is the same as that of the DMAC_Crec, but as applied to the DTC module.
See section 4.3.31 for more information.

Note: For the SW activation of the transfer, Event Link Software Event Generation Register n (ELSEGRn) (n=0, 1)
must be properly set up in combination with the association of the corresponding ELC event to a dedicated
IELSRn register, where DTC activation is enabled (for example, [CU.IELSRO.IELS = 0x099 = ELC_SWEVTO
or ICU.IELSRO.IELS = 0x098 = ELC_SWEVT]I and ICU.IELSR0.DTCE = 1b).

4.3.34 DTC_TriggeriSR

This mechanism can be used to detect faults effecting the interaction between the DTC and the interrupt controller ICU,

particularly, the possibility for the ICU to trigger a DTC transfer.

The safety concept of this mechanism is based on the simple control flow monitoring, following the same principle
described in section 4.3.32 for the DMAC_TriggerISR.

See section 18.3 of [1] for more information about DTC activation through the interrupt controller.

4.3.35 MPU_region_check
This mechanism can be used to detect faults affecting the MPU.

The safety concept is based on a simple control flow monitoring. The procedure creates the conditions to trigger an
access exception, and the execution of the exception handler is recorded by the means of a SW variable.

The SW procedure to check the protection of a generic region n is shown in Figure 4.34. The procedure has to be
repeated for all regions from n = 0 to n = 7 (if used by the application).
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Enable MPU (MPU_CTRL.ENABLE=1b)
Enable region n (MPU_RNR.REGION=n MPU_RASR.ENABLE=1b)

Define address range of region n to belong to RAM
(configure MPU_RASR.SIZE and MPU_RBAR.ADDR)

Set access control to prohibit Reading, Writing and Execution
(MPU_RASR.AP=000b)

( Write CONTROL (nPRIV bit) to switch to Unprivileged mode )

( Set MPU_test variable to 0 )
3>
( Attempt to read to region n )

( Increment MPU_test var )

)///>

( Check MPU_test_var

Yes
PU_test_var different ' Fault
from 1? detected

( Set MPU_test variable to 0 )
( Attempt to Write to region n

( Check MPU_test_var

PU_test_var different
from 1?

' Fault
detected

Access
Exception

return from exception

(BX LR instruction)

) Handler

BN

( Increment MPU_test var )

Access
Exception

return from exception Handler
(BX LR instruction)

v

( Set MPU_test variable to 0 )
C Jump to a RAM location in the region n )
Increment MPU _test var )
Alter saved content of CONTROL
into the stack to change nPRIV bit Access
tO 0 Exception
Handler
return from exception
ﬁ (BX LR instruction)

( Check MPU_test_var

PU_test_var different
from 1?

' Fault
detected
( Return to main program )

Figure 4.34 SW procedure for MPU_region_check for region n, n=0 to 7

Note:

Misbehaviors of the MPU resulting in blocking valid accesses and preventing the normal SW execution are not

addressed by this procedure. In such cases, the external WDT is effective and provides additional protection.
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4.3.36 KINT_triggeriSR

This mechanism can be used to detect faults affecting the Key Interrupt Function.

The safety concept is based on triggering a KEY INTKR interrupt and checking if the interrupt is effectively produced.

The SW procedure is shown in Figure 4.35.

-
Configure a pin as input to KINT peripheral (e.g. KROO on pin P100|
through P100PFS register).

Set input falling edge to tirgger KEY_INTKR interrupt
(KRCTL.KREG= Ob) and enable the utilization of Key Interrupt
Flags (KRCTL.KRMD = 1b)

[Trigger a KEY_INTKR interrupt producing a falling edge on the]
~

KINT
configuration

A

selected input signal (e.g. KROO)

Z A

( Start timer for timeout detection
W {} (Stop timer for timeout detectiorD
( Return to main program )
FAULT CM ISR Check if Key Return Flag is set to
DETECTED ‘interrupt detected’ (e.g.

KRF.KRFO = 1b)

Yes
Is the condition met? Fault detected

No

@ear Key Return Flag (KRF = Oxo@

Return to main program

> KINT ISR

Figure 4.35 SW procedure for KINT_triggerISRv

Note: This procedure can be applied to any Key Interrupt Function input signal, that is, from KR0O to KRMO7.
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4.3.37

SDHI_DMAC _triggeriSR

This mechanism can be used to detect faults affecting the SD/MMC Host Interface (SDHI).

The safety concept is based on defining two double word variables, SDHI TEST WRITE VARIABLE and
SDHI_TEST READ_VARIABLE, and initializing SDHI TEST WRITE_VARIABLE with a predefined value. Then,
SDHI TEST_WRITE VARIABLE is written to the SD/MMC card, exploiting the DMAC and SDHI peripherals. The
variable is then read back from SD/MMC and the read value is stored in the SDHI TEST READ VARIABLE. Finally,
the signatures of these two variables are evaluated through the CRC peripheral and compared to check for mismatches.

Note:

This test requires an unused 32-bit memory allocation of the SD/MMC card to store the

SDHI_TEST WRITE_VARIABLE variable.

The SW procedure is shown in Figure 4.36.

Configure SDHI (e.g. SDHIO): enable SD_CLK_CTRL write
(SDHI0.SD_INFO2.5D_CLK_CTRLEN = 1b)

{} SDHIO0

Configure SDHI for writing to SD/MMC using DMA ]

configuration
(SDHI0.SD_CLK_CTRL.CLKEN = 1b, SDHI0.SD_SIZE.LEN = 4b,

SDHI0.SD_INFO1_MASK = 0x0000FFFF, SDHI0.SD_INFO2_MASK
0x00008B7F, SDHI0.SD_DMAEN.DMAEN = 1b)

defined SD/MMC address (SD_ARG = MEMORY_ADDRESS,
SD_CMD = 0x00000018)

<L

( Wait a pre-defined waiting time for Response end )

Issue CMD24 ‘Single-block write’ providing as argument the prej

No
SDHI0.SD_INFO1.RSPEND == 1b?

=)( Fault detected

Yes

[ Clear RSPEND flag (SDHI0.SD_INFO1.RSPEND = 0Ob) J

2

Configure DMAC (e.g. DMACO) to transfer the 4 bytes
SDHI_TEST_WRITE_VARIABLE to SD_BUFO following a SW request
(DMACO.DMTMD.DCTG=00b, DMACO.DMTMD.5Z=10b,
DMACO.DMTMD.DTS=10b, DMACO.DMTMD.MD=00b,
DMAC0.DMAMD.DM=00b,
DMAC0.DMAMD.SM=00b, DMACO.DMCRB = 0x0001,
DMACO.DMSAR = &SDHI_TEST_WRITE_VARIABLE,
DMACO.DMDAR = &SD_BUFO = 0x40062060)

1|

Wait a pre-defined waiting time for Buffer Write Enable

DMACO
configuration

No
SDHI0.SD_INFO2.BWE == 1b?

» Fault detected

Yes

Clear BWE flag (SDHI0.SD_INFO2.BWE = Ob)

E s

Enable and start DMA transfer
(DMAC0.DMREQ.SWREQ=1b, DMAC0.DMCNT.DTE=1b,
DMAST.DMST=1b)

&

Wait until end of transfer (DOMAC0.DMSTS.ACT=0b)

<

Wait a pre-defined waiting time for Access end

@\ &\ A &
-/ N e/ \.mw

SDHI0.SD_INFO1.ACEND == 1b?,

» Fault detected

( Clear ACEND flag (SDHI0.SD_INFO1.ACEND = Ob) J:D,

Configure SDHI for reading from SD/MMC using DMA
(SDHI0.SD_CLK_CTRL.CLKEN = 1b, SDHI0.SD_SIZE.LEN = 4b, SDHIO
SDHI0.SD_INFO1_MASK = 0x0000FFFF, SDHI0.SD_INFO2_MASK = configuration
0x00008B7F, SDHI0.SD_DMAEN.DMAEN = 1b)

<

Issue CMD17 ‘Single-block write’ providing as argument the prej

defined SD/MMC address (SD_ARG = MEMORY_ADDRESS,
SD_CMD = 0x00000011)

<L

( Wait a pre-defined waiting time for Response end )

<

No
SDHI0.SD_INFO1.RSPEND == 1b?

=) Fault detected

Yes

Clear RSPEND flag (SDHI0.SD_INFO1.RSPEND = Ob) J

R

Configure DMAC to transfer the content read from SD/MMC
memory and stored in SD_BUFO to 4 bytes J

SDHI_TEST_READ_VARIABLE following a SDHI_MMCO_ACCS
interrupt
(DMACO.DMTMD.DCTG=01b, DMACO.DMTMD.SZ=10b,
DMACO.DMTMD.DTS=10b, DMACO.DMTMD.MD=00b,
DMACO.DMAMD.DM=00b,
DMAC0.DMAMD.SM=00b, DMACO.DMCRB = 0x0001,
DMACO.DMDAR = &SDHI_TEST_READ_VARIABLE, DMACO.DMSAR|
= &SD_BUFO = 0x40062060, ICU.DELSRO.DELS =
SDHI_MMICO_ACCS = 0x1C7)

1|8

Enable Generation of Interrupt for Buffer Read Enable J

DMACO
configuration

(SD_INFO2_MASK.BREM = Ob)

4

Start timer for timeout detection

A

Stop timer for timeout detection
(SDHI0.SD_INFO2.BRE = Ob)
Wait until end of transfer
(DMACO0.DMSTS.ACT=0b)
Derive signature of
SDHI_TEST_WRITE_VARIABLE and
SDHI_TEST_READ_VARIABLE

variables using the CRC calculator
module for a given polynomial

Compare the calculated signatures

W(

FAULT CMISR
DETECTED

SDHI_ISR <

Mismatch in signatures?

l No
Return to main program
L

* Fault
detected

Figure 4.36 SW procedure for SDHI_DMAC_triggeriSR
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4.3.383 ACMPHS_triggerISR
This mechanism can be used to detect faults affecting the High-Speed Analog Comparator (ACMPHS).

The safety concept is based on providing two voltage outputs through the Digital/Analog Converter (DAC), which are
compared with each other. As a first step, the input voltage value provided to ACMPHS (that is, DA1) is lower than the
reference value (that is, DAO). In the second step, the input value is higher and an ACMPHS interrupt is generated.

The SW procedure is shown in Figure 4.37.

Configure two DAC channels to produce two Voltage signals: DAQ
= Vref/2, DA1 = 0 (DAC12.DADPR.DPSEL = Ob, DAC12.DADRO =

DAC 0x07FF, DAC12.DADR1 = 0x0000)
configuration
DAO = Vref/2 @
DA1 =0V
Enable DAO and DA1 outputs
[ (DAC12.DACR.DAE = 1b) j

v

[Wait conversion time tDCONV (see Section 59.6 of HW Manual

<L

Configure ACMPHS (e.g. ACMPHSO0) to use as input voltage sour

DA1 and as reference voltage DAO and not to trigger interrrupt

ACMPHSO (ACMPHS0.CMPSELO.CMPSEL = 0010b, ACMPHSO0.CMPSEL1.CRVS
configuration =1000b, ACMPHS0.CMPCTL.CDFS = 00b,
ACMPHS0.CMPCTL.CSTEN = Ob, ACMPHS0.CMPCTL.CEGO = Ob,

ACMPHS0.CMPCTL.CEG1 = Ob, ACMPHS0.CMPCTL.CINV = Ob)

~

Enable ACMPHS operation (ACMPHS0.CMPCTL.HCMPON = 1b,
ACMPHS0.CMPCTL.COE = 1b)

~

( Check that Comparator Output Monitor is low

)

=/

\ 8/

_/

%

No
ACMPHS0.CMPMON.CMPMON == 0? #

@nable generation of interrupt (ACMPHS0.CMPCTL.CSTEN = 1@

L

DAC
configuration { ( Change DA1 output value to Vref (DAC12.DADR1 = OxOFFF) )

DAO = Vref/2
DA1 = Vref

( Start timer for timeout detection )
W (Stop timer for timeout detectiorD

( Return to main program ) L
FAULT CMISR
DETECTED

Check that Comparator Output Monitor is
high

No
ACMPHS0.CMPMON.CMPMON == 17| Fault detected

( Return to main program )

AN \

> ACMPHS ISR

Figure 4.37 SW procedure for ACMPHS_triggerISR
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4.3.39 DOC_check

This mechanism can be used to detect faults causing misbehavior of the DOC module.

The safety concept of this mechanism is based on the SW diagnostic of the DOC’s three functionalities — data
comparison, data addition, and data subtraction. Particularly, the mechanism exercises the DOC with a set of known
data and compares the results against the expected ones.

The full procedure has four steps.

The first step checks for the correct execution of data comparison. The procedure, shown in Figure 4.38, has to be
repeated for different sets of input data, including the set shown in Table 4.2.

Set the Data Comparison Mode
DOCR.OSM=00b comparison

( Write data to be compared to DODSR, DODIR )

~

[Check the comparison flag for possible mismtaches: same data

written to the data register but DOCR.DOPCF=1b or different
data written but DOCR.DOPCF=0b

. , ’ Fault
Mismatch present? detected

Yes

No

( Return to main program )

Figure 4.38 Basic procedure for the diagnostic of data comparison mode for DOC

Table 4.2 Minimum set of input data for data comparison mode

DODSR DODIR DOCR.DCSEL

AAAA AAAA 0

5555 5555 0

AAAA 5555 0

5555 AAAA 0

AAAA AAAA 1

5555 5555 1

AAAA 5555 1

5555 AAAA 1
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The second step checks for the correct execution of data addition. The procedure, shown in Figure 4.39, has to be
repeated for different sets of input data such that all input bits of both operands and output bits of the result are toggled

at least once.

Set the Data Addition Mode
DOCR.0SM=01b comparison
( Write data to be added to DODSR, DODIR )

Check the comparison flag and the result stored in DODSR for
possible mismtaches: DODSR does not contain the sum of the
input data or the sum is greater than FFFFh but DOCR.DOPCF=0b

’ Fault
detected

Mismatch present?

No

( Return to main program )

Figure 4.39 Basic procedure for diagnostic of data addition mode for DOC

The third step checks for the correct execution of data subtraction: The procedure, shown in Figure 4.40, has to be
repeated for different sets of input data such that all input bits of both operands and output bits of the result are toggled

at least once.

Set the Data Subtraction Mode
DOCR.OSM=10b comparison
( Write data to be subtracted to DODSR, DODIR )

Check the comparison flag and the result stored in DODSR for
possible mismtaches: DODSR does not contain the subtraction of
the input data (DODSR-DODIR) or the result is less than 0000h
but DOCR.DOPCF=0b

Mismatch present?

' Fault
detected

No

( Return to main program )

Figure 4.40 Basic procedure for diagnostic of data subtraction mode for DOC
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Finally, the last step described in Figure 4.41, provides coverage of the interrupt logic of the DOC with simple control
flow monitoring.

Ve

Set the Data Comparison Mode and for the detection of data
mismatch (DOCR.OSM=00b, DOCR.DCSEL=0b)
Configure ICU to trigger interrupt generation

(ICU.IELSRn.IELS=DOC_DOPCI=0x086)

Write different data to DODSR and DODIR

&4

( Wait a time span to allow the DOC ISR to execute ) Set control flow

C Set control flow variable to 0 (DOC_check_var=0) )

variable DOC ISR
Data DOC_check_var=1
Comparisork DOC_check_var== # Fault
Mode detected
Interrupt
Check
( Set DOC_check_var=0 )
Set for the detection of data match (DOCR.DCSEL=1b)
5=
( Write same data to DODSR and DODIR )
~
( Wait a time span to allow the DOC ISR to execute ) Set control flow
variable DOC ISR
DOC_check_var=1
Fault
detected
\
4 ( Set DOC_check_var=0
Set the Data Addition Mode (DOCR.OSM=01b comparison)
=B
Write data to DODSR and DODIR such that sum is greater than
Data FFFFH
Addition Mode ==
Interrupt < ( Wait a time span to allow the DOC ISR to execute ) Set control flow
Check variable DOC ISR
DOC_check_var=1
DOC_check_var== Fault
detected
.
e C Set DOC_check_var=0
Set the Data Subtraction Mode (DOCR.OSM=10b comparison)

Subtraction

b =
@rite data to DODSR and DODIR such that difference is less th@

Data 0000H
=B )

Mode < ( Wait a time span to allow the DOC ISR to execute Set control flow
Interrupt variable DOC ISR
Check Yes DOC_check_var=1
DOC_check_var==
detected
- <
( Return to main program )
Figure 4.41 Procedure for diagnostic of interrupt generation logic for DOC
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4.4 System Level Safety Mechanisms
4.41 BatteryBckp_check

This mechanism can be used to detect faults causing misbehavior of the Battery Backup.

Since the battery backup supplies RTC and backup memory, the safety concept is to initially save the RTC in two
locations of the backup memory, and then turn the power off in order to trigger the switch between VCC and VBATT.
When power is restored, and the power source switches back from VBATT to VCC, it is possible to check the
following:

(1) ifthe two RTC copies stored in backup memory are still identical, and
(i1) if the RTC current value is greater than the one stored in the two copies in backup memory.

4.4.2 GPIO_in_redundancy
This mechanism can be used to detect faults causing the misbehavior of the general I/O pins configured as input.
The input information is provided redundantly on two input pins and the acquired values are then internally compared

by SW. A fault is detected if the acquired values are not compatible with each other, which means that they do not have
the same information content.

Note: It is recommended to use diverse signals (for example, negated) even if still bringing the same information.
The SW procedure to be performed is shown in Figure 4.42.

Note: This is not a standalone procedure but has to be integrated in to the part of the program when the acquisition of
input signal is done.

cquire signal 1 from pin A reading value from the correspondin
Port Input Register (PmnPFS.PIDR, m=0to0 9, A, B; n =00 to 15)

’Acquire signal 2 from pin B reading value from the corresponding
Port Input Register (PmnPFS.PIDR, m=0t0 9, A, B; n =00 to 15)

Compare the signals considering phase differences and signal
diversity

Same information
NOT present?

Fault
detected

Continue elaboration with
acquired information

Figure 4.42 SW procedure for GPIO_in_redundancy
In order to mitigate dependencies, it is recommended to select pins belonging to different port groups.
4.4.3 GPIO_out_redundancy
This mechanism can be used to detect faults causing a misbehavior of the general I/O pins configured as output.

The SW drives two output pins redundantly, that is, the same output information is provided to both pins. According to
the system-level safety concept, the information can be provided with diversity, that is, the same type of information is
provided but with diverse signals (for instance, one signal is the logical negated version of the other one). It is also
recommended to drive each pin using different SW routines to mitigate computation failures.

Fault detection happens when the external signals are not consistent and it is up to the system integrator to provide the
comparison logic and deliver the resulting information back to the MCU.

In order to mitigate dependencies, it is recommended to select pins belonging to different port groups.
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4.4.4 POEG_ExtLoop

This mechanism can be used to detect faults of the protection function provided by the POEG module.
Safety concept of this mechanism is based on an external circuitry configured as follows:

e The monitored input pin (for example, GTETRGA to GTETRGD) is connected and driven by a GPIO
configured as output
e The PWM output under test (for example, GTIOCxA and GTIOCxB, where x is the GPT channel number) is
externally looped back on a GPIO configured as input
e External pull-up (respectively pull-down) circuitry is connect on the PWM outputs.
SW procedure to be performed is shown in the Figure 4.43.

Configure GPT channel to belong to Group used (e.g. Group A)
through GTINTAD.GRP register (e.g. GTINTAD.GRP=00b), after
disabling write protection of GPT through GTWP register
(GTWP=0x0000A500).

<5

To specify the output port disable state, configure the GPT
register GTIOR.OADF=GTIOR.OBDF=01b=Hi-z.

<~z

4 Configure POEG for a given event on the monitored input )
through the POEG Group Setting Register (POEGGn, n= A to D)
(e.g. low level on GTETRGA using POEGGA.PIDE=1b and
\_ POEGGA.INV=1b) )
~B
(" Write Port Output Data (PmnPFS.PODR, m =010 9, A, B; n =00 )
to 15) of the PWM pin with 1 if a pull-down is present, with 0 if a
\_ pull-up is present. Y,

setting for the monitored input in order to trigger the high

Write Port Output Data of monitored input in line with POEG
impedance control

Read the status of the looped back GPIOs.

Is the status inconsistent
with the pull-up/pull-down
circuitry?

Fault
Detected
No

( Return to main program )

Figure 4.43 SW procedure for POEG_ExtLoop

Generation of an interrupt request can also be configured. In this case, the fault detection can be a part of control flow
monitoring integrated within the ISR so that interrupt generation logic is also covered by the test. In this case, a SW
timeout also has to be implemented in order to cover the case where the interrupt is not generated even if configured.
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(1) Extension for “Pins placed in high impedance under SW control”

If the function to enable high impedance control by SW is used, then the following extension of the safety mechanism
has to be considered.

Write Port Output Data (PmnPFS.PODR, m=0t0 9, A, B; n =00
to 15) of the PWM pin with 1 if a pull-down is present, with 0 if a
pull-up is present.

<

Move output pins in high impedance

<+

Read the status of the looped back GPIOs.

Is the status inconsistent
with the pull-up/pull-down
circuitry?

Fault
detected

@N o

( Return to main program )

Figure 4.44 Extension of the SW procedure for POEG_ExtLoop
4.4.5 EndToEnd

This mechanism can be used to detect faults affecting the communication, including payload failures on the CAN,
Ethernet, USB, SCI, I>C, and SPI channels.

The end-to-end protection has to be implemented considering the following features:
Add CRC on payload.

Use of frame identifier to mark a given payload.

Establish a precise order in the message exchange and use message counters.
Define timeout for each message reception.

oo

Note: For communications over the SCI and I>C channels, the slaves might be not smart enough to support an end-to-
end protocol with the above mentioned features. In such cases, with this MCU generally acting as master of

communication, good protection can also be achieved by performing write and read-back operations of the slave
registers that are accessible through the SCI/I?C channel.
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4.4.6 DAC12_Loop_ADC12
This mechanism can be used to detect faults of the DAC12.

The safety concept of this mechanism is based on an external closed control loop through ADC12. One analog output
channel of the DAC12 is connected to one analog input of the ADC12.

The SW procedure to be performed is shown in Figure 4.45.

Note: This is not a standalone procedure but has to be integrated in to the procedure executed when a new digital
value has to be converted.

With reference to operations described in section 47.3 and Figure 47.2 of [1], the procedure has to be placed before a

new update of the data registers (DADRO/1).

( JK

ADC12 conversion
Completed?

Yes
Check of the

previous N

ted <
w:;ﬁ,ee Compare the converted value from ADC12 with
the current value of DADRO/1

<

Yes

Faul
— ault detected

Mismatch in converted
value?

.
( Write new value to DADRO/1 for a new conversion )
Actions forlnew J |_
conversion ~
Continue program execution
( for DAC12 control )
p-

Figure 4.45 SW procedure for DAC12_Loop_ADC12
447 DAC12_system_redundancy

This mechanism can be used to detect faults, causing a misbehavior of the DAC converter (DAC12).
The safety concept of this mechanism is based on the use of two channels of the DAC12 redundantly. The same data is

provided to both channels and fault detection can be implemented external to the MCU by comparing the two converted
values.
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4.4.8 GPT_chan_loop_back
This mechanism can be used to detect faults of the GPT unit in the generation of the PWM signal.

The safety concept of this mechanism is based on looping back the output of one of the channels of the GPT (for
example, GPT32EHO0) to the compare match input of another channel (for example, GPT32EH1) and measuring the
frequency and duty cycle of the PWM signal.

The PWM signal generation on GPT32EHO is configured according to application requirements, while GPT32EH]1 acts
as the monitoring channel. The output signal is looped back on both GTIOC1A and GTIOCI1B pins and GPT32EH] is
configured to capture the rising and falling edges and to derive from them the frequency and duty cycle of the
monitored signal.

The SW procedure for GPT32EH]1 is shown in Figure 4.46.

Configure the count clock (GPT32EH1.GTCR.TPSC) to avoid
overflow when counting within the PWM period to be
monitored.

<

Configure the clearing condition for the event GPT1_CCMPB orj

GPT32EH1 (ELC.ELSRO.ELS=GPT1_CCMPB=0x0BB,
GPT32EH1.GTCLR=CSELCA=1b).

<>

[Configure input capture condition on falling edge for GTIOC1A
(

and rising edge for GTIOC1B
GPT32EH1.GTICASR.ASCAFBL=GPT32EH1.GTICASR.ASCAFBH=1b,

h

GPT32EH1

configuration
GPT32EH1.GTICBSR.BSCAFBL=GPT32EH1.GTICBSR.BSCAFBH=1b)

&

Enable the input pins for the input capture event
(GPT32EH1.GTIOR.OAE=GPT32EH1.GTIOR.OBE=0b)

<
[ Configure interrupt generation for GPT1_CCMPB j
.

(ICU.IELSRn.IELS=GPT1_CCMPB=0x0BB) so that the interrupt is
executed every PWM cycle.

-

Continue HW configuration for other peripherals

C Start the timer (GPT32EH1.GTCR.CST1=1b)
Application
start up {}

Continue application start up procedure

PWM signal from GTCCRA and GTCCRB
and compare with expected values

Mismatch detected *

No

( Return to main program )

% Eerive frequency and duty cycle of the

e/
Y,

IC
ISR

Fault
detected

Figure 4.46 SW procedure for GPT_chan_loop_back

Note that the clock source for this test is common and the related failures are not covered by the mechanism. In order to
mitigate possible issues, the user should periodically monitor the timer counter value to check that it is varying its value.

4.4.9 GPT_loop_back_AGT
This mechanism can be used to detect faults of the AGT unit in the generation of the PWM signal.

This mechanism is similar to GPT_chan_loop_back with the difference that the PWM signal is generated by the AGT
unit.

For this test, it is strongly recommended to not use the same clock source or one derived from the same clock source for
both GPT and AGT peripherals to mitigate dependencies. See section 4.4.8 for more information.
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4410 DMAC_ExtTrigger

This mechanism can be used to detect faults affecting the DMAC behavior in accepting external transfer triggers.

The safety concept is the same as that of DMAC _Crc but with the exception that an external transfer trigger has to be
present.

See section 4.3.31 for more information.

4.4.11 Ext_TempSens

This mechanism can be used to detect faults affecting the internal temperature sensor.

The safety concept is based on the usage of an external temperature sensor to cross check the behavior of the internal
sensor as shown in Figure 4.47.

C Acquire temperature from external sensor )
C Acquire temperature from internal sensor )

<5

[ Compare temperature values considering tollerances and )

accuracy of the sensors

Y

es
Mismatch present? # Fault
detected

No

C Return to main program )

Figure 4.47 SW procedure for Ext_TempSens
4.412 LVD_check

This mechanism can be used to detect faults affecting the LVD module. It can be used as a self-test to check if voltage
monitoring of the LVD works correctly.

The safety concept is based on the usage of external HW that, on reception of a pulse signal from the MCU, starts a
voltage drop procedure on the power supply, driving VCC below Vdet0.

The controlled VCC change procedure has to be executed in three steps:

1. Decrease of voltage below Vdetl.
2. Increase of voltage above Vdet2.
3. Decrease of voltage below Vdet0.

The SW procedure to be performed is shown in Figure 4.48.
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Figure 4.48 SW procedure for LVD_check
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4413 SSI_check

This mechanism can be used to detect the faults affecting the SSI module. It can be used as a self-test to check if the SSI
module works correctly.

The safety concept is based on the usage of external HW, in particular, a digital audio device. At start-up, the SSI shall
generate a pre-defined sound message that is sent to the audio device, which will reproduce it. The user can recognize
the correct functionality of the SSI by hearing the pre-defined sound message.

4414 SDHI_information_redundancy
This mechanism can be used to detect faults affecting the memory card.

The safety concept is to detect faults through redundant information. There are two different kinds of memory
utilization — read only or read and write. In this section, we describe a mechanism for each kind of use. In both cases, it
is suggested to add information redundancy that can be checked by SW.

e Read only case: when the memory utilization is read only, it is suggested to add redundant information (for
example, CRC code) of the content stored in the memory (or in a given set of its locations) to be compared
against a calculated value by SW

e Read/write case: when the memory utilization is read and write, the user has the ability to evaluate some kind
of redundant information of the contents to be stored (for example, CRC code) and store it in the memory as
well, to allow a further check by the SW.

4415 LDO_ext_monitoring

This mechanism can be used to detect faults affecting the linear regulator.

The safety concept relies on using the external HW to monitor the LDO output voltage. In particular, the LDO output
voltage can be monitored by connecting to VCLO — VCL2 and VCL_F pins. The external monitoring shall check
whether the LDO output voltage is within the nominal operating range.

4.416 DCDC_ext_monitoring

This mechanism can be used to detect faults affecting the switching regulator.

The safety concept relies on using the external HW to monitor the DCDC output voltage. In particular, the DCDC

output voltage can be monitored by connecting to the VLO pin. The external monitoring checks whether the DCDC
output voltage is within the nominal operating range.
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Website and Support
Support: https://synergygallery.renesas.com/support

Technical Contact Details:

e America: https://renesas.zendesk.com/anonymous_requests/new
e Europe: https://www.renesas.com/en-eu/support/contact.html
e Japan: https://www.renesas.com/ja-jp/support/contact.html
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