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1. #$ZE

1.1 B=E

EEXRA7IVr—2a v OMEEREERBETHOPCUAIK T 7Y M) —FA— b A= 3 U(FAEIFTHL
LA BRRBEENFICEEONDILSICHES>TETCVWET, ELT a4 T4A— b A= 3 U BARDEER
BIEZ7OLOLLTHS BACnet &£ OPCUA LD /IR=ZA VAR Y OPC 30030 MRESN., EREHER
FHEEERANMEE>TULET,

AEF, EE¥Xry FI—YHRZ 7O+ vH RZ/N2L IZH L T, OPC UA & BACnet O Gateway # £ 9
56D TILY T FOER. BLUZOENAICOVTHALETS,

Fig. 1-1 RSK+ for RZ/N2L

AETHBATIHUTILY T ME. Gateway E VWS HRRILTEZR A VI —T 1 —XTHHI DL, K
ETOEEERILFig.1-2 DK S3IZ0OPCClient E LTPC L7 FUHr— 3 &AL, RO BACnet
H—s3—& LT, RZ/N2L BACnet Sample Software (r01an6789xx0101-rzn2l-bacnet) ZFEA L £7 .

SREADERA £, AETEHRBAT % Gateway % B-GW, xf[ @D BACnet 4 —/\—% B-SS &M UET,

T, BTV T MZIERZIN2ZLRSKR— F 1 RTHLFHATE S & 512, BACnet DEEUIT—5 ZAERK
¥H53—FHLEHFET,

BACnet /IP

T Tlo)

Subject of this document

RZ/N2L BACnet to OPC UA Gateway RZIN2L BACnet Sample Software
Sample Software

Fig. 1-2 Subject of this document and test setup
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1.2 EFIRIE
121 VI bz T7RE

AYUTILY T FOBEREE Table 1-1 1IZRLET .

Table 1-1 Operating Environment

Category Name Version Link %

RZ/N2L BACnet YT

to OPC UA GW nNylr—o

YT YT R

MARRRE e2studio 22.10.0 https://www.renesas.com/document/sw e2studiof VX b—5—
s/e-studio-and-rzn2l-fsp-installer IZ[FE4R

Flexible FSP 1.1.0 e2studiof VA k—F5—

Software 12 F4&E

Package

GNU Arm GCC Vv9.3.1.20200408 e2studiof VX b—5—

Embedded Toolchain GE1) IZ R4

Toolchain

OPCUA Y 34 UaExpert 1.6.3 OPC UA Clients - Unified Automation

Tk Y—L (unified-automation.com)

Packet analyzer Wireshark 4.0.7 Wireshark - Download Packet analyzer

7E1. e2studio M4 R b—)LEFIZ V10.3.1.20210824 £, 4 X b—)LENFETHY, V9.3.1.20200408 DEAFHELTEYET,
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122 IN—RH7EE
AY2TILY T METable 12 D/N\— K9 x 7BEIZT,. B#1EERET-o-TBYES,

Table 1-2 /\— Ry = PIBHE

Name Type Name Maker Link Note
Renesas Starter RTK9RZN2L0S00 Renesas Electronics www.renesas.com/rskrzn2| RSK R— K
Kit+ for RZ/N2L 000BE 2pcs
ERREEUY Us082- Renesas Electronics US082-FS3000EVZ - ZZ5EE WSR2
Pmod™7R— K FS3000EVZ oY Pmod™AR— K (LAY AyoaAxy
A4y axy kloT) | k loT
Renesas
R01AN6963JJ0100 Rev.1.00 Page 7 of 77
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2. N—FOT 7R
KXY TINY T NEEFTTEZN—FHzFPHERIZOVTHBLEDT,

2.1 RSKHR— FEE
AYUTNY I LIz T7ERTTHEED. RSKAKR— FERE% Fig. 2-1 IZRLET,
e J—FE—FIZNORFlashROM J— rE— K% EHA
o HERAEY &L T. SD-RAM Z{EH
e RSKAR—FTIL, MBNRERAEFA —F Ry bAR— bk 2 (ETH2) IEERAFTE

CN22 CN21 CN20
e i cE

J9 ETH2 ETHO ETHA1
Open : J-Link OB ‘ ' L
Short : Ext-Emulator or SW11

w/o one 5 I ; A Shmmpe] £l g : . .

2 oy 9

CN12 % L I T | SO~ =8 b 2 8

RS-485 I E e oo :

CN32 -l i : i :
CN31 -CHll - 8 :
125 e : : f

PMOD-3A ] i Lk ' fie] & .

o

ON OF

(UART)
Sw4
8
CN29 CN27 7
CHe) CREY ;
cH 2
CN25 ]
1
J26 ON OFF
PMOD-2A/6A
10
9
8
CN17 -] :
;
3
2
1
ON OFF
CN5 : USB Type-C :5V DC-IN
Fig. 2-1 Board Configuration
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BRAYTF, ¥ UINEREH Table 2-1, Table 2-2 IZ;RLET, FF(E. BACnetH > TILY T k
(r01an6789xx0101-rzn2l-bacnet) M RSK /h— FERE L NDEBRZRLTWLET,

Table 2-1 DIPSW Settings

DIPSW Setting Description
SW11 1 ON Enable LED_RED2 signal
2 OFF
3 OFF
4 OFF Enable RS485_RX signal
5 ON
6 OFF Disable P21_5. M2_VP. CAN_RX. ADTRG. P01_7
7 OFF
8 OFF
9 OFF
10 OFF
SW4 1 ON 16bit Bus boot mode (NOR Flash ROM Boot)
2 OFF
3 ON
4 ON JTAG Authentication by Hash is disabled
5 OFF -
6 OFF Enables signals other the trace. (Motor, RS485, etc.)
(TRACE_OPTION_SEL=H)
7 OFF Enables external bus. (BSC_OPTION_SW=H)
8 OFF Enable SW3 (general purpose DIPSW)
SwWs8 1 OFF Enable LED_GREEN
2 ON
3 OFF
4 ON Enable LED5
5 OFF
6 OFF Enable RS485_DE
7 ON
8 OFF Disable P02_2, IRQ4, CAN_TX
9 OFF
10 OFF

Table 2-2 Jumper Settings

Jumper Setting Description
J9 open When using the J-Link® OB
short When using the external emulator or not using the emulator

CN31 2-3short RS485 Half Duplex

CN32 2-3short RS485 Half Duplex

CN20 1-2short When using 3 ports in the same PHY mode

CN21 1-2short When using 3 ports in the same PHY mode

CN22 1-2short When using 3 ports in the same PHY mode

CN24 1-2short Connect 3.3V Power rail to VCC1833_3. (Using External Bus)

CN8 2-3short Select QSPI Serial Flash (QSPI_CS)
RO1AN6963JJ0100 Rev.1.00 Page 9 of 77
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CN29 1-2short USB Serial (UART_USB_RX)

CN27 1-2short HyperRAM (IC41)

CN25 1-2short Other than the SHOST interface(Trace, SPI, external bus)
CN17 1-2short Use 3.3V for VCC1833_2 (disable ETH2)
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3. HUTILY T MER

AETIK, YTV T RFZDOWTEHRBALET,

3.1 TJAILTHER

ATV T FDITAILEFEREUTIZRLET, AFIFBRELT,. XYV TILYIT VEHDRETA
AT BEEITMELR I FAIADEENE TAHILEFERLTVET,

RZN2L_OPC_BGW_V1.0.0

\
—BACNETOSS

| —bacnet

—OPC_UA_SERVER
F—rzn

| F—arm

| | “——CMSIS_5

| F—aws

| | L—amazon-freertos
| F—board

| | L—rzn2l_rsk

| —fsp

F—rzn_cfg

| F—aws

| —fsp_cfg
| —bsp
F—rzn_gen
—script

—src

—user

—oss

| }—amazon-freertos

| L—lwip

—renesas
—application
F—module

—oss_deps

BACnet Open Source Software
BACnet Protocol Stack

Open62541 , BACnet related OPC UA files

Rz

ARM

CMSIS

AWS

FreeRTOS

Board

RZ/N2L Renesas Starter Kit
Flexible Software Package
Configuration

AWS

FSP

Board Support Package
Generated files

Linker Script

User Thread Entry
User files

Other OSS

AWS_0SS

IwlP_OSS

Renesas common files

User IwlIP application, orcfeature
User module
IwlP OSS dependencies

Fig.3-1 Folder Structure
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32 J—to—4H R
T—hFIRE A EUYBREBISOVTHRALET,

AHY > FILY 7 b (16-bit bus NOR flash boot mode) T3, UTFDORIEIRAY—F a2 7459 L—4D
BSP42 J&RRLIZHEDTT,

Q workspace_FSP110_NORboot_sample_GWS - RZN2L_BACnetBGW_V100/configuration.xml - e studie - m} =
File Edit Source Refactor Mavigate Search Project RenesasViews Run Window Help
45. Debug RZN2L_FreeRTOS_LwlP Debug_Flat o - | ® &~ %% s ¥t - Qi - - o
AR R R C AN IR R - ¥ =T v|3 Q @\@lgcﬁﬁgebuq
[ Project Explorer < = B [d Iwip_port_main.c [g] startup.c [€] main.c T [RZN2L_BACnetBGW_\100] FSP Configuration X = 8 ox| = 8
e g ; :
=% ¢ |Board Support Package Configuration o g
v 25 RZN2L_BACnetBGW V100 A Generate Project Content || o oo
>
3%, Binaries | | active editor
@ Includes B2l Restore Defaulf || 4z provides an
2 BACNETOSS : : otz
(B OPC_UA_SERVER EER S AT
[.‘9 rn Board Details
8 rzn_cfg/aws FSP version: | 1.1.0 ~ § i .
LcTg Renesas Starter Kit+ for RZ/M2L CPU Board (16-bit bus
2 rzn_gen Board: RSK+RZN2L (16-bit bus NOR flash buu@ <[] NORfash boot mode)
2 src
[ user/oss/amazon-freerto Device: ROAOTGOBAMO4GEG El
12 user/oss/lwip
|2 userfrenesas
= Debug RTOS: FreeRTOS v
= Release < 5
= rncfe B 859 | Clocks | Pins| Interrupts | Event Links | Stacks| C t
L—7 SEript ummary OCKs Ins | Interrupts | bvent Links ICKS omponents
l=> user {2l Problems | @ Console < | Properties @ AV—h-7591%- 0 AN-+-¥ZaFl = b @‘ ) - = 08
52f configuration.xml RZ/N FSP
] Ron07G084MOBGBEG. pinc
2 ran_cfg.xt
|=] RZN2L_FreeRTOS LwiP D ™
< >

https://www2.renes...positeContentxm| Il = © <D

Fig.3-2 Boot mode

TS5YVArAEYTNARIZEA—REIEXT/Ny HEGHS LOIREET RSK7/R— FE®M RESET R4
UBTEREIIEROFF/ION 2175 L R— FEMTEMELE T, 5IEHmETN\ Vv HEEHKEL TCEMZETS
L3 TEET, L. RSKIR— KD J9ZEL 33— +FBHETF/NYHJ-Link OB)IZEHETEZE A,

J10: USE-Micro
{J-Lirk OB}
J4
Open: J-Link OB
Shart: else

Fig.3-3 J9

RO1AN6963JJ0100 Rev.1.00 Page 12 of 77
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NOR 735w arE T/INA R E$EHT D BSC(BusStateControler)D i FE& 5 (Pins # J)&RT AT —
f-aYT74JL—2BETY, REBEHAD-HERIIFETT,

16-bit bus NOR flash boot mode ##EiRT 5 &, 7 FLR/NR A0-A20 DI FEREIEEHE TIThhET
N, TaTSLYA4 XA 2MB LLEDIEE. A21-A25 2D TIEX BSC TEBMICHEFZRETOLENHY £
T, XY TNTOPY FTREEFD-OEBRIFIFETT,

T *[RZN2L_BACnetBGW _V100] FSP Configuration = 8
Fin Conﬂguratlon Generate Project Content
Select Pin Configuration m Export to CSV file 27| Configure Pin Driver Wamings
‘ RSK+RZM2L Generate data:
Pin Selection = = laz Pin Configuration ‘_l Cycle Pin Group
|T-!-pe filter text ‘ Name Value Lock  Link [}
Connectivity:SPI n Pin Group Selection Mixed
¥ Connectivity:USB_HS peilfocs
Connectivity:XSPI v Input/Qutput
 DebugTAG/SWD Ao None 1
DebugTRACE Al ¥ P05 3 i [
Delta sigmalF:DSMIF A2 v Pos2 6 || @
~ " ExBus:BSC Az v Pos lllri“ =
A4 # P00 [ E)
InterruptIRQ A5 s Poay w: =
¥ System:CGC Ae ¥ Poas wﬂ =
System:MBXSEM AT v Poas = .
¢ SystemiSYSTEM A8 v P al | &
TRG:ADC A9 ¥ P40 o L= =
TimerCMTW Alo v o7 lLl?l =
TimerGBT & An ¥ PO3E wl =]
< > A2 + P035 & =)
sras(ETes A ¥ Pon.1 i (=
A4 + P30 [l =)
Summary | BSP | Clocks | Pins | Interrupts | Ever| Als < PO23 = = ]
Al6 v PO2_2 & =
AT7 v Po2_1 & L
At ¥ Poz_0 [l >
Alg « PO17 e =
A20 v P06 g [
Az v PG 5l >
Az ¥ P47 [T E)
A3 + P15.0 T =
A24 v P51 & [
Azs v P52 [l >
- None
BS# ¥ P44 & =)
CASE + POI0 ol =)
CKE < Po1_1 [Tl =)
(] ¥ P41 [Tl E)
Csor None
csa None
53 ¥ P45 o £
CSs# None
Do < P21 B =)
D1 ¥ p212 [l =)
D2 ¥ P23 [l E)
D3 ¥ P24 & =3
D4 < P21 B =
D5 < P26 o =
D& ¥ P27 [l E)
o7 v P20 B =3
o] ¥ P22 [ =)
Dy < P22 [ =
D10 ¥ P223 T =
D11 v P37 & =)
Dz ¥ P20 ol =)
D13 ¥ P24 w E)
D14 v P24 2 & =
Dis ¥ PO0_0 [ =3
RAS# < Po07 [Tl =)
- None
RD_WR# ¥ P03 & =
WAIT# + Po0_4 [l =
DQMLL ¥ PO1S [ =)
DOMLU ¥ PO1_4 & =
< >

Fig.3-4 BSC Pin Configuration
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Fig.3-5 M A EJEERD writing order fICT— b —HF D RICE T AT EEFAAIEEZEZRLTUVE
T, (MNoB)DIEFTEZTAATITVET,

Address Memory Content Length writing order remarks
0x00000000 intvec(64B) Internal
0x00000040 ATCM Unused 0x00020000 | 128KB (3) tightly coupled memory
0x00000100 hal_entry ROMdata
0x00020000 Reserved area = =
0x00100000 Unused Internal
0x00102000 BTCM Loader program(24KB) 0x00020000 | 1286KB (2) tightly coupled memory
0x00108000 stack(B0KB)
0x00120000 Reserved area - -
0x10000000 SYSTEM_RAM Baody of program and data | 0x00180000 | 1.5MB (4) Cached system RAM
0x10180000 Reserved area = =
0x30000000 | SYSTEM_RAM_MIRROR Unused 0x00180000 | 1.5MB
0x30180000 Reserved area - -
0x40000000 | xSPI0_CS0_SPACE_MIRROR Unused 0x04000000 | 64MB
0x44000000 | xSPI0_CS51_SPACE_MIRROR Unused 0x04000000 | 64MB
0x48000000 | xSPI1_CS0_SPACE_MIRROR Unused 0x04000000 | 64MB
0x4C000000 | xSPI1_CS1_SPACE_MIRROR Unused 0x04000000 | 64MB
0x50000000 CS0_SPACE_MIRROR Unused 0x04000000 | 64MB
0x54000000 CS2_SPACE_MIRROR Unused 0x04000000 | 64MB
0x58000000 CS3_SPACE_MIRROR Unused 0x04000000 | 64MB
0x5C000000f CS5_SPACE_MIRROR Unused 0x04000000 | 64MB
0x60000000 xSPI0_CS0_SPACE Unused 0x04000000 | 64MB
0x64000000 xSPI0_CS1_SPACE Unused 0x04000000 | 64MB
0x68000000 xSPI1_CS0 SPACE Unused 0x04000000 | 64MB
0x6C000000 xSPI1_CS1_SPACE Unused 0x04000000 | 64MB
0x 70000000 Parameters for the loader(76B)
0x7000004C CS0 SPACE Loader program{24KB) 0x02000000 | 32MB 1) 256M bits NOR Flash
0x7000604C - Baody of program and data
0x72000000 Unused 0x02000000 | 32MB
0x74000000 CS2 SPACE Unused 0x04000000 | 64MB
0x78000000 CS3 SPACE Baody of program and data | 0x02000000 | 32MB (5) 256M bits SDRAM
0x7AD00000 - Unused 0x02000000 | 32MB
0x7C000000 CS5_SPACE Unused 0x04000000 | 64MB

Fig.3-5 Memory layout

RO1AN6963JJ0100 Rev.1.00
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3.3 OPC UA Stack

3.3.1 OPCUA
OPCUA L, BEEA— A= aonBHFIILOETIHALERIZHLT, RETEEHEOHZIT—4
RERBITH-0O0F—T 4@ ERK E LT OPC Foundation [Tk YR EhFELT =,

OPC UA DFil & & % % OPC Classic Tld Windows R—ZX TL =M, OPCUATIXRILF TSy b T+ —
LEY . 50 FEED Windows SR T LMD T 4 —)L FH#RDO RTOS FTHRAL TS Y I+ —ALT
EFAEEEBYELE, AU TILY T RTIEK. RZIN2ZLDH LU TILY 7 & L TIRMHEL TLYS FreeRTOS
FIZA—T2Y—ZXD open62541 7O FAJRB VY EZRELTWET,

3.32 BHRETIL

RS, ¥REOMEERFXEET 51=6. OPC UA TIXERTE T /L (Information Model) & FE(EN 5
—SNf=T—2ETILHAxm 77 A LB THESINTWWEY, OPCUATHEEICFIEATSEIL N VET
e, X7 -BREICHRT IR FUETIVL, BICRVAEBICHAT S ENAREAVIEEDE
TILHREENET, (Fig. 3-6)

ATV FTI, BFRETILO xml 7 7AILECEEI—FIZETHBLTHEALTEY £3, %A
. 51ZFZ2 8BS,

} Opc.Ua.BACnet.NodeSet2.xml

Built-in Information Model

Opc.Ua.Xml.NodeSet2.xml

Fig. 3-6 Information Model

(1) Opc.Ua.Xml.NodeSet2.xml

OPCUARBHRETILERBT HDADIL—IL(AFZETIL) EAFETILICE>TERSN TS OPC UA
DEERM L EERE T )L(Built-in Information Model) MEgs EhTWLET,

AKYOTILYT RFTlE, TREA—CavEFERALTLET,

The OPC UA XML version 1.05.01 (UA-Nodeset/XML/Opc.Ua.Xml.NodeSet2.xml at
d1bb6a22125bd7cd986272b1ee98a18a91d76fff - OPCFoundation/lUA-Nodeset - GitHub)

(2) Opc.Ua.BACnet.NodeSet2.xml

ERBICEEINDIAVNZF VARV VIZEBDBERETILO—DOT, ELFA— A= a3 AEBETD
k3 JLBAChet®a v /N=# VIEREFILTT,

(OPC UA Companion Specification : OPC 30030: BACnet)
AY2TILY T RTlE, FEENA—PavEERALTWWET,

bacnet XML version 2.0 (UA-Nodeset/BACnet/Opc.Ua.BACnet.NodeSet2.xml at
d1bb6a22125bd7cd986272b1ee98a18a91d76fff - OPCFoundation/lUA-Nodeset - GitHub)
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3.3.3 Open62541
AY U TILY T FTIE. OPCUAH—NA—DTOFIWREY S ELT, A—FT 2V —AD open62541
#HFERALTWLWEY, Open62541 MEFMIEZTEE Link # CSHBES LY,

open62541

1) N—=av
ATV T FTEAL TS open62541 O Base Version (LU T TY,
Base Version :v1.3.4-564-gb7e5e49f3
(commit b7e5e49f32d00490be74c2eacef892¢c7fbd0be60)
(2) 24t€2R
Open62541 M1 £V A &KL, MPLv2.0 T,

S£#01Z https://lwww.mozilla.org/en-US/MPL/2.0/ % CHERD L, SA U AEHEEFLTCIHACES
Ly,

(3) open62541 77 A JL

Open62541 # freeRTOS + LwIP DIRIETEITT 5. Tt Link E THRA SN TL S CMake ZFIFAL
T open62541.c & open62541.h 77 A ILEERT HAEEFRNTWVET, ML, Appendix D 5.1 F %
SRS,

Building open62541 — open62541 1.3.0-dirty documentation

3.3.4 HIREIE
KTV T rDY)—ZAN—23 0 VIO0O0IXEIZUTOHBREENASESNVET,

vV txa) T4BAEZEICERIELTEYFEEA,

v NTPYS4A472 MZIE®iELTEY EFHA. (Time Synchronization Method 12 & Y UTC BE%l| % Hx
/I B EIEAEETT, )

3.4 BACnet Stack

BACnet (Building Automation and Control Network) I&£. ASHRAE/ANSI Standard 135 TH&E{LEh TS
FE7; BA (Building Automation)i@fE 70 b 3)LTY, ZF. BEA, K. 7V EXFlHGZEHELTEL
DOFlE, BEREITSIENTEET,

BACnet T/3f RFFARL—Fpar bO—34 L, #EE - ARICHSCTHRARZTOTI 7 LIZHESH
F9, FEHZTOT 74 ELTIE, BRER T O T 74 )L B-OWS (BACnet Operator Workstation), 3~
kO —> 7’87 74 JL B-BC (BACnet Building Controller), &%+ >4 B 707 74 JL B-SS (BACnet Smart
Sensor) ., EHICEHHRDA Y FA—5TOT7AILEHEFHEODZLEDTES, ZDHh(Miscellaneous) 70
TJ74ILELTELDEETO LT /NA REEH#ET 578D B-RTR(BACnet Router)+> B-
GW(BACnet Gateway)x EMNHY EFT,

AY 2 TILY T k&, BACnet & OPC UA D Gateway (B-GW)ZEHLTH Y. B-GW & B-BC D 2 FE5E
DTFNARTOT7AIDLERENET, B-GW & LT OPC UA @ Companion Specification OPC
30030: BACnet [N BACnet N E&ET 54 TPV MIET HT0/8T 4L OPCUANEET S/ —FK
EHEETYEVILET, OPCUAYSA T DT ERERE BACnet/IP 2y h T —J 28T S
BACnet #—/\—{458(Z C TlE. B-SSHY T YT M~NERBEL. H——hbDEE OPC UA S 541
TUMIEELET,

B-SSH YTV T FDEIL FOEBAEGEDEFMIIT T ) 7— 3 >/ — F(ROIAN6789JJ***) 2 FR#L
LTWET, A7 TV — 3>/ — D 5. BACnet IIP R ESEBLZELY,
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3.4.1 BACnet Protocol Stack
BACnet Protocol Stack (bacnet-stack) I BACnet @E 70 haLDFA—T UV —RR A2V I TE, XY
ZILY 7 FIE. BACnet Protocol Stack % RZ/N2L IZRBHEL TWLVET,

Base Version : eb36033f (Commits on Jan 18, 2023)

GitHub - bacnet-stack/bacnet-stack: BACnet Protocol Stack library provides a BACnet application layer,
network layer and media access (MAC) layer communications services.

342 SA4t2R
BACnet Protocol Stack 5 1 t > R &% GPL with exception license &> TUWLVET,

SEZ2EL L TCEXZLUTICERRE L= LET ., 5¥#lE. BACnet Protocol Stack download | SourceForge.net %
CHEREDODLE, SAEURERHEEBTFLTIRACESL,

This BACnet protocol stack implementation is specifically designed for the embedded BACnet appliance,
using a GPL with exception license (like eCos), which means that any changes to the core code that are
distributed are shared, but the BACnet library can be linked to proprietary code without the proprietary code
becoming GPL. Note that some of the source files are designed as skeleton or example or template files, and
are not copyrighted as GPL.

The text of the GPL exception included in each source file is as follows:

"As a special exception, if other files instantiate templates or use macros or inline functions from this file, or
you compile this file and link it with other works to produce a work based on this file, this file does not by
itself cause the resulting work to be covered by the GNU General Public License. However the source code for
this file must still be made available in accordance with section (3) of the GNU General Public License."
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3.4.3 ft#k. YAR— MHEE
3.4.3.1 #IRE1E

AU TILY T MEBACNet IR TEET DY — bV A (B-GW) TS R TAT7AI)LEHER—FLFE
9. BBCaAYFA—FTNARTAT7AIILDBEEEL—FHMEATEY FI 5. BACnet RIEDIZXEB-BC T
NARTAT7ANBEHREELLTELT . AN—U 3 UTRIFERGELGY FT,

B-BC [ERIRLABEICHHR— FFETTA. AN—2 a3 U TORIGKRIE52EEZ ZSBZEL,

3.4.3.2 BACnet Revision

ATV T FTHERATBBACNet R4 vy MO BACnet i & 7O ra/NN—Ca3y, BEUYES Y
[TLLTFTY,

- BACnet standard Protocol Version : 1

* BACnet standard Protocol Revision : 22

BACnet #R1& & (ANSI/ASHRAE Standard 135-2020)A% R /N\—>avidk1, YED 3 UIE22 TS,

BHELI=-BACnet A2y IDYESavDTI7AUEIE24TIMN, VELaU23BLU 24 TEMS
nN=ATozH FEIFERIEEL, UTDEEY 22(CEBLTULET,

BACNETOSS\bacnet\bacdef.h
#define BACNET_PROTOCOL_REVISION 22

3433 H#—EX

AYUTILY T PP EEST S BACnet 2 v 7 [FH—EXTEETY, BACnet 7/\1 XDHEEER
(Interoperability)(&. H#—E X(Whols, I-Am, ReadProperty 7 £)Z Mt L Ta—H—& T O/ /4 & —fEH\E
fiehdZ ETITONET,

H—E R [E#EZE L L (Unconfirmed)®! & #5325 U (Confirmed) B AN Y 9, HERELG LB (XA —H—HAEKR
LEzY—ERIZRLTTANSAZA—IEZ Ak ZRLERA, —FOHEREHYRITAKkZERLET,

KYUTLY I bDAI—HF—LIFUTEELET,

BACnet IP 70O F 3 JL%{#E > T BACnet —/N\— L HEHET 5954 TPV MIEAELET,
TanNA F—LIFUTEELET,

BACnetIP 70 O JLZEES>TBACnet Y 54 7> b EHEIRT DY —/IN—ICBRELET,

AY2TILY T TEMET S B-GW (X BACnet 1 V8 —2Rw =2 21Tt T O/ 4 F—(B-SS)IZ
LTI —Y—T3, LML, BACnet 4 U E—XRy FT—DIZHITHthDa—F—Izw L TlEFTO/No
F—THLHYFET,

ATV T FAEET HH—ER%E Table 31 [TRLET,

Table 3-1 EEH—EX

BACnet service Initiate Execute?

Who-Is v v

I-Am v v
RO1AN6963JJ0100 Rev.1.00 Page 18 of 77
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BACnet service Initiate' Execute?
Who-Has v v
I-Have v v
ReadProperty v v
WriteProperty v v

DeviceCommunicationControl

ReinitializeDevice

AtomicReadFile

AtomicWriteFile

TimeSynchronization

UTCTimeSynchronization

SubscribeCOV

ConfirmedCOVNotification

UnconfirmedCOVNotification

ReadPropertyMultiple

ReadPropertyConditional

ReadRange

WritePropertyMultiple

GetAlarmSummary

GetEventinformation

GetEnrollmentSummary

AcknowledgeAlarm

ConfirmedEventNotification

UnconfirmedEventNotification

UnconfirmedTextMessage

ConfirmedTextMessage

AddListElement

RemovelListElement

CreateObject

DeleteObject

UnconfirmedPrivateTransfer

ConfirmedPrivateTransfer

VTOpen

VTData

VTClose

VIFERS ., ZERIFIEZS
1.BACnet Y —EXERF(TBEMERELET,
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2.BACnet 4 —EXZ#ETL., BE(FLELERHYEY—EREZERINBE)ZEELET,

EEH—EXOBEBIEIRDELEYTY,

Table 3-2 REY—EXME

BACnet Y —E X

Bz

Who-Is

Who-ls 4¥—E X [&, *v b T—9 & HET 54D BACnet T/311 X EH B 1=HIZ.
BACnet 1—H—I[C k> THEREINFET, Who-ls H—ERIEFTA— KX ¥ X bEESh,
B LE(Ack ZER L)Y —ERTY,

I-Am

I-Am H—E X [&, Who-Is Y—ERERIZHET 5=OICFERASINET, fz7ZL. I-Am
Y—ERBRIEVWDOTHRTARELZIO—FX ¥ X MEETT, Who-ls H—EXER®D
ZENERTTIDHEEHY FHA,

Who-Has

Who-Has #—E X [&. BACnet 21— —h%, BHENDA TP ¥ FEHDBACnet T/31 R
FHANTDEOICERASNET, Who-Has H—EX[FTO0— KX v X MEESHh, B3
BLEOY—ERTT,

I-Have

I-Have —E RI&, Who-Has Y —EREBRIZIGE T SEHICERAINET, =L, I-
Have Y —ERERIEVWDOTHRITTEET ., Who-Has U —ERERDZENEITT 510
EIHYFEHA, lHave  —ERETO—KF vy X bEESh, BELLEDY—ERT
ER

ReadProperty

ReadProperty 4—E R [&. BACnet 21— —H'1 DM BACnet4# 7>z ¥ bD 120D F0
NTADEEERT D-OICHERASNET, BACnet FA/NA F—[& Ack #IiEE L THRR
EFERLET,

WriteProperty

WriteProperty +—E RI&. BACnet4A 7z rD 1 DD EShE=TANRT A DIEZEE
B9 5012, BACnet A—H—IZk>THEAINET ., BACnet TR/ N1 ZF—IF Ack &

RELET, BESNLTONRTAADEERAAT IV EREFIRLEZWNVEE. TT5—5
S5 A ] PROPERTY 8& U T5—a—F] WRITE_ACCESS_DENIED DT 5—hNREH
E3 I8

3434 #TPzV b

BACnet TINA RIFA TSz FOEESTEREINET,

FITD2O hEATOI bFATE0~4194303 DA Y RZ VRBEBTRLILDEA TP R ID
EMUET, 72720, 4194303 FFEHZEZEKRL., FRSMA TRV EEZRLET,

TNARBELAF TS bTHY. DeviceA TPz Y FMZEELZET, Device DA TP zH FIDZET
INA R ID EFEYZET, BACnet T/3A R, 5T DeviceA TP xH FEEHDLSIZEDOONTNET, &
SIZA Ty MIFALBT—RAEOTONT A DEETER SN, COTONT A ERAEETSHLT
BACnet T/Af RIFIN—FKOxzF7IZ7H A LET,

AYUTIVYITRDEEAF T Y & Table 3-3I2RLET,

Table 3-3 EEXF TP/ +

BACnet object type Object ID Implementation

Accumulator

Analog Input Analog Input, 0 v
Analog Input, 1 v

Analog Output

Analog Value

Averaging

Binary Input

RO1AN6963JJ0100 Rev.1.00
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BACnet object type

Object ID

Implementation

Binary Output

Binary Value

Calendar

Command

Device

Device, 12

Event Enroliment

File

Group

Life Safety Point

Life Safety Zone

Loop

Multi state Input

Multi state Output

Multi state Value

Notification Class

Program

Pulse Converter

Schedule

Trend Log

Access Door

Event Log

Load Control

Structured View

Trend Log Multiple

Access Point

Access Zone

Access User

Access Rights

Access Credential

Credential Data Input

CharacterString Value

DateTime Value

Large Analog Value

BitString Value

OctetString Value

Time Value

Integer Value
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BACnet object type Object ID Implementation

Positive Integer Value

Date Value

DateTime Pattern Value

Time Pattern Value

Date Pattern Value

Network Security

Global Group

Notification Forwarder

Alert Enrollment

Channel

Lighting Output

Network Port NetworkPort, 1 v

Binary Lighting Output

vIEERE. ERIEIEERS

REA Tz FEATOBEBERIRDEBYTT,
Table 3-4 EEA TV b3 4 THE

BACnetA 7oz b2 47 BE

Analog Input Analog Input A 79 MIN—FIz7hoDT7FOTARNERT TORT 12/ LET,

BACnet T/3A R(Z(E, #EIZ1 D0 Device T x4 FHARBRETT, BACnet T/31 ABEHD

Device Object Identifier 701/ 1 £ b EF. Chidsy hT—s2ETHERTT.

Network Port Z 7 =4 FIE BACnet T/8f AD Ry FI—H#ERERT TO0T128H56, &

Network Port B EH1DDHY FI—h K kAT D15 BTN TS REAS Y ET.

3.4.3.5 BIBB

BIBB(BACnet Interoperability Building Blocks)(ZtHEM 3 % BACnet T/3( RIZERAT 52 —EXDESE
EEELTCVET, TA] & Bl OTF A RIZGMNTEY ., TA] T/814 RIEBACnet 1—H—, [BJ
TINA X[EBACnet 7ONA 4 —%KRLET,

BACnet #7#&(Annex L) Tl& B-SS(BACnet Smart Sensor)*> B-BC(BACnet Building Controller), B-
OWS(BACnet Operator WorkStation)ii &, & T /31 AR ERTHRABLTNA R TO T 7M1 ILHAEES
NTWET, KYUTILY T LD B-GWIE TBl OHEEEF DTN RXTY,

AYTILY T FDEEBIBB # Table 3-5 2R LET,

Table 3-5 2% BIBB(B-GW T/X\f A 7O 7 71 ILDIGFE)

BIBB Class BIBB BACnet Service Initiate’ Execute? Staan-:ix\i/ze&

DataSharing DS-RP-B ReadProperty v v
DS-WP-B WriteProperty v v
DM-DDB-B Who-Is v v
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BIBB Class BIBB BACnet Service Initiate’ Execute? B_GV\./ 5
Standardized
Device & I-Am v v
Network
Management DM-DOB-B Who-Has v v
I-Have v v
GW-EO-B The B device provides access to data and functionality in non- v
BACnet devices.

VIFERS ., ZERITIEZS
1.BACnet Y —ERXERFE(TBMEREELFET,

2.BACnet4y—EX %

L, BEEELEREHYEY—ERZERSNIGEE)EEELET.

3. BACnet JR#& T B-GW 70 7 7 1 LDIFH & FEH T3 BIBB TH(ANNEX L),

ELBBBOBMERIRDELY T,

Table 3-6 3% BIBB i =
BIBB M=
DS-RP-B BTNARIE ATNARA, 1 D2OTONRTAEEZRLET,
DS-WP-B BTNA R ATNAZADLDEE 12D TONRT A IZEEZRAHFET,
DM-DDB-B BT/AA RIE. ATINA AN SDHAERICISELET,
DM-DOB-B BTNARIE, ATNAADSEESNA TP FEHIOHEBANERIZEELET,
GW-EO-B B 7/31 RIE, JEBACnet T/N\A RDT—2 EHWEEADT IV 2R ERELFET, B 7/34 XIZIE. BACnet

FIC2Y rBEUVY—ERXRZBE LT, UO T/ RDT—F EBENEENET,

RO1AN6963JJ0100 Rev.1.00

2023.07.31

RENESAS

Page 23 of 77




RZ/IN2L F)L—7 BACnet to OPC UA Gateway Sample Software

3.5 FRIREFEEE
3.5.1 HMERRIRIER e2studio
3511 A 2AXA =)L
Table 1-1 [CERED/N—2 3 0 FFHDO0—FL T, BEVDPCIZA VR F—=ILLTLESLY,
FSP &#/\—2 3 U Tl&, FSP, e2studio, GCCY—I/ILFz—rh120D/1\v5r—Tk LTRBENT
AR =5 F O AO—KRTEET,
- A9 00— K LT=setup_rznfsp vl _1 0 _e2s v2022-10.exe X4 T2 ) v o LET,

&) 26% Extracting x

Fig.3-7 e2studio Install (1)

" UTEBRLET,

Renesas Installer

G Select which users to install for

—» All Users
nstall for all users on this computer
Requires Administrator permissions

—» Current user
nstall for cnly

Parts may require Administrator permissions

— Cancel installation

Fig.3-8 e2studio Install (2)
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- LUTEERLEY,

[EN Renesas RZ/N Flexible Software Package (FSP) v1.1.0with e* studio 2022-10 Setup O x*

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup @

1A= 517

Select Install Type:

¢ |'—;|\-| Quick Install
\.~ ./ Default installation of e? studio, FSP & GCC ARM Embedded

(=) Custom Install
.2/ Custom installation of e® studio, FSP & GCC ARM Embedded

v202212160219 User: All Users < Back Mext = AIAR=) Cancel

Fig.3-9 e2studio Install (3)

A VRV ITHFILTEFERELET,

[EM Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022-10 Setup O *
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e’ studio 2022-10 Setup \
RZ
AVAR=I-FAL TR OEBFTEELE.

OF: °
AW A-IA5FT ¢ C¥Renesas¥rzn¥e2studio_w2022-10 fsp_v1.1.0

= EE.

BEGYINITITE. TTIA VA-IEh TOET.

A 09-FyMNERI R &

A 2A-NOFEE

AYA=NF3YTIIT
» Renesas e2 studio v22.10.0.R20221013-1357
+ Java Runtime v11.0.0
* Renesas FSP Smart Configurator Core v8.10.0.v20220026-0845
= GCC for Renesas RZ Build Support v22.10.0.v20220916-0746

- Panacac BT Cameann 27 400 03011147

V202212160219 User: All Users < Back A2 Cancel

Fig.3-10 e2studio Install (4)
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-BEEEFvI L& Next22 Y9I LET,

[Z% Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with € studio 2022-10 Setup O et
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e studio 2022-10 Setup \
RZ
37z ROVINITTROEEATRABLTIE W,
_ . Renesas e2 studic License Terms and Conditions for RENESAS e2 studio ~
() 51292 Fenesas <2
penlDK License Agreem

. This Renesas e studio license agreement ("Agreement") is between
ARM D5-5Toolchain Integ) |y, entity on whose behalf you are entering into this Agreement
Renesas FSP for RZ/N w1.1| |["Client") and Renesas Electronics Corporation, a Japanese company
GNU ARM Embedded 9.2.| |with its registered office at 3-2-24, Toyosu, Koto-ku, Tokyo 135-

| |0061, Japan ("Renesas"). YOU SHOULD READ THIS AGREEMENT
GNU ARM Embedded 9.3.1 | ge UF[ELV, AS IT CONSTITUTES A BINDING CONTRACT BETWEEN
GCC ARM A-Profile (AArcl |- ENT AND REMESAS,
Renesas Common Library | |The Renesas IDE Software (defined below) is intended for
commercial use by a company or corporation only and is not
designed, developed or produced for any private use or purpose, If
you are an individual, or you intend to install the Renesas IDE
Software on behalf of an individual, or the Renesas IDE Software is
expected to be used for a private purpose directly or indirectly, you
should click "Ne" on the installer.
Otherwise, by clicking the "l accept” button or other button or
mechanism designed to acknowledge agreement to the terms of an
electronic copy of this Agreement. or by installing. accessing. or v

< >

M yYIbIIFRinEHIRELET. Print all...

v202212160219 User: All Users < Back A YA Cancel

Fig.3-11 e2studio Install (5)

A VAL=LEIY VI LET,

[Z4 Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with &° studio 2022-10 Setup

O bes
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e” studio 2022-10 Setup @

oz EEETNI5LELUTFAINADY3- ML, ROBFIfrREnaT :
A

M AF-b A2 IN-T: |Renesas RZ¥N v1.1.0 |
@ Y3a-bavhk & FIANEETR)

v202212160219 User: All Users < Back Next > A= Cancel

Fig.3-12 e2studio Install (6)
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[Z4 Renesas RZ/N Flexible Software Package (FSP) w1.1.0 with e studio 2022-10 Setup O *
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup \
RZ
t37% Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022-104'1 YA LN 3ETHES
A
S4EUA
PERVIPIS

@ ks,

v202212160219 User: All Users < Back Mext > AYAR=)

Fig.3-13 e2studio Install (7)

" OK %7 U \yb ng—d—o

=) sas RZ le Software Package (FS 2022-10 Setup O x|
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e” studio 2022-10 Setup -\
RZ |
£372 Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with &® studio 2022-10004 Y A=A TLELE.
SAEVA OKEZVILTRILTLES .
Y3a-hiyk

[ Launch ez studia?
[] View Release Notes?

@ g [ View What's New?

View Renesas F5P User Manual?

A A=

frarie DML
Renesas FSP: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0
Renesas FSP User Manual: C¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0
GCC ARM Embedded: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0¥toolchains¥gee arm¥
9 2019q4
GCC ARM Embedded: C:¥Renesas¥rzn¥e2studio v2022-10 fsp v1.1.0%toolchains¥gcc arm#
9 2020q2

v202212160219 User: All Users < Back Mext > Cancel

Fig.3-14 e2studio Install (8)
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3512 oy raIb LT
(1) zip 774 ILEEE

FF, T4 TENEERSF U TILY T bD/y 45— (RZN2L_OPC_BGW_V*** zip) #f2&E L. EED
TAHILFIZHMLET, e2studio T T+ IILEFERIEL TIUMNRANRTELLEFHTEFELEADT, 7L
NADPELLBEBEIBELTLESWL, =, BRBONRELEFRALLGZWLTLCEELY,

(2) e2studio F2EN

RIZ, e2studio ZREILET, 1 VA P—ILENF=THILEFD” e2studio.exe” ZEFTLTLEEL, T
THILEDA VR —ILEETRICEYET,

\Renesas\rzn\e2studio v2022-10_fsp_v1.1.0\eclipse¥e2studio.exe

Renesas
rzn

e2studio_v2022-10_fsp_v1.1.0

eclipse | > configuration
fsp_documentation dropins
internal features
toolchains P2
. lugins
uninstall plug
readme
runtimes

L] .eclipseproduct

artifacts.xml
Q e2studic.exe

| e2studio.ini
[] estudioc.exe
& notice.html

Fig.3-15 Launch project (1)
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(@) FATIY RDA UR— b
EBDT—HRR—ZF4LY FYEASLT, LaunchE5 U w4 LET,

& & studic Launcher *

Select a directory as workspace

&’ studio uses the workspace directory to store its preferences and development artifacts,

ﬁgrkspaceﬂc:aéu;ersnxmm¥e2_5tudio¥workspace_FsP110_N0F{boot_samp|e__ewe v| [ Browse-

[] Use this as the default and do not ask again

» Recent Workspaces

Fig.3-16 Launch project (2)

- GNU ARM Embeded — 9.3.1.20200408 W —)LF = — U &ERL T, EFRZEV IV VI LET,

& O X

Toolchain Integration —
(1) New toolchains available for integration | C

Y-\F-v0EH
Y-\Fr--54F AYAR=) (3
w [»] GNU ARM Embedded
[/] GMU ARM Embedded - 10.3.1.20210824 C:¥Program Files (x86)%¥GNU Arm Embedd

I|7| GMNU ARM Embedded - 9.3.1.20200408  C:¥Program Files (x86)¥GNU Arm Embedd I

Select all Deselect all

] ZEEC Y- FI-VDEE FEHICTD

Cancel

Fig.3-17 Launch project (3)

- Import existing projects #42 ) v o L& 3,
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EY @ Welcome

8} workspace_FSP110_sample_B-S5_airspeed - € studio - m] 4
File Edit Source Refactor Mavigate Search Project RenesasViews Run Window Help
@ | Mo Launch Ceonfigurations v on: | v = | ® - & i g
BrE-d-@-i® i i BBk R Hr Bl ey
Q g ||[Boces
&y s afE=e

Welcome to e2 studio

Create a new e2 studio C/C++ project Get an overview of the features

Import existing e? studio projects from the filesystem Go through tutorials

or archive

Try out the samples
Download and import sample projects from Renesas i P
website

Find out what is new

Review the IDE's most fiercely contested preferences

Quickly getting familiar with the tool FLLBESE %

BHED Y FEYT HBYET. |
I ek iy ']

Open a file from the filesystem

SRIRIIEIUYILTUED.
Smart Browser Notific...n Startup: (66%) I e

Fig.3-18 Launch project (4)
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- Select root directory:® Browse #9 J v LT, 41 o R—b+$5T020c ) F I+ LT ZEZAALET,
Copy projects into workspace [CF vV E#ANd A viR— TPy MO E—SRFET,

& import O X
Import Projects —
Select a directory to search for existing Eclipse projects, .-_’ ,r
|
I (®) Select root directory: | C¥Users¥XX000XX ¥e2_studio¥workspace FS + | Browse...
() Select archive file: Browse.
Projects:
I RZN2ZL_FreeRTOS |wiP (C¥Users¥x00000iK ¥e2_studic¥workspace_F I Select All
Deselect All
Refresh
< >
Options
[]Search for nested projects
I Copy projects into workspace I
| Close newly imported projects upon completion
[[]Hide projects that already exist in the workspace
Working sets
[[] Add project to working sets New...
Select...
® e ] o

Fig.3-19 Launch project (5)

- Fig.3-199 M Finish 29 ) v 0T 5 LLUTHARTEINETDT Yes ToAlZI ) v I LET,

& Question X

Yes | Yes To All I Ne Mo Te All Cancel

Fig.3-20 Launch project (6)
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B impont m} s
Import Projects i
Select a directory to search for existing Eclipse projects. / y
|
Select root directory: | C¥Users¥X00000K¥e2_studio¥workspace_FS Browse.
Select archive file: Browse.
RZN2L_FreeRTOS_IwlP (C:¥Users¥)X000000(¥e2_studio¥workspace F Select All
Deselect All
Refresh
< >
Options
Search for nested proj
Cop
Close newly imported proj pon completion
Hide projects that already exist in the workspace
Working sets
Add project to working sets New...
Select...
C¥Users¥71768836¥%2_studio¥workspace_FSP110_sample_B-55¥RZN2L_FreeRTOS_IwlP¥Debug¥
|
@ Finish Cancel

- 7O

s

vV I

Fig.3-21 Launch project (7)

D bDAUR— BT T HEUTARTENET . ChLUBRIET431FICT

SMEBALET,

a workspace_FSP110_ NORboot_sample GW - e’ studio
File Edit Source Refactor Mavigate Search Project RenesasViews Run  Window Help

5 Debug || E R2ZNzL OPC BGW V100 Debug o - |- &~ %
w | 0 O 2 e BB R < < LEE - R R AR CR gl I
= - -k -l ° Q @‘ g C/C++ | % Debug
= B |I= Outline X = 0

&
Bl Project Explorer a]
3
i

BES Y
= RZN2L_OPC_BGW_V1.0.0 [Debug]

There is no active editor
that provides an outline.

[ Problems | @ Conscle = | Properties @ A¥—k-759%— [} A¥-+-YZ27)L 45 Debug

=% RZN2L_OPC_BGW_V1.0.0

Fig.3-22 Launch project (8)
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3.5.2 UaExpert

UaExpert [ OPCUA Y 54 7> kY=L TT, T Tlk. OPC UA H—/3—(B-GW) & ###% L T BACnet
PRy RIT—ULEDB-SSDATPI M/ —FRIZTIVERTEHEHOITHENET,

BACnet to OPC UA Gateway Sample Software

Table 1-1 [CEBED/NN—T 3 vF web YA kB FHO—FLT, BFEVDPCIZA R k=)L LTK
&Ly, A2 0O— FHiIC Unified Automation Web 44 RMZZBELTT7HO U L ET I T4 TILTEHE
BHYET, IRXRTOAVTUVEERTRESNETN, COXR—IUHASYT Yz T7EFDA—FFE
fzl&4 > X b—JL9 % &, Unified Automation ¥V 7 b = 7 {EH#FEZRL (SLA) ICEBBMICRIE L2 &I
BYET, VIFIZT7ESIVBEBROS A EURAERIE. RO DI ESBILEIL,

https://www.unified-automation.com/products/sdk-overview/licenses.html#c341

LRREAZHEZEZEOL, BENCESL,

05} [ https://www.unified-automation.com/downloads/opc-ua-clients.html
uniriea

J,:l Automation _

Home | Solutions ‘ Products | Services ‘ Downloads | Support ‘ Partners |

O pownloads

© Documentation

© Online Manual for Tools

© CMake Troubleshooting

© Online Documentation SDKs

OPC UA Clients — Downloads

UaExpert

UaExpert is a full-featured OPC UA Client which is capable of several OPC UA Profiles and
features.

O Build Instructions OpenSSL
© OPC UA Quickstart Guide
o Ruild Tnstructions SNKs

Fig.3-23 UaExpert

3.5.3 Wireshark

Wireshark [ZEETHEZ 54y b7—2 7O ILTFS5A4 Y —TY, Table 1-1 DY) >4 h 5 Wireshark
#5H9oO0—RFLTA VAR M=ILLET,

&« O 3 https://www.wireshark.org/download.html|

'We're now a non-profit! Support open source packet analysis b

[ G
WIRESHARK

News SharkFest Get Acquainted v Get Helpv Dev

Download Wireshark

The current stable release of Wireshark is 4.0.4. It supersedes all previous releases.

¥ Stable Release: 4.0.4

=8 Windows PortableApps® (64-bit)
& macOS Arm 64-bit.dmg

& macOS Intel 64-bit.dmg

</> Source Code

» Old Stable Release: 3.6.12

» Documentation

Fig.3-24 download Wireshark
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4. EhERERR

4.1 &%

Fig4-11=H > Ty 7 FETHOERRZRLET . RZN2L RSK R— FIZ Ethernet 7 — JJL. J-Link
OB F/\wH. 5VDC DET—TILEEHE L TS, BHISTT EH Y. BSSAIR— FEEHT 558
[FRAR—FDJ26 ART ZICEREEE Y EEEL TS,

B-GW fil7R— K & B-SSfil/R— FDAR— FERERFELAYEITDOTITIEL LS,

HMIE21EEX SR

{1Z&LY, B-GW fillFR— K® ETH2(Ethernet2)a 1 R (IEATEFEFHA. RSKR— FEDF/\y # J-Link
OB ##M3 55HAILJ9EA—T L L, USBMicro D7—IILZEEHELET,

e’ studio

OPC UA Tool
(UaExpert)

OPC UA Client
IP : 192.168.10.20

OPC UA Server
BACnet /IP Client
IP : 192.168.10.100

Ethernet Cable

BACnet /IP Server
IP : 192.168.10.101

USB-Micro
(J-Link OB)

J9 : Open~
TE—

m————————

USB Type-C !CN5

5V DC-IN

Fig.4-1 OPC UA - BACnet /IP Hardware Diagram

42 IP7 KLAREE

OPC UAClient £ %% PCl4 —H Xy D7 FLAREZITLET,

Windows ® 2 % — FEdomEB% s v v o LET.

UTDEBYICHEAR, IPF7FLREFRELTLIEEL,
BESHRYMNI—DEA VA=Y STHTA—DA T I VEERTE>A—H 7y b
>TORTFA>AU8—Fy FO FTLN— 3 4TCPIPVA)> FO/8TF 4
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 robo-rEEs

A > aybO-L L > TATOIVRO-L ARLEE > Fubo-TEE

A

=E - Z0FYET-T FIM AEERICTS IDEEEZHTD IDEREDENEEET D
- A—HFyb - {-¥xvb 11
‘e} ' ..5,% %g;gnJTI AR w k=1
@2 Intel(R) Ethernet Connection (5) |2... T ASIX A 0 =HicTaE)
HEU
E2\)]

ful i}

f—
Pa

Q) JUUESG)

o a-khy bOFER(S)
W &ik(D
6 =IOEEM)

© FoiFR

Fig.4-2 network connection

FouRI-ITIMBEL Y- SN TSI P SEESBMCRSTIILNT
57, $T-RENTUBWESIE, Ry b)-UEEECENS P BEERLEHET
iEE.

QP FRLAE S BIBICEET 5(0)

@ 50 IP PELAEES(S):

1P PRLAD:
$T 79k YAI(U)
773k F- k94 (D) [ ]
DNS #-/{-OFFL- A% JICER
@ RO DNS -/-DTFLAEE3(E)
B4 DNS H#—/(—(P): |:|
{8 DNS #—/(-(A) [ ]

O eTHIESEEERITIL EETEV)...

B[RS T 3(B)

OK Fotll

Fig.4-3 TCP/IPv4 properties

B-GWH U TILY T FTHEAT S RSKAR— KD IP7 FLXIE 192.168.10.100 TY, PCRAID IP7 KL

A% 192.168.10.XXX [ZRET 2L ENHY FEFT, AFF a1 42 FTIE192.168.10.20 &

LTW&EY,
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43 Javzy +EE
*9. 3512EDFIET. TPz rEAVR—FLET,

431 ELFHRE
Project Explorer 2 4 > RoD 702y A %EEIRLT-S Z T, Project * =21 —® Properties #HZ &
ED

Q workspace_FSP110_NORboot_sample_GW - &’ studio — O X
File Edit Source Refactor Mavigate Search Project RenesasViews Run  Window Help
@ i Open Project | _ i=»<J> - | B ﬂs - & 59
GG ™ Close Project = Wi v Rl v |
Open FSP Configuration
Q F||[MEoc

5 Build Al Cirl+Alt+B
= 0O |g= Outline X = B8

B Project Explorer ¢

Build Configurations »

& There is no active editor that

| — Y Build Project Ctrl+B ; .
¢ =% RZN2L_OPC_BGW _V1.0.0 [Debug] > provides an outline,
D —— Build Working Set >

Clean...

Build Automatically
Build Targets )

C/C++ Index b}
— IRTDEFEREES Alt+D
87 F
0 iten

-J39t- B AN-F-¥Z27l r § = B

Change Device

Change Toolchain Version
Dest esource Path Location Type

W8 (/C++ Project Settings Ctrl+Alt+P

Properties

25 RZN2L_OPC_BGW_V1.0.0 B

Fig.4-4 Open project properties

C/C++General > Paths and Symbols ®#Symbols % ¥'H 5 Languages ® GNU C Z#IRL £,

(1) RSKR—F 14T DHi

B-SS M RSKh— K& tt 3 B-GW M RSKh— FEM THFE S $15H &%, Symbol ®
#WITHOUT_B_SS_BOARD Z 1 [CEELFY . £EIX “Edit--" IV VI T DHERBIZHYFT,

NIZKYKEB-SS hoHEAHT Y ANEZE B-GW AER TELMICERL T, B-GW D
Analoginput,0 & 7> =% b® PresentValue / — KWL 5AHT ZENTEET, HAHHETFIBIL45FET
HBALET,

(2) RSKKR— K 2 K THHE
B-SS @ RSKR— FZ&#&#t 9 55 E 1L Fig.4-5 [TRF @Y. Symbol D#WITHOUT_B_SS_BOARD % 0 =

EELFEY,

ApplyandClose 7 ) vy LEEZEALET ., Ry IT7 v T24705DYes &V ) v LET,
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ﬁ Properties for RZN2L_OPC_BGW_V1.0.0

| type filter text

Paths and Symbols

Resource

Builders

C/C++ Build
w /C++ General

Configuration:

Code Analysis
Documentation

Debug [ Active ]

£

@ Includ Library Paths [ Source Location @ References

Manage Configurations...

File Types

Formatter Languages
Indexer Assembly
Language Mappings

MISRA-CTT45-F1u7)
Preprocessor Include Pat
MCU
Project Natures
Project References

Symbol Value
# UA_ARCHITECTURE_FREERTOSLWIP

# BACAPP_PRINT_ENABLE

# BACDL_BIP 1
# IPADR1 192
# IPADR2 168
# IPADR3 10
# IPADR4 100
# MAX_TSM_TRANSACTIONS 10
# OPEN62541_FEERTOS_USE_OWN_MEM

# PRINT_ENABLED 1
# UA_ENABLE_ AMALGAMATION

# USR_DEBUG_PRINT 1
# WITHOUT_B_SS5_BOARD @

Add...

Delete

Export

Renesas QF
Run/Debug Settings
Task Tags
Validation
Show built-in values
E@ Import Settings...
£ >

(@ "Preprocessor Include Paths, Macros etc.” property page may define additional entries

?& Export Settings...

Restore Defaults

e —
‘ Apply and Close ' Cancel
e ————

Apply

Fig.4-5 Change #WITHOUT_B_SS_BOARD

ﬁ Paths and Symbols

rebuild it now?

[1Remember my decision

Changes made will not be reflected in the index until it is rebuilt. Do you wish to

MNo

Yes ’
~———

Fig.4-6 Click YES
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432 EILF
Project Explorer 2 4 > K070 oy hE%EEIRLI-S Z T, Project A —=a—® Clean--- %
v LET,

Q workspace_FSP110_NORboot_sample_GW - &? studic — ] x

File Edit Source Refactor Mavigate Searcnesas\-"iews Run  Window Help
@ - Open Project L. ﬁ o | - :{% - & ég

Close Project

S Eiv i@ i@ e ~ Wil Blvtocr oD |
] o Open FSP Configuration |
Q iE|[@ucH
|mg  Build All Ctrl+Alt+B
i Project Explorer m] ) ) . = O |g= Outline x = 0
= Build Configurations >

0

o

& : . :
— l? ’ Build Project Ctrl+B Then_‘:- is no actlv_e editor that
== RZN2L_OPC_BGW _V1.0.0 [Debug] . . provides an outline.
Build Working Set >

Build Automatically

Build Targets >
C/C++ Index >
_— TATDEEBEREES Alt+D - -
L] Sy — ] -1 ] =
F Change Device 757~ B Av-h-¥2a7) 7 8 B
0 it
ten Change Toolchain Version 1
Dest E50UrCe Path Location Type
W (/C++ Project Settings Cirl+Alt+P
Properties
Updates Available x
Updates are available for your software.
| Click to review and install updates. E
Set up Reminder opticns
=5 RZN2L_OPC_BGW_V1.0.0 (o] i

Fig.4-7 Open project Clean...

Ry T7vTEAT7ATOUTEEMLTClean 27 Vv I F5ELEILFERIBLET,

&) Clean m] >

Clean discards all build results and states. The next time a build occurs the selected

projectswill be rebuilt from scratch.
Clean all projects

25 RZMz2L BACnet BSS V1.0.0

—————
mrta build immediately
Build the entire workspace
(D Build only the selected projects
p———
C o ID onee
———

Fig.4-8 clean and rebuild
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4.3.3 Debug Configurations %7

2E) KERM Oerrors THDZ & ZHER%. Project Explorer v« v Ko 7Oy Fa%EEIRLE
5 Z T. Run * =2 —0 Debug Configurations...Z% ') v LE9, Warning FEELFIH, ERLTL

ZEly,

Q workspace_FSP110_MORboot_sample_GW - e’ studio

File Edit Source Refactor Mavigate Search Project RenesasVidow Help

@ v &% - [¢f

MNe Launch Cenfigurations

RCRgr I Siw iR

B Project Explorer ¢ = 8

=% RZN2L_OPC_BGW _V1.0.0 [Debug]

|#] Problems | B Console

\COT Build Console [RZN2L_OPC
text data bss
1723158 14234714 29685

18:56:47 Build Finished.

Renesas Debug Tools
Q_’ Run
3% Debug

Run History
QD FRunAs

Run Configurations...

Ctrl+F11
F11

Debug History

45 Debugd
Debug Configurations...

Breakpoint Types
Toggle Breakpoint Ctrl+Shift+B
Toggle Line Breakpoint
Toggle Watchpoint
Toggle Method Breakpoint
@ Skip All Breakpoints

Remove All Breakpoints

@, External Tools

»

»

»

- O *
I o~ | o % v o &
- - . - - |
Q i E||Boc
= O |g= Outline X = 8
There is no active editor that
provides an outline.
L = B8
o8| B =& B~
A
.9.elf
ms )
v
>

)

Fig.4-9 Open Debug Configurations...

T b UR— &R BIETNY TEET B & EDRE

TOCzY bEAVR—FLT, FRIZTNY AR EITI EELF. ROBHEZTOTLEELY,

.
a. RZN2L OPC_BGW V***
b. Target Device %:&1R
c. TNYT - Y—ILEE
ERERICHESGEAEZSEIIZE,

Debug]local] & 4 ik
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a. RZN2L_OPC_BGW._V*** Debug[local] % 4 F
Renesas GDB Hardware Debugging 4% JJ)L%- 1) w4 LT. RZN2L_OPC_BGW_V*** Debugllocal] & 4

BLET,

Q Debug Configurations

EE |57~

Create, manage, and run configurations

Configure launch settings from this dialog:

|:~,-pe filter text

- Press the 'New Configuration' button to create a configuration of the selected type.

[E] €/C++ Application

[E] ©/C++ Remote Application

L=/ EASE Script

[€] GDB Hardware Debugging

[£] GDB OpenOCD Debugging

[c7] GDB Simulator Debugging (RHE50)
F1 Java Applet

[T Java Application

@ Launch Group
MR A

o] Renees

<

Filter matched 12 of 14 items

@

1l 2 an
[c | Renesas GDB Hardware Debugging

TG TRX, RL7E)

- Press the 'New Prototype' button to create ..configuration prototype of the selected type.
- Press the 'Export’ button to export the selected configurations.
=| - Press the 'Duplicate’ button to copy the selected configuration.
3C - Press the 'Delete’ button to remove the selected configuration.
[f - Press the ‘Filter’ button to configure filtering options.
- Select launch configuration(s) and then sel...ink Prototype’ menu item to link a prototype.
- Select launch configuration(s) and then sel...k Prototype’ menu item to unlink a prototype.

- Select launch configuration(s) and then sel...es' menu item to reset with prototype values.
Edit or view an existing configuration by selecting it.

Configure launch perspective settings from the ‘Perspectives’ preference page.

Debug

Close

Fig.4-10 Debug Configurations(1)

b. Target Device iR

KRS 4 705D Debugger 25 %% ') w4 LT, Target Device ##IRLET,

Q Debug Configurations

Create, manage, and run configurations

EEOEEEIER R

‘ type filter text

[£] C/C++ Application

[€] C/C++ Remote Application

= EASE Script

[€] GDB Hardware Debugging

[€] GDB OpenOCD Debugging

[£] GDB Simulator Debugging (RH850)

9 Java Applet

[T Java Application

& Launch Group

Zl Remote Java Applicatiol
| B

Filter matched 13 of 16 items

—\
@

Name:

RZN2I C BGW_V1.0.0 Debug
‘ [El Mai Startup | ] Common | %~ Source

Debug hardware: J-Link ARM ~  Target Devic RQAO?GDMMM

GDB Settings Connection Settings Debug Toal Settings
GDB Connection Settings

(® Autostart local GDB server

(O Connect to remote GDB server GDB port number:

Host name or IP address: localhost
61234

Connection timeout (s): 30 ~

GDB

GDB Command: |arm-none-eabi-gdb

[]step Mode

Close

Fig.4-11 Debug Configurations(2)
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RIA07G084M04 ZEIRL TOKZV U v LFEY,

& m] X

Device Selection

You can filter devices by regular
expressicn

Search Device

Device

v RZ
RZ/A1
RZ/T1
RZ/T1-M
RZ/A2
RZ/GIM
RZ/GIE

w RZ/RZIN
ROAOTGOB4MO4
ROAOTGOB4MOS

EC-1

@' Cancel

Fig.4-12 Debug Configurations(3)

c. TINYYT - I—LEE
TINYG Y= LERER T %4 1) w4 LT, Operating Frequency [MHz]IZ 400 #AHh L FE T,
Debug#9 Jwo§5L300—RERBLET, KlTTFig4-16 DFIEFSEL T LY,

Z nn

Q Debug Configurations

Create, and run

FeRX[BY~ Name:| RZN2L_OPC_BGW_V/1.0.0 Debug |

‘tyue filter text

‘ El Maln_ & Startup | ] Common| &~ Source

[E] ¢/C++ Application
[E] ¢/C++ Remote Application
£ EASE Script
[=] GDB Hardware Debugging
[£] GDB OpenOCD Debugging
[ GDB Simulator Debugging (RH850)
#1 Java Applet
71 Java Application
& Launch Group
IZ. Remote Java Application
« [ Renesas GDB Hardware Debugging
57 * RZN2L_OPC_BGW_V1.0.0 Debug [local]
[€7 Renesas Simulator Debugging (RX, RL78)

Filter matched 13 of 16 items

.
@

Debug hardware: |J-Link ARM v~ Target Device: [JERLEOEEIN0NE | ..

GDB Settings Connection Settingd\Qebug Tool Settings

v Semihosting
Semihosting breakpoint address

~ RTOS
RTOS Integration in Debug View Yes
RTOS Debugging - Large Number of Threads. No
 System
Allow caching of flash contents Yes

v Time Measurement
Run Break Time Measurement Yes

Count Every Core Cycle 3
400,004

Operating Frequency [MHz]

Revert

g—

s D

Apply

Close

Fig.4-13 Debug Configurations(4)

RO1AN6963JJ0100 Rev.1.00
2023.07.31

RENESAS

Page 41 of 77




RZ/IN2L F)L—7 BACnet to OPC UA Gateway Sample Software

434 FNvY
ELFRTHOSH > A— FEIEEUTFISRLET,

2E BB T/NY HRERX, C/IC+H+E1—NDTA Y FRAEERLIZKET. RunA=a—%%
Jws LEF, Debug As ITH—VILEELVT. Renesas GDB Hardware Debugging 2 J v LET,

&} workspace FSP110_NORboot_sample_GW - & studio - [} ®
File Edit Source Refactor MNavigate Search Project Renesas Vie |ndow Help

45 Debug ~ || ] RZN2L_OPC_BGW_V1.¢ Renesas Debug Tools TR A E
Wi R ik < @, Run Cerl+F11 Q @

2,
45 Debug F11
B Project Explorer = g = B | Outline X =g

>
=5 7 8 iy There is no active editor that
@ Runis > provides an outline.

S Run Configurations...
[ Includes
72 BACNETOSS

Debug History 5

[ OPC_UA_SERVER Debug As > [c9 1GDB OpenOCD Hardware Debugging (DSF)
2 ran Debug Configurations... E 2 GDB Simulator Debugging (RHE50)

(2 rzn_cfg/aws I,

(5 rn gﬁgﬂ Breakpoint Types , | [ 3locgl

e Toggle Breakpoint Ctrl+5hift+B

[E 5 Renesas Simulator Debugging (RX, RL78)

(2 userfoss/amazon-freertos/libraries

Toggle Line Breakpoint

i user/oss/lwip 2= I?e ‘e;_ Ll

[ userfrenesas Toggle int

(= Debug Toggle Method Breakpoint

[= rzn_cfg ‘®  Skip All Breakpoints

(= script Remove All Breakpoints

fi= user

45 configuration.aml ) 9] Problems m Q. External Tools o = g

1 RoA0TGOB4MOBGEG. pincfg w|| = - =
< > EX R EEREE 223~
15 RZN2L_OPC_BGW_V1.0.0 [2n) T iom|

Fig.4-14 Run menu Debug As

NOR 75w arENIZTOTSLES Y O—FLET, (D LEBAIMY ET)

& orksp 5 JRboot_sample_GV ZM2L_OPC_BGV zn/fsp/src/bsp sis/D SAS/Source/startup * studio - O

| File Edit Source Refactor MNavigate Search Project RenesasViews Run Window Help

‘ 45 Debug + || £ RzN2L_OPC_BGW_V1.0.0 Debug = |8~ Q-BiFd-S- -G @5 |
‘ Biw P DEN oS PBRR R0 A e RWiP-FHEF e |
‘ Q g |Eac ||

(&7

= <_b|> l? g z 9 _asrll.| volatile é ‘o . ~ B lﬂz " h? o % 2 |
c ea moy. re, n B .
= IE{NZL_OPC_BGW_VIOO [Debug] ~ 391 " movw 1, $BxFB7E \n" H Prefetch_HandIer[.\.fcflc ~
%5, Binaries 382 " movt rl, #@x2fa \n" + Abort_Handler(void) :
B Includes a3 "software_loop: n" ++ Reserved_Handler{voi
25 BACNETOSS a4 " adds r@, #1 hn" ++ FlIQ_Handler{void) : ve )
/73 OPC_UA_SERVER 85 cmp, e, rl \n ® ¥ g_fiq_stack : uinta_t[]
e a6 " bne software_loop " e .
8 rn 7 ii: "memory”); f®° g_irq_stack:
(8 rzn_cfg/aws 308 sendif ’ 5 g_abt_stack
2 rzn_gen 309 —#if 1 ¥ d 5 g und_stack
2 src 18 __asm volatile ( 1 5 5 q_sys_stack :
& user/oss/amazon-freertos/libraries _\i:_l‘ SEGGER J-Link V7.82d - Flash download (15616 KB) Fid s g_svc_stack
8 user/oss/lwip "l; ¥ d S g_heap: uin
% user/renesas 314 Compare _ 535. 15142¢ @ _ Vectors(void)
_Ey Debug :15 - = f— L ;ystan'.l_i.nit[\{m.d) .cn
= rzn_cfg 16 @ stack_init(void) : void ¥
(= script | Program & Werify 0% opoos | >
= user =
B finneatinm vl v o Probleri Compating range 0:7 02 ADDOD - 0T O2EFFFF (1 28 KE) 1514es | =
< > nm|umﬂ§ﬂl§'@|?av=ﬁ'l
TS RZN2L_OPC_BGW_V1.0.0 = Launching RZN2L_OPC_B..ebug: (87%) | Wl % @ <m | |

Fig.4-15 Download

TNV TEA—AYPYYBZH=HITSwitch 27 v I LET,
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& Confirm Perspective Switch >

h  This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective supports application debugging by providing views for
displaying the debug stack, variables and breakpoints.

Switch to this perspective?

[ Remember my decision

e
=)D w

Fig.4-16 Perspective Switch

CPUIFA Y A—FT—RICEFNDIO0—44—TOJSLZBHMICBTCM A EYICEREALET. EBF
%, O—42—7J0J S LEOMBERE TOY S LKIEIZH S system_init() T Break LFET

X TNYHEERET RSKAR— FEMTEMESES5EEF. CCTR—FOERZOFF L, T/Av#
T—TNLENLTHOERZBEON LTLZEL,

TNy HZEFERT S5E(L. Debug E@EICEIY B o7z5, FF reset 740 %® 251w LTHB
resume® &0 1) v LTLIZELY,

ﬁ workspace_FSP110_NORboot_sample_GW - RZNZL_OPC_BGW_V1.0.0/rzn/fsp/src/bsp/cmsis/ Device/RENESAS/Source/startup.c - e studio — O *

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

#Debug ~ | | B RZN2L_OPC_BGW V1.0.0 Debug v (i |§3 - Q_ v (& ﬁ’ [ B I %
‘& LI NS R L’ba v RSB - e o
Q §| T wce+ %5 Debug

YeDebug x| B 0| i% B = B [ stemupe x > @ ©ay °°BM'” » =g
~ [c7] RZN2L_OPC_BGW_V1.0.0 Debug [Rene: 522 Ba182088 __asm volatile ( ~ = <‘Q_> T 8
v [ RZN2L_OPC_BGW_V1.0.0.elf [1] [con =08 moy. re, #0 2% RZN2L_OPC_BGW V1.0.0 [Debug]  ~
~ of® Thread #1 1 (single core) [core: O Jot movy rl, #exferf = Bogio -
. : 382 movt rl, #Bx2fa 3, Binaries
= system_init() at startup.c:289 303 "software_loop: [ Includes
gl arm-none-eabi-gdb (7.8.2) 364 adds r@, #1 2 BACNETOSS
| Renesas GDB server (Host) 385 smp. ré, rl (72 OPC_UA_SERVER
386 bne  software_loop e
e . "y [ rn
387 ¢ "memory™); -
308 #endif [ rzn_cfg/aws
309 Sgif 1 [ rzn_gen
310 eslez2e1s __asm volatile ( 2 src
311 "atem_init: [ user/oss/amazon-freertos/libraries/
312 " ldr r@, =bsp_atcm init .
S5 bix re v 22 userfoss/lwip v
< > < >
B Console X |} Registers [i) Debug Shell [#] Problems [ Debugger Console @ AY—H-F3571— [ Memory = B8
] | B REE 208
RZMaL_OPC_BGW_¥1.0.0 Debug [Renesas GDB Hardware Debugging] [pid: 18]
< >
T=% RZN2L_OPC_BGW_V1.0.0 [l T |

Fig.4-17 Break at system_init()
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S LIZHHEA
LERITLET

n—4—-7Jny
LTcrny

7

REERTI SHE main() DEEET Break LET . flTTresume™ 2521 w4

o

ﬁ workspace_FSP110_NORboot_sample GW -

RZMzL_OPC BGW V1.0.0/rzn_gen/main.c - &’ studio - O x
File Edit Source Refactor MNavigate Search Project RenesasViews Run  Window Help
4. Debug v || &9 rRznzL_opc_sGw vio0 Debug  ~ - 1B - R -5 2 ®™® 4%
(I BN PSR B R F R kRIS WY F D G-
Q | BoCH+ (45 Debug
ebug X i+ 8 startup.c main.c < (x)= 'e > 3
Debug = + & =2 F P Lc] = 5 V % B[P 1 = 5
~ [c7] RZN2L_OPC_BGW_V1.0.0 Debug [Renes: = int main(void) ~ = <‘2—> l? 8
¥ RZNzL OPC_BGW_V1.0.0.elf [1] [core T <
] _UFL_BOV_ — ~ I RZN2L_OPC_BGW V1.0.0 [Debug] ~
w o Thread #1 1 (single core) [cDre I g—£5p—cmn—t.hrf?dTFouqt _.S:x:> ;g-? Binaries
= main() at main.c:82 0x103b82 o= = ’ @ Includes
s arm-none-eabi-gdb (7.8.2) /* Create semaphore to make sure common inj £2 BACNETOSS
5] Renesas GDB server (Host) g_fsp_common_initialized_semaphore = 72 OPC_UA_SERVER
= #if configSUPPORT_STATIC_ALLOCATION Fy -
xSemaphoreCreateCountingsts &= rzn i
= #else [ rzn_cfg/aws
xSemaphoreCreateCounting ( 2 rzn_gen
#endif (# src
' user/oss/amazon-freertos/libraries/
iSG = Frec f flibraries/
= #if configSUPPORT_STATIC_ALLOCATION v LE Heeros! Iwip v
< > < >
B Conscle X |} Registers [i] Debug Shell [T Problems B3 Debugger Console @ A¥-+-7591— [J Memory = 08

RZNzL_OPC_BGW_V1.0.0 Debug [Renesas GDB Hardware Debugging] [pid: 18]

IEREIEE =R =

: 0x00103b82 : © ons @ PMU B o
1 || Writable Smart Insert 82:1:3488 L
Fig.4-18 Break at main()
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4.4 BACnet/ OPC UA Gateway 1@B{E R
- UaExpert M3 6 EIF

Windows D X4 —+ 1 #%BILNT UaExpert 24 Y v LET,

B UaEspert
B HANGELOG

‘ Libxml2_License

i OpenS5L License

‘ Qt_License

ﬂ QWT_License

B reapme

B8 UnifiedAutomation Software Licens...

Website

Fig.4-19 Launch UaExpert

- OPC UA H—/\—DiEhn
UaExpert AE2EIL =5, Y—IN—D®EH ) v LET,

Advanced % 7 ® Endpoint Url [Z” opc.tcp://192.168.10.100:4840” % % E L. Anonymous % &R L &
9, "Connect Automatically” [TF v ZANT, RRIZOKZEV U VI LET,

U.«;‘!T!f's X Sie mo

Project B X Data Access View
v [ Project
B Servers
~ [A Documents
3 Dots Access| Bl Add Server 7 ¢

GConfiguration Mame [B-Gil |

Address Space

PRI Store Default -

Username Store

Connect Autematically

Fig.4-20 UaExpert Add server
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OPCUAH—/N\—TF 1h b B-GW AR S & Project v« > KoM B-GW A SN L& RT 7
A AV ERKRREINFET, Address Space 7 1 > Ko ® Object Y I) —IZFKR & L= BACnet-Client-Mapping
XFB-GWDA Ty bTY, £f=. TDTIZ BACnet-Server-Mapping EWLZNS5A TPy AN, B-
GWI[ZEMN>TWSBACNet TN RADFA TP H b/ —FRIZFOERLET,

. Unified Automation UaExpert - The
File View Server Document 5S¢

DeBBERQ +

Project

v [ Project

. I.
v [0 Dorments

A Data Access View

Address Space
#4  Mo Highlight

Fig.4-21 UaExpert OPC UA server connection

4.4.1 TimeSynchronization * v K
TimeSynchronization A Vv Kl B-GW IZx L T UTC %I ZRE LET . HERZIEB-GWREBTE A

A

LREAVTIZRBENET, B LI UTC BZIZO—AILEZIICHIER. BACnet y—/\—#3~0—hH )L
JO—RFRX v X FTERELET,
Address Space 714 > Fo®

Root>0Objects>BACnet-Client-Mapping>OBJECT _INTERNETWORKTYPE>TimeSynchronization %%
Jys L, Cal..ZBRIVVYYILFET,

Address Space 5 X
4 Mo Highlight -
I Root

~ |2 Objects

[<a=] BACnet-cnent-Mapping >
@ ADD_OBJECT_TREE
% OBJECT DEVICE
¥ OBJECT_INTERNETWORKTYPE

Y GetDeviceldList
% MetworkScan

@ TanslateBALnetld: ## Rebrowse
& Object_Anang_Input_
% Object_Analog_Input_

% Object_Analog_Value 0

Fig.4-22 UaExpert OPC UA TimeSynchronization Method call(1)
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RNENDFTAT7OJICUTCHZIEREL., Calzv vy LET,

UTC BFZIIFA—AILEZIIC R A LY —UBEZMIEL TS =&, fl& LT TOKYO JAPAN DH&EIF
A—AILEZN G R ZBE L-ERA UTCKZITY,

. Call TimeSynchrenization on OBJECT_INTERNETWORKTYPE ?

Hame Value

DataType Description

Time < 20253-07-14T02815[I0E (3| UtcTime__>

GClose

Fig.4-23 UaExpert OPC UA TimeSynchronization Method call(2)

AV RHAEERTT L EZHAELTClose 29Uy Y LET,

. Call TimeSynchronization on OBJECT_INTERNETWORKTYPE

Mame Value DataType Description

Time [2023-07-24T0g28 150002 [2]] UtcTime

[ Gl g1 Glse [ D

Fig.4-24 UaExpert OPC UA TimeSynchronization Method call(3)

R D wireshark A (X EEED A Vv K CallRequest & CallResResponse #x L TWLWET,

28:15. 000000000 T (HREH)

O 7 wreshal A= 2oh 1VUSIS1peapre.

Packets: 31281  Diplayec 11608 (47790

Praie Detanlt

Fig.4-25 UaExpert OPC UA TimeSynchronization Method call(4)
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442 NetworkScan *Yw K

NetworkScan » Vv FIEZB-GW DET 31y F T —VIZEHET MDD TNA RIZTDWTIPFZ KLRET
NARAVRBEVARABEEZMHBLET,

Address Space 7 1 > KO ®D

Root>0Objects>BACnet-Client-Mapping>OBJECT_INTERNETWORKTYPE>NetworkScan &% ') v ¥
L. Cal..Zz8RIV VI LFET,

Address Space H X
43 Mo Highlight

I Root
v I Objects
v | BACnet-Client-Mapping
& ADD_OBJECT_TREE
e OBJECT_DEVICE
v ke OBJECT_INTERNETWORKTYPE
v GetDeviceldList

£
s

JJ
W TranslateB-

% Object_Analog_nput_0

Fig.4-26 UaExpert OPC UA NetworkScan Method call(1)

RERENBEAT7OTICREEZRELET,
* Wait TimelnSeconds : D F/NA ANESD FAM SEE R EHEMTERELET,

- ApplyRange : BT/ \M ROREREFEZBEDIG/EDNOIZLET,
EBNDGZEIEETINA XA VR U REE 0~ 4194303 R LF T,
- DeviceRangeLow : RREFAZHANC LGS, HET N RORPM VREVABESER
ELET,
- DeviceRangeHigh : RREEZHMCLIZHE. ERTNA ADRRKA VA FVRABEEE
ELET,
LEERFER. CaAlEI U VI LETS,
. Call NetworkScan on OBJECT_INTERNETWORKTYPE ? X
Name DataType Description
Wait TimehSeconds Ulnt32
ApplyRange Boolean
DeviceRangeLow Ulnt32
DeviceRaneeHigh Ulnt32
Name Value DataType Description
DeviceAddressBindines . | BaseDataType
MaxAPDULenethccepted I | [ Ukta?
SegmentationSupported I:I . BACnetSegmentation
‘Vendorldentifier I:I Ulnt 16
‘ Close
Fig.4-27 UaExpert OPC UA NetworkScan Method call(2)
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AYy RNEERT T S & E/EE L T Output Arguments 0 DeviceAddressBindings = &2 1) w9 LE
9, HITIEB-SS #H L., EHET/NM X IP:192.168.10.101, TNA RAA VAAVAEE :100%RL T
WET,

. Call NetworkScan on OBJECT_INTERMETWORKTYPE ? X

Name

Value DataType H vale %
Wait TimelSeconds Ulnt32
ApplyRanee Boolean Mame Value 0

DeviceRangeLan P e v Ulnt32 Array[5100]
DeviceRanzeHigh UTnta2 [0 192

s [11 168
Name Value DataType Description [2] 10
DeviceAddressBindines (0000000000000 (. JBaseDataTope @0

MaxAPDULenethfccepted [lick ! to display value Unt32 [4 100
SeamentationSupparted  flick ' o display value BAChetSezmentation [5] 0O

VendorTdentifisr Jick " to display valus ULt 18 [l 0
: _ m o
Swemkd [ o

v

Fig.4-28 UaExpert OPC UA NetworkScan Method call(3)

K@D wireshark A (X EEED A Y v K CallRequest & CallResResponse Rk L TULVET,

& -#xobn [m] x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m @ RE Res=2Fi3 Eaaqaan
(1 [opeua or bacnet -]+
Ho. Time Source Destination Protocol Length  Tnfo ~
37166 18:59:21.989327 192.168.10.160  192.168.18.20 Opclia 128 UA Secure Conversation Message: ReadResponse
| 37170 18:59:26.879916 192.168.10.20 192.163.10.100 opcua 164 UA Secure Conversation Message: CallRequest
i 37171 18:59:26.681955 192.168.16.108  192.168.18.255 BACnet-APDU 68 Unconirmed-REQ who-Is & 268
! 37172 18:59:26.082203 192.168.10.101  192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,100
37174 18:50:26.994321 192.168.10.20 102.168.10.100 OpcUa 162 UA Secure Conversation Message: ReadRequest
37195 18:59:27.889932 192.168.10.168  192.168.18.20 OpcUa 98 UA Secure Conversation Message: CallResponse v
< >
Frame 37178: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits) on inter| 74 98 50 10 ¥ ed 7c c2 c6 Lc Ga fe 05 0@ 45 0
Ethernet II, Src: TP-Link_lc:9a:fe (7c:c2icG:lc:8a:fe), Dst: RenesasE_18:¥3:ed (74: 12 00 96 7a dc 40 00 86 06 00 00 O a8 @a 14 o a8
Internet Protocol Version 4, Src: 192.168.18.28, Dst: 192.168.18.100 20 @a 64 £d 1 12 8 98 de db @d 00 82 3e 33 50 18
Tt Gl provacn s pores s, o pores dat, sk 775, s 2| () S S ME N T Fur e
S0 B B2 @4 B1 B0 ae 43 fb 7 cd @4 a6 79 @c d@ 3d
Message Type: MSG 52 @3 51 35 d3 2d ce 86 7c 87 15 be d9 81 d6 4F BF
Chunk Type: F 70 @9 e7 B8 BB 88 £f £f £f Ff 10 27 00 60 00 00 00
Message Size: 110 50 @1 @9 @6 88 62 62 00 71 8e 01 0@ @1 62 6F 1b 84
SecureChannelld: 1 @0 e 90 67 61 00 00 06 ©1 O1 07 90 60 90 09 67
Security Token Id: 1 ae <8 ee ee ee
Security Sequence Number: 139
Security RequestId: 133
~ OpcUa Service @ Encodeable Object
Typeld : Expandediodeld
v CallRequest
RequestHeader: RequestHeader
~ MethodsToCall: Array of CallMethodRequest
Arraysize: 1
v [@]: CallMethodRequest
~ ObjectId: Nodeld
. 801 = EncodingMask: Numeric of arbitrary lengtn (ex2
Namespace Index: 2
Identifier Numeric: 182601
~ MethodId: Nodeld
. BBB1 = EncodingMask: Four byte encoded Numeric (@xl
Namespace Index: 2
Identifier Mumeric: 7823
~ InputArguments: Array of Variant
ArraySize: 4
v [B]: Variant
variant Type: UInt32 (@xe7)
UInt32: 1
v [1]: Variant
Variant Type: Boolean (@x@l)
Boolean: True
v [2]: variant
Variant Type: UInt32 (8x@7)
UInt32: @
~ [3]: Variant
variant Type: UINt32 (@xe7)
UInt32: 286
< >
@ 7 wireshark A~y b 11WUSE1 poapne Packets: 37243 - Displayed: 13505 (36 3%) Profile: Default

Fig.4-29 UaExpert OPC UA TimeSynchronization Method call(4)
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4.4.3 Write property * % v K
Write property # Vv RIEB-SS TN/ RA Tz Y bOTANRTAEEZEBLET,

Address Space 7 1 > K2 M Root>Objects>BACnet-Server-Mapping>Write property &2 ') w5 L.
Call...ZZERV Uy I LET,

fAddress Space -4
3 Mo Highlight -
12D Root

~ [ Objects

~ |2 BACnet-Client-Mapping
% ADD_OBJECT_TREE
&% OBJECT_DEVICE
% OBJECT_INTERNETWORKTYPE
&% Object_Analog_Input_0
& Object Analog_Input_1
@& Object_Analog_Value_0
&% Object_Analog_Value_1
e Object_Binary_Output_0
&% Object_Binary_Output_1
&% Object_Binary_Value_o
&% Object_Binary_Value_1
e Object Multi_State Value 0
&% Object_Multi_State_Value_1
& Positive_Interger_Value_0
o Positive_Interger_Value_1
~ ) BACnet-Server-Mapping
QBJECT TREE

= i pe
T readl pronerty + Rebrowse
& server <A

Fig.4-30 UaExpert OPC UA Write property Method call(1)

RRSNBFAT7OTICRERELET,

Table 4-1 Write property Method Input Arguments(1)

Input Arguments Property Object_Type
Analoglnput | AnalogValue | BinaryOutput | BinaryValue MultiStateValue PositivelntegerValue

DEVICE_ID 100
OBJECT_TYPE 0 2 4 5 19 48
OBJECT_INSTANCE Oor1 Oor1 Oor1or2or3 Oor1 Oor1 Oor1
PROPERTY_ID Present_Value 85 85 85 85 85 85
PRIORITY 1~16
TAG 4 4 9 9 2 2
OBJECT_VALUE 0.0~ 0.0~ Oor1 Oor1 1or2or3 0~4294967295

Table 4-2 Write property Method Input Arguments(2)

Input Arguments Property Object_Type
Device
DEVICE_ID 100
OBJECT_TYPE 8
OBJECT_INSTANCE 100
Apdu_Timeout 11

PROPERTY_ID

- Number_Of_ Apdu_Retries 73
PRIORITY 1~16
TAG 2
OBJECT_VALUE 1~ 0~
(Recommended value) (6000) 3)

RO1AN6963JJ0100 Rev.1.00 Page 50 of 77

2023.07.31 RENESAS



RZ/IN2L F)L—7 BACnet to OPC UA Gateway Sample Software

DEVICE_ID : B-SSDT/\f R/ Y RAB VU RAEESTY,

OBJECT_TYPE : A#1{E(X BACNETOSS\bacnet\bacenum.h [CEZESNI={ETT,
OBJECT_INSTANCE : &4 72z FDA VY REZVRAE ST,

PROPERTY_ID : AA{ElZ BACNETOSS\bacnet\bacenum.h [CEZRSNIZ{ETT,

PRIORITY : ##D YV 5472 FEATR—TONT A 2EZALEEDEXRETT, 16 ITRIEBEET.
1P REEEETY,

TAG : 7O/NF 4 {EDT—% T BACNETOSS\bacnet\bacenum.h IZE&E S NT-{ETT,
OBJECT VALUE : 7O/IT 4 ~DHRFEETT,

LTI TI& B-SS 7734 X 100, AnalogOutput,0 A 7S 4 k. Present_Value F7A/8F 1 . BEHE
16, T—% % Enumerated. FREfE Active(1)ZEERAATUVET,

B Call Write property on BACnet-Server-Mapping ? b4

Wirits property

Name Value DataType Description
device_id < 100 Ulnta2 device_id

OBJEGT TYPE 4 | i3z OBJEGT_TYPE
OBJEGT INSTANGE 0 Ulnta2 OBJEGT IMSTAMGE

PROFERTY_ID 35 ! nt32 FROFERTYID
PRiority 16 i Ulnt32 priority

TAG q 4 .. | Load file.. | Strine TAG
OBJECT WALUE @ .. | Load file.. | Strine OBJEGT WALUE
Name Value DataType Description
BODLEAN VALUE Boolean  BOOLEAN VALUE
UMNSIG INT WaLUE | ‘ Ulnt32 UNSIG INT WALUE
INTEGER VALUE [ | nt3a INTEGER VALUE
REAL VALUE [ | Float REAL VALUE
DOUELE WALUE [ | Double  DOUBLE WALUE
QOTANTSTRING VALUE [ | [.] [Save as.. | ButeString Do e = 1 HaNG
CHAR STRING

GHAR STRING WALUE | | sByte TALUE
STRING WALUE [ ]l [saveas.| Stie STRING WALUE
ENUIM VALUE [ | 132 EMUM WALUE

C o D ovs

Fig.4-31 UaExpert OPC UA Write property Method call(2)
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RDOEHYIEFHT & Output Arguments #HEZE L ET S
Readback fEMN R EE &R L T—4 & Enumerated M. Active(1)Z&RL TLVET,

B Call Write property on BACnet-Server-Mapping ? *

Write property

BOOLEAN WALUE
UMSIG INT WALLUE

Boolean BOOLEAN WALUE

| Ulnt22 UMSIG INT WALLUE

Name Value DataType Description
device_id |1[|[| | Unt32 device_id
OBJECT TYPE [4 | T3z OBJECT TYPE
OB JECT INSTANGE [0 | uints2 OB JEGTINSTANGE
PROPERTY.ID [s8 | a2 PROPERTYID
PRior ity [18 | umtz2  priority
TAG ] Laad file_ | String TAG
OB.JECT WALUE [ ]2 [Leadfile. | String OB.JECT WALUE
Name Value DataType Description

|

|

|

|

INTEGER: waLUE | Tesz INTEGER WaALUE
REAL WALLE | Fioat REAL WALLIE
DOUBLE WALUE | Double  DOUBLE VALUE
OCTANT STRING VALUE [ | Save az. | ByteString o1 jp 1 o1 ANG
CHAR STRIMG
GHAR STRING VALUE | | sByte  GRATE
STRING WALLUE ] Save as_ | String STRING WALUE
ENUM WALUE Q) | 13z ENUM WALUE
Succeeded

Oise

Fig.4-32 UaExpert OPC UA Write property Method call(3)
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R @D wireshark A (X EEED A Y v K CallRequest & CallResResponse = L TLVET,

- PIRY — u] X
Eile Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help
e RE Rea=2=ZF &= aQqaH
|‘ |opcua or bacnet '} +
No. Time Source Destination Protocol Length  Info "
45413 28:44:44 326707 192.168.10.28 192.168.10.100 OpcUa 162 UA Secure Conversation Message: ReadRequest
45414 28:44:44 328663 192.168.10.188 192.168.18.28 OpcUa 128 UA Secure Conversation Message: ReadResponse
45418 28:44:48.652223 192.168.10.28 192.168.18.188 OpcUa 198 UA Secure Conversation Message: CallRequest
1 45419 28:44:48.712625 192.168.10.18@ 192.168.1@.255 BACnet-APDU 68 Unconfirmed-REQ who-Is
! 45426 20:44:48.712977 192.168.19.161 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,108
! 45421 28:44:45.713358 192.168.10.180 192.168.1@.255 BACnet-APDU 68 Unconfirmed-REQ who-Has binary-output,@
! 45423 28:44:48.723146 192.168.19.161 192.168.18.255 BACnet-APDU 71 Unconfirmed-REQ i-Have device,108 binary-output,®
45424 29:44:48.745894 192.168.10.180 192.168.18.20 OpcUa 143 UA Secure Conversation Message: CallResponse v
< >
Security RequestId: 1458 - 74 98 5@ 18 9 ed 7c c2 cB 1c 9a fe 83 88 45 @@ t-P | E
v OpcUa Service : Encodeable Object @6 bs 85 @3 48 60 56 B6 OB B0 B a8 Ba 14 b as ®
Typeld : Expandediodeld Ba 64 fd cl 12 €8 98 el @e 1b 68 @4 17 6a 50 18 P
v CailRequest @4 8@ 06 73 BB 8@ 4d 53 47 46 U8 @0 B0 08 @1 6O s -MS GF
@9 2@ Bf 20 22 B2 as B> 00 B2 aa @5 99 60 el ee
RequestHeader: ReguestHeader c8 82 94 @1 B8 a= 43 fb 7 cd B4 a6 79 8c dB 3d C yoo=
“ MethodsToCall: Array of CallMethodRequest @3 51 35 d3 2d 75 4e 88 48 24 be d9 O1 &7 54 BF  -QS.-uN. @F.. T
ArraySize: 1 @@ =7 B2 @8 2@ ff ff £f +Ff 10 27 @0 00 00 @0 20 '
w [@]: CallMethodRequest @1 22 8@ @@ @1 82 d5 27 @3 81 8@ @c 8@ 8@ @3 57 ' W
v ObjectId: Nodeld 72 69 74 65 28 7@ 72 6F 78 65 72 74 79 ©7 @8 88 rite pro perty
ve.. BBB1 = EncodingMask: Four byte encoded Numeric (8xl1) 86 07 64 00 00 80 06 04 00 00 B0 07 0O 60 0O 00 d
Namespace Index: 2 @6 55 0@ @0 62 ©7 10 @2 @0 0@ Oc el oe 88 ef 39 U 9
A . @c @1 @@ @b eg 31 1
Identifier Numeric: 18281
~ MethodId: Nodeld
8811 = EncodingMask: String (8x3)
Namespace Index: 1
Identifier String: Write property
w InputArguments: Array of Variant
ArraySize: 7
v [8]: Variant
Variant Type: UInt32 (@xe7)
UInt32: 1es
~ [1]: variant
Wariant Type: Int32 (8x88)
Int32: 4
w [2]: Variant
Variant Type: UInt32 (@xa@7)
UInt32: @
w [3]: Variant
Variant Type: Int32 (8x86)
Int32: 85
v [4]: Variant
Variant Type: UInt32 (@xe7)
uInt32: 16
~ [5]: variant
Variant Type: String (@xec)
String: 9
~ [B]: Variant
Variant Type: String (@wec)
String: 1 )
<
O ¥ wireshark_{ —#a b 11UBI8 1 peapng Packets: 46042 - Displayed: 15305 {35.4%) Prafile: Default

Fig.4-33 UaExpert OPC UA Write property Method call(4)
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4.4.4 Read property * Vv K

Read property * ¥V v RI[ZB-SSTN\A RA Tz H b TONRT1EZE

Address Space V14 > Fo®M

GHHLET,

aJL

Root>0bjects>BACnet-Server-Mapping>Read property 842 1) v - L. Cal..#&RV Vv oI LET,

Address Space
+ Mo Highlieht

I Root
v I Objects

~ | BACnet-Client-Mapping
v ADD_OBJECT_TREE
e OBJECT_DEVICE
% OBJECT_INTERNETWORKTYPE
@ Object_Analog_Input_0
@ Object_Analog_Input_1
&% Object_Analog_Value_0
@ Object_Analog_Value_1
&% Object_Binary_Output_0
@ Object_Binary_Cutput_1
&% Object_Binary_Value_0
& Object_Binary_Value_1
&% Object_Multi_State_Value_0
&% Object_Multi_State_Value_1
@ Positive_Interger_Value_0
@ Positive_Interger_Value_1

v | BACnet-Server-Mapping

@ READ OBJECT_TREE

o L by
@ read property
o Server
I Types
= iswe

Fig.4-34 UaExpert OPC UA Read property Method call(1)

RRSNBFAT7OTICRERELET,

Table 4-3 Reaed property Method Input Arguments(1)

Input Arguments Property Object_Type
Analoglnput | AnalogValue | BinaryOutput | BinaryValue MultiStateValue PositivelntegerValue
DEVICE_ID 100
OBJECT_TYPE 0 2 4 5 19 48
OBJECT_INSTANCE Oor1 Oor1 Oor1or2or3 Oor1 Oor1 Oor1
PROPERTY_ID Present_Value 85 85 85 85 85 85
Table 4-4 Reaed property Method Input Arguments(2)
Input Arguments Property Object_Type
Device
DEVICE_ID 100
OBJECT_TYPE 8
OBJECT_INSTANCE 100
Apdu_Timeout 11
PROPERTY_ID
- Number_Of_Apdu_Retries 73

DEVICE ID : B-SSDT/INA AL VARV ABETY,
OBJECT_TYPE : A AfEl&X BACNETOSS\bacnet\bacenum.h [CEZSNI=ETT,
OBJECT_INSTANCE : &4 72z FDA VY REZVRABE ST,
PROPERTY_ID : AA{El& BACNETOSS\bacnet\bacenum.h [CEZSNI={ETT,
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LIF DI TIX B-SS

L\i—d—o

—

T/

A4 X 100. Analoglnput,0 A7

s

v I

4 k. Present Value 7O/8T 4 ZHAHAHLT

read property

Name

DEVISEID
OBJECT_TYPE
OBJECT_INSTANCE
PROPERTY I

Name
BOOLEAMN WALUE

UNSIG INT WALUE

B Call read property on BACnet-Server-Mapping

Value

DataType

0
1]
a5

AN

Value

Int32
Ulnt32
Int32

DataType
Boolean

Description
DEVIGE_ID

OBJEGT TYPE
OBJEGT IMNSTAMGE
PROPERTY ID

Description
BOOLEAN WALUE

UNSIG INT WALUE

INTEGER VALUE [ INTEGER VALUE
REAL WALUE ] Fleat REAL WALUE
DOUBLE WALUE [ ] auble DOUBLE WALUE
OCTANTSTRING VALUE [ | Save as.. | ByteString 3 Gp 1 01 HHG
CHAR STRING
STRING WALUE [ ] [Saveas..| Strine STRING VALUE
ENUM WALUE [ 7 ENUM VALUE
obj WALUE [ R obj WALUE
& D okse

Fig.4-35 UaExpert OPC UA Read property Method call(2)

KD EHYIEFEHRT E Output Arguments ZHEELE T,

Readback {EAVEREE & @ L7 —4 & REAL_VALUE(float)®.

=%
Srm

AJL

AHLIEZRLTWET,

. Call read property on BACnet-Server-Mapping

read_property

Hame

DEVISE ID
OBJECT_TYPE
OBJECT INSTAMNGE
FPROPERTY ID

Name
BOOLEAN WALUE

LIMSIG INT WVALUE
INTEGER. WALLUE
REAL WALLE
DOUBLE WALUE

OCTANTSTRING VALUE [ |

GHAR STRING WALUE

STRING WALLUE
EMNLIM WALLE
obj WALLE

Succeeded

Value

Value

DataType Description

iz

DEVIGE ID
OBJECT_TYPE
OBJECT INSTANGE
FROPERTY ID

DataType Description

Boolean

551317

| Float

Save as..

ByteString

l:l . Save as..

Glick . to display value

String

.| Int32

BOOLEAN WALUE
LINSTE INT WALLE

INTEGER WALUE
REAL WALUE
DOUBLE WALUE
OCTANT STRING
WALUE

GHAR STRING
WALUE

STRING WALLUE
ENUM VALUE
obj VALUE

=

Fig.4-36 UaExpert OPC UA Read property Method call(3)
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R @D wireshark A (X EEED A Y v K CallRequest & CallResResponse = L TLVET,

& r1-4Fyhn - m} x
Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
@ RE ] &= 1z =qaqamn
] |Upcua or bacnet '] +
Na Time Source Destination Protacal Length  Info A
|- 14938 11:44:47.283842 192.168.18.20 192.168.10.160 Opcla 188 UA Secure Conversation Message: CallRegquest
' 14939 11:44:47.285916 192.168.10.108 192.168.10.255 BACnet-APDU 6@ Unconfirmed-REQ who-Is
! 14948 11:44:47.286168 192.168.10.101 192.168.10.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,10@
! 14941 11:44:47.286188 192.168.10.108 192.168.10.255 BACnet-APDU 6@ Unconfirmed-REQ who-Has analog-input,@
| 14942 11:44:47.288099 192.168.10.10@ 192.168.1@.20 Opcla 144 UA Secure Conversation Message: CallResponse
i 14943 11:44:47.296385 192.168.19.181 192.168.19.255 BACnet-APDU 98 Unconfirmed-REQ i-Have device,18@ analog-input,@
14947 11:44:50.868350 192.168.10.20 192.168.19.100 Opcla 162 UA Secure Conversation Message: ReadReguest
14948 11:44:50.878337 192.168.19.100 192.168.1@.20 Opcla 128 UA Secure Conversation Message: ReadResponse
14954 11:44:55.881987 192.168.18.20 192.168.1@.100 OpcUa 162 UA Secure Conversation Message: ReadReguest
14955 11:44:55.883854 192.168.18.168 192.168.1@.28 Opcla 128 UA Secure Conversation Message: ReadResponse @
aAncm 19.4C.na onancn ana 1ce 1a aa 1na 1co 1n 1an Aectin ED WA Crriinn e R LS =
< >
Frame 14942: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on inter 7c €2 €6 1lc 9a fe 74 98 5@ 18 F9 ed @8 @9 45 90 | t- P E
Ethernet II, Src: RenesasE_18:f9:ed (74:9@:58:1@:f9:ed), Dst: TP-Link_lc:9a:fe (7c: 86 82 84 c4 08 @8 ff 86 28 e3 B a8 Ba 64 cO ab d
Internet Protocol Version 4, Src: 192.168.18.188, Dst: 192.158.18.28 Ba 14 12 ed =6 d4 @2 82 2@ ee 7 ac 27 48 5@ 18 . ‘ep
Transmi?sinn Control Protocol, Src Port: 4848, Dst Port: 59892, Seq: 165584, Ack: 8 ;; S; :3 g; Sg gg ;: :3 ;; gg 3: Sg gg gg gi gg 8j--MS GFZ
v OpcUa Binary Protocol cb 82 78 91 d5 b al be d9 81 d8 4a BF 0O B0 0O p 3
Message Type: MSG 80 B @@ ff ff ff ff 6@ 0@ 0@ @1 0@ 0@ @0 00 0O
Chunk Type: F 8@ 8@ ff ff ff ff FF ff Ff Ff Ga €0 20 00 00 26
Message Sire: 9@ 8@ Ba 7@ 4a Bd 3f 0@ BB 0O BE ee 68 ff ff ff ff pl-2?
SecureChannelld: 2
Security Token Id: 7
Security Sequence MNumber: G66
Security RequestId: 666
~ OpcUa Service : Encodeable Object
Typeld ExpandedNodeId
v (CallResponse
ResponseHeader: ResponseHeader
“ Results: Array of CallMethodResult
ArraySize: 1
v [@]: CallMethodResult
StatusCode: @x00000000 [Good]
InputArgumentResults: Array of StatusCode
InputArgumentDiagnosticInfos: Array of DiagnosticInfo
v QutputArguments: Array of Variant
ArraySize: 1@
[@]: variant
[1]: Variant
[2]: Variant
~ [3]: Variant
Variant Type: Float (@x8a)
Float: @8.551917
[4]: Vvariant
[5]: Variant
[6]: Variant
[7]: Variant
[8]: Variant
[9]: Variant
DiagnosticInfos: Array of DiagnosticInfo
< >

O 7 wireshark A —Hw | 115MK 81 peapne

Packets: 15359 - Displayed: 4345 (322%)

Profile: Default

Fig.4-37 UaExpert OPC UA Read property Method call(4)
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445 ADD/READ_OBJECT_TREE * Vv k
ADD_OBJECT_TREE A Vv RIEB-SSTNA RADA TPy bV —FERKLET,

Read property A Vv FD&SITA Tz FTEDHEAHLTIEGLKEHA TV FE2—FEHEAHL
TEEHICHEERDZA TV bEYY—IZEMLET,

—ERAHLAROF TS Y b oA TEROESY T,

Analoglnput. BinaryOutput. MultiStateValue. AnalogValue. BinaryValue. PositivelntegerValue

- HIFRSEIR

ROAToxy) b4 TE—FERAE LOFRICEEFLEE A,
Device. AnalogOutput. Binarylnput

Address Space V1 > Fo®M

Root>Objects>BACnet-Client-Mapping>ADD_OBJECT _TREE #&#4 ) w4 L. Cal.. &RV ) v L
F7,

Address Space

2 Mo Highlight

I Root

v [ Objects
v I BACne

: “ ¥+ Reb [—
&% OBJECT DEVICE s+ FRebrowse

o OBJECT_INTERN ETW(

% Object_Analog_Input_0

Fig.4-38 UaExpert OPC UA ADD_OBJECT_TREE Method call(1)

RRSNBDFAT7OTICRERELET, &REICCallZV )y I LET,

[ Call ADD_OBJECT TREE on BACnet-Client-Mapping 7 *

ADD_OB.JEGT_TREE

Mame Value DataType Description

—

DEVIGE ID 100 | UInt32 DEVICE ID

orrser (1) | a2 OFFSET

FOLDEFR. NAMEqEﬁS’DE\ﬂGE’IUD 2 . Load file..  String FOLDER NAME
C DD v

Fig.4-39 UaExpert OPC UA ADD_OBJECT_TREE Method call(2)

DEVICE_ID : B-SSDT/N\A A VRBVABEETY, HITIZ100 B ELTLET,
OFFSET : B-GW REHARNDIETT , 1~255DHFHh5BIRLET, HITE1EZRELTHET,
FOLDER NAME : B-SS#A 7L x4 Y —DEFTY, HITIEB_SS DEVICE_ 100 £ LTWET,
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Address Space VA > Fo®M
Root>Objects>BACnet-Server-Mapping 5% ') w2 LT, Rebrowse 2 ) v 2 LEY,

Address Space & X
3 Mo Highlight -
I Root

v I Objects

~ () BACnet-Client-Mapping
% ADD_OBJECT_TREE
e OBJECT_DEVICE
v i OBJECT_INTERNETWORKTYPE
@ GetDeviceldList
W MetworkScan
% TimeSynchronization
% TranslateBACnetlds
@& Object Analog Input 0
% Object_Analog_Input_1
@& Object_Analog_Value_0
% Object_Analog_Value_1
@ Object_Binary_Output_0
@& Object Binary Output_1
% Object_Binary_Value_0
o Object_Binary_Value_1
&% Object Multi_State Value 0
% Object_Multi_State_Value_1

Fig.4-40 UaExpert OPC UA ADD_OBJECT_TREE Method call(3)

Address Space 71 > KO ®D
Root>Objects>BACnet-Server-Mapping # BT 5 L. BMLIzA TPz bV —HBRREFESINFET,

% READ OBJECT_TREE
W Write property
% read property

Fig.4-41 UaExpert OPC UA ADD_OBJECT_TREE Method call(4)

BimEht=47ozo bV —EREALET,

v 1) BACnet-Server-Mapping
~ [ B_SS_DEVICE_100

e OBJECT_DEVICE
e Object_Analog_Input_0
& Object_Analog_Input_1
&% Object_Analog_Value 0
&% Object_Analog_Value_1
&% Object_Binary_Output_0
@& Object Binary Qutput_1
@& Object_Binary_Qutput_2
& Object_Binary_Output_3
& Object_Binary_Value_0
& Object_Binary_Value_1
&% Object_ Multi_State_Value 0
&% Object_Multi_State_Value_1
@& Positive Interger Value 0
w Positive_Interger_Value_1

Fig.4-42 UaExpert OPC UA ADD_OBJECT_TREE Method call(5)
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ATz V) —DEF TP CEEBET S & Present Value / — FABFEELETNDT, 2D
Present_Value / — F % Data Access View 71 Y FJIC KRS w7 Ry T LET, BT
Object_Analog_Input 0 DHEEIL T, UBDOA TPV FOEBRZEBLTULWETHA, IRTOA TPz
7 F%EEBIL T Present Value # K5y 7> FFRkAayFLET, =L OBJECT DEVICE £ RitEchi-
Device # 7o x4 FERENELTLET,

Data Access View 7 1 > Ko ® Value #IZ&A4 T =Y D Present_Value MIHifENRTEINET,

Projest & x| Data Access View
~ 3 Project

#  Server Node Id Display Name Value Datatype Source Timestamp  Server Timestamp  Statuscode

~ [ Servers 1 B-GW MNS1|Numeric|51759 Present Value 0 Good
2y B-GW 2 B-GW NS1Numeric|51765 Present Value 0 Good
3 B-GW NS2INumeric|51771 Present Value 0 Good
~ A Documents 3 BQW NsaNumenclsizry Present Value o Good
. s Z|Numeric|51786 Present Value false o
B Data Access View [ B-GW NS2|Numeric|S1796 Present Value false Good
7 B-GW NS2INumeric|51806 Present Value false Good
Giciclies skoh ace) X8  B-GW NS2Numeric|51816 Present Value false Good
5 [No Hiehlight -] |9 B-GW HNE3|Numeric|51823 Present Value false Good
10 B-GW NS2INumeric|51830 Present Value false Good
& Object_Binary_Value_1 ~ B-GW MNS2|Numeric|51837 Present Value 0 Good
~ e = i -GW NS2|Numeric[51843 Present Value 0 2 Good
&% Object_Multi_State_Value 0, -GW MNS3|Numeric|51849 Present Value 0 Ulnt32  14:06:27.418 Good
& Object_Multi_State Value -GW NSzINumeric|51855 Present Walue O Ulnt3z 14:06:27.620 Good

&% Positive_Interger_Value_g#

~ I BACnet-Server-Mapping,

~ I B_SS_DEVICE_100E
% Status_Flags

@] Object_Analeg_Input_1
& Object_Analog_ Value_0
&% Object_Analog Value_1
&% Object_Binary_Output_0
& Object_Binany_Output_1
& Object_Binary_Output_2

| Object_Binary_Cutput_s
%) Object_Binary_Value_ 0
| Object_Binary_Value_1
&% Object_Multi_State_Value 0
% Object_Multi_State_Value_1
& Positive_Interger_Value_0
| Positive_Interger_Value_1
% READ OBJECT TREE
% Write property
@ read property

Fig.4-43 UaExpert OPC UA ADD_OBJECT_TREE Method call(6)

READ_OBJECT_TREE #Vw F# call LE T,

~ |2 BACnet-Server-Mapping

~ [ B_SS_DEVICE_100
&% OBJECT_DEVICE
&% Object_Analog_Input 0
e Object_Analog_Input_1
g Object_Analog_Value_0
& Object_Analog_Value_1
&% Object Binary Output 0
&% Object Binary Output_1
e Object_Binary_Output_2
i Object_Binary_Output_3
& Object_Binary_Value_0
&% Object Binary Value_1
&% Object_Multi_State_Value_0
e Object_Multi_State_Value_1
i Positive_Interger_Value_0
o e Interger_Value_1

v Write property ¥ Rebrowse
@ read property @
i Server

Fig.4-44 UaExpert OPC UA READ_OBJECT_TREE Method call(1)
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ROFAT7ATIC1ERELTCCalZEV )y LET, CDREIZKY B-GWRAETIEB-SS HTIC
ReadProperty 4 —E X EXRK #4TL) B-SS ' 5 DS EFERH Value MDEICRBENFET, ZD&LSIC
read_object_tree=1 % FE T READ OBJECT TREE # Vv K% Call § 3EIZENEHFRINETIT ., BHFMITE
BLTHEAET EFTVELEADT., HEAHLATICZZY READ OBJECT TREE #Yw K% Call LTK
LY,

B Call READ_OBJECT_TREE on BAChet-Server-Mapping ? X

READ OE.JECT_TREE

Hame Value DataType Description
P
read_object_tree(lW ) nt32 read_object_tree
C D oo

Fig.4-45 UaExpert OPC UA READ_OBJECT_TREE Method call(2)

B-SSA T Y FDHEAHEULHMNEERT LTH, S, DataAccess View ™7 4 > KoM Value I ZHERE L E
ERS

B Call READ_OBJECT_TREE on BAChet-Server-Mapping ? x

READ OBJEGT_TREE

MName Value DataType Description
read_object_tree |1 Int32 read_object_tres
Succeeded

Data Access View

*  Server Node Id Display Name Malue Datatype Source Timestamp Server Timestamp Statuscode
1 B-GW NS1|Numeric|31759 Present Value 0.543453 Float 1210:10.641 13:10:10.641 Good
2 B-GW NS51|Numeric|51765 Present Value 0 Float 12:57:30.642 12:57:30.642 Good
3 B-GW NS2INumeric|31771 Present Value 234,567 Float 12:58:50.643 12:58:50.643 Good
4 B-GW NS2INumeric|31777 Present Value 765.432 Float 12:58:50.645 12:58:50.645 Good
5 B-GW NS2INumeric|51786 Present Value true Boolean 12:5850.648 12:58:50.648 Good
6 B-GW NS52INumeric|51796 Present Value true Boolean 12:5&50.649 12:58:50.649 Good
7 B-GW MNS5ZINumeric|31806 Present Value true Boolean 12:5850.651 12:58:50.651 Good
B B-GW NS2|Mumeric|51816 Present Value true Boolean  12:58:50.653 12:58:50.653 Good
9 B-GW NSZINumeric|51823 Present Value true Boolean 13:07:40.655 13:07:40.655 Good
10 B-GW NS2|Mumeric|51830 Present Value true Boolean 1:07:40.657 13:07:40.657 Good
11 B-GW NS5Z|[Numeric|51837 Present Value 2 Ulnt32  12:5850.659 12:58:50.659 Good
12 B-GW NS2|Mumeric|51843 Present Value 3 Uint32 12:58:50.661 12:58:50.661 Good
13 B-GW NS2|Numeric|51849 Present Value 100 Ulnt3z  13:07:40.763 13:07:40.763 Good
c 14 B-GW NSZINumeric|51855 Present Value 200 Ulnt32  13:07:40.965 13:07:40.965 Good

Fig.4-46 UaExpert OPC UA READ_OBJECT_TREE Method call(3)
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45 B-GWHR—F 1#TOENERER

B-SS R— FZ&#HEfGE LB MEE D OPC UAH —N\—BEERFREHRALFT . EILFFIERX 43.1(1)E
[CEEBELTLFEITDODTSEIFEZ S,

EIL K&ITXZEWIZ 4.4.1 ED TimeSynchronization * Vv KZETLTLEELY,

AREB-SSHLFHAHTEREE L VY ANEZ B-GW RE TRLUMICER LT, B-GW®D
Analoglnput,0 A 7<% b® PresentValue / — Fh LiRAHT ZENTEET,

ROED EFH Y. Address Space V1 > KD

Root>0Objects>BACnet-Client-Mapping>Object_Analog_Input_0>Present_Value / — K % Data Access
View o 4 Y R RSy 7R Ay 795 & Value HDEAELELET, BIEIEREEL YRS
BhHHE T 0.0[m/sec]~7.23[m/sec]DEF TEILF R YR LET,

Project 5 X Data Access VYiew
v [ Project & Server Mode Id Display Name Walue Datatype Source Timestamp Server Timestamp  Statuscode
~ [ Servers B-GW NS1INumeric|51764 Present Yalue 0981186 Float 14:25:19.287 14:25:19.287 Good

B-GW NS1INumeric|51770 Present Yalue 0O Float 1331:59.336 13:31:59.336 Good
B-GW NS2[Numeric|51779 Present Value true Boolean  14:21:09.461 14:21:09.461 Good
B-GW NS2[Numeric|51789 Present Value true Boolean  14:21:09.462 14:21:09.462 Good

2y B-GW

~ [ Documents

[=] R AT PR
m
e

[ Data Access View NS2IMumeric|51799 Present Value true Boolean  14:21:09.464 14:21:09.464 Good
B-GW NS2[Numeric|51809 Present Value true Boolean  14:21:09.466 14:21:09.466 Good
Add 5 8 x B-GW NS2[Numeric|51816 Present Yalue 1 Ulnt32 14:21:09.468 14:21:09.468 Good
[E5S EPEED B-GW _NS2INymeric|51822 Present Yalue 1 Lot 14,21;00,470 14:21,00,470 Good
£ | Mo Highlight - B-GW _NS1INumericl51645 Present Yalue 1.435944 Float 1458:23.014 145823014 Good |
3 Root ~
v ) Objects

~ |2} BACnet-Client-Mapping
% ADD OBJECT_TREE
&% OBJECT_DEVICE
&% OBJECT_INTERNETWORKTYPE
v @& Object Analog Input 0
@ Object_ldentifier
¥ DU hRRRACE
G Present_Value
@ Status Flags

Fig.4-47 B-SS pseudo input value reading
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5. Appendix

5.1 open62541 77 1 JLERK

AYUTILY T FDOPCUARZ YDA —T ) —ADM open62541 R L TLVET, Open62541 %
freeRTOS + LwWIP DIRIBETRITT 571, TiC Link %&£ TI& CMake %1# > T open62541.c & open62541.h
EERTAAENERINATEY., RYUTILYITLFTHEIDOFEERAVLTVET,

Building open62541 — open62541 1.3.0-dirty documentation

AETIE., Windows10 IR1E T open62541 § &K U BACnet 53R E T /L % e2studio TEITT 566D T 7 4
IWELTERTAFIBICOWTEHRBALET, 22 TlE, WSL2 AEFTAIEEA Window10 /N\—< 3 > 1903 LKL
%&(OS Build 19044.2965) AL TLVE T,

5.1.1 Linux I8

CMake #3179 51=HD Linux IRIEEHEL F T, KETIE, TR LNk ER—I%FSE(C WSL2 ZEH
L T Linux (Ubuntu 18.04) 4 R b—JL L1=IR1E T CMake #E{TLE T,

(B%&) LLBID/NN—23 0D WSL DFF A > R F—JLFIE | Microsoft Learn

1) PowerShell % [EE&E & L TETILET . PowerShell &K L. BV VI TEEELLTE
TEERLET,

2) ®RODaAI2 EHEAAL Linux A Windows 4 TR T LEZHMIZLET,

dism.exe /online /enable-feature /featurename:Microsoft-Windows-Subsystem-Linux /all
/norestart

¥ Z312:E: Windows PowerShell - O X

ully.
fonline /enable-feature /featurename:VirtualMachinePlatform /all /norestart

and Management tool
Version: 18.0.19041.

Image Version: 10.0.19044.2965

Fig.5-1 Microsoft-Windows-Subsystem-Linux

3) ROARVKREANLEERTLY T3y b7+ —LBEEZEMILET,

dism.exe /online /enable-feature /featurename:VirtualMachinePlatform /all /norestart

N BIEE: Windows PowerShell - O >

The operation completed si fully.
PS C:\WINDOWS\system32 e fonline /enable-feature /featurename:VirtualMachinePlatform fall /norestart

Deployment Image Servicing and Management tool
Version: 10.0.19%041.844

Image Version: 10.0.19644.2965

Fig.5-2 VirtualMachinePlatform
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4) PCEBEEIL. WSLOA VX h—ILERT LET,

5) TitkY x64 YL VA WSL2Linux A—RILEHITOATS L NNy Fr—2% 89 00—-KLTET
LET,

x64 ¥ VA WSL2 Linux A—RILEHIOTS L Ny Fr—2

8 Windows Subsystem for Linux Update Setup - X

Completed the Windows Subsystem for Linux
Update Setup Wizard

E Click the Finish button to exit the Setup Wizard.

Fig.5-3 wsl_update_x64.msi

6) Fiav U FZETL, WSL2 ZBEEDN—P 3V ELTEHRELET,
wsl --set-default-version 2

7) Linux T4 RAMJEa—2a3rzadooA—RLET, SITEHUTFELY. Ubuntu 18.04 25 ™
:/D—Pbi'a—o

Ubuntu 18.04
8) A A—KRLEIZ7Z7ANLEECIANLFICEHL, Tiav Y FEETLET,

Add-AppxPackage . \Ubuntu_1804.2019.522.0_x64.appx
9) Ubuntu_1804.2019.522.0_x64.appx X TN ) v LTA VR —ILLET,

- o X
g > = M? e
gbu:tu 1% 04 LTS Z1YA-)LLETD q)1
icrosoft Store 7'

R1T7T: 23596F84-C3EA-4CD8-A7DF-550DCE37BCDO L ﬂ
J{-32: 1804.2019.522.0

SRCOTATh V- RERFTS

BENCELBER
(0}

Fig.5-4 Ubuntu Install

10) Linux D1—HEZ ENRRT—KERELET,
(5%&) WSL BARIRIEZF 9 5 | Microsoft Learn

ername does not need to match your Windows username.

Fig.5-5 UNIX username
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512 CMake 1 X k—)L
11) FEE Linuxav > FEEFTLET,
sudo apt-get update

InRele.
hi c hioni InRele
/ InRele

curity.ubuntu. com/
ubuntu. com/ubuntu bionic

ubuntu.
-ubuntu.

ubuntu bionic-updates
buntu bic /
bionic-update e i 6 g
bionic-updates/ i slation-en [187 kB]
bionic-update amd64 P [1914 kB]
bionic-updates
bi

Fig.5-6 apt-get update

12) Fieav Y REETLET,
sudo apt-get install git build-essential gcc pkg-config cmake python

udo apt-get install git buil tial gec pkg-config cmake python
Done

g . Done
e following g automatically installed and is no longer requ
Libfreetype6

*sudo apt aut

mmon binutil: i nu c cpp cpp-7 dpk
—per] libalgorithm perl libalgorithm-merg,
Libbinutils 1i n 1ibc6 libc6-dev libcel-0 libcilkrtsS libdpkg-perl libfal
libg v libgccl libgompl libi ibi i i Libmpc3 libmpx2 libpyt
0 libquadnath® librhash® libssll.1 libstdc++-7-dev libs
v python-minimal python2.7 python2.7-minimal

g++-nultilib g++-7-nultilib g
Libstdc++6-7 -multilib autoconf automake libtool flex bison gdb gec-doc gec-7-multilib libgccl-dbg
libgompl-dbg libitml-dbg 1i g libasand-dbg 0-dbg san@-dbg libubsan@-dbg libcilkrtss-dbg

ibmpx2-dbg 1ibquadmat n | gi 0 nit gi git-el git-email git-gui gitk
b support

The following NEW packag

binutils binutils-common binutil

BATTEEEMN TS OK Z:&IRLET,

Configuring

There are services installed on your systen which need to be restarted when certain librories, such os Libpan, Libc, and 1ibssl, are upgraded.
Since these restarts nay cause interruptions of service for the systen, you will normally be prompted on cach upgrade for the 1ist of services
Jou wish to restart. Vou can choose this option to avoid being prosplad; instead, all necessary restarts will be done for you sutcaaticelly 1o
Yo con avodd being ssked auestions on each library upgrade

Restart services during packoge upgrades without asking?

<Yes> o=

Fig.5-8 restart
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13) Fita~v Y FEEFNFNEFTLET,

sudo apt-get install cmake-curses-gui # Needed for CMAKE GUI
sudo apt-get install libmbedtls-dev # For encryption

sudo apt-get install liburcu-dev # For multithreading

sudo apt-get install check # For unit tests

sudo apt-get install python-sphinx graphviz # For doc generation

sudo apt-get install python-sphinx-rtd-theme # For doc's style

8.04ubuntul.11) ...

ovide /usr/bin/c++ (c++) in auto mode

Fig.5-9 install

5.1.3 Open62541 7 7 1 JLERK
14) open62541 ZEED 7+ LA/ O—2FERKLET,

git clone https://github.com/open62541/open62541.qit

it clone http
541°.
Enumerat

Fig.5-10 git clone

15) lopen61541 T4 L2 LU IZEE L. Gitsubmodule THEMNI I v k/\—2 3 (2 2Tl
v1.3.4-564-gb7e5e49f3) =SB L £ 9,

cd open62541/

git log -1

git checkout b7e5e49f32d00490be74c2eacef892c7fbd0be60
git submodule init

git submodule update
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Date:  Fri Jul 14 12

erimental
u make in this
ut.

. Example:

gistered for path 'dep

4d*

y.github. com>

Fig.5-11 git submodule

16) File Explorer 1 5 Linux 7 # LA #FE £ 9, /home/(username)/open62541 74 Lo k1) I
CMakelists.txt B85 EEZREELET, Y2 TILY T RIZFHEAD patch_open62541.zip Z fi2&
TEHERONBDITRADDNYFIF7AILEIIICAE—LET,

include-bacnet-xmls.patch
CMakelLists.txt.patch
Opc.Ua.NodeSet2.Reduced.xml.patch

datatypes_dataaccess.txt.patch

v (} Linux Name

v _ Ubuntu-18.04 _| datatypes_dataaccess.txt.patch- Zone.ldentifier

_| include-bacnet-xmis.patch-Zone.ldentifier

oin _| OpcUa.NodeSet2.Reduced.xml.patch+ Zone.ldentifier
boot _| CODE_OF_CONDUCT.md
dev ~| CONTRIBUTING.md
etc ] FEATURES.md
v home _| ISSUE_TEMPLATE.md
v sV —,

% CMakelLists.txt.patch
2 datatypes_dataaccess.txt.patch

v open62541

.azure-pipelines
2 include-bacnet-xmis.patch

jz::hub £ OpcUaNodeSet2 Reduced.xml.patch
_| appveyoryml
areh _| azure-pipelines.yml
debian ) CMakeLists.txt
deps &) copcheck-suppressions.bit @

Fig.5-12 Copy patch files

17) lopen62541 74 LY b)) TTFiE Patchav > FEETLET,
patch -p1 < include-bacnet-xmls.patch
patch -p1 < CMakeLists.txt.patch
patch -p1 < Opc.Ua.NodeSet2.Reduced.xml.patch
patch -p1 < datatypes_dataaccess.txt.patch
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patching fi
patching file
patching fi
patching fi
patching file

patching f
Hunk #1

Fig.5-13 patch command

18) cmake AT =¥ FDIREMLEFIBICHRWNT A TS ) ZEa /1)L LET, lopen62541/build
T4LY FJZEERL. cmake .. ZE1TLFET, (Failed TG HEHIHY FITHREEDHY FEA)

mkdir build && cd build

cmake ..

-- works

mpile
") found components: Interpreter

Success

- Success

Fig.5-14 cmake

19) FTi2a <> K£Z%E1TL ccmake MR TE Window ZEB LT,
ccmake ..

20) TEEDBYHEZZEE L. [c] to configure #3E 1T . [q] to quit without generating TEAL £9,
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[2] 55000353 @REL-0063060: ~/test6/open62541/build

BUILD SHARED L1BS: Enable buiding 0 shard libraries (dll/so
) ent T d d

Fig.5-15 ccmake

21) FiEEa<¥ > FTmake LET, make BRIEIS—KTLFETH. BEHY FEA,

make -j

Fig.5-16 make

22) 'make -’ MET LfzH. FTRRIAVV FEFNRENETLET,
find ./ -type f -exec sed -i -e 's/fields\.unsigned\,/fields\.unsignedValue\,/q' {} \;
find ./ -type f -exec sed -i -e 's/fields\.boolean\;/fields\.booleanValue\;/q' {} \;
find ./ -type f -exec sed -i -e 's/fields\.enum\;/fields\.enumValue\;/g' {} \;
find ./ -type f -exec sed -i -e 's/fields\.enum)/fields\.enumValue)/g' {} \;
find ./ -type f -exec sed -i -e 's/fields\.boolean)/fields\.booleanValue)/q' {} \;
find ./ -type f -exec sed -i -e 's/fields\.unsigned)/fields\.unsignedValue)/g' {} \;
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find ./ -type f -exec sed -i -e 's/fields\.signed)/fields\.signedValue)/q' {} \;
find ./ -type f -exec sed -i -e 's/fenum\;,/enumValue\;/q' {} \;

find ./ -type f -exec sed -i -e 's/boolean\;/booleanValue\;/qg' {} \;

find ./ -type f -exec sed -i -e 's/unsigned\;/unsignedValue\;/q' {} \;

find ./ -type f -exec sed -i -e 's/signed\;/signedValue\,/q"' {} \;

Fig.5-17 substitution command

23) IsaA< > KT /lopen62541 T4 LY b1 E & U /src_generated/open62541 T4 L k1) IZTFEE
T7AILDERSA TSI EEHRALET,

® open62541.c

® open62541.h

e types bacnet generated.c

e types_bacnet_generated.h

e types_bacnet_generated_handling.h
e Namespace_bacnet_generated.h

e Namespace_bacnet_generated.c

e Bacnet_nodeids.h

Fig.5-18 Generated Files
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24)IDE RS xY FRIZCTHILFEER L. ERSNEzT 7ML ERISFET &SI2TAS Y b
A4 iR—krLETF, ZZTOPC UA SERVER [ e2studiod TPy FFIZHEREINE=T 74
LTI,

~ =% RZN2L_OPC_BGW _V1.0.0 [Debug]

;;v,b Binaries

b Includes

(22 BACNETOSS

w B OPC_UA_SERVER

bacnet_nodeids.h
common.h
|¢| namespace_bacnet_generated.c
namespace_bacnet_generated.h
¢ openg2341.c
open62541.h
types_bacnet_generated_handling.h
|| types_bacnet generated.c
types_bacnet_generated.h

B rzn

2 rzn_cfg/aws

2 rzn_gen

B src

(2 user/oss/amazon-freertos/|ibraries/3rd party/lwip_osal/src

[ user/oss/lwip

2 user/renesas

= Debug

(= rzn_cfg

(= script

(= user

4_,& configuration.xml

=| rzn_cfg.txt
=| RZM2L_OPC_BGW_V1.0.0 Debug.jlink

Fig.5-19 Import

514 HEBI77A4ILDEEHR
ARFIBTHERLT-0pen62541 D77 A LI L TEOMEREZTo>TWVET, LUFITMEEZRLET,

1. Open62541.c
open62541.c I&. namespace DA% & % [@# L. BACnet namespace & T 7 # JL k@ application

namespace ¥ —2F 5 1=MIZFig.5-20 DK SITEELET, UTOaA—FKZA4 Y I)L—FKL T,
application [Z BACnet namespace #¥—> LEY,

for(size_ti=0; i< UA_TYPES_BACNET_COUNT; ++i) {
if(UA_Nodeld_equal(&UA_TYPES_BACNETIi].typeld, typeld))
return &UA_TYPES_BACNET]I];

UT#E#BLET,
value->value.data = booleanValue; to value->value.data = boolean;

application namespace & bacnet namespace MEM namespace A E S Z /(T H=HIC, UTDI—F %
aAVERLET,

/lif(n1->namespacelndex = n2->namespacelndex)
// return (n1->namespacelndex < n2->namespacelndex) ? UA_ORDER LESS : UA_ ORDER_MORE;
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nodeset 3 > /\4f S—I& python RV 1) T +Z2ERT 5128, / — FOERIEFICIEEIEHY FH A

—— [DADocuments\generated files\open62541.c | [+ I [DADocuments\Integrated files\open62541.c MRS =A"!
== 7/27/2023 4:07:06 PM 5,911,553 bytes C,C++,C#, ObJC Source ¥ UTF-8 ¥ UNIX 7/27/2023 2:32:08 PM 4,471,487 bytes C,C++,C#,0bjC Source ¥ UTF-8 ¥ PC
= TS FITERED LNES N ”
=3 & /* Aswin */

//merging bacnet namespace with the default application namespace
for(size_t i = @; i < UA_TYPES_BACNET_COUNT; ++i) {
1f(UA_NodeId_equal(&UA_TYPES_BACNET[i].typeld, typeId))
return 8UA_TYPES_BACNET[1];

}
o) 7 o) 276 FILTERED LINES
= L ] /* Aswin */
//to avoid namespace index mismatch after patching
if(nl->namespaceIndex != n2->namespaceIndex) //if(n1- Index != n2-
return (nl->namespaceIndex < n2->namespaceIndex) ? UA_ORDER_LESS : UA //  return (nl->namespaceIndex < n2->namespaceIndex) ? UA_ORDER_LESS :
— on NES [ 9 FILTERED LINES
_ = <
B s 16598 FILTERED LINES
- value->value.data = booleanValue; <@ value->value.data = boolean;
M ssasure = a5 FUTERD LINGS

Fig.5-20 difference in open62541.c

2. Open62541.h
ETEIGL

3. bacnet_nodeids

EEGL

4. types_bacnet_generated_handling.h
5. EEILL

6. Namespace_bacnet_generated.c
UA_TYPES->UA_TYPES BACNET

&UA_TYPES->&UA TYPES BACNET
78LU->80LU
78LU A T30/ —Fm<4A,80LU B/ —FORHATY,

Yy bI—=ORFrr, BRI, BRARPMAELGE, AT a0/ —FERA/ —FIZBEMEL. 7
DIV FITFILEADT FLRAEMICEHH1=0HIZ, LEOEENTHONELT .

> opertystates_o, GUA_TYPES_BACNET[UA TYPES.BA BACNET _BACNETPROPERTYSTATES]) ; [ opertystates_o, &UA_TYPES[UA_TYP OPERTYSTATES]);

> enode_ns_1_i_6029 EACnetPropertyst'Fes e, &UA TVPES_PACNET[UA_TYPES_BACNET_BA | = enode_ns_L_i_6029_BAChetPropertyStat UA_TYPES[UA_TYPES_BACNETPROPERTYST
> Date_o, GUA_TYPES_BACNET[UA_TYPES_BACNET BACNETDATE]); " Date_o, GUA_TYPES[UA_TYPES_BACNETOATED)

> dayOfMonth = (UA_Int32) 1; e D<: dayOfMonth = (UA_Int32) 1_1; e

> enode_ns_1_i_106215_BACnetDate_0, &UA 'rw;gis _BACNET[UA_TYPES_BACNET_BACNETDATE " enode_ns_1_i_106215_BACnetoate_o, &UA TVPES[UA TYPES_BACNETDATE]) ;

> stination_0, SUA_TYPES_BACNET[UA_ TYPELg BACNET _BACNETDESTINATION]) ; " stination o, &UA TYPES[UA_TYPES BACNETDESTINATION]),

enode_ns_1_i_6201_ EACnetDestlnatlD &UA T‘(PES _BACNET[UA_TYPES_BACNET_BACNE &3 enode_ns_1_i_6201_| BACnetDestlnatlor\ 9 &UA TYPES[UA TYPES_BACNETDESTINATION])

UA_NODEID_NUMERIC(ns[1], 7@16LU), U EID_NUMERIC(ns[0], 37LU), UA_EXPANDED

@

UA_NODEID_NUMERIC(ns[1], 716LU), UA_NODEID_NUMERIC(ns[@], 37LU), UA_EXPANDED

89 FILTERED LINES
UA_NODEID_NUMERIC(ns[1], 7@15LU), UA_NODEID_NUMERIC(ns[®], 37LU), UA_EXPANDEDI

@

378 FILTERE!
stination_@, &UA_TYPES_BACNET[UA_TYPES_BACNET_BACNETDESTINATION]);

&

19 FLTERED LINES
enode_ns_1_i_6206_BACnetDestination 0, SUA_TYPES_BACNET[UA_TYPES_BACNET_BACNE
SFILTERED LN

54
te_©, &UA_TYPES_BACNET[UA_TYPES_BACNET.

enode_ns_1_i_6206_BACnetDestination TYPES[UA_TYPES_BACNETDESTINATION])

@

BACNETDATE] )3 te_@, &UA_TYPES[UA_TYPES_BACNETDATE]);
LINES 261

yOfMonth = (UA_Int32) 1;

@

yofMonth = (UA_Int32) 1.1;

@

enode_ns_1_i_6240_BACnetDate_0, &UA TVPES[UA TYPES_BACNETDATE]);

D/\D/\D/\D‘/TD/\D/ [P

LFILTERED LINES
enode_ns_1_i_6240_BACnetDate_0, &UA_TYPES_BACNET[UA_TYPES_BACNET_BACNETDATE])

835 FILTERED LIN

'

ClientCOV_6, &UA_TYPES_BACNET[UA_TYPES_BACNET_BACNETCLIENTCOV]); ClientCov_b, BUA_TYPES[UA_TYPES_BACNETCLIENTCOV]); I
enode_ns_1_i. 15522‘8 EACnetCllentCQV 9 &UA TVPES _BACNET[UA_TYPES_BACNET_ BACNE L enode_ns_1_i_106228_k BACnetC11entCOV 6 &UA TVPES[UA TYPES_BACNETCLIENTCOV]);
55160 Identifier B < > [isaste0 Identifier < >
UA_Variant_setScalar(&attr.value, -variablenode_ns_1_i_106228_BACnetClientCOV_0, -8UA_TYPES_BACNET[UA_TYPES_BACNET_BACNETCLIENTCOV]);
(G-UA_Variant_setScalar(&attr.value, ‘variablenode_ns_1_i_106228_BACnetClientCOV_o, -&UA_TYPES[UA_TYPES_BACNETCLIENTCOV]);

‘ 5F\gMgMQMQMQMQF\@F\BH@H@H@H@H@H@H

Fig.5-21 difference in namespace_bacnet_generated.c
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7. Namespace_bacnet_generated.h
open62541.h i1 VU JL— FENTULVSD T, types_bacnet_generated.h % Hlfx,

2 FILTERED LINES
ar

= f#include "types_bacnet_generated.h'| ¢ //#include “"types_bacnet_generated.h"
) ITFRED, - OFITRRED 1INFS

Fig.5-22 difference in namespace_bacnet_generated.h

8. types_bacnet_generated.h
#include "types_generated.h" % Bl

& S FTERED LNES
© #include "types_generated.h’| el

Fig.5-23 difference in types_bacnet_generated.h

9. types_bacnet_generated.c

A4 29 )L— KENTUL = types_generated .h #HIBR L. open62541.h 4 > IL— K,

o 4 FILTERED LINE: 5
= #include "types_bacnet_generated.h” < #include "openéP541.h"
= 2442 FILTERED LINES B

Fig.5-24 difference in types_bacnet_generated.c
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5.2 (&%) B-BC Device Profile

AKYUTIVYIT RNN—C30TBBCTOT77A4ILDYHR—MRRERLET ., UBOT—TILIZ” Not
LRBOHLERIBERHEZH-LTELT . KRUEOREEFELTLNET,

available”

Table 5-1 BACnet Service implementation status required for B-BC

BACnet Service

Initiate’

Execute?

Who-Is

v/

v/

I-Am

Who-Has

I-Have

ReadProperty

WriteProperty

AU IENEIENE NN

N IS TS )TS S

DeviceCommunicationControl

Not available

ReinitializeDevice

Not available

AtomicReadFile

Not available

AtomicWriteFile

Not available

TimeSynchronization

Not available

UTCTimeSynchronization

SubscribeCOV

ConfirmedCOVNotification

UnconfirmedCOVNotification

ReadPropertyMultiple

Not available

Not available

ReadPropertyConditional

ReadRange

Not available

WritePropertyMultiple

Not available

Not available

GetAlarmSummary

GetEventinformation

Not available

GetEnrollmentSummary

AcknowledgeAlarm

Not available

ConfirmedEventNotification

Not available

UnconfirmedEventNotification

Not available

UnconfirmedTextMessage

ConfirmedTextMessage

AddListElement

RemovelListElement

CreateObject

DeleteObject
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BACnet Service Initiate’ Execute?

UnconfirmedPrivateTransfer

ConfirmedPrivateTransfer

VTOpen

VTData

VTClose

VIEZE, ERIEIEES

1. BACnet Y —ERERFEILEMEEELET,
2.BACnet y—EXZZETL. BE (L LERHYEY—ERZERINGEE)TEELET.

Table 5-2 BACnet Object implementation status required for B-BC

BACnet Object Type Object ID Implementation

Accumulator

Analog Input Analog Input, 0 v

Analog Input, 1 Not available

Analog Output

Analog Value Analog Value, 0 Not available
Analog Value, 1 Not available

Averaging

Binary Input

Binary Output Binary Output, 0 Not available
Binary Output, 1 Not available

Binary Value Binary Value, 0 Not available
Binary Value, 1 Not available

Calendar

Command

Device Device, 12 Not available

Event Enroliment

File

Group

Life Safety Point

Life Safety Zone

Loop

Multi state Input

Multi state Output

Multi state Value Multi state Value, 0 Not available

Multi state Value, 1 Not available

Notification Class Not available
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BACnet Object Type

Object ID

Implementation

Program

Pulse Converter

Schedule

Not available

Trend Log

Not available

Access Door

Event Log

Load Control

Structured View

Trend Log Multiple

Access Point

Access Zone

Access User

Access Rights

Access Credential

Credential Data Input

CharacterString Value

DateTime Value

Large Analog Value

BitString Value

OctetString Value

Time Value

Integer Value

Positive Integer Value

Positive Integer Value, 0

Not available

Positive Integer Value, 1

Not available

Date Value

DateTime Pattern Value

Time Pattern Value

Date Pattern Value

Network Security

Global Group

Notification Forwarder

Alert Enrollment

Channel

Lighting Output

Network Port

Not available

Binary Lighting Output

VTS, ERITEZY

RO1AN6963JJ0100 Rev.1.00
2023.07.31

RENESAS

Page 75 of 77



RZ/N2L ' )L—7

BACnet to OPC UA Gateway Sample Software

Table 5-3 BIBB implementation status required for B-BC

BIBB Class BIBB BACnet Service Initiate Execute? Stan?i;?;ze &
DataSharing DS-RP-A,B ReadProperty v v v
DS-WP-A,B WriteProperty v v v
DS-RPM-A,B ReadPropertyMultiple Not available Not available v
DS-WPM-A,B WritePropertyMultiple Not available Not available v
Alarm & Event AE-N-I-B ConfirmedEventNotification Not available 4
Management
UnconfirmedEventNotification Not available v
AE-ACK-B AcknowledgeAlarm Not available v
AE-INFO-B GetEventinformation Not available v
Scheduling SCHED-E-B WriteProperty Not available Not available v
ReadProperty Not available v
Trending T-VMT-I-B ReadRange Not available v
T-ATR-B ConfirmedEventNotification Not available 4
UnconfirmedEventNotification Not available v
ReadRange Not available v
Device & DM-DDB-A,B Who-Is v v v
Network
Management I-Am 4 4 4
DM-DOB-A,B Who-Has v v v
I-Have 4 v v
DM-DCC-B DeviceCommunicationControl Not available 4
DM-TS-B TimeSynchronization Not available v
DM-RD-B ReinitializeDevice Not available 4
DM-BR-B AtomicReadFile Not available v
AtomicWriteFile Not available 4
ReinitializeDevice Not available 4
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*Arm B & U Cortex [&. Arm Limited (FzI&ZDFE#) O EU £IEZDMOEIZE TS EHZEIZTT,

*Ethermet 8L UM —H Ry MME, EXEO0 VI ABASHOEREIZETT,

*ZO, XAERFOREZOY—ERBRETERETNOMAEICRT SEEEFEHZEHFTT
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