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1.2 EMFIRIE
121 VYI b9z 7IRE

Y2 TILY T FOEEREZ Table 1-1 [SRLET,

Table 1-1 Operating Environment

Category Name Version Link -k
RZ/N2L BACnet YTy
YT Y Tk r—
HERRIRE e2studio 23.7.0 https://github.com/renesas/rzn- e2studiof VX b—5—
fsp/releases/download/v1.3.0/setup rz 12 E4R
nfsp vl 3 0 e2s v2023-07.exe.
Flexible FSP 1.3.0 e2studiof VR b—F5—
Software IZR4R
Package
GNU Arm GCC V9.3.1.20200408 e2studiof VR k—5—
Embedded Toolchain G2 I1ZFE4R
Toolchain
BACnet/IP 7 5 VTS 3.6.7.0 Visual Test Shell for BACnet download
A7 Y=L SourceForge.net
BACnet/MSTP Yabe 1.3.0.0 Yet Another Bacnet Explorer download
TRAY—)L SourceForge.net
Packet analyzer Wireshark 4.0.3 Wireshark - Download
MS/TP £+ 7 mstpcap.exe Capturing MS/TP packets — Optigo Integration with
FxYU—IL Networks (zendesk.com) Wireshark.
A—ZF)ILYD TeraTerm 4.108 Releases - TeraTermProject/teraterm
~ (github.com)
1. FSPv1.3.0 ® GCC Toolchain ##E/\—< 3 VI v12.2.1.arm-12-24 TEH., &Y > FILY 7 b TIlE V9.3.1.20200408 [Z TEIE
BRETO>TBYFET,

122 N— R 7S
AKH2TILY T & Table 12 D/Nn— KOz PIREBIZT, 81EERZ1To-THEYET,

Table 1-2 /N\— FH . 7IRIE

Name Type Name Maker Link Note

Renesas Starter RTK9RZN2L0S00 Renesas Electronics www.renesas.com/rskrzn2| RSK R— K

Kit+ for RZ/N2L 000BE

ELRER Y Uso082- Renesas Electronics US082-FS3000EVZ - ZZ&EE LEHYR Y

Pmod™/R— K FS3000EVZ oY Pmod™AR—FK (LY Avyaxry
RARO94vy a3z kloT) | k loT
Renesas

USB/RS485 Z BOB-09822 SparkFun SparkFun USB to RS-485 2pcs (Yabe &

= Converter - BOB-09822 - U Wireshark
SparkFun Electronics )
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Fig. 2-1 Board Configuration
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Table 2-1 DIPSW Settings

DIPSW Setting Default Description
SW11 1 ON ON Enable LED_RED2 signal
2 OFF OFF
3 OFF OFF
4 OFF OFF Enable RS485_RX signal
5 ON OFF
6 OFF OFF Disable P21_5. M2_VP. CAN_RX. ADTRG. P01_7
7 OFF OFF
8 OFF OFF
9 OFF OFF
10 OFF OFF
Sw4 1 ON ON xSPI0 boot mode (x1 boot Serial flash)
2 ON ON
3 ON ON
4 ON ON JTAG Authentication by Hash is disabled
5 OFF OFF -
6 OFF OFF Enables signals other the trace. (Motor, RS485, etc.)
(TRACE_OPTION_SEL=H)
7 ON ON Enables signals other than the external bus. (CAN, Emulator, 12C, etc.)
(BSC_OPTION_SW-=L)
8 OFF OFF Enable SW3 (general purpose DIPSW)
SN 1 OFF OFF Enable LED_GREEN
2 ON ON
3 OFF OFF
4 ON ON Enable LED5
5 OFF OFF
6 OFF OFF Enable RS485_DE
7 ON OFF
8 OFF ON Disable P02_2, IRQ4, CAN_TX
9 OFF OFF
10 OFF OFF
Table 2-2 Jumper Settings
Jumper Setting Default Description
J9 open open When using the J-Link® OB
short When using the external emulator or not using the emulator
CN31 2-3short 1-2short RS485 Half Duplex
CN32 2-3short 1-2short RS485 Half Duplex
CN20 1-2short 1-2short When using 3 ports in the same PHY mode
CN21 1-2short 1-2short When using 3 ports in the same PHY mode
CN22 1-2short 1-2short When using 3 ports in the same PHY mode
CN24 2-3short 2-3short Connect 1.8V Power rail to VCC1833_3. (Using XSPI0)
CN8 2-3short 2-3short Select QSPI Serial Flash (QSPI_CS)
CN29 1-2short 1-2short USB Serial (UART_USB_RX)

RO1AN7237JJ0100 Rev.1.00

2024.03.25
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CN27 1-2short 1-2short HyperRAM (IC41)
CN25 1-2short 1-2short Other than the SHOST interface(Trace, SPI, external bus)
CN17 2-3short 2-3short Select 1.8V for VCC1833_2

RO1AN7237JJ0100 Rev.1.00
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3. BTNV T MER
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RZN2L_BACnet_BBC_V1.0.0

|
—BACNETOSS

| —bacnet
F—rzn

| F—arm

| | —CwMSIS_5
| b—aws

| | L—amazon-freertos
| F—board

| | LY—rzn2l_rsk
| L—fsp
F—rzn_cfg

|  F—aws

| F—driver

| L—fsp_cfg

| —bsp
F—rzn_gen
—script

—src

—user
—oss
|  F—amazon-freertos
| L—lwip
—renesas
—application
F—module

—oss_deps

BACnet Open Source Software

BACnet Protocol Stack
Rz

ARM

CMSIS

AWS

FreeRTOS

Board

RZ/N2L Renesas Starter Kit
Flexible Software Package
Configuration

AWS

r_xspi_gspi_cfg.h

FSP

Board Support Package
Generated files

Linker Script

User Thread Entry
User files

Other OSS

AWS_0OSS

IwlP_OSS

Renesas common files

User IwlP application, RTC module, Flash access for configurable data
User module
IwlP OSS dependencies

Fig.3-1 Folder Structure

RO1AN7237JJ0100 Rev.1.00
2024.03.25

Page 12 of 154
RENESAS




RZ/IN2L F)L—7 BACnet Controller Sample Software

32 J—hro—H52R
T—rFIEEAE)BREIZOVWTHBALES .

A2 TILY T FIE(XSPIO x1 boot mode)TY o UTDREIERAI—F -2 T4 L—2DBSPATER

7]_<L/T::E)0)—G_d_o

Board Support Package Config

~ 5 RZN2L_BACnet BSS V1.1.0

Device Selection

el 1]
FSP version: [ 1.3.0 - Boned Lstaiee
Renesas Starter Kit« for RZ/N
Board: RSK+RZNZL (x5PI0 %1 boot mode) ~| [iza boot mode)
Device: ROAOTGOBAMOIGEG =1
Core: R

RTOS: Fi

Summary | BSP | Clocks | Pins | Interrupts | Event Links | Stacks | Compaonents

[£] Problems | B Consale > | [C] Properties| @ 7=k 759%= I} 29-F- Y227/l | EF Disassembly | [ Memory

F MinklLog.log
rzn_cfg.txt RZ/N FSP

¥ RZNZL_BAChet_BSS V1.1.01

2] renzi_xzpio_x1_boot.cfg

< >

BB w:_FSP13_BA131_QSPI_configurable_S5_V110 - RZN2L_BACnet_BSS_V1.1.0/configuration.xml - e? studio - o =
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

B R-iwielit G Q, 5 | |BhC/Ces | 1 Debug
TeS Project Explorer > | = 0O ||[& startup.c I£] main.c {5F [RZN2L_BACnet_BSS_V1.1.0) FSP Configuration < =R e

Generate Project Content
There i no

active editor

[ Restore Defaults that provides
an cutline.
2L CPU Board (xSPI0 x1
£ — == 0

Fig.3-2 Boot mode

T39S arEYTINARIZE D O—REIXT/Ny TS LDIRET RSKAR— KD RESET 7R %

f— = -

VT ERLITER OFF/ION 175 L AR— FEMTHMELE T, 5IEHMET NV AZERL CEZTS S
L3 TEFET, L. RSKIR—FDJI9%EL 3—+FBHET/N\yH(J-Link OB)IEEHRTEEE A,

J10: USE-Micro
{J-Lirk OB}

J4
Open: J-Link OB
Short : else

Fig.3-3 J9
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D)TIILIT S ar®) TNA ADIHFHEEPINS FV)ERTAY— - AT JL—2EETY,
REFADEOERIIFETY,

24 “[RZN2L_FreeRTOS.IwIP] FSP Configuration

Pin Configuration

Select Pin Configuration {4} Export to CSV file -
RSK+RZNL] ~] Manage configurations Generste data: [g_bsp_pin_cfa

Pin Selection = EEE

~2 Cycle Pin Group

Lock  Link ~

XSPIO_CKN
XSPlo_CKP
XsPlo_Cso#
XSPlo_Cs1#
XSPIo_DS
XSPI0_ECS0%#
XSPI0_ECS1#
XSPIo_INTO#*
XSPIO_INT1#
n [ Interrupts | Eve| XSPI0_I00
XSPIo_IO1
XSPio_I02
XSPlo_I03

~ Debug:TAG/SWD
DebugiTRACE

|
AACEPRPErEY

Delta sigmalF:DSMIF ~
< >

|
CAUAPEY

XSPI0_RESETO#
XSPIO_RESET1#
XSPlo_RSTOO®
XSPIo_RSTO1#
XSPIO_WPO#
XSPIO_WP1#

E
N

Fig.3-4 XSPI0 Pin Configuration

UTDAEEBEERD writingorder iICT— b —4S D RIZHEITEHA BV EEAHIBEFEEZTRLTVLET,
(MM S@)DIBBTEZAAETVET, ELE)IET— o= R EFEBREL T4 ROFEERIC
HELEZWT—2OREFEEETT, TORH. DATLOBBHRIZEEZAADTHONET, FMICOLTIE
53FZSHIIEELY,

Address Memory Content Length writing order remarks
0x00000000 intvec (64B) Internal
0x00000040 ATCM Unused 0x00020000 | 128KB (3) tightly coupled memory
0x00000100 hal_entry. ROMdata
0x00020000 Reserved area - -
0x00100000 Unused Internal
0x00102000 BTCM Loader program({24KB) 0x00020000 | 128KB 2) tightly coupled memory
0x00108000 stack(60KB)
0x00120000 Reserved area - -
0x10000000 SYSTEM_RAM Unused 0x00180000 [ 1.5MB
0x10180000 Reserved area - -
0x30000000| SYSTEM_RAM_MIRROR Body of program and data | 0x00180000 [ 1.5MB 4) MNon-cached system RAM
0x30180000 Reserved area - -
0x40000000 [xSPI0_CS0_SPACE_MIRROR Unused 0x04000000 | B4MB
0x44000000 [xSPI0_CS1_SPACE_MIRROR Unused 0x04000000 | B4MB
0x48000000 [xSPH_CS0_SPACE_MIRROR Unused 0x04000000 | B4MB
0x4C000000 | xSPH_CS1_SPACE_MIRROR Unused 0x04000000 | B4MB
0x50000000 CS0_SPACE_MIRROR Unused 0x04000000 | B4MB
0x54000000 C52_SPACE_MIRROR Unused 0x04000000 | B4MB
0x58000000 CS3_SPACE_MIRROR Unused 0x04000000 | B4MB
0x5C000000 CS5_SPACE_MIRROR Unused 0x04000000 | B4MB
060000000 Parameters for the loader(76B)
0x6000004C Loader program({24KB) (1)
0x6000604C Body of program and data
0x60FFFEDD ¥SPI0_CS0_SPACE Reserved area 0x04000000 | &4MB 512M bits Serial Flash
0x63FF8000 Unused
0x63FFCO00 Configurable properties (5}
0x63FFC092 Unused
0x64000000 ¥SPI0_CS1_SPACE Unused 0x04000000 | B4MB
0x68000000 ¥SPI1_CS0_SPACE Unused 0x04000000 | B4MB
0x6C000000 ¥S5PI1_CS1_SPACE Unused 0x04000000 | B4MB
0x70000000 CS0_SPACE Unused 0x04000000 | B4MB
0x74000000 C52_SPACE Unused 0x04000000 | B4MB
0x78000000 CS83 _SPACE Unused 0x04000000 | B4MB
0x7C000000 C85 SPACE Unused 0x04000000 | B4MB

Fig.3-5 Memory layout
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RZ/IN2L F)L—7 BACnet Controller Sample Software

(1) YUFNLTSyaEERAH

e2studio [FH > O—F%4T5 & xSPI0_CS0_SPACE A EVIZE|Y B THIER Y TZILRY T 5)LA
VBRI —AXSPNEFEDVITILI SV aArE®)TNARIZEZTAHFET,

AHoO0—RF—42I12F, O—F—NRSA—4, O—45—TaJSLEFDT—4, A—4H—TAJS5 4
KEEZDT—EANEENET . CAEDATIADEIYHTIXY AR TRERRFIDT 7L
fsp_xspi0_boot.ld THELET .

RZN2L _BACnet_BBC_V***\script\fsp_xspiO_boot.Id

(2) O—4—70455LEM

CPURRSIYO—FT—RICE8ENE0—4—T0JSLZBHMICTBTCM A EVJICERFALEY . EBHF
%, O—4—J0JSLLEOMBARETOY S LETEICH S system_init() T Break LFET,

(3) ATCM EH

A—4—T0JSLOMPMRETAISLIFATCM AR ICEIY S TON:A—HF—FT—42%T75y
DAAEYMNSATCM AEYIZERALET,

(4) SYSTEM_RAM_MIRROR EFd

A—4—709 5 LOMNPHE FBY 5 LI SYSTEM_RAM_MIRROR A E J[ZEIY HTHAfz1—HF—
OIS L%75 v aAEYMDS SYSTEM_RAM_MIRROR A EJICEEALET.
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RZ/IN2L F)L—7 BACnet Controller Sample Software

3.3 BACnet Stack

BACnet (Building Automation and Control Network) [&. ASHRAE/ANSI Standard 135 TH#&{ESh TS
FE 7 BA (Building Automation)&{E 70 3L TY, . BH. K. 7/ ERXFHEEHRELTEL
DHEIE, BERETOIENTEET,

BACnet T/3f RIFARL—20ar bO—F 4 E, HEE - ARICIECTHRRLETOT 7M1 LIZHESN
9, TELATOT7A)LE LTI, dRERT O T 7 1)L B-OWS (BACnet Operator Workstation), 3>
kO—3> 7077 AL B-BC (BACnet Building Controller), &+ >4 —mB 7077 4 JL B-SS (BACnet
Smart Sensor) L ENHY EFF,

BACnet fIETIE., TR 7 AL EBIZHETREZEMLHETOY I BIBBS)NEESNTVWETH, #
CICEENLLBIBBs [TRET A ELHBRINTLET,

AETIF, XY > TILY T F(RZN2L_BACnet BBC V1.0.0)% B-BC EMEATEYEIT A, 7AT7AIL
& LTIEB-RTR & B-BC ##5% L TULVE 9,

B-RTR 7O 77 A/ JLD#EEE L TIL., BACnet/IP %y kT — [ZH#i S Nhi=- BACnet 7 54 7 > kA B-
BCB-RTR 7A7 7ML ERETSZETMS/TP Ry FI—VICEfiSN=B-SSE27VERTHI L%
AHEICLTWVET, CDEEB-BCB-RTRTAT 7/ JL)EB-SSICHLTMS/TPIRA—& L THEELE
E

B-BC 7O 774 )LD#EeE LTI, BACnet 2 54 7> A B-BC(B-BC 7O 77 A JL)IZx LT, B-SS
DU ANEZOX LS TBHESI12HRLEY., B-SSO LED SUET#EENEABKICR 7o a—ILE
HBEMTEEY, Ff-. B-BC(B-BC 7O T 74 IL)[EB-OWS i & EAID BACnet 754 7> hZxtL
TIE BACnet b—/\—¢& L THEREL £ 9,

3.3.1 BACnet Protocol Stack
BACnet Protocol Stack (bacnet-stack) [& BACnet BE A b )LDA—T VY —XRXE VI TT, XYV
ZJLY 7 k. BACnet Protocol Stack % RZ/N2L [Z#fEL T VET,

Base Version : bacnet-stack-1.3.1

Tags ‘- bacnet-stack/bacnet-stack - GitHub

332 A4tV R
BACnet Protocol Stack 5 4 + > A &1 GPL with exception license &> TWVET,

SEL LTEXZUTICER W= LET, ##iX. BACnet Protocol Stack download | SourceForge.net &
CHEREOLE, SAEUREHEBETFLTIHEALESL,

This BACnet protocol stack implementation is specifically designed for the embedded BACnet appliance,
using a GPL with exception license (like eCos), which means that any changes to the core code that are
distributed are shared, but the BACnet library can be linked to proprietary code without the proprietary code
becoming GPL. Note that some of the source files are designed as skeleton or example or template files, and
are not copyrighted as GPL.

The text of the GPL exception included in each source file is as follows:

"As a special exception, if other files instantiate templates or use macros or inline functions from this file, or
you compile this file and link it with other works to produce a work based on this file, this file does not by
itself cause the resulting work to be covered by the GNU General Public License. However the source code for
this file must still be made available in accordance with section (3) of the GNU General Public License."
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RZ/IN2L F)L—7 BACnet Controller Sample Software
3.3.3 {t#k. HAR— Mg
3.3.3.1 BACnet Revision

AY2TILY T FTHERATSHBACnet X2 v 7D BACnet 70 hanN—C3 >y BLKUPUEDIY
[FUTFTY,

» BACnet standard Protocol Version : 1

* BACnet standard Protocol Revision : 23

3332 H—EX

AYUTILY T EHREET S BACnet 2 vV (FH—ERXEEETY, BACnet T/31 ADHEEEH
(Interoperability)l&. #—E X(Whols, I-Am. ReadProperty 72 &)/t L Ta—H—& T O/ ¥ —[EH\E
HEhdZ ETITORET,

H—E R [E#ER 4 L (Unconfirmed)®! L #5238 U (Confirmed) B H Y £9, BRL LE XA —HF—MNEXR
LizH—ERIZHLTTANS ZT—F Ak ZRLERA, —FOHERHY BT Ak ZRLET,

AYUTINY T EDA—F—LIFUTEELET,
BACnet/IP 70 Fa )L EFE > THEERT 5 BACnet T/Nf ADFEIFXISA TV MBS LET,
BACnet MS/TP 70 kI DIGFEFIRZ—ITHELET,

TANA F—LIFUTERELET,
BACnet/IP 7’0 b )L %fE > THEEKT 5 BACnet T/3f ADBEEH—/—IZHELFET,
BACnet MS/TP 70 Fa DB EIFRA L—TIZHAELET .

AYUTILY T FTEETSHB-BCIEBACnet 7 547> M LTIEH—N\—(FTON/45)ThHY.
B-SSAL—TJIZ® LTIEYRE —(2—H—)TT,

AU TILY D IR ERETDHZH—ERX%E Table 3-1 [TRLET, (VITZY. ZRITIERZY)
Table 3-1 E¥H—EX

BACnet —E X Initiate’ Execute?

Who-Is v (EX) v/

I-Am v (GE%0) v

Who-Has v

I-Have v (B%0)

ReadProperty v (ER)

WriteProperty v/ (EBR)

DeviceCommunicationControl

ReinitializeDevice

AtomicReadFile

AtomicWriteFile

TimeSynchronization

DN N N N N N N BN

UTCTimeSynchronization
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BACnet Controller Sample Software

BACnet —E X Initiate’ Execute?
SubscribeCOV v
ConfirmedCOVNotification v (GEBH)
UnconfirmedCOVNotification v (B%0)
ReadPropertyMultiple v (ER) v/
ReadPropertyConditional

ReadRange v
WritePropertyMultiple v (ER)® v
GetAlarmSummary v
GetEventInformation v
GetEnrollmentSummary

AcknowledgeAlarm v
ConfirmedEventNotification v GE%n)
UnconfirmedEventNotification v (&%)

UnconfirmedTextMessage

ConfirmedTextMessage

AddListElement

RemovelListElement

CreateObject

DeleteObject

UnconfirmedPrivateTransfer

ConfirmedPrivateTransfer

VTOpen

VTData

VTClose

VIFRRS, ERIEIEZY

1.BACnet H—ERERFIFBHMEEELET,
2.BACnet 4 —EX&ETL. BE(FELERHYEY—EXREZERSNEE)ZEELET,

3. B-SS ~MH¥—E AE3R TJ A’ ReadPropertyMultiple & WritePropertyMultiple [ERERTT S

FEH—EXOBEIRDES Y
Table 3-2 EEH—EXME

<7,

BACnet H—E X

HE

Who-Is

Who-ls —E RI&, v bT—9 #HET 54D BACnet T/31 X EMB1=8HIZ.
BACnet 1—H—IZ &> THEAINET, Who-lsH—ERIFTO—FF v X hEfESh,

MR LE(ACk ZER LBV —EXTY,

I-Am

I-Am Y —E X [&, Who-Is Y—ERERIZHET H=HICFERASINET, 2L, I-Am
H—EREBERIFIVDODTHERITARELIO— FF v R FEIETY, Who-ls H—ERERD

RENEITTHIVERIHYEEA,

RO1AN7237JJ0100 Rev.1.00
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RZ/N2L 7 )L—7

BACnet Controller Sample Software

BACnet H—E X

HE

Who-Has

Who-Has #—E R[&, BACnet 1—H—M, HFEDF TPV FEEHDBACnet T/31 R
EHANTBE-HICFEREINET, Who-Has H—ERIETO—Fxv X FEESh, BER
HLEOY—ERTT,

I-Have

I-Have 4 —E X%, Who-Has Y —ERERIZIGE T HEHIZERIAET, =L, I-
Have —EXERIEFVNDOTHRITTEE T, Who-Has U —ERBERDZENETT S
EZHYERA, lHave H—ERETA— KX v X FEESh, BRELLEDY—EXT
a_o

ReadProperty

ReadProperty #—E X [&. BACnet 1—4'—H1 DD BACnet# 72/ tD 12O TN
INTADEEBERT 5E=HIZEASNET ., BACnet TO/NA F—IL Ack ZHE L THRE
#RELET,

WriteProperty

WriteProperty 4 —E X[, BACnet+ 72z 4 bD 1 DDIEESN=TONRT A DIEZEE
FF 582, BACnet A—H—I[Ck>THEASNET, BACnet TH/NA F—I[& Ack &

WELET, BESNLTOANRTAADEEAAT YV EREHIRLIZWNEE, [T5—5
Z X ] PROPERTY &V TT5—a—F ] WRITE_ACCESS DENIED DI S5—hANREHN
32

WritePropertyMultiple

WritePropertyMultiple —E R I&, 1 DF=(EZHEHD BACnet A T2y bD 1 2F=(F
BHROEEIN-TO/NRT 1 DEEHRET 57201, BACnet a—F—IZk>THEAZH
F£9 ., BACnet 7O/ A #—[L Ack Z5& LEF . BACnet A—H—(L, FEDHDF T
I FOEEOHOTONRT A EEESALIENTEET,

DeviceCommunicationControl

DeviceCommunicationControl #—E X (&, BACnet 1—4—A%th@® BACnet T/31 X[,
BACnet Y —E R DB ZIRE SNI-EHELT 5L SICIERT HOIZFEREINET,
HARSIX TEHAMR) ICBRFTEET, BACnet 7ONA A —I(F Ack ZIEELET, HR%E
MEHRR | (2 L =15 & & DeviceCommunicationControl % =13 ReinitializeDevice 4— E X
IC&>TCREZBEENTILENHYET,

ReinitializeDevice

ReinitializeDevice #—E R [&, BACnet 1—H—([Zk > THEA S, #hd BACnet T/84
BRI EERLET, BACnet 7ONA X —IF Ak ZIELET,

TimeSynchronization

TimeSynchronization 4— E X [& BACnet 1 —H#—[Z & > THEBA S, 1) BACnet F/3\
ARIZREBZEZ TO— KX v X FEEEFLIZF YR FTRAMLT, TS RAOEETEH
HICEAHTEDESICLET, COY—ERIEHERLZLE D=6 BACnet 7O/ & —I[%
Ack ZIiELFEE A,

UTCTimeSynchronization

UTCTimeSynchronization #—E X (& BACnet 1 —H'—[Z &k > THEB S, #thd BACnet
TNARICFFREEEL LI UTCHEBZZ IA—FX v X FERLIFI=ZF v X +T
BHILT, TN RAOBHEHEICRATESLLSICLEY, COY—ERITHERGLE
D 1= BACnet 7O/ F—[L Ack ZIEE LFEH A, COY—EREZ{E LT BACnet 7
O/ #—[ZZ1TH > 1= UTC BZlIZ UTC_Offset 7O/NT 4 EZBE L TO—HILEEZIZE
mELET,

SubscribeCOV

SubscribeCOV H—ERI%, BENA Tz rOTANTAEDELEHNEZITERS 1=
$HIZ. BACnet 1 —H—IZ k> THERASINFET, BACnet TO/ A F—[T Ack ZIEE L F

9, ConfirmedCOVNotification(#:8 & Y £)& & U UnconfirmedCOVNotification(fE&R 7% L
By —ER(E, TERMNEEET B-HIZBACnet TONA A —IZ &> THEASLET,
HRHYRE- (TR LEDFEIRIE. BACnet 1—H—m 5 M SubscribeCOV H—E X
THEESINET . SubscribeCOV H—E X %5(TH o7z BACnet 7O/ 4 —[d COV &

MERTTHHA. BICTBACnet A —H—3BTICA=ZF v XA MEIELET,

ConfirmedCOVNotification

ConfirmedCOVNotification ¥ —E X[, FEDF TPV O TONT 4 EDOEILEY T
A9 54 1\—(BACnet 1—H—)I[ZEBMT S1=HIZ BACnet TO/NA F—DEALFET,
BACnet 1—H—I[& Ack ZIE& LE T,

UnconfirmedCOVNotification

UnconfirmedCOVNotification 4 —E X (. HENA T/ b TANRT A {EDELEY
TRY)SAN—IZAZF v A EHLEY., ELDTFNARRBTIZ, HBATPzH +F
ONRTAREELE)ZTO—KFXv X MBHILI=Y T 51=HIZBACnet 7O/ & —
IZk->THEASINET,

ReadPropertyMultiple

ReadPropertyMultiple 4—E RI&, 1 DF=(ETHEHD BACnet ATy bD 1 2F=IF
BHOBEESIN-TO/NRT 1 DEEERT 57201, BACnet A—F—IZk>THEAZH
F9 ., BACnet TO/N\A Z—[& Ack LRAH LERZIEE LET, BACnet 1—H—[%,

BEEOHDA T FOREOHO TONRT 4 ZHAMBIENTEET, FHI2TONR
TAHENFALZFERTEE. AT bOTANRT A EFDEEZ—ERBTEET,
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2024.03.25

Page 19 of 154
RENESAS




RZ/N2L 7 )L—7

BACnet Controller Sample Software

BACnet H—E R BE
ReadRange #—E X [&, BACnet 1—H#—[Z &> THEAENET, BACnet FO/ A 5 —
ReadRange I% TrendLog =7 =4 +® LogBuffer 7O/3F7 4 ADEHENT—42 BR&HE Z5AMIY
Ack ZIEELET,
GetAlarmsummary ¥ —E X (&, BACnet A—H—IZ&k>T (7O T4 T75—L] OBE
FMBTE-OIEAESNET., BACnet 7ONRA XA —FF TS 4 FDEA NORMAL
GetAlarmSummary

IZZ L < %20y EventState 7A/XT ¢ &, {BEA ALARM T#H 5 NotifyType FTA/8F 1 %
AckIEELET,

GetEventinformation

GetEventinformation 4+—E X (&, BACnet 1—H'—([Z&>TIRTD [7HF 4 T4 Ry
MREE] OBMEEWMB T S=OIFERASINET, BACnet TO/NA F—(FA RN hZ@EE
LEzA72zY bOEHRE ACkIEELET,

AcknowledgeAlarm

AcknowledgeAlarm —E R &, BACnet 21— —IZ &k > THEA S . BACnet 7R/«
A —hHNEXN L 1= confirmedEventNotification H— E X E 7= & UnconfirmedEventNotification
H—EX%BACnet 1 —H—hHEFELT=Z &% BACnet 7O/\A F—I2{EZ B 1=OIZFEH
SNFET, BACnet FONA F—IF Ack ZIELFET,

AtomicReadFile

AtomicReadFile —E X [&, BACnet 1—H#'—([Z &k > THEBAENET, BACnet O/ A
A=A T4 L—2a0T—=2T74ILDINY YT v T%BACnet I—HF—H\RIFT
5EMT. SOOI 7ML ERAFRB=HICHERAEINET, BACnet FO/ A F—I[L Ack &
HELET,

AtomicWriteFile

AtomicWriteFile 4 —E X [, BACnet 1 —H—[C k> THERAINET, 3715 L—
SIVTF—EDNYHI T TI74)L%EBACnet 7O/ (4 F—[Z8#5%E L. BACnet 7O/
AF—Earv 749 L—>a0T—2 %8BT LET, BACnet T O/ F—IF Ack ZIEE
LET,

RO1AN7237JJ0100 Rev.1.00
2024.03.25

Page 20 of 154
RENESAS




RZ/IN2L F)L—7 BACnet Controller Sample Software

3.3.3.3 #IREIE
A TILYIT D) J—ZAN—23 0 V100 IFEICUTO&HIRBEENSSVET,

V EKHYUTILYITFEBBCTNARELTHRELETOMEFRELTLWSAhITTREIITVEYE
AJo if:\ BTL 7__X I\[i*%ﬁﬁf?o

v EKYUTILY T REB-BCOHOLERT/INA XELTBACnet/IP, FHIT/34 X & LT BACnet
MS/TP D70 FaLTHERT S EEEBELTLVET (Fig.3-6), Table3-3IZFRT EHY., KU
TILY T DO B-BCIEBACnetIPY 5472 bTiN4 RELTTHRLD BAChet/IP H—/N—TF /34
AEEHTDHILIETEERA, £f-. MSITPRAL—TFNA RIZIFHY EE A,

BACnet/IP,
Client |E” = BACnet

BACnet/IP
senver

......

Master

BACnet Router

B-BC
BACnet g
MS/TP RZ/N2L RSK

Slave

Q

sensor RZ/N2L RSK

B-55

Fig.3-6 BACnet devices that can be connected to B-BC

Table 3-3 Connectable device configuration

The Sample Software BACnet/IP BACnet MS/TP
Connect to .
Client Server Master Slave
VTS v
BACnet/IP Client
Upper layer device v
Yabe
BACnet MS/TP Master v (*1)
BACnet/IP Server
Lower layer device B-SS
BACnet MS/TP Slave v

VIFHAR— b ZREIEHSAR—

(*1) B-BC [Z#a0D MS/TP ¥ R % —F /34 AR T. TOKEN DIBZ %175 = A TEETA. ReadProperty £
WriteProperty 7% EH—E RDRITIEHR— FLTULER A,
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BACnet Controller Sample Software

3.3.3.4 BIBBs

BIBBs(BACnet Interoperability Building Blocks)(Zf8EEF 9 % BACnet T/31 R IZERAT 5 —ERXDE

BEEELTLET,

Al & Bl OTNNARIZHDPNTEY.

Bl T/3f XIEBACnet 7ANA A—%FKLET,

BACnet 1% (Annex L) Tl B-RTR(BACnet Router). B-BC(BACnet Building Controller) A5} I1Z B-
SS(BACnet Smart Sensor), B-OWS(BACnet Operator WorkStation)%: &, &T/51 ADMEHRERTH AL
TNARTAT7AIIDBERSINTVET,

KYUTILYITERDBBCIE TA] & Bl MADHEEEEDT/INM AT,

KYUTILY T FDELBIBBs % Table 3-4 [SRLET . (v [EZY. ZHIFIEZY)
Table 3-4 £ BIBBs(B-BC T/Sf XA 7A 277 (L)

Al T/84 Rl BACnet 1—H—,

BIBB Class BIBB BACnet Service Initiate Execute? B-8¢
Standardized?®
DataSharing DS-RP-A,B ReadProperty v v v
DS-WP-A,B WriteProperty v v v
DS-RPM-A,B ReadPropertyMultiple V4 v v
DS-WPM-A,B WritePropertyMultiple V4 v v
DS-COV-B SubscribeCOV v
ConfirmedCOVNotification v
UnconfirmedCOVNotification v
Device & Network DM-DDB-A,B Who-Is v v v
Management A p p p
DM-DOB-B Who-Has v v
I-Have v v
DM-DCC-B DeviceCommunicationControl v
DM-TS-B TimeSynchronization / v
UTCTimeSynchronization
DM-RD-B ReinitializeDevice v v
DM-BR-B AtomicReadFile v v
AtomicWriteFile v 4
ReinitializeDevice v v
Alarm & Event AE-N-I-B ConfirmedEventNotification v v
Management UnconfirmedEventNotification v v
AE-ACK-B AcknowledgeAlarm v v
AE-INFO-B GetEventInformation v v
Scheduling SCHED-I-B ReadProperty v v
WriteProperty v v
TimeSynchronization / v v
UTCTimeSynchronization
SCHED-E-B ReadProperty v v
WriteProperty v v v
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BACnet Controller Sample Software

BIBB Class BIBB BACnet Service Initiate’ Execute? B-8¢
Standardized®
TimeSynchronization / v v
UTCTimeSynchronization
Trending T-VMT-I-B ReadRange v v
T-ATR-B® ConfirmedEventNotification v v
UnconfirmedEventNotification v 4
ReadRange v v

VIFES ., ERIEIEZY

1. BACnet Y —ERBERFITBEMEZEELET,

2.BACnet4—ERX %

= 4=

EX I UN

BEFLELEREHYEY—EXEERSNEE)ZEELET,

3. BACnet #1#&TB-BC 7R 7 7 A ILDIZEH L EHTLVS BIBB TI(ANNEX L.4),
4.B-SS~ADHY—ERERAE1TS & EIZ#EMA L 9% ReadPropertyMultiple & WritePropertyMultiple [(ZfEFA L TLVEE A,
5. T-ATR-B Tf#9 % BACnet ¥ —E R [EF%E L TLVE I A BUFFER_READY 4 Ry + 7))L T X ALFERYKR— T,

Table 3-5 % BIBBs(B-RTR F/3\f XA 7O 77 A JL)

BIBB Class BIBB BACnet Service Initiate’ Execute? B-RTR g
Standardized
DataSharing DS-RP-B ReadProperty v v
DS-WP-B WriteProperty v v
Device & Network DM-DDB- B Who-Is v v
Management
I-Am v v
DM-DOB-B Who-Has v v
I-Have v v
BIBB Class BIBB BACnet Network Layer Message Initiate" Execute? B-RTR
y 9 Standardized®
Device & Network NM-RC-B Who-Is-Router-To-Network v v v
Management I-Am-Router-To-Network v v v
Reject-Message-To-Network v v v
Router-Busy-To-Network v v v
Router-Available-To-Network v v v
Network-Number-ls v v v
What-Is-Network-Number v v

VIFRRS ., ERIEIEZY

1.BACnet Y —ERER, Avt—CFLITEMEEELET,

2.BACnet 4 —EX&E{TL. & (F=F LHER

3.BACnet #i# T B-RTR 707 7 1 LDIZHE L EH TS BIBBs TF(ANNEX L.7),

%% BIBBs DB EEIRDELE YT,

Table 3-6 £% BIBBs 1 &

YEY—EREBRENEBE)ELEA v E—SOBHFANEFTVET,

BIBBs BME
DS-RP-A ATNARFE, BFNAANLD 12D TANRTF 4 1—H—TT,
DS-RP-B BTFNARIF, ATFNA AN 120 TONRF4EZRLET,
DS-WP-A ATNARIF. BFNARADTANRTF+Z1D2BELET,
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BIBBs WMz

DS-WP-B BT/NARE ATNRAIANEDEZ 1 2O TANRTAIZEEFRAAFET,

DS-RPM-A ATNARIE. BTFNRAANSDT—21—H—ThHY. —EICEHOTONRT A EZERLFES,

DS-RPM-B BT /NARIF, ATIRA AN, —EILEROTONRTAEZRLET,

DS-WPM-A ATNARIE. BTFNRARICEHDTONRT 4 2 —EICEELFET.

DS-WPM-B BT/NARIE ATNA AN DEHDOEZ—EICERO TONRT 1 ITEERAHET,

DS-COV-B BT/ RIE. AT/IRA A 5D COVBHMAZZ T+, COViBHE A T/NA RITFTFVET,

DM-DDB-A A TS RIE, DT /A RIZHANBEREFTVD., TNARADTFIOVRERBRLET,

DM-DDB-B BT/N\A RIEF. ATNA AN DBANERICHELES,

DM-DOB-B BTNARIEATNARADNSEESINLAT D) b EFOBAERICIEELET,

DM-DCC-B BTNARIE ATNRA AN DBIEFLEERICEELET .

DM-TS-B BTF/NARIE. AFNA RN LDEZIRAZEZZFTANES,

DM-RD-B BT/\A RE. ATNA AN SOBNHILERICIEELET,

DM-BR.B BT/NARIE. TOHREIT7AILEA 7'-“/\'47”:?%1_%& ATIRAANDS, COT74IIL%EBT/INARIZ
ETAATBT NS RICEENREL-HEICTOREZEETESLLSICLET,

AE-N-I-B BTF/NARIE. 75—LPFDOMDARY MBS 2BMEERLET .

AE-ACK-B BT/NARIE, FEERADT 5 —LIA R FBHISHT DA TNAANSOHERICEELET,

AE-INFO-B BTF/NARIF, 1RV MEREATNARIZRELET,

SCHED-I-B BT/NARE, THNARADEEDA TP xH rOBEDTONT A DEDAFERHLUDRrPa—ILE
R#LEY,

SCHED-E-B BT /N\ARIE, DTS RADFEEDNA TP FOREDTO/NT 4 DEDBFFEBEZDR T2 —)L
ERBLET,

T-VMT-I-B BTF/N\ARIF. RENY T 7ICkLr FAYTF—2La—FZEIRELFET,

TATRB BF/AARE, FLY K AY ATSxy FROBUFFER READY A XY b7 LT XLEHEALT. +
Ly RFAG Ry D7 BFAEORDOT—2 O TILERBLEIEEATNARICEMLET,

NM-RC-B BTNARFIN—F2—EEITL FIZHEL. HEEDBACnet L— 2 —BEH{EH-IRENHYET,
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3335 ATNARADYR—FH—EX
AYUTILYT FDBBCIEBIBBs [CERSIND AT/ REREEHEET,
B-BCHATNARELTDHYR—FBIBBs EH—ERBERES LUV Ak ZETIFRDELY T,
Ml Referencel WMD) VU 5% CHERLLEZELY,

Table 3-7 Support services for B-BC as “A” device

BIBBs Service Send to Receive from Reference
ReadProperty MS/TP slave
DS-RP-A 4.6.2.1 Trending & ReadRange
Complex-Ack MS/TP slave
WriteProperty MS/TP slave
DS-WP-A 4.6.2.2 Scheduling
Simple-Ack MS/TP slave
ReadPropertyMultiple MS/TP slave
DS-RPM-A
Complex-Ack MS/TP slave
Unused(*1)
WritePropertyMultiple MS/TP slave
DS-WPM-A
Simple-Ack MS/TP slave
Who-ls BIP client Ai.fﬁgvla\ézng\l’sgfri;ation / GetEventinformation /
DM-DDB-A d
I-AM All

(*1) B-SS ~ADH—ERER %175 & EIZ ReadPropertyMultiple & WritePropertyMultiple [ZfER L TWWEH A,

3336 AT+
BACnet FINA RFZA T o FOEESTIERINET,

FITSIHOREFT TSI A TE0~4194303 DA VR A VABETRLELDEF TS FID
EFUFET, 220, 4194303 BIEB/MEZEKL., FAHIATWVEVWILEZRLET. TNI1RBH1LAT
Sz hTHY. DeviceFr T2z FMIEERLET, DeviceDA TPz FIDET/NARXID EMUFE
9, BACnet T/34f R, w9 Device ATV xV FEFEDLSICEHONTWVET, EHICHFTPy b
BART—2BOTONRT A DESTHERIN, COTONRT A 25HAEET S ETBSSIEIN—FKD
FIZ7OEALET,

AYTIVY I NDEEA T b%E Table 3-8ITRLET, (VIFEZY. ZRITIEZY)
Table 3-8 REF TV +

BACnet# Iz 4 b4 A7 #J2x4 D RE

Accumulator

Analog Input Analog Input, 0 v
Analog Input, 1 v

Analog Value Analog Value, 0 v
Analog Value, 1 v

Averaging

Binary Output Binary Output, 0 v
Binary Output, 1 v

Binary Value Binary Value, 0 v
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BACnet# 7oz 4 b5 47 IS5+ ID S
Binary Value, 1 v

Calendar

Command

Device Device, 10 v

Event Enrollment

File File,0 v

Group

Life Safety Point

Life Safety Zone

Loop

Multi state Input

Multi state Output

Multi state Value Multi state Value, 0 v

Multi state Value, 1 v
Notification Class Notification Class,0 v
Program

Pulse Converter

Schedule Schedule,0 v

Trend Log Trend Log,0 v

Access Door

Event Log

Load Control

Structured View

Trend Log Multiple

Access Point

Access Zone

Access User

Access Rights

Access Credential

Credential Data Input

CharacterString Value

DateTime Value

Large Analog Value

BitString Value

OctetString Value

Time Value

Integer Value
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BACnet4# x4 347

A7z 4 ~ID

Positive Integer Value

Positive Integer Value, 0

Positive Integer Value, 1

Date Value

DateTime Pattern Value

Time Pattern Value

Date Pattern Value

Network Security

Global Group

Notification Forwarder

Alert Enroliment

Channel

Lighting Output

Network Port

Network Port, 1 v

Network Port, 2 v

Binary Lighting Output

VTS, ERITEZY

FREFTOTH A TOBEIZRDEBY T,
Table 3-9REA TV 4 4 THE

BACnetA > xH h3A4 7

BME

Analog Input

Analog Input A 72 Y MIN—FIzT7HSDTFATANERT TONRT 1 2ELFET,

Analog Value

Analog Value 7 7 =4 FIEBACnet T/AA RD A E Y IZREIT 3705 EERT Fan
TAEHLES,

Binary Output

Binary Output 7 7 ¥ FIN—FOz7~DOEATHY . ACTIVE » INACTIVE HD 2 DD
KEEZRT TONRT1E2HLET,

Binary Value

Binary Value 7 7 £ 4 b I(L BACnet T/31 XM A E 1) IZHEEET % ACTIVE H INACTIVE hhd) 2
DOREEFRT TONRT 1 2ELET,

Device

BACnet 7/34 RI[ZI&, HEZEIZ1 DD Device# TP 9 FHARBETY, BACnet T/84( REAFD
Object_ldentifier 7A/NRT s #HEFET, ChlERy bIT—V 2R THLEETT.

Multi state Value

Multi state Value ## 72 =4 FEL BACnet T/8f AN A E ) ICEEET 5 1 DFETHEHDIREZE
K¥TORToERELET,

Positive Integer Value

Positive Integer Value 7 x4 k(& BACnet T/3f AN H W 2IEENH S LT—2{BEIZT
DERTERLSI2TEHTONTAE2HLET,

Network Port

Network Port #7219 FIE BACnet T/Af ADFy hI—O#RERT TanT 1 25, &
BLEB1DDRY FT—OR—+FTSH FAEENTLIRELAHY ET,

File

FleA 72 xH FEI7 ALY —ERZFERALTT I ERTEDLT 277/ 00T ONRT1 &
BHET,

Notification Class

Notification Class # 7> x4 k&, BACnet VAT LATDA RNy MBHMICHRELTONRT 1 &
BEEY,

Schedule

Schedule # 72z MME, FEDOBHOEEDHMIC, EEL-AROEEANTRYIRINS
YL R T C1—VEREDF TV ) FORETONRT A ~DEESNI-BEOEEAHE
BOTEEH60TANRT 1 E#HLET,
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BACnet4# 72z 847

M=

Trend Log

TrendlogA TS x4 kI, BBENZF TS zH bOTANRT A ZERL, EBESN-EHMN
FrEhd e, TRNRT A DiEER A LRS Y T% LogBuffer TR/ T 4 TREINZAE/NY
T7IZBBFELET, LogBuffer TA/F 1 DFEAH LIZI& ReadRange Y —ERNRBETT,

3.3.3.7 JAOnTa«

BACnet DA T2y MME, TANT 4 EFENDIHRALT -2 ERZHSL, Y—EXZALTETAN
T4I1279 X LZET, Conformance Code [Z#4Z8(R: Required) E EE SN TS TANT 4 IEFDA T
Y bEYR—PFTEHLEEFICEHDTHR— P LETNEESHEVWTONRT 4 TY, T3> TanTog
(O: Option)DHR— FMIFEETTHA. FHICKYHER—F (L LIFFEYR—PMBEDHSEA TS TO/X

T4 HYET,

Table 3-10 1\ 5 Table 3-22 [CAY U TILY T MIBEFNIEYR— T TPy FEZDOTONRT 1 &
TLET. RPOABIZLUTISRLET,

1. CC : Conformance Code

RWWA, O T a3y, WEEAHT

2. Configurable

(*1) MYPARE I > K & U WriteProperty Y —E X TR ETTEE

53MMFREATY FEE-TTO/NT (fE% Flash A E Y [ZEEAAK. R—FZ Uty b3 5L T0/F 11240
EMNRBEShET, WriteProperty & =I& WritePropertyMultiple 4 —E X # 1T L =15 &I HEM Flash * £V [TEE5A

EFNFEY,

(*2) MYPR/Ea<T > FTHREFTEE
63 MR EAVT Y REFE->TTO/NRTAfEZ Flash A EVIZEZAH#E., R—KZ Uty T3 EU8ENATONRT 4

ITRBRENFET,

(*3) WriteProperty 4 —E X CERETHE

WriteProperty ¥ 7: |3 WritePropertyMultiple 4 —E X #E4T Lz &(C T O/ F 1 @A Flash A E ) [CEZFRAFENFET,
R—K#ULy bF2LT70F1I2RBESI, DHEShET,

3. Access

R:ReadProperty & 1= [ ReadPropertyMultiple ¥ —E X % {# > THA Y ATAE
W:WriteProperty & 7= (& WritePropertyMultiple 4 —E X & {§ > TZ A& aJHE

Table 3-10 Analog Input Object Type

Property Identifier ccC’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Present Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Reliability 0] R
Out_Of_Service R v (*1) R/W
Units R R/W
COV_Increment 0] R/W
Time_Delay 0] R/W
Notification_Class 0] R/W
High_Limit 0] R/W
Low_Limit 0] R/W
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Deadband 0] R/W
Limit_Enable 0] R/W
Event_Enable 0] R/W
Acked_Transitions 0] R
Notify_Type 0] R/W
Event_Time_Stamps 0] R
Property_List R R
Table 3-11 Analog Value Object Type
Property Identifier ccC’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Present Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Out_Of Service R v (*1) R/W
Units R R/W
COV_Increment 0 R/W
Time_Delay 0] R/W
Notification_Class 0] R/W
High_Limit 0] R/W
Low_Limit 0] R/W
Deadband 0] R/W
Limit_Enable 0] R/W
Event_Enable 0] R/W
Acked_Transitions 0] R
Notify Type 0] R/W
Event_Time_Stamps 0] R
Property_List R R
Table 3-12 Binary Output Object Type
Property Identifier cc’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Present Value W R/W
Description (0] R
Status_Flags R R
Event_State R R
Reliability 0] R
Out_Of Service R v (*1) R/W
Polarity R R/W
Inactive_Text 0] R
Active_Text 0] R
Priority_Array R R
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Relinquish_Default R R
Current_Command_Priority R R
Property_List R R
Table 3-13 Binary Value Object Type

Property Identifier ccC’ Configurable? Access®

Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Present_Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Reliability 0] R
Out_Of_Service R v (*1) R/W
Priority_Array 0] R
Relinquish_Default 0] R
Current_Command_Priority 0] R
Property_List R R

Table 3-14 File Object Type

Property Identifier (o{0% Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
File_Type R R
File_Size R R/W
Modification_Date R R
Archive w R/W
Read_Only R R
File_Access_Method R R
Description 0] R
Status_Flags R R
Table 3-15 Notification Class Object Type
Property Identifier (o{0% Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Notification_Class R R
Priority R R/W
Ack_Required R R/W
Recipient_List R R/W
Description (0] R
Table 3-16 Schedule Object Type
Property Identifier CccC’ Configurable? Access®
Object_ldentifier R R
RO1AN7237JJ0100 Rev.1.00 Page 30 of 154

2024.03.25

RENESAS



RZ/N2L 7 )L—7

BACnet Controller Sample Software

Object_Name R R/W
Object_Type R R
Present_Value R R/W
Effective_Period R R/W
Schedule_Default R R/W
List_Of Object Property References R R/W
Priority_For_Writing R R
Status_Flags R R
Reliability R R
Out_Of_Service R v (*1) R/W
Weekly Schedule R R/W
Description (0] R
Table 3-17 Multi-state Value Object Type

Property Identifier cc’ Configurable Access®
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Present_Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Out_Of_Service R v (*1) R/W
Number_Of_ States R R
State_Text 0] R
Property_List R R
Table 3-18 Trend Log Object Type

Property Identifier ccC’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Enable w R/W
Start_Time 0] R/W
Stop_Time 0] R/W
Log_DeviceObjectProperty 0] R/W
Log_Interval 0] R/W
Stop_When_Full R R/W
Buffer_Size R R
Log_Buffer R R
Record_Count w R/W
Total _Record Count R R
Logging_Type R R/W
Align_Intervals @) R/W
Interval_Offset 0] R/W
Trigger 0] R/W
Status_Flags R R
Event_State R R
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Description 0] R
Property_List R R
Table 3-19 Positive Integer Value Object Type

Property Identifier ccC’ Configurable? Access®
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Present Value R R/W
Status_Flags R R
Out_Of_Service 0 v (*1) R/W
Units R R
Event_State 0] R
Description (0] R
Property_List R R
Table 3-20 Network Port Object Type(for BIP)

Property Identifier cc’ Configurable? Access?
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Status_Flags R R
Reliability R R
Out_Of_Service R R
Network_Type R R
Protocol_Level R R
Changes_Pending R R
Description 0] R
MAC_Address o] v/ (*2) R
BACnet_IP_Mode o} v (*3) R/W
IP_Address ] v (*2) R
BACnet_IP_UDP_Port (0] v (*2) R
IP_Subnet_Mask 0] R
IP_Default_Gateway o] v/ (*2) R
IP_DNS_Server 0] R
FD_BBMD_Address o} v (*3) R/W
FD_Subscription_Lifetime o] v (*3) R/W
Property_List R R

Table 3-21 Network Port Object Type(for MSTP)

Property Identifier (of0% Configurable? Access?®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Status_Flags R R
Reliability R R

Out_Of Service R R
Network_Type R R
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Protocol_Level R R
Network_Number o] v (*3) R/W
Network_Number_Quality (0] R
Changes_Pending R R
Apdu_Length (0] R
Link_Speed R R
Description (0] R
MAC_Address 0 v (*2) R
Max_Master (0] R/W
Max_Info_Frames (0] R/W
Property_List R R
Table 3-22 Device Object Type
Property Identifier CcC’ Configurable? Access®
Object_lIdentifier R v (*2) R
Object_Name R v (*1) R/W
Object_Type R R
System_Status R R
Vendor_Name R R
Vendor_ldentifier R R
Model_Name R R
Firmware_Revision R R
Application_Software_Version R R
Location 0] R/W
Description 0] R/W
Protocol_Version R R
Protocol_Revision R R
Protocol_Services_Supported R R
Protocol_Object_Types_Supported R R
Object_List R R
Max_APDU_Length_Accepted R R
Segmentation_Supported R R
Local_Time 0] R
Local_Date 0] R
UTC_Offset (0] v (*2) R/W
Daylight Savings_Status 0] R
APDU_Timeout R R/W
Number_Of APDU_Retries R R/W
Device_Address_Binding R R
Database Revision R R
Active_COV_Subscriptions 0] R
Max_Master O R/W
Max_Info_Frames 0] R/W
Property_List R R
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3.4 BARIRRIEE

3.4.1 #MEBRFKIRE e2studio
3411 42X +—JL

Table 1-1 [CRED/N—T 3 0ZFFHoO0—KLT, BFELDPCIZTA VA F—=)ILLTLESLY,

FSP &#/3\—2 3 U TIX. FSP. e2studio. GCCY—ILFz—rh 12D/ vr—I & LTREBENT
AVAF=5—NEHo0—-FTEEY,

- A9y 0— K L1 setup_rznfsp_ vl 3 0 e2s v2023-07.exe % IO )y LET,

&) 26% Extracting x

Cancel

Fig.3-7 e2studio Install (1)

- LUTERRLET,

Renesas Installer

G Select which users to install for

—> All Users
nstall for all users on this computer
Requires Administrator permissions

—> Current user
nstall for only

Parts may require Administrator permissions

— Cancel installation

Fig.3-8 e2studio Install (2)
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- LUTERRLET,

[ZA Renesas RZ/N Flexible Software Package (FSP) v1.3.0 with € studio 2023-07 Setup O s
Renesas RZ/N Flexible Software Package (FSP) v1.3.0 with e studio 2023-07 Setup %ﬂ

Renesas RZ/M Flexible Software Package (FSP) v1.2.0 with €? studio 2023-04 version 1.200F TIZf YA ahTET.

FELEWTTM?

L TYTIL-F

l | version 1.3.0[C7w T -FLET.
N A o

V202309260045 User: All Users < Back A A=)l Cancel

Fig.3-9 e2studio Install (3)

FLUTEERLET,

BN Renesas RZ/N Flexible Software Package (FSP) v1.1.0with &* studio 2022-10 Setup O *
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup @

AVA=N-51F

Select Install Type:

" Quick Install
WX/ Default installation of &” studio, FSP 8 GCC ARM Embedded

(=) Custom Install
\* / Custom installation of & studio, FSP & GCC ARM Embedded

v202212160219 User: All Users < Back Mext > AIAR=] Cancel

Fig.3-10 e2studio Install (4)
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A VA= ITHILEERELET,

[EM Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022-10 Setup O *
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e” studio 2022-10 Setup \
RZ
~
== A VAN FALI R DEEFTEELLE.
$£3C% -
A2 A=l48FT ¢ C¥Renesas¥rzn¥e?studio_w2022-10 fsp_v1.1.0
R ZE..
) - - SHIERYIRIITE. TTIAVAR-IERTVET.
125-FyMERHFRIAAT &
1VAM-NDEE
AYA-NFIVTRIIT
» Renesas e2 studio v22.10.0.R20221013-1357
+ Java Runtime v11.0.0
= Renesas FSP Smart Configurator Core v8.10.0.v20220026-0845
= GCC for Renesas RZ Build Support v22.10.0.v20220916-0746
= Ranacac B7 Camman 277 100 N23001E_ 1147 v
v202212160219 User: All Users < Back 1A= Cancel
Fig.3-11 e2studio Install (5)
== . .2 .
"BEEFT VI L& Next22 v I LETS,
[N Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022-10 Setup O 4
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e studio 2022-10 Setup \
RZ
£37z ROVINITTRREEATRAELTHE .
_ N Renesas e2 studic License Terms and Cenditions for RENESAS e2 studio ~
() 512y |
OpenlDK License Agreems . . " -
. This Renesas e studio license agreement ("Agreement”) is between
3— At ARM D5-5 Toolchain Inted| s entity on whose behalf you are entering into this Agreement
a N Renesas FSP for RZ/N w1.1) |["Client") and Renesas Electronics Corporation, a Japanese company
Rl GNU ARM Embedded 9.2, [with its registered office at 3-2-24, Toyosu, Koto-ku, Tokyo 135-
| |0061, Japan ("Renesas"). YOU SHOULD READ THIS AGREEMENT
GNU ARM Embedded 9.3, CAREFULLY, AS IT CONSTITUTES A BINDING CONTRACT BETWEEN
GCC ARM A-Profile (AArcl o) [ENT AND REMESAS.
Renesas Common Library | |The Renesas IDE Software (defined below) is intended for
commercial use by a company or corporation only and is not
designed, developed or produced for any private use or purpose. If
you are an individual, or you intend to install the Renesas IDE
Software on behalf of an individual, or the Renesas IDE Software is
expected to be used for a private purpose directly or indirectly, you
should click "Ne" on the installer.
Otherwise, by clicking the "l accept” button or other button or
mechanism designed to acknowledge agreement to the terms of an
< * | |electronic copy of this Agreement, or by installing, accessing, or v
YIRIIFEROEHIRELET. Print all...
V202212160219 User: All Users < Back 1IAR=I Cancel
Fig.3-12 e2studio Install (6)
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A VRR=LESYY YO LET,

E! Renesas RZ/N Flexible Software Package (FSP) v1.3.0 with e? studio 2023-07 Setup

Renesas RZ/N Flexible Software Package (FSP) v1.3.0 with ” studio 2023-07 Setup

£32%
SAEYR

EERTOTFLELUTFANADY 3- My I ROEFICIERENET ¢

O X
=

A=k AZa-- T |Renesas RZMN v1.3.0

3 va-tawk

v202309260045 User: All Users < Back Mext =

@ FIANEETR)

Cancel

Fig.3-13 e2studio Install (7)

[Z4 Renesas RZ/N Flexible Software Package (FSP) w1.1.0 with €7 studio 2022-10 Setup

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup

() vab-n.. L

v202212160219 User: All Users < Back Mext >

t37% Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022-104' WA= LN 3ETHES
GzEN.

AU

PE 1Py

A A=)l

O x
=

Cancel

Fig.3-14 e2studio Install (8)
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"OKZEV YUY LET,

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e” studio 2022-10 Setup

O

@\;

t372 Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with * studio 2022-10004 VA= LA'R TLELE.
48R OKEOUy AL TRLTESL.
P i Pl

[ Launch ez studio?
[ View Release Notes?

@ em [] View What's New?

View Renesas FSP User Manual?

A A=

farip DML/
Renesas FSP: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0

Renesas FSP User Manual: C:¥Renesas¥rzn¥e?studio v2022-10 fsp vi.1

.0

GCC ARM Embedded: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0¥toolchains¥goe arm¥

9 20159g4

GCC ARM Embedded: C:¥Renesas¥rzn¥e2studio v2022-10 fsp v1.1.0¥toclchains¥gee arm¥

5 2020q2

V202212160219 User All Users < Back MNext > Cancel

Fig.3-15 e2studio Install (9)

RO1AN7237JJ0100 Rev.1.00

2024.03.25

RENESAS

Page 38 of 154




RZ/N2L 7 )L—7

BACnet Controller Sample Software

3412 Joozy raIbETF
(1) zip 774 ILERE

T, T—hATENE=ERKY 2 TILY T bD/y 45— (RZN2L_BACnet BBC V***.zip) #f2&EL. &
DI INFITHEMLET, e2studio [ETAHILFEBINES TIUNRMNRTELHLRBTEELADT, 7

WIRANECBADESBEL TS EESW, T, BRBEONRBLFEALBNTLEZSLY,

(2) e2studio F2E}

XIZ, e2studio ZEREILET, 41 VA P—ILENF=THILED” e2studio.exe” &

THIL DA VR F—IILEIETFTRIZEYET,

\Renesas\rzn\e2studio_v2023-07_fsp_v1.3.0\eclipse¥e2studio.exe

LTLEEN, 7

A Renesas
v rzn
e2studio_v2022-07_fsp_v1.0.0
e2studio_v2022-10_fsp_v1.1.0
e2studic_v2023-04_fsp_v1.2.0

w e2studio_v2023-07_fsp_v1.3.0

eclipse [

fsp_documentation
internal
toolchains

uninstall

> configuration

dropins
features
p2
plugins
readme
runtimes
| | .eclipseproduct
art 1f3 L X0
| e2studioini
[#5] ezstudioc.exe
K& notice.html

Fig.3-16 Launch project (1)
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(3) 7SIy bDA R—+
EBEDT—VRAR—RTA LI F)EADLT, LaunchE2 Vv LET,

@ ¢ studio Launcher a X

Select a directory as workspace

k‘ studio uses the workspace directory to store its preferences and development artifacts.

Workspace: |C:¥Users¥xxxxxxx¥e2_studio¥ws_FSP13_BAl31_QSP|_configurable_RTR_V100 v Browse...

[] Use this as the default and do not ask again
» Recent Workspaces

Fig.3-17 Launch project (2)

- Import existing projects #%2 1) v LE Y,

B workspace FSP110_sample.B-55_sirspeed - &° studio E e o =
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
4|0 - - + || Ho Launch Canfigurations v | on [ v s -k i g
LRt R A e L R T R T R PR e L

Q E R
P @ Weicome % B S e
&

Welcome to e? studio

Create a new e studio C/C++ project : Get an overview of the features
Import existing e studio projects from the filesystem E Go through tutorials
or archive

5 Try out the samples
Download and import sample projects from Renesas
website

Find out what is new
Review the [DE's most fiercely contested preferences

Quickly getting familiar with the tool g | sns sy 5

B ED Il HE BEURT.
A43-Za-R #adet. |

Open 3 file from the filesystem

PEIIC R I IL TSRS,
Smart Browser Notific...n Starfup: (66%) I =

Fig.3-18 Launch project (3)
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- Select root directory:® Browse #49 ) v LT, 1V R—+$57020xI bITANFTEZADLET,
Copy projects into workspace [ICF T vV EAND LA VvR—bTAD Y FAIE—SNFET,

& import O *
Import Projects 0
Select a directory to search for existing Eclipse projects. / A;J

I (®) Select root directory: | C¥Users¥XXXKXX ¥22_studio¥workspace FS « | Browse...

(D Select archive file: Browse...
Projects:
I RZNZL_FreeRTOS IwlP (C:¥Users¥ X000 ¥e2_studio¥workspace_F I Select All
Deselect All
Refresh
L4 >
Options
[1Search for nested projects
I Copy projects into workspace I
I Close newly imported projects upon completion
[[JHide projects that already exist in the workspace
Waorking sets
[[]Add project to working sets New...
Select...

@ o | oo

Fig.3-19 Launch project (4)

*FinishZ2 )y I35 LEUTARTENETNDT YesToAlZI v I LET,

& Question X

Yes | Yes To All I No Mo To All Cancel

Fig.3-20 Launch project (5)
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& import O X
Import Projects i
Select a directory to search for existing Eclipse projects, f ,".
7
Select root directory: | C:¥Users¥XX00000¥e2_studio¥workspace_FS Browse...
Select archive file: Browse.
RZN2L_FreeRTOS_IwlP [C¥Users¥X000000¢ ¥e2_studio¥workspace_F Select All
Deselect All
Refresh
< >
Options
Search for nested projects
Copt ce
Close newly imported projects upen completion
Hide projects that already exist in the workspace
Working sets
Add project to working sets New..
Select...

C¥Users¥71768836%2_studio¥workspace_FSP110_sample_B-SS¥RZN2L_FreeRTOS_IwlP¥Debug¥
| L]

@ Finish Cancel

-Jadx

Fig.3-21 Launch project (6)

D bDAR— BT T HEUTARTRENET . ChLUBRIE4FICT

EALEY,

- [m X

8 workspace_FSP110_sampl

File Edit Source Refacto

HE5 RZN2L FreeRTOS iwiP

e_B-55_airspeed - ¢* studio

¢ Navigate Search Project RenesasViews Run Window Help

[E7] RZN2L_FreeRTOS_LwlP Debug_Flat (nild

fiw i@ IR Qi ¢
= B |g Outline X = 8

Bl Project Explorer =B

BSY 3

A= b RZAFLDA YR =)L T

[ ®-R-GBidiE-O-E-G-i@s-

(B]Ce][m] [ oo
- -t ¥ - V‘J

There is no active editor that
provides an outline,

[#] Problems x | B Console [T Properties @ AV-k- 7574~ P R¥-F-2a7l v =8
[ errors, 2 wamings, 0 others
Description Resource Path Location Type
AT-h AT WEA VAR x

FLLRY- R YZAT LA UV ERTOES . |

AV- M IATLOEE £
L]

Q | [

.

Oitems selected

Fig-3-22 Launch project (7)
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34.2 VTS

Visual Test Shell (VTS) (. BACnet/IP 7O Fa )L ZERTERTLTHEASIN S BACnet #aEZ T R
FFBEHOF7TTVr—2 30T,

Table 1-1 [CERHED/NA—C 3 v ZUTDO web A/ A SAHO—KLT, BEVLDOPCIZA VR M—)L
LTLEEW, #900—FRI7A4 IV E8ER, 41 X F—ILFEIX"\Docs" 7 + LA D QuickStart.html %
BHZ . Quick Start Guide #ZB < =&Y,

- G ) https//sourceforge.net/projects/vis/ A as W = (Bt1r 3)
SOURCEFORGE

Open Source Software Business Software.

Visual Test Shell for BACnet

BACnet Tester
Brought to you by: 5 . y ,and

0.0.0.9.0.9 Downloads: Last Update:

Download Get Updates Share This

Visual Test Shell (VTS) is an application for testing the BACnet functionality of devices used in building automation systems.

Fig.3-23 VTS

3.4.3 Yabe

Yet Another Bacnet Explorer (YABE) [ BACnet T/3f R ZZEZEH LUV FTES— T BE=HDTS5T74h
W94 R T7a59SALTYE, VISDESIH1D1D2DH—EREHNTEA Vv E—T1—REHELFE
ADEE 174245 T BACnet MS/TP &£ BACnet/IP 70 haLEERAT D VAT LERBRTEET,

Table 1-1 [CERHED/NA—C 3 v ZUTDO web A A HO0—KLT, BEVLDOPCIZA VR M—IL
LTS,

@) () https;//sourceforge.net/projects/yetanotherbacnetexplorer/

SOURCEFORGE

Open Source Software Business Software

J Yet Another Bacnet Explorer

Yet Another Bacnet Explorer

Graphical explorer for BACnet - Free BACnet library in C#
Brought to you by:

1. 0.9.0.9.¢ Downloads: Last Update:

Download Get Updates Share This

Limx | Windows | Android

Files Reviews Support Code Discussion

Graphical explorer program written in C#, for browsing BACnet devices (run on Windows & Linux).

Fig.3-24 Yabe
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3.4.4 Wireshark

Wireshark [TEBETEZ DRy FT7—5 7O FANLTFS5A4HF—TT, Table 1-1 DY) >4 h 5 Wireshark
89 O0—KLTA VA M=ILLET,

We're now a non-profit! Support open source packet analysis b

I G
WIRESHARK News SharkFest Get Acquainted~ Get Help v Dev

Download Wireshark

The current stable release

of Wireshark is 4.0.4. It supersedes all previous

releases.
v Stable Release: 4.0.4
=R Windows PortableApps® (64-bit)
& macOS Arm 64-bit.dmg
@& macOS Intel 64-bit.dmg
</> Source Code

» Old Stable Release: 3.6.12

» Documentation

Fig.3-25 download Wireshark

3.4.5 Terminal software

TeraTerm L EDEIETHA S A—IFILY IOz F7EAHA—RFLTA VYA F—=ILLET,

ZDA—ZFILY T bz TIXEBERE TR 7 R/ T « {E(configurable properties)% Flash * £ ) [C{RTEF
5T FEERTTHLOICHENET, FMlE. 53FFZTSBIFZELN,
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4. EhERERR

4.1 IEfH

Fig.4-1 2% > TV 7 FETEOEHKEZ TR LET, RZ/N2L RSK /R— FIZ Ethernet 7/— JJL. J-Link
OB 7/3v 7, 5VDC DF7—TINEHEK L T &L, B-SS fllih— FZ&#E# T HHEERA— FD J26
ARV RICEREEE U EERL TS,

21 EBDHR— RKEBEFETIE. ETHO~ETH1 @ ED Ethernet %% 2 [ Ethernet ¥ — J L2 L THHELE
HA, RSKIR—KFEDT/\yH J-Link OB #ERT S5E8E 9 FF—T L L. USBMicro D7 —J)L%E
EfHELZET, B-BC lI/R— F & B-SS fllii— FOHR— KEEIXR—TY .

RS-485 [& 2 #f X ¥ 2 E@IET. B-BC & B-SSDAR— FE%Z TS5 Xl CN12-6 £~ (RS485_A)EL%. <
4 F X CN12-3 E>(RS485_ B)RIL##&E#H L FT, PCY—ILDLDY—ERBEREIRFI—T/NSA R L
LTHB-BC#M/LTB-SSIZ#EIEL. B-SSIEE%E PCY—ILIZEELET,

BACnet MS/TP BIED /4y k% Wireshark TE=42 9 315 &I1&. PCO USBHKR— +% MS/TP@EER &
PTBBENHSH1=6. RS485/USB gz #AE L. RS485 ABIEE#NIE L TEHKLET, (Figs-1 4
1RER)

Wireshark

BACnet Tool = ) Eth ¢ Cabl
Yab - ernet Cable
_( awe ) e2studio Bto==
: [ ——
- 1
— e studio | Comverorfor b , | BACneuP Server
I MS/TP 1 IP : 192.168.10.10
. ----(JTLi-n: OB) : device, 10 device, 100
BACnet Tool USB-Micro : ! MS/TP Master MS/TP Slave
(VTS) : . ) J10 1 MAC : 5 (0x05) MAC : 129 (0x81)
"1 aacnetie o J9 : Open UK LRI TRT o Wy U U TR e
ne ient
IP : 192.168.10.20 CN12 : : - - ? 7
device, 0 3 : RS485 B = i ;

6 : RS485_A

Slavé (B-SS)...

USB Type-C
5V DC-IN

Fig.4-1 BACnet/IP-MS/TP Hardware Diagram

42 BACnet7 347> hIP7 FLREE
PCHl4—Hxy FDT7 FLAZEFITLVET,
Windows ® 2 % — FEdzzB%5 1y v o LS.
UTDEBYICEH, IP7RLRAZERELTLEZEL,
BESKRY R T—DEA VA=Y S>STRTI—DFTLaVEEETE>A—HRy b
>STONRTF4>A VA —Fy 70O A= 3 2 4TCP/IPv4)> FTO/NT 4
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 robo-rEEs

A > aybO-L L > TATOIVRO-L ARLEE > Fubo-TEE

flf

=22 - ZDFYEI-T FIHAAEERICT S IMEREENTD IMERDEWNEEETD ful i}

‘_;.,a- A~k

W~ Intel(R) Ethernet Connection (3) 12...

{—HFyk 11 —~
ggggnj.ﬂ AR w k=1 l S
ASIXA| @ =323 5(B)

HEE(U)

()]
Q) JUUESG)
o a-khy bOFER(S)
@ BIER(D
6 =IOEEM)
© FoiFR

f—
Pa

Fig.4-2 network connection

FouRI-ITIMBEL Y- SN TSI P SEESBMCRSTIILNT
57, $T-RENTUBWESIE, Ry b)-UEEECENS P BEERLEHET
iEE.

QP FRLAE S BIBICEET 5(0)

@ 50 IP PELAEES(S):

1P PRLAD:
$T 79k YAI(U)
773k F- k94 (D) [ ]
DNS #-/{-OFFL- A% JICER
@ RO DNS -/-DTFLAEE3(E)
B4 DNS H#—/(—(P): |:|
{8 DNS #—/(-(A) [ ]

O eTHIESEEERITIL EETEV)...

RS T A(B)

OK Fotll

Fig.4-3 TCP/IPv4 properties

B-BCHYTILY D FTEATBRSKAR—FDIP7 KL X[ 192.168.10.10 TF, PCRID IP 7 KL X
% 192.168.10. XXX [CERET ALENHY FT, AFF 1AL FTIX192.168.10.20 ZREL TLET,
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4.3 Wireshark % E
Wireshark T PC & B-BC M BACnet/IP@E/NT Y bEX Y TF AT HIENTEET,

F71=. Wireshark TMS/TP 70 b )L/ y bDF ¥ TF ¥ ZAlHEIZT B5EI(E. Table1-1 DY VoM D
mstpcap.exe #4 o> O—FLET,

) httpsy/optigo.zendesk.com/he/en-us/articles/115001062771-Capturing-MS-TP-packets

:’ OPTIGO

Capturing MS/TP packets

You will need:
1. A USB to RS-485 converter.

2. The mstpcap.exe download frororr Steve Karg's BACnet tools version 0.8.6)
See this page for an integration with Wireshark.

Fig.4-4 Download mstpcap.exe

mstpcap.exe %/Program Files/Wireshark/extcap 7 # JLA FIZBEY T LET,

|« A » PC » Windows(C) » ProgramFiles » Wireshark » extcap
v Wireshark 0 E=4-01 =S 43
audio ‘ etwdump.exe 0K
bearer 24K
diameter [55] USBPcapCMD.exe 56 K
dtds
extcap

Fig.4-5 Paste mstpcap.exe into extcap folder

DAY= %—DFUbLEFTIANVY—y—BHDCOMAKR—FEE @® HVUYHILET,
Ry T7 v TS84 705D Baud Rate 115200 %:#4R L T Save LE 7,
Ny XX TFoBteE 4 7JVv9LET,
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Y & sha . Anal — O
| m @ RE ] =3 eEEaaan
] |P|pp|y a dizplay filter =+ <Ctrl-> . '] +
e lcom
M Wireshark - Interface Options: BACnet MS/TP on COM10 X
Open
Cr¥lsers 3
Baud Rate - (]
Ci¥llsers
C¥lsers|
Save parameter on capture start s
S —
Ca piy Festare Defaults " Cloze Help
- —_——
“uUSIng y

. BACnet MS/TP on COM10 &

Learn

User's Guide : Wiki : Questions and Answers - Mailing Lists . SharkFest - Wireshark Discord

‘fou are running Wireshark 4,04 (w8 04-0-gea 14d468d9ca). You receive automatic updates.

- Donate

| ¥ Ready to load or capture Mo Packets Profile: Default

Fig.4-6 Baud rate selection

DAY= —9DMSTP X v FFrEESRTINET,

& Capturing from BACnet MS/TP on COM10 - [m] >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m g ® REQe=2=2f i 5= Qi

rl |P||3|3Iy a dizplay filter === <Gtrl-/> = '] +

Mo. Time Source Destination Protocal Length  Info

£ >

O 7 BAGnet MSSTP on COMID: <live capture in progress> Mo Packets Profile: Default

Fig.4-7 MS/TP protocol packet capture screen
RO1AN7237JJ0100 Rev.1.00 Page 48 of 154



BACnet Controller Sample Software

RZ/N2L 7 )L—7

44 TOozhH MEE)
*9. 3412EDFIET, Ty rEAVR—FLET,

441 ENLFEREDIEERE
EJL FIZ%&FE Symbol E&E %S

Z

LET., FMIE524FEFLU526EF#SEBLIZEL,

4411 ZEZIE Symbol
EZEFTHEBBCEEILRTELELCES Symbol BHYETDT. UTFITRKLET,
Project Explorer v« > KD 702 x4y & %EERLT-5 X T, Project »* =21 —00 Properties B & F

TO

8 ws_FSP13_BA131_QSPI_configurable_RTR_V100 - RZN2L_BACnet BRTR_V1.0.0/rzn/fsp/src/bsp/cmsis| / - fstartup.c - & studio — o x
File Edit Source Refactor Mavigate Search | Project | RenesasViews Run Window Help
| ® & ~itgia| Open Project Q | [E e+ | 45 Debug
155 Project Explorer X = B8 |[&: Clo=slE = B |[5= outline X | Documents =0
3 Open FSP Configuration Tars = B S} . =
] t (void) §
Build Al Ctrl+Alt+B + @
Build Configurations > needed when debugging */ H
Build Project Cirl+B *:
#2 \n"
Build Working Set > |5 o i #
Clean... #ox2fa wn” #
Build Automatically p: An” ++
#1 \n =+
Build Target: > |t \n” g
gets . #
fware_loop \n g
C/C++ Index > ﬁ
FRIDEEEFREES Alt=D e
Change Device N £
. E
Change Toolchain Version sp hactle bit 11 " Set value of HACTLIY g
> r ~
Cri+Alt+P
i - 7577~ | A3—+-%2a27)k| O Memory| £F Debug| % Expressions 7 =0
o =
Descriptiol Resor
Warnings (8 item:
< >
=5 RZN2L_BACnet BRTR V1.0.0 B

Fig.4-8 Open project properties
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C/C++General > Paths and Symbols ®#Symbols 2 ¥'H 5 Languages @ GNU C Z:#iR9 5 & EJL FAN
S A—4 Symbol ARTFRENFET,

Symbol M#BACDL_ALL, #BACDL_BIP, #BACDL_MSTP [CDWTIFERELGWLTL S, Tho%
ETEISHEBBCAEILRTELLRYET,

{8 Properties for RZNZL_FreeRTOS_lwlP [} >
[type filter text Paths and Symbols & - - 8
Resocurce
Builders
C/C++ Build Configuration: | Debug [ Active ] ~ | | Manage Configurations...
w C/C++ General
Code Analysis
Documentation (= Includes Library Paths | (2 Source Location | 5| References
File Types
Formatter Languages Symbaol Value Add...
Indexer _ Assergbly # _RZN_CORE CR52.0
Language Mappings @ # BACAPP_PRINT_ENABLE
MISRACIZ (3 F 77 # BACDL ALL Delete
Paths and Symbaols # BACDL BIP
MCFJEprocessor nclude Pat # BACDL_MSTP Export
BACFILE
Project Natures #
Project References # BACMNET_METWORK_PORTS_MAX 2
Renesas QF # BBMD_ENABLED 1
Run/Debug Settings # BIP_DNS_MAX 1
Task Tags # BIP_PORT OxBACOD
Validaticn # DEVICE_INSTANCE 10
# INTRINSIC_REPORTING 1
# IPADR1 192
# |PADR2 168
# |PADR3 10
# IPADR4 10
# LWIP_TCP 1
# LWIP_UDP 1
# MAKX_ANALOG_INPUTS 2
# MAX_AMALOG_VALUES 2
# MAX_BINARY_OUTPUTS 2
# MAX_BINARY_VALUES 2
# MAX_COV_SUBSCRIPTIONS 5
# MAX_FILES 1
# MAX_MULTISTATE_VALUES 2
# MAX_MNOTIFICATIOM_CLASSES 1
# MAX_POSITIVEINTEGER_VALUES 2
# MAX_SCHEDULES 1
# MAX_TREND_LOGS 1
# MAX_TSM_TRANSACTIONS 10
# MSTP_MAC ADDRESS 5
# MULTISTATE_ MUMBER_OF_STATES 3
# METWORK_PORT_IPV4_INSTANCE 1
# METWORK_PORT_MSTP_INSTANCE 2
# PRINT_ENABLED 1
# USR_DEBUG_PRINT 1
€3] "Preprocessor Include Paths, Macros etc.” property page may define additional entries
Show built-in values
E.&" Import Settings... ‘f’% Export Settings...
= = Restore Defaults Apply
':?:' Apply and Close Cancel
Fig.4-9 Prohibit changes to BACDL_ALL, BACDL_BIP, BACDL_MSTP
RO1AN7237JJ0100 Rev.1.00 Page 50 of 154

2024.03.25

RENESAS




RZ/IN2L F)L—7 BACnet Controller Sample Software

4412 NTPH—N—F7 FLADETE

B-BC (T4 —7 >V —X IwIP ® SNTP(Simple Network Time Protocol) % {# f§ L T NTP(Network Time
Protocol) ¥ —/\—m 5 BEIMICIRAERZI ZEIGT S=OITNTP US4 7 2 MMEREEEE L TWVET,

2L, EHEPCHANTP H—/N\—[CHBEZRHMHRICLTH Y. B-BCIENTPH—/I\—% IP 7 FL X TH
ALTWET, NTPH—N—RIZKBHBEAEIHR—FLTHY FEA,

Hftd 5 PCITNTP H—N\—HEEA T VEETHLRESH Y A, B-BC & VTS(F =& Yabe)h 5 IRTE
BLIZEZRELET, 453FB LU 461 ZEOBLRHBH—EXESEBILEE,

B-BC & BIP ##td 5 PCMHANTP H—N\—L LTHEATEDEEDH. UTOI—FEZZEEBEL TS
We COIPFTRLRIFA2ETRELELDER—THILELNHY EFI, 192.168.10.20 (T T+ /L MME
T,

user\renesas\application\lwip_port_main.c

1400 |/ &
1401 | = @hrief SNTP initial settinzz«

1402 S
1408 |/ -
1404 [ Function Name: user_snip_init+

1405 |¢ Description : 8.3a and §.3c walid function (8.3a REGUIRED)«

1408 & Arzuments tovoide

1407 ¢ Return Value : Hone<

1408 /
1408 jvoid user_sntp_init (void)s«

1410 |«

1411 |void user_sntp_init(void)=

1412 [«

1413 ip_addr_t sntplPADDR; <

1414 |«

1415 sntp_setoperat ingmode (SNTP_OPHODE_POLL) 5«

1416 Hif SNTP_SERWER_DNS<

1417 sntp_setservername (0, “pool.ntp.orz™); A% DNS not supported =/«

1418 |Helse«

1418 IP_ADDR4(&sntpIPADDR, | 192, 168, 10, 20p;<

1420 sntp_setserver (0, &sntEIPADON]: &

1421 lHendif <

1422 sntp_init();«

1423 [} =

Fig.4-10 Setting NTP server address

RO Wireshark(Z 4 LA [E ntp ZEA)F ¥ TF Y ERIENTP 70 caLXyy FERLTWLWEY, B-BC
M NTP H—/N\—~ DB ZIEREHAIL 1 BRI T,

& 1-%3r9bn - b X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m e RE Re==ZfF s Eaaaqn
(11 [ bacnet or bvlc orntp B3 -]+
No. Time Source Destination Protocol Length  Info
15 ©8:41:12.932599 192.168.10.18  192.168.18.255 BACnet-NPDU 60 I-An-Router-To-Network
16 ©8:41:12.934001 192.168.10.1¢  192.168.19.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,19
18 88:41:14.878207 192.168.18.18  192.168.18.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device,109
48 88:41:42.702473 192.168.18.18 192.168.18.28 NTP 98 NTP Version 4, client
41 88:41:42.782748 192.168.10.28 192.168.10.10 NTP 98 NTP Version 3, server
2817 ©9:41:42.955496 192.168.10.18  192.168.18.280 NTP 98 NTP Version 4, client
2018 ©9:41:42.955798 192.165.10.20  192.163.10.16 NTP 98 NTP Version 3, server
3994 10:41:43.210153 192.168.10.10  192.168.10.20 NTP 90 NTP Version 4, client
3995 10:41:43.218561 192.168.10.28  192.168.18.16 NTP 98 NTP Version 3, server
5972 11:41:43.465863 192.168.108.18 192.168.18.20 NTP 9@ NTP Version 4, client
5973 11:41:43.466380 192.168.18.28 192.168.18.10@ NTP 98 NTP Version 3, server
7955 12:41:43.721921 192.168.18.18 192.168.18.20 NTP 98 NTP Version 4, client
7956 12:41:43.722640 192.165.10.20  192.168.10.16 NTP 98 NTP Version 3, server
< >
Frame 41: 90 bytes on wire (72 bits), 9@ bytes captured (728 bit 74 0B 58 16 ¥9 ed 7c c2 c6 lc Ja fe B8 @B 45 08
Ethernet IT, Src: TPLink_lc:9a:fe (7c:c2:cé:1c:9a:fe), Dst: Renes: 80 4c eb 51 00 @0 36 11 00 0@ c@ ad @a 14 0 ad

Internet Protocol Version 4, Src: 192.168.18.28, Dst: 192.168.18. @a Ba 88 7b f7 fa 86 38 95 b8 1c 86 @@ &9 82 88
@a 98 88 7 d9 Gb 9e d6 22 25 =9 61 61 b6 18 @8

User Datagr‘am Protocol, Src Purtl: 123, Dst Port: 63482 2d 4c BB GO BO 03 06 BB OB BB =9 61 64 b b3 dE
v Network Time Protocel (NTP Version 3, server) db 43 e9 61 64 b6 b3 d7 S5c 72
Flags: @xlc, Leap Indicater: ne warning, Version number: NTP Vi
[Request In: 49]
[Delta Time: ©.606275080 seconds]
Peer Clock Stratum: secondary reference (6)
Peer Polling Interval: 8 (1 seconds)
Peer Clock Precision: -23 (@.8888@8119 seccnds)
Root Delay: @.841382 seconds
Roct Dispersion: 7.840289 seconds
Reference ID: 158.214.34.37
Reference Timestamp: Jan 28, 2024 23:28:54.862562699 UTC
Origin Timestamp: NULL
Receive Timestamp: Jan 28, 2824 23:41:42.7@82497199 UTC
Transmit Timestamp: Jan 28, 2624 23:41:42.702584899 UTC

< >« >

O 7 wireshark_{—#%Y} 118PB4H2.pcapng Packets: 8063 - Displayed: 13 (0.2%) Profile: Default

Fig.4-11 Capture image of NTP protocol packet
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442 EILFK

Project Explorer 2« > KD 702y hE%EEIRLI-S AT, Project A =2 —® Clean... &

29w LEYS,

a ws_FSP13_BA131_QSPI_configurable_RTR_V100 - RZN2L_BACnet BRTR_V1.0.0/rzn/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c - e studio — m} x
File Edit Source Refactor Mavigate Searcenesas\l’iews Run  Window Help
| BrR vl ‘ Open Project Q im | i@ C/C++ %5 Debug
I Project Explorer X = 0 s Clo=slhoject = B ||B= outli.. ¥ |dDoc.. | = B
o Open FSP Configuration [Lo1 staris execullng nere. _ .
S-S P 7 _init (void) n ElER e %k §
C bf RZM2L_BACnet BRTR_\1.0.0 [Debu§ > ng  Build All Cirl+Alt+B ++ _Vectors(void) : void ~
Build Configurations > | ++  IRQ_Handler(void) : void
e only needed when debuggi £+ Default Handler{void) :
Build Project Cirl+B - N .
_ ) 0 @ Default_Handler(void) :
Build Working Set b SonFETT # WEAK_REF_ATTRIBUTE
s0x2Fa # WEAK_REF_ATTRIBUTE
Build Automatically - ++ Reset_Handler(void) : voi
"1 £ Undefined_Handler(void)
. r . .
Build Targets ? ware_loop H SVC_Handler(void) : void
C/C++ Index 5 H Prefetch_Handler{void) :
. e ++ Abort_Handler{void) : voi
FNTORERREEH Al ++ Reserved_Handler{void) :
Change Device N £+ FIQ_Handler{void) : void
Change Toolchain Version p hactlr bit 11 Y 0? g_fiq_stack : uint8_t[] v
> £ >
¥ C/C++ Project Settings Cirl+Alt+P  F
[2f e Properties _jf":‘--- [ 2¥9-k¥Z2..| 0 Memory| %5 Debug | 57 Expressions| = O
D
0items
-
Description
< >
=5 RZN2L_BACnet_BRTR_V1.0.0 —
Fig.4-12 Open project Clean...
° > » N - » > N
RyTT7YITEAT7OATOUTEBEMLTClean 27 Y vV T5HELELFERIBLET,
& Qean m] =
Clean discards all build results and states. The next time a build occurs the selected
projects will be rebuilt from scratch.
[E5RZN2L_BACnet_BSS V1.0.0
e
Start a build immediately
(®) Build the entire workspace,
() Build only the selected projects
—
Fig.4-13 clean and rebuild
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4.4.3 Debug Configurations 5%

2EIL KERM 0 errors ThHD Z & EHER%. ProjectExplorer v 4 > Ko 7oy FE%EEIRLE
5 Z T. Run A =a2—® Debug Configurations... %42 1) v %9 LE9, Warning AFEAELFIH. EELTL

ZEly,

File Edit Source Refactor Navigate Search Project RenesasVlemedow Help

| B~ K~ % | i Renesas Debug Tools
[ Project Explorer X = B ||[d startup.c X
= 7 3 * Afte
= i 5 = BSP_TAF
15 RZN2L_BACnet_BBC_V1.0.0 [Debug] 5 -
S gif 1

Run to Line

E Use Step Filters

#endif @, Run
_ & Debug
Run History
© Runis

Run Configurations...

| Debug History
— 45 DebugAs

<
— Breakpoint Types
[21 Problems | B) Console > |[

©  Toggle Breakpoint

CDT Build Console [RZN2L BACn ©  1299le Line Breakpoint
104 | int npdu_decc 7 Toggle Watchpoint

Building target: RZN2L_Bf
arm-none-eabi-objcopy -0
arm-none-eabi-size --forn

'@ Skip All Breakpoints
Remove All Breakpoints
text  data bss

3ees3s  387e@ 751356 10 External Tools

) ws_FSP13_BA131_QSP|_configurable_BBC_RTR_V100 - RZN2L_BACnet_BBC_V1.0.0/rzn/fsp/sre/bsp/emsis/Device/REMESAS/ Source/startup.c - € studio - | x

Debug Configurations.,

| e ©  Toggle Method Breakpoint

<

Writable Smart Insert 299: 1: 15143

16:44:55 Build Finished‘ 503 warnings. (took 1m:285.953ms)

> Q S ||E@ e+ |4 Debug
= 8|%0 x|dbD| = B
here-Ll C Bl R o ¥
. ++  Default_Handler A
bugging @ Default_Handler
- # WEAK REF ATI
\n" # WEAK_REF_ATT
\n” ++  Reset_Handler(v
\n? ++  Undefined_Han
:: £+ SVC_Handlerfvo
S - # Prefetch Handle
£+ Abort_Handler(s
Ctrl+F11 £+ Reserved Handl
F11 ++  FIQ_Handler(voi
. \n 52 g_."\q_sta:k ||
\nt s set 5 g irg_stack : uin
> \n #° g abt_stack: uir
An" f* Wri #° gund_stack: ui
T_L) : "memor #5 g sys stack: uir
> M ° gsvc_stack: uir
» \n 5-82 g_heap : uints_t
\n" /% Rea w F° g bsp.dummy :
> < >
>
0 Memory | % Debug |9 Expressions| = O
Cirl+Shift+B e en -
% 5| & &R 28 2~
- - - - ~
2L_BACnet_BBC_V1.8.8.hex"
> f
v
>
A

Fig.4-14 Open Debug Configurations...

o TJOVxY M UR—IE DETNYHEHT 5 EEDEE

JaC Y rEAUR—FLT, MIEIZTNNYHRBEZEITS ESEIT,

ROBEZITOTLESLY,

RZN2L_BACnet_BBC_V*** Debug[local] % 4 B

a
b. Target Device %:&iR
c. T/INYT - U—LEKE
d </ 0&iK
EREXRICHESRAZSEBIIZE,
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a.

RZN2L_BACnet_BBC_V*** Debug[local] % & i

Renesas GDB Hardware Debugging 4 7J)L% ') w4 L T. RZN2L_BACnet_BBC_V*** Debug[local] &

ERLES.

{8 Debug Configurations

Create, manage, and run configurations

[ § B 7~

Configure launch settings from this dialog:

[ivpe filter text

- Press the "New Configuration’ button to create a configuration of the selected type.

[E] C/C++ Application

[£] C/C++ Remote Application

L EASE Script

[£] GDB Hardware Debugging

[£] GDB OpenOCD Debugging

17 GDB Simulator Debugging (RH&s0)
=1 Java Applet

71 Java Application

& Launch Group

Z, Remote

<
Filter matched 12 of 15 items

@

QT Renesas GDB Hardware Debuggin

Derogmg (FX, RL78)

- Press the 'New Prototype' button to create ...configuration prototype of the selected type.
- Press the 'Export’ button to export the selected configurations.
= - Press the ‘Duplicate’ button to copy the selected configuration.
3 - Press the ‘Delete’ button to remove the selected configuration.
7 - Press the Filter’ button to configure filtering options.

- Select launch cenfiguration(s) and then sel...ink Prototype’ menu item to link a prototype.

- Select launch configuration(s) and then sel...k Prototype’ menu item to unlink a prototype.

- Select launch configuration(s) and then sel...es’ menu item to reset with prototype values.

Edit or view an existing configuration by selecting it.

Configure launch perspective settings from the Perspectives' preference page.

Close

Debug

Fig.4-15 Debug Configurations(1)

b. Target Device %>&1R

KRS 4 705D Debugger 25 %% ') v% LT, Target Device ##IRLET,

Q Debug Configurations

Create, manage, and run configurations

K
|Iype filter text |

[E] C/C++ Application

[E] C/C++ Remote Application

= EASE Script

[=] GDB Hardware Debugging

[E] GDB OpenOCD Debugging

[&] GDB Simulator Debugging (RH850)

® Java Applet

[T Java Application

& Launch Group

Z Remote Java Application

~ [ Renesas GDB Ha

IR BV -

Filter matched 13 of 16 items

3
@

Name: |RZN2L BACnet BSS_V1.0.0 Debug |
E Mal Startup | T Common | &~ Source
Debug hardware: | J-Link ARM | Target Devic RQAO?GUMMM

GDB Settings Connection Settings Debug Tool Settings
GDB Connection Settings
@ Autostart local GDB server Host name or IP address: localhost

(O Connect to remote GDB server GDB port number: 61234

Connection timeout (s): 30

GDB
GDB Command: | arm-none-eabi-gdb

[ step Mode

Revert Apply

Fig.4-16 Debug Configurations(2)
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RIA07G084MO4 Z:EIRL TOKE I U vy LET,

& m] ®

Device Selection

You can filter devices by regular
expressicn

Search Device

Device

v RZ
RZ/A1
RZ/T1
RZ/T1-M
RZ/A2
RZ/GIM
RZ/GIE

w RZ/RZIN
ROAOTGOB4M 04
REAOTGOB4MOS

EC-1

Fig.4-17 Debug Configurations(3)

c. TNYYT - Y—ILERE

TNy - Y—)LEHRERT%E5 ') w4 LT, Operating Frequency [MHz]IZ 400 # AALE T,

8 Debug Configurations O X
Create, manage, and run configurations ﬁ
BoEX|BY~ Name: | RZN2L_BACnet_BSS_V1.00 Debug |
[type fter text ||| [ Mein SN & Stortup| = Common| & Source
(@] C/C++ Application
5] C/C++ Remote Application Debug hardware: | J-Link ARM ~ | Target Device:
[ EASE Script
[c] GDB Hardware Debugging GDB Settings Connection Sening
[£] GDB OpenOCD Debugging v Semihosting ~
£ GDB Simulator Debugging (RH850) Semihosting breakpoint address
5 Java Applet v RTOS
[T Java Application RTOS Integration in Debug View Yes v
& Launch Group RTOS Debugging - Large Number of Threads. No v
Z Remote Java Application v System
v [ Renesas GDB Hardware Debugging Allow caching of flash contents Yes v
{5 * RZN2L_BACnet BSS_V1.0.0 Debug [local] v Time Measurement
[E7 Renesas Simulator Debugging (RX, RL78) Run Break Time Measurement Yes v
Count Every Core Cycle & v
Operating Frequency [MHz]
v
Filter matched 13 of 16 items REvels Apply
)

Fig.4-18 Debug Configurations(4)
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d. v/ Oo%sk

Startup # 9% % ') % LT Run Commands [Z. source rzn2|_xspi0_x1_boot.cfg # AA L. Apply &%

Jyo LEY,

Debug #2')v 0353 0o0—REFRIBLET, HIFTTFigd-21 DFIEESBELTLESLY,

a Debug Configurations

Create, manage, and run configurations

I eEX BV~

Name: | RZN2L_BACnet_BSS_V1.0.0 Debug

type filter text

[€] C/C++ Application
[€] C/C++ Remote Application
5 EASE Script
[€] GDB Hardware Debugging
[€1 GDB OpenOCD Debugging
[ GDB Simulator Debugging (RH850)
BT Java Applet
[T Java Application
& Launch Group
Z. Remote Java Application
~ [c7 Renesas GDB Hardware Debugging
{9 * RZN2L BAChet BSS V1.0.0 Debug [local]
[E7 Renesas Simulator Debugging (RX, RL78)

Filter matched 13 of 16 items

5
@

[l Main 3 Debug CDmmDn E Source

EQIT A~
Remove
Move up
Move down
Runtime Options
[1set program counter at (hex):
[4] Set breakpoint at:
[ Resume
%
(source rzn2l_xspi0_x1_boot.cfg >
v

Comn )
Dt _

Revert

Close

Fig.4-19 Debug Configurations(5)

444 TINvYT

EILFRTEZEDODA I O—FFIBZUTICSRLET,

2EBUBOT /Ny HEEE, CIC++E1—DTAT Y FEERIRL Y
1) w4 LEF, Debug As IZh—VJL%EELVT. Renesas GDB Hardware Debugging #2 ') v 9 LE,

REET. Run A=a21—%%

B === s—=—— -

ile Edit Source Refactor Navigate Search Project RsnesasVieindow Help
enesas Debug Tools >

|g§;végv e it Q-

() Project Explorer >

&, 3432
3433

3434

3435

[mit Includes 3436
(2 BACNETOSS 3437
<) 3438
& 70 3439
(2 rzn_cfg/aws 3440
i rzn_gen 3441
(B src 3442
(2 user/ossfamazon-freertos/libraries/? ijji
(2 user/oss/Iwip 3445
() user/renesas 3446
& Debug 3447
3448

= rzn_cfg 3449
(= script 3450
(= user 3451
w-' configuration.xmi 3452

5

=| JLinkLog.log ;j‘%i
=| rzn_cfg.txt 3455
=/ RZN2L BACnet BBC V1.0.0 Debua.ili 3456

= 0 || [RzN2L_BAChet BBC V1 @ Run

= [m] x

Q | (@@ c/c++) 15 Debug

Ctri+F11 [@ taskse X | =
4 Debug F11|( &( pxReadyTas ~
Run History >
0 Run As >
Run Configurations.
Debug History >\

|
Debug Configurations...

Breakpoint Types

Toggle Breakpoint Ctrl+Shift+B
- C ) Rene
oggle Line Breakpoint

[e" 1 GDB OpenOCD Hardware Debugging (DSF)
?\ 2 GDB Simulator Debugging (RH850)

> [€] 3Local C/C++ Application
C'| 4 Renesas GDB Hardware Debugging

O ||8= outl.. X &g Doc..| = O
SER BN -

Qutline is disabled due to
scalability mode (options).

g (RA, RL78)

Hook (" veid );
Toggle Watchpaint

ction from wit
ner to add bac
parate task.

D MUST NOT, UMD
LOCK. */

Toggle Method Breakpoint
@ Skip All Breakpoints
Remove All Breakpoints

CL External Tools >

e 5
¥

#endif /* configUSE_TDLE_HOOK */

/* This conditional compilation should use ine

Fig.4-20 Run menu Debug As
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SYTFILTTSYLa ROMIZTOS S LEA Y O—KLET,

9 BACNETOSS

s - o x

File Edit Refactor MNavigate Search Project RenesasViews Run Window Help

%] || 9 RZN2L_FreeRTOS_LwlP Debug_Flat ~ [ | ® R -Ri%in|n® N o 4 ]

P Ap v Qi vt Ov v SW A B G @D brFlraoerom

| Q @ ||@ s+ | 45 Debug

B% Y § = 8 [g wipport main. 48 startup.c X | [ rsci_vart.c [ Iwip_port_insta », = B = Outiine X =8

1% RZN2L_FreeRTOS_iwiP [Debug] A28 3 ~ EE WY o % §
4 Binaries & [u) * ++ Reserved_Handler(veid) : void ~
) Includes u d

{
& Preparing launch delegate...
i oss .
& rencsas | P —
v@Bm . Configuring GDB

22 arm 5 g sve_stack: uinta

2 aws L % gheap:uin

& board SEGGER J-Link V7.50b - Flash download (192 KB) © _Vectorsfvoid) : void

= fsp ®  system_init(void) : void
8 cigions = eroe: TR - | o oot
@ s 366 ©  bsp_mpu_initivei
(2 user/user_config | procram veriry [ 10% o728 o Default Handlerlygid) : void v

(8 userfuser_fs3000 1z [ Problems

= Debug Fragramming vange 060005000 - BE0OOSFFF (4 KE) 1503z Debug =g
£ rn_cfg w IEH I EE =R =R
v & script RZN2L_FreeRTOS_LwlP Debug_Flat [Renesas GDB Hardware Debugging] [pid: 27]
[ fsp_xspi0_boot.d Hrn— RS s
& user . .
< >

I RZN2L FreeRTOS IwiP

TYFHAL ANTER-Y YT (55%) R )

Fig.4-21 Download

TNV TEA—~NYBZB=HICTSwitch 2V ) v I LET,

& Confirm Perspective Switch

.'@. This kind of launch is cenfigured to open the Debug perspective when it suspends.
~ This Debug perspective supports application debugging by providing views for
displaying the debug stack, variables and breakpeints.

Switch to this perspective?

] Remember my decision

e
()

N ———

No

Fig.4-22 Perspective Switch

CPURSIYA—FT—RICE8ENEO0—4—T0JSLZBHMICBTCM A EVICERFALEY . EBHF
%, O—4—7J0JSLLEOMBAKRETOY S5 LETEICH S system_init() T Break LFET,

¥ TNYHEFERAET RSKAR— FEMTEMESELHRIE. CCTHR—FDERZOFF L. T/Av A

T—TILENLTHLEBREBEON LTS,
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TNV HEFEAT B5HEL. Debug BAEICEIYBEHLo1=5, EF reset 7422 ® 25 v LTHhB
resume® z7 1J v LTLZ&LY,

a e2s - RZN2L BACnet BBC V1.0.0/rzn/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c - T =0 =0 == 0 == —=— ¢’ studio - a X
File Edit Source Rsfactorgats Search Project Renesas Views Run wim@jelp
|® & ~i%: 3. R .| PR A - Q- il - asild Q | /o 45 Debug
W - [i% § = O [ (RZN2L BACnet BBC V1.0.0] FSP Configur.. m 1€l mainc €] tasksc = 8|fev x| 7% = 8
~ 7] RZN2L_BACnet BBC V1.00 Debug (11| #7* ) - @ et 8
¥ o sncm s a4 8o an o o, 51 starts sxecating pere] —
~ o Thread #1 1 (single core) [core: 0 {

= system_init() at startup.c:299 0
s arm-none-eabi-gdb (12.1)
. Renesas GDB server (Host}

S #if 1 /* Software loops are only needed when debugging */
00102000 __asm volatile (

mov  ro, #0 \n"

" movw rl, #0xf@7f \n"

" movt rl, #0x2fa \n"

"software_loop: \n"

" adds ro, #1 \n"

" cmp r@, rl \n"

" hna  cnftware lann VY

< > < >
2 Console X Registers| [1] Debug Shell| [£] Problems | G Debugger Console| @ Smart Browser | [J Memory = 8

GE»EE e-o-
RZN2L_BACnet_BBC_V1.0.0 Debug (1) [Renesas GDB Hardware Debugging] [pid: 9]

Starting target connection A
Finished target connection
GDB: 65462
Target connection status - OK v
< > i
Writable Smart Insert 299:1:15143

Fig.4-23 Break at system_init()

O—4—7J05 S5 ALERYMREERTI 5 E main() DEEET Break LE T, FilFTresume™ 25 1) w4
LTFaYy 5 LERTLET,

Q e2s - RZN2L_BACnet BBC_V1.0.0/rzn_gen/mainc - T = = = T === ¢’ studio - O X

Eile Edit Source Refactol gate Search Project RenesasViews Run Window Help

[B-R~-%iw B2 Rtk R Q | Ecc+ 45 Debug
15 Debug X =) [i% § = O | i [RZN2L_BACnet BBC \V1.0.0] FSP Config X 4l maine X | [g) tasks.c = 0|y X |7 = O

~ [ RZN2L_BAChet BBC_V1.0.0 Debug (1) [if|__ 7
© i RZN2L BAChet BBCV1.0.06lf [1] [ec| |
~ of® Thread #1 1 (single core) [core: 0]
= main() at main.c:81 0x30012c2

s arm-none-eabi-gdb (12.1)

s Renesas GDB server (Host)

- EEEL
= int main(void) N T
ame ype

g_fsp_common_thread_count = @;
g _fsp_common_initialized = false;

5 /* Create semaphore to make sure common init is done be
6 30012c3c g_fsp_common_initialized_semaphore =
= #if configSUPPORT_STATIC_ALLOCATION
xSemaphoreCreateCountingStatic(
e #else
xSemaphoreCreateCounting (

#endif ©
< > < >
& Console X Registers u, Debug Shell L Problems EDebugger Console| @& Smart Browser D Memory =0

BREREE -

RZN2L_BACnet BBC V1.0.0 Debug (1) [Renesas GDB Hardware Debugging] [pid: 9]

Starting target connection ~
Finished target connection
GDB: 65462
Target connection status - OK v
< > i
0x30012c24 @ 71219938us @ pvmu < 284879755
Writable Smart Insert 81:1:3478

Fig.4-24 Break at main()
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45 VTSIZkDEEHER
LT TlX, VTS Z&H9 SH1IZ. Wireshark(4 —5 % v MEREIL-IREZRHIRICLET,

B-BC (X#MEAZER TRICEHBEDET % BACnet/IP vy k7—4 (2% L T I-Am-Router-To-Network & & U
FAMHY—ERIL—LZETO—FX v X FEEIELET ., UUTIE Wireshark NN 5D/ y FEFv T

Fr LEHFERLTUVETS,
Source M 192.168.10.10 (& B-BC ¥ —/\—7 KL X TY,
Destination M 192.168.10.255 (z 7 O— KX+ X F7 KLRZE®RLZET,
BACnet @ BIP [ UDP &{E T, portl&T 74 /L b® 47808(0xBACO)Z={ERA L E T,
Wireshark @ 7 « )L [& "bacnet”(F B Tl&"bacnet or bvic or ntp”)Z:#IRTEE T,

£ Capturing from 4 —#Fubk 11 — O *
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m g @ RE Res=2F 8 5/|=E Qe
|ﬂ |bacnei or bvic or ntp |ﬂ 'l +
Nao. Time Source Destination Protocol Length Info
[ 6 11:38:59.472922 152.163.18.16 192.168.18.255 BACnet-NFPDU 68 I-Am-Router-To-Network
7 11:3@:59.475852 192.168.18.18 192.168.1@.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,10
25 11:31:29.239394 192.163.18.18@ 192.168.18.28 NTP 9@ NTP Version 4, client
26 11:31:29.239596 192.168.16.20 192.168.16.18 NTP 98 NTP Version 3, server
L4 >
Frame 7: 67 bytes on wire (536 bits), &7 bytes captured (536 bit F ff fFf fF ff ff 74 9@ 50 18 9 =d 68 86 45 08
Ethernet II, Src: RenesasElect_10:f9:ed (74:99:50:10:¥9:ed), Dst B0 35 @60 @1 90 00 ff 11 25 S5d c@ a8 @a @a c@ ad
Internet Protacol Version 4, Src: 192.168.18.18, Dst: 192.168.18 Ei E ‘B’S ;E ES ;g 92 g; - gg 31 gg g? 13 S}L gg
User Datagram Protocol, Src Port: 47888, Dst Port: 47888 27 37 Bf c a &

BACnet Virtual Link Control
Building Automation and Control Network NPDU
% Building Automation and Control Network APDU

@@8l .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Cholce: i-Am (@)
ObjectIdentifier: device, 18
Maximum ADPU Length Accepted: (Unsigned) 488
Segmentation Supported: no-segmentation (3)
Vendor ID: Unknown Vendor (9999)

<
O 7 4-#Fyk 11 <live capture in progress>

Packets: 215 - Displayed: 4 (1.9%) Profile: Default

Fig.4-25 Capture I-Am service packet broadcast from B-BC
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VTS DL EF
VISZREMELEIAILTDVISexe #Z TN v LET,

|| vts3.vpk
m vts3.cfg
| | backup123.backupindex

m temp2.ixt
/T35 EPCS file

%] PTRdIl

@ vcredist_x86.exe

& WinPcap_4_1_3.exe

|2 nb_link_settings.dll
Docs

scripts

Fig.4-26 Launch VTS

RN D—EDRTARIEB-SSHUTILY T FOFHETHEALLZEERNETY .
FERBRKRICECTERLTSEEL,

Edit A =a21—® Devices...Z2 ') v 9 LEd,

& VTS - [visa.cfg)
File  Edit WView Send EPICS Tools Help

O Delete All Packets Ctrl+D =]
B Refresh
Mo. Devices... -
Ports...
Mames...

Change Logfile...
Capture Filter..
Display Filter..

Preferences...

Fig.4-27 Edit menu Devices(1)
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BACnet Controller Sample Software

Device Configuration
o-E@ Y150 Device lOptiDns]
-4 analoginput, 0 -
% analog-input, 0 Name:
% analog-output, 0 Instance: ] . o
3 egmentation
% analog. vale. 0 Segment Size: 1024
% binary-input, 0 {" Both
% binary-autput, 0 Max Segments: o ¢ Transmit
% binary-value, 0 Window Size: 1 " Receive
% calendar, Mext Invoke IC: ’U— f* MNone
Vendor ID: ,F
Max APDU Size: 1024 r
APDU Timeout: 5000 -Am
APDU SegTimeout:  [1000
APDU Retries: 3

Fig.4-28 Edit menu Devices(2)

Edit A=a2—® Ports... 25 1yv o LT,

&8 VTS - [vtsacig)
File | Edit View 5Send EPICS Tools Help

O Delete All Packets Ctrl+D e E
E Refresh
Mo. Devices... L
Ports...
Names...

Change Logfile...
Capture Filter...
Display Filter..

Preferences...

Fig.4-29 Edit menu Ports(1)

Port Configuration X
Mew
Delete
Cancel
Wame:  [BACnetport ¥ Enabls
Metwork: |1 YIS -
Nul P | Ethemet| ARCNET| MsT | PTe |

Interface ‘ASlXAXB&‘I 79 USB 3.0 to Gigabit Ethernet Adapter #8 (192.168.10.2|

Usually 0xBACO (47808)

. |oBaCo v

Ll iz ]
a

c [ EmRPeers. |

c _EBMDPeers . |

& B/IP (Annex-)
" Foreign Device [(Annex-J)

Host: Time-to-live:

Fig.4-30 Edit menu Ports(2)
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BACnet Controller Sample Software

Edit A =a21—® Names... 22 )y LET,

File
O
B

No.

Edit

& VTS - [visz.cig]

View Send EPICS Tools
Delete All Packets Ctrl+D

Refresh
Devices...

Ports...

Names...
Change Logfile...
Capture Filter..
Display Filter...

Preferences...

Help
EE

Fig.4-31 Edit menu Names(1)

Names

X

CLIENT_%T5
Global Broadcast
Local Broadcast
o

Address Type

7 Mul

" Local Broadcast
{* Local Station

" Remote Broadoast
" Remote Station
(" Global Broadcast

BACnetp:::
BAChetp...

Metwork, Address

Delete
1592.168.10.20: 47808
Mame CLIENT_¥TS Cancel
Part B&Chetport -
Metwark

Address |192.168.10.20:47808
Hex [C0-48-00-01-B4-CO)
or IP:poit [192.168.0.1:47308)

New

Fig.4-32 Edit menu Names(2)

451 Who-Is & I-Am
(1) Discover Devices

VTS @ Tools »* =1 —IZ# % Discover Devices... 227 v o LE9,

& VTS - [vis3.cig]

File Edit View Send EP
L=zdsES

B =

ICS | Tools | Help

Backup/Restore...

Inconsistent Parameters...

No. |TimeStamp |Source

Discover Devices...

DAL

Generate EPICS from Device...

Fig.4-33 Tools menu Discover Devices(1)
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RZ/IN2L F)L—7 BACnet Controller Sample Software

RIERENBH 4 704D Device: & Global Broadcast [ZEIRLT. OKEZH Uvw o LET,

Discover Devices X

Port:

&Device: [Global Broadeast 2

Cx D o

Fig.4-34 Tools menu Discover Devices(2)

RD Wireshark ¥+ FF v EEIZ VIS V54 7 2 bhHO Who-Is —E ZEKRE & U Who-Is-Router-
To-Network ~v FT—49 LA ¥ A vE—2 2% LT B-BC 4—/\—A I-Am device,10 & & U I-Am-Router-
To-Network DEEEE LF=#FTF, VIS HSTHEHD Who-Is [TFTRTHOTF/N\( X ID(0~4194303)IZ%t L
TiITbhh, 3D2DFTNAL AP -AMEE L TWWET, I-Am device,0 X VTS BEE %R L. |-Am device,100 (&

MS/TP * v k7 —% 2 &tz B-SS TF . I-Am device,100 ME{ET IP 7 KL RIZB-BC D IP 7 KL
AERBLEZEATDYET,

VTS 2 547> k& B-BC & B-SS 23t LT ReadProperty Y —E R [C& 2T A4BED TONT A EEZE
KLTWET, B-BC & B-SS[F#ERZEL Complex-Ack ZIEELTWET,

A Capturing from =&y k 11 - O x
file Edit View Go Capture Analyze Statistics Telephony Mireless Tools Help
mae RERe=f s 5ElaaaH
[bacnet or bl or ntp = <]+
No. Time Source Destination Protocol Length  Info &
| 583 11:45:32.648991 192.168.18.2@  255.255.255.255 BACnet-APDU 6@ flincontirmed-HEQ who-1s @ 4194383
H 564 11:45:32.641229 192.168.10.28  192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,@
f 565 11:45:32.646837 192.168.10.1¢  192.168.10.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,18
! 567 11:45:32.861875 192.168.10.18  192.168.10.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device,100
569 11:45:36.836916 192.168.18.28  255.255.255.255 BACnet-APDU 58 Unconfirmed-REQ who-Is 1 9
512 11:45:39.111333  192.168.10.28  255.255.255.255 BACnet-APDU S8 Unconfirmed-REQ who-Is 11 99
514 11:45:42.254935 192.168.10.28  255.255.255.255 BACnet-APDU 6@ Unconfirmed-REQ who-Is 181 4194303
526 11:45:45.415968 192.168.10.28  192.168.10.1@  BACnet-APDU 59 Confirmed-REQ  readProperty[ 5] device,18 object-name
523 11:45:45.441231 192.168.10.18  192.168.18.28  BACnet-APDU 93 Complex-ACK readProperty[ 5] dewice,1@ object-name
524 11:45:45.446398 192.168.10.28  192.168.18.1@  BACnet-APDU 59 Confirmed-REQ  readProperty[ 6] device,10 model-name
526 11:45:45.490821 192.168.19.18  192.168.10.20  BACnet-APDU 77 Complex-ACK readProperty[ 6] device,1@ model-name
527 11:45:45.498381 192.168.10.28  192.168.10.1@  BACnet-APDU 59 Confirmed-REQ  readProperty[ 7] device,1@ application-software-version
528 11:45:45.540827 192.168.10.18  192.168.18.2@8  BACnet-APDU 68 Complex-ACK readProperty[ 7] dewice,1@ application-software-version
529 11:45:45.548664 192.168.10.28  192.165.18.1@  BACnet-APDU 59 Confirmed-REQ readProperty[ 8] device,1@ protocol-revision
530 11:45:45.590622 192.168.10.18  192.168.10.20  BACnet-APDU 62 Complex-ACK readProperty[ 8] device,1@ protocol-revision
531 11:45:45.601864 192.168.10.28  192.168.10.255 BACnet-NPDU 51 Who-Is-Router-To-Network
532 11:45:45.648819 192.168.10.18  192.168.18.255 BACnet-NPDU 68 I-Am-Router-To-Hetwork
533 11:45:45.642499 192.168.10.28  192.165.18.1@  BACnet-APDU 64 Confirmed-REQ readProperty[ 9] device,108 object-name
534 11:45:45.910651 192.168.19.18  192.168.10.20  BACnet-APDU 88 Complex-ACK readProperty[ 9] device,109 object-name
535 11:45:45.922861 192.168.10.28  192.168.10.1@  BACnet-APDU 64 Confirmed-REQ readProperty[ 18] device,180 model-nams
536 11:45:46.125586 192.168.10.18  192.168.10.2@8  BACnet-APDU 77 Complex-ACK readProperty[ 18] device,189 model-name
537 11:45:46.130357 192.168.10.28  192.165.18.1@  BACnet-APDU 64 Confirmed-REQ readProperty[ 11] device,108 application-software-version
538 11:45:46.340744 192.168.10.18  192.168.10.20  BACnet-APDU 72 Complex-ACK readProperty[ 11] device,100 application-software-version
539 11:45:46.350042 192.168.10.28  192.168.10.1@  BACnet-APDU 64 Confirmed-REQ  readProperty[ 12] device,100 protocol-revision
548 11:45:46.555736 192.168.10.18  192.168.10.2@8  BACnet-APDU 66 Complex-ACK readProperty[ 12] device,188 protocol-revision
v
< >
Frame 503: 6@ bytes on wire (488 bits), 60 bytes captured (489 bits) on interface \| FF FF Tf Tf ¥F ¥f 7C c2 c6 Ic 9a fe 08 00 45 00
Ethernet II, Src: TPLink 1c:9a:fe (7c:c2:ic6:lci%a:fe), Dst: Broadcast (Ff:iffiffiff: @@ 2e 2a 81 @@ 00 82 11 0@ 80 c@ ad @a 14 Ff FF o
Internet Protocel Version 4, Src: 192.168.18.2@, Dst: 255.255.255.255 FF £ ba c@ ba c@ 88 1a @7 €9 81 @b @@ 12 21 20 N
User Datagram Protocol, Src Port: 47808, Dst Port: 47888 FFFF 00 £ 10 08 93 @0 1b 3T £F £F ’
BACnet virtual Link Control
Building Automation and Control Network NPDU
v Building Automation and Control Network APDU
@001 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: who-Is (8)
Device Instance Range Low Limit: @
Device Instance Range High Limit: 4134383
< >« >
© {~%%yb 1% <live capture in progress> Packets: 624 - Displayed: 38 (5.1%) Profile: Default

Fig.4-35 Tools menu Discover Devices(2)
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RZ/N2L 7 )L—7

BACnet Controller Sample Software

VISEEZETIL—LERDELFYRTLET, RRARBIL Wireshark £REH% T,

& VTS - visa.cig) — m] ®
File Edit View Send EPICS Tools Help

DEEEG Xoe» @gEE0 7 @ -

B =y

No. | TimeStamp | Source | Destination | DADDR [ Service Type ~ Detail View =
=467 114545413 CLIENTVTS 192.168.10.10:47808 ReadProperty, ID=5 device_10, object-name Timestamp : 11:45:46.554
468 114545430  192.168.10.10:47808 CLIENT VTS ReadProperty-ACK, ID=5, device_10, object-name, "RZN2L_BACnet Solution_BBC_BRTR" Source/Destination = 192.168.10.10:0xBACO
=63 114545444 CLIENTVTS 192.166.10.10:47608 ReadProperty, ID=6 device_10, model-name -- BACnet Virtual Link Layer Detal -----
70 114545483 192.168.10.10:47806 CLIENT_VTS ReadProperty-ACK, ID=6, device_10, medel-name, "RZN2L_BBC_BRTR" -- BACnet Network Layer Detail ----

=71 114545495 CLIENT VTS 192,168.10.10:47808 ReadProperty, ID=7 device_10, application-software-version =} BACnet Application Layer Detail -----
- 72 11:45:45.539  192.168.10.10:47808 CLIENT_VTS ReadProperty-ACK, ID=7, device_10, application-software-version, "1.0.0" First Header Octet =X'30
-+73 11:45:45.546  CLIENT_VTS 192.168.10.10:47808 ReadProperty, ID=8 device_10, protocel-revisicn i Inveke ID =12
- 74 11:45:45.589  192,168.10.10:47808 CLIENT VTS REadperErt'J"A[K ID=8, device_10, prDtD(D\—rEwSiDH 23 i Read Property ACK =12
75 114545589 VTS Message Device 100 at 129.0.0.0:0 on network 2. Vendor Reserved-9999. maxAPDL:4B0. no-segmentation 4 [0] Object Identifier: device, 100

=76 114545599  CLIENTVTS 192,168.10.255:47808 Whe-ls-Reuter-Te-Network [1] Property Identifier: protocol-revision (135)
77 114545599 CLIENT VTS Local Broadcast Who-Is-Router-To-Netwark 1 [3] ProperyValue: Paired tag
=78 114545638 192166.10.1047806 Local Broadcast broadeast  |-Am-Router-To-Network Opening ContextTag = X3

-+79 11:45:45.639  CLIENT_VTS 192.168.10.10:47808 81 ReadProperty, ID=9 device_100, object-name Unsigned: 23
+= 80 11:45:45.908 (2, 81) via 192.168.10.10:47806 CLIENT VTS REEdPrDPErt'J'-A[K 1D=3, device_100, DL)jE(t-HamE "RZNzL_BACnet_Solution" E\Dsmg EDﬂlExtTag - Y3F

=51 114545921 CLIENT_VTS 192.168.10.10:47808 &1 ReadProperty, ID=10 device_100, model-name
482 114546123 (2 81) via 192.168,10,10:47808 CLIENT_VTS ReadProperty-ACK, ID=10, device_100, model-name, "RZN2L_BASC"

-+ 83 11:45:46.128  CLIENT VTS 192.166.10.10:47808 a1 REEdPrDPErt'J' ID=11 device_100, app\italmn-soﬁwarE-VErS\Dn
4= B4 11:45:46.338 (2 B1) via 192.168,10.10:47806 CLIENT_VTS ReadProperty-ACK, ID=11, device_100, application-software-version, "1.1.0"

-+85 11:45:46.247  CLIENT_VTS 192.168.10.10:47808 81 ReadProperty, ID=12 device_100, protocol-revision

4= B6 114546554 (2, B1) via 192.168.10.10:47806 CLIENT VTS ReadProperty-ACK, ID=12, device_100, protocol-revision, 23

67 114546571 VTS Message Operation completed successfully

< >
; 0000 CO A2 OA OABACO &1 OAR 00 18 01 08 00 02 01 Bl

= 0010 30 OC OC OC 02 00 00 &4 19 8B 3E 21 17 3F 0.
2
Ready

(2) Remote Device Management
Tools # —a—Mmi5 Who-Is #2159 %

Fig.4-36 VTS log screen

LISHIZ Send A =2 —h 5 3%(E

TEET, BROY—EIER

. Send * —a1—MmM5{TLVET, Remote Device Management > Who-Is %9 1) w9 LET,

& VTS - [vis3.cfgl
File Edit Vi EPICS Tools Help
=~ New Packet...
E gy B Send Again

No. | TimeStamp | - BACnetport (IP) on | DADDR Service Type
=1 21:3%17.30 padcast broadcast Who-ls, 0-4194303
-2  21:3%:17.30 IP * N0.255:47808  broadcast  |-Am, device 0
4= 3 21:38:117.31 BVLL > padcast broadcast  |-Am, device_12
=4 21:32:17.31 NerRa , padcast broadcast  [-Am, device 0
=5 21:39:20.64 255.255:47808  broadcast  Who-Is, 1-11
4= 5 21:39:20.64 Alarm and Event ? badcast broadcast  Who-Is, 1-11
=7 21:32:23.69 File Access ¥ P55.255:47808 broadcast  Who-ls, 13-4194303
4+ & 21:39:23.69 Object Access » [padcast broadcast  Who-ls, 13-4194303

9 21:3%:26.74 68,10, 20:47i
210 21:39:26.74 Remote Device Management DeviceCommunicationControl 1 device s
=11 21:39:26.74 Virtual Terminal » ConfirmedTextMessage =1 device 1
=+ 12 21:39:26.75 Simple/Segment ACK -3 |-Am CK, ID=1, de
13 21392675 CK, ID=1, de

Errors ¥ I-Have

=+ 14 21:32:26.75 o i =2 device |
15 21:39:26755  CLIENT_VTS CLIENT ReinitializeDevice =2 device |
=16 21:3%:26.755  CLIENT_VTS CLIENT UnconfirmedTextMessage
4= 17 21:32:26.755 CLIENT_VTS CLIENT TimeSynchronization
=18 21:32:26.778 CLIENT_VTS CLIENT =3 device !
=19 213926778 CLIENTVTS CLIENT Who-Has =3 device_t
=20 213226778 CLIENT_WTS CLIEI( Wh DX D=3, de
4= 21 213326779 CLIENT_VTS CLIENT UTCTimeSync hronization CK, ID=3, de
=+22 21:33:26.793  CLIENT_VTS CLIENT wrer rerurroperye) =4 device !
dm 33 7R3QETOR OIIEMT WTE FLIEMT ATe RasdDranarhe IN—A Aavica i

Fig.4-37 Send menu Who-Is
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RZ/IN2L F)L—7 BACnet Controller Sample Software

Who-Is #4745 DIP 4245 %% ') w4 L. Global Broadcast £7=I% Local Broadcast #:&#iR4+ 57 K
LANBEBAASNKET,

Global Broadcast:255.255.255.255:47808
Local Broadcast:192.168.10.255:47808

7 ELRAZEEANTEHIEHLTEFEY,

Who-ls — b'e
P |evia | Npa | whois| [BACRetport |
Qawr
23 BvLL
2 Metwork
Destination || + ([255.255.255.255:47808 (E2 Alarm and Event

[ ai— | (L3 File Access

Global E.;—.m-aq [ Object Access

Local Eroadcgt 24 Remote Device Management

eviceCommunicationControl

onfirmedTextMessage

einitializeDevice
nconfirmedTextMessage
imeSynchrenization

E TCTimeSynchronization
I3 Virtual Terminal
(23 Simple/Segment ACK
[ Errors

FFFFFFFF BACOB10B 000CO100 10080200 19464 - Send

Cloze | Send & Cloge |

Fig.4-38 Who-Is parameters(1)

Who-Is #4 7R M BVLCI # 5 %7% 1) v % L. Original Uncast & f=[% Original Broadcast ® £ & 5 HhAHY
BIRENTWDZEZHRELET,

Who-ls — b'e
I BuLC |NPa | Who-is| [BACRetport |
cawr
" Mo BYLCI (Annex H) [ BVLL
£ Network
L) Alarm and Event
" Distribute-Broadcast-To-Network [ File Access

(1 Object Access

mote Device Management
eviceCommunicationControl
onfirmedTextMessage

Original Unicast
+ Original Broadcast

" Forwarded-NPDU Have

Originating Device Address | J | nconfirmedTextMessage

meSynchronization
ho-Has

Who-ls
UTCTimeSynchronization
(£ Virtual Terminal

(£ Simple/Segment ACK

L) Errors

FFFFFFFF BACOB10B 000CO100 10080700 1544 - Send

Close | Send & Cloze |

Fig.4-39 Who-Is parameters(2)
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BACnet Controller Sample Software

Who-Is 4 7R45 D NPCI 24 %% )4 L. DNET/DLEN/DADR Present "\ZIRENTLN\E Z & 2R

L/id—o

Who-ls

P |Bwa ] Who-ls |

Version |l

¥ DNET/DLEN/DADR Present

DNET ’ﬁ Hex
DADR [ Bl

Hop Count

[~ SMET/SLEN/SADR Present

SNET Hex
SADR [ B

[~ Data Expecting Reply

Priority |0

‘MyPorT j
cawe
£ BVLL
IE3 Network
IC3 Alarm and Event
I File Access
(£ Object Access
1=y Remote Device Management
[El] DeviceCommunicationControl
[l ConfirmedTextMessage
B8l 1-Am
8l I-Have
[ ReinitializeDevice
B8l UnconfirmedTextMessage
8l TimeSynchronization
8l Who-Has
Who-Is
8] UTCTimeSynchronization
IC3 Virtual Terminal
£ Simple/Segment ACK
IE3 Errors

FFFFFFFF BACOR10A 000CD120 FFFFOOFF 1008

’—j Send

Close | Send & Close |

Who-Is #4785 D Who-ls 25 %45 ) vwH L. B%FT 5

Fig.4-40 Who-Is parameters(3)

TINAADIDEHREADLET, Z=HIZT S
L LEFHOD 0~4194303 2 Y FET, &ZEIZSendE0 v I LET,

Who-ls

1P | Bvia | near

Low Limit
High Limit

[Bacnetport -1

@wr
C3 BvLL
(C3 Network
(£ Alarm and Event
(20 File Access
[C3 Object Access
‘23 Remote Device Management
[E8 DeviceCommunicationControl
~[@ ConfirmedTextMessage
E -Am
- [E 1-Have
[E ReinitializeDevice
B8 UnconfirmedTextMessage
TimeSynchronization
Who-Has
Who-ls
[EA UTCTimeSynchronization
(£ Virtual Terminal
(£ Simple/Segment ACK
(3 Errors

FFFFFFFF BACDB10B 000CO100 10030900 1944

-1 Send

|
‘ Close | Sen lose |

Fig.4-41 Who-Is parameters(4)
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RZ/IN2L F)L—7 BACnet Controller Sample Software

Send A =a—hmi5®O Who-Is H—ERERIZNTHB-BCHEELUB-SSD I-AMEEF v TFr R %2R
LEY,

& Capturing from 4 —43 11 - O s
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m @ RE | &= 3= |e
‘ﬂ|bacﬂetorbvlc or ntp |ﬂ '] +
MNa. Time Source Destination Protocol Length Info ()
L 2020 12:39:36.970340 192.168.10.20 255.255.255.255 BACnet-APDU 54 Unconfirmed-REQ who-Is
2821 12:38:36.986577 192.168.108.28 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,®
2022 12:30:36.991385 192.168.10.10 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,l@
2823 12:3@:37.206276 192.168.1@.18 192.168.18.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device,18@ v
< >
Frame 583: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface | fF ff ff £f £f £f 7c ¢2 c6 1c 93 fe @8 80 45 89
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:c6:1c:9a:fe), Dst: Broadcast (Ff:Ff:ff:Ff: 8@ 2o 2a 51 60 60 B0 11 08 60 c@ ad @a 14 FF ff -
Internet Protocol Version 4, Src: 192.168.1€.28, Dst: 255.255.255.255 :: :: ;; :_2 2: ;: gg é; 2; ;i 21_ f_:’: 80 12 01 20 N
User Datagram Protocol, Src Port: 47888, Dst Port: 47888 °
BACnet Virtual Link Control
Building Automation and Control Metwork NPDU
w Building Automation and Control Metwork APDU
eegl .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: who-Is (8)
Device Instance Range Low Limit: @
Device Instance Range High Limit: 4194383
< || < >
O 7 1-%3ybk 11 <live capture in progress> Packets: 2069 . Displayed: 52 (2.5%) Profile: Default

Fig.4-42 Capture Who-Is and I-Am

4.5.2 ReadProperty
Send A = a2 —H" 5 Object Access > ReadProperty 2 ') w2 LEY,

&8 VTS - [vsa.cigl

File Edit View Send EPICS Tools Help

el sES MNew Packet...

E =y B Send Again

No. | TimeStamp s gACnetport (IP) on | DADDR Service Type
4= 93 10:17:55.06 padcast Who-ls, 0-100
=94 10:17:55.06 P > 1025547308  broadcast  |-Am, device O
=95 10:17:55.06 BVLL > padcast broadcast  I-Am, device_0
4= 95  10:17:55.08 Network N padcast broadcast  |-Am, device_12
=97 10182741 [10.255:47808 Whe-ls, 0-100
9B 10182741 Sar e (2 ? badcast Who-Is, 0-100
=99 10182741 File Access * 10.255:47808 broadcast  |-Am, device_0
1. 10E2T.4, Object Access AddListElement 2
= . 101827.44 E—— = 5 @ (e

=+ 1. 10:18:35.88 emote Device Managemen \angeL. rror
4= 1.. 10:18:35.88 Virtual Terminal > CreateObject

=+ 1. 10:18:35.88 Simple/Segment ACK > CreateObject-ACK
&= 1. | 10183569 Errors > CreateObject-Error 2
= 1. 10183590

= 1. 10:20:20369 CLIENT VTS 255.25¢ DeleteObiect
4= 1. 10:20:20.370 CLIENT_VTS CLIEN >
=+ 1. 10:20:20.370  CLIENT_VTS 192.16¢ ReadPropery™
4= 1. 10:20:20.385  192.168.10.100:47808 Local E H
1. 10:20:20.385  CLIENT VTS Local E R AR s

= 1. 10:20:39.601  CLIENT_VTS 255.25¢ ReadPropertyMultiple-ACK
= 1. 10:20:39.601  CLIENT_VTS Local E ReadRange

=+ 1. 10:20:39.601  CLIENT VTS 192.16¢

RemovelistElement

4= 1. 10:20:38.615  192.168,10,100:47508 Local E z
= 1. 10:20:39.6286  CLIENTVTS Local E WriteProperty

=+ 1. 10:40:40.753  CLIENT_VTS 255.25¢ WritePropertyMultiple ice
4= 1. 10:40:40.753 CLIENT VTS Local E WritePropertyMultiple-Error ice
= 1. 10:40:40.753  CLIENT_VTS 192.16E. -
- AN AN AN TRR 187 1RR 10 1NMrATRNA I ~ral Rrnadeact hrnad-act I-Am deuire 12

Fig.4-43 Send menu ReadProperty
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ReadProperty ¥4 7RI DIPA2 T %9 vo L, B-BCH—N—F7 FLRAZEEAHNLET,

192.168.10.10:47808

Who-Is — et

BVLCl | NPT | Who-ls| |MyPort -
a e
3 BvLL
231 Network

A
Destination W |192.168.10.10:47808 > (1 Alarm and Event

[ File Access

[ Object Access

=3 Remote Device Management
DeviceCommunicationControl
ConfirmedTextMessage
I-Am

I-Have

ReinitializeDevice
UnconfirmedTextMessage
TimeSynchronization
Who-Has

Who-Is
UTCTimeSynchronization
(23 Virtual Terminal

(23 Simple/Segment ACK

[ Errors

COABOADA BACODB10A 000CD120 FFFFODFF 1008

l—;| Send

Close ‘ Send & Close |

Fig.4-44 IP tag parameters

ReadProperty #4 7AJ DO NPCI 25 %0 1) vy L. COFAAT7RASJTBBCHMB-SSH#FIRLET,

B-BC ##IRY H15E % Fig4-45[TRLET,
Data Expecting Reply v SN TWH I L #HRALET,

ReadProperty

P ]BVLCI NPCI Confirmed-Request ReadProperty]
Version ﬂ

[ DMET/DLEN/DADR Present

DNET Hex
DADR [ =1
—

[~ SMET/SLEM/SADR Present

SNET Hex
SADR

¥ Data Expecting Reply

Priority |©

Hop Count

— >
|BACnetport ~|
a3 p -~
23 BVLL
23 MNetwork
23 Alarm and Event
(23 File Access

‘-3 Object Access

2 AddListElement
ChangelList-Error
CreateObject
CreateCbject-ACK
CreateObject-Error
DeleteCbject
ReadProperty
ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK
ReadRange

RemovelistElerment
WriteProperty
WritePropertyMultiple
‘WritePropertyMultiple-Error

2

Ohbject 1D required

mote Device Management
(£ Virtual Terminal
[Z1 Simple/Segment ACK v
= g
Close | |

Fig.4-45 NPCI tag parameters to B-BC
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B-SS %#:&IR 3 H15E # Fig.4-46 IZ;R LE T, DNET IZ B-SS D Network_Number 7O/8T «{E2 2 AH
L*9, DADRIZB-SS®D MAC 7 KL R 129 % Hex TAA(81)LEF, Hop Count 2255 % AALZET,

B-SSIZEXKRT HLEDNPCI ¥4 70

Y %7€ % ReadProperty LS DEH—EXIZDOWTHEKETT .

ReadProperty

IP ] BVLCI CanirmEd-RequEst] ReadPererty]

Version ﬂ

[¥ DNET/DLEN/DADR Present
DMET

[~ SMET/SLEN/SADR Present

SNET Hex

SADR | =] |

[v Data Expecting Reply
Priority |9

- X
|MyPort |
(£ Network A
23 Alarm and Event
= File Access

AtomicReadFile
AtomicReadFile-ACK
AtomicWriteFile
AtomicWriteFile-ACK

=3 Object Access

AddlListElement
Changelist-Error
CreateObject
CreateObject-ACK
CreateObject-Error
DeleteObject
ReadProperty
ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK
ReadRange
RemovelistElement
WriteProperty
‘WritePropertyMultiple
‘WritePropertyMultiple-Error -,

< >
COABDADA BACDBI0A 00170124 00020181 FFODO34D - Send
DCOC0Z00 00441401 73
Close | Send & Close |

Fig.4-46 NPCI tag parameters to B-SS

ReadProperty % 4 7 B4 @ Confirmed-Request 24 %% 1) w4 L. Max APDU length accepted (& 480 %

BRLET,

ReadProperty

13 | BvLal | NPCH ReadProperty
|

Auto segment size

I~ Segmented message
r

P
B

Sequence Number

Proposed Window Size

[~ Segmented response accepted

Max Segments Accepted | J
Max APDU length accepted <480 (MS/TF, PTP, ARCNET) >
Invoke ID L

— x
[MyPart -]
(£ Network ~
(0 Alarm and Event
=3 File Access

AtomicReadFile
AtomicReadFile-ACK
AtomicWriteFile
AtomicWriteFile-ACK
53 Object Access
AddListElement
ChangeList-Error
CreateObject
CreateObject-ACK
CreateObject-Error

ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK
ReadRange

RemovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Errar

< >

COABOADA BACOB10A 00170124 00020181 FFO0O034D = Send
0COCO200 00541401 73
Close ‘ Send & Close ‘

Fig.4-47 Confirmed Request tag parameters

RO1AN7237JJ0100 Rev.1.00

2024.03.25

RENESAS

Page 69 of 154




RZ/N2L 7 )L—7

BACnet Controller Sample Software

ReadProperty &4 7 B4 @ ReadProperty 245 %% 1) v% L. ID... > Object Type ##iRL. ZD
Instance ZA N LET ., HITIXB-SS DiFE T device, 100 E AN L TLWET A B-BC ZRIRL-BEIE
device, 10 ZA AL FET,

P |BVLa | NPQ | Confimmed-Request| ReadProperty

[MyPort -
(L Network ~
(L] Alarm and Event

= File Access

58] AtomicReadFile

ObjectiD  [device, 100 8 AtomicReadFile-ACK
[#) AtomicWriteFile
Property  [property-list ~| &) AtomicWriteFile-ACK
Object ID % bject A._:r ess
Array Index I AddlistElement
An object identifier is made of two components: an object type and Bl ChangeList-Error
an instance number. Bl CreateObject

L ObjectT [device] -
9 e B CreateObject-Error
Reserved Type |8 Reserved types range 0,127 ) DeleteObject
ReadProperty

Wendor Type Wendor Types range 128..1023

B CreateObject-ACK

Bl ReadProperty-ACK

@ 00 Instance range 04194 :

8] ReadPropertyMultiple
ReadPropertyMultiple-ACK

Here is how the value can be entered directly:

device, 100

fl ReadRange

Bl RemovelistElement

Bl WriteProperty

B WritePropertyMultiple
Bl WritePropertyMultiple-Emor | |

>
| [C0ABDADA BACDR10A 00170124 00020181 FFODO34D | = Send |
0COCO200 00641401 73 g
| Close | Send & Close | I

Fig.4-48 ReadProperty parameters

#5(7+T Property 2R LFET, L property-list ZRELTWLWET, ZREIZSend#0 )v I LET,

ReadProperty

P | BViCl | NPCI | Confirmed-Request [ReadProperty |

Object ID

Property

Array Index

protocol-revision
protocol-services-supported
protocol-version
restart-notification-recipients
restore-completion-time
restore- preparation-time
segmentation-supported
serial-number
slave-address-binding
slave-proxy-enable
structured-object-list
system-status v

[MyPort

[ Network
L1 Alarm and Event
= File Access
@) AtomicReadFile
@) AtomicReadFile-ACK
[ AtomicWriteFile
(2 AtomicWriteFile-ACK
‘T Object Access
E) AddListElement
E) Changelist-Error
) CreateObject
) CreateObject-ACK
) CreateObject-Error
[ DeleteObject
) ReadProperty
) ReadProperty-ACK
() ReadPropertyMultiple
@) ReadPropertyMultiple-ACK
-8 ReadRange
-2 RemovelistElement
-.[E8) WriteProperty
- WritePropertyMultiple
E) WritePropertyMultiple-Error

> L] X

COABOADA BACOB10A D0170124 00020181 FFOOD34E
0COC0200 00841401 73

-
Close | Send & Close |

Fig.4-49 ReadProperty parameters(2)
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s

B-SS I devive,100 A7 7> =

4 b @ property-list 7A/\F 1 % Complex-Ack TIH&E L TWWET,

192.168.18.28
192.168.168.18

192.168.18.18
192.168.18.28

BACnet-APDU

L 3628 13:19:086.277648
BACnet-APDU

3631 13:19:086.572567

65 Confirmed-REQ
113 Complex-ACK

readProperty[ 77] device,lee
readProperty[ 77] device,l8e

£ Capturing from A —FFyk 11 = O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

N a® RE | &= = aqen
|‘|bacneturbv|c or ntp |m '] +
No. Time Source Destination Protocol Length  Info

property-list
property-list w

8811 = APDU Type: Complex-ACK (3)
2eaa = PDU Flags: @x@

Invoke ID: 77

Service Choice: readProperty (12)

ObjectIdentifier: device, 188

Property Identifier:

property-list (371)

1[3]

property-1lis
property-1lis

HE)]
<

property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:

property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:
property-list:

system-status (112)

vendor-name (121)
vendor-identifier (128)
model-name (78)
firmware-revision (44)
application-software-version (12)
protocol-version (98)
protocol-revision (139)
protocol-services-supported (97)
protocol-object-types-supported (98)
object-1list (76)
max-apdu-length-accepted (62)
segmentation-supported (187)
apdu-timeout (11)
number-of-APDU-retries (73)
device-address-binding (38)
database-revision (155)
description (28)

local-time (57)

utc-offset (119)

local-date (56)
daylights-savings-status (24)
location (58)
active-cov-subscriptions (152)

£ >
Frame 3631: 113 bytes on wire (984 bits), 113 bytes captured (984 bits) on inte 7c c2 c6 1lc 9a fe 74 98 58 18 9 =d 88 98 45 @8
Ethernet II, Src: RenesasElect_1@:¥9:ed (74:90:5@:1@8:F9:ed), Dst: TPLink_lc:9a: B6 63 60 18 PG 00 ff 11 26 03 cO a8 @a Ga 0 ad
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.18.20 @a 14 ba c@ ba c@ 8@ 4f c5 fb 81 @a 8@ 47 o1 @3
User Datagram Protocol, Src Port: 47888, Dst Port: 47388 g? ?g gi g; g? ig g; 3; gi 22 g? gi gi g; ;f :E
BACnet Virtual Link Control 91 61 91 68 91 4c 91 3e 91 6b 91 Bb 91 49 91 1e
Building Automation and Control Network NPDU 91 9b 91 1c 91 39 91 77 91 38 91 18 91 33 91 98

v Building Automation and Control Network APDU 3f

O & -39k 1% <live capture in progress>

Packets: 4024 . Displayed: 56 (1.43)

Profile: Default

Fig.4-50 Capture ReadProperty device,100 property-list
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4.5.3 TimeSyncronization / UTCTimeSynchronization
AIEMEALEZAA4 7RJICRRESNTVDH—ERX Y1) —h 5 Remote Device Management &4 J)LY
Vv o LFET,

ReadProperty — x
P | BvLCl | NPCI | Confirmed-Request ReadProperty [BACnetport -
[E CreateObject-ACK ~

| CreateObject-Error

DeleteObject

[ ReadProperty

Object ID device, 12 ID... ReadProperty-ACK

..[E8] ReadPropertyMultiple

-[E8] ReadPropertyMultiple-ACK

ReadRange

Array Index -[E8] RemovelistElement
‘WriteProperty

.. El WritePropertyMultiple

.8 WritePropertyMulti

note Device Management [l

~[& DeviceCommunicationContro
ConfirmedTextMessage

B 1-Am

[E8] I-Have

E8 ReinitializeDevice

Bl UnconfirmedTextMessage

Property ‘ property-list j

ple-Error

TimeSynchronization

[ Who-Has
.[E8] Who-ls
-[E8] UTCTimeSynchronization “
< >
COABDAR4 BACOZ104 00120104 0003510C 0C020000 - Send
0C1A0173
Close ‘ Send & Close |

Fig.4-51 TimeSynchronization parameters(1)

BB & 1= Remote Device Management 0 TimeSynchronization(Z 7= & UTCTimeSynchronization)% -
1) w4 LEF ., TimeSynchronization # 4 M Synchronize with VTS [Z/ Z AN T Send #9 1J v o LET,

BERZILISN 2 A ST B15E 1L Synchronize with VTS M v %4 L T Date & Time ZEEANLET,
EEELIPT7 FLRIGHIENEN N ERASINET,
BEEIPT7RLRAZEETBIHEEIPEAINLIP7 RLRZAALTLESL, UTRAHTT,

TimeSynchronization —

P | Bvea | npa | TimeSynchronization |BACneTpor‘r j

ReadProperty
ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK
ReadRange

X

>

RemovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Error
‘23 Remote Device Management

DeviceCommunicationContro
ConfirmedTextMessage
-Am

I-Have
ReinitializeDevice
UpsonfinnedTothMessage
TimeSynchronization
T

Who-Is
UTCTimeSynchronization
(23 Virtual Terminal

(20 Simple/Segment ACK

(2 Errors v
(D:EDDAB%gﬁgd BACOE10A 00120104 10084478 030D01E4 ,Telh
Fig.4-52 TimeSynchronization parameters(2)
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TimeSynchronization [$FRRG LEHY—EXTY, ELEEEIP7 FLRAEA=ZFv X FTELHEHY
FtA, UTOFv TFYE@>IIVISVIA T A S BBCH—N—IZ22=F v X FLIFHEZTRLT
WEY,

A Capturing from 4 =4 %y R 11 - ] X
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
md e RE Re2=2F & 5 = @aaQq
|ﬂ|bacnelurbv|c or ntp |P2 -]+
No. Time Source Destination Protocol Length  Info "
L 4315 13:39:19.701779 192.168.10.26 192.168.16.1@ BACnet-APDU 6@ Unconfirmed-REQ timeSynchronization v
< >
Frame 4315: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interf 74 98 58 18 9 ed 7c c2 c6 lc 9a fe 88 88 45 68
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:c6:lc:9a:fe), Dst: RenesasElect_1@:F9: 8@ 2e o3 b2 0@ 8@ 80 11 068 @2 c@ 38 Ba 14 c@ a8

@a @a ba c@ ba c@ @2 la 95 9a 31 @a @@ 12 @1 @4

Internet Protocol Version 4, Src: 192.168.10.28, Dst: 192.168.18.18
1@ 86 a4 7c @1 16 @1 b4 @d 27 12 @@

User Datagram Protocol, Src Port: 47888, Dst Port: 47888

BACnet Virtual Link Control

Building Automation and Control Network NPDU

~ Building Automation and Control Network APDU

@®8l .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: timeSynchronization (&)
Date: January 22, 2824, (Day of Week = Monday)
Time: 1:39:18.8 P.M. = 13:39:18.0

< > <€ >
(SRS = STTH <live capture in progress= Packets: 4355 - Displayed: 60 (1.4%) Profile: Default

Fig.4-53 Capture TimeSynchronization

TimeSynchronization —E XM 44> Y [Z UTCTimeSynchronization 4 —E X &#Z#ET 2B AL REETT .
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454 Who-Has & I-Have

AIEERALEFA4 7RTIZRRTINATVNSY—E XY 1) —mh 5 Remote Device Management > Who-Has
#91)vY LET, X IDEE® Low Limit & High Limit #AALZE 3, Object ID FILA I A Za—h
AT bEATHERIRL, 1 VREAVRABEEANKR. OKEYV YUY H LET,

5l Tl& analog-input,0 7 7 x4 ~%&#IR L TLVET . Object ID & Object Name [ZEH 5 LHAEIRT

EEEA

P | eva | nea

Low Limit

High Limit o X
A object identifier is made of two components: an object type and

,—- aninstance number.
—
Obiject Typed ‘ ahalog-input -

Reserved Type |0 Reserved types range 0..127

Object ID

Object Name

WVendor Type endor Types range 128..1023

\mstanca‘ f i Instance range 01..4194303

Here is how the value can be entered directly:

shalog-nput, 0 n

—

Chbject 10 or name required

MyPort -l
S CreateQbject-Error

.| DeleteObject

[ ReadProperty

ReadProperty-ACK

ReadPropertyMultiple

ReadPropertyMultiple-ACK.

ReadRange

B RemovelistElement

58] WriteProperty

B8] WritePropertyMultiple

JE8] WritePropertyMultiple-Error

| Remote Device Management
DeviceCommunicationContro
B ConfirmedTextMessage

B 1-Am

58 |-Have

£ ReinitializeDevice

B UnconfirmedTextMessage

TimeSynchronization

>

)

v Who-ls

.[g] UTCTimeSynchronization

21 Virtual Terminal w
< >

R

Close ‘ |

Fig.4-54 Who-Has parameters(1)

Object Name # AN L=ZEDHIERLET,

Who-Has

13 | sva | nec

Low Limit
High Limit o0

Object ID

o
1
ID...

— >
‘ MyPort j
CreateObject-Error -~

[E] DeleteObject
ReadProperty
(@] ReadProperty-ACK
[EA ReadPropertyMultiple
ReadPropertyMultiple-ACK
-[E] ReadRange
[l RemovelistElement
WriteProperty
El WritePropertyMultiple
B WritePropertyMultiple-Error
IZ3 Remote Device Management
E) DeviceCommunicationContro
ConfirmedTextMessage
(8 I-Am
E -Have
ReinitializeDevice
~El UnconfirmedTextMessage
(£l TimeSynchronization

Who-Has
- [El Who-Is
Bl UTCTimeSynchronization
I3 Virtual Terminal -
< >
COABDADA BACOE10A 001DO100 10070900 1954300F [ =] Send
00414E41 AC4AF4720 494E5055 542030
Close | Send & Close ‘

Fig.4-55 Who-Has parameters(2)
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RIZIPA 45 %% ') w4 LT Global Broadcast & =1 Local Broadcast #:#{RL71=5 Send %o v o LE

TO

DestinatioC| [CEEE] Br.;adm
CLIENT_VIS

Global Broadcast

Local Broadcast
D

| 255.255,255.255:47808

EhD-Has - x
P |Bwc | NPCl | Who-Has | [BACRetport -]
ReadProperty -~

ReadPropertyMultiple-ACK
ReadRange
RemovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Error
23 Remote Device Management
DeviceCommunicationContro
ConfirmedTextMessage

I-Am

I-Have

ReinitializeDevice
UncenfirmedTextMessage
TimeSynchronization
‘Who-Has

UTCTimeSynchronization

£ Virtual Terminal

(£ Simple/Segment ACK

I3 Errors =

< >

FFFFFFFF BACOS10A 00110104 10070900 19142C00
Doooon

Close | Send&CIose

_——

Fig.4-56 Who-Has parameters(3)

RO F v 7F v EE Tl Who-Has H—E XERIZ & 5 analog-input,0 & 7 x4 FEHF->TLVS

—_

TINA

AFEFRITO—FX v X MM LT, BBCH—/\—[&|-Have [&&EZA—AILTO—KFF ¥ X FLTLE

EE

Building Automation and Control Network NPDU
“ Building Automation and Control Network APDU
8881 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: i-Hawve (1)
ObjectIdentifier: device, 18
ObjectIdentifier: analog-input, @
~ Object Name
Object Name: ANALOG INPUT @
Application Tag: Character String, Length/Value/Type: 15
String Character Set: ANSI X3.4 / UTF-8 (since 2818) (@)

< >

£ Capturing from £ = Fy - 11 - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
m g ® RE Re==2F 8 5= aQaqaH
|‘ |bacnet or bvic or ntp |m '] +
No. Time Source Destination Protocol Length  Info ~
1 5386 14:89:84.271818 192.168.18.28 255.255.255.255 BACnet-APDU 59 Unconfirmed-REQ who-Has analog-input,®
L 5387 14:89:84.311887 192.168.18.18 192.168.18.255 BACnet-APDU 81 Unconfirmed-REQ i-Have device,1@ analog-input,® w
< >
Frame 5387: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interf ff £ff £f £Ff £f £f 74 98 58 18 9 ed 88 88 45 @8
Ethernet II, Src: RenesasElect_18:f9:ed (74:98:58:18:¥9:ed), Dst: Broadcast (FF @2 43 @@ 1d 22 @@ £f 11 25 33 c@ a8 Ba @a c@ ad
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.18.255 ii g S: ;2 g: ;2 92 g; é; Sg gl 92 gg g; gé gg
. . c ac
User Dat?gr'am Pr"?‘tocolJ S5rc Port: 47888, Dst Port: 47868 75 BF 80 41 4e 41 4c 4F 47 28 49 4e 58 55 54 20
BACnet Virtual Link Control 38

O & {-#%yk 1% <live capture in progress>

Packets: 5347 - Displayed: 68 (1.3%)

Profile: Default

Fig.4-57 Capture Who-Has and I-Have
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4.5.5 ReadPropertyMultiple

AIEMEALEZFA 7RJICRREINTVDH—EX Y1) —h 5 Object Access > ReadPropertyMultiple %

20vILES,

ReadPropertyMultiple

P |Bvia | NPCI | Confirmed-Request ReadPropertyMultiple |

Object ID [

ObjectID |

Index |

Property

=]

Property |

Index

— x
|[BACRetport ~|
C1 File Access ~

Add
4 Object Access

AddListElement
ChangelList-Error
CreateObject
CreateObject-ACK

Remaove

¥
¥/

RemovelistElement
WriteProperty
WritePropertyMultiple

s WritePropertyMultiple-Error
=3 Remote Device Management
DeviceCommunicationContro
ConfirmedTextMessage

-Am

-Have

¥

¥

s

ReinitializeDevice "

< >

COABDAFF BACOB10A 000A0104 0005510

l—;| Send

Close | Send & Close |

Fig.4-58 ReadPropertyMultiple parameters(1)

F R S N1z ReadPropertyMultiple 4 7B D LEICHD AddEV ) v Y LES, ID..ZI2 ) vo LT
Object ID Z:#IRL =5 0KE#H v Ho LET, HITIE device,10A TPy FEFBRLTULET,

| 1P |Bvia | NPal | Confirmed-Reques{ ReadPropertyMultiple [MyPart |
f Object ID [ --[E) AtomicWriteFile-ACK At
| analog-input, 0 . 3 Object Access
[ - I AddListElement
| emove hangeList-Error
| Object ID x
CK
# obiect identifier is made of two components: an objsct typs and
an instance Aumber -
—ee
Object D |analog-input. 0 Cno.)| otecttpeeice D
~ ACK
Property ‘ Index | Reserved Type |8 Reserved types range 0,127 ultiple
ultiple-ACK
Vendor Type Yendor Types range 128.1023
e
it
\nstanca Instance rangs 0..4194303 e
. ) ultiple
Here is how the value can be entered directly
ultiple-Error
device, 10 nagement
C__ ok D picationContro
Message
Property | J A
Have
Index ReinitializeDevice w |l
>
| [COABOADA BACOB10A 00110104 D0D34EDE 0COODOOD - Send |
O01ETF
| Close | Send & Close |

Fig.4-59 ReadPropertyMultiple parameters(2)

FALFATIZRREINTWVWSIFROAI EY U VY LET, Property D TILE I A=a—hi5TAN
TAEERLET, FITHITRTOTO/NT 1 "all’ 28R L TULVET, Send 20 v I LET,
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Remove

*

Object D |device, 10 ID...

‘ Index |

Property
all

Remove

¥

Lgte gpt

all A

Property

adjust-value A
Index  |alarm-value

ReadPropertyMultiple - X

P | BV | NPQ | Confirmed-Request } [MyPort -

Object ID [ Add AtamicWiitcFile- ACK ~
device, 10 3 Object Access

AddListElement
Changelist-Error
CreateObject
CreateObject-ACK
CreateObject-Error
DeleteObject

ReadProperty
ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK
ReadRange
RemovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Error
=3 Remote Device Management
DeviceCommunicationContro

ConfirmedTextMessage

COABDADA Jal -wnﬁ-

04 1E0908 1|allow-group-delay-inhibit

archive

34E0E 0CO20000

Close | Send & Close |

assianed-access-riahts

Fig.4-60 ReadPropertyMultiple parameters(3)

ROF¥ TFYEAETIEVISY 547> bh s, ReadPropertyMultiple 4—E R (2 & % device,10 4+ 7
Ty bD7al TANT A ERE B-BCH—/N—D5DFEREEL Complex-Ack [E&EERLTWVWET,

£ Capturing from £ —#Fyk 11 - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m @ RE R e= Qe
|‘ |bacnetur bvlc or ntp |ﬂ '] +
Mo, Time Source Destination Protocol Length  Info L
L 5736 14:22:83.712459 192.168.18.28 192.168.18.180 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 78]
5739 14:22:83.716233 192.168.10.18 192.168.18.28 BACnet-APDU 586 Complex-ACK readPropertyMultiple[ 78] "
< >
v listOfResults ~ Jc c2 c6 1c 9a fe 74 98 5@ 1@ f9 ed @8 @0 45 @8
{[1] 81 ec 88 le 82 98 fF 11 24 74 c@ a8 B8a @a c@ aB
Property Identifier: object-identifier (75) 8a 14 ba c@ ba c@ @1l d8 a7 ed 81 8a @1 d@ 21 @@
1187 38 4e 8e Bc 82 90 82 Ba le 29 4b 4e c4 B2 B0 68
. . . . Ba 4f 29 4d 4e 75 1f @@ 52 5a 4e 32 4c 5F 42 41
ObjectIdentifier: device, 1@ 43 Be 65 74 5F 53 6F 6c 75 74 69 6F Ge 5F 42 42
141 43 5F 42 52 54 52 4F 29 4F 4e 91 @8 4F 29 7@ de
Property Identifier: object-name (77) 91 8@ 4F 29 79 4e 75 28 8@ 52 G5 Be 65 73 61 73
1[4] 28 45 6c 65 63 74 72 6F Be B9 63 73 28 43 6F T2
~ Object Name 78 6F 72 61 74 69 6f Ge 4f 29 78 4e 22 27 OF 4F
Object Name: RZNZL_BACnet_Solution_BBC_BRTR ig ‘;g ‘;j ;g 3: gg 22 ia ‘;; ag ‘;g g: ‘;2 gg ‘;3 g;
. . . c de e e
App:!.lcatlon Tag: Character String, Langth.f\:‘alue/Type. 31 4F 30 Bc de 75 06 88 31 2o 38 e 3@ 4F 20 57 4e
String Character Set: ANSI X3.4 / UTF-8 (since 281@) (2) 21 @1 4F 29 Bb 4e 21 17 4F 29 61 4= 85 @8 87 97
r41 Bb c8 20 9 B8 B8 4f 29 68 d4e 85 89 @1 ac al S8
Property Identifier: object-type (79) 98 80 B8 80 88 4Ff 29 4c 4de ¢4 @2 B8 88 Ba c4 Be
1[4] 28 22 81 c4 fe 92 B2 B2 c4 DO 0O GO B0 c4 B0 ee
object-type: device (8) 88 @1 c4 BB 50 9B 69 c4 00 59 09 Bl c4 @l B0 80
1041 88 c4 81 28 82 21 c4 21 42 88 82 c4 81 48 8@ 2l
s cd 83 c@ 88 88 c4 84 c@ B0 B8 c4 B4 co B0 81 c4
Property Identifier: system-status (112) @5 60 66 00 c4 62 80 00 00 c4 Oc DO B0 B0 c4 Oc
4] ) 80 0@ @1 c4 64 4D 60 B9 4F 29 3c 4e 22 Ol eB 4F
system-status: operational (@) 29 b 4e 91 83 4F 20 8b 4e 22 @b b8 4F 20 49 4e
141 21 83 41 29 1e 4e c4 B2 06 B8 20 21 808 65 86 c@
Property Identifier: wvendor-name (121) a8 8a 14 ba c@ c4 82 8@ 0@ 64 21 88 61 81 4F 29
{[4] Sb 4e 21 @3 4Ff 29 48 4e 21 TF 4F 29 3F 4e 21 @81
vendor-name: UTF-8 'Renesas Electronics Corporation’ 4F 29 1c 4e 75 le 88 52 65 6= 65 73 61 73 20 52
1141 S5a 4e 32 4c 5F 42 41 43 Be B5 74 5Ff 53 6F 6c 75
. . . 74 69 6f Ge 4F 29 39 de b4 Be 16 Bl 88 4F 29 77
Property Identifier: vendor-identifier (128) 4e 32 fd e4 4 29 38 42 a4 Jc @1 16 @1 4F 29 18
{41 4e 18 4F 29 3a 4e 75 @c 8@ 54 6F 6b 79 6F 2c 4a
vendor-identifier: {Unsigned) 9999 W 61 78 61 Ge 4Ff 29 98 4e 4F IF
£ > £
O 7 -39k 11 <live capture in progress> Packets: 5859 - Displayed: 70 (1.2%) Profile: Default

Fig.4-61 Capture ReadPropertyMultiple device,10 all
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BACnet Controller Sample Software

4.5.6 WriteProperty
AIEMEALEZAA 7RJICRRINTVDH—EX Y1) —h 5 Object Access > WriteProperty 4 1)

2 LEF, ObjectID ##IRLTOKEY Jvy LET, fITIEL multi-state-value,0 4+ T &

TWEY,

g

7 FEERL

P |BVla |NPCI | Confimed-Request WriteProperty |

MyPort M

@ ~
(@ BVLL
@ Network
@ Alarm and Event
3 File Access
Object network-security, 0 I3 Object Access
-E AddListElement
Property |pres Object ID gngelist-Error
ateObject
An objectidentifier is made of two components: an ohject type and an ot
Array instance number ateObject-ACK
ateObject-Error
ti-st JeteObject
- Object Type QTS J
dProperty
Reserved Type |19 Reserved types range 0.127 dProperty-ACK
o dPropertyMultiple
[Fimid Ventdlor Type Vendor Types range 128..1023

\nstante@ Instance range 04194303

Here is how the value can be entered directhy:

multi-state-value. 0

dPropertyMultiple-
dRange
ovelistElement
JteProperty
JtePropertyMultiple
jtePropertyMultiple-
e Device Managem
iceCommunication

-Am
I-Have v

firmedTextMessag

Fig.4-62 WriteProperty parameters(1)

A2 Property /5 present-value #EIR L F T,

WriteProperty — *
P |Bvia | NPa | Confimed-Request [BACnetport |
3 p ~
(Z3 BVLL
(T3 Metwork
(31 Alarm and Event
Object ID multi-state-value, 0 ID... (Z2 File Access
= Object Access
Property present-value - - [E] AddListElement
notify-type Y Changelist-Error
Array Index number-of-states CreateObject
oijec:-ident\fier CreateObject-ACK
Valie opject-name CreateObject-Error
g:{?ctit)fpe DeleteObject
Pricrity proTy==rry ReadProperty-ACK
profile-name ReadPropertyMultiple
property-list ReadPropertyMultiple- ACK
reliability N ReadRange
reliability-evaluation-inhibit
relinquish-default RemovelistElement
state-text WriteProperty
status-flags WritePropertyMultiple
time-delay hd : WritePropertyMultiple-Error
(3 Remote Device Management
[C3 Virtual Terminal
(C3 Simple/Segment ACK w
CO0Aag0Asd BACOE104A 00130104 0005430F 0CO4C000 - Send
0019553E 3F
Close | Send & Close |

Fig.4-63 WriteProperty parameters(2)
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RIZAny... 20 )y LET, Ry TT7yvTEA47A5DAdEY Y 99T 5L NUlARTEINDD
T. CONuUl ZFIRLIKEET, Type DTNE DA a—D o T—2DREERLET, HlOGEE
multi-state-value @7 —% & Unsigned Z#IRL TLVET,

P | BVLC | NPCI | Confirmed-Request |BACRetport |

[ ~
E3 BvLL
ABSTRACT-SYNTAX.&Type >
t
Object ID multi-state-value, 0 | Content ‘ Data
Property present-value pent
Error
Remove
Array Index t
t-ACK
—_— < > t
ty
Priority Type [ - ty-ACK
Mull i
Context o ~ WMUIt!pIE
tyMultiple-ACK
Value | Signe
Feal Element
Double ]
Octet String ty
Character Sting ryMultiple
E:ﬁ:'"{gr d riyMultiple-Error
Date Remote Device Management
Eig?e + | dentif 0 Virtual Terminal
Dp!:r:;ng $r;;|er  Simple/Segment ACK W
Closing Tag hd
COABDASA BACOG10A 00130104 0005630F DCOALOUT [ - Send
00195538 3F
Close | Send & Close |

Fig.4-64 WriteProperty parameters(3)

Ry F7yvFE&L4705 D Value ZADLET, KU TILY T FDBA. multi-state-value D% E &5 FH
(% 1~3 TY, Ff=. multi-state-value [FEIZ0 LY KEMETHITAIEWTERBA, S5(2TORF4D
T—A2BE 1 DT ORMEETHEICERINTVETOT Type T DA a—[ZRREINET—4
BEHRREICEL LA GEVISEIRT 2EAHY £9 . [12 MODELING CONTROL DEVICES AS A
COLLECTION OF OBJECTS]

ABSTRACT-SYNTAX.&Type X
Type | Eontext| Data
Unzigned 2102 Add

Remove

< >
Type |Unsigned j
Context
Walue @
Co D o

Fig.4-65 WriteProperty parameters(4)
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Send 7V vILEY,

WriteProperty *
P |Bvc | MPCl | Confimed-Request WriteProperty [BACnetport |
Y ~
3 BVLL
I3 Metwork
I3 Alarm and Event
Object ID multi-state-value, 0 L, 2 File Access
=3 Object Access
Property  [present-value - AddListElement
Array Index |
Value ANy
Priority
RemovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Error
23 Remote Device Management
I3 Virtual Terminal
(23 Simple/Segment ACK v
COABDAGA BACORTDA 00150104 00056307 OCOACTED ]
007195538 21023F —
Close | Send & Close |

Fig.4-66 WriteProperty parameters(5)

RDF¥ TFYEETIEVISY 547> bh 5, WriteProperty 4 — E R 1Z & % multi-state-value,0 4 7'
x4 b® present-value 7O/ EE & B-SS H—/3\—H 5D Simple-Ack & ZE R L TULVET,

£ Capturing from -39k 11 - [m] X
File Edit View Go (Capture Analyze Stafistics Telephony Wireless Tools Help
m e REGRes=Z=F 85 EQQQH

|ﬂ|bacnelorbv|c or ntp |m -]+

Mo. Time Source Destination Protocol Length  Info ~
6832 14:38:55.912744 192.163.18.28 192.168.18.18 BACnet-APDU 63 Confirmed-REQ writeProperty[ 79] multi-state-wvalue,® present-value
6835 14:38:55.928961 192.168.10.16 192.168.10.20 BACnet-APDU 6@ Simple-ACK writeProperty[ 791 W

< >

Frame 6832: 63 bytes on wire (584 bits), 63 bytes captured (584 bits) on interface \D 74 98 58 18 f9 ed 7c c2 cb6 lc 9a fe 88 88 45 B8 t.P
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:ch:lc:9a:fe), Dst: RenesasElect 18:¥9:ed (74 @2 31 ed b7 @@ @0 S0 11 00 8@ c@ ad Ga 14 c@ ad 1
Internet Protocol Version 4, Src: 192.168.16.28, Dst: 192.168.10.19 9a @a ba c@ ba c8 88 1d 95 9d 81 8a @8 15 @1 e4
User Datagram Protocol, Src Port: 47888, Dst Port: 47808 €0 63 4F ©F 0c 84 c6 80 00 19 55 3= 21 @2 3F 9
BACnet Virtual Link Control
Building Automation and Control Network NPDU
~ Building Automation and Control Network APDU
2e@8 .... = APDU Type: Confirmed-REQ (@)
. BBBB = PDU Flags: @x@
.888 .... = Max Response Segments accepted: Unspecified (@)
. 8811 = Size of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET fra
Invoke ID: 79
Service Choice: writeProperty (15)
ObjectIdentifier: multi-state-value, @
Property Identifier: present-wvalue (85)
{031
Present Value (uint): 2
FI31

< || < >

O 7 —Hx9bn: <live capture in progress> Packets: 6077 - Displayed: 74 (1.2%) Profile: Default

Fig.4-67 Capture WriteProperty multi-state-value,0 present-value
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4.5.7 WritePropertyMultiple
lEHEE VIS DY —E XY 1) —h 5 Object Access > WritePropertyMultiple %4 1) w9 LE9, Object
ID D Add, ID---ZIBIZYV Uy D LTHID Y FEERL. OKEV VYU LET,
{5 T I& WritePropertyMultiple Y —E X &> TB-BCHh 5 VISV 547> b~AD
ConfirmedEventNotification DE)EMEFREFIEZEZ R L TLVET, Fig.4-68 (& notification-class,0 & 72z ¥ k
ZERLTULET,

|
P | Bva | NPQ | Confimed-Request |WritePropertyMultiple |MyPorf j
Object ID [ «D -[E8| AddListElement ~
analog-input, O ~[#8] ChangeList-Error

= CreateObject
emove -[E] CreateObject-ACK

| [E8] CreateObject-Error

Object ID X

| G’ A object identifier is made of twa companents: an object type and ACK

Object ID analog-input, 0 D. ah instance nurmber ultiple
Property [ index [ Value [Frion Jue =l = lFicification class prtiple-ACK
Reserved Type |15 Reserved lypes range 0127 ment
Vendar Type | Vendar Typesrange 128..1023 Multiple

Multiple-Error
Instance ( f ) Instance range 04194303 nagement

nicationContro
Here is how the value can be entered directly: tMessage

notification-class, 0
o]
Property moEy ice

extMessage
Value Priority |
< >

[ TimeSynchronization -
COABOADA BAGOB10A DO110104 00035010 0CO00OND History:0 ~ Send
DO1ETF
| Send & Close |

Close

Fig.4-68 WritePropertyMultiple parameters(1)

Property ® Add #% 1) v % L T. ack-required Z:#RLET, #(TT. Any..20 ) v o 35LT7—4%
EIRT B4 TATHRTEINET, AddZV )y I LT Typeh o T—2REFERLET, Set... %
VDT BERETEIIATAINRREINFETDOTEEZERLEFT,. OKEYV v I LT, ThEhDHF

AT7RJTEFHALCET,
I TIET—% 2 EventTransitionBits &R L. 1 XY FEHMEHZE I DELITRTHEIRLTLET,

WritePropertyMultiple - X
P |Bva | NPO | Confimed-Request| WritePropertyMultiple [MyPort -
Object ID ‘ Add -[E AddListElement ~
-[#| Changelist-Error

notification-class, 0

- [l CreateObject
smave [l CreateObject-ACK

; R CreateObject-Error
ﬂ 8] DeleteObject
ﬂ [E8] ReadProperty

eadProperty-ACK

Object ID notification-class, 0 ID...
-[E ReadPropertyMultiple-ACK
Property ‘ Index ‘ Value ‘ Prior.. | ¢’ --[E ReadRange

ack-required 8205E0 -[E RemovelistElement

Remove [l WriteProperty

‘WritePropertyMultiple

eadPropertyMultiple

ﬂ [E8] WritePropertyMultiple-Error
i =3 Remote Device Management
ﬂ -8 DeviceCommunicationContro
onfirmedTextMessage
[ 1-Am
[ 1-Have

Property ‘ o| M= () ReinitializeDevice
= - B UncenfirmedTextMessage
Value Priority 8] TimeSynchronization "

< >
CHARDADA BACORTOA DO1ROTO4 OON3SZ210 OCO3C00OD History=0 ~ Sand
O01E0R01 2ERZNSED 2F1F iy ul
Close | Send & Close |

Fig.4-69 WritePropertyMultiple parameters(2)
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| P |BMC | NPO | Confinmed-Request WritePropertyMutiple | [MyPort -
1 -

>

Object D | Hlement

notification-class, 0

list-Error

Typs | Cuntext‘ Data Bject

EvertTriansitionB... 20560 pject-ACK

pject-Error
Remove piect

perty

perty-ACK

ObjectlD  |notification-class 0~ pertyMultiple

< > pertyMultiple-ACK
Property ‘ Index | Value ige

- == =1
ack-required 8205E0 Type CEventTransitionBits VP ListElement
Context e

pertyMultiple
alug | Set.. ipertyMultiple-Error

oK
Property |ack-requwred j Index

ica bManagement
BACnet EventTransitionBits X ationContro

essage

¥ to-offrormal 1'

Cancel F

¥ to-fault

tMessage
Value Any... Priority & iemie) tion ? v
>
COABDAOA BACOR10A 00160104 00035010 0CO3CO00 [Fistory:0 7] Send

O01E0901 2EB205E0 2F1F

Close | Send & Close |

Fig.4-70 WritePropertyMultiple parameters(3)

[E#%I1Z Property @ Add % ') v % L T. recipient-list ##RLE T,
5l TI&T—% B! Destination ZZEIR L. 4 N> bZ{EE % VTS(device,0). VISH LD Ack HY . 1 XY
FPREIMEHZIDELTATER, BUHHOMBRERTERELTVET,

| | BuLc | NPl | Confirmed-Request WritePropertyMultiple | [MyPort =l

-[E8 AddListElement wl
..[88 ChangeList-Error

R ..[E8 CreateObject
emove CreateObject-ACK

ABSTRACT-SYNTAX.&Type X

Object ID | Add
notification-class, 0

Type | Eontextl Data

Object ID |nc>ti"ication-c|ass_. i ID... Destination B201FER40EZ... ».
ACK
Property | Index | Value | Prior... | Remove

ack-required 8205E0
recipient-list

< >

J— -Error
Tupe ( [ estination ) ﬂ Ent
Contro
Context .
P
Walue Set..

Propertyrecipient-list - >|ndex r .

0K | Cancel | lage |

vaiueC_ o) prority | Al
~

||( >

C0AB0ADA BACDE10A D01C0O104 00035010 0COSCO00 History:0 ~ Send '

O01E0R01 2EB205E0 2FO09682E 2F1F
Close | Send & Close | |

Fig.4-71 WritePropertyMultiple parameters(4)
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BACnet Destination

device, 0

" address

Metwork, Humnber |

MAL Address |

Iv izzueConfirmedMatifications

v TOFAULT

Iv TO-MORMAL

validD ayz and time

Cancel |

Fig.4-72 WritePropertyMultiple parameters(5)

S 5IZ Property @ Add &% ') w o LT, priority ZBIRLFT, &x&RITSend &V v I LET,
FITIET—% & PriorityArray Z3#iR L. 3 DDOBMEHIZHET HEEE(55RIE)ZHRTE

LTWET,

WritePropertyMultiple

P

| BvLcl | NPCI | Confirmed-Request WritePropertyMultiple ]

Object ID [

notification-class, 0

Object ID |nc>ti"|cation-c|ass. o ID..
Property | Index | Value | Prior...
ack-required 820sE0
recipient-list 8201FEB40E2D1000B410...
pricrity 21FF21FF21FF

Value »p Priority

— x
[MyPort =l
-[E] AddListElement -

Add
..[E8] ChangelList-Error

-.[E] CreateObject
B8] CreateObject-ACK
-.[E] CreateObject-Error
¥ = DeleteObject
¥ ..[E ReadProperty
[E8] ReadProperty-ACK
.. ReadPropertyMultiple
[E ReadPropertyMultiple-ACK
Add ..[#) ReadRange
B8 RemovelistElement
..[EH] WriteProperty
WritePropertyMultiple
¥ ..[E8] WritePropertyMultiple-Error
=3 Remote Device Management
[E DeviceCommunicationContro
..[ER ConfirmedTextMessage
E 1-Am
...[E8 |-Have
[E ReinitializeDevice
.. [EH UnconfirmedTextMessage
B TimeSynchronization

Remowve

)

Remove

¥

)

< >

v

COABDADA BACOS10A 003E0104 00035210 0CO3C000
001E0901 2EBZ0SED 2F0%682E B8201FEB4 DEZD1000

Close |

History:0 -

Send & Close |

Fig.4-73 WritePropertyMultiple parameters(6)
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ABSTRACT-SYNTAK.&Type X
Type ‘ Eontexll Data
Prioritybiray

JFFZIFFZIFE
Remove

< >

——
Type < Frioritytiray > j
Context

Vaue |

=Y

Cancel |

&)

BACnet PricrityArray
Pricrity/alue 0 Add
Prioritytalue 1
Priorityty/'alue 2

Delete

BACnet PriorityValue

% M odify

" constructedyalue

ol

- &
1[4

" hinary ‘ J

Cancel
lue
]

Fig.4-74 WritePropertyMultiple parameters(7)

ZIZ—B Object ID [ZE%FE L 1= L MiE (notification-class,0) &R L T, Remove #4 1) w4 L TIHREIE
#HIBRLET, #FH1=IZ Object ID M Add, ID---ZIBIZH Vv O LTAITD Y FEFEIRL, OKZEHI YWY

LEI,

5l Tl& analog-input,0 ## 7 = 4 + %#IR L TLVE T (Fig.4-75), Property ® Add #4 ') v % LT, out-
of-service=true & present-value=-0.1 Z &% E L £9 (Fig.4-76)s —DIRXEIZ &Y OutOfRange 1 N> k7L
31 XL® LowLimit 7A/NXT (4 E(0.0)ZFEIY., 41 XY MBHMIRET S LEZHATEET, BEAIC
HighLimit 70 /37 4 {E(100.0)ZBATH A RN MEMIKELFT, &REICSendZV U v I LET,

WritePropertyMultiple

P |BVLa | NPQI | Confirmed-Request WritePropertyMultiple |

Object ID [

Add

analog-input, 0

ObjectID |analog-input, 0 ID...

Remove
¥

‘ Index | Value ‘ Prior... I

Property

Add

out-of-service

present-value 44BDCCCCCD

Property |present-va\ue

Value Any...

Remove

<=

j Index I—
Prioriry'i

[MyPor’r j
8] AddListElement
[#) ChangeList-Error
(&) CreateObject
[ CreateObject-ACK
(2 CreateObject-Error
[ DeleteObject
) ReadProperty
[ ReadProperty-ACK
[#) ReadPropertyMultiple
8l ReadPropertyMultiple-ACK
[ ReadRange
&) RemovelistElement
[E) WriteProperty
B WritePropertyMultiple
8] WritePropertyMultiple-Error
3 Remote Device Management
) DeviceCommunicationCentro
2 ConfirmedTextMessage
E 1-Am
El I-Have
&) ReinitializeDevice
&) UnconfirmedTextMessage
[ TimeSynchronization ]

>

001E0951 2E112F09 S52E44BD CCCCCD2F 1F

COABDADA BACDB10A 001F0104 D0035A10 0COD00OD

< >
[History:0 =] [ Send |

Close | Send & Close |

Fig.4-75 WritePropertyMultiple parameters(8)
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ABSTRACT-SYNTAX.&Type
Type | Contest | Data
Boolean 1 Add
Remove
< >
Type [Boolean j
Contes
Value  [tug !
ok | Cancel |

ABSTRACT-SYNTAX.&Type
T | Contest | Data
44BDCOCCED o
Remove

< >
Type [Raal LI
Context
Value  [-0.100000 |

oK | Concel |

Fig.4-76 WritePropertyMultiple parameters(9)

ROF¥ TFYERETIEVISY 547> bh s, WritePropertyMultiple 4— E X [Z & % notification-

class,0 7> ¥ b+ & analog-input,0 A 7

s

v

7 FOEEE. BBCH—I—MiD

ConfirmedEventNotification H—E X &K &, TNEZIELIZVISOVSAT7 U ML D Ack #ZRLTWE

-g-o

A Capturing from /-4 %yk 11 - O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
u g @ RE ] &= 2= Qe
‘l‘bacnetorbvlcarntp ‘ﬁ -+
No. Time Source Destination Protocol Length Info -
13876 18:16:37.417531 192.168.18.20 192.168.10.18 BACnet-APDU 67 Confirmed-REQ writeProperty[ 4] notification-class,® priority
13877 18:16:37.456525 192.168.10.10 192.168.10.206 BACnet-APDU 68 Simple-ACK writeProperty[ 4]
13878 18:16:37.459917 192.168.18.20 192.168.10.18 BACnet-APDU 85 Confirmed-REQ writeProperty[ 5] notification-class,® recipient-list device,®
13879 18:16:37.586583 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK writeProperty[ 5]
13880 18:16:37.510881 192.168.10.20 192.168.10.180 BACnet-APDU 63 Confirmed-REQ readPropertyMultiple[ 6]
13881 18:16:37.556538 192.168.10.10 192.168.10.20 BACnet-APDU 96 Complex-ACK readPropertyMultiple[ 6]
13884 18:16:41.810347 192.168.10.20 192.168.10.180 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 7]
13885 18:16:41.842195 192.168.10.10 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 7]
13897 18:17:83.632625 192.168.18.20 192.168.10.18 BACnet-APDU 68 Confirmed-REQ writeProperty[ 8] analog-input,® present-value
13898 18:17:83.673395 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK writeProperty[ 8]
13899 18:17:83.680801 192.168.10.20 192.168.10.180 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 9]
13908 18:17:83.723645 192.168.10.10 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 9]
13981 18:17:84.853937 192.168.10.10 192.168.10.255 BACnet-APDU 6@ Unconfirmed-REQ who-Is @ @
13982 18:17:84.054682 192.168.10.20 192.168.10.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,®
13903 18:17:04.063367 192.168.10.10 192.168.10.20 BACnet-APDU 134 Confirmed-REQ confirmedEventNotification[ 1] device,1© analog-input,@
L 13984 18:17:84.115347 192.168.10.20 192.168.10.180 BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 1] w
< >
w Building Automation and Control Network APDU ~ 7c c2 ¢6 1c 9a fe 74 98 5@ 1@ f9 ed 83 @8 45 8@ | t
@068 .... = APDU Type: Confirmed-REQ (@) B0 78 00 14 96 90 f 11 25 f2 B a8 Ga Ba c@ as x
. @200 = PDU Flags: ox@ Ba 14 ba c@ ba c@ 88 64 2a a7 81 @a 8@ 5c @l 84
.@8@ .... = Max Response Segments accepted: Unspecified (@) 98 ©3 @1 62 @3 0@ lc 62 00 00 0a 2c 00 0@ 00 00
- - . 3e 2e a4 7c @1 16 81 b4 12 11 @3 @@ 2f 3F 49 @8 >.-|
. 8811 = Size of Maximum ADPU accepted: Up to 4B8@ octets (fits in an ARCNET frame) 59 F£F 69 ©5 7d 12 B0 47 G&F 65 73 2@ 74 6F 28 6 voio}
Invoke ID: 1 6f 77 28 6c 69 6d 69 74 B9 8@ 99 @1 a9 @8 b3 B4  ow limi:
Service Choice: confirmedEventNotification (2) ce 5e 8c bd €c cc cd la @4 98 2c @@ 8@ 88 8@ 3c ~
ProcessIdentifier: @ e @e @8 e 5 cf _
ObjectIdentifier: device, 1@
ObjectIdentifier: analog-input, @
{[31
{r21
date time:
rrz]
&)
Notification Class: (Unsigned) @
Priority: (Unsigned) 255
Event Type: out-of-range (5)
message Text: UTF-8 'Goes to low limit'
Notify Type: alarm (@)
ack Required: TRUE
From State: normal (@)
To State: low-limit (4)
{[12]
~ notification parameters (5) out-of-range
1051
exceeding-value: -@.18@00@ (Real)
status-flags: (Bit String) (TFFT)
deadband: @.000000 (Real)
exceeded-limit: @.eeesee (Real)
151
1z
v
< > < >
O 7 4-%F9k 1% <live capture in progress> Packets: 14006 - Displayed: 409 (2.5%) Profile: Default

Fig.4-77 Capture WritePropertyMultiple and ConfirmedEventNotification
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4.5.8 SubscribeCOV

?I%‘Mé’ VTS ®H—E XY 1) —h 5 Alarm and Event > SubscribeCOV 24 1) w5 LET,
Subscribe Process ID (X COV I SA 72 b, $HhHEVISHOTOERZHEAT 5 -HIZEH
SNFET, COIDIEB-BCH—N—MNCOVEMEITILEOHTRISA TEF v oIS
fz&E, EOCOVISATY MDOEHMNTEHE=HDENDTT, E0FFHIATEY., ¥IRX
P54 N—1 LOBFIZITS COVEHMICERAINET, ChIFNKRERELEZTO—FFv X k
TEHEEIZCOVH—N—FERBLET,
Monitored Object ID (XEZELEHRHET S TONRT A 2REFETE24HTO Y L 2HEETE-00E
NTY,
Issue Confirmed Notifications |& True/False Z1EE L E T, True D & FX COV H—/N\—I|HEEH
L 2 COV @&4%N ConfirmedCOVNOotification Z&ERK L. COVI 54 7> FE COVARNIZR LT
Ack IinE%ZE COVH—/N—ITRLET ., COVH—/N\—IL Ack ZZ TS FE TIIRD COV EHZE
TWEEA, False @& EEHERL LE COV @41 UnconfirmedCOVNotification # &R L £ 9,
Lifetime (IH TR Y 54 THIBD Z & T, BHIEXH T, COV H—/\—I[d Lifetime A BT 5 &
Subscribe Process ID 23595 COV I SA4 72 FACOVEMEZITLWERFA, CD/INTA—4

NERDGEIIEHRRERLET, COVISA T UMDY TRISA TEF v oILT BHEIE

Issue Confirmed Notifications & Lifetime @A & HZEHIZLET .

Send #% 1) w4 L T SubscribeCOVH—ERERZZEELET,

FITIXESEEL YD ANEZEY L Th= analog-input,0 F 7o x4y FERIRL, #ERALLE COVE

MEEIBTIRE L TLVET, Fig.4-78 [% Fig.4-46 &£ [E L < SubscribeCOV H—E R E3K %12 B-SS %%
RLTWLET,

SubscribeCOV - X
P | B [ NPQ || Confirmed-Request | Subscribecov |MyPort -
(C Metwork -
Version ﬂ =3 Alarm and Event
----- Bl Acknowledgedlarm
----- [E ConfirmedCOVNotification
v DMET/DLEN/DADR Present B UnconfirmedCOVNotification
DNET 2 Hex B GetAlarmSummary
----- B GetAlarmSummary-ACK
DADR | j |81 ----- [ ConfirmedEventNotification
Hop Count 255 e B UnconfirmedEventMotificatiol

----- B GetEnrollmentSummary
i R I B GetEnrollmentSummary-ACK
[~ SMET/SLEN/SADR Present B GetEventinformation

..[E] GetEventinformation-ACK

SNET Hex /8 SubscribeCOV
SADR l—_l ----- B SubscribeCOVProperty

=3 File Access

----- [ AtomicReadFile

----- [E8) AtomicReadFile-ACK

----- B8 AtomicWriteFile

Priority ’07 ----- B AtomicWriteFile-ACK

=3 Object Access

----- [E8) AddListElement

----- [E Changelist-Error w
<N >

COABDADA BACDB10A 00160124 00020181 FFODO3SC v Send

050%011C 00000000 2900
Close | Send & Close |

[+ Data Expecting Reply

Fig.4-78 Select SubscribeCOV destination (B-SS)
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RZ/N2L 7 )L—7

BACnet Controller Sample Software

SubscribeCOV

| BvLct | NP | Confirmed-Request| SubscribeCOV

IP

Subscriber Process ID
—————
Menitored Object ID 1 ID..
———
Issue Confirmed Notifications ‘
Lifetime @

b

[MyPart

(00 Network

<‘%_ Alarm and Event
cknowledgeAlarm

ConfirmedCOVMotification
UnconfirmedCOVNotification
GetAlarmSummary
GetAlarmSummarny-ACK
ConfirmedEventNotification

UnconfirmedEventNotificatio
GetEnrolimentSummary
GetEnrollmentSummany-ACK
GetEventinformation
eniloformation-ACK

4 SubscnbeCOVProperty
= File Access
AtomicReadFile

Atomic\WriteFile-ACK
23 Object Access
AddListElement
ChangelList-Error

C0ABDADA BACOB104 DO180124 DODZ0181 FFOOD35C
05090711C 00000000 2900

] CSend

Close | SendCIose|

Fig.4-79 SubscribeCOV parameters

RDF ¥ TFYEBEETIXVISY 5S4 72 M, SubscribeCOV H—E RIZ&k % analog-input,0 A 72 =
S rOTaNRTF A EELBREZERL, B-SSAL—TM 50 Simple-Ack & Z#RLTWET, ZREE
ZibZ#,H L1z B-SS X L— I H 5 UnconfirmedCOVNotification —E X2 & V) present-value & & U
status-flags 7O/ T 4 {EZF@EFM L TLVET . Time remaining (FH TRV 54 THROERYBBEZRTLE

ITHEIREERSINT 16 0.00.00 2R L TLET,

£ Capturing from 1—4#Fuk 11 — O X
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help
m g ® RE ] &= P Eaa’sn
[ Jbacnet or bvlc or ntp = -]+
No. Time Source Destination Protocol Length Info )
14819 18:43:24.286366 192.168.10.20 192.168.16.18 BACnet-APDU 66 Confirmed-REQ subscribeCOV[ 91] analog-input,®
14821 18:43:24.470281 192.168.10.19 192.168.10.20 BACnet-APDU 6@ Simple-ACK subscribeCOV[ 91]
14822 18:43:24.800387 192.168.10.18 192.168.10.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOWMotification device,18@ analog-input,® present-value status-flags
14841 18:43:48.892886 192.168.10.18 192.168.16.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,188 analog-input,® present-value status-flags
14843 18:43:508.872153 192.168.18.18 192.168.16.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags
14845 18:43:52.852435 192.168.18.18 192.168.16.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOWNotification device,18@ analog-input,® present-value status-flags
14847 18:43:54.832468 192.168.10.18 192.168.16.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOWNotification device,18@ analog-input,® present-value status-flags
14849 18:43:56.812668 192.168.10.18 192.168.10.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags w
< >
Frame 14849: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Dewice\NPF_{1B57 7c €2 c6 1c 9a fe 74 9@ 5@ 1@ f9 eod 93 @9 45 @@ | t. P
Ethernet II, Src: RenesasElect_18:f9:ed (74:98:508:18:¥9:ed), Dst: TPLink_lc:9a:fe (7c:c2:c6:1c:9a:fe) 09 43 00 2d 90 00 ff 11 26 09 c@ a8 0a 0a c@ ad H-- &
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.18.28 8a 14 ba c@ ba c@ 88 34 71 55 81 €a €0 2c 01 83 4 au
User Dat?gram Pr"?tncﬂl, Src Port: 47888, Dst Port: 47388 gg Sé g; Sé i‘g Sg 22 i ig 2i 22 23 g: g: SS Zi a.nN.U. D> gg
BACnet Virtual Link Control 22 82 G4 88 2F 4F
Building Automation and Control Network NPDU
v Building Automation and Control Network APDU
@881 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: unconfirmedCOVNotification (2)
ProcessIdentifier: 1
DeviceIdentifier: device, le@e
ObjectIdentifier: analog-input, @
Time remaining: (hh.mm.ss): ©.88.88 (indefinite)
v list of Values:
{41
Property Identifier: present-walue (85)
121
~ Present Value (real): B.317193746566772
Application Tag: Real (ANSI/IEE-754 floating point), Length/Value/Type: 4
2]
Property Identifier: status-flags (111}
{21
status-flags: (Bit String) (FFFF)
1]
14]
< > < >

© & 4-%%9b 11: <live capture in progress>

Packets: 15393 - Displayed: 456 (3.0%)

Profile; Default

Fig.4-80 Capture SubscribeCOV and UnconfirmedCOVNotification
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RZ/IN2L F)L—7 BACnet Controller Sample Software

RODF¥ ¥ TFrEBEETIXVISYSA4 72 kb, Issue Confirmed Notifications & True IZL T.
SubscribeCOV H—ERXER L., B-SSAL—TM 5D Simple-Ack [GEZEZRLTWET, EREEELLE
&H L1= B-SS X L— I H 5 ConfirmedCOVNGotification H— E R @1 & {TL). COV IS4 72 k&
Simple-Ack ZiE&ELTWET,

£ Capturing from A—# 33k 11 - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

m g ® REQRe=2=2§ &= CRCRENi
[ [bacnet or bvlc or ntp Bed -]+
No. Time Source Destination Protocol Length Info @
15558 19:85:48.359952 192.168.108.28 192.168.168.18 BACnet-APDU 66 Confirmed-REQ subscribeCOV[ 92] analog-input,®
15562 19:85:48.565384 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK subscribeCOV[ 92]
15563 19:85:4@.738181 192.168.1@.18 192.168.108.20 BACnet-APDU 88 Confirmed-REQ confirmedCOVNotification[ 1] device,1@@ analog-input,® present-value status-flags
| 15564 19:85:48.731267 192.168.18.28 192.168.18.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 1]
‘ 15575 19:85:48.865791 192.168.1@.10 192.168.10.20 BACnet-APDU 88 Confirmed-REQ  confirmedCOVNotification[ 2] device,1@@ analog-input,® present-value status-flags
15576 19:85:48.866748 192.168.10.208 192.168.18.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 2]
‘ 15578 19:85:58.785714 192.168.18.18 192.168.168.28 BACnet-APDU 88 Confirmed-REQ confirmedCOVNotification[ 3] device,18@ analog-input,® present-value status-flags
15579 19:85:50.78654@ 192.168.19.20 192.168.10.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 3]
‘ 15581 19:85:52.761853 192.168.10.18 192.168.18.20 BACnet-APDU 88 Confirmed-REQ confirmedCOVNotification[ 4] device,188 analog-input,® present-value status-flags
| 15582 19:85:52.761524 192.168.18.28 192.168.18.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 4] v
< >
Frame 15581: 88 bytes on wire (784 bits), 88 bytes captured (784 bits) on interface \Device\NPF_{1B57B4 7c c2 c6 lc 9a fe 74 98 S0 1@ f9 ed 98 @@ 45 €0 | t P
Ethernet II, Src: RenesasElect_19:f9:ed (74:98:508:18:f9:ed), Dst: TPLink_lc:9a:fe (7c:c2ic6:1c:9a:fe) 00 4a 90 32 0@ 00 ff 11 26 @2 @ a8 0a @a cb aB 32 &
Internet Protocol Version 4, Src: 192.168.10.18, Dst: 192.165.19.28 @a 14 ba c@ ba c@ @2 36 20 7f 81 Ga 80 2= @l 03 E
User Datagran Protocol, Src Port. 47368, bat Part: 47508 9 6201510030401 03011cE2 0000642 o
BACnet Virtual Link Control 09 6F 2e B2 B4 BB 2f AF 0. )
Building Automation and Control Network NPDU
~ Building Automation and Control Network APDU
@eee .... = APDU Type: Confirmed-REQ (@)
. @eee = PDU Flags: B8x@
.B@8 .... = Max Response Segments accepted: Unspecified (@)
. @811 = Size of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET frame) (3)
Invoke ID: 4
Service Choice: confirmedCOVNotification (1)
ProcessIdentifier: 1
Deviceldentifier: device, 188
ObjectIdentifier: analog-input, @
Time remaining: (hh.mm.ss): @.88.8@ (indefinite)
v 1list of Values:
i4]
Property Identifier: present-value (85)
{21
~ Present Value (real): @.8486363768577576
Application Tag: Real (ANSI/IEE-754 fleating point), Length/Value/Type: 4
12]
Property Identifier: status-flags (111)
{21
status-flags: (Bit String) (FFFF)
1z}
141
< 3|« >
O 7 {-#3yh 1% <live capture in progress> Packets: 15680 - Displayed: 468 (3.0%) Profile: Default

Fig.4-81 Capture SubscribeCOV and ConfirmedCOVNotification
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RZ/IN2L F)L—7 BACnet Controller Sample Software

4.5.9 ReinitializeDevice

;¥E) ReinitializeDevice Y —E R (X2 —45 v b TNA RZ Uty FLET, TNy HEHRKEDBAIE
RSK7R—KF®M S3RESET 7YY a R4 v F(FR)FWMLTTNYHEREHEBRL TS0, TNy HiEG
REDFET, COY—EREETTSHEBBCHY J—kLTI-#% Ethemet BIEAHEILLEE A,

#IPR 1) ReinitializeDevice D LLT D State /185 A —Z[ZDWNT, AB-BCH U FILY 7 L TlEERHYHR—
FTY,

STARTBACKUP
ENDBACKUP
STARTRESTORE
ENDRESTORE
ABORTRESTORE

Bl EHE VISH—E XY 1) —h 5 Remote Device Management > ReinitializeDevice 24 1) w2 LE Y,
State (& Cold Start F1=I& Warm Start #:ZIR L E T, TSN HEIRTEF I A Activate Changes(=72
L. VISHEITERTEFEHA. ) ERERTL T, Password [T [filister] ZAALTH S Send 74
Yy LET,

ReinitializeDevice - X
P |8l | NPOI | Confirmed-Request | ReinitializeDevice BACnetport o
< >
COAQDAGA BACORIDA 00170104 00054C14 09001009 3
064940 (9737445 72 ?
Close ‘ Send & Close ‘

Fig.4-82 ReinitializeDevice parameters
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RZ/IN2L F)L—7 BACnet Controller Sample Software

RDFvw TFYEETIXEVIS Y 54 F > M5, ReinitializeDevice ¥—EXZER L. B-BC /=& B-
SS M5 M Simple-Ack [6&ZZ#RLTWET, B-BCE/=IEB-SS(F) T—+rF3BE -AmMYP—ERZEZO—7H

LO—Kxv X FLTWET,

& Capturing from 4 -#%y b 11 - >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
WG RE ] &= = aaen
|ﬂ|bacnelorlw\c or ntp |p3 'l +
Ne. Time Source Destination Protocol Length  Info
16167 19:23:27.392863 192.163.10.28 192.168.18.18 BACnet-APDU 65 Confirmed-REQ reinitializeDevice[ 93]
1617@ 19:23:27.393924 192.168.18.1@ 192.168.18.28 BACnet-APDU 68 Simple-ACK reinitializeDevice[ 93]
i 16174 19:23:32.249457 192.168.10.1@ 192.168.18.255 BACnet-NPDU 68 I-Am-Router-To-HNetwork
1 16175 19:23:32.252030 192.168.10.10 192.168.10.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,1@
< >
Frame 16167: 65 bytes on wire (528 bits), 65 bytes captured (528 bits) on interface \Dewvice\Nl 74 98 58 18 9 ed 7c c2 cb lc 9a fe @88 8@ 45 6@ t-P
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:c6:1c:9a:fe), Dst: RenesasElect_106:f9:ed (74:98:58:1 66 33 e0 44 60 06 80 11 06 @0 c@ a8 8a 14 cB a3 3-D
Internet Protocol Version 4, Src: 192.168.10.28, Dst: 192.168.16.1@ g; g: g: ;g EZ ;S Eg é; :; :; 2; 25 gg ;; 31 gg
User Datagram Protocol, Src Port: 47888, Dst Port: 47888 72 c - 1
BACnet Virtual Link Control
Building Automation and Control Network NPDU
+ Building Automation and Control Network APDU
2eee .... = APDU Type: Confirmed-REQ (@)
. 8888 = PDU Flags: @x@
.888 .... = Max Response Segments accepted: Unspecified (8)
. 8811 = Size of Maximum ADPU accepted: Up to 4B8 octets (fits in an ARCNET frame) (3)
Invoke ID: 93
Service Choice: reinitializeDevice (28)
reinitialized State OF Device: coldstart (@)
Password: UTF-8 'filister’
< > < >
O 7 {—tF9h 1% <live capture in progress> Packets: 16288 - Displayed: 479 (2.9%) Profile: Default

Fig.4-83 Capturing ReinitializeDevice (to B-BC)

& Capturing from 4 -#%y b 11 - ] >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
WG RE Qeas= = aaen
|ﬂ|bacnelorlw\c or ntp |p3 'l +
No. Time Source Destination Protocol Length Info ~
16218 19:24:36.817357 192.163.18.28 192.168.18.18 BACnet-APDU 7@ Confirmed-REQ reinitializeDevice[ 94]
16219 19:24:36.182315 192.168.18.1@ 192.168.18.28 BACnet-APDU 68 Simple-ACK reinitializeDevice[ 94]
16221 19:24:37.942649 192.168.10.10 192.168.18.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device,10@ w
< >
Frame 16218: 78 bytes on wire (568 bits), 7@ bytes captured (568 bits) on interface ‘\Dewice\N 74 98 5@ 18 9 ed 7c c2 c6 1lc 9a feo @3 @@ 45 6@ t-P |
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:c6:1c:9a:fe), Dst: RenesasElect_10:f9:ed (74:98:58:1 06 38 =0 46 60 06 50 11 06 @0 c@ a8 8a 14 B a3 8-F
Internet Protocol Version 4, Src: 192.168.18.20, Dst: 192.168.18.1@ g; gg Si ;2 zi ;S gg 54 ii :g gé g: gg é; gé ég $
e
User Datégram Pm?tuculJ Src Port: 47888, Dst Port: 47388 Gc 69 73 74 65 72 lister
BACnet Virtual Link Control
Building Automation and Control Network NPDU
~ Building Automation and Control Network APDU
2eee .... = APDU Type: Confirmed-REQ (@)
. 282 = PDU Flags: @x@
.888 .... = Max Response Segments accepted: Unspecified (8)
.. BB11 = Size of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET frame) (3)
Invoke ID: 94
Service Choice: reinitializeDevice (28)
reinitialized State OFf Device: coldstart (@)
Password: UTF-8 'filister’
< > < >

O 7 {-%39h 11 <live capture in progress> Profile: Default

Packets: 16321 - Displayed: 479 (2.9%)

Fig.4-84 Capturing ReinitializeDevice (to B-SS)
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RZ/IN2L F)L—7 BACnet Controller Sample Software

4.5.10 DeviceCommunicationControl
BlEHME VIS IZRRINTULS Y —E R Y1) —hH 5 Remote Device Management >
DeviceCommunicationControl #2 1) w2 LE 3,
Time duration (L @BEFELIMZEZPBEGATANLE T, BEFLHBAERT 5 & —/N\—(LEE
FEEALET. EWICTIHEEBHRICHAVET,
Disable &R 3 % L @EEELE H#ERK L 9 H BACnet Protocol Revision 20 L& 1+ A h i
{7y FE L, Y—s\—I[% Disable K % 4R L T ErrorClass = SERVICES. ErrorCode =
SERVICE_REQUEST DENIED ®@T5—PDU #*{ELF9 .
Disable Initiation #:ERT 5 & -AM B —ERXZRL . Y—N\—DoDBMEFLELFET, V54
T MDY —ERERIZHT B Ack iSEIZFELLFEEA,
Enable #:&IR$ 5 L BIEFELAEREZERLET, Time duration (FERINFET,
Password [ Tfilister] ZAALTHh B Send =2 ) vy LET, HITIXELARD Disable Initiation % &R
LTWLWET,

DeviceCommunicationControl - x
P | BVLO | NPQI | Confirmed- Request| DeviceCommunicationCentrol |MyPor’T -
ReadProperty ~
oper
Time duration @
Enable/Disable
£ Enable
£ Disable
password (([flister )
< >
COABIATA BACTB10A 001707104 IO036Z11 19072009 A C et
0086694C 69737485 72 —_—
Close | Send & Close ‘

Fig.4-85 DeviceCommunicationControl parameters(Disable Initiation)
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BACnet Controller Sample Software

ROX% TFYERTIEVISYSA47 2 b5, B-SSIZxt L T DeviceCommunicationControl — E X

#ERL, BSSRAL—IhbD@BEMY—EREFELEERLTVWET,
No.565 [& UnconfirmedCOVNotification H—E X Z@& L TLVE T,

No.566 [& Disable initiation #ZR L TLVET,
No.574 @ Simple-Ack % 5% # UnconfirmedCOVNotification +—E X D@EAMEILL L TLVET,
No0.623 [& Who-Has H—E X ZZER L TWVET A I-Have H—ERREZRLTLWEH A,

No.650 & Who-Is —ERXZER L TLVET,
No0.653 [ I-AM 4 —ERIEEEERLTLET,
No0.683 (X Enable #EXR L TLVET,
No.685 LLf&IZ UnconfirmedCOVNotification —E XA @M EHBEL TLET,

563 83:49:38.574829 192.168.18.18 192.168.18.28
565 @8:49:32.55438@ 192.1638.18.18 192.168.16.28
566 @3:49:33.225748 192.168.18.20 192.168.18.10
568 28:49:34.529367 192.168.10.1@ 192.168.18.28
578 88:49:36.589728 192.168.18.18 192.168.18.28
574 @8:49:38.544752 192.1638.18.18@ 192.168.16.28
623 ©8:51:84.465679 192.168.10.20 192.168.10.10
658 88:51:52.913895 192.168.10.20 192.168.18.255
651 88:51:52.935969 192.168.18.28 192.168.18.255
652 @8:51:52.964472 192.1638.18.18@ 192.168.18.255
653 ©8:51:53.17919@ 192.168.10.1@ 192.168.18.255
B3 28:52:42.410138 192.168.10.20@ 192.168.18.1@
684 @8:52:42.622928 192.168.18.18 192.168.18.28
685 @8:52:42.842786 192.163.18.18@ 192.168.18.20
687 ©8:52:44.822954 192.168.10.1@ 192.168.16.20
B9 28:52:46.883122 192.168.10.1@ 192.168.18.28

BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU
BACnet-APDU

86 Unconfirmed-REQ unconfirmedCOVNotification device,18@
86 Unconfirmed-REQ unconfirmedCOVNotification device,188

7
8

o

Confirmed-REQ  deviceCommunicationControl[l@1l]
Unconfirmed-REQ unconfirmedCOVNotification device,18@

86 Unconfirmed-REQ unconfirmedCOVNotification device,18@

(2
[
=
6
&
7.
7

)

Unconfirmed-REQ who-Is
Unconfirmed-REQ i-Am device,B
Unconfirmed-REQ i-Am device,1@
Unconfirmed-REQ i-Am device,lee

® P o

68
86 Unconfirmed-REQ unconfirmedCOVNotification
86 Unconfirmed-REQ unconfirmedCOVMotification

8

i

Unconfirmed-REQ unconfirmedCOVNotification

Simple-ACK deviceCommunicationControl[181]
Unconfirmed-REQ who-Has analog-input,@

Confirmed-REQ deviceCommunicationControl[182]
Simple-ACK deviceCommunicationControl[182]

device,16@
device,18@
device,18@

analog-input,8
analog-input,d

analog-input,@
analog-input,@

analog-input,@
analog-input,@
analog-input,@

P s BTN - Box
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
md® RE QRes=ga==Eeaqab
[ Jbacnet or blc or ntp = -]+
No. Time Source Destination Protocol Length Info )
561 @8:49:28.593827 192.168.18.18@ 192.168.18.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVMotification device,18@ analog-input,@ present-value status-flags

present-value status-flags
present-value status-flags

present-value status-flags
present-value status-flags

present-value status-flags
present-value status-flags
present-value status-flags Vv

User Datagram Protocol, Src Port: 47888, Dst Port: 47888
BACnet Virtual Link Control
Building Automation and Control Network NPDU
v Building Automation and Control Network APDU
8888 .... = APDU Type: Confirmed-REQ (8)
. @288 = PDU Flags: B8x@

Invoke ID: 181

Service Choice: deviceCommunicatienControl (17)
enable-dizable: disable-initiation (2)
Password: UTF-8 'filister'

<

Frame 566: 78 bytes on wire (568 bits), 7@ bytes captured (568 bits) on interface \Dewice\NPF_{1B57B4
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:c6:1lc:9a:fe), Dst:
Internet Protocol Version &4, Src: 192.168.10.208, Dst: 192.168.10.18@

.8@@ .... = Max Response Segments accepted: Unspecified (8)
. 8811 = Size of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET frame) (3)

RenesasElect_1@:f9:ed (74:90:5@8:1@:F9:ed)

T4
ae
aa
ae
6c

9@
38
Ba
82
B3

se
ed
ba
81
73

18
57
8
81
74

9
ae
ba
F
65

ed
aa
<=}
aa
72

7c
88
28
83

c2
11
24
65

€6 1c
8@ a8
95 a4
11 19

9a
@
81
a2

fe
as
aa
2d

98 80 45 @8 t.P

Ba 14 cB a8  -B.W

00 1c @1 24 $

89 8 66 &9 e -

O 7 wireshark_{—# %k 1INQUH2 peapng

Packets: 768 - Displayed: 88 (11.5%)

Profile: Default

Fig.4-86 Capture DeviceCommunicationControl
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RZ/N2L 7 )L—7

BACnet Controller Sample Software

4.5.11 AtomicReadFile

% < D BACnet T/3 A RIZIER > 4 —¥ B D #E Rk (configuration) Y —JLIZk > Ty b7 v TE i1k

T—ANEFENET,

AtomicReadFile ¥ —E XX B-BC REDER T —2 &ZHAELET, V547> MERAHLI-T—42 %
NI TYTI7A4ILELTRELET, £, AtomicWriteFile H—ERIZ K> TRELFE=NN\YH TV T
J74I%EBBCICEE L. BBCIERETI7MILT— 2 ERNBOERT— 2 ICEESLTERTLET,

T77A4ILORAERERRIFO—HDILTE—TT,

B-BC M#ERT— % (E# 4 FlashData) (£ 4 /N1 FTT7 54 * > b Ehz#EE&EK(FLASH_DATA_STRUCT)

TEEINFT,

203
204
2058
208
207
208
204

Horazna pack(d) <

typedef struct«

e
uint32_t CheckSum;+
FLASH_DATA _ETHER_MAC emac;+
FLASH_DATA_BEMD_MAC bmac; <

FLASH_DATA_FO_LTFETIME fdsubscription;

210 FLASH_DATA_BIP_WODE mode;<
211 FLASH_DATA_BIP_MAC mac_bip;<

212 FLASH_DATA_MSTP_MAC mac_mstp;e
213 FLASH_DATA_NW_NUMBER mstp; e

914 FLASH_DATA_NANE devn; <

715 FLASH_DATA_INSTANCE devi;e

218 FLASH_DATA_UTC utcs«

217 FLASH_DATA_COS ohj [OBJ_MAX_008];<
218 |IFLASH_DATA_STRUCT; <

219 [tprazna pack ()«

Fig.4-87 FLASH_DATA_STRUCT FlashData

FlashData 32 X 74 RAM LIZEEE L TOWFEIAERPICEHF SN, xSPIO K54/ 2KY QSPIT Sy

VAAERVIZRESNES, Uty FTEHEBRT—21FQSPI

T39S arEYILHRAEINTIORT

I\ RAM £ FlashData (BB SN E 9, FlashData OFEMIFLITE#SHBCEELY,

Fig.3-5 Memory layout
5.3 AR E

user\renesas\application\configurable property.c

avU kR

user\renesas\application\configurable_property.h

VTISIZRTRENTWAH—EX Y1) —M5 File Access > AtomicReadFile 22 w49 LE3,
FileIDIZFileA 72 xz9 F3ATEA VAR VRBEETY,

Stream Access

Start Position (X7 7 A/ JLEEEN S DHFEARY BT 540 7 FTY,

OIFEEEZRLEY .

Octet Count [& Start Position ™53 FE S, 774 IS HRAWMONDF I Tv FITY,

THOBIDESICKEDIEERES HERBEDT 7MY A XEHmHABMYET,

Record Access
La—FEREO I 7AILT U R IEEXRYR— T,
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AtomicReadFile

1P

| Bvicl | NPCl | Confirmed-Request AtomicReadFile |

r~ Stream Access

Start Position < : 5
Octet Count ‘m

r~Record Acce:

T —
i

Start Record

Record Count

X

MyPort

E|

A

CenfirmedEventNotification
UnconfirmedEventNotification
GetEnrollmentSummary
GetEnrollmentSummary-ACK
GetEventinformation
GetEventinformation-ACK
SubscribeCOV
SubscribeCOVProperty

AtomicWriteFile
AtomicWriteFile-ACK

) Object Access

23 Remote Device Ma nagement
DeviceCommunicationContro
CenfirmedTextMessage

I-Am

I-Have

ReinitializeDevice
UnconfirmedTextMessage
TimeSynchrenization
Who-Has

< >

O00E3100 Z201Ca0F

COABOADA BACOZT0A 00140104 00034604 C4028000

o] C Send D

Close | Send & Close |

Fig.4-88 AtomicReadFile parameters

RDFvw TFYEETIZEVISYISA T2 M5, B-BCIZx L T AtomicReadFile H—EXZER L. B-
BCHLIZ7AINT—3 5B Ak ZIEELTVET,
Length: 148 #% 5w k. End Of File: TRUE N&RTJRENTLET,

g A-HFRebn - m} x
File Edit Yew Go Capture Analyze Statistics Telephony Wireless Tools Help
WA XERes=F oEEaaan
Il|bacnelorbvlc or ntp ‘m ']+
Nao. Time Source Destination Protocol Length Info L
6450 11:46:89.983364 192.168.10.28 192.168.18.18 BACnet-APDU 64 Confirmed-REQ atomicReadFile[187] file,®
6451 11:46:859.9979@2 192.168.18.18 192.168.18.28 BACnet-APDU 286 Complex-ACK atomicReadFile[187] v
< >
Frame 6451: 286 bytes on wire (1648 bits), 286 bytes captured (164 c2 c6 1c 9a fe 74 9@ 5@ 18 79 ed @8 @@ 45 @@
Ethernet II, Src: RenesasElect_1@:f9:ed (74:98:50:1@:f9:ed), Dst: c@ 08 84 98 @0 Ff 11 25 ba c@ a8 8a @a c@ ad
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.18. 14 ba c@ ba c@ 86 ac bb 21 81 Ba 80 a4 081 00
User Datagram Protocol, Src Port: 47888, Dst Port: 47888 :gig Lo ihl
BACnet Virtual Link Control 8050
Building Automation and Control Network NPDU eB6e
v Building Automation and Control Network APDU ee7e
881l .... = APDU Type: Complex-ACK (3) eese
. 8088 = PDU Flags: ox@ 0690
Invoke ID: 187 LIEL
Service Choice: atomicReadFile (6) gg:g
End OFf File: TRUE
v stream access
ire]
File Start Position: (Signed) @
v File Data: 14348888cd74985018+f%edffcdc@asBaldfrbacBodfFleny
Application Tag: Octet String, Length/Value/Type: 148
el
£ LR >

O 4 Text item (text), 148 bytes

|| Packets: 6967 - Displayed: 129 (1.9%)

|| Profile: Default

Fig.4-89 Capturing AtomicReadFile
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4.5.12 AtomicWriteFile

AtomicWriteFile +—E X (& B-BC REDERT—2 F#LEZLET, V5472 MIURTIIZHEAE LT
INY DTy T T 74 IL% AtomicWriteFile b —E XIZ& > T, B-BCIZEsE L. B-BCIEZFET7AMILT—4
FREOERLT—FICLEEZSLTERLET, 7274 ILOAREEREIO—HILIZ—TT, 4511 EES
B0,

VTISIZRTREINTWAH—EX Y1) —M5 File Access > AtomicWriteFile 24 1) w49 LET,
FileIDIXFile #7290 h3 A4 TEAVRE VABETT,

Stream Access

. Start Position (X7 7 4 LD EEN S DEEAAEFFHIBIT D40 Ty FETT,
OlFsEEEZRLET,
Start Position [2-1 ZRETHE. BED I 7/ IILOBDHLYMNSEBMNT 3EZRLET,
Data 37 7 A/ JLIZCEEAENS OCTET STRING THEREINET,
14340000cd74... 50 ED Hex T—HR A ) —LERELFT,

Record Access
La—FEROIZ7AILT VR IEEXRYR— T,

ERANSA—FDDatalzD2WVT, EYFZEUTITRLET .

Wireshark B4 @ AtomicReadFile 4+— E X IZ%#9" % B-BC H 5 D Complex-ACK fT(LL T DHITIE
No.7902)% % 1) w49 LTERLEF . £ T window ®O> File Data:[Ch—VILEBEHEI ) v I T HELEKRRS
NdA=2—0 Copy>...asaHexStream %2 1) v o LET, VTS O AtomicWriteFile /85 A —2 54 7 Q
'@ Data ICBEY 43T Send LET,

A -tk n - o X
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools  Help
q
B @ X & Expand Subtrees
| |l?'«'*‘2|'1Et or bvlc or ntp Collapse Subtrees |a '] +
Source Destinati Expand All [
[1328 192.168.10.20 192.168 Collapse All rver
9es7 192.168.1@.1@ 192.168 ient
655  192.168.18.28  192.168 Apply as Column Ctrl+Shift«]  [rver
8364 192.168.1@.28 192.168 ftomicReadFile[187] file,®
7082 192.168.14.18 192.16E Apply as Filter 4 ttomicREadFilE[l@?]
417 192.168.16.28 192.168 p - ftomicWriteFile[188] file,®
repare as Filter 4 . . .
486 192.168.10.18 192.168 ) ) tomicWriteFile[188]
7252 192.168.16.180  192.16% Conversation Filter b Hent
7984  192.168.10.28 192.168 Colerize with Filter b rver v
£ >
Follow 4
Frame 6451: 286 bytes on w Jc c2 cb 1c 93 fe 74 9@ 5@ 18 9 ed @8 @@ 45 @@
Ethernet II, Src: RenesasE! » All Visible ltems cl ad @a @a cd ad
Internet Protocol Version . a B?
User Datagram Protocol, Sri Show Packet Bytes.. Ctrl+Shift+0 All Visible Selected Tree ltems 3 c
BACnet Virtual Link Contro! . Description
Baioding Autemation o c Export Packet Bytes... Cerl+Shift+X i
Bu:!.ld:!.ng JJ|L.|tomat:llon and cm Field Name
v Building Automation and Coi -
Wiki Protocol P
811 .... = APDU Type: ( el Value
.. @888 = PDU Flags: ¢ Filter Field Reference )
Invoke ID: 187 Protocol Preferences 4 As Flter
Service Choice: atomicRe
End OF File: TRUE Decade As... Cirl+ShiftsL Copy Bytes as Hex + ASCIl Dump
v stream access ...as Hex Dump

(re1 Go to Linked Packet

File-Siart Position: Show Linked Packet in New Window -
File Data:) 143400008cd74995910FIedTrcdcPagoaldTTiacocaTTI=ey ~.as a Basef4 String
Ry ..as MIME Data
..as C String
£ > £ >
O 7 Textitem (text), 148 bytes Packets: 9928 - Displayed: 141 (1.43) Profile: Default

Fig.4-90 AtomicWriteFile parameters
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AtomicWriteFile

P |Bvia | NPCl | Confirmed-Request

AtomicWriteFile
File D CJfile 0 ) ID...
Stream Access

Start Position < f )

— >

[MyPort -]

ConfirmedEventMotification

UnconfirmedEventMotificatiol
GetEnrollmentSummary
GetEnrcllmentSummany-ACK

Data

e —
4340000c d74905010f9edffcdc0a80a14ffbac Oc df1e00cd00cd 06

GetEventinformation
GetEventinformation-ACK

Record Access

Start Record

—

Record Data |

SubscribeCOV
SubscribeCOVProperty
=3 File Access

a2 Object Access

=3 Remote Device Management
DeviceCommunicationContro
ConfirmedTextMessage

-Am

-Have

ReinitializeDevice

Record Data

UncenfirmedTextMessage
TimeSynchronization

CO0AB0ADA BACDE10A 00APD104 0003aC07 CA028000
0OOE3100 85%41434 0000CD74 ?05010F9 EDFFCDCO

‘Who-Has w
< >
- Send
Close | Send & Close |

Fig.4-91 AtomicWriteFile parameters

ROFv TFYEETIZEVISISA T2 5., B-BCIZx LT AtomicWriteFile —E X #ZE3k L. B-

BC Ao Ack ZIEELTWET,

g —FFubn - O *
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Wl RE QRes=F 8 = Q Q @ iF
|ﬂ |bacnet or bvlc or ntp |m '] +
Source Destination Protocol Length Info ~
8417 192.168.16.28 192.168.18.10 BACnet-APDU 211 Confirmed-REQ atomickriteFile[188] file,®
p486 192.163.10.1@ 152.168.18.28 BACnet-APDU 68 Complex-ACK atomicWriteFile[168] W
£ >
Frame 8238: 211 bytes on wire (1688 bits), 211 bytes captured (16 74 98 5@ 1@ 9 ed Fc c2 cb lc 9a fe 88 80 45 @@
Ethernet II, Src: TPLink_1c:9a:fe (7c:c2:c6:lc:9a:fe), Dst: Renes @@ c5 3 67 @@ @2 82 11 @@ @@ c@ ad @a 14 c@ a8
Internet Protocol Version 4, Src: 192.168.1@.2@, Dst: 192.168.10. g: g: Ea g? b: gg gg gé gg 31 gi g: gg :3 ﬂ gj
c c e
User DatElagr'am Pr"?‘t:ocolJ Src Port: 47888, Dst Port: 47888 88 B8 cd 74 99 5@ 18 9 ed £ cd c@ a8 Ba 14 FF
e VaraEl Lenlz Erniaral ba c@ cd ff 1= @@ cd @@ cd 86 c@ a8 Ba @a ba c@
Building Automation and Control Network MPDU 88 cd 85 FF cd FF 82 8@ cod 52 5a 4e 32 4c 5F 42
v Building Automation and Control Network APDU 41 43 6e 65 74 5Ff 53 6f 6c 75 74 69 6F Ge S5 42
@e8a .... = APDU Type: Confirmed-REQ (8) 42 43 S5F 42 52 54 52 @@ 90 B2 00 BB 00 BB 0O 8O
@ee@ - PDU Flags: @x@ @0 B0 00 02 GO 0B OO 0B O OB DO D 0O 00 00 &P
888 .... = Max Response Segments accepted: Unspecified (8) gg gg ag ?__2 83 E_g ag gg BS ;; cg ;; 'F; ;; B: gg
. . c e c c c c c
8911._ Size of Maximum ADPU accepted: Up to 488 octets (F cd B8 cd @8 cd 8@ cd B8 cod BB cd B8 cd BB cd 88
Invoke ID: 188 Ff FF ef
Service Choice: atomicWriteFile (7)
ObjectIdentifier: file, @
v stream access
{rel
File 5tart Position: (Signed) @
w File Data: 14348888cd74985818F%edffcdcBadBaldffbaclcdffledd
Application Tag: Octet String, Length/Value/Type: 148
rel
£ > < >
(O R wireshark_1—# =y} 1INQIH2 pcapng Packets: 10601 - Displayed: 143 (1.3%) Profile: Default

Fig.4-92 Capturing AtomicWriteFile
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46 YabelZ&k BBEIEFER
LB DEMERERIL VIS M D L AIRETT AEENB ST Yabe 2> THBALET .
Windows D X2 — FZELVT Yabe 29 ) w995 & Yabe HiLs EMY £,

- Yabe

,‘ Bacnet.Room.Simulator
I:I DemoServer
{‘ Full source code

‘}:\.)‘ Mstp.BacnetCapture

R

H Readme

w RoomSimulatorReadme
4 Wheather2_to_Bacnet
H Wheather2Readme

. Yabe Directory

~ Yabe Website

& Vabe EPAVA-NTD

Fig.4-93 Launch Yabe

Yabe %> M BACnet/IP BIEZ1TOHEICDOVWTEHBALEYT, Yabe Zib EIFRT/NA R ZEMLET,

+ Yet Another Bacnet Explorer - Yabe

File Functions Options Help

@ X
Devices Subseriptions, Periodic Polling, Events/Alarms PmpEmT
®= Al
EENFA
) Adddevice__A om Dev.. Obj. Hame Vahe  Time
3 Remove device
Send Whols F2

Export device DB
| |@ Timesynchronize
|Address |1 Device control
Alarm Summary

[ Get Properties name

48 Create Object

Curl+T
Cul+D
Ctrl+A
Cirl+N
Ctrl=0

Drop a cov file or objects from the
Address Space here to subscribe

po | |Pau | @ cov O pangms) [100 2] | Clear

Log

Loaded plugin * CheckStatusFlags”

Loaded plugin * ListOutOfService”,
Vndnd nliiin ® (labio m s dos®

Fig.4-94 Yabe Add device(1)

RRSINT=F4 7B Port [ZBAC0(47808)& AN L. PCUSATUrDIP7 FLRZERLET,
Start &9 ) v Y LCGREZERIBLET,
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~ BACnet Communication Channel

General

Retries [3 =] Timeout [3000

Whols limit ool | high [ |

BACnet/MSTP over serial

-] Baud 115200 |=

BACnet/TF W4 & Vi

Port BACD |2

Local endpainf\ [192.168 1020 J
S~—

BACnet/Secure Conn

Gonfiguration parameters File

et over Wehsncket Max Master 127 |2

Source Address 1

Start Max Frames 1

BACnetSCConfie cantie

Select Edit

BACnet/Ethernet
Interface

BAGnet/PTP over serial
Port
Start Baud

~ Start
115200

Fig.4-95 Yabe Add device(2)

Devices W 4 > K IZFRRE 1= Device 10 A B-BC, Device 100 A% B-SS. Device 2 [& Yabe T%, Z
T. Yabe @ Options > Settings EIE A 5 YabeDevicelD % 2 [ZEREL TLVET, (4.6.1 ESHR)

Device 10 %49 1)y LEY,

« Yet Another Bacnet Explorer - Yabe

File Functions Options Help
o X
Devices
2y Devices
—Json Udp:4 7808
B Device 2 - 192.166.10.20:60599

|- Device 10 - 192.168.10.10:47808
B Device 100 - 129

lF\ddress Space

Fig.4-96 Yabe Add device(3)

Address Space 7« > K12 Device 10 DA TPz 9 R R MRRFRENFET,
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« Yet Another Bacnet Explorer - Yabe
File  Functions Options Help
0 X

Devices

1| Devices

- Udp:47808

Bl Device 2 - 192.168.10.20:605983
RZM2L_BACnet_Solution_BBCG_BRTR [10]
Bl RZN2L_BACnet_Solution [100]

Address Space : 19 objects

----- Bl RZM2L_BAChet Solution_BBC_BRTR (Device: 10}
----- per ANALOGINPUTO

----- per aNALOG INPUTA

per ANALOG WVALUED

E ANALOG VALLE

g BINARY QUTPUT:N

g BINARY OUTPUT:

g BINARY WALUED

(# BINARY WALUE:

| FILE:D

[ NOTIFIGATION GLASS:0

- aE| SCGHEDULE:D

-] MULTLSTATE WaLUED

----- [ ] MULTLSTATE WALUE
fillly TREMDLOGD

----- [ POSTTIVE INTEGER WALLED
[=] POSITIVE_INTEGER_ VALLIE:1
----- [Z] NETWORK_PORT:1

----- [Z] NETWORK_PORT:2

Fig.4-97 Yabe Add device(4)

Devices 94 > R9IzFRRTENT= Device 10025 ) v LET,

Address Space 7 1 ~ F21& Device 100 DA T 9 MR FRFRIZTYE DY FT,

« Yet Another Bacnet Explorer - Yabe
File  Functions Options Help
o %

Devices

_Eﬂ Devices
Sty Udp:47808
Bl Device 2 - 192.168.10.20:60599

B RZN2L_BAChet_Solution_BBC_BRTR [10]
Bl RZN2L_BACret_Solution [100]

Address Space : 20 objects

Bl RZN2L_BAChet Solution {Device: 100}
|2 ANALOGINPUT0

----- [ ANBLOGINPUT:1

----- P& ANBLOG OUTRPUTD

----- P& ANBLOG OUTPUT

----- [ ANBLOG WALLIED

P2 ANALOG_ VALUEN

(g BINARY VALUE:!

[7] MULTLSTATE WALUE:D

[=] MULTLSTATE_VALLUE:1

----- [-] POSITIVE_INTEGER_VALUED
----- [-] POSITIVE INTEGER VALUE 1
----- [7] NETWORK_PORT 100

Fig.4-98 Yabe Add device(5)
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4.6.1

TimeSynchronization / UTCTimeSynchronization

VTS H 5 ®D TimeSynchronization / UTCTimeSynchronization % 4.5.3 ETE#BH L &£ L 7= Yabe Hh 5 D&

FEFIECDOWNTHRBALET,

B %I #AH — E X [& TimeSynchronization A UTCTimeSynchronization 7% Options > Settings /" 5 #1R

Lij—o

+ Yet Another Bacnet Explorer - Yabe

File  Functions | Options | Help

O X |,:_| I Seﬂingsl |
Devices i Plugins 3
12| Devices

stz Udp 47808

: B Device 2 - 192.168.10.20:51031

= 2 Chet_Solution_BEBC_BRTR [10]
Device 100 - 129

Fig.4-99 Selecting a time synchronization service(1)

R Settings EE D TimeSynchronize_UTC % False [Z9" % & TimeSynchronization A& R &4, True (2

9 % & UTCTimeSynchronization A& RS E T,

Settings

x4 |
GULSubscriptionColumns
IPvB_Suppart
MSTP _DisplayFree Addreszes
MSTP_LogStateMachineg

0:39:1:60:2:60:8:55:4:96:5:60:6:6 0. 7.60:¢
False
False
False

Plugins CheckReliability. CheckStatusFlags.
Segments_Max [13
Segments_ProposedWindowSize 20
SettingsUperade Required False
ShowDezcriptiontihenUszefull False
Subscriptions_lzsueContirmedMotifiez | False
Subscriptions,_Lifetime 120
Subscriptions_ReplacementPallingPerio| 100
Udp_Dont Fragment True
Udp_Exclusive UseDfSocket False
Udp_MaxPavload 480
UseFollingBy Default False
Vertical_Object_Splitter_Orisntation False
“abeDeviceld 2

Address_Space_Structured_View

Some settings may require a restart of the program

Fig.4-100 Selecting a time synchronization service(2)
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Devices V4 > KD BBC ZF#IRNL., 5V Y vV T HERTEINS AT FH 5 Time_synchronize % &
RLET, OKKRy T7 Yy TEHEDOKEY Y vy LET,

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

© X

Devices

_Eﬂ Devices
Elgea Udped 7808

Subzcrip Properties

A | |

Show| =
~ BacnetProperty
> Ohbject Identifier

& ] .
| ANALOG_INPUT:1
-2 ANALOG_WALUED
|2 AMALOGVALUE:

i@ BINARY OUTPUT:
g BINARY OUTPUT:I
g BINARY VALUED
i BINARY VALUET
wi] FILED
& MOTFICATION GLASS:0
-] SGHEDULED
-[0] MULTLSTATE VALUED
-[] MULTLSTATE_VALUE]

lls TRENDLOG
-[Z] POSITIVE INTEGER VALUE:D
-[5] POSITIVE_INTEGER_VALLUE: 1
-[F] NETWORK_PORT:1
-[] NETWORK_PORT:2

Add device
Remove device
Send Whols F2
| Export device DB
|\_~; I Time synchronize I Crl+T = e
Device control Ctrl+D
,  Alarm Summary Crl+A pp
Ll GetProperties name  Cirl+N es ¢
&ty Create Object Ctrl+O Coef

Segmentation Supportec
Apdu Timeout

Mumber Of Apdu Retrie:
Device Address Binding
Databasze Revision

Max Master

Max Info Frames
Dezcription

A

Local Time
Ltc Offzet

Time Synchronize

0 -

pas

Fig.4-101 Selecting a time synchronization service(2)

El#kIZ. B-SSIZxt L T4 Time_synchronize #4TLVET .
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4.6.2 B-BC h > B-SS il

B-BC 7/31 R[X DS-RP-A, DS-WP-A JOJ77 A )LEHR—FrLTEY. B LA ReadProperty & U
WriteProperty 4 —E X % Initiate $6 2 EMTEFET, AETIE. DS-RP-A. DS-WP-A %+ D B-BC H 5
NERTINA R THDHB-SSEHEMLET

AETHRYHKS TrendLog *> Schedule 7 72 9 IR A LARZVTEFERALEI DT, FHilC
TimeSynchronization % L < [& UTCTimeSynchronization 4+—E X &3k # B-BC. B-SS[IxfL T{T>TK 12
LY, (4.6.1%F)

4.6.2.1 Trending & ReadRange

oYM AN LTz B-SS M Analoglnput,0 =72 =4 L ® PresentValue 7H/3F 1 % B-BC D
TrendLog,0 & 7> =4 b® LogBuffer 7R/XT (A4S La—F&LTIRET 5762 B-BCILB-SSIZ
ReadProperty 4+— E X #E3R(DS-RP-A) L F 9,

Devices ™7 1 > KIZ&RR &= RZN2L_BACnet_Solution BBC BRTR[10]%4Y U v o LE T,
Address Space 7 1 > K2 TREND LOG 0(Trendlog:0)&% ') v LEY,
Properties V4 > KODUTO T ONRT 4 #EBLET,

Start Time ICSBDBAMNEHRELET,

Stop Time ICBAAM A ZHELF T,

DevicelD ® Instance % B-SS T/Af ADA Y RAA VRABF(100)ZEELEFT, 1 VRAEIVARE
EhH 10 DI5E L B-BC HE® Analoginput,0 7 7 4 k PresentValue A X U5 HERTT,
ZDIFEDEFERE LTB-BC HE® Analoglinput,0 7 72 4 b+ PresentValue #ZE 3 5(Z1%
Analoglnput,0 &7 7 = ¥ k® OutOfService=True IZF 2 HENHY F£F,

Log Interval MR 10[ms]E AL T AR EHE LIS BEGL TS,

1~99 # Ah9 5 & 100(100 x 10[ms]=1000[ms])IZHH NFE T,

1 FhERET % & =% 100(100 x 10[ms]=1000[ms]=1[s]) £ B&E L £ 7.

75 JL k1Z 90000(90000 X 10[ms]=900000[ms]=900[s]=15[min]) TF

« Yet Another Bacnet Explorer - Yabe
File Functions Options Help
@ X
Devices Subserip Properties
=i eewces 254 | |
=g Lldped 780G Show L
B Device 2 - 192,160,10,20:61031 DELiY.:
4B RzNIL_BAChet Solution BEC_BRTR [10] - Ohle.?t dentifier gifgg.;?;ﬁ:gﬁfa
"I RZNIL_BAGnet Solution 11001 e =
= & & Tstance ]
f Object Mame TREMD LOG 0
Address Space : 19 ohiects s
Bl REN3L_BAGRe! Solution BEC_BRTR (Device: 10} Ehizot Type 20 Obiect Trendlog
{2 ANALOG INPUT:0 Stop When Full Falss
20 ANALOG INPUT: 1 Buffer Sice 1000
(2 ANALOG WALLED Log Buffer ERROR_CLASS_PROFERTY: ERROR_GODE_READ_AGCESS_DEMIED
2 ANALOG WALLIE Record Dount 1
(4 BINARY OUTPUTA Total Record Gount 3
(# BINARY OUTPUT! Event State 0 Marmal
(b BINARY VALUED Loesing Type 0
(@ BINARY_VALUE1 Statuz Flaes 0000
-] FILE 0 {File:) Expo Description TREMD LOG 0
] NOTIFIGATION GLASSO n Start Time AT EG
[&#] SCHEDULED o Stop Time 202411750
-] MULTLSTATE VALUED “ | '8¢ Tog Devioe Obiect Froperty Feference o OBJECT AMALOG IMFLITA
| | MULTLSTATE VALUE] ~ Ohjectld OBJEGT_ANALOG_INPUT:0
: P — Tupe OBJEGT_ANALOG_INPUT
FT TREND LOG 0 {Trendlog:0) - =
EE o " T o |'I Tnstance 0
L - - ! ArrayTdes -1
= zgsm\f;ﬁn:gic_aﬁavmum ~ Deviceld OBJEGT DEVIGE:100
[ METWORK_PORT: S Tupe OBJEGT_DEVIGE
~+[Z] NETWORK_PORT:2 R 1 Instance T00 1
Fropertyld FPROP_PRESENT VALUE
[Cog Trterval Tin ]
Blign Intervals True:
Ihterval Offzet 0
Trigeer False

Fig.4-102 Trend Log object(1)
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Address Space 7 ¢ > K2 ® TREND LOG 0 (Trendlog:0)& ') 7Ly a3 5=6HIC, —BIEHADAF T

s

g

TR EERRALET.

9 b%45Y)vo%, BE TREND LOG 0 (Trendlog:0)%# % ') v %o LE9 ., Record Count 7H/\F 4 {EH

« Yet Another Bacnet Explorer - Yabe
File
o X

Devices

Functions  Options  Help

2| Devices
S ata Udpi47808

B Device 2 - 192.168.10.20:51081
RZN2L_BAGhet Solution BEG_BRTR [10]
Bl RZN2L_BACnet Solution [100]

=

Address Space : 19 objects

B RZN2L_BAGhet Solution BEG_BRTR (Device: 10)
-2 ANALOGINPUTO

2 ANALOGINPUTA
2 ANALOG VALUED

2 ANALOG_VALUE1

& BINARY OUTPUT:D

& BINARY OUTPUT:1

‘& BINARY WVALUED
-t BINARY VALUE 1

| FILE 0 (File:D)

SGHEDULED

-] MULTLSTATE VALUEQ
7] MULTLSTATE WALUE1

2:0)

[-] POSITIVEINTEGER VALUE 0 {Positive_Intsger_Wal|
(] POSTTTVE INTEGER_WALUE: 1

-] NETWORK_PORT:1
[7] NETWORK_PORT:2

Subscrip Properties
B2 |
Show| L BacnetProperty

> Object Identitier OBJECT_TRENDLOG:0
Object Name TREND LOG 0
Object Type 20 : Object Trendloe
Enable True
Stop When Full Falss
Buffer Size 1000
Log Euffer ERROR CLASS FROFERTY. ERROR CODE READ_ACCESS_DEMIED
[Fecord Count 160 1
Total Record Gount (3]
Event State 0 - Normal
Logeing Tvpe [1]
Status Flags 1000
Description TREND LOG 0
Start Time 2024401729

Expa Stop Time 2024401730

% Log Device Object Property Reference to OBJEGT_ANALOG_INPUT:0
Log Interval 100
Align Intervals True
Tnterval Offset ]
Trigeer False

Fig.4-103 Trend Log object(2)

TREND LOG 0 (Trendlog:0)%#% ') w4 L T Show TrendLog %:#iR3 % & Yabe A% ReadRange H—E

RAER% B-BCIZITLVET,

Subscribe

= | Show Trend Log

& DeleteObject

y 50 (Tre
| POSITIVEINTEGER
| POSITIVE INTEGER
| NETWORK_PORT:1

| NETWORK_PORT:2 Search

Fig.4-104 Trend Log object(3)

B-SSOEUHANEDZA LRA T FEQTETSITNRTENFET, OF T hlEE U UHAEER

MIBHEIICLTLEEELY,

\ Yabe TrendLog Display - u] X
Se. Time Type  Value Status A
TREND LOG 0 238 2024/01/23 175658 Real 03087383 O
16 T T T ) 239 2024/01/23 175659 Real 007612646 O
] 240 2024/01/23 175700 Real  08EG93E2 O
14 1 1 241 2024/01/2% 176701 Real 02262848 0
242 2024/01/28 176702 Real 0 0
243 2024/01/28 176703 Real 0 0
1.2 44 2024701723 175704 Real 0 0
245 2024/01/28 176708 Real 0 0
10 246 2024/01/23 175705 Resl 0 0
T ] 247 2024/01/23 175707 Resl 0 0
e 1 248 2024/01/23 175708 Real 008938735 O
S o081 ] 249 2024/01/23 175709 Real 008092885 O
g 1 250 2024/01/23 175710 Resl 0 0
b 251 2024/01/23 125711 Real 05350001 O
06 1 262 2024/01/2% 176712 Real 03823717 0
i l ] 268 2024/01/2% 176713 Real 03806324 0
04 1 1 264 2024/01/2% 176714 Real 003594863 0O
266 2024/01/2% 176716 Real 03129644 0
1 266 2024/01/28 176716 Real 0 0
02 4 \ I\ 4 257 2024/01/23 175717 Real 008938735 0
1 l l 1 258 2024/01/23 175718 Resl 0 0
00 , “ A Jv‘ W\ | | sl 1 258 2024/01/23 175719 Real 04483005 O
T T - J 260 2024/01/23 175720 Real 04548443 0
52:00 53:00 54:00 55:00 56:00 57:00 5800 | 261 2024/01/23 175721 Real 00803557 D
Date/Ti 262 2024/01/23 176722 Real 008247038 0
ate/Time 263 2024/01/23 176723 Real 0 0 v

Fig-4-105 Show TrendLog
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OFX 45 %EILT 58EI%Enable 7O/NTF 4 {E% False ITLET,

\ Yet Another Bacnet Explorer - Yabe
File Functions Options  Help
@ X

Devices
=i Devices
Elain Udp47808 Show
Device 2 - 192.168.10.20:51031
RZNZL_BAGnet_Solution BEG_BRTR [10]
B RZN2L_BAGnet Solution [100]

Address Space : 19 objects
B RZN2L_BACnet_Solution BBC_BRTR (Device: 10}
ANALOG INPUTO
= AMALOGIMPUT:
= aMALOG_vALUED
&= aNALOG wALUET
BINARY OUTPUT:0
BINARY OUTPUT:|
BINARY_VALUED
& BINART_ VALUE1
"] FILE 0 (File:0) Expo
NOTIFICATION_ GLASS:0
SOHEDULED
—-[] MULTLSTATE WALUED
1] MULTL ALUE: 1

!

[ ] POSITIVEINTEGER. WALUE 0 (Positive_Integer_Wal
[ ] POSITIVE INTEGER VALUE: 1
[] NETWORK_PORT: 1

[ ] NETWORK_PORT:2

Subscrip Propertiss
=

A
w2 |

~ HacnetProperiy
5 Objsct Mentifier

OBJECT TRENDLOG:D

Obiect Name TREMD LOG 0
Object Type 20 Object Trendloe

[Enatle False 1
Stop when Fall Fals=

Butfer Size 1000

Log Buffer

Fecord Gount
Total Record Gount
Event State
Loseine Type
Status Flags
Description

Start Time

Stop Time

v

Log Interval
Align Intervals
Interval Offset
Trieeer

Log Device Objest Property

ERROR CLASS PROFERTY: ERROR CODE_READ_ACCESS _DENIED
695

EH
0 : Normal

0

onnn

TREMND LOG 0

20240129

202401730

Reterence to OBJECT_ANALOG_INPLUT:0
100

True

1]

Falze

Fig.4-106 Trend Log object(4)

RO MS/TP 2y kT—9 DF v 7TF v EEIL B-BC Hh 5 B-SS ~M ReadProperty 4— E X B3R (DS-RP-
Ab., ZTOREFX 1HEPRTETINTLS I EERLTULET,, Source $ & U Destination [ZRT S 1=
MAC 7 KL R Ox05 £ B-BCYRXRA—%RL. 0x81 [EB-SSAL—J%RLTWLET,

£ BACnet MS/TP on COM10

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Building Automation and Control Network NPDU

* Building Automation and Control Metwork APDU

8811 .... = APDU Type: Complex-ACK (3)
2eee = PDU Flags: @x@

Invoke ID: 9
Service Choice: readProperty (12)
ObjectIdentifier: analog-input, 8
Property Identifier: present-wvalue (85)
1031
Present Value (real): 8.@8126877427181135
131

<

BACnet MS/TP, Src (129), Dst (5), BACnet Data Not Expecting Reply

m g @ RE ] &= = = £ ]

| |tp.5r == (x05) or (mstp.src == 0x&1 and (mstp.dst == OxFF or mstp.dst == 0x05)) or (mstp.src == 0x05 and mstp.dst == 0xFF) or (mstp.src == 0x02 and mstp.dst::ﬂxFF)‘ts '} +

Ne. Time Source Destination Protocol Length o
3889.. 17:21:18.378279 @x8s @x31 BACnet-APDU 23 Confirmed-REQ readProperty[ 11] analog-input,® present-value
3889.. 17:981:18.386322 @xBl Bxas BACnet-APDU 29 Complex-ACK readProperty[ 11] analog-input,® present-value
3889.. 17:21:19.424888 @x85 @x31l BACnet-APDU 23 Confirmed-REQ readProperty[ 12] analog-input,® present-value
3889.. 17:81:19.441527 @xB1 8xas5 BACnet-APDU 29 Complex-ACK readProperty[ 12] analog-input,® present-value
38@9.. 17:91:28.399486 axes @x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 13] analog-input,® present-value
3889.. 17:81:28.415932 @xB1 Bx85 BACnet-APDU 29 Complex-ACK readProperty[ 13] analog-input,® present-value
3818.. 17:81:21.455837 @u8S Bx81 BACnet-APDU 23 Confirmed-REQ readProperty[ 14] analog-input,® present-value
381@.. 17:21:21.471173 @x81 axas BACnet-APDU 29 Complex-ACK readProperty[ 14] analog-input,® present-value
3818.. 17:981:22.445682 @x85 8x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 15] analog-input,® present-value
3816.. 17:921:22.461761 @x81 axas BACnet-APDU 29 Complex-ACK readProperty[ 15] analog-input,® present-value
3818.. 17:81:23.419861 @x85 8x381 BACnet-APDU 23 Confirmed-REQ readProperty[ 16] analog-input,® present-value
3818.. 17:981:23.435930 8x81 2x8s BACnet-APDU 29 Complex-ACK readProperty[ 16] analog-input,® present-value
3818.. 17:81:24.394471  @x85 8x31 BACnet-APDU 23 Confirmed-REQ readProperty[ 17] analog-input,® present-value
3818.. 17:81:24.411470 @x81 2xes BACnet-APDU 29 Complex-ACK readProperty[ 17] analog-input,® present-value
3818.. 17:81:25.458833 @x85 @x31 BACnet-APDU 23 Confirmed-REQ readProperty[ 18] analog-input,® present-value
3818.. 17:81:25.466284 @xBl Bxas5 BACnet-APDU 29 Complex-ACK readProperty[ 18] analog-input,® present-value
3818.. 17:21:26.448996 @x85 @x31 BACnet-APDU 23 Confirmed-REQ readProperty[ 19] analog-input,® present-value
3816.. 17:91:26.457111 @xB1 Bxas BACnet-APDU 29 Complex-ACK readProperty[ 19] analog-input,® present-value
3818.. 17:981:27.415884 axes @x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 28] analog-input,® present-value

< >
Frame 380947: 29 bytes on wire (232 bits), 29 bytes captured (232 bits) on 55 ff 86 B85 81 @@ 13 fc @l 88 38 89 Bc ec oo ee u

@@ 8@ 19 55 3e 44 3c 4F e@ 48 3F dc ef UzD<

@ 7 wireshark_TP on COM10XVZ8H2 peapng

Profile: Default

Packets: 390348 - Displayed: 1460 (0.4%)

Fig.4-107 ReadProperty service request to B-SS (DS-RP-A) capture image
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KD BIP Ry k7= DOF v TF ¥ EEIE Yabe i 5 B-BC ~0 ReadRange Y —ERER L. ZDIEE

ZRLTLET,

A 1-HF9kn — O X
Eile Edit Mew Go Capture Analyze Statistics Telephony Wireless Tools Help
m @ XE R &= QQ Qs
|‘|ba.cneiur bvlc or ntp |m '] +
No. Time Source Destination Protocol Length Info ~
16926 17:06:08.221282 192.168.18.18  192.168.10.28  BACnet-APDU 527 Complex-ACK readRange[ 69] trend-log,® log-buffer
16927 17:86:88.233876 192.168.10.28  192.168.18.18  BACnet-APDU 66 Confirmed-REQ readRange[ 7@] trend-log,@ log-buffer
16928 17:06:05.2722860 192.168.10.18  192.168.10.28  BACnet-APDU 527 Complex-ACK readRange[ 78] trend-log,® log-buffer
16929 17:06:08.285532 192.168.10.20  192.168.18.18  BACnet-APDU 66 Confirmed-REQ readRange[ 71] trend-log,® log-buffer
16930 17:06:08.323408 192.168.10.180  192.168.10.20  BACnet-APDU 527 Complex-ACK readRange[ 71] trend-log,® log-buffer
16931 17:86:08.336926 192.168.10.20  192.168.10.18  BACnet-APDU 66 Confirmed-REQ readRange[ 72] trend-log,® log-buffer
16932 17:86:85.374385 192.168.18.18  192.168.18.28  BACnet-APDU 527 Complex-ACK readRange[ 72] trend-log,B log-buffer
16933 17:86:085.387527 192.168.10.28  192.168.18.18  BACnet-APDU 66 Confirmed-REQ readRange[ 73] trend-log,® log-buffer
16934 17:06:08.425495 192.168.10.18  192.168.10.20  BACnet-APDU 527 Complex-ACK readRange[ 73] trend-log,® log-buffer
16935 17:06:08.441992 192.168.10.20  192.168.10.18  BACnet-APDU 66 Confirmed-REQ readRange[ 74] trend-log,® log-buffer
- e e I N I -
v itemData - 7c €2 ¢6 1c 9a fe 74 90 5@ 18 9 ed @8 80 45 80 | A
{[5] B2 B1 8@ 47 8@ @8 ff 11 24 36 cP a8 Ba Ba c@ as
1re; Ba 14 ba c@ c7 57 @1 ed 1le 46 81 Ba 81 e5 @1 8@
38 4b la @c 85 @8 88 8@ 19 83 3a 85 20 49 15 Se @
. ek =
D?te: Jénuéry 23, 2824, (?EV.DF uesk = Honday) Be a4 7c 81 1d 01 b4 11 @4 87 B8 Bf le 2c 3e £7
Time: 5:04:07.@ P.M. = 17:04:07.8 ef 7c 1f 2a 84 18 Be a4 7c 81 1d 01 ba 11 64 88
yel B8 @f le 2c 3f 67 bl ¥8 1f 2a 84 18 Be ad4 7c 81
{[1] 1d @1 b4 11 @4 @9 88 BF le 2c 3f 89 3 7b 1 2a
real value: 8.484249 (Real) B4 18 @e a4 7c @1 1d @1 b4 11 @4 9a @8 Bf le 2c
1] B0 0@ 08 00 1f 2a 64 180 ©e a4 7c 81 1d 81 b4 11
Status Flags: (Bit String) (FFFT) B4 Bb @@ @Ff le 2c B0 B8 0@ @8 1f 2a B4 18 @e ad
1o 7c 81 1d @1 b4 11 84 Bc 8@ @Ff le 2c 3f 88 4c 6b
‘ 1 2a @4 18 @e a4 7c 81 1d @1 b4 11 84 Bd @8 8F
Date: January 29, 2824, (Day of lWesk = Monday) le 2c 08 80 80 @0 1f 2a @4 18 Be a4 7c O1 1d @1
Time: 5:84:85.8 P.M. = 17:84:85.8 b4 11 84 Be 88 8F le 2c 3d dc de 48 1f 2a @4 18
el Be a4 7c @1 1d @1 b4 11 84 @Ff 88 OFf le 2c 3F 73
{[1] 9a d2 1f 2a @4 18 @e a4 7c @1 1d 91 b4 11 @4 1@
real value: 8.985852 (Real) @@ 8f le 2c 3e bd 78 6c 1f 23 @4 18 @e a4 Vc @l
1] 1d @1 b4 11 @4 11 8@ BF le 2c 3e 2F 65 38 1 2a
; , B4 18 Be a4 7c @1 1d 81 b4 11 84 12 88 BF le 2c
Status Flags: (Bit string) (FFFT) 3F 36 9 68 1f 2a @4 18 @e a4 7c 01 1d 91 b4 11  ?
ire] B4 13 @@ @7 1e 2c 3e 3 5d 4c 1F 2a 84 18 Be ad
Date: January 29, 2824, (Day of Week = Monday) 7c 81 1d 61 b4 11 @4 14 88 8Ff le 2c 3f @F 74 @
Time: 5:84:89.8 P.M. = 17:84:09.8 1f 2a @4 18 @e a4 7c 81 1d @1 b4 11 @84 15 @@ 8F
1rm 4 Ta - GR G AR Q& 1F£ I3 a1 18 Ga 34 Tr A1 14 a1 4
< > < >
O 7 wireshark_{—#3y b 11BPB4H2.pcapng Packets: 17291 - Displayed: 259 (1.5%) Profile: Default

Fig.4-108 ReadRange service request capture image to B-BC
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4.6.2.2 Scheduling

F1-. LED D EHELTICH D1+ S iz B-SS @ BinaryOutput,0~3 4+ 72 4 +® PresentValue 7R/3F «

# B-BC ® Schedule,0 AT x4 kI

—zn
~aoX

B-SS [ WriteProperty 4+—E X # &R (DS-WP-A)L £ 9,

ELEBEBEMDRT D 2a—)LIZH>T, EET S5-I B-BC &

Yabe ? Devices 7 4 > F7IZF&RR S = RZN2L_BACnet_Solution_ BBC_BRTR [10]24V ) v ¥ L& 9,

Address Space 7 1 > K2 SCHEDULE 0(Schedule:0)%%&% ') w4 L T. Show Schedule Z#iR L £
9, Properties 7« > KoM d3R(Z#H 5 List Of Object Property References 7’0 /3F « [& Device, 100,
BinaryOutput,0 @ PresentValue # Schedule R & LTEIYETOHNTWS2H, EETHILEEHY FE

Ao

B-SSDT/NA A VREZVRABEMN 100 LISMEE Stz & &4 EIX List Of Object Property
References 7AO/8T 4 #ZE L TL &Y, BinaryOutput 7 7 =4 FEIFTHL . FDhd Output ZA
7215 % Schedule RICEETEET,

HEREH B-SSD Output A T2V FMEILUT T,
AnalogOutput. AnalogValue. BinaryOutput. BinaryValue. MultiStateValue. PositivelntegerValue

Ffz. TINAMRAVARZVRBEESF 10ICEET 5 & B-BC BE®D Output A T2 =4 k% Schedule xt

RETHIENTEFT,

HER&EH B-BC D Output A 7oz FMEILTTY,
AnalogValue. BinaryOutput. BinaryValue. MultiStateValue. PositivelntegerValue

+ et Another Bacnet Explorer - Yabe

File  Functions

o X

Devices

Options  Help

= Udp:47308
3 Device 2 - 192.168.10.20:52856

B RZN2L_BAGhet_Solution [100]

= 3 RZN2L_BEAChet_Solution BBC_ERTR [10]

Subscrip Froperties
=14

w
w

Show BacnetProperty

Ohject Hentifier
Tvpe
Ihstance

Address Space : 19 ohjects

Chject Name

2y ANALOG INPUT:0
Y ANALOG IMPUT:
Y ANALOG VALUED
% ANALOG_VALUE
‘@ BINARY OUTPUT:D
& BINARY OUTPUT:1
& BINARY VALUED
& EINARY VALUE:
] FILE:D

BB 5

K

TIFIGATION_GLASS:N

B REMIL_BACnet_Solution_BEC_BRTR (Device: 10

Object Tvpe
Prezent Walue
~ Effective Period
0]
(11
Schedule Default
W | List Of Object Property References
v (Objectld
< > Type
— Ihstance
Expar BrrayIhdex
v Deviceld

] SCHEDULE 0 (Sched
] MULTLSTATE_VALL

Subscribe

il TREND LOG 0 (Trend
| POSTTIVEINTEGER Y ©°
] POSITIVE INTEGER | 88  Search

&6 DeleteObject

=] MULTLSTATE WaLU| (10 | Show Schedule

Type
Instance
Propertyld
Priority For Writine
Status Flags
Relishility
Out Of Service

] METWORK_PORT:1
] METWORK_PORT:2

Description
W ifeek |y Schedule
0]
1]
1
[3]
[4]
[5]
(6]

COBJECGT SGHEDULE:D
OBJECT SGHEDULE
]

SCHEDULE 0

17 : Object Schedule

1

Objectd Array

21860101 0:00:00

2166412731 0:00:00

]

Reference to OBJECT BINARY QUTPUT:0
OBJECT_BINARY_OUTFUT:0
OBJECT _BINARY OUTPUT
]

-1

OBJECT_DEVIGE:100
OBJECT_DEVIGE

100

PROP_PRESENT_VALUE

16

noon

0: Mo Fault Detected

False

SCHEDULE 0

Objectl Array

System 1D BACnet BacnetValus
Sygtem 10 BAChet BacnetWalue
Sy=tem 10 BACnet BacnetWalus [
System 1D BAChet BacnetValue
Syztem 10 EAChet Bacnet'Walue
Syztem I BACnet Bacnetvaluell
System 10 BAChet BacnetWalue

Fig.4-109 Schedule object

Show Schedule %%k 9 % & Simple Schedule Editor NZEEFd D TTONRT 4 2LEELET,
Validity Start Date (TS BOBAFZERELEFT .
Validity End Date [CBAEHD B+ ZEHELFT,

B-SS/KR— DA LEDO ZR4T L1=t&. JHKTT H1-0DDRELITVET,
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- Weekly Schedules DS BH®DEBZHY ') v ¥ LT Modify ZZ#IRL T hhimmiss =1 [CERELF
ED

- Weekly Schedules DS H®DEBZHY ') v LTAdd ZFIRLEI . hhimm:ss =0 ZE&E

ER
(2 Update & Read back %% ') v % L T Simple Schedule Editor ZEf L %9,

LZE

~ Simple Schedule Editor m}

Walidity Start Date
2024501723 i

Walidity End Date
2024501724 ||

=

~ Simple Schedule Editor O

Validity Start Date Validity End Date

[ro2ermzzs ]

[ro2eroi/2e ]

Schedule Default value Data Type Schedule Default value Data Type
Enumerated ~ Enumerated o
Wizekly Schedules Weekly Schedules
-4k [0] = Manday =g [0]: Monday
P 00000 = 0 [ 0:00:00 = 0
(g 11 Tuesda S 1] Tuesday
. | lasalsod
(5 [2]- Wednesday | Modi | 19:00:45 = 0
0:00:00 =0 Delete g [2] Wednesday
-4 [3]: Thursday v [ 0:00:00 = 0
. 0:00:00 = 0 =g [3]: Thursday
i [4]: Friday Copy P 0:00:00 =0
- 00000 =0 Paste EI B [41: Friday
[5] : Saturday L 0:00:00 = 0
00000 = 0 =g [8]: Saturday
=g [6]:sunday e 00000 =10
------ 0:00:00 = 0O
Objects properties references Objects properties references
f"_‘ BINARY_OUTPUT:0 - PRESENT_VYALUE on DEVICE: 100 (@ BINARY OUTPUT:0 - PRESENT WALUE on DEVIGE: 100

Update & Read back

Optional Exception Schedule not implemented

Update & Fead back

Optional Exception Schedule not implemented

Fig.4-110 Simple Schedule Editor

KD MS/TP 2y kT—5 D F ¥ JF v E@EIE Schedule B %M 18:59:15 & 19:00:45 [Z B-SS ~M
WriteProperty — E R ER(DS-WP-A) L. ZDRENINTWS I LEZRLTWET, FH-RFZIC B-
SSR— K®D LEDO A EEITLET,

£ *BACnet MS/TP on COM10 a X
File Edit Mew Go Capture Analyze Statistics Telephony Wireless Tools Help
m g ® RE QReEFT LI(EaqQad
| ‘d mstp.src == 0x05) or (mstp.src == 0x81 and (mstp.dst == 0xFF or mstp.dst == 0x05)) or (mstp.src == 0x05 and mstp.dst == 0xFF) or (mstp.src == 0x02 and mstp.dst == mFF}la 'l +
No. Time Source Destination Protocol Length  Info Lo
94483 18:59:15.834284 @x@5 @x81 BACnet-APDU 29 Confirmed-REQ writeProperty[189] binary-output,® present-wvalue
94484 18:59:15.849821 @x8l 8x85 BACnet-APDU 15 Simple-ACK writeProperty[189]
95558 19:00:45.896764 @x@5 axB81 BACnet-APDU 29 Confirmed-REQ writeProperty[118] binary-output,8 present-wvalue
95559 19:88:45.913168  @x8l ex83 BACnet-APDU 15 Simple-ACK writeProperty[11@] w
< >
Frame 944@3; 29 bytes on wire (232 bits), 29 bytes captured (232 bits) on interface 55 ff @5 81 @5 29 13 a9 @1 24 @2 83 &6d ef ec el u
BACnet MS/TP, Src (5), Dst (129), BACnet Data Expecting Reply 00 96 00 19 55 3e 91 @1 3f 49 1@ 6b a2
Building Automation and Control Metwork MPDU
w Building Automation and Control Metwork APDU
888 .... = APDU Type: Confirmed-REQ (8)
. 8gge = PDU Flags: @xe
.888 .... = Max Response Segments accepted: Unspecified (8)
ve.. BB11 = Size of Maximum ADPU accepted: Up to 488 octets (fits im an ARCNET fr
Invoke ID: 189
Service Choice: writeProperty (15)
ObjectIdentifier: binary-output, @
Property Identifier: present-wvalue (85)
{[3]
~ Present Value (enum index): 1
Application Tag: Enumerated, Length/Value/Type: 1
HE)]
Priority: (Unsigned) 18
< >([<€ >
@ 7 wireshark TP on COM10CWAMH2.pcapng Packets: 97217 - Displayed: 11963 (12.3%) Profile: Default

Fig.4-111 WriteProperty service request to B-SS (DS-WP-A) capture image
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4.6.3 EventNotification / GetEventinformation / AcknowledgeAlarm

B-BC ® Analoglnput# 7<% & OutOfRange 1 R b 7)Y A LEHR—FLTWET,
PresentValue 7 0/XF « {EAS Low_Limit 7 0/8F « & High_Limit 7A/\F 4 TRENWDEEIN 5EFHT S
& ConfirmedEventNotification #— E X & =& UnconfirmedEventNotificaton Y—E X% BIP 7 54 7 > k
[CEBHEILET,

BIP Y 547> hET RTD"active event states" x5 9 5 =8 GetEventinformation —E X ERK %
TWET,

Fr. BIPVSA4 72U MEBBCHoDA AN MEMEZHERL, AckZRLI-Z L ZMHRT H1=-0IC
AcknowledgeAlarm H—E RER #TLVET,

Address Space ™ 1 > Fr2® NOTIFICATION CLASS 0 (Notification_Class:0)%%&%4 ') v % L T. Show
Notification Z:ZR L F T,

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

@ X
Dﬁvices Subscrip Properties
_gﬂ [levices g: 1}
lgan Udpd 7808 Show v B P t
= R _ . acnetProperty
Ej g;‘;;f ; Holgzt": Bl"t”.'zu'gﬁég?BRTR 0] % Ohbject Identifier OBJECT NOTIFIGATION GLASS:0
T Do 00 130 Type OBJEGT NOTIFIGATION GLASS
""" = Device Instance 0
Address Space : 19 objects SEJ_EC: ?ame T?%Fblootﬂgl?f: Olt_.F'.SSOF
----- B RZN2L_BAGnet Solution BEC_BRTR (Device: 10) Noi?fcicat?’o": Glass b ject Hotiieation lass
""" 2 P'NP'LOG'INPUTfD ~  Friority Object[] Array
""" (2 ANALOG INPUT:1 To Off Normal 255
----- 2 ANALOGVALUED To Faul SEe
To Mormal 255
4 E Ack Required m
(# BINARY OUTPUT % | Recipient List Objectd Array
----- (@ BINARY VALUED [0 11111
----- (@ BINARY_VALUE:1 0] 001701701 50000
FILE:D Expo 5] 001/01/11 235850
MO S 1) {Natification —_— B OB JEGT DEVICE:4 194303
[&] SGHEDULE:D Subscribe 0
..... : : | T
[E] MULTLSTATE VALUED 4 [Show Notfcation ]ﬁe
----- [ MULTLSTATE_VALUE: i
- illy TRENDLOGD @& DeleteObject ption NOTIFIGATION GLASS 0
----- [2] POSITIVE INTEGER_WALLE:D #  Search
----- [5] POSITIVE INTEGER_WALLIE:1 —
----- [] NETWORK_PORT:1
----- [] NETWORK_PORT:2

Fig.4-112 Notification Class object
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Show Notification %iE1iR 3 5 & Notification Editor NBlZE £ 4D TTANRTA2ERHLET,

Ack Required I& ConfirmedEventNotification # L ET > FBIP Y 54 72 MIZEH(V HY)T
% h* UnconfirmedEventNotification Z@%1(v 7 L) 2 EERLF T,
Process Id 4 N> MERIZEZIETHLIETIY FAOTOERANY FILTT,
EventType
To_OffNormal (FIEEEKRETHETKETELRLVMKEBIZER LIZLZICARY FEMEFITVET,
To_Fault (XFEERREICEB LI-LEITAAY FEMZTVLET,
To_Normal (FIEFEKRECEB LI-EZITA R FEMZITVET,
Validity
Event BEIZEXICT HEH LBEEHFTY,
Receiver
Event BMZZ(TIATNA ADA VR AVABEFLIXIP7FLADELLNERELET,
L. IP7 FLRIEARB-BCH YT ILY T IKRYKR—FDEOERTEEEA,
Priority
& Event BENDEEIELTY . #EHIL 0~255 T,

FROTONRTF A {EZVNELFAD-OLE < & E Receiver DA ZLEELET, HITHRELEEZEE
Yabe DT/INA R VAR VABETYT, Yabe DT/INA R VAR U AEE(E A =2 —/3—D Options TE&
EAHETY , &wi&IZ Write & Read back %% ') 'v - L T Notification Editor ZFf L £,

« Motification Editor — x

Recipient List : MOTIFICATION CLASS:0
1

fick Required Frocess Id El
EventTyvpe
To_ OffMormal To_Fault To_Mormal
Walidity

Monday Tuesday ‘Wedesnday Thursday
Friday Saturday Sunday

fromTime toTime

Receiver : deviceld or IP:Port {like 4000 or 192.168.0.1:47808)

[ |

Priority

To_OffNormaI Tao_Fault Ta_Marmal

ite & Read back

Fig.4-113 Notification Editor
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|2 Address Space MY ') —h 5 ANALOG INPUT 0 (Analog_Input:0)% % ') v~ L T Properties 7 1 >
FIZF&RR S5 Out Of Service Z True [ZEIR L F£9, Out Of Service & True 123 % Z & T Present
Value Z#ZHAIgEICA Y £3, &1+ T Present Value [ High Limit(100)%Z #8183 5 & 512 100.1 #&XREL F
¥o

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

@ X
Dg\-’ices Subscrip Properties
aan UdmdTE0E ~ - | |
| Device 0 - 192.168.10.20:47808 Show .
g g;‘;q‘;f éH(}‘r?jt";fl':t”if:gﬁgg‘eRTR [l LT 100 5 Object Hentifier OBJECT_ANALOG INFUT:0
= DE\:ice IUU_— 120 - - Object Mame AMALOG IMPUT 0
= w I%j_ect Twpe 0 : Object Analog Input
Address Space : 19 objects Present Value 1001
----- B RZN2L BACret Solution BBC BRTR (Device:10) status Flags il
> Ewent State 0 : Mormal
[Out Of Service True |
Unitg 95 : No Units
""" {2 ANALOG VALLED Description ANALOG INPUT 0
""" [2 ANALOGVALUE Reliability 0 No Fault Detected
EINARY QUTPUT0 Gov Increment 1
§ BINARY OUTPLUT:A Time Delay i
§ BINARY WALUED PR Motification Class 0
§ EINARY WALUE High Limit 100
| FILE:D Expo Law Limit 0
| NOTIFISGATION GLASS 0 (Notification_Glass:0) Deadband 0
[&# SGHEDULED Limit Enable 1
-] MULTLSTATE WALLE:D Ewent Enable ik
----- [=] MULTLSTATE VALUE: 1 :Ck}?d _lT_fa"Si“D”S g‘”m
X otity Tvpe : Alarm
EE]EI -IL—EEEI'?\.II;S(I}NQFEGER WALUED 3 Ewent Time Stamps Objectd Array
----- [] POSITIVE_INTEGER WALUE:1
----- [=] NETWORK_PORT:1
----- [=] NETWORK_PORT:2

Fig.4-114 Analoginput,0 object(1)

RICEEER S 51=-0I1Z Present Value [Z High Limit(100)&#%®M 99.9 #%XE L F T,

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

@ X
De_,vices Subscrip Properties
)iz Udped 7802 - m=a | |
3 Device 0 - 192.168.10.20:47608 Show ;
| Devies 2~ 192.168.10.2086884 C1 100 15 Object Ientifier OEJECT_ANALOG INFUT0
1l RZM2L_BAChet_Solution BECG_BRTR [10] Object Mame ANALOG INPUT 0
& Device 100 - 129 W Object Tvpe 0l : Object Analog Input
Address Space : 19 objects  Present Value R
----- B RZN2L_BACnet Solution BBC_BRTR (Device:10) Status ~laes ;”_”F‘“gh —
b2 ANALOG INPUT 0 (An Qut Of Service True
ANALOG INPUT 1 (Analoe nits 35 : Mo Units
[2 ANALOG VALUED Description AMNALOG IMPUT 0
|2 ANALOG WALUEN Reliability 0: No Fault Detected
BIMARY OUTPUT:O Gov Increment 1
-1 ¢ BINARY OUTPUT:A Time Delay 0
(g BINBRY WALUED < > Matification Class 0
BIMARY WALUE: 1 High Limit 100
: FILE:D Lows Limit 0
43 MOTIFICGATION GLASS 0 (Motification_Clazs:0) Deadband 1]
[ SGHEDULED Limit Enable 11
~[) MULTLSTATE VALUED Event Enable 11
----- [] MULTLSTATE VALUE:1 :C't‘_?d Fans itians g‘”m
oty | ype B [arm
% ZEE%SEHQI'EGER_VALUE:D 5 Event Time Stamps Object[] Array
[ 2] POSITIVE_INTEGER_wALUE:1
----- [Z] METWORK_PORT:1
----- [=] METWORK_PORT:2

Fig.4-115 Analoginput,0 object(2)
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fR1+T. Devices V1> FOMBBC%#HY ') v%o LT, Alarm Summary &R L F T,

« Yet Another Bacnet Explorer - Yabe

File  Functiocns Options  Help

o X

Devices

_E_ﬂ Devices
Hagn Udpd7808

B Devige 2 - 192.168.10.20:57071

Subscrip

Shon
110

Add device

Remove device

Address Space : 19 obje

B RENIL_BAGHet

|g AMALOG IMPUT
-] ANALOG VALUE
2 ANALOG ALUE

[ SGHEDULE 0 {Schedule:l)

o] MULTLSTATE WALUED

=] MULTLSTATE WALUE

illlg TREMDLOG:N

=] POSTTIVE_ INTEGER_WALUE:D

-] POSITIVEINTEGER WALUE 1 (Pasitive_Integer_Vah

L, Send Whols
Export device DB

Time synchronize

Device control

F2

Cirl+T
Ctrl+D

(& BINARY OUTPU

7 EIINP.F{Y_OUTPLll || =TT |

Cirl+A

& BINARY WALUE{ L]  Get Properties name
(4 BINARY WALUE

Create Object
FILE®D = !

Ctrl+M
Ctrl+0

AL

NOTIFICCATION CLASS 0 (Motification_Class:0)

&

-] BACnet/IP Port (Metwork_Port:1)
=] NETWORK_PORT:2

Fig.4-116 Select Alarm Summary(1)

Fig4-17 DEBRDAA TATHRRTEINETDTEvent RELBIRD A A LRAZ T ERAD
Analoglnput,0 & 7 4 k@ Event Time Stamps & D—HEHETEET,
Ack selected alarm(s)& 2 ) v LTHAA 7RI AL E T,

~ Active Alarms on Device Id 10

Key F4 to refresh

Alarm state : Mormal
Aok _Reguired :

- BHALDG INPUT 0 (OB JEGT_AMALDG INFUTD)

il| To Offnormal since 2024701726 15:41
To Mormal since 2024/01/26 15:42:04

* « Yet Another Bacnet Explorer - Yabe
File Functions Options Help
Devices
o Udped 7808 ~
B Device 0 - 192.160.10.20:47608 Show!
41 B Device 2 - 192.168.10.20:66884 mRll

-8 RZNIL_BACnet Solution BEG_BRTR [10]

"~ Device 100 - 129

Address Space : 19 objects

oo ANALOG INPUT 0 {Analog_Input 0}
|2 ANALDG INPUT 1 {Analog Input:1}
2 ANALOGVALUED

2 ANALOG VALUE

(@ EINARY OLITPUT:0

& BINARY_OLITPUT:]

@ BINARY VALUED

& BINARY_VALLE:

| FILED

|| SGHEDULED

[-] MULTISTATE VALUED

2] MULTLSTATE VALUE

il TRENDLOGD

] POSITIVE INTEGER_VALUED

fick zelected alarmis)

1] POSITIVE_INTEGER VALUE:!
] METW{RK_PORT 1
] NETWIORK_PORT2

Ack by Yabe

RZN2L BAChet Solution BBG BRTR (Device:10)

-:éf NOTIFIGCATION GLASS 0 (Matification Class:0)

Expo

Subscrip Properties
e

! ‘

~ [Bacnetiroperty’

3 Obiject Identifier
Object Name
Object Type
Present Value
Status Flags
Event State
Qut Of Servics
Units
Description
Reliability
Caov Tnerement
Time Delay
Notification Class
High Limit
Low Limit
Deadband
Limit Enable
Event Enable
Acked Trarsitions
Notity Type

OBJECT ANALOG INPUT:0
AMALOG INPUT 0

0 Object Analog put
299

oot

0+ Normal

True

95 : No Units
ANALOG INPUT 0

0+ No Fault Detected
1

0
0
o
0

0
11
il
1

0 #larm

v [Event Tims Stamps
To Off Hormal
To Fault
To Hormal

Tbject] Array

024701725 154141
001701701 60000
5024/11725 154200

Fig.4-117 Select Alarm Summary(2)
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R@D Wireshark 3+ 7 F ¥ E&ILER

BT 561

- =

[ ]

BALE—EDFIEZIToI-EEDY—ERERE ACk WERTEET,
No.14074 @ Who-Is H— E X E3R[d B-BC A" Notification Editor TR E
TWEYT, (DM-DDB-A)

L 7= Recipient ® IP 7 F L X &

No0.14075 ® I-Am (& Recipient(Yabe) D inZ& L TWLWET, B-BCIE. TD FAMD S T/NA R4 U RZ VR
£E(2)M Recipient ® IP 7 KL X £#5(+%7. (DM-DDB-A)

No0.14076 I& OffNormal [ZEF L 1= & =d B-BC H 5 M ConfirmedEventNotification T3,
No0.14077 I% Recipient i 5 M Ack TI,
No0.14096 I Normal IZ#&F L 1= & £® B-BC H 5 M ConfirmedEventNotification T,

No.14114 [% Recipient 5 5 0 GetEventinformation —E XERTY, THIXFIETEREAL 1= Alarm
Summary ZEIRLIZEEN MY HERDIY—ERERTY,

No.14145 [ B-BC I 5 DFERIEE Ack TY .
No0.14140 & 14142 [& Recipient A 5 0 AcknowledgeAlarm 4 —EXBRTY, NIEFIETHBALES
A4 785 ® Ack selected alarm(s)& 7 ) w9 LTz&EN M) HEHLEH—ERERTY, B-BC

M 5@E%0 L 7= Offnormal &% & Normal B#®D 2 [B]15 0 Event :@&N(Zx19 % AcknowledgeAlarm
-U-_ t\‘zg*_c-d_o

No.14144 [ AcknowledgeAlarm H—E R BR CTEINRHFTA RN FDE A LR 2V TH B-BC & —
B LT=-C & #@BE1T 5 ConfirmedEventNotification T3,

R ErESTR - 0o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
md @ RERes==F¢ 5|2 aaaH
| ‘bacne'turbvlc or ntp ‘93 '}+
Mo, Time Source Destination Protocol Length  Info ~
14840 15:41:01.079354 192.168.10.20 192.168.10.10 BACnet-APDU 67 Confirmed-REQ writeProperty[ 5] notification-class,@ priority
14841 15:41:81.122285 192.168.10.1@ 192.168.10.20 BACnet-APDU 68 Simple-ACK writeProperty[ 5]
14842 15:41:81.124945 192.168.18.20 192.168.10.18 BACnet-APDU 85 Confirmed-REQ writeProperty[ 6] notification-class,® recipient-1list device,2
14843 15:41:01.172281 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK writeProperty[ 6]
14844 15:41:81.175894 192.168.10.28 192.168.18.18 BACnet-APDU 63 Confirmed-REQ readPropertyMultiple[ 7]
14845 15:41:01.222272 192.168.10.10 192.168.10.20 BACnet-APDU 96 Complex-ACK readPropertyMultiple[ 7]
14855 15:41:14.785@841 192.168.10.20 192.168.10.18 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 8]
14856 15:41:14.803406 192.165.10.10 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 8]
14678 15:41:41.418882 192.168.10.20 192.1658.10.10 BACnet-APDU 68 Confirmed-REQ writeProperty[ 9] analog-input,® present-value
14871 15:41:41.428395 192.168.18.18@ 192.168.18.28 BACnet-APDU 68 Simple-ACK writeProperty[ 9]
14872 15:41:41.427883 192.168.10.20 192.168.10.10 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 18]
14873 15:41:41.478378 192.168.10.18@ 192.168.18.28 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 18]
14874 15:41:41.965644 192.168.10.10 192.168.10.255 BACnet-APDU 6@ Unconfirmed-REQ who-Is 2 2
14875 15:41:41.967143 192.168.10.20 192.168.10.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,2
14876 15:41:41.975244 192.168.1@.10 192.168.10.20 BACnet-APDU 135 Confirmed-REQ confirmedEventNotification[ 1] dewice,l1@ analog-input,®
14877 15:41:42.885927 192.168.10.20 192.168.10.18 BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 1]
14892 15:42:84.893371 192.168.1@.20 192.168.1@.18 BACnet-APDU 68 Confirmed-REQ writeProperty[ 11] analog-input,® present-value
14893 15:42:84.896816 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK writeProperty[ 11]
14894 15:42:84.988854 192.168.10.28 192.168.18.18 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 12]
14895 15:42:04.946959 192.168.10.10 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 12]
14896 15:42:84.956818 192.168.10.10 192.168.10.28 BACnet-APDU 153 Confirmed-REQ confirmedEventNotification[ 2] dewice,1® analog-input,®
14897 15:42:04.988255 192.168.10.20 192.168.10.10 BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 2]
14114 15:42:29.115625 192.168.10.20 192.168.10.18 BACnet-APDU 52 Confirmed-REQ getEventInformation[ 13]
14115 15:42:29.148581 192.168.1@.1@ 192.168.1@.28 BACnet-APDU 116 Complex-ACK getEventInformation[ 13] analog-input,®
14148 15:43:13.254837 192.168.10.20 192.168.10.10 BACnet-APDU 183 Confirmed-REQ acknowledgeAlarm[ 14] analog-input,®
14141 15:43:13.256672 192.168.10.18 192.168.18.28 BACnet-APDU 68 Simple-ACK acknowledgeAlarm[ 14]
14142 15:43:13.257696 192.168.19.20 192.168.10.1@ BACnet-APDU 183 Confirmed-REQ acknowledgeAlarm[ 15] analog-input,@
14143 15:43:13.386732 192.168.10.1@ 192.168.10.20 BACnet-APDU 68 Simple-ACK acknowledgeAlarm[ 15]
14144 15:43:13.976788 192.168.1@.10 192.168.10.20 BACnet-APDU 186 Confirmed-REQ confirmedEventNotification[ 3] dewice,l1@ analog-input,®
L 14145 15:43:13.981168 192.168.18.28 192.163.10.18 BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 3] v
< >
Internet Protocol Version 4, Src: 192.168.10.2@, Dst: 192.168.10.1@ - 74 98 58 18 f9 ed 7c c2 b 1lc 9a fe @3 8@ 45 @@ t.P | E
User Datagram Protocol, Src Port: 56884, Dst Port: 47808 0@ 25 eb 32 40 B0 50 11 @6 00 cb aB @a 14 cb as %-2@
BACnet Virtual Link Control 8a ©a de 34 ba c@ 88 11 95 91 81 @a @0 89 81 a8 4
Building Automation and Control Metwork MPDU 28 83 ez
v Building Automation and Control Network APDU
881e .... = APDU Type: Simple-ACK (2)
Invoke ID: 3
Service Choice: confirmedEventNotification (2)
v
< > < >
O 7 wireshark_{—#%u} 110UTGI2.pcapng Packets: 14211- Displayed: 509 (3.6%) Profile: Default

Fig.4-118 EventNotification capture image
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4.6.4 AtomicReadFile

VTS H 5 D AtomicReadFile Z&iBAL 1= 4511 EH SR 2L, Yabe Mo DHREFIRIZ DLV TERAL

i?—o
Yabe A9 4% & PC LIZB-BC i

Yabe @ Options /5 Settings BEIEm#/EE T,
Yabe #Hi#2& L. Add Device #1TL\E T,

BAELETID7AIVERETEET,

UdpMaxPayload % 480 ICEE L F T, R LI-HGE(E

Settings

o= |21

GUI_SubscriptionGolumns

0:39:1:60:2:60:3:147:4:60:5:60:6:60:7:36 A

IPv6_Support False

MSTP _DisplayFreeAddresses True

MSTP_LogState Machine False

Plugins CheckReliability, CheckStatusFlaes,
Segments_Max 65

Segments_ProposedWindowSize 20

Settings Uperade Required False

ShowDescriptionhenlsefull False
Subscriptions_IssueContirmedhotifies  False

Subscriptions_Lifetime 120

Subscriptions_ReplacementPollingPerio 1000
TimeSynchronize_UTC False
Udp_DontFragment False

Udp_ExclusiveUseOfSocket alse
Udp_MaxPayload 480 |
UsePolling By Default rue

Vertical Object_Splitter Orientation False
YabeDeviceld 2

Udp_MaxPayload

Some settings may require a restart of the program

Fig.4-119 Udp_MaxPayload setting of Yabe

Address Space 7 1 > Ko ® FILE O(File:0)%3ER L. £% ') v % T Download File ZZERLE I,

« Yet Another Bacnet Explorer - Yabe
File
& X
Devices
B Devices
Udp:d 7808
d Device 2 - 192168.10.20:51031

3| RZN2L_BAGHet Solution BBC_BRTR [10]
B Device 100 - 129

Functions Options Help

Address Space : 19 objects
B RZNIL_BAGhet Solution_BBG_BRTR (Device: 10)
----- = ANALOG_INPUT:O
----- [ AMNALOG INPUT:
& ANALOG WwALUE:D
----- | ANALOG_ wALUE
----- 4 BINARY COUTPUT:O
i 4 BIMARY_OUTPUTH
------ i BINARY_ WALUED
& EINARY WaLUEA

= Subscribe
[ | Download File |
Upload File

| SCHEDULE:D
MULTLSTATE
MULTLSTATE Y
fllly TRENDLOG) | o5 DeleteObject
] POSITIVE IMTE( e
----- [ POSITIVE INTE! -
----- [] NETWORK_PORT:1
] NETWORK_PORT:2

Search

Fig.4-120 Select Download File
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ROFATATTI7ANBEFITTRELES, Done Ry 7y TEEDOKEV VI LET,

« BEERTTRE X
+ ‘ C:¥Users¥71768836¥BAChet¥20240129%F) | & FilesDi&%E -]
B~ HLLIAS- )
A g B E5EE 25
& 9497 FIHR
FlashData.bi 24/01/29 14:40 BIN
W F2ohT 1] FlashData.bin Aoz
Fvo-F
; - Done X
|2 FFadvk v < >
774 b4 (N): [FlashDatabin | <]
T4 LOEE(T): " o Done
~ JANS-0FET FE(S) Foutll
Fig.4-121 Save file with file name
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4.6.5 AtomicWriteFile

i?—o

Yabe ##ATSL VISOLIITHex T—2 A R Y—L(AVTUY)

VTS 5 5 D AtomicWriteFile #ERBAL 1= 4512 EH BB f2& 1LY, Yabe oD

=1 —]

axX &

FIEICDLNTERBAL

BHITAHCEHKPCENS DY

AINEBRTEET, BRSNS 7 7 1 )LIL AtomicReadFile TRELEZIZ7AILDIEEH/LET,
Address Space 7« > F™o® FILE O(File:0)Z&:#iRL. &4 ') v ¥ T Upload File Z:#IRLET,

« Yet Another Bacnet Explorer - Yabe
File
o X

Devices

_Eﬂ Devices

oy Udpd 7808

B Device 2 - 192.168.10.20:61031

B RZN2L_BAGnet Solution BBG_BRTR [10]
B Device 100 - 129

Functions  Options  Help

Address Space : 19 objects
B RZM2L_BACnet_Solution_ BEEG_BRTR (Device: 10}
----- [ ANALOG_INPUTO
& ANALOGINPUT:
----- 2 ANALOG VALUED
----- [ ANALOG YALUEA
----- & BINARY OUTPUT:O
( BINARY OUTPUT:
------ (& BINARY WALUED
& EIMARY WALUE

Y FILE 0 (File:0}

= 1 ] Subscribe
..... j SCHEDULED | |  Download File
..... | MULTLSTATE_ :
B MULTLSTATE || Upload File ||
~flls TRENDLOGA | 48 DeleteObject
..... (] POSTTTVE INTE] g8 Search
..... [=] POSITTVE INT

[] METWORK_PORT:1
----- [2] NETWORK_PORT:2

Fig.4-122 Select Upload File

ROFATATTI7AINEERLTCHEFET, Done Ry T7 vy TEED OKZEY ) vy LET,

=l X
+ <« BACnet » 20240129 » Files v O il = y-]
2E > HlLTals- ~ @
- z@ ) EEET &
- 2024/01/28 150 BIN
B FAokT L] FlashData bin .
¥ Fov0-F
A Frao - ”
= ¥0Fe
e v £ >
Done
774 L% (N): | FlashData.bin ~ o
EE) Fotl

Fig.4-123 Open file
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4.6.6 ReinitializeDevice

;¥E) ReinitializeDevice Y —E R (X2 —45 v b TNA RZ Uty FLET, TNy HEHRKEDBAIE
RSK7R—KF®M S3RESET 7YY a R4 v F(FR)FWMLTTNYHEREHEBRL TS0, TNy HiEG
REDFET, COY—EREETTSHEBBCHY J—kLTI-#% Ethemet BIEAHEILLEE A,

VTS H 5 ) ReinitializeDevice # 459 = TEBLE L= Yabe NS DB EFIBIZDWTEHBEALET .
HIBREIE) ReinitializeDevice M LLT D State /85 A —4 % B-BC [IFXHYR— T,
STARTBACKUP, ENDBACKUP, STARTRESTORE, ENDRESTORE, ABORTRESTORE

Yabe ZF AT 5L VISHOBIRTELGMN o= —E R/ A —4% ACTIVATE_CHANGES #:&iIRT=& &
9, Password [Zfilister Z AALTOKZV YU wHo LET, OKIRy T7yvTDOKZEYYwH LET,

+ Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

@ X
Devices Subserip Properties
B4 Devices %ji 4] |
sgn Udpet 7808 Show| P
-8 Device 3 - 142.168.1020-51031 aenalhibnery
=t =] > Obiect Identifier
& Add device

Device 100 - 124

I Remove device

Address Space : 10 objects
- B RZN2L_BACnet Solution BBG_BRTR (Device:1l L, Send Whols F2
-2 ANALOG INPUTO
E ANALOG INPLT:1 4 Export device DB
3 @ ANALOG_VALUED L Time synchronize Cirl+T
B ANALOG WALLE] | L IDe'vice control I Ctrl+D
(@ BINARY_OUTPUT0

i@ BINARY OUTPUT1 ,  Alarm Summary Ctrl+A
(4 BINARY VALUED [E Get Properties name Ctrl+N
(a# EINARYVALLE 4% Create Object Ctre0

SR FILE 0 (File:0)
- .%f NOTIFIGATIOM CLASS0
(%] SGHEDULE:D
-] MULTLSTATE_WALUE:D
<[] MULTLSTATE WALUE:1
filly TRENDLOG:D
(] POSITIVE INTEGER_VALUE:D
<[] POSITIVE INTEGER WALUE: |
[] NETWORK_PORT
<[] NETWORK_PORT:2

Fig.4-124 Select Device control

Device Communication Control n

Action

Communication ()

Reinitialize

Communicatio

Diz

STARTRESTORE Device Communication Control X
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5. #EARE
AETEH, E4 T2z bOTONRTAPHELE, KYUTILY T MIEFBEIRTA—FFZEICDN
THBALES,

51 #EAE
RYUTINYITIRDEF T MIBF2TAONRTF A ONRSTA—SDOWPEEZRLET,

RUHEOEREAZIZDOLTIEIRD Reference I REahi=) voIcRE LTHYET,

5.1.1 Ethernet MAC address(IP)
A—H2Yy FOMACT FLRFREIELTETORY FI)—IHFIZT—RICEIVIRONDLDTID
T. 521 E%5EICTRSKAR— FEICEBIZEREL T EEL,

TR — BACnet/IP v k7 —9 LIZEHD RSKR— F &R T A GRIFBTERE L TLIZELY,

Table 5-1 Ethernet MAC address

No. Ethernet MAC address(IP) Initial value Reference
MAC address printed on CN14 | uint8_t g_ether0_mac_address[6] = { 0x00, 0x11, 0x22,
1 of RSK board 0x33, Ox44, 0x55 }; 5.2.1 Ethernet MAC address(IP)
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5.1.2 Device

TNARF T2z bOTANRT A EEERLET,

Table 5-2 Device,10 object properties

4
o

Object Property

Initial value

Reference

object-identifier

device, 10

5.2.2 Device instance

object-name

RZN2L_BACnet_Solution_BBC_BRTR

5.2.3 Device name

object-type

device (8)

system-status

operational (0)

vendor-name

UTF-8 'Renesas Electronics Corporation'

vendor-identifier

(Unsigned) 9999

model-name

UTF-8 'RZN2L_BBC_BRTR'

firmware-revision

UTF-8'1.0.0"

application-software-
version

© [N |RWIN|—

UTF-8'1.0.0"

protocol-version

(Unsigned) 1

i Y
2o

protocol-revision

(Unsigned) 23

12 protocol-service-supported

acknowledgeAlarm = TRUE
getAlarmSummary = TRUE
subscribeCOV = TRUE
atomicReadFile = TRUE
atomicWriteFile = TRUE
readProperty = TRUE
readPropertyMultiple = TRUE
writeProperty = TRUE
writePropertyMultiple = TRUE
deviceCommunicationControl = TRUE
reinitializeDevice = TRUE

i-Am = TRUE
timeSynchronization = TRUE
who-Has = TRUE

who-Is = TRUE

readRange = TRUE
utcTimeSynchronization = TRUE
getEventinformation = TRUE

device,10

protocol-object-type-

13 supported

analog-input = TRUE
analog-value = TRUE
binary-output = TRUE
binary-value = TRUE
device = TRUE

file = TRUE
notification-class = TRUE
schedule = TRUE
multi-state-value = TRUE
trend-log = TRUE
positive-integer-value = TRUE
network-port = TRUE

14 object-list

device, 10
network-port, 1
network-port, 2
analog-input, 0
analog-input, 1
analog-value, 0
analog-value, 1
binary-output, 0
binary-output, 1
binary-value, 0
binary-value, 1
notification-class, 0
multi-state-value, 0
multi-state-value, 1
trend-log, 0

file, 0
positive-integer-value, 0
positive-integer-value, 1
schedule, 0

5.2.4 Number of objects

15 max-apdu-length-accepted

(Unsigned) 480

16 segmentation-supported

no-segmentation (3)

17 apdu-timeout

(Unsigned) 3000

18 number-of-apdu-retries

(Unsigned) 3

19 device-address-binding

Deviceldentifier:-

empty
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No. Object Property Initial value Reference

network-number:-
MAC-address:Port:-

20 database-revision (Unsigned) 3

21 max-master (Unsigned) 127

22 max-info-frames (Unsigned) 1

23 description UTF-8 'Renesas RZN2L BACnet_Solution'

24 local-time 0:01:34.0 A.M. = 00:01:34.0

25 utc-offset (Signed) -540 5.2.5 UTC_Offset
26 local-date January 1, 2000, (Day of Week = Saturday)

27 daylights-savings-status FALSE

28 location UTF-8 'Tokyo,Japan'

Subscription 1
Recipient>Recipient Process>Recipient
network-number:-
MAC-address:-
Port:-
29 active-cov-subscriptions Processldentifier:- empty
Monitored Property Reference
Objectldentifier:-
Property Identifier:-
Issue Confirmed Notifications:-
Time Remaining:-

system-status (112)
vendor-name (121)
vendor-identifier (120)
model-name (70)
firmware-revision (44)
application-software-version (12)
protocol-version (98)
protocol-revision (139)
protocol-services-supported (97)
protocol-object-types-supported (96)
object-list (76)
max-apdu-length-accepted (62)
segmentation-supported (107)
apdu-timeout (11)
number-of-APDU-retries (73)
device-address-binding (30)
database-revision (155)
max-master (64)
max-info-frames (63)
description (28)

local-time (57)

utc-offset (119)

local-date (56)
daylights-savings-status (24)
location (58)
active-cov-subscriptions (152))

30 property-list
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5.1.3 Analog Input

Table 5-3 Analoglnput,0 object properties

notification-class (17)
high-limit (45)

low-limit (59)
deadband (25)
limit-enable (52)
event-enable (35)
acked-transition (0)
notify-type (72)
event-time-stamp (130)

No. Object Property Initial value Reference
1 object-identifier analog-input, 0
2 object-name ANALOG INPUT 0
3 object-type analog-input (0)
4 present-value 0.0
in-alarm = FALSE
. fault = FALSE
5 status-flags (Bit String) (FFFF) overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)
9 description UTF-8 '"ANALOG INPUT 0'
10 reliability no-fault-detected (0)
11 cov-increment 1.000000 (Real)
12 time-delay (Unsigned) 0
13 notification-class (Unsigned) 0
14 high-limit 100.000000 (Real)
15 low-limit 0.000000 (Real)
16 deadband 0.000000 (Real)
17 limit-enable (Bit String) (TT) 'rﬁ‘é"r']'_'l’i“n'\tit‘szFgUEE
to-offnormal = TRUE
18 event-enable (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE
to-offnormal = TRUE
19 | analog-input,0 acked-transition (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE
20 Notify Type alarm (0)
TO-OFFNORMAL | Date:any
ime: any
21 eventTimeStamps | TO-FAULT _Il?gte.. any
ime: any
TO-NORMAL Date: any
ime: any
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
units (117)
description (28)
reliability (103)
cov-increment (22)
2 property-list time-delay (113)

Table 5-4 Analoglinput,1 object properties

No. Object Property Initial value Reference
1 object-identifier analog-input, 1
2 object-name ANALOG INPUT 1
3 object-type analog-input (0)
4 present-value 0.0
in-alarm = FALSE
analog-input, 1 . . fault = FALSE
5 status-flags (Bit String) (FFFF) overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)
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No. Object Property Initial value Reference
9 description UTF-8 'ANALOG INPUT 1'

10 reliability no-fault-detected (0)

11 cov-increment 1.000000 (Real)

12 time-delay (Unsigned) 0

13 notification-class (Unsigned) 0

14 high-limit 100.000000 (Real)

15 low-limit 0.000000 (Real)

16 deadband 0.000000 (Real)

17 limit-enable (Bt String) (TT) low-limit = TRUE

high-limit = TRUE

to-offnormal = TRUE
18 event-enable (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE

to-offnormal = TRUE
19 acked-transition (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE

20 Notify Type alarm (0)
TO-OFFNORMAL | Date:any
Time: any
21 eventTimeStamps | TO-FAULT _II?_ate:. any
ime: any
TO-NORMAL Date: any
Time: any

present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
units (117)
description (28)
reliability (103)
cov-increment (22)
time-delay (113)
notification-class (17)
high-limit (45)
low-limit (59)
deadband (25)
limit-enable (52)
event-enable (35)
acked-transition (0)
notify-type (72)
event-time-stamp (130)

22 property-list
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5.1.4 Analog Value

Table 5-5 AnalogValue,0 object properties

No. Object Property Initial value Reference
1 object-identifier analog-value, 0
2 object-name ANALOG VALUE 0
3 object-type analog-value (2)
4 present-value (real) 0
in-alarm = FALSE
) ) fault = FALSE
5 status-flags (Bit String) (FFFF) -
overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)
9 description UTF-8 '"ANALOG VALUE 0'
10 cov-increment 1.000000 (Real)
11 time-delay (Unsigned) 0
12 notification-class (Unsigned) 4194303
13 high-limit 0.000000 (Real)
14 low-limit 0.000000 (Real)
15 deadband 0.000000 (Real)
- e low-limit = FALSE
16 limit-enable (Bit String) (TT) high-limit = FALSE
to-offnormal = FALSE
17 nalog-value 0 event-enable (Bit String) (TTT) to-fault = FALSE
analog-value, to-normal = FALSE
to-offnormal = TRUE
18 acked-transition (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE
19 Notify Type alarm (0)
TO-OFFNORMAL | Date:any
Time: any
20 eventTimeStamps TO-FAULT .':r’.ate:_ any
ime: any
TO-NORMAL Date: any
Time: any
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
units (117)
description (28)
cov-increment (22)
time-delay (113)
21 property-list notification-class (17)
high-limit (45)
low-limit (59)
deadband (25)
limit-enable (52)
event-enable (35)
acked-transition (0)
notify-type (72)
event-time-stamp (130)

Table 5-6 AnalogValue,1 object properties

No. Object Property Initial value Reference
1 object-identifier analog-value, 1
2 object-name ANALOG VALUE 1
3 object-type analog-value (2)
analog-value,1
4 present-value (real) 0
. . in-alarm = FALSE
5 status-flags (Bit String) (FFFF)
fault = FALSE
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No. Object Property Initial value Reference
overridden = FALSE
out-of-service = FALSE

6 event-state normal (0)

7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)

9 description UTF-8 '"ANALOG VALUE 1'

10 cov-increment 1.000000 (Real)

11 time-delay (Unsigned) 0

12 notification-class (Unsigned) 4194303

13 high-limit 0.000000 (Real)

14 low-limit 0.000000 (Real)

15 deadband 0.000000 (Real)

. . . low-limit = FALSE

16 limit-enable (Bit String) (TT) high-limit = FALSE
to-offnormal = FALSE

17 event-enable (Bit String) (TTT) to-fault = FALSE
to-normal = FALSE
to-offnormal = TRUE

18 acked-transition (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE

19 Notify Type alarm (0)

TO-OFFNORMAL | Date:any
Time: any
20 eventTimeStamps TO-FAULT Date: any
ime: any
TO-NORMAL Date: any
Time: any
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
units (117)
description (28)
cov-increment (22)
time-delay (113)
21 property-list notification-class (17)
high-limit (45)
low-limit (59)
deadband (25)
limit-enable (52)
event-enable (35)
acked-transition (0)
notify-type (72)
event-time-stamp (130)
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5.1.5 Binary Output

Table 5-7 BinaryOutput,0 object properties

No Object Property Initial value Reference
1 object-identifier binary-output, 0
2 object-name BINARY OUTPUT 0
3 object-type binary-output (4)
4 present-value (enum index) 0
5 in-alarm = FALSE
6 . . fault = FALSE
status-flags (Bit String) (FFFF) -
7 overridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)
10 out-of-service FALSE 5.2.16 OutOfService
11 polarity 0
12 priority-array[1] NULL
13 priority-array[2] NULL
14 priority-array[3] NULL
15 priority-array[4] NULL
16 priority-array[5] NULL
17 priority-array[6] NULL
18 priority-array[7] NULL
19 priority-array[8] NULL
20 priority-array[9] NULL
21 priority-array[10] NULL
22 | binary-output,0 priority-array[11] NULL
23 priority-array[12] NULL
24 priority-array[13] NULL
25 priority-array[14] NULL
26 priority-array[15] NULL
27 priority-array[16] NULL
28 relinquish-default 0
29 Current-command-priority | NULL
30 Reliability no-fault-detected (0)
31 description UTF-8 'BINARY OUTPUT 0'
32 active-text UTF-8 'Active’
33 inactive-text UTF-8 'Inactive’
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
polarity (84)
priority-array (87)
34 property-list

relinquish-default (104)
current-command-priority (431)

reliability (103)
description (28)
active-text (4)
inactive-text (46)

Table 5-8 BinaryOutput,1 object properties

No. Object Property Initial value Reference
1 object-identifier binary-output, 1
2 object-name BINARY OUTPUT 1
3 | binary-output,1 object-type binary-output (4)
4 present-value (enum index) 0
5 status-flags (Bit String) (FFFF) | in-alarm = FALSE
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No. Object Property Initial value Reference
6 fault = FALSE
7 overridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)

10 out-of-service FALSE 5.2.16 OutOfService
11 polarity 0
12 priority-array[1] NULL
13 priority-array[2] NULL
14 priority-array[3] NULL
15 priority-array[4] NULL
16 priority-array[5] NULL
17 priority-array[6] NULL
18 priority-array[7] NULL
19 priority-array[8] NULL
20 priority-array[9] NULL
21 priority-array[10] NULL
22 priority-array[11] NULL
23 priority-array[12] NULL
24 priority-array[13] NULL
25 priority-array[14] NULL
26 priority-array[15] NULL
27 priority-array[16] NULL
28 relinquish-default 0
29 Current-command-priority | NULL
30 Reliability no-fault-detected (0)

31 description UTF-8 'BINARY OUTPUT 0'

32 active-text UTF-8 'Active’

33 inactive-text UTF-8 'Inactive’

present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
polarity (84)

) priority-array (87)

34 property-list relinquish-default (104)

current-command-priority (431)
reliability (103)
description (28)
active-text (4)
inactive-text (46)

5.1.6 Binary Value

Table 5-9 BinaryValue,0 object properties

No. Object Property Initial value Reference
1 object-identifier binary-value, 0
2 object-name BINARY VALUE 0
3 object-type binary-value (5)
4 present-value (enum index) 0
5 in-alarm = FALSE
61 status-flags (Bit String) (FFFF)  [[ault= FALSE
7 | binary-value,0 overridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)
10 out-of-service FALSE 5.2.16 OutOfService
11 description UTF-8 'BINARY VALUE 0'
12 reliability no-fault-detected (0)
13 priority-array[1] NULL
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No. Object Property Initial value Reference
14 priority-array[2] NULL
15 priority-array[3] NULL
16 priority-array[4] NULL
17 priority-array[5] NULL
18 priority-array[6] NULL
19 priority-array[7] NULL
20 priority-array[8] NULL
21 priority-array[9] NULL
22 priority-array[10] NULL
23 priority-array[11] NULL
24 priority-array[12] NULL
25 priority-array[13] NULL
26 priority-array[14] NULL
27 priority-array[15] NULL
28 priority-array[16] NULL
29 relinquish-default 0
30 current-command-priority| NULL
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
31 property-list description (28)
reliability (103)
priority-array (87)
relinquish-default (104)
current-command-priority (431)
Table 5-10 BinaryValue,1 object properties
No. Object Property Initial value Reference
1 object-identifier binary-value, 1
2 object-name BINARY VALUE 1
3 object-type binary-value (5)
4 present-value (enum index) 0
5 in-alarm = FALSE
6 . . fault = FALSE
7 status-flags (Bit String) (FFFF) verridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)
10 out-of-service FALSE 5.2.16 OutOfService
11 description UTF-8 'BINARY VALUE 1'
12 reliability no-fault-detected (0)
13 priority-array[1] NULL
14 priority-array[2] NULL
15 priority-array[3] NULL
16 priority-array[4] NULL
17 ) priority-array[5] NULL
1g | binary-value,1 priority-array[6] NULL
19 priority-array[7] NULL
20 priority-array[8] NULL
21 priority-array[9] NULL
22 priority-array[10] NULL
23 priority-array[11] NULL
24 priority-array[12] NULL
25 priority-array[13] NULL
26 priority-array[14] NULL
27 priority-array[15] NULL
28 priority-array[16] NULL
29 relinquish-default 0
30 current-command-priority] NULL
present-value (85)
status-flags (111)
31 property-list event-state (36)
out-of-service (81)
description (28)
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No. Object Property Initial value Reference
reliability (103)

priority-array (87)
relinquish-default (104)
current-command-priority (431)

5.1.7 File

Table 5-11 File,0 object properties

No. Object Property Initial value Reference
1 object-identifier file, 0
2 object-name FILEO
3 object-type file (10)
4 file-type UTF-8 "application/octet-stream’
5 file-size (Unsigned) 148
L Date: April 1, 2006, (Day of Week = Saturday)
6 modification-date Time: 7:00:03.1 A.M. = 07:00:03.1
7] archive FALSE
g | file,0 read-only FALSE
9 file-access-method stream-access (1)
10 description UTF-8 'FlashData.bin’
file-type (43)
file-size (42)
modification-date (71)
11 property-list archive (13)
read-only (99)
file-access-method (41)
description (28)

5.1.8 Notification Class

Table 5-12 Notification Class,0 object properties

To _Normal = TRUE

No. Object Property Initial value Reference
1] object-identifier notification-class, 0
| 2 | object-name NOTIFICCATION CLASS 0
| 3 | object-type notification-class (15)
| 4 | notification-class (Unsigned) 0
To Off ormal (Unsigned) 255

5 priority To Fault (Unsigned) 255

L To Normal (Unsigned) 255
To_OffNormal = TRUE
6 ack-required (Bit String) (TTT) To_Fault = TRUE

Monday = TRUE
Tuesday = TRUE
Wednesday = TRUE
valid Days (Bit String) (TTTTTTT) | Thursday = TRUE
Friday = TRUE
Saturday = TRUE
Sunday = TRUE

Notification-class,0

o from time 00:00:00.0

7 recipient-list 45 ime 23:59:59.0
Deviceldentifier device, 4194303
Processldentifier | 0

issue confirmed

notifications TRUE
to-offnormal = TRUE
transitions (Bit String) (TTT) to-fault = TRUE
. to-normal = TRUE
8 description UTF-8 'NOTIFICATION CLASS 0'
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No. Object Property Initial value Reference
notification-class (17)
priority (86)
9 property-list ack-required (1)
recipient-list (102)
description (28)
5.1.9 Schedule
Table 5-13 Schedule,0 object properties
No. Object Property Initial value Reference
1 object-identifier schedule, 0
2 object-name SCHEDULE 0
3 object-type schedule (17)
4 Present Value (enum index) 1
January 1, any year,
5 effective-period (Day of Week = any day of week)
December 31, any year,
(Day of Week = any day of week)
6 schedule-default 0
list-of-object- Objectldentifier binary-output, 0
7 property- Property Identifier present-value (85)
references Deviceldentifier device, 100
8 priority-for-writing (Unsigned) 16
in-alarm = FALSE
. . fault = FALSE
9 status-flags (Bit String) (FFFF) overridden = FALSE
out-of-service = FALSE
10 reliability no-fault-detected (0)
11 out-of-service FALSE
12 description UTF-8 'SCHEDULE 0'
Mond Time 00:00:00.0
schedule,0 onday Value 0
Tuesda Time 00:00:00.0
Y Value 0
Time 00:00:00.0
Wednesday Value 0
weekly- Time 00:00:00.0
13 schedule Thursday Value 0
Frida Time 00:00:00.0
i Value | 0
Time 00:00:00.0
Saturday Value 0
Time 00:00:00.0
Sunday Value | 0
present-value (85)
effective-period (32)
schedule-default (174)
list-of-object-property-references (54)
14 property-list priority-for-writing (88)

status-flags (111)
reliability (103)
out-of-service (81)
description (28)
weekly-schedule (123)
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5.1.10 Multi State Value

Table 5-14 MultiStateValue,0 object properties

No. Object Property Initial value Reference
1 object-identifier multi-state-value, 0
2 object-name MULTISTATE VALUE 0
3 object-type multi-state-value (19)
4 present-value (uint) 1
in-alarm = FALSE
. . fault = FALSE
5 status-flags (Bit String) (FFFF) -
overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 ) out-of-service FALSE 5.2.16 OutOfService
] multi-state-value,0 -
8 number-of-states (Unsigned) 3 5.2.6 Number of states
9 description UTF-8 'MULTISTATE VALUE 0'
UTF-8 'State 1'
10 state-text[0][3][64] UTF-8 'State 2' 5.2.7 State text
UTF-8 'State 3'
present-value (85)
status-flags (111)
event-state (36)
1 property-list out-of-service (81)
number-of-states (74)
description (28)
state-text (110)

Table 5-15 MultiStateValue,1 object properties

-
o

No. Object Property Initial value Reference
1 object-identifier multi-state-value, 1
2 object-name MULTISTATE VALUE 1
3 object-type multi-state-value (19)
4 present-value (uint) 1
in-alarm = FALSE
) ) fault = FALSE
5 status-flags (Bit String) (FFFF) -
overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
——1 multi-state-value,1 -
8 number-of-states (Unsigned) 3 5.2.6 Number of states
9 description UTF-8 'MULTISTATE VALUE 1'

state-text[1][3][64]

UTF-8 'State 1'
UTF-8 'State 2'
UTF-8 'State 3'

5.2.7 State text

property-list

present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
number-of-states (74)
description (28)
state-text (110)
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5.1.11 Trend Log

Table 5-16 Trend Log,0 object properties

No. Object Property Initial value Reference
1 object-identifier trend-log, O
2 object-name TREND LOG 0
3 object-type trend-log (20)
4 enable TRUE
5 stop-when-full FALSE
6 buffer-size (Unsigned) 1000
7 log-buffer
8 record-count (Unsigned) 0
9 total-record-count (Unsigned) 0
10 event-state normal (0)
11 logging-type polled (0)
in-alarm = FALSE
(Bit | fault = FALSE
12 status-flags String) -
(FFFF) overridden = FALSE
trendlog,0 out-of-service = FALSE
13 description UTF-8 'TREND LOG 0'
Date January 1, 2009,
14 start-time (Day of Week = Thursday)
Time 00:00:00.0
Date December 22, 2020,
15 stop-time (Day of Week = Tuesday)
Time 23:59:59.99
) Objectldentifier: analog-input, 0
16 log-device- Property Identifier | present-value (85)
object-property - — -
Deviceldentifier device, 10
17 log-interval (Unsigned) 90000
18 align-intervals TRUE
19 interval-offset (Unsigned) 0
20 trigger FALSE
enable (133)
stop-when-full (144)
buffer-size (126)
log-buffer (131)
record-count (141)
total-record-count (145)
event-state (36)
logging-type (197)
21 property-list status-flags (111)
description (28)
start-time (142)
stop-time (143)
log-device-object-property (132)
log-interval (134)
align-intervals (193)
interval-offset (195)
trigger (205)
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5.1.12 Positive Integer Value

Table 5-17 PositivelntegerValue,0 object properties

No. Object Property Initial value Reference
1 object-identifier positive-integer-value, 0
2 object-name POSITIVEINTEGER VALUE 0
3 object-type positive-integer-value (48)
4 present-value (uint) O
5 in-alarm = FALSE
6 o fault = FALSE
- status-flags (Bit String) (FFFF) -
7 overridden = FALSE
8 out-of-service = FALSE
g | positive-integer-value,0 | nits No Units (95)
10 description UTF-8 'POSITIVEINTEGER VALUE 0'
11 event-state normal (0)
12 out-of-service FALSE 5.2.16 OutOfService
present-value (85)
status-flags (111)
" units (117)
13 property-list description (28)
event-state (36)
out-of-service (81)

Table 5-18 PositivelntegerValue,1 object properties

No. Object Property Initial value Reference
1 object-identifier positive-integer-value, 1
2 object-name POSITIVEINTEGER VALUE 1
3 object-type positive-integer-value (48)
4 present-value (uint) O
5 in-alarm = FALSE
6 o fault = FALSE
— status-flags (Bit String) (FFFF) -
7 overridden = FALSE
8 out-of-service = FALSE
g | positive-integer-value,0 | jnits No Units (95)
10 description UTF-8 'POSITIVEINTEGER VALUE 1'
11 event-state normal (0)
12 out-of-service FALSE 5.2.16 OutOfService
present-value (85)
status-flags (111)
m units (117)
13 property-list description (28)
event-state (36)
out-of-service (81)
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5.1.13 Network Port
X2y bT—OR— ATz bOTONRT o MHEERLEDT,

Table 5-19 NetworkPort,1 object properties(for BIP)

14
15
| 16 |
17
18
19
[ 20 |
21 |

22

network-port, 1

overridden = FALSE

out-of-service = FALSE

No. Object Property Initial value Reference
1] object-identifier network-port, 1
| 2 | object-name BACnet/IP Port
| 3 | object-type network-port (56)
in-alarm = FALSE
o fault = FALSE
4 status-flags (Bit String) (FFFF)

reliability no-fault-detected (0)
out-of-service FALSE

network-type ipv4 (5)

protocol-level bacnet-application (2)
changes-pending FALSE

description

UTF-8 'NETWORK PORT 1'

mac-address

c0a80a0abac0 (hex)

5.2.11 BACnet IP address

bacnet-ip-mode normal (0)

ip-address c0a80a0la (hex) 5.2.11 BACnet IP address
bacnet-ip-udp-port (Unsigned) 47808 5.2.11 BACnet IP address
ip-subnet-mask ffffff00 (hex)

ip-default-gateway

c0a80a01 (hex)

ip-dns-server

00000000 (hex)

fd-bbmd- ip-address 00000000 5.2.13 FD_BBMD_Address
address port (Unsigned) 47808 5.2.13 FD_BBMD_Address
fd-subscription-lifetime (Unsigned) 60000 5.2.14 FD_Subscription_Lifetime

property-list

status-flags (111)

reliability (103)
out-of-service (81)
network-type (427)
protocol-level (482)
changes-pending (416)
description (28)
mac-address (423)
bacnet-ip-mode (408)
bacnet-ip-address (400)
bacnet-ip-udp-port (412)
bacnet-ip-subnet-mask (411)
bacnet-ip-default-gateway (401)
bacnet-ip-dns-server (406)
fd-bbmd-address (418)
fd-subscription-lifetime (419)

Table 5-20 NetworkPort,2 object properties(for MS/TP)

network-port,100

overridden = FALSE

out-of-service = FALSE

No. Object Property Initial value Reference
| 1] object-identifier network-port, 2
| 2 | object-name MS/TP Port
| 3 | object-type network-port (56)
in-alarm = FALSE
) ) fault = FALSE
4 status-flags (Bit String) (FFFF)

reliability

no-fault-detected (0)

out-of-service

FALSE

network-type

mstp (2)

protocol-level

bacnet-application (2)
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9

10

11

12

13

14

15

16

17

18

network-number (Unsigned) 2 5.2.8 Network number
network-number-quality configured (3)

changes-pending FALSE

apdu-length (Unsigned) 480

link-speed 115200.000000 (Real) 5.2.9 Link speed
description UTF-8 'NETWORK PORT 2'

mac-address

05

5.2.10 MAC address

max-master

(Unsigned) 127

max-info-frames

(Unsigned) 1

property-list

status-flags (111)
reliability (103)
out-of-service (81)
network-type (427)
protocol-level (482)
network-number (425)
network-number-quality (426)
changes-pending (416)
apdu-length (399)
link-speed (420)
description (28)
mac-address (423)
max-master (64)
max-info-frames (63)

5.1.14 Password

B-BC (% ReinitializeDevice H— E X & 1= [& DeviceCommunicationControl —E X #Z{E9 5% & BACnet
A—H—DoES5N-NRAT—FZBALT. “BLIEEEDAT—EREETLET.
BACnet A2 WV [CREINF=/IRT—FENPBEE L TWETOTERT HICIX5215EFSBLTLE

Ly,

Table 5-21 Password
Service Initial value Reference
ReinitializeDevice filister 52 15 Password
DeviceCommunicationControl filister o
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52 WHEEZE
AYUTILY I rORERTONT A NEOERFEZS L UHEREICOWTHBALET,

VHEZEFETLFHRELT, EAMICO—FZZEELTYELRLET, T—2IT&oTIK, 2—=F
WY TRz 7h o 53 MEAREATR U FEFE>TERTEDLDOLHYET, COGEEDEERIEHR—F
ty FEINSADIZHEYET, AU RICKYERTGEET 2 (ERDELSY T,

5.2.1 Ethernet MAC address(IP)

5.2.2 Device instance

5.2.3 Device name

5.2.5 UTC_Offset

5.2.10 MAC address

5.2.11 BACnet IP address

5.2.16 OutOfService

5.2.1 Ethernet MAC address(IP)
Fig. 5-1 (2R3 CN14 [R5 Y F(F7=MAC 7 FLRZHRELET,

Fig. 5-1 MAC address pasted on CN14

(1) YEILFKT 354

Fig. 5-2 IZ5R9 Y 1) —h 5 configurationxml 2 T)LY ) v LTRI— b - a2 T 4 L—2FRAEE
ED

& workspace_FSP110_Q5Plboot_sample_SScopy - e studio - m] x

File Edit Source Refactor Mavigate Search Project RenesasViews Run  Window Help

4 Debug [E7 RZN2L_BAChet_BSS_VA.0.1 Debug =~ | S~/ ~ % | o8 \ &

&|s§;-qa- - - W Era g - - =Y v|.
Q 5 ||E e+ 4 Debug
Fim Project Explorer < r 8 = B |S= Outline x g =8
~ 125 RZN2L BACnet BSS V1.0.1 [Debug] There is no active editor that
;@? Binaries provides an outline,
[l Includes

2 BACNETOSS

2 common

2 rzn

8 rzn_cfg/aws

2 rzn_gen

2 src

25 user/user_config

2 user/user 53000 rz

[z Debug

(= rzn_cfg

(&= script
[2f Problems < | B Console @ A¥—F-757%— LB A¥-t-¥Z2F) 4 Debug &' Expressions T B =
[ RoA/GOBAMOBGBG. pincfg P items -
rzn_cfg.tet Description Resource Path Location Type
RZMzL_BACnet_BSS_V1.0.0 Debug.jlink
RZN2L_BACnet_BS5_V1.0.1 Debug.jlink
RZN2L_FreeRTOS_LwIP Debug_Flat.jlink
RZN2L_FreeRTOS_LwIP Debug_Flat.launch
D rzn2l_xspi0_x 1_boot.cfg

Blnmmin

& configuration.xml - RZN2L_BACnet BSS ¥1.0.1 e “h

Fig. 5-2 Double click configuration.xml
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Stacks % 7B . g_ether0 Ethernet Driveronr_ether 2% 1) w2 L TGEIRLE T,

& workspace FSP110_QSPIboot_sample_SScopy - RZN2ZL_BACnet BSS V1.0.1/configuration.xml - & studio - ] =
File Edit Source Refactor Search Project RenesasViews Run  Window Help
45 Debug « || E¥ RZN2L_BAChet BSS V1.0.1 Debug =~ | ® - R~ i%iw |0 WAy
B Q- - - Wi g [ i - - - =T -| =2
Q ¥ ||E@C/Cs | 45 Debug
A =R - B =l & [RZN2L BACnet BSS V1.0.1] FSP Configuration = 8 = g
&5 Proj P = L g
~ 25 =
= S.ZN.ZL’BAC”ELBSS’W'DJ Stacks Configuration E
% Binaries Generate Project Content || 1pore is no
gl Includes active editor
(2 BACNETOSS Threads %] New Thread &) Remove = g_ethero Ethemet Driver on 4] New Stack > that
9 common ¥ ether Stacke provides an
£8 rn outline.
g/
g Z:’;j" e  g_ethero Ethernet Driver on r_ether 2
E2 src
2 user/user_config @
(2 user/user fs3000_rz Objects 4] New Object > -
(= Debug I | |< >
(= rzn_cfg
= script Summary [ BSP | Clocks | Pins [ Interrupts [ Event Link€( Stacks Jlomponents
%:;’mummm | Problems 3 | Bl Console @ A¥—k-T571— [} AT—+-T727)L %5 Debug & Expressions T F = O
3 : ;
2| ROAOTGOBIMOBGBG. pincfg ez -
rzn_cfg.txt Description Resource Path Location Type
[ RZNzL_BACnet_BSS_V1.0.0 Debug.jlink i Infos (59 items)
RZMN2L_BACnet_BSS_V1.0.1 Debug.jlink
RZN2L_FresRTOS_LwlP Debug_Flatjlink
RZN2L_FreeRTOS_LwlP Debug_Flatlaunch
[E] rzn2l_xspio_x1_boot.cfg
] B
Fig. 5-3 Click Navigate
(= Navigate * —1—%#BiE. Show In>Properties #27 1J v 9 LET,
Q workspace_FSP110_QSPlboot_sample_SScopy - RZN2L_BACnet_BSS V1.0.1/configuration.xml - €* studio
File Edit Source Refactor | Mavigate Search Project RenesasViews Run  Window Help
Go To >
R Qi :
Open Declaration
—_— Open Type Hierarchy
li5 Project Explorer 3¢ | =] & ’ ) g
Open Call Hierarchy
v [25 RZN2L_BACnet_BSS V1.0,
B Open Include Browser
%%, Binaries
& Includes Open from Clipboard Ctrl+Shif
(5 BACNETOSS #® Open Element... e H g_cther0 Ethem
= common o e ether Stacks
Open Type in Hierarchy... - -
2 rzn BETES ¢
2 rzn_cfg/aws Open Element in Call Hierarchy... Flher —
- = etherd
(2 rzn_gen Open Resource... Cirl+Shift+R [0 he #a
>
3 src Open Discovered Type...
22 user/user_config @
2 user/user_fs3000_rz Open Setup ¥ A S
(= Debug Open Setup Log <
(= rzn_cfg L
(= script Open Model Element Cerl+Shift+F3  Lent Links | Stacks | Component:
%—? Heer . Alt+Shift+W > “= Include Browser 7l
io¢ configuration.xml i
| R9ACTG0B4MOSGEG.pi Next Cile, T8 CCe+Projects
|5l rzn_cfg.txt Previous Ctrl+, | b el
|Z RZM2L_BACnet_BSS V' 4 Problem Details
= - revious Edit Locatio Cirl+0Q —
[2 RZM2L_BACnet_BSS_V Previous Edit Location Ctrl+Q H System Explarer
= RZMZL_FreeRTOS LwliF Mext Edit Location Ctrl +Alt+Right W Craieis
%) RZN2L_FreeRTOS_LwlIEF
m rzn2|_xspi0_x1_boot.cf Back Alt+Left >
Forward Alt+Right

Fig. 5-4 Click Properties
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Properties 4 7 %R &. General>MAC address(fil : 74:90:50:10:05:B0)Z AN L E T,
A 71 Generate Project Content #49 Jw o LEd ., RRICUEILFLET,
EIL FFIBICDOWTIE, 442BEF2SRBFZEL,

Q workspace_FSP110_QSPIboot_sample_SScopy - RZMN2L_BACnet_BSS V1.0.1/configuration.xml - & studio — [m] =
File Edit Source Refactor MNavigate Search Project RenesasViews Run  Window Help
45 Debug RZNz2L_BACnet_BSS V1.0.1 Debug - | B~ R~ Bi% e o8 |
, - @ - < - g BT [E & & - < -1 ' - - | "
fe] IRV C J E <& ™
Q S ||EE e+ | 3 Debug
Project Explorer 3 | [F] 5 77 § = [ |{& [RZN2L_BACnet BSS V1.0.1] FSP Configuration X =g =g
IS Broj P S W g
~ =% RZN2L_BACnet BSS V1.0.1 - 2
= b oo - Stacks Configuration t
% Binaries There is no
[l Includes active editor
(2 BACNETOSS Threads %] New Thread %] Remove =] g etherd Ethemet Driveron &) Mew Stack > that
22 common r ether Stacks provides an
2 rn w & Mew Thread -~ - outline.
8 ran_ctg/aws < g_ether0 Ethernet Driver on r_ether Py
@ rzniger; 4 g_uartd UART Driver on r_sci_uart © 4% g_ether0 Ethernet Driver on r_ether
[ src A >
2 user/user_config @
2 userfuser_fs2000_rz Objects 4| New Object > ™ 0
(= Debug [ | < >
= rzn_cfg
(= script Summary | BSP | Clocks | Pins | Interrupts | Event Links | Stacks | Components
7= user o
E_TE:; T [ Problems B Console(l_EEREES B AN—k-J59t— [} AV-+-¥Z2Fll 4 Debug G Expressions [ = |
R3A07G084M0EGBG.pincfg g_ether0 Ethernet Driver on r_ether
rzn_cfg.txt
RZN2L_BACnet BSS V1.0.0 Debug.jlink Settings  Property Value “
RZMzL_BACnet_BS5_V1.0.1 Debug.jlink w General
|5 RZNZL_FreeRTOS_LwIP Debug_Flatjlink Name
RZNZL_FreeRTOS_LwIP Debug_Flatlaunch Channel
El rznzl_xspi0_x1_boot.cfg MAC address
Zero-copy Mode
Flow control functionality Disable
Cilemnn v
MAC address of this channel. [on] R

Fig. 5-5 Enter MAC address

(2) AT FIZKYBRET H5HE
5.3 MHIRED FESRIESD, ELFREBLYD. a7V FREESMBESNFET,
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5.2.2 Device instance

A VARBVABE MDA T ) FRRICA T Y b2 4 T LA A DHE T Object Identifier 7O/
TAERHELET,

Device 779 F3 A TDA 2V RE VU ABEFIFTIEBACnet DA VA3 —%y b I—H2KTaA=Z—H T
BIhERY EFEA,

Device 1 VA% Vv ADFRFEEHEIF 0~4194303 TY, 7=72L. 4194303 [FEHZERL . FEhHh TR
EERLEY,

53 WIHIRREaAT U K SRS,

5.2.3 Device name
S53#MAKRTEaAT R BB ELY,

5.2.4 Number of objects
RO Symbol D Value SREENA TPV FHDWHAEEZR L TLVET, CDValueZZEEFELET,

f=t2 L. #BACNET_NETWORK_PORTS_MAX DA TP ¥ M2 IFERE LR TL LY,

#MAX_ANALOG_INPUTS
#MAX_ANALOG_VALUES
#MAX_BINARY_OUTPUTS
#MAX_BINARY_VALUES
#MAX_FILES
#MAX_MULTISTATE_VALUES
#MAX_NOTIFICATION_CLASSES
#MAX_POSITIVEINTEGER_VALUES
#MAX_SCHEDULES
#MAX_TREND_LOGS

EEFIEERDEEY T,
Project Explorer V1 > Fod7RY Y & %EEIRLT-5 X T, Project * =2 —00 Properties #B& F
¥, REEX “Edit.."ZV VI THEABEICHYET,
EHE%, ApplyandClose #9 )w o L, REFEALFEFT.,. Ry T7vTF4705D YesE ) v oL
F9., REICUELRFLET,
EJL FFIEIZDOWTIE, 442FF5SBZEL,

Fig. 5-6 Open Properties
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&) Properties for RZN2L_BACnet BRTR_V1.0.0 [m} =4

Paths and Symbols S~ - 8

Resource
Builders
C/C++ Build Configuration: | Debug [ Active ] ~ | | Manage Configurations...
~ C/C++ General
Code Analysis
Documentation i) In(lud Library Paths | (22 Source Location | [ References
File Types
Formatter Languages Symbol Value
# BACNET_NETWORK_PORTS_MAX 2
# BBMD_ENABLED 1
# BIP_DNS_MAX 1 Delete
# BIP_PORT 0xBACD
# DEVICE_INSTANCE 10
# INTRINSIC_REPORTING 1
# IPADR1 192
# IPADR2 168
Run/Debug Settings # IPADR3 10
Task Tags # IPADR4 10
Vvalidation # LWIP_TCP
# LWIP_UDP
# MAX_ANALOG_INPUTS
# MAX_ANALOG_VALUES
# MAX_BINARY_OUTPUTS
# MAX_BINARY_VALUES
# MAX_COV_SUBSCRIPTIONS
# MAX_FILES
# MAX_MULTISTATE_VALUES
# MAX_NOTIFICATION_CLASSES
# MAX_POSITIVEINTEGER_VALUES
# MAX_SCHEDULES
# MAX_ TREND_LOGS
# MAX_TSM_TRANSACTIONS
# MSTP_MAC_ADDRESS
# MULTISTATE_NUMBER_OF_STATES
# NETWORK_PORT_IPV4_INSTANCE
# NETWORK_PORT_MSTP_INSTANCE
# PRINT_ENABLED
# ISR DERUG PRINT

Export

Project Natures

Project References
Renesas QF

ERERCEER VR (7] [VRNYRYSRN] ER

o
=]

AN = wn

(@ "Preprocessor Include Paths, Macros etc.” property page may define additional entries
Show built-in values

=¥ Import Settings... | | Ui Export Settings...

Restore Defaults Apply

@ ( apply and Cios:
e

Cancel

Fig. 5-7 Change Number of objects

& Paths and Symbols >

Changes made will not be reflected in the index until it is rebuilt. Do you wish to
rebuild it now?

[] Remember my decision

Mo

Fig. 5-8 Click Yes

5.2.5 UTC_Offset
S53MHBEITU R 2SEBIZEL,
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5.2.6 Number of states

Z M ld Multi State Value &# 72 =4 b® Present value AR TIREHF TR L. 1~254 DEFE TEEAIAET
9, D Number of states ZZFJ 5 L EIFIC State text LW S B HHLEMNH Y T3, State text DZE
BIX527ICEELTULET,
Number of states. Present value. State text D% % Table 5-22 [T RLET,

Table 5-22 Other properties related to number of states

Number of states Present value State text(string)
1 State 1

3 2 State 2
3 State 3

Number of states [3R®D Symbol @ Value 2ZEE L FY ., EEFIBIF 524 FLREAK%RTY .

@ Properties for RZN2L_BACnet BRTR_V1.0.0 O *
iy pe filter text * Paths and Symbols - <k
Resource
Builders
C/C++ Build Configuration: | Debug [ Active ] ~ | | Manage Configurations...

w C/C++ General
Code Analysis

Documentation i) \nclude Library Paths | - Source Location | §] References

File Types

Formatter Languages Symbol Value ol Add...
Indexer pesacgbly # MAX_TREND_LOGS 1
Language Mappings # MAX_TSM_TRANSACTIONS 10

%)

ZIm # MSTP_MAC_ADDRESS 5 Delete
Paths and Symbols

|# MULTISTATE_NUMBER_OF_STATES 3 | o
mew Clude Pat # NETWORK_PORT_IPV4_INSTANCE 1 ES
Project Natures # NETWORK_PORT_MSTP_INSTANCE 2
Project References # PRINT_ENABLED 1
Renesas QF # USF_DEBUG_PRINT 1 w
-I?ur:-lrjebug Settings (@) "Preprocessor Include Paths, Macros etc.” property page may define additional entries

ask Tags
Validation |1 Show built-in values
E.!'f Import Settings... ?& Export Settings...
7 = Restore Defaults Apply
'f?} Apply and Close 1) Cancel

Fig. 5-9 Change Number of states

5.2.7 State text

State text & present value BAFRT K - F - NG E | KEBDFHBAXFIITY . SHAXFIIE 64 /814 FLUT
T3, Number of states D¥HAEIL 3 D1=ERBAE 3 D& LTULVET, Number of states DIEZ L E L 1-15
&% State text DERFABER S E TSN,

O— FEDHRTEEFE” state_name[MULTISTATE_NUMBER_OF STATES][64]'T#%ELT. ZELTK
ik AN

5.2.8 Network number

Network number (X, MS/TPEE®D TA/T 4 T, v cT—YICEES T 5= BACnet %y k7 —%
BFBEERLET, COTANT 2 DEHEIL 0~65534 TIMNO0IEITFAEZEKRLET,

WriteProperty & =& WritePropertyMultiple Y —E X #E179 5 &. CDTO/T (4 {E% Flash A EVIZ
EEFAHFET, 53 WMFRTFAT R BB,
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5.2.9 Link speed

Link speed [, 1 #HF-UVDEY bFIELTRLET, EO0X. BERENTHTHIZLZEKRLE
ERS
MS/TP i ICBETHY . UARTDR—L—FERLZET,

R—L— FDZEEIL Table 5-23 MHFEIRL TL &L,
Table 5-23 Baud rate

Baud rate Requirement
9600 Required
19200 Optional
38400 Required
57600 Optional
76800 Optional
115200 Optional

Link speed IERDFIETEELET,
AXY—hk 327445 L—%Dg_uarts UART Driver on r_sci_uart %3%4R L 7= 4K & T Properties 2 7 %
&, Baud>Baud Rate # A1 LE 9, AN Generate Project Content %4 ') v LET,

ARX—hk V747 L—2DEHIS21EEZSRIIZELY,

8 workspace_FSP110_QSPlboot_sample_SScopy - RZN2L_BACnet BSS_V1.0.1/configuration.xm - & studio - u} X

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

+5 Debug 55 RZN2L_BACnet BSS V1.0.1 Debug - | ® &~ it 3 |
;

x|t Q- - - RiF A @ - - - & M=
Q @ ||[Eyces 1 Debug
[ Project Explorer % | B G W 8 = O |8 [RZN2L_BACnet BSSVI.0.IIFSPC X |[g startupc  [g) mainc [2 be.c €] tasks.c [g] port.c =g = B8
S RZN2L_BACnet_BSS V1.0.1 . 8
v oA B Stacks Configuration %] &
5 Binaries Generate Project Content
i Thereis no
[ Includes active editor
5 BACNETOSS Threads &) NewThread 3] Remove [= g yarts UART Driver on &) New Stack > that
2 common &7 HAL/Common ~ R pl:}{ld?san
B v o / outline.
8 ran_chg/ams 42 g joportl/Q Dozt Diiygron rjoport
&8 rm_gen < 4 g_uarts UART Driver on r_sci_uart
iy 5 O eI TP et
(2 user/user_config ~ & NewThread @
(08 user/user 530001z @ g_ether0 Ethernet Driver on r_ether
(= Debug N N Q; g_uart0 UART Driver on r_sci_uart T A T
& rm_cfg 9 Heapd v 5% Add DMAC Driverfor | | 5 Add DMAC Driver for
& script < > Transmission Reception [Not
- [Recommended but recommended]
Objects &) New Object > optional]
G pincfg
N2L_BACnet_BSS_V1.0.0 Debug.jlink
N2L_BACnet_BSS_V1.0.1 Debug,jlink

= RZN2L_FreeRTOS_LwlIP Debug_Flat.jlink -
E 85P | Clocks | Pins [Interrupts | Event Link t:
[ RZNZL_FreeRTOS LwlP Debug_Flatlaunch | ey ocks [ Pinsnierupts | vent LinkCStzckeYomponents

[E] rzn2l_xspiox1_boot.cfg [£1 Problems B Consol((_EE I IoabEY: AV~ |- IS5t~ ) A¥-h-VZ27)l 4§ Debug € Expressions [l =8
g_uart5 UART Driver on r_sci_uart
Settings  Property Value @
Parameter Checking Default (BSP)
FIFO Support Disable
DMAC Suppert Disable
RS232/R5485 Flow Control Support Disable
~ Module g_uarts UART Driver on r_sci_uart
General
~ Baud
< Faui Rate 115200 >
Baud Rat: Disabled
T e oeer 232 [Enter the desired baud rate.
Max Error (%) 5
Synchronizer Bypass Not Bypassed (The operating clock is SCINASYNCCLK)
Flow Contral v
Common [en] 3

Fig. 5-10 Enter Baud Rate

EHICO—FEOREEMEEEL T,
BACNETOSS\sample.h

F% fdefine UART _BAUDRATE 358400 #/<
fidef ine UART_BAUDRATE 115200+«

Fig. 5-11 Change UART_BAUDRATE
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BEIZYUEILKFLES,
EILKFIEIZDOWTIE, 442F5SBESLY,

5.2.10 MAC address
S53#MEZEIT LK 28BS,

5.2.11 BACnet IP address
53 MR TEATL R BB EL,

5.2.12 BACnet_IP_Mode
NetworkPort 77 x4 +® BACnet_IP_Mode JanTF4IEZBIPEETY,

B-BC [& NORMAL A FOREIGN ##H7/R— kL, BBMD #H7/R— b+t LEE A,

NORMAL : TIA R[E, COFRY bT—0 R—FETHETNARELTELBBMD &ELTHEMELA
LY,

FOREIGN: T/3f R[F. CORy bT—Y R— b ETHET/NARELTEMET B,
BBMD: TNARF, ZOry bT—% R—rETBBMD & LTEIMET %,

ZDTOINT 4 DEFEIL, WriteProperty & & U WritePropertyMultiple +—E X TITLVE T,
WriteProperty 3 & U WritePropertyMultiple —E X #3179 % L REMEM Flash A EVJIZEZAFE N,
Changes_Pending 7O/87 4 A TRUE IZRESNFET, Yty FEE LU ReinitializeDevice y—E R E
5k % ACTIVATE_CHANGES F7=I& WARMSTART TZ{EL-BAICCDEAEMIZHY ET,

COTANTAICHLTOMBAREIT Y FIFSTVFEHA, #Mllld. 5.3FFZSEIIZELN,

5.2.13 FD_BBMD_Address

Network Port &Z 7<% +® FD_BBMD_Address /8T « (. BIPE&H® F7AO/\F 4 T, BBMD T/°\
AADIP7 FLRE UDP R— +F S TJ, BACnet IP_Mode #% FOREIGN DiF& (2. B-BC (B & Z 4 &
TN R & LTEERT 51812 Register-Foreign-Device BVLL A vt —% BBMD T/3/ RIZEELE
E

ZDTRINT 4 DEE(X., WriteProperty & & U WritePropertyMultiple —E X TITWLVET,
WriteProperty & & U WritePropertyMultiple —E R 2E173 % L X TEEM Flash * B IZEEZAFh,
Changes_Pending 70/3F7 4 A TRUE IZRESNFT, 'Yt v FFEE KU ReinitializeDevice —E R E
3k % ACTIVATE_CHANGES F7=1& WARMSTART TRZ{EL=HEICZOEAEMIZHEY 9,

TONRTAEBFIEIMNESBLLLESLY,

COTANTFAIZHLTOYHPREATY FIFSTWERA, SHMlX. 53FZSBLEIL,
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(1) VTS A 50 FD_BBMD_Address %5
VTS A i> FD_BBMD_Address 70/87 4 2R ETHFIEEFRLET,
WriteProperty 54 7 A7 D ID...202 ) v  LET,
Object D ¥4 7RV DLUTZEHELFET,
Object Type [Z Reserved #:& R L £,
Reserved Type IZ 56(0OBJECT_NETWORK_PORT)%:%E L F ¥, ()A : bacenum.h E 1B
Instance [Z1 Z_RELET. OKZV UV U LET,

E—
P | BVLG | NPQ | Confirmed-Request WriteProperty ‘MyPorT j
@ -
23 BVLL
(2 Network
I Alarm and Event
ObjectlD | Reserved-56,1 (52 File Access
= la A .
Property  |acked-transitions [t
An object identifier is made of two components: an object ype and Error
Aray Index an instance number k
— t-ACK
R >
\alue Ay t-Error
Fieserved Type Fieserved types range 0127 d
by
Priority Vendar Type Vendor Types range 128..1023 Iy-ACK
yMultiple
Instancs ) Instance 1angs 0 4194303 yMultiple-ACK
Here is haw the value can be entered directly Hement
b
Fieserved 66, 1 a’ b Multple
tyMultiple-Error
- Management
(3 Virtual Terminal
I Simple/Segment ACK v
COABDADA BACDA10A 00130104 0003770F OCOENOOD > Send
0119003E 3F
Close | Send & Close ‘

Fig. 5-12 WriteProperty dialog(1)

WriteProperty 5 4 7 B % 0 Property 5 5"< Enter numeric value >Z#R L F ¥,

WriteProperty - x
P | BVLC | NPCI | Confirmed-Request WriteProperty MyPort ©
EQ D
=
23 Network

(3 Alarm and Event
ObjectlD [Reserved-56, 1 M I3 File Access

I3 Object Access
ddlistElement
hangelist-Error
cateObject
eateObject-ACK
eateObject-Ermor
eleteObject
cadBroperty
cadBroperty-ACK
eadPropertyMultiple
eadPropertyMultiple-ACK
esdRange

Property  [acked-transitions -

vendor-identifier

Array Index vendor-name
wverification-time
vi-classes-supported
was-current-notify-time
was-previous-notify-time
|was-protocol-conformance-class
Priority was-recipient
weekly-schedule
window-interval
window-samples
write-status

o fom emovelistElement
zone-members } WriteProperty
ritePropertyMultiple
@L 8l WritePropertyMultiple Error
2 Remote Device Management
|23 Virtual Terminal
I Simple/Segment ACK v

COABOADA BACDE10A 00130104 0003770F OCOEOOOD - Send
F s |

0119003E 3l
Close | Send & Close |

Value

Fig. 5-13 WriteProperty dialog(2)
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Propertyldentifier %4 7 04 418(PROP_FD_BBMD_ADDRESS)%

RELTOKZEIUYILFET,

P | Bva | Nea

Object ID
Property
Array Index

Value

Priority

I Confirmed-Request WriteProperty

Reserved-56, 1 ID...

< >

< Enter numeric value >

Any..,

—

MyPort -

Propertyldentifier X

Enter BAChetPropertyldentifier as a number
Standard: 0- 356
ASHRAE Reserved: 387 - 511
Proprietary: 512 - 4134303

414

" Cancel

>

=]
I3 BvLL
23 Network
£ Alarm and Event
I File Access
(=3 Object Access
- ddListElement
hangeList-Error

eadPropertyMultiple-ACK
eadRange
emovelistElement
riteProperty
ritePropertyMultiple

X ritePropertyMultiple-Error
] Remote Device Management
L Virtual Terminal
(3 Simple/Segment ACK v

011%003E aF

C0AGDADA BACOG104 00130104 D003770F OCOEOOO0

’—j Send

Close | Send & Close ‘

Propertyldentifier 4 7 5 4'|= 418(PROP_FD_BBMD_ADDRESS)#%

D’Any... &2 Vv LET,

Fig. 5-14 WriteProperty dialog(2)

RELTOKZEY YwHtk, Value

P | Bva | Nea

ObjectID
Property
Array Index

Value

Priority

I Confirmed-Request WriteProperty

Reserved-58, 1 ID...

< Enter numeric value > ) j

—

—

Propertyldentifier x

Enter BAChetPropertyldentifier as a number
Standard: 0- 386
ASHRAE Reserved: 387 - 511
Proprietary: 512 - 4134303

414

‘) Cancel

|MyPort -
Y
I3 BVLL
23 Network
23 Alarm and Event
L] File Access
= Object Access
: ddListElement
hangeList-Error

>

eadPropertyMultiple
eadPropertyMultiple-ACK
eadRange
emovelistElement
riteProperty
ritePropertyMultiple

: ritePropertyMultiple-Error
IC] Remote Device Management
I Virtual Terminal
23 Simple/Segment ACK v

0119003E 53F

COAB0ADA BACOG10A 00130104 D003770F DCOENOOD

’—j Send

Close | Send & Close ‘

Fig. 5-15 WriteProperty dialog(2)
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ABSTRACT-SYNTAX.&Type &4 7AJ M Add % ') v- L. Type IZ Opening Tag %#3#iR. Context <
0FHBELET, FLOKEI UV LERA,

ABSTRACT-SYNTAX.&Type X
Type | Contest | Data
—
Remove

< >
Type quar\ing Tag> -]
EDHtext@i
Value |

oK cancel |

Fig. 5-16 ABSTRACT-SYNTAX.&Type dialog(1)

B U ABSTRACT-SYNTAX.&Type 54 7RI D Add % ') v L. Type IZ Octet String #ER. Context
[C1%#BELET, Value IZIP 7 FLX(HITIEHESRE PC M 192.168.10.20 % Hex T COA80A14 A h)EERTE
LEJ, £FEZO0KZEVYvI LEEA,

ABSTRACT-SYNTAX.&Type x
Type ‘ Eonlexll Data
Opening Tag 1] 0E
Octet String 1 1CCOAB0A14 |
Remave
< >
Type  CQctst StingD |
CDHESHIV
o
WValue < COa30414 >
Ok Cancel |

Fig. 5-17 ABSTRACT-SYNTAX.&Type dialog(2)

B U ABSTRACT-SYNTAX.&Type 54 7RSI D Add % ') w4 L. Type IZ Closing Tag %:#iR. Context
ICOFHRELET. FLOKEVYYY LEEA,

ABSTRACT-SYNTAX &Type <
Type | Context [ Dats
Dictet Shing 1 1CCOARMNT4 —
Closing Tag ] oF
Femove
< >
Type losing Ta -~
Enntaxt®_
Value |
o | Corcel |

Fig. 5-18 ABSTRACT-SYNTAX.&Type dialog(3)
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B U ABSTRACT-SYNTAX.&Type 5«4 7RAS D Add %% ') v L. Type IZ Unsigned #;ER. Context
[21%%ELET, Value IZ UDP R— BB (HITIL 47808 D+H#(E)EZHER. OKZEV U YU LET,

BACnet Controller Sample Software

ABSTRACT-SYNTAK. &Type >

Type Context | Data

Opening T ag 1] 0E
Octet String 1 1CCOAB04T4 |
Closing Tag 1] oF

Unzigned 1 1ABALCD Remove

< >

Twpe CUnsigned D j
Context®—

P
Walue 470049
( Ok | ) Cancel |

Fig. 519 ABSTRACT-SYNTAX.&Type dialog(4)

= #%IZ WriteProperty ¥4 7045 M Send #9)v o LET,

5.2.14 FD_Subscription_Lifetime

Network Port = 72 = 4 ~® FD_Subscription_Lifetime ZF0/8F « (X, BIPE&® FO/F 1 T,
Register-Foreign-Device BVLL * v t+—2 THEAIN S Time-To-Live [EZFEMTRLET . D Time-
To-Live {EHY 0 1242 % &, B-BC (& Register-Foreign-Device BVLL * v+ —C#BZELET,

ZDTRAINT 4 DEE(X., WriteProperty & & U WritePropertyMultiple 4 —E X TITWLVET,
WriteProperty # & U WritePropertyMultiple 4—E X X179 % L SR EEN Flash A EVJ[CEFAFh.
Changes_Pending 70/85F 4 M TRUE IZSRESNET, Ut v MBS &L U ReinitializeDevice 4 —E R E
5k % ACTIVATE_CHANGES #7zI& WARMSTART TRZ{ELIGEICCDENERIZHY FT,

COTANRTAICH LTOMBAREITY FFSTVWFER A, F#Hllld. 53FZSBIZEIL,

5.2.15 Password
Password [ Table 5-24 [Z;R 90— F EDEREEFT % Searchword THREL TER L TLZELY,

Table 5-24 Password changes

Service File to be changed Search word

ReinitializeDevice

BACNETOSS\bacnet\basic\object\device.c

*Reinit_Password

DeviceCommunicationControl

BACNETOSS\bacnet\basic\service\h_dcc.c

My_Password[32]

5.2.16 OutOfService

WriteProperty & 7= & WritePropertyMultiple Y —E X #E1T79 5. SO TO/NT 1 {E% Flash A E (2
EETRAAFT, SI3WMHPREIT R #BEZELY,
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53 #HAREITUF
BACnet TIXEREZFLEICLY TNA ROBEFNEC > TEERSNELZHBRTILEDH S
Property &% Y &9, AY > F)LY T FTld. Table 5-25 H 5 Table 5-27 [Z7= 9 Configurable Property %
Flash * E 1) (QSPIO Flash ROM)[Z{RE L T B-BC 7/ ADOBERHEZICELZHFLET .

Zh 5 ? Configurable Property (&, U T7ILA V2 Tz —RICKYMBAREIT Y FEFTLTEET S
ENTEFET, SCIORBED 2 —/ILANE|Y B TEoNI-CN16IHF& PCEUSBr—JIILTHEHRL, 4—=
FTILY T EhoEAREITY FEETLET,

(1) BIP.MSTP #&® Configurable Property
BIP, MSTP @@ Configurable Property % Table 5-25 [Z-RLE 9,

Table 5-25 Configurable Properties

. gonfigurable ’0bject type Command Num of |Min Max Example value
roperty arrays ([value value
1 |DeviceName Name_of_device_obj = |64 RZN2L_BACnet_Solution
2 |Devicelnstance |Device Instance_of_dev = 1 4194303 (100
3 |UTC_Offset UTC_Offset = 1440 1440 Eﬁq‘fans TOKYOIAPAN)
4 Analoglnput OOS_Al_0(or1)=
? AnalogValue OOS_AV_0(or1)=
? BinaryOutput O0S_BO_0(or1)=
TOutOfService BinaryValue O0S_BV_0(or1)= false true
8 | Schedule 00S_SC 0=
? Multi-stateVale OOS_MSV_0(or 1) =
1_0 PositivelntegerValue |[OOS_PIV_0(or 1) =

(2) BIP ElH ® Configurable Property
BIP [E# ? Configurable Property % Table 5-26 [ZRL E 9,

No.1 @ Ethernet_MAC (& BACnet fR{&ED T O /T 4 TIEHY FHEANY EL FFTH5R0YICHHEREDIT
Y FCEEARETY,

No.2 ® MAC_Address &) EJL FT 5RO Y ICHHAZEIYY FTEEARETY .
No.3 & 4(ENo2DaT Yy FETHERMN £y FMRICRBENS-HEADITY FEHY FE A,

No.5,6,7 % WriteProperty & 7= (& WritePropertyMultiple —E X #E179 5 & E(Z Flash ITEZAAHFT .
ZDfzH, ERADIT Y RIFHEL, Uty FRICETANTAITRBENET,

Table 5-26 BIP-specific configurable properties

No. [Configurable Property |Objecttype |Note Command Example value
1 Other than BACnet Ethernet_mac_address = {74:90:50:10:05:B0
2 MAC_Address Bac_IP_mac_address = 192.168.10.10:47808
3 IP_Address “MAC_Address” setting
4 BACnet IP UDP Port value is reflected.
—— NetworkPort
5 BACnet_IP_Mode » no command
Flash writing when
6 FD_BBMD_Address executing WriteProperty
. . and WritePropertyMultiple.
7 FD_Subscription_Lifetime
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(3) MSTP [E# ® Configurable Property
MSTP [E#& ® Configurable Property % Table 5-27 IZSRL £ T,
No.1 @ MAC_Address ') EJL F$ 5 Y ICHIEIRREI Y FTEERAIRET T,

No.2 @ Network_Number % WriteProperty & 7= (% WritePropertyMultiple —E X #3179 % & =(Z Flash I
ETRAHFET., TORH. ERAOIT U FEFGEL, Yty FMRIZTONRT A ITRBENFET,

Table 5-27 MSTP-specific configurable properties

Configurable Min Max |Example

No. Property Object type |[Note Command value |value |value
1 |MAC_Address MSTP_mac_address = 128 254 129
NetworkPort it ; ;
2 |Network_Number Flash V\{rltlng when exe_cutlng WriteProperty no command 0 65534
and WritePropertyMultiple.
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532 tybrTF7vT
RSK7R— K®M CN16 & PC % USBA —JIILTEHKLET,

USB mini-Type-B Cable

RZ/N2L RSK

Fig. 5-20 Connect CN16 of the RSK to PC

PCEDA—ZFIYIT bz T7EEELET,

ED

DEMOAFARETY,

Releases ‘- TeraTermProject/teraterm (github.com)

SYTILR— DY b7y TERODESY TT,
Speed : 115200, Data : 8bit, Parity : none, Stop bits : 1bit, Flow control : none
—IFILDEY FTYTERODEEY TT,
T—HICLF 2640, 8&LPBA—ALITI—FEMLFET,

EE

—SFIILYIFTCEHEOHY FTEAN., CZTIEIHIELT TeraTerm Z2EALTVVET, XD >

Tera Term: Terminal setup

Terminal size New-line
Term size = win size Transmit: || g -

Auto window resize

VT100 v [JLocal echo
Answerback: I:l ] Auto switch (VT <->TEK)

Terminal ID:

Cancel

Help

x

Tera Term: Serial port setup and connection x
Port: Com4 ~
Mew setting
Speed: 115200 ~
Data: 8 bit ~ Cancel
Parity: none ~
Stop bits: 1 bit ~ Help
Flow control: none ~

Transmit delay

El msec/char El msec/line

Device Friendly Name: USB 2 UT )L F/(4 2 (COM4)

Device Instance ID: USB¥VID_045B&PID_8111%0000000000001
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.19041.3636

Fig. 5-21 Terminal software setup
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5.3.3 av Y FEITAHE

RSKR—KZ Ut v b9 5 EERERERRET —4 (Configurable Property) D1&#h5%c T#H 5 QSPI0 75 v

DakImEEDAE) T Th

MIhhFES,

41 COM4 - Tera Term VT

File Edit Setup Control Window Help

FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE

: FF FF FF FF FF FF FF FF FF FF FF P FF FF FF PR

0+ FF FF FF FF FF FF FE FF FF FF FF P FF FF FF FE

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FFFF FF FF FF PP FF FF FF PR

Fig. 5-22 Memory dump of data storage area
LE% : Ox63FFCO000 H 5 0x63FFCO093 : xSPI0_CS0_SPACE M7 —#4 {RF 581
TE% : 0x43FFCO000 A 5 0x43FFC093 : xSPI0_CS0_SPACE_MIRROR @ 7—4 R 77 fE1H
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SIEMEEnter TE., ENDDF—ZANTHEIAT Y FEADNRTESNFETS,

1 COM4 - Tera Term VT

File Edit Setup Control Window Help

Fig. 5-23 Command format

#% CONFIGURATION WRITE COMMAND FORMAT (Setting Example) s
EFAHATR U FEXERTLET, BEEFHZEZRLTLET, (5.3.3.1F)

sockokioliolk CONFIGURATION READ COMMAND FORMAT  seksicdokstodoratokok
HAHLOTY FELERTLET, (5.3.32EF)
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5.3.3.1 Write Command

ROESNITEERAAIAT U FEERITLEY, AV FERXF/IMXFIEDTELLANTILELHY
TV, ESAAMEFRERERL. R—FZ Uty FMRIZEDIZRYFS,

(1)

BIP. MSTP @M< >
Name_of_device_obj = RZN2L_BACnet_Solution_BBC_BRTR
TINARA TSz bDA TV ) bA(TEHBETINA REB)TT,

Instance_of dev =10
TNARF Tz bDAVREZVREFTY,

UTC_Offset = -540

UTC_Offset ZE:&ELFJT. <D UTCH T+ v +(-540)(F TOKYO/JAPAN(-9hour X 60min) % 7~ L T
BY., FFAREYRAIETA FRETEAETSREICGYES.,. TIRAREEANTILERIHY
FE A

5l Z I£. VANCOUVER/CANADA Mi5&. UTC_Offset =480 T4,

OO0S_AIl_0 = true(F 1= I false)
Analoglnput,0 & 7 ¥ = - k@ OutOfService 7R/XT 4 {ETT,
C e BER
O0S_SC_0 = true(F 1= 14 false)
Schedule,0 = 7> =4 k® OutOfService 7O/XT 4 fETT,
- - AB&. Table 5-25® No. 4...10 8B Z &y,

Delete_saved_data
GREEEFFVYTF(AL—X)FTHaT2FTT,

BPE&HE®MDaTYF
Ethernet_mac_address = 74:90:50:10:05:B0
RSK 7R— K@ Ethernet PHY ® MAC 7 KL R EZHRELE T,

Bac_IP_mac_address = 192.168.10.10:47808
B-BCOIP7 FLARE UDPKR— FEBTY,

MSTPEE®Da<T >
MSTP_mac_address =5
B-BCOMS/TPTRA—MACT7 FLRZHRELET,
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EEZAAAT Y FETE. R—FZEUEY FLET, Fig.5-24DEEY . RET—E2ARESATVE
¥, FlashRET—REETONT 1 OMHMEL L TREASNET,

4 COM4 - Tera Term VT - [m] X
File Edit Setup Control Window Help

FF FF FF FF

00 FF F
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
74 90 ¢ )

Fig. 5-24 Memory dump after writing
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5.3.3.2 Read Command

Fig. 5-25 2% Read v > FZEE{TL=HlE R LFET, ">Ethernet_mac_address’® & 312 Read a7 >~
F#ETT 5 EEERAALE[T490:50:10:FOED)NRTENET,

“‘help_config’lda <> FERXEZB/RRT ST FTT,

T COM4 - Tera Term VT - O *

File Edit Setup Control Window Help

Fig. 5-25 Read command result
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HERL R
HETAE
Rev. #1178 =T Ak
1.00 2024/03/25 — FRIER
AR

*Arm B & U Cortex [&. Arm Limited (Fz[XZDF&4) O EU FIXZOMOEICH T HEHFEIZETT,

* Ethernet 8 K U4 —H R v FIE,

EXE0 v ARASHOEEEHETT,

*ZOM. RERFORFE LY —ERZRETENENORBEEICRET 2EFREFEHEEHETT
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HmCERLDIESEE

CCTlE. RAAVERERIGERYT S MERLOIEEE] TOVWTHALFEY, EHOERALOIERRICOVTIE, KFFa AV FELUTY
ZALT Y TT—rEBSRBLTESN,

1. HERIE
CMOS #RDE Y HULDIFEFHELRMHLELMNFTLEZEL, CMOS HGIFAVWBERICK >TY — MEBBIREE LD LAHY FT . EIROEF
BFORICE, BHAHFTREQICEALTVLIEEED FL—OIH OV —X, BEHOBEM. B/ —XLGEEFAL, AL TIEICZET—
REBLTLESL, TIRAFYIRLEICHELEZY., mFEM-ZY LANTLEZEW, £z, CMOS ®FERE L zAR— FIZOWWTHEHKRDEK
WELTLEEL,

2. BREABROLE
BREART. HROREBEFETT., BREAFCE, LSIORNBEBEOREEITRETHY . LORIDBFECEIHFOREBEFTETT, sl
ey MEFTYty bFFIRGOBE. BEREANL Y Y FOEYMICHRLZ2ETOHME. HFOREIRIETEEFRA, RIS, RB/T—F>
Yty MEREEZFERALTY 2y FTA2RRDHE. BREANS Y Y OIS —EEEITET HFETOHM. WTFOREBEFRIATETEE A,

3. BRAIEKICEITHANES
LBHRDOERNT ITREDEEIZ, ANESOABNTLT v TEREANLBZVTLEEIL, AHESOABATLT v TERNSDEFEAIS
&Y. BEEEZSITECLIZY., BEEERNTENARBRFELLSELYTEIHEENHYET., ERPIC TERAF IBICETHANES] 1221\ T
DRBOHLHEMIE. TOABETFO>TLIESILY,

4. REAHFONRE
RERHFE. TRERHFODRE] (CH>TREL TS, CMOS #2ZDAAHFDA VE—F U RIE, —f&IZ. N(AVE—F VR ENS
TWET, RMERAHFEEARRETHESE L L. FERRICKY., LSIFALD/ 4 XLEHMESh, LSIABTEEERATNGLY . AHESLRH
ENTERBEEECIBALHYET,

5. BvIc2LT
Dty bEE, YAy IBRELER. VY FEERLTESY, TOYVSLRTHROI OV INYEZIRE, YIYBREI/ OV INRELE
BITOYBRZ TS, Uty M, AMERIRT (FELENBRIRER) AWV 09I THELRKBT 5O RATLATIEK, Yy0vIHN+ARE
Lz, Uty FEBIRLTCESY, £z, TOJ 5 LOZRPTHBRIRF (FEMBRIEERE) £AVV-I090(YYBZZEEE, 1Y
BAEDI/OVIN+RRELTHLEIYBEZ TS,

6. ARIHFOENMKR
AN/ A XPORFRIZEDEREALRBEORECHYFETOTEEL TS, CMOSHEGDAAN/ 4 XEEICER LT, Vi (Max.) »
5V (Min.) ETOEEICE EFEDLSTIBEIT. RBEZSIESEIIBIAAHYFET, ADLALHLEEDNHEELBAA. Vi (Max.) M Vi
(Min.) ETOMEEZEBT 2BBHMPICF 2T/ A XBENALTNESITERALTLEEL,

7. UY—TJF7FLR (FHMEE) 07/ X &L
YH—T7 RLR (FHEE) OF 7 EREZIELET, 7 FLRESEICIE. SROEERERCIYHTLATNS UHF—TF7 RLR (FH#4E
) ABYET, ChoD7 FLRETIEALEEZOBEICONTIR, BETEFHADT, PP EALBEVESITLTLESL,

8. HREOMEEICIOVNT
REZORLGIURBICEFTIHEE,. BRBELTLICIVRTLIHERRZREL TSV, ALIL—TOIAa0TERENESE, Ty
DAAEY, LATIRRE—VOMEREICKY, BRIUHEOTHET, HiEE, BET—C0, /A XWE. / 1 XBHELENRZDIBEN
HYFET, HEMNESHRITEFTTIHEE. BLAOBERTLICORTLIBEFABREEHBL TS,
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##HH T 5 RoHS 155 HF. BASNIREEEESEZTHSHAEDNS 2. MO DERITEET 5L S5 THEALCESL, MO SEFEESTFLENI LIS
FYELCHEFICEHLT, 4#E. —IZT0EFZEVEEA,
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T,
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