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1. B=E
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2. BERIE
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2.4 FIT Modules
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BSP Board Support Package r_bsp 7.41
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SCI SCI Driver r_sci_rx 4.90
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GPIO Driver r_gpio_rx 5.00
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3. ENRHERR
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Select a directory as workspace

e® studio uses the workspace directory to store its preferences and development artifacts.

Workspace: f[c:2MyWorkspac ~ Browse...

[] Use this as the default and do not ask again

» Recent Workspaces

=

3-1 Workspace M3;EiR
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Rename...
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Alt+Shift+N >

>
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() File System
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4.
JEERLET,

I'Select root directory] #:#{RL T MBrowse...] 29 Uwo L. ooz tOT4LY k
lFinish] R4 V23702 A UiR—FEhET,

& Import O *
Import Projects —
Select a directory to search for existing Eclipse projects. b A
(®) Select root directory: | C¥MyWorkspace¥RYZ024A_FWUP_from_Ho ~ | Browse...
(O Select archive file: Browse...
Projects:
RYZ024A_FWUP_from_HostMCU (C¥MyWorkspace¥RYZ024A_FWU Select All
Deselect All
= > Refresh
Options
[]Search for nested projects
[] Copy projects into workspace
[]Close newly imported projects upon completion
[JHide projects that already exist in the workspace
Working sets
] Add project to working sets New..
Select

3-4 Project ®

import
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34 ENkREFYYA—F
1. RYZ024A_FWUP_from_HostMCU.scfg 4 T2 U w4  LAR—hk - AV T4 FL—84( VK

THREFT,
35 109 |5 Project Explorer X S Y 8 & O
w =% RYZ024A_FWUP_from_HestMCU
[ Includes
= src

= RYZ024A_FWUP_from_HostMClLrcpec
433* RYZ024A_FWUP_from_HostMCl.scfg

=| RYZ024A_FWUP_from_HostMCU HardwareDebug.launch
{?) Developer Assistance

3-5 configuration.xml 7 7 1 JL

2. RR—h-aAVTA4H =912 RYDELEIZH Generate Code 74 A e 9 Y w4
LET, BELRY—XRO—FAEREIhZFET,

3. A=a—/\—H5 lProject] — TBuild Project] %:#iR3 %H\. Build 74 3 f/"éﬁ JyyLTT
Az FZEEIKRLET,

4 FRyTTFALAVE ESIY s LTTIOT I FERELES., TOS Y FARBTEEY LT
IWTF TYUHr— 3 N CK-RX65N (2 HvA—KFEanEd,
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3.5 Tera Term MIZE)
1. TeraTerm ##EHL. A =Za1—/\—M5 [Setupl] — [lSerial port] Z:EIRLFET,
2. T% 2-3 T4 2 EDiEEl O SCI5(UART5)%ESH LT Serial port DREETULET .

36 I77—LITTTvIIL—FEFT

1. e?studio BLD T A EL Yy s LTTFNY T IR—RRY T4 T45EEET, BET7/ O
RS H LT Y TILT TYUr—S a v EETLET,

Attach the flash drive

K 36 o TIWNT7 TV 5r— 3 0FET

2. USB735wia K54 J% CK-RX65M M USB Full Speed a1 % & [Z##% L 7= USB micro-B to A £
By—JI~EHRLET,
USBI75vYLa RS TITHBIMENTILNARYZ024A 77— LI 7 I7AILDBRDOAMAY T7 ALY
A ANRTINET,

Attach the flash drive
Attached
Firmware filesize = 67

Press the 52

K 3-7RYZ024A 7 7—Lo 7 774 ILiEH
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3. CK-RX65N D S2 KA VEHT ET7—LIT T Ty ITTL—RKREITENET, 7J7—LD17T
7y T L—RKARERIZEITEH TR LTR_FWUpgrade success] ANERREINET,
(CSTEINI7—LIzT7I7ANLEFRALTT YT L—RLEETHREERLET, )

G_INHERIT

num=1
num=11 r
num=11 r

num=14
num=14 r

3-8 J7—LYxT7T7vIIL—REFT
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4. 7055 LANE

J27—L9xF77 v 7Y L—FIER LTE_FWUpgrade B #EUHIT & TEITEINET, USBITS v
DA RSATIZHRIMENT-RYZ024A DT 7 —L T I 74 IDRBREESh, hDS2RE2UAHEh B &
ATa< Y FATC)REEZBBLET .

ATav Y FUETIE M421ATav > K70—)] CRIIEFTATaAY U REEL, LAKRUVRERZIE
LET, FLTI7—L9IT77 VT L—KDETE RYZ024A ~NERLET,

Firmware data 851X L2 TIE 4.3 Firmware data Transfer L3 | T3 Simple Transfer Protocol (STP)%
FARALTRYZ2AANT 7— Lz T7T—3%EELET,

T77—LI9xF7T7vTTL—FDEDTHRR b MCU 5 RYZ024A DERMINREEL-5EIE. EREH
A LTz#IC R_LTE_FWUpgrade BE#IZFUE L TS W, 77—LDz 77 v T L—FEBEETT
BLETERIZZYTIL—FENETLET,

YOIWTIT)r—2avaERALII7—L0 77y T L— ROETHER 3. BIERERI 25

BLTLSEZE,

| main() |
[
| RYZ024AY + v R |
I
| ResNamnmt |

A4

I | RUTE Fwupgrade) |

: | RYZ024A_uart_callback()
1
ATa v ;l il;_é-: ATC '
I Requegst =
1 ryz024a_fwup_atc_send() RAs QTC ZIET—4
! esponse
H ryz024a_fwup_atc_receive() <
[ -
E — v YoGnNy Iy
No
Firmware data#zixfL3E?
Firmware data E STP
BRAALIE Rrequest
' 1 N
ryz024a_fwup_stp_send() f—— > ryz024a_fwup_stp_fwdata_get()
ryz024a_fwup_stp_receive() | < . I S hY T T F—4
H

Response
: — L
| ryz024a_fwup_usb_event_exec() |

41 J7—L9x 77y 7o L—KT70455 LNERER
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41 API

411 —H—API
4.1.1.1 Firmware Upgrade B8t
(1) R_LTE_FWUpgrade

e RYZ024A DT 7 —LH 77 v FIL—KLET.
518 L
RYE E##&T : LTE_SUCCESS(Z7—L™M 77 v 74 L— KE)
I5— :LTE_ERR FWUPGRADE(Z7—L™M I 77 v 74 L— F&HK)
LTE_ERR_NOT_FOUND_FWFILE(Z? 7— LS T 7 774 LHBRDOHY EHA)
X ITS—EEHYY OlEr lte RYZ024A fwup.h #BE LTS,

412 RELERR
4121 AT o< FLEEH

(1) RYZ024A_fwup_atc_send

HeRE RYZO24A [CAT OV U REREELET, FIETHATIATUFRIE T421ATaT VKD
O—] 8B L TS,

5% L

RYIE BL

(2) RYZ024A fwup_atc_receive

BeaE ATaYY FOLARURE RYZO2AA NS ZIELIEREZHELE T, RIETDHLRKRY
AL T421ATa<w Y Ko0—] #28BLTLESELY,
UTOIS—ARELE-EBSEIRACATIOY Y RE5EIERZELET,. BEEDRICEEL
LRARUVAEZIETCERWMEEILIRYZ024A Z )Yy FLAT Y Y FREDAENSE
EITLET,. BERBOIS—IRELEBREIIT7—LD 77y T L— bkl
TYET,

o AFELBLAKRUVREZIELT-

o 10MELARVANZETELEM 1

ElE: L

RYIE TL

R19AN0253JJ0100 Rev.1.00 Page 15 of 32
Dec.18.23

RENESAS



RYZ024A and RX MCU
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4.1.2.2 Firmware Data Transfer {LIEE %k
(1) RYZ024A_fwup_stp_send

HERE RYZ024AIZSTP DYV TR +EZFEELET, 70O FaJLOEEMIE T4.3 Firmware data
Transfer | #SHBL T LY,

ClE: HL

RYIE gL

(2) RYZ024A_fwup_stp_receive

HRE

STPOLRARURAE RYZO2AA NS ZELFERZHELET, 7O FaJLDFHMIE T4.3
Firmware data Transfer 8LI2 | 2B LT FE &L,

UTDIS—HMARAELEGERITRYZ024AZ) £y FLAT a7 Y FREQEENSHE
TLEY. BERKROIS—MARELLBEET7—LY 77y T L— FRRKRER
YEJ,

o AFELLARAKRUVRHEZIELT=
o 10MEBLRARUVANZIETELAN -

TL

RY{E

TL

(3) RYZ024A fwup_stp_fwdata_get

HERE RYZ024A 77— LD T 7 I 7ALDSEESNHA AD T 7—LI T T—2 B
LFET,

ElE: 0 JF7—LITTT—REMNYIFTDRA2E (HAH)
& mMFTEHT—2H4A4X (AN)

RY{E L
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42 AT a2 RE

421 ATaw>R7o—

INIT7—LDITFEER T 7—LIIT7DT YT L—RKTCHERATHIATaAY RO 70—%5RLE
ERS

(1) FLITF—LYzT

AT Command Response
AT OK
AT+SMSWBOOT=3,0 OK
AT"RESET OK
+SHUTDOWN
[ AT Command |
LAT |

/\ wait 10sec
Response ~No
OK "

\ Yes

AT Command Response
AT+SMLOG? +SMLOG: LOG_INHERIT
OK
AT+SMOD? 4
OK
AT+SMSTPU= OK
"ON_THE_FLY"
Transfer
v
AT Command Response
AT OK
AT+SMSWBOOT=1,0 OK
ATRESET OK
+SHUTDOWN
[ AT Command |
[LAT |

A wait 10sec
Response ~No
oK —

\ Yes

AT Command Response

AT+SMLOG? ERROR

AT+SMOD? 2
OK

AT+SMUPGRADE? +SMUPGRADE: success
OK

M 4-2ATav> RKoA— (FILT7—LHTT)
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2) ERT77—Lox7T

A
|AT Command Response |
[aT OK |
[ AT Command |
[ AT+SMLOG? |
v v
[ Response | Response
[ ERROR | +SMLOG: LOG_INHERIT
0K
v
AT Command Response
AT+SMOD? 2
OK
AT+SQNWL="sgndcc",2  [+SQNWL: "sqndcc",2
OK
AT+CFUN=4 OK
AT+SMSTPU OK
Firmware data
Transfer
AT Command Response
AT OK
AT+SMUPGRADE OK
@Osec < ¢
[AT command Response |
[aT OK |
Response
| AT Command | +SMLOG: LOG_INHERIT
[ AT+SMLOG? | OK
)
v
[ Response |
| ERROR |
AT Command Response
AT+SMOD? 2
OK
AT+SMUPGRADE? +SMUPGRADE: success
OK
D

4-3AT AR R70— (ERT77—LDI7)
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422 ATavw K

TJ7—LY9T 77T L—RTCHEEATRZATITY FOBEL (R 41ATaT U R] ITRLET, AT
a< Y FOE#MIE 5.2 AT Commands Definition] SEBLTL &Ly,

£ 41ATaRUFR

AT av Y R4 EnBA
AT+SMLOG A=A IDOEAAEEEELET .
AT+SMOD J—hrE—FZERLZET,
AT+SQNWL RA)—=TE—F~ADOBITEHIHELET,
AT+CFUN Mobile Termination (MT)D#EEL N JLEFIRLE T,
AT+SMSTPU Simple Transfer Protocol (STP)#xiX Z#FtR L £ T,
AT+SMUPGRADE I27—L9xzF7T7yv I L—FRE2ETLET,
AT+SMSWBOOT FINARAEHRELEE—FTIT—FLET,
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4.3 Firmware data Transfer {138

Firmware data 25X TIl&. Simple Transfer Protocol (STP)EMESMBED 7O )L ZEFALTI 7 —
Loz T7T—R%RYZO2AA IZEELET, "R F MCU M5 RYZO24A NEEFT BV VIR RNy b,
RYZ024A MM 5HRR b MCU NEET HLARU RNy FTEIELET,

Ny FDWERE T4.3.1 /47y L8R . STP OWIEBRZAE% 4.3.2 Operation 70— IZSRLET,

431 N7y MER
4.3.1.1 STP packet

STP packet D% & 4-2STP /N &R ITTRLET, &R 4-2STP /X4 v &R D payload
P&V 16 /8o B A STP header EFFIENET,

& 4-2STP /X7y MMER

Name Size Description

signature 4 1) TR :0x66617374 ("fast")
LARU R :0x74736166 ("tsaf")

Operation (op) 1 0x00 : reset

0x01 : open session

0x02 : transfer block command

0x03 : transfer block

¥Response M operation (& 0x80 & OR L1={ETY,

session ID (sid) 1 set to 0 on reset, set to 1 once session is open.

payload length (plen) 2 payload length

transaction ID (tid) 4 transaction ID, set to 0 on reset, then incremented after
each answer.

full header checksum (hcrc16) | 2 Request : full header checksum
Response : 0

payload checksum (pcrc16) 2 payload checksum or 0 if no payload.

payload - payload data

T—A % 14.3.1.2 Payload] 38,

4.3.1.2 Payload

Payload DR ZERLET, (1)~(4)D% operation DIKEEIZ LK Y. FERA N S payload DY AHEKY
iTO

(1) open session operation payload (L AR > X)

open session operation M L XK > X Tt % payload ¥ % % 4-3 open session payload &% |
IZRLFET,

& 4-3 open session payload 1Ak

Name Size Description
success 1 Indicate if session has been open with success (1) or not
(0).
version 1 protocol version, always 1.
max transfer size 2 max size for STP header + payload.
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(2) transfer block command operation payload (1) ¥ T X )

transfer block command operation ®!) ¥ TX k TftiN&h % payload 8% [F 4-4 transfer block
command payload #/1 [TTRLET,

5% 4-4 transfer block command payload &Rk

Description
block size 2 block size to transfer.

(3) transfer block operation payload (') 7 TX )

transfer block operation @ 1) 7 T X + TN &N 5 payload ¥ % & 4-5 transfer block operation
request payload #A] IZTRLET,

F 4-5 transfer block operation request payload &Rk

Description
firmware data Refer to firmware data.
Description | size = max transfer size - STP header

(4) transfer block operation payload (L A7/RK > X)

transfer block operation M L XK X T & b payload #R % [ 4-6 transfer block operation
response payload #fk1 IZRLET,

5% 4-6 transfer block operation response payload ¥R

Name Size Description
residue 2 always 0.

4.3.1.3 Checksum
fullheader checksum (hcrc16) & payload checksum (perc16)DETEAZEETRLET .

uint16_t ryz024a_fwup_stp_crc16(const void *input, size_t length)
{

uint16_t crc = 0;

const uint8_t *data = (const uint8_t *)input;

while (length-- > 0)
{
crc = (uint16_t)((OxFF & (crc >> 8)) | (crc << 8));
crc A= (uint16_t)*data++;
crc A= (uint16_t)((crc & Oxff) >> 4);
crc A= (uint16_t)(crc << 12);
crc A= (uint16_t)((uint8_t)(crc & 0xff) << 5);

P

}

return crc;

4-4 Checksum DEtE
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4.3.2 Operation 7A—

STP#FERALE77—LD 7 T—2DEZENEIL TR 4-2STP /X4y R @ Tloperation] TRE
NBEBZLIZSTP /N7y FOEZEZEITI ETETEINFET,

(1) reset

A 4

(2) open @

A 4

(3) transfer block
command

\ 4

Firmware data remains.

(4) transfer block

All frmware data has been transferred.

END

4-5 A NL—3270—
(1) reset
® RYZ024AADtEvIavExEUty FLET,
® sid&tdZ0ICEYRLET,
® JJIXLDpayload (FHY EFHA-
® LRAKRUADpayload [FH Y EFHA-

e UUIRF}

signature op | sid plen tid hcrc16 pcrc16 payload
66 | 61 | 73 | 74 [ 00 [ 00 | 00 | 0o | oo | oo [ 0o [ oo | 8a | E3 | 00 | 00 |-

o (16

°

o LRRVR

signature op | sid plen tid hcrc16 pcrc16 payload
74 | 73 | 61 | 66 | 80 | 00 | 00 | 0o | 00 | 0o [ 00 | 00 | 0o | oo | 00 | oo |-
(16 %)
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(2) open session
® RYZ02UADtwI avEA—T Lty a5 A—4( lopen session operation payload
(LRARUR) VERZIELET,
® sdétdx 1Yy FLET,
® YU IXLDpayload (FHY EFHA,
® L RKR2URT lopen session operation payload (LRARUR)| #ZELET,
JOITR b
signature op | sid plen tid hcrc16 pcrc16 payload
66 | 61 | 73 | 74 | o1 [ o1 | 0o | oo | oo [ oo | oo | 01 | FB | 8E | 00 | 0O
(16 # %)
LRARUR
signature op | sid plen tid hcrc16 pcrc16 payload
max
success | version | transfer
size
74 | 73 [ 61 | 66 | 8 | 01 [ 00 | 04 | 00 | 0o | 00 [ o1 | 00 | 00 | 47 | 62 01 01 |20]o00
(16 %)

transfer block command
® J7—LUIT7T—HMDREE RYZ024AICHERLET,
® tidxAU)AVEMLET,

JOITRbLTT

®)

R19AN0253JJ0100 Rev.1.00
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® transfer block command operation payload (') 2 TX k)] #Z#{ELET,
® LRAKRUADpayload (FH Y E£FHA-

Ry 2= iy I 8

signature op | sid plen tid hcrc16 pcrc16 payload
block size
66 | 61 | 73 | 74 | 02 | 01 | 00 | 02 | 00 | 00 | 00 | 02 | E1 | 18 | FF | 21 | oF | Fo
(16 %)

LRAKRUR

signature op | sid plen tid hcrc16 pcrc16 payload
74 | 73 | 61 | 66 | 82 | 01 [ 00 | 00 | 0o | 0o | 00 [ 02 | 00 | 0o | 00 | 00 |-
(16 %)
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(4) transfer block
& J7—LUITT—H%RYZ024ANEFELFET,
o tidEAVIUVAVMLET,
JOIRNTI7—LozT7T—4 T
® transfer block operation payload (') 7 TR k)] #%ELET,
® L RKR2RT Ttransfer block operation payload (LA R)| #Z{ELET,

Ry 2= iy I 8

signature op | sid plen tid hcrc16 pcrc16 payload

firmware data
66 | 61 | 73 | 74 | 03 [ o1 | oF | Fo | 00 [ 00 | 00 | 03 | D2 | 3D | xx | xx | xxxo0xxxxxx...
(16 %)

LRARUR

signature op | sid plen tid hcrc16 pcrc16 payload

residue
74 | 73 | 61 | 66 [ 83 | 01 | 00 | 02 [ 00 [ 00 [ 00 | 03 | oo | 00 | 00 [ 00 | 00 | oo
(16 #%)
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5. f{F8k

51 BENTA—FDEE

511 ENT7—LIITDT7YvTIL—REA LT FEEDERE

ENTT—LITTOT Y TIL—FTR, ERT7— LI T7T—2%RYZO4AICEELTHET Y
TTL—FRRTIDHETITHADLETT ., L. FYTITL—FHRIZFZA LTI MARETDHER. X
51 TEHRSNDEEEEL TS,

K51 EDT7—LOT - TyvTJL— K24 LT MEE

DIFF_UPGRADE_TO_COUNT_MAX | 18 ENT7—LI9ITF - TYvITITL—KE2A LT+
R

Bifsf: 10 sec
f5) 10 sec * 18 = 180 sec

512 ATaAXY U FRZEZEETHIETOYIFIIT7IzA FREIODEE

ATOTUROLARARUVREZZELEHE, ROAT AT FEEET BRI 20ms DEIY I+ 7T
DA bbLET, RAMMCUZZERELD A MEDEELADLELRIGEIE. R 5-2 CEESNDIEEXEEL
TLFE&EL,

R S52ATARVFEEEITDETOYI LI T7 04 M

ATC_SEND_WAIT 20 ATaAT YV REZEETHETOY IOz T7oz4 b+
R

B 1ms
f5) 1 ms * 20 = 20ms
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5.2 AT Commands Definition
T7—L oz T7T7yv T L—FTHERATSHAT AT FIZDOVLWTHRBALET,
(1) AT+SMSWBOOT
Description:

This command forces the device to boot in mode <mode> (FFF, FFH, Updater or Recovery).

Syntax:

Command Possible Response(s)
AT+SMSWBOOT=<mode>[,<reboot>] OK

Parameters:

<mode>: integer 0, 1, 2 or 3. Device start-up mode at next boot
0: FFH
1: FFF
2: UPDATER
3: RECOVERY
<reboot>: integer 0 or 1. Automatic device reboot after <mode> change
0 (default): no reboot

1: reboot after the OK response

(2) AT+SMOD
Description:

This command returns the boot mode.

Syntax:

Command Possible Response(s)
AT+SMOD <mode>

Parameters:

<mode>: Integer. Device start-up mode at next boot
0: FFH
1: FFF
2: UPDATER
3: RECOVERY
4: OTHER
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(3) AT+SMUPGRADE

Description:

AT+SMUPGRADE parses the .dup file and directly flashes the data into the corresponding regions
depending on which boot mode the module is:

® FFH: Upgrade all regions and filesystem

® RECOVERY: Upgrade all regions and filesystem

® FFF: Upgrade UPDATER and BOOTROM regions

® UPDATER: Upgrade FFF region and filesystem
When in FFF, all authorized regions are upgraded before the module reboots in UPDATER mode to
finish the execution of the .dup file. Once the UPDATER mode is over, the module reboots in FFF

mode. The SFU tool takes care of both steps, its use is highly recommended for any upgrade.

Syntax:

Command Possible Response(s)
AT+SMUPGRADE -
AT+SMUPGRADE? Upgrade report

(4) AT+SMLOG
Description:
Available in manufacturing mode (AT+CFUN=5)

Forces console logs to be printed on the specified UART (regardless of their programmed "console"

functionality).

Syntax:
Command Possible Response(s)
AT+SMLOG? +SMLOG=LOG_INHERIT
ERROR
Parameters:

® +SMLOG=LOG_INHERIT: Firmware is upgrading.
® ERROR: Firmware has been upgraded.
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(5) AT+SMSTPU

Description:

This command starts a STP transfer, waiting for an FFF image containing upgrade images.

Syntax:

Command Possible Response(s)
AT+SMSTPU[="ON_THE_FLY"] -

Parameters:
none: Normal transfer
ON_THE_FLY: Recovery transfer

(6) ATRESET
Description:

This command performs an hardware reset.

Syntax:
Command Possible Response(s)
ATARESET Device is reset
- +SHUTDOWN
+SYSSTART
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(7) AT+SQNWL

Description:

This command manages resources wake locks to indicate that a client application running on the Host
CPU needs to secure full and immediate availability of some device resources, which implies to prevent the
considered resources to enter sleep mode.

Currently, the wake-lockable system resources are:
® CPU and external interfaces (UART, GPIO)
® Device memory (RAM)

The Set command is used to set and release the wake locks based on the resource identified by the
bitmask <wl_mask>. To set the wake locks and prevent the sleep mode for the specified resource(s),
<wl_mask> bit(s) should be set to 1. To release the wake locks and allow sleep mode for the specified
resource(s), <wl_mask> bit(s) should be set to 0.

Note: The wake locks configuration is volatile. It is lost at reboot.

The Set command entered with bitmask omitted will return the wake lock defined by the <app> client
application.

The Read command returns the list of client applications using wake locks and lock status.

Caution: It is very important release wake lock as soon as possible to avoid running down the device's
battery excessively. Each application

<app> setting a wake lock to 1 should explicitly reset it to O when the need for resource availability is not
present anymore.

Syntax:
AT+SQNWL=<app>[,<wl_mask>] +CME ERROR:<err>
+SQNWL:<app>,<wl_mask>
OK
AT+SQNWL? +SQNWL:<app1>,<mask1>
[<CR><LF>...<CR><LF>+SQNWL: <appN>,<maskN>[...]]
OK
AT+SQNWL=? +SQNWL:"",(0-3)
OK
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Parameters:
app

® Client application name, string.
wl_mask

® Bitmask as integer in range [0-3] identifying the resource to keep available. Bitis set to 1 to keep the
resource available and prevent sleep mode, or reset to 0 to release.

wl_mask

0 Default value. No system resource locked

Bit 0 (0x01) Keep CPU and external interfaces (UART, GPIO) active. Prevents the
CPU and external interfaces to enter sleep mode.

Bit 1 (0x02) Keep device’s RAM memory active. Prevents the device’'s RAM memory
to enter sleep mode.

Bits 0 and 1 (0x03) Keep CPU, external interfaces (UART, GPIO) and device’s RAM memory
active. Prevents the
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6. ETRCER

HETAE
Rev. 178 R—2 A2 b
1.0 2023/12/18 - R FELT
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