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1. B=E

BAFEGOBICLECERL1EBIETI7—LIIT7OT7 YT L— FRREIZHBAREENHY E T,
RYZO24A DT 7—LDzTETFTYvTIL— KT E5AXIUTDI/EHY ., X7 TVr—>3>/—+T
FCDFDHEYA 3 (FEHERX KMCUNST Y T L— KT BHXEIZODVTHBALES,

® LTE Ry FT—YIZ##H L TEKTT v 74 L— K(Firmware Upgrade Over-the-Air (FOTA))
® PCHLTF7YITYL—F
o HFHlH<TAaY( KRR KMCUMNSTY TSI L—FK

RA k MCU [Z RA6M5 % #& & L = EK-RABM5 /R— FZ{#FA L. PMOD 3 %% % [Z PMOD Expansion
Board for RYZ024A Z#&#E LB TEMELF Y. RYZ024A T 7 —LI 7 T 74 I)L%& USB A E ) [T1&HN
L. EK-RABM5 R— FD USBFS O R IZHE LE T, USB A EUN D RYZ024ANT 7 —LV I T %
BELTT7Y T L—RETVET,

27—LOzT7T7YIITL—F - HITVF7 TV r—2a v OBEEEER 1-1(12RLET,

EK-RABM5 PMOD Expansion Board
for RYZ024A

RESETHR 4 &
S1R % v

USBZ 5w ak347

|

Debug
USB micro-B

SEGGER J-Link
RTT Viewer e? studio

_3

PC

USB micro-Bto A
E|r—ITN

K11 27—L9xF7T7vITIL—F -HSoTLT7T)5r—> 3 UERE
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2. BERIE

21 IN—FK9zx7
BTN TI)r—2 a3 TCHEATEAIN—FO T 7ERZLTIZRLETY,

xR 21 N—FOITEH

JEiD B RE Ne%E

PMOD Expansion Board for RYZ024A RTKYZ024A0B00000BE

EK-RA6M5 RTK7EKA6M5S00001BE

UsB A€l 10MB Ll E

Windows 10 PC -

UsB 7—7JJL e EK-RAG65M USB Debug connecter i (micro-B)
e USB AE!YHA (USB micro-Bto A 1)

22 YIbkozx7
BOoIVT IV r—2a v THEATHVI MV TEBEUTITRLET,

® 22 VI +IITEKR

VA Ak 3 4 N—oavE

e? studio 2023-04

GCC a1 10.3.1

FSP 4.4.0

SEGGER J-Link RTT Viewer V7.88 XENMEMERAE LTETRIRRTTHERALET,
¥J-Link RTT Viewer D4 > o0— K
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Firmware Upgrade from Host MCU

2.3 <A 2 UED¥EE

YOTIWT7 TV r—2a v THATSHYA IV EDKEZUTISRLET,

= 2-3 VA OV DiRE

RiaHeEs &

SYFILaAZIa=H—3> | SCIO(UARTO) | RYZ024A &M UART &{E
A48T —2R R—L— F:115200 bps
T—4 &:8 bit
/N1 T 1 :none
X by FEw k1 bit
ZO0—4§lf#: N—FH 7 CTS/V 7 ko7 RTS
RTS {§5: P412
CTS1E5: P413
FERBNAR A< AGTO RYZ024A & D UART BIEZ A LT k
AGT1 LED s i E A
USB2.0 ZJILRE—F USBFS T7—LITT7I7AILHDBHEMENTILNS USB A E
Eoa—)L ) ED@EE
/0 /R— b P404 RYZ024A D)+ v b i FHil1E
P412 RYZ024A & M UART @IETHERAT % RTSEE
P413 RYZ024A & M UART @IETERAT 5 CTSEE
P006 aA—H—LED1 (¥)
P008 a1—4—LED3 (F)
S ER s F B U A A IRQ10 A—H¥—KRE2 2 S1 OHNERIHFE Y AH

2.4 FSP Modules

YOTWNTFTTI)r—2 a3V TERTAFSPES 2 —IILEUTIZRLET,

=R 24 FHIBFSPECa—IL

Module £%8 Module £

System 1/0 Port (r_ioport)

Storage FreeRTOS+FAT (rm_freertos_plus_fat) (i)
Storage Block Media USB (rm_block_media_usb)
Connectivity USB HMSC (r_usb_hmsc)
Connectivity USB (r_usb_basic)

Transfer Transfer (r_dmac)

Input External IRQ (r_icu)

Connectivity UART (r_sci_uart)

Timers Timer, Low-Power (r_agt)

F o RTOTILERTAZILRTT,
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RYZ024A and RA MCU

Firmware Upgrade from Host MCU

47 g_ioport 17O Port
(r_ioport)

6]

47 FreeRTOS+FAT

@

47 g_external_irg10
External IRQ (r_icu)

@

4 g_uarto UART (r_sci_uart)

@

& g_timer0 Timer,
Low-Power (r_agt)

@

4 g_timer! Timer,

@

Low-Power (r_agt)

ry

42 FreeRTOS+FAT Port for RA (rm_freertos_plus_fat)

@

ry

4+ g_rm_block_media0 Block Media USB
(rm_block_media_usk)

@

ry

4 g_hmsco USB HMSC (r_usb_hmsc)

@

4 g_basico USE (r_usb_basic)

@

a

4 g transfer0 Transfer 4 g_transfert Transfer
(r_dmac) USBFS FIFO (r_dmac) USBFS FIFO
1 (DMA transfer 0 (DMA transfer

@ request 1) @ request 0)

I
55 Add DTC Driver for
Transmission
[Recommended but
optional]

I
% Add DTC Driver for
Reception [Not
recommended]

2-1 FSP L 21— LR
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Firmware Upgrade from Host MCU

25 T4LO MY - TJ7AILERK
YU INT T r—2a30vDT4LY MY - TP A ILEREUTISRLES,

T4LIRY - D71 IVEEBRL
RYZ024A_FWUP_from_HostMCU¥

K25 T4LO KR - T7AILER

.api_xml

.cproject

.project

.secure_azone

.secure_xml

configuration.xml

R7FA6M5BH3CFC.pincfg

ra_cfg.txt

RYZ024A_FWUP_from_HostMCU Debug_Flat.jlink
RYZ024A _FWUP_from_HostMCU Debug_Flat.launch

By
GCCHZ7BL o k
274
RAQYI7445L—4
ARAI7741L

.settings¥ com.renesas.cdt.ddsc.content.prefs e? studio BRE 7 7 1 I
com.renesas.cdt.ddsc.contentgen.options.prefs
com.renesas.cdt.ddsc.packs.componentfiles.prefs
com.renesas.cdt.ddsc.settingseditor.prefs
com.renesas.cdt.ddsc.threads.configurator.prefs
com.renesas.cdt.managedbuild.gnuarm.prefs
CoverageSetting.xml
DebugVirtualConsoleSetting.xml
e2studio_project.prefs
IORegisterSetting.xml
language.settings.xml
org.eclipse.cdt.core.prefs
org.eclipse.cdt.managedbuilder.core.prefs
script¥ fsp.ld JUABEIT7AIL
Src¥ hal_entry.c T7—LI9zF7F7vITITL—F -HoTULT7TY
r_lte_ryz024a_fwup.c r—varv-y—Ra—F
r_lte_ryz024a_fwup.h
r_lte_user_config.h
FreeRTOSConfig.h FreeRTOS #: L T FreeRTOS+FAT Z#{& 3 %I
WBEAYETF7AIL

SEGGER_RTT¥ SEGGER_RTT.c SEGGER J-Link RTT
SEGGER_RTT.h Viewer Y —RXa—F
SEGGER_RTT_Conf.h
SEGGER_RTT_printf.c

R19AN0226JJ0100 Rev.1.00
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3. ENRHERR

YOTWTTI)r—2 a3 DFERAERIZODVTRLEY, BETREICODVWTE TR 11 27—4LDx7
TYFTTL—FK-HoTNT7TVr— 3 UERE] #3BLTLEEL,

BTN T7T)r—2avELTERY FI—O 0o LIIKRETEITL T &L,

3.1 RYZ024A 77— Lz 7 D#fx

RYZO2AA D T 7 — LIz TFI7ANE. I7—L9xT72EEZT7Yv T L—KT B3IV IT7—LI9TT
T740LE, BEDN—=Da v EHFLWOWN—CavlOERET7 YT I L—RT3ER 7 7—LI9TTI7
AIIND2EBEHYVET, EEON—ADT7—LIT T I7AILEOELUTOLRBINZZEEL USB AEYD
IW—FT oL FUIZHEHLTLESL,

TIWNT7—LD T 774 I ryz024a_firmware_full.dup
ENT77—L T 774 I ryz024a_firmware_diff.dup

E: TJ7—LTT7 774 IVEBEIZIECTILR AN BERICEERELET ., ILRXTFXIZHEWVED
BETAFLTLESY, BERFD 7 7—LI9IT7DN—2a V&> TI7AILIFEGBYEITOTS
FECFEEL,

3.2 EK-RABM5 2+ U/\EEFE

EK-RAB6M5 0 USB Full Speed 1 % 7 = —XI[&, USB A &) ###i 9 571-H USBHost & LTHEALE
¥, [RA6M5 4 )L—7 RABM5 MCU ¥ )L—JREHEF Y b EK-RABM5v1 1—H—XT =217 /L]
(R20UT4829)IZHELY, RD T v UINEEZITo>TLZELY,

J12:. E>1-2 ¥a—+
J15: #—J v

33 Aoz rA oER—+k
e2studio IZH U FINTFT TUr—S3o07ASzy beEAVR— T 3FIEEZRLET,

1. e?studio ZBHLTITI—IRR—=XT4 LY FYZEHREL lLaunch] REZE#5YvHI LET,

{8} & studio Launcher *

Select a directory as workspace

e? studio uses the workspace directory to store its preferences and development artifacts.

Workspace:u C:¥MyWorkspace ~ Browse...

[] Use this as the default and do not ask again

» Recent Workspaces

=

3-1 Workspace M3EiR

R19AN0226JJ0100 Rev.1.00 Page 8 of 30



RYZ024A and RA MCU

Firmware Upgrade from Host MCU

2. Az=a—/\—H5 TFile; — MNmport...] #ERLFET,

Q MyWorkspace - & studio

File Edit MNavigate Search Project RenesasViews R
New Alt+Shift+N >
Open File...

[} Open Projects from File System..

Recent Files b
Close Editor Cirl+W
Close All Editors Ctrl+Shift+W
Save Cirl+5
Save As...

Save All Ctrl+Shift+S
Revert

Move...

Rename... F2

& Refresh Fs
Convert Line Delimiters To »
Print... Crl+P

i Import.. L\\,

3 Export..

Properties Alt+Enter
Switch Workspace b
Restart
Exit

3-2File A =a2—

3. [Existing Projects into Workspace] #:&iRL Next] 2 U v oI LET,

Select

Import
& mp

Create new projects from an archive file or directory.

Select an import wizard:

| type filter text

v (= General

J& Archive File

) CMSIS Pack

=% Existing Projects into Workspace

(3 File System

[T] Preferences

[} Projects from Folder or Archive

= Rename & Import Existing (/C++ Project into Workspace

[==]

Einish

Cancel

3-3 Import wizard D4R

R19AN0226JJ0100 Rev.1.00
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RYZ024A and RA MCU

Firmware Upgrade from Host MCU

4.
JEERLET,

I'Select root directory] #:#{RL T MBrowse...] 29 Uw o L. oAz tOT4LY k
lFinish] R4 V28 37O A UiR—FEhET,

&) Import [m} *
Import Projects rm—
Select a directory to search for existing Eclipse projects. { A
(®) Select root directory: | C¥MyWorkspace¥RYZ024A_FWUP_from_Ho ~ | Browse...
(O Select archive file: Bro
Projects:
RYZ024A_FWUP_from_HostMCU (C¥MyWorkspace¥RYZ024A_FWL Select All
Deselect All
= > Refresh
Options
[1Search for nested projects
[]Copy projects into workspace
[]Close newly imported projects upon completion
[T Hide projects that already exist in the workspace
Working sets
[] Add project to working sets MNew..
Select

3-4 Project @ import

R19AN0226JJ0100 Rev.1.00
Aug.16.23
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34 ENFEADO—F
1. configuration.xml &% JJL % 1) % L FSP Configuration V4 > KO ZREET,

5 Project Explorer =l =T
w Tlé RYZ024A_FWUP_from_HostMCU [Debug]

[ Includes

2 src

(= script

2% configuration.xml

|Z JLinkLog.log

|Z R7FAGMSBH3CFC pincfg

|2 ra_cfg.ixt
|Z| RYZ024A_FWUP_from_HostMCL Debug_Flat.jlink
|%] RYZ024A_FWUP_from_HestMCU Debug_Flat.launch
(%) Developer Assistance

§g =0

3-5 configuration.xml 7 7 1 JL

2. FSP Configuration 74 >~ Ky M4 £ EB(Z 4 % Generate Project Content 74 3> @ %45y vs LE
T BEBIFAILAFSPALHEINY—RIT77AMILEANYET7AILATOD Y FEMS
nNEY,

3. AZa—s\—hHi5 [Project] — [Build Project] ##E{R3 %hH . Build 74 2 ‘/é"? JyoyLTT
Az FEEILKLET,

4 FRyTTFALAVEESIY s LTTIOT I FERELES., TSI FARBTEEY LT
IWTF TYUHr— 3 N EK-RABMS 2T YA—KREhEzd,

R19AN0226JJ0100 Rev.1.00 Page 11 of 30
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3.5 J-Link RTT Viewer MO C &}
1. J-Link RTT Viewer ZEB LUTO LS IZREL TOKI K2 &2V UV I LET,
Connection to J-Link : USB
Specify Target Device : R7TFA6M5BH
Target Interface & Speed : SWD, 4000 kHz
RTT Control Block : Address, 0x200001fc (*)

ﬂ J-Link RTT Viewer W7.88¢c | Configuration *
Connection to J-Link

® UsE [ Serial No

) ToRAR

(O Existing Session

Specify Target Device
[ R7FAGMEEH v

[] Fores &0 on connect

Script file (optional)

Target Interface & Speed
SWD v | 4000 kHz =

RTT Control Elock
(O Auto Detection (@) Address () Search Ranee

Enter the address of the RTT Caontrol block.
Example: 020000000

[0x200001fc

arce

3-6 J-Link RTT Viewer M Configuration

i¥:  RTT Control Block Address (&, Debug T4 L2 FJIZERENZ map 774 ILD
"bss. SEGGER RTT"tY a7 FLRFHRELET,

r =

5 Project Explorer S 8
v Tlé RYZ024A_FWUP_from_HostMCU [Debug]
g(f' Binaries
[ Includes
B ra
2 ra_gen
= src
v = Debug
= ra
(2= ra_gen

E= src
3‘;& RYZ024A_FWUP_from_HostMCL.elf - [arm/le]
makefile

=| makefile.init

[L] memory_regions.ld

objects.mk

=| RYZ024A_FWUP_from_HostMCU.elfin
RYZ024A_FWUP_from_HostMCUL.map
=| RYZ024A_FWUP_from_HostMCU.rpd
1 RYZ024A_FWUP_from_HostMCU.sbd
=| RYZ024A_FWUP_from_HostMClU.srec

sources.mk

.bss._SEGGER_RTT
6x200001 fc @xa8 ./src/SEGGER_RTT/SEGGER_RTT.o

0x200001 fc _SEGGER_RTT

3-7 RTT Control Block Address

R19AN0226JJ0100 Rev.1.00 Page 12 of 30
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36 T77—LIzTTvIIL—FET

1. FNYTR—ZARI T4 ITOBETAa> P 259w LTHYTINTIIr—2avEEFLE
R

Attach the flash drive

38 TN TFTTUr— 3 0FT

2. USB A E!) % EK-RA6M5 ® USB FS O # % & [Z##it L 7= USB micro-B to A ity — J L~ L

F9,
USB A EJITHIMEINTILNS RYZ024A 77 —L I T IF7AILDBREINDY T 7ML A4 AHRKRRS
nEd,
Attach the flash drive
Attached
Firmware filesize = 6758482 bytes
Press the 51
3-9RYZ024A 7 7 —LD 7 7 71 JLIRH
R19AN0226JJ0100 Rev.1.00 Page 13 of 30
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3. S1ARAVERLET, 27—LIT77 VT L—FKREITEINET,
(CCTRINITI7F—LDT T I7ANEFRALTT YT L—FLEETHEREZRLET, )

Attach the flash drive

Attached

Firmm i 44 bytes
Pre

HUTDROWN remaining=
eration r

a T
timeout AGT@ atc_num=5
wait 5

rcv
LOG_INHERIT rev

\GTe atc_num=]

\GTe atc_num=]

"ON_THE_FLY"

310 27—L9xzF77v 7 L—FKET

R19AN0226JJ0100 Rev.1.00 Page 14 of 30
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4. 7055 LANE

27—LoxT7T7v 7T L—FIER_LTE_FWUpgrade B ZFUHT & TETINET, USB AEY
[T SN RYZO2AA DT 7 — LI T I 7AIDEHEN, MO ST HRE UAERENDHEATIATUR
REZFFRIBLET

ATaT Y FUEBTIE M421ATav > K70—] CTRIIEFTATaAT U REEL, LAKRUVRAERZIE
LET, FLTI7—L9IT77vTIL—KDETE RYZ024A ~NERLET,

Firmware data 851X L2 TIE 4.3 Firmware data Transfer L3 | T3 Simple Transfer Protocol (STP)%
FALTRYZ02UAANT 7—LO 7 T—R2EEELET,

| hal_entry() |
[
| RYZ024AY + v K |
I
|  rReowsEmmmE |

4

I | RLTE Fwupgrade) |

| RYZ024A_uart_callback()

o Yes
ATa< > k _é_.: ATC
o 1 Requgst

o

ryz024a_fwup_atc_send() ATC RET—4
Response

ryz024a_fwup_atc_receive() <

i
e v oGy o7
No

Firmware datamixfLIE?

Firmware data E

STP
iﬁiﬁmii-i-: Rrequest
i 1. »
ryz024a_fwup_stp_send() f—— > ryz024a_fwup_stp_fwdata_get()
ryz024a_fwup_stp_receive() | < I S LT F—A&

P STP

Response
: — L
| ryz024a_fwup_usb_event_exec() |

41 J7—L9x 77y 7o L— K705 5 LNEHER

R19AN0226JJ0100 Rev.1.00 Page 15 of 30
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41 API

411 —H—API
4.1.1.1 Firmware Upgrade B8t
(1) R_LTE_FWUpgrade

T RE RYZO24AAD 7 7 —L oz T7&#TF7v T L—FLET,
5% L
RYE IEET : LTE_SUCCESS(Z 7—LD 77 v 79 L— KR
I5— :LTE_ERR FWUPGRADE(Z77—L™ 77y 75 L—F%kK)
LTE_ERR_NOT_FOUND_FWFILE(Z 7—LDx 7 774 ILMEDOMY EFHA)
¥ IS—EHEYY Ol lte_ryz024a_fwup.h 8B LTS,

412 RELERR
4121 AT o< FLEEH

(1) RYZ024A_fwup_atc_send

HeRE RYZO24A [CAT OV U REREELET, FIETHATIATUFRIE T421ATaT VKD
O—| 8B L TS,

5% L

RYIE BL

(2) RYZ024A fwup_atc_receive

BeaE ATaYY FOLARURE RYZO2AA NS ZIELIEREZHELE T, RIETDHLRKRY
AL T421ATa=w Y Ko0—] #28BLTLESELY,
LTFODIS—MEELE-IBESIZRCAT AT F250BEEELES, BEEDICEER
LRARUVAEZIETCERWMEEILIRYZ024A Z )Yy FLAT Y Y FREDAENSE
ETLET, BERBKOIS—IRELEBREI I 7—LDz 77y T L—REEER
UEY,

o AFELBLAKRUVREZIELT-

o 10MELARVANZETELEM 1

518 TL

RY1E L
R19AN0226JJ0100 Rev.1.00 Page 16 of 30
Aug.16.23
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RYZ024A and RA MCU Firmware Upgrade from Host MCU

4.1.2.2 Firmware Data Transfer {LIEE %k
(1) RYZ024A_fwup_stp_send

HERE RYZ024A IZSTP DYV TR +EZFEELET, 70O FaJLOEMIE T4.3 Firmware data
Transfer | #SHBL T LY,

ClE: HL

RYIE gL

(2) RYZ024A_fwup_stp_receive

HERE STPOLRARURAE RYZO2AA NS ZELFERZHELET, 7O FaJLDFHMIE T4.3
Firmware data Transfer 8LI2 | 2B LT FE &L,

UTDIZ—MFEELEBZEIEREL RYZ024A 2y L AT O Y FREOEREMN S
BETLEY, BERKROIS—MNRELEGHEEIT77—LV 77 v T T L— FREKE
BTYFET,

® RFRELLARVREZELT:

o 10MBLARVANZIETELM o1
318 L

RY{E L

(3) RYZ024A fwup_stp_fwdata_get

HERE RYZ024A 77— LD T 7 I 7ALDSEESNHA AD T 7—LI T T—2 B
LFET,

ElE: 0 JF7—LITTT—REMNYIFTDRA2E (HAH)
& mMFTEHT—2H4A4X (AN)

RY{E L
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42 AT a2 RE

421 ATaw>R7o—

INIT7—LDITFEER T 7—LIIT7DT YT L—RKTCHERATHIATaAY RO 70—%5RLE
ERS

(1) FLITF—LYzT

AR

A
AT Command Response
AT OK
AT+SMSWBOOT=3,0 OK
AT"RESET OK
+SHUTDOWN
[ AT Command |
LAt |

/\ wait 5sec
Response ~~No
oK —

\ Yes

AT Command Response
AT+SMLOG? +SMLOG: LOG_INHERIT
OK
AT+SMOD? 4
OK
AT+SMSTPU= OK
"ON_THE_FLY"
Transfer
v
AT Command Response
AT OK
AT+SMSWBOOT=1,0 OK
ATRESET OK
+SHUTDOWN
[ AT Command |
[LAT |

A wait 5sec
Response ~No
oK —

\ Yes

AT Command Response

AT+SMLOG? ERROR

AT+SMOD? 2
OK

AT+SMUPGRADE? +SMUPGRADE: success
OK

M 4-2ATav> RKoA— (FILT7—LHTT)
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2) ERI77—Lox7T

A
|AT Command Response |
[AT OK |
[ AT Command |
[ AT+SMLOG? |
v v
[ Response | Response
[ ERROR | +SMLOG: LOG_INHERIT
0K
v
AT Command Response
AT+SMOD? 2
OK
AT+SQNWL="sgndcc",2  [+SQNWL: "sqndcc",2
OK
AT+CFUN=4 OK
AT+SMSTPU OK
Firmware data
Transfer
AT Command Response
AT OK
AT+SMUPGRADE OK
[AT Command Response |
[AT OK |
Response
| AT Command | +SMLOG: LOG_INHERIT
[ AT+SMLOG? | OK
L)
v
[ Response |
[ ERROR |
AT Command Response
AT+SMOD? 2
OK
AT+SMUPGRADE? +SMUPGRADE: success
OK

4-3ATavR > R70— (ERT77—LII7)
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422 ATavw K
I27—L9zF7F7yv T L—RFRTCHERTAHIATAT Y FOBMEFHRBALET,

£ 41ATaTUFR

AT av Y R4 EnBA
AT+SMLOG? I27—LoxzT77yv 7T L—FOREZRLET,
AT+SMOD? J—FrE—FZERLET,
AT+SQNWL AY—=TE—FADOBITEHELET,
AT+CFUN Mobile Termination (MT)D#EEL NJLEFIRLF T,
AT+SMSTPU Simple Transfer Protocol (STP)#xiX Z#FtR L £ T,
AT+SMUPGRADE I27—L9zF7T7yv I L—FRE2FETLET,
AT+SMSWBOOT FINARAEHRELEE—FTIT—FLET,
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4.3 Firmware data Transfer {138

Firmware data $z:%LIETIL, Simple Transfer Protocol (STP)ZEA LTI 7—LY I 7 T—4% %
RYZ024A IZEELEFT, RRX F MCU Hh 5 RYZ024A ~NEET B UV TR b/ b, RYZ024A hh 57K R
FMCUANZEIETEHILARARURNY Y FTEBELEY,

431 Ny MER
4.3.1.1 STP packet

STP packet DM ETR LET . FTEEHEMRD payload Z#F&UVIz 16 /841 + A STP header EFFIENET,
5 4-2 STP /N7y MERL

Name Size Description

signature 4 1) TR :0x66617374 ("fast")
LARU R :0x74736166 ("tsaf")

operation (op) 1 0x00 : reset

0x01 : open session

0x02 : transfer block command

0x03 : transfer block

¥Response M operation (& 0x80 & OR L1={ETY,

session ID (sid) 1 set to 0 on reset, set to 1 once session is open.

payload length (plen) 2 payload length

transaction ID (tid) 4 transaction ID, set to 0 on reset, then incremented after
each answer.

full header checksum (hcrc16) | 2 Request : full header checksum
Response : 0

payload checksum (pcrc16) 2 payload checksum or 0 if no payload.

payload - payload data

T—A % 14.3.1.2 Payload] 38,

4.3.1.2 Payload
Payload D#H %R LZE 3, operation DIREEIZ &L Y RS S Payload NEK Y FT,

(1) open session operation payload (L AR > X)
open session operation M L AR X TfIME N % payload TH,
5= 4-3 open session payload # ik

Name Size Description

success 1 Indicate if session has been open with success (1) or not
(0).

version 1 protocol version, always 1.

max transfer size 2 max size for STP header + payload.

(2) transfer block command operation payload (1) 7 T X )
transfer block command operation ®!) ¥ T X k Tftil&Hh 5 payload TY,
5% 4-4 transfer block command payload &Rk

Description
block size 2 block size to transfer.
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(3) transfer block operation payload (') 7 TX )
transfer block operation @ 1) 7 T X + TN & 5 payload T,
5% 4-5 transfer block operation request payload #& %

Description
firmware data - firmware data.

size = max transfer size - STP header

(4) transfer block operation payload (L A7/R > R)
transfer block operation M L AR > X TftlE 5 payload TH,
% 4-6 transfer block operation response payload #&#X

Name Size Description
residue 2 always 0.

4.3.1.3 Checksum
fullheader checksum (hcrc16) & payload checksum (perc16)DETEAEERLET .

uint16_t ryz024a_fwup_stp_crc16(const void *input, size_t length)
{

uint16_t crc = 0;

const uint8_t *data = (const uint8_t *)input;

while (length-- > 0)
{
crc = (uint16_t)((OxFF & (crc >> 8)) | (crc << 8));
crc A= (uint16_t)*data++;
crc = (uint16_t)((crc & Oxff) >> 4);
crc A= (uint16_t)(crc << 12);
crc A= (uint16_t)((uint8_t)(crc & 0xff) << 5);
}

return crc;

4-4 Checksum D E
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4.3.2 Operation 78—
STPTI77—LVIT7T—R%&EET HBED operation 70— %FHALFT,

(1) reset

A 4

(2) open sessD

A 4

3 transfer block
) command

\ 4

Firmware data remains.

(4) transfer block

All firmware data has been transferred.

END

K 4-5 AXL—Y 30—
(1) reset
® RYZ024AADtvarvEVtY FLET,
sidktidz0ICEy FLFET,
1) TR kO payload [ZH Y £ A
LARYZAD payload (FH Y £H A

R/ 2=y QI 8

signature op | sid plen tid hcrc16 pcrc16 payload
66 | 61 | 73 | 74 | 00 | 00 | oo | 0o | 0o | oo | oo | oo | 8A | E3 | 00 | 00 |-
(16 %)

LRARUR

signature op | sid plen tid hcrc16 pcrc16 payload
74 | 73 | 61 | 66 | 80 | 00 | 00 | 0o | 0o | oo | 0o | oo | oo | 00 | 00 | 00 |-
(16 %)
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(2) open session

® RYZO2UADtwI avEA—T Lty a5 A—4( lopen session operation payload

(LRRUR) VERIELET,
® sid&tdZxE1ICEYRLET,
® YU IXLDpayload (FHY EFHA,
® L RKR2RT lopen session operation payload (LRARUR)| #ZIELET,

R/ 2=y QI 8

signature op | sid plen tid hcrc16 pcrc16 payload
66 | 61 | 73 | 74 | o1 [ o1 | oo | 0o | oo [ oo | oo | 01 | FB | 8E | 00 | 00 |-

(16 HE%h)

LRARUR
signature op | sid plen tid hcrc16 pcrc16 payload
max
success | version | transfer
size
74 | 73 [ 61 | 66 | 8 | 01 [ 00 | 04 | 00 | 00 | 00 [ o1 | 00 | 00 | 47 | 62 01 01 |20]o00
(16 %)
(3) transfer block command
® J7—LDIT7T—ADREE RYZ024A IZHERLET,
® tdxAVUAVERLET,
® J/ IR kT Ttransfer block command operation payload ('J 7 TX k)] #&#{ELFT,
® LRKRURA®D payload ITHY FtH A,
JOITR bk
signature op | sid plen tid hcrc16 pcrc16 payload
block size
66 | 61 | 73 | 74 | 02 [ 01 | 0o | 02 [ o0 | 0o | 0o [ 02 | E1 [ 18 | FF | 21 | oF | FoO
(16 %)
LRARUR
signature op | sid plen tid hcrc16 pcrc16 payload
74 | 73 | 61 | 66 [ 82 | 01 | 00 | 0o | 00 [ 00 [ 00 | 02 | 0o | oo | 00 | 00 |-
(16 #%r)
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(4) transfer block
& J7—LUITT—H%RYZ024ANEFELFET,
® tdEZAIUVAVKRLET,

® JHUIRKTI7—LDxF7T—4 Tltransfer block operation payload (1) ¥ TR k)] ZE{EL
7,

® L RKR2RT Ttransfer block operation payload (LAR>VR)| #Z{ELET,

R/ 2=y QI 8

signature op | sid plen tid hcrc16 pcrc16 payload

firmware data
66 | 61 | 73 | 74 | 03 [ o1 | oF | Fo | 00 | 00 | 00 | 03 | D2 | 3D | xx | xx | xxxo0xxxxx...
(16 %)

LRARUR

signature op | sid plen tid hcrc16 pcrc16 payload

residue
74 | 73 | 61 | 66 [ 83 | 01 | 00 | 02 | 00 [ 00 [ 00 | 03 | oo | 00 | 00 [ 00 | 00 | oo
(16 #%)
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5. f{F8k

51 BENTA—FDEE

511 ENT7—LIITDT7YvTIL—REA LT FEEDERE
ENT7—LIITDTYTIL—FTE, ERT7—LIT7T—R%ERYZO4AICEREL-HET Y
TTL—FRRTIDHETITHADLETT ., L. FYTITL—FHRIZFZA LTI MARETDHER. X

51 TEHRSNDEEEEL TS,

K51 EDT7—LOT - TyvTJL— K24 LT MEE

DIFF_UPGRADE_TO_COUNT_MAX | 18 ENT7—LI9ITF - TYvITITL—KE2A LT+
R

Bifsf: 10 sec
f5) 10 sec * 18 = 180 sec

512 ATaAXY U FRZEZEETHIETOYIFIIT7IzA FREIODEE

ATOTUROLARARUVREZZELEHE, ROAT AT FEEET BRI 20ms DEIY I+ 7T
DA bbLET, RAMMCUZZERELD A MEDEELADLELRIGEIE. R 5-2 CEESNDIEEXEEL
TLFE&EL,

R S52ATARVFEEEITDETOYI LI T7 04 M

ATC_SEND_WAIT 20 ATaAT YV REZEETHETOY IOz T7oz4 b+
R

B 1ms
f51) 1 ms * 20 = 20ms
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5.2 AT Commands Definition
T7—L oz T7T7yv T L—FTHERATSHAT AT FIZDOVLWTHRBALET,
(1) AT+SMSWBOOT
Description:
This command forces the device to boot in mode <mode> (FFF, FFH, Updater or Recovery).

Syntax:
Command Possible Response(s)
AT+SMSWBOOT=<mode>[,<reboot>] OK

Parameters:

<mode>: integer 0, 1, 2 or 3. Device start-up mode at next boot
0: FFH
1: FFF
2: UPDATER
3: RECOVERY
<reboot>: integer 0 or 1. Automatic device reboot after <mode> change
0 (default): no reboot

1: reboot after the OK response

(2) AT+SMOD?
Description:

This command returns the boot mode.

Syntax:
Command Possible Response(s)
AT+SMOD? <mode>

Parameters:

<mode>: Integer. Device start-up mode at next boot
0: FFH
1: FFF
2: UPDATER
3: RECOVERY
4: OTHER
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(3) AT+SMUPGRADE

Description:

AT+SMUPGRADE parses the .dup file and directly flashes the data into the corresponding regions
depending on which boot mode the module is:

® FFH: Upgrade all regions and filesystem

® RECOVERY: Upgrade all regions and filesystem

® FFF: Upgrade UPDATER and BOOTROM regions

® UPDATER: Upgrade FFF region and filesystem
When in FFF, all authorized regions are upgraded before the module reboots in UPDATER mode to
finish the execution of the .dup file. Once the UPDATER mode is over, the module reboots in FFF

mode. The SFU tool takes care of both steps, its use is highly recommended for any upgrade.

Syntax:

Command Possible Response(s)

AT+SMUPGRADE -
AT+SMUPGRADE? Upgrade report

(4) AT+SMLOG?

Description:

This command returns the status of the firmware upgrade.

Syntax:
Command Possible Response(s)
AT+SMLOG? +SMLOG=LOG_INHERIT
ERROR
Parameters:

® +SMLOG=LOG_INHERIT: Firmware is upgrading.
® ERROR: Firmware has been upgraded.
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(5) AT+SMSTPU

Description:

This command starts a STP transfer, waiting for an FFF image containing upgrade images.

Syntax:

Command Possible Response(s)
AT+SMSTPU[="ON_THE_FLY"] -

Parameters:
none: Normal transfer
ON_THE_FLY: Recovery transfer

(6) ATRESET
Description:

This command performs a hardware reset.

Syntax:
Command Possible Response(s)
ATARESET Device is reset
- +SHUTDOWN
+SYSSTART
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