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1. BIE
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RYZOUUAD I 7—LDzTFTEF7TYvTIL— KT 5AXIUTODI/EHY ., X7 TVr—>3>/—+T
FCDFDHEYA 3R K MCUNST Y TIL— KT BAEIZODVTHBALES,

® |TE XY FT—YIC#E#H L TEBKTT v 7J L— K (Firmware Upgrade Over-the-Air (FOTA))
® PCHLT7TYITIL—F
o HlHvAaYERR K MCUDLT Y T L—F

RRX b MCU [Z RA6M5 Z 8} L = EK-RA6M5 /R— F#{EMF L. PMOD O+ 4% %2 PMOD Expansion
Board for RYZ014A 8 L =B TEELE T, RYZ04A T 7—LD 7774 NIEUSB 7Ty a R
54 TIZHEH#M L. EK-RABM5 AR— KM USBFS ARV ICHEEHKELET,. USB IS5y a RS4 Thb
RYZOLUANDT 7—LDz 7 HEGBELTT YT ITL—FREFTVET,

27—LOzT7T7YvIITL—F - HUITLF7 TV r—2a v OEEEER 1-11TRLET,

EK-RA6M5 PMOD Expansion Board
for RYZ014A

RESETHR % > :
- “2USB micro-B
S1HKR% >

Power
= s . . &
USBZ 5w ak3547 Debug

[ﬁm—/-

SEGGER J-Link
RTT Viewer e2 studio

_

PC

USB micro-Bto A
Er—J)

1-1 27—L9zTF7T7vITTL—K-HUTIUNT7TUH5r—2 3 VERR
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2. BFIRR

21 N—FKHzx7
UL T IV r—2 a3 THERATAN—FO9 T 7EHELUTIZRLET,

£ 221 N— K T7EH

B DB RE Me%E

PMOD Expansion Board for RYZ014A RTKYZ014A0B0O0000BE

EK-RA6M5 RTK7EKA6M5S00001BE

USB73wa k347 10MB Ll E

Windows 10 PC -

USB7—7JIL e EK-RAG65M USB Debug connecter F§ (micro-B)
e PMOD Expansion Board for RYZ014A A (micro-B)
e USB AE!'JH (USB micro-B to A Z#f2)

22 JI7b9zx7
YUILT I r—2a v THERT IV I b TERHEUTISRLET,

=22 VIbIITEH

JYobozx7 N—oavE

e? studio 2022-04

GCCav/i( 5 10.3.1

FSP 3.7.0

Renesas Flash Programmer Vv3.09

SEGGER J-Link RTT Viewer V7.66 XEMEHERAE LTETOVRRTHERALET,
%J-Link RTT Viewer D4 > O0— K
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Firmware Upgrade from Host MCU

2.3 <A a2FE DR

YOTIWT7 TV r—2a v THATSHYA IV EDKEZUTISRLET,

SYUFNILaAZIaz=H5yr—v3y

F 2-3 A 3 FEDiEE

Ria#ees R

SCIO(UARTO)

RYZO14A & @ UART #&1{5

X WETY R— L — 1:921600 bps
T—% &:8 bit
/N1) T 4 :none
X by FEw k1 bit
J0—##: N— Ko xz7 CTS/Y 7 kD7 RTS
RTS {£8: P412
CTS{§5: P413
EREAARZ A< AGTO RYZO14A & @ UART @IEX A LTk
AGT1 LED sim/E#A
USB2.0 ZJLRE—F USBFS T7—LIOTTI7AIDEMEINTILNS USB A E
ETa—)L ) EDEE
/0 R— k P404 RYZO14A @ ') & v i+ Hl{E
P412 RYZO14A & @ UART BIETHERAT % RTSES
P413 RYZO14A & @ UART BIETHERAT S CTSER
P006 a1—4H—LED1 (%)
P008 a1—4—LED3 (F)
SV ERImF B Y A H IRQ10 aA—H—KR4E > S1 O ERIHFE Y AH

2.4 FSP Modules

YBOTWNTFTTI)r—2 a3V TERTABAFSPEDS 2 —IILEUTIZRLET,

R 24 FHIBFSPECa—IL

Module $E#8 Module £

System I/0 Port (r_ioport)

Storage FreeRTOS+FAT (rm_freertos_plus_fat) (;¥)
Storage Block Media USB (rm_block_media_usb)
Connectivity USB HMSC (r_usb_hmsc)
Connectivity USB (r_usb_basic)

Transfer Transfer (r_dmac)

Input External IRQ (r_icu)

Connectivity UART (r_sci_uart)

Timers Timer, Low-Power (r_agt)

F o RTOTILERTAZILRTT,
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RYZ014A and RA MCU

Firmware Upgrade from Host MCU

47 g_ioport I/O Port
(r_ioport)

@

47 FreeRTOS+FAT

@

47 g_external_irg10
External IRQ (r_icu)

@

4 g_uarto UART (r_sci_uart)

@

& g_timer0 Timer,
Low-Power (r_agt)

@

4 g_timer1 Timer,

@

Low-Power (r_agt)

ry

ry

42 FreeRTOS+FAT Port for RA (rm_freertos_plus_fat)

@

ry

4+ g_rm_block_media0 Block Media USB
(rm_block_media_usk)

@

ry

4 g_hmsco USB HMSC (r_usb_hmsc)

@

4 g_basicO USE (r_usb_basic)

@

4 g transfer0 Transfer 4 g_transfert Transfer
(r_dmac) USBFS FIFO (r_dmac) USBFS FIFO
1 (DMA transfer 0 (DMA transfer

@ request 1) @ request 0)

I
55 Add DTC Driver for
Transmission
[Recommended but
optional]

I
% Add DTC Driver for
Reception [Not
recommended]

2-1FSP 2 21— LR
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Firmware Upgrade from Host MCU

25 T4LO MY - TJ7AILERK
YU INT T r—2a30vDT4LY MY - TP A ILEREUTISRLES,

T4ULI Y - D7 IVEERL
RYZ014A_FWUP_from_HostMCU¥

K25 T4LO KR - T7AILER

api_xml

.cproject

.project

.secure_azone

.secure_xml

configuration.xml

R7FA6M5BH3CFC.pincfg

ra_cfg.txt

RYZ014A_FWUP_from_HostMCU Debug_Flat.jlink
RYZ014A FWUP_from_HostMCU Debug_Flat.launch

%A
GCCA7aYz¥y k
74N
RAQYI7445L—4
ARAI7741L

r_lte_ryzOl4a_fwup.c r—3v-y—Xa—F
r_lte_ryz0l1l4a_fwup.h

r_lte_user_config.h

.settings¥ com.renesas.cdt.ddsc.content.prefs e? studio EEE 7 7 1 )L
com.renesas.cdt.ddsc.packs.componentfiles.prefs
com.renesas.cdt.ddsc.settingseditor.prefs
com.renesas.cdt.ddsc.threads.configurator.prefs
com.renesas.cdt.managedbuild.gnuarm.prefs
CoverageSetting.xml
DebugVirtualConsoleSetting.xml
e2studio_project.prefs
IORegisterSetting.xml
language.settings.xml
org.eclipse.cdt.core.prefs
org.eclipse.cdt.managedbuilder.core.prefs

script¥ fsp.ld JOABREIFAIL

src¥ hal_entry.c T7—LI9zF7T7yvIITL—F -HoTLF7TY

FreeRTOSConfig.h
DBEGEAYETF7AIL

FreeRTOS #: L T FreeRTOS+FAT #{#EAT 3EIZ

SEGGER_RTTY¥ SEGGER_RTT.c
SEGGER_RTT.h
SEGGER_RTT_Conf.h

SEGGER_RTT_printf.c

SEGGER J-Link RTT
Viewer Y —Xa—F
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3. ENfFHERR

YOTWTTIr—2 a3 DFERAERIZODVTRLEY, ETREICODVWTE TR 1-1 727—4ALDx7F
TYFTTL—FK-HoTNT7TVr— 3 UERE] #3BLTLEEL,

BOTLWT7T)r—2avELTERY FI—O oY LIIKRETEITL T &L,

3.1 RYZO14A 7 7—L 7Dl

RYZOLAA D 77 —L9z T 77 A ILOELUTOEBMIZEELUSB 75 vy Y1 FSATDIL— T4 LY
}\ U I::l E_ngs—d—o

ryz0l4a_firmware.dup

E 77 LI TI7ANLNIBEICSH LTI R ADNOEERICEERBLET, LRV RITHWED
FETAFLTLESY, BEFDT7—LI2T7DN—2aVITE>TIFALNEERLBYFETDOTS
FERLFEEL,

3.2 EK-RA6M5 <+ 2 /NEETFE

EK-RA6M5 ) USB Full Speed 1 42 7z —RI&, USB 75 v a RS54 J%#E/RT 57=6 USB Host &
LTHEALET., TRA6M5 5 )L—7 RA6M5 MCU 4 /)L—JRFHEF v b EK-RA6M5 vl 1 —H—X<7
—a7IL] (R20UT4829)IZH LY, RO ¥ VINBREZFITH>TLESLY,

J12: E>1-2 3—Fh
J15: A—=T>

33 Oz bDAUER—+
e2studio IZTH U FINT7 TUHr—S3o07AS s bEaAVR— T B3FIEEZRLET,

1. e?studio ZEEBLTI—YAR—RAT s LY FJZEHEBEL lLaunchl RE2 2% v o LET,

8} & studio Launcher *

Select a directory as workspace

e? studio uses the workspace directory to store its preferences and development artifacts.

Workspace: f[C:2\yWorkspace ~ Browse...

[] Use this as the default and do not ask again

» Recent Workspaces

o

3-1 Workspace M;&iR
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2. Az=a—N\—H5 TFile; — MNmport...] #ERLFET,

File

Ty

Q MyWaorkspace - &” studio

Edit Navigate Search Project
New
Open File...

Open Projects from File System...

Recent Files

Close Editor

Rename...
Refresh

Convert Line Delimiters To

Print...

Import.. L\\,
Export...

Properties

Switch Workspace
Restart
Exit

Renesas Views
Alt+Shift+N >

Ctrl+Shift+W

Cirl+5

Ctrl+Shift+5

Alt+Enter

R

3-2 File A=a—

3. [Existing Projects into Workspace] #:&iRL Next] 22Uy o LET,

Import
& mp

Select

Create new projects from an archive file or directory.

Select an import wizard:

| type filter text

v (= General

J& Archive File

[ CMSIS Pack

=% Existing Projects into Workspace
() File System

[T] Preferences

(=} Projects from Folder or Archive
= Rename & Import Existing C/C++ Project into Workspace

[==]

Cancel

3-3 Import wizard M;&R
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RYZ014A and RA MCU
4.

Firmware Upgrade from Host MCU

l'Select root directory] #:#IRL T MBrowse...] 22 Uvo L. oLl tDTa4LY k
DEZJIRLET, (Finish) K2V #|TLETOCc ) MBS VR—bERFET,

& 1mport O *
Import Projects ]

Select a directory to search for existing Eclipse projects. s A
(®) Select root directory: | C¥MyWorkspac e¥RYZ014A_FWUP_from_Ho ~ | Browse...

(O Select archive file:

o
=
-

Projects:

RYZ014A_FWUP_from_HostMCU (C¥MyWorkspace¥RYZ0144A_FWL Select All

Deselect All

<

> Refresh

Options

[J Search for nested projects

[] Copy projects into workspace

[ Close newly imperted projects upon completion

[] Hide projects that already exist in the workspace

Working sets

] Add project to working sets

L < Back

[c

3-4 Project @ import

R19AN0132JJ0100 Rev.1.00 Page 10 of 29
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34 ENLFEAYO—F
1. configuration.xml 4 JJL% ') w4 L FSP Configuration V4 > FO#RAEET,

% Debug Bia Project Explorer <
w Tlé RYZ014A_FWUP_from_HostMCU [Debug]
[ Includes
& src
(= script
fi'o:g configuration.xml
=| RYFAEMSBHICFC pincfg
=| ra_cfg.ixt
=| RYZ014A_FWUP_from_HostMCU Debug_Flat,jlink
¥ RYZ014A_FWUP_from_HostMCU Debug_Flat.launch
(7 Developer Assistance

3-5 configuration.xml 7 7 1 JL

2. FSP Configuration 74 > KM% L ERIZ 4 % Generate Project Content 74 3> @ %45 v4o LE
T BRELGIFALNFSPASHEINAY—RXT7MILEAYFTTF7ALNTOO Y MIBME
nEy,

3. A=a—/\—H5 TProject] — TBuild Project] %:#iR3 %H\. Build 74 3 f/"éﬁ JwoyLTT
Az FZEEIKRLET,

4. —‘r“m‘\y/f?«r:upi']u vy LTRSSy L ERBELET., TRV MAEBETHEH VT
W7 TUr—S 3 UM EK-RABMS (28— FEahEzY,
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RYZ014A and RA MCU Firmware Upgrade from Host MCU

3.5 J-Link RTT Viewer MDEEN
1. J-Link RTT Viewer Z#EE LUTD K SIZ®REL TOKI RE2 &I YU LET,
Connection to J-Link : USB
Specify Target Device : R7TFA6M5BH
Target Interface & Speed : SWD, 4000 kHz
RTT Control Block : Address, 0x200001e4 (%)

H J-Link RTT Viewer V7.66a | Configuration *
Connection to J-Link

@ UsE [ Serial No

O ToRAR

() Existing Sesgion

Specify Target Device
[R7FaGMEEH v

[ Force eo on conmect

Script file (optional)

Target Interface & Speed
SWD v 4000 kHz -

RTT Contral Elock
() Auto Detection ® Address (O Search Range

Enter the address of the RTT Gontral block.
Example: 020000000

[0x200007e4

el

3-6 J-Link RTT Viewer @ Configuration

;¥: RTT Control Block Address (&, Debug T4 L2 FJIZEBENZ map 774 ILD
"bss. SEGGER RTT"#Y L 3 V7 FLRAFHRELET,

%5 Debug Fis Project Explorer %
v 1% RYZ014A_FWUP_from_HostMCU [Debug
g{f Binaries
[l Includes
2 ra
[#2 ra_gen
B src
w = Debug
= ra
(= ra_gen
(= src
3@& RYZ014A_FWUP_from_HostMCLLelf - [arm/le]

makefile

I
S
i
o

=| makefile.init

=| memory_regions.ld

objects.mk

=| RYZ014A_FWUP_from_HostMCULelfin
@ RYZ014A_FWUP_from_HostMCU.map
=| RYZ014A_FWUP_from_HostMCU.rpd
1 RYZO14A_FWUP_from_HostMCU.sbd
=| RYZ014A_FWUP_from_HostMCLLsrec
sources.mk

.bss._SEGGER_RTT
Bx200001e4 Bxa8 ./src/SEGGER_RTT/SEGGER_RTT.o

6x2600601ed _SEGGER_RTT

3-7 RTT Control Block Address
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36 J7—LIxIT7TvIIL—FET

1. FTNRYTR—RARGF 4 ITOBEATAa> T 259 LTHYTINT I r—2avEEFTLE
R

Attach the flash drive

38 HUITNTFTTUr— 3 0FT

2. USB75viaKR54T% EK-RABM5 M USB FS a4 4 [Z##: L = USB micro-B to A ZEifar —
TAEHRLET,
USB 75 v a RS54 JITKRIMENTINS RYZOL4A 77 —L9T T I 74 ILDBRDIAY T 74 LY
A ABRRTEINET,

Attach the flash drive
Attached

Firmware filesize = 6758482 bytes
Press the 51

3-9RYZO14A 77 —L T T7 774 ILIEH
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3. SIAKRAVEWLET, 77—LVTFTVvITIL—FHREFTIIET,

Attach the flash drive 3 FEME}H}HE=144H

Attached remainin

Firmware i i remaining

Pre the rema}n%n
remaining=9
operation r

num=1

P L /
rcv num=1 num

v num=7

num=4
num=4

rov num=4
rcv num=11 : LOG_INHERIT

rcv num=11
num=

row  aum=
=nd

rev
rcv num=
wait

snd

rev

remaining=
aining

remaining=
aining

remaining=
aining

remaining=
aining

remaining=

snd num=15
rcy num=15 : LOG_INHERIT
rcy num=15 (

it

num=14
num=14

num=15 a
num=15

num=17 PGRADE ?
F num=17 UPGRADE :

rade success|

310 Z27—L9xzT7T7v I L—KFET

R19AN0132JJ0100 Rev.1.00 Page 14 of 29



RYZ014A and RA MCU

Firmware Upgrade from Host MCU

4. 7055 LANE

==

J27—L9xF77 v 7Y L—FIER LTE_FWUpgrade B UHIT & TEITEINEFT, USB TS
A RSATITHRMENT-RYZOULAD T 7—LIT T I7A4ILDEREEN, hDSLAKREUNBEIhBE

AT Y FBZEBLEDT,

ATaT Y FETE M421ATavR > Ko0—) TrRIIEFETATaTY KiEE

L. LAKRUREZ{E

LET.,. FLTI77—L9zT7T7Y 7O L—FNDETE RYZOI4A~NERLET,

Firmware data 2515 L2 TIE 4.3 Firmware data Transfer L3 | T3 Simple Transfer Protocol (STP)%
FRALTRYZOUANT 7—LI7T—35%#ELET,
T7—LOzT7T7v T L—FDEPFTHER b MCU # RYZ014A DEREHNFEE LI-I5EE. EREH
A LT=#IC R_LTE_FWUpgrade BEIZUE L TS W, 27—LDz 77 v T L—FEBEETT
BZETERICTYITIL—FAETLET,

hal_entry() |

RYZO14A') £ v +fRRR |

RAGMSIE 3 f 41 811t |

A

INEEST

I\

mE]

}

| RYZ014A_uart_callback()

—J

ATC RIET—4
Response

o

Firmware data |
% LI

I\

ATC
| Requegst
ryz014a_fwup_atc_send()
ryz0l14a_fwup_atc_receive() <
v
No

Firmware data#zixfL3E?

YoGnNyI7

’i ryz014a_fwup_stp_fwdata_get()

ryz014a_fwup_stp_send()

ryz014a_fwup_stp_receive()

v

sTP 177_L\'717T_7

o m

B 41 IJ7—LDxF7T7yv I L—FT055 LAEHER

R19AN0132JJ0100 Rev.1.00
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RYZ014A and RA MCU Firmware Upgrade from Host MCU

4.1 API

411 a3—4—API
4.1.1.1 Firmware Upgrade %k
(1) R_LTE_FWUpgrade

HeRE RYZOMUA DI 7—LIxT7&T7 v T L—FLET,
518 L
RYIE EE#RT : LTE_SUCCESS(Z 7—LD 77 v 7 L— K
I5— :LTE_ERR FWUPGRADE(Z 7—LxzT77v 7o L—F%kE)
LTE_ERR_NOT_FOUND_FWFILE(Z 7 =L T 7 774 LNE DY EFHA)
¥ IS—EHEYY A r lte_ryz014a_fwup.h 8B L TLEELY,

4.1.2 HNEMLIEEIEL
4.1.2.1 AT O< > FAUIERE%K

(1) ryz0l4a_fwup_atc_send

HEEE RYZOL4AIZAT ARV RHEEELET, EIETHATIATU R M421ATOaT U KT
O—) #8BLTLESL,

5% L

RYIE L

(2) ryz0l4a_ fwup_atc_receive

BeaE ATaAYY FOLARURAE RYZOUUANSZIELIERZHELET, RIETDHLRKRY
RlF T421ATa<w o Rkoa—) #8RBLTLEEL,
UTOIS—ARELE-EBSEIRACATIOY Y RESEIEZEELET., BEEDRICEEL
LRARUVAEZIETCERWMEEIEIRYZ014A Z )Y FLATOY Y FREDAENSE
ETLET, BERBKOIS—IRELEBREI I 7—LDz 77y T L—REEER
UErd,

o AFELBLAKRUVREZIELT-

® SHELARVANZETELEMN ST

ElE: L

RYE TL

R19AN0132JJ0100 Rev.1.00 Page 16 of 29
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RYZ014A and RA MCU Firmware Upgrade from Host MCU

4.1.2.2 Firmware Data Transfer SLI2EES%k
(1) ryz0l4a_fwup_stp_send

HaE RYZOL4AICSTP DYV TR +EZFEELFET, 70 3L DFHMIE 4.3 Firmware data
Transfer | ZSBLTLLZELY,

5% L

RYI{E mL

(2) ryz0l4a_fwup_stp receive

HRe STPOLARARURZE RYZOLUANLRZELIBERZHELET, 70 FIJLOFEMIE 4.3
Firmware data Transfer 8L | 2B LT E &L,

UTOIZ—MFEELEBZEIEREL RYZ014A Z £y L AT O Y FREBOEREMN S
BETLEY, BERKROIS—MNRELEGHEEIT77—LV 77 v T T L— FREKE
BTYFET,

® RFRELLARVREZELT:

o SHELRAKRUVANZETELAS
318 L

RYIE L

(3) ryz0l4da_fwup_stp_fwdata get

HaE RYZOL4A 77— LIz 7 I 7A LD ESNI= YA XD T 7— LV 7 T— 2 WME
LET,

ElE: 0 JF7—LITTT—RRMNYITTDRA2E (HAH)
& mMBITLET—FHA4X (AAH)

RYI{E mL

R19AN0132JJ0100 Rev.1.00 Page 17 of 29
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42 ATav2 R

421 ATav>kKzOo—
I27—L9zF7F7yv T L—RTCHERTHATAY VY FOI7A—%RLET,

BHRAIODEIL— FE. 7y T5L— FHIZRYZ0O41A DEFENA JIZHSF=BED) h/NN) B LAY E

¥, BERIERTSNFEREA,

AT Command Response
AT ERROR (Note)
AT OK
[ AT Command |
[ AT+SMLOG? |
|
v v
[ Response | Response
[ ERROR | +SMLOG: LOG_INHERIT
OK
[ AT Command |
[ AT+SMOD? |
L
v v v
AT Command Response Response Response
AT+SMOD? 2 4 3
OK OK OK
AT+SQNWL="sgndcc",2 |+SQNWL: "sgndcc",2
OK
AT+CFUN=4 OK AT Command Response
AT+SMSTPU OK AT+SMSTPU= OK
"ON_THE_FLY"
N
Firmware data Firmware data
Transfer Transfer
AT Command Response AT Command Response
AT OK AT OK
AT+SMUPGRADE AT+SMSWBOOT=1,0 OK
AT'RESET (no response)
AT Command Response
AT ERROR (Note)
AT OK
AT+SMLOG? +SMLOG: LOG_INHERIT
OK
AT+SMOD? 3
OK
¥
AT Command Response
AT ERROR (Note)
AT oK
AT+SMLOG? ERROR Note: Response T"ERROR" T 37 < OKHIR D A
2 N . Le o
AT+SMOD? éK ROAT'aAY Y FIgFRFy 7LET,
AT+SMUPGRADE? +SMUPGRADE: success
OK
END

4-2ATav > RKoOo—

R19AN0132JJ0100 Rev.1.00
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422 ATavrFk
I7—LxT7T7vITLU—FTHERATHATATY FOBEEHALES,

#x 4-1ATa<UFR

ATav Y R4 BB
AT+SMLOG aAVY—ILAYTOHEAFEERELET,
AT+SMOD J—rE—FZRLET,
AT+SQNWL A)—TE—R~ADOBITEFELET,
AT+CFUN Mobile Termination (MT)D#EREL NLERIRLE T,
AT+SMSTPU Simple Transfer Protocol (STP)xiX ZFAR L E T,
AT+SMUPGRADE I27—LO9zF7T7vTIL—FREEFTLET,
AT+SMSWBOOT TNARERELIZE—FTI—FLET,
R19AN0132JJ0100 Rev.1.00 Page 19 of 29
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4.3 Firmware data Transfer {138

Firmware data #5240 T(X, Simple Transfer Protocol (STP)Z A LTI 7—L T 7 T—4 %
RYZO14A [TEFELFET, KX F MCU D5 RYZOL4A NEET BV TR b7y b RYZOL4A MM 57RR
b MCUANEETHLARUVRNTy FTEELET,

431 /N7y MER
4.3.1.1 STP packet

STP packet DR F R LET, TERHEMRD payload ZB&LVIz 16 /84 ~AS STP header EFFIENET,
5 4-2 STP /N7y MERL

Name Size Description

signature 4 JJ2 TR b+ :0x66617374 ("fast"”)
LARUR :0x74736166 ("tsaf")

operation 1 0x00 : reset

0x01 : open session

0x02 : transfer block command

0x03 : transfer block

3 Response M operation (& 0x80 & OR L={ETY .

session ID 1 set to 0 on reset, set to 1 once session is open.

payload length 2 payload length

transaction 1D 4 transaction ID, set to 0 on reset, then incremented after
each answer.

full header checksum 2 Request : full header checksum
Response : 0

payload checksum 2 payload checksum or 0 if no payload.

payload - payload data

T—AtRIE 4.3.1.2 Payload)] #3&,

4.3.1.2 Payload
Payload D#H %R LZE 9, operation DIKEEIZ &L Y RS S Payload NELZ Y FT,

(1) open session operation payload (L AR > X)
open session operation M L AR X TfIME N % payload TH,
5= 4-3 open session payload # Rk

Name Size Description

success 1 Indicate if session has been open with success (1) or not
(0).

version 1 protocol version, always 1.

max transfer size 2 max size for STP header + payload.

(2) transfer block command operation payload (') 7 T X )
transfer block command operation ') ¥ T X k Tftil&h 5 payload TY,
5% 4-4 transfer block command payload &Rk

Name Size Description
block size 2 block size to transfer.
R19AN0132JJ0100 Rev.1.00 Page 20 of 29
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(3) transfer block operation payload (') 7 T X )
transfer block operation @ 1) 7 T X + TfIIE N 5 payload T,
5 4-5 transfer block operation request payload #& %

Description

firmware data - firmware data.
size = max transfer size - STP header

(4) transfer block operation payload (L X 7K > X)
transfer block operation @ L AR X TffE 5 payload TY
% 4-6 transfer block operation response payload ¥R

Name Size Description
residue 2 always 0.
R19AN0132JJ0100 Rev.1.00 Page 21 of 29
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4.3.2 Operation 7A—
STPTI7—LITT7T—R%EET BHED operation 7O—%HBALFET,

reset

A 4

open session

\ 4

transfer block
command

A\ 4

Firmware data remains.

transfer block

All firmware data has been transferred.

END

4-3 ARXL—3270—
(1) reset
® RYZOI4AADtEvLavZEUEYFLET,
® sid&tdzOICEYRMLET,
® JIXFK®Dpayload [THY FtA,
® LRKRURA®D payload [THY £t A,

(2) open session

® RYZOUMUADEY I 3vHEA—T Lty 32/5A—45( lopen session operation payload
(LRARRVR)EZELES.

® sidétdZzlIcEy bLET,
(LAKRUREZITR >zl tidEA VU AV RLET, )

® JJUIXK®Dpayload [EHY FHA,
® L RFKR2RT lopen session operation payload (LRARVR)] #ZELET,

R19AN0132JJ0100 Rev.1.00 Page 22 of 29
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(3) transfer block command

® J7—LDITT—HDRIEF RYZOL4AIZHETRLET,
(LRARRUVRAEZ T2 =hétidEA IV AVRLET, )

® J/ IR KT Ttransfer block command operation payload (') 2 TR k)] #&#{ELET,

® LXRAKRUADpayload [FH Y EFHA,

(4) transfer block

@ TJ7—LHOTFTT—H%RYZOLAA~NEELFET,
(LAKRUREZITR bl tidEA DU AV MLET, )

JH TR TIT7—L™ T T—% Ttransfer block operation payload ('J 2 TR k)] #&#EEL
7,

® L RKR2RT Ttransfer block operation payload (LAR>VR)| #Z{ELET,

R19AN0132JJ0100 Rev.1.00
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5. {F8k

5.1 AT Commands Definition
I27—L9zF7TF7yv T L—RTHERTAHATATY FIZDONWTHBALET,
(1) AT+SMSWBOOT

Description:

This command forces the device to boot in mode <mode> (FFF, FFH, Updater or Recovery).

Syntax:

Command Possible Response(s)
AT+SMSWBOOT=<mode>[,<reboot>] OK

Parameters:

<mode>: integer 0, 1, 2 or 3. Device start-up mode at next boot
0: FFH
1: FFF
2: UPDATER
3: RECOVERY
<reboot>: integer 0 or 1. Automatic device reboot after <mode> change

0 (default): no reboot

(2) AT+SMOD
Description:

This command returns the boot mode.

Syntax:

Command Possible Response(s)
AT+SMOD <mode>

Parameters:

<mode>: Integer. Device start-up mode at next boot
0: FFH
1: FFF
2: UPDATER
3: RECOVERY
4: OTHER

R19AN0132JJ0100 Rev.1.00 Page 24 of 29



RYZ014A and RA MCU Firmware Upgrade from Host MCU

(3) AT+SMUPGRADE
Description:
AT+SMUPGRADE parses the .dup file and directly flashes the data into the corresponding regions
depending on which boot mode the module is:

® FFH: Upgrade all regions and filesystem

® RECOVERY: Upgrade all regions and filesystem

® FFF: Upgrade UPDATER and BOOTROM regions

® UPDATER: Upgrade FFF region and filesystem
When in FFF, all authorized regions are upgraded before the module reboots in UPDATER mode to
finish the execution of the .dup file. Once the UPDATER mode is over, the module reboots in FFF

mode. The SFU tool takes care of both steps, its use is highly recommended for any upgrade.

Syntax:

Command Possible Response(s)
AT+SMUPGRADE -

AT+SMUPGRADE? Upgrade report

(4) AT+SMLOG

Description:

Available in manufacturing mode (AT+CFUN=5)

Forces console logs to be printed on the specified UART (regardless of their programmed "console"

functionality).

Syntax:

Command Possible Response(s)
AT+SMLOG=<log> OK
AT+SMLOG? +SMLOG=<log>

AT+SMLOG=? +SMLOG [list of supported <log>]
Parameters:

<log>: String. Chooses the UART the console log is directed to.
® | OG_DISABLE: The logs are discarded
LOG_INHERIT: The logs are printed on the UART configured as ‘console’ (default)

® | OG_FORCE_UARTO: The logs are printed on UART 0
® | OG_FORCE_UARTZ1: The logs are printed on UART 1
® | OG FORCE_UART2: The logs are printed on UART 2
R19AN0132JJ0100 Rev.1.00 Page 25 of 29



RYZ014A and RA MCU Firmware Upgrade from Host MCU
(5) AT+SMSTPU

Description:

This command starts a STP transfer, waiting for an FFF image containing upgrade images.

Syntax:

Command Possible Response(s)
AT+SMSTPU[="ON_THE_FLY"] -

Parameters:
none: Normal transfer
ON_THE_FLY: Recovery transfer

(6) AT RESET
Description:

This command performs an hardware reset.

Syntax:
Command Possible Response(s)
AT "RESET Device is reset
- +SHUTDOWN
+SYSSTART
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(7) AT+SQNWL

Description:

This command manages resources wake locks to indicate that a client application running on the Host
CPU needs to secure full and immediate availability of some device resources, which implies to prevent the
considered resources to enter sleep mode.

Currently, the wake-lockable system resources are:
® CPU and external interfaces (UART, GPIO)
® Device memory (RAM)

The Set command is used to set and release the wake locks based on the resource identified by the
bitmask <wl_mask>. To set the wake locks and prevent the sleep mode for the specified resource(s),
<wl_mask> bit(s) should be set to 1. To release the wake locks and allow sleep mode for the specified
resource(s), <wl_mask> bhit(s) should be set to 0.

Note: The wake locks configuration is volatile. It is lost at reboot.

The Set command entered with bitmask omitted will return the wake lock defined by the <app> client
application.

The Read command returns the list of client applications using wake locks and lock status.

Caution: It is very important release wake lock as soon as possible to avoid running down the device's
battery excessively. Each application

<app> setting a wake lock to 1 should explicitly reset it to O when the need for resource availability is not
present anymore.

Syntax:
AT+SQNWL=<app>[,<wl_mask>] +CME ERROR:<err>
+SQNWL:<app>,<wl_mask>
OK
AT+SQNWL? +SQNWL:<appl>,<maskl>
[KCR><LF>...<CR><LF>+SQNWL: <appN>,<maskN>]...]]
OK
AT+SQNWL=? +SQNWL:",(0-3)
OK
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Parameters:
app

® Client application name, string.
wl_mask

® Bitmask as integer in range [0-3] identifying the resource to keep available. Bitis set to 1 to keep the
resource available and prevent sleep mode, or reset to 0 to release.

wl_mask

0 Default value. No system resource locked

Bit 0 (0x01) Keep CPU and external interfaces (UART, GPIO) active. Prevents the
CPU and external interfaces to enter sleep mode.

Bit 1 (0x02) Keep device’s RAM memory active. Prevents the device’s RAM memory
to enter sleep mode.

Bits 0 and 1 (0x03) Keep CPU, external interfaces (UART, GPIO) and device’s RAM memory
active. Prevents the

R19AN0132JJ0100 Rev.1.00 Page 28 of 29
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6. tRETEcEx
WETHE
Rev. F4TH R— wRA 2k
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HAECHERALDFESIE
CCTIE RAaVERLKRIERYT S MERALOEESRE] ITOVWTHBALEY., BIHOFEALOFESTEICONTIE. AFRF21 AV MELUTY

ZHALTYTT—hrEBRBLTIESL,

1. HERXE
CMOS # SN YKL DBRITFHERHLEZLAF TS, CMOS BRIFBNVHERICE >TY — MEBHIZEZEL LI EAHY FET . EMOR
AOBICIE, BHAHEHESICERALTVSEEEDO FL—OIADUr—X, SEHOREM. 2B —XGLEEFAL. AL TIREICEFT—
ZEBLTLESYD, T5RFYIREICHE LY., HFZEM-oY LBEWTLESL, Fi, CMOS #FERE LzAR— FIZTO2WLWTHREBDIE
WELTLEELY,

2. BREAROLE
BREABL. RGOKEEFETT., BREBARKICE. LSIORBEBROKEEITEETHY . LR IDBREPLCRIHEFOREIITETT, s
Uty MFEFTY LY FFHRGDBE, BREANS £y B ERICHELETOHME. IHFOREBEIFRATEELA, RRIC. RENNT—F>
Uty MEEEZERALTY Y FTHRRDEBE. BEREANSY Y FOOINDE—EBEICET HFETOHM. HFORBIIRIATEEEA,

3. BRAIEICBITHZANES
LBUTOBRNLT TREDLZF(IZ, ANEBOABATLT vy TEREANGZVTLEEIL, ANESOABATLT v TERISDBFEAIS
&Y. BREMEZSIESEILIZY. REERARNANBRTZLLI LYV T IEENHYET., ERGDIC TERA IBICBTHIARNEST] 2DV T
DEBOHIHERIE. ZORNBEEFH>TLIEEL,

4. KERAHFO0RE
KRERAHFIE. TRERFFOLE] ITH->TRELTL XL, CMOS #RDANHEFDOA VE—F U RIE, — RIS, N A VE—F VR EMD
TWEYT, KMEAHFERABRETHMESE S L. FERRICKY ., LSIRBO/ 4 XAHMEIN, LSIRBTEEERNTRNIZY . ARNESLBHE
SNTREMEEECTBNANHYET,

5 2B8vyYIz21T
Uty b, 70y IRRELEEZ. VEy FEEBRLTCESL, TOJSLERTHROI OV I PYEZRE, YIYBEZXI OV INREL:
BICYYBZTLLLEZEL, Yty M SNERIRT (FRENHRIRER) AV -0y TEEZHBT LI RATATIE, VAV IR+HHRE
L=k, Uty bEBEIRLTLESY, £, TRV S LOEDTHRRIERF (FIFMBRIRERK) 2AVEI/0vYICHVEZRBEIE. Y1V
BREOI/OAYINTRRELTHLOYIYBEZ TS,

6. ANUHTFOEIMKER
AR/ A XORFRIZK DBEBEEASRBEORRICEYETOTEEL TS, CMOSEEDAAN/ 4 X EITEAL T, Vi (Max.) »
5 Viu (Min.) ETOMWBICELEEDLSHIGEEIE, RBELZSIZFECIBNLAHYET ., ANLRLHPEEDHEEEEEAA. Vi (Max.) D5 Vi
(Min.) EFTOEEZ BT I2EBHMPICF Y2 YT/ AXBERALHVESICEALTESL,

7. UY—=TJTF7FLR (FHEE) OT7 I XELE
YHF—TF7 FLR (FHEE) O7 IV REZELET, 7 FLREEICIE. [FROMEHERICEIYFITOENATLNS YHF—TF7 FLR (FHE
B) "HYET, ChoDT7 FLRET7IEALEZEEOBEIZOVNTIE. RETEFRFADT, TV EALBEWLESICLTLESLY,

8. HEMOMEEIZONT
HEZORGLERIEFTLHHESE, BRBELICVRATLAFHERBEREL TSV, ALIL—TDILa0TELEENES L. T35y
DAAEY, LATI RN E—UOEELGEICKY . ERNFEOHET, HHEE, BEv—C0. /A XWE. / 4 XREFELENRLDIGEN
HYFET, HELNESHRICEFTS5E8E. BLAORRKITEICORATLFHERKBRERBEL TSI,



—
—

1.

10.

11.

12.

13.
14.

=]

AEHICRBINER, VI FYz7ELIVINSICEET IERIT. FEFRRIOBEN. CAGZHBETLIHIOTY, B, VI LIz T7H
FUINGICEHET 2EREFERT HHE. PEHROBERICEVT. BEHROEIE - DRATLERHCLESIL, ChoOFERICERLTEL-EE
(BEFFLEFE=ZBOWTIICELBELEAFET. UTRILTT, ) ICEL. H#E. —UZ0EEEEVEEA,
LHMUBFLEARABHICRHSNEERET 4. K. £, 7OJS5L ZLT) XA, CRAEBRGAZOEROERICER L THRE LIE=E0HH
. ZRETOMOMMMEEICHT IREFLEIASICET IPNRICONT, SiE. ASORIEZTIHLOTELEL. FLEEFZESLDT
IEHYEEA.
L. RERCHEDSLUUHFLEFE=BOHHIE. ZHEETOMONMUEEEMNSHETIIOTEHY FEA,
LHRFEFMFAALEROBEA. WiE, B&FE, FIA. BRZOMOTAETSICHY. E=EREFORMOMNAICET IS5/t ANREL
HRBE. BARTM UV ARBOHKFS L URBEEEROBECENTIT>TLEEL,
LT E, EHELF—BE[HT. . RE. HE. UN—RIUPZTYVY,. FOM. FEDIERLENWTEEL, hHdHE. &
L EE UNRN—RIVPZFYLTHIZEYELEETICEAL, S1E. —UZF0EEEFAVEEA.
LE, SHBUSKOGRBEKEE MFEKE] LU BREKE] CHBLTEY., EREKEF, UTISRTARICHANMERSADE ZLEZER
LTHYFET,

BEKE . aVEa—4. OAME. BIEWE. FHAMKE. AVEE. RE. TEEM. -V L. EXAO0Ry +F

EMEKE  EEE (BEE, EH. LM% . ERE (S5 . KFREEHE. SRERER I TLA, FERLHHEES
LR, T—2 20— FEICKYBEEME. Harsh environment FITRREEREL TV LD ERE, HifLEd - BRICRETERIFTIAEMEOH
MR - VR T L (EMHBEE. AMRIZIEOAAMERATE2H0%) | L LEERUYMBZEERLESEISTNOH LM - VX TL (FEE
B/L. BERHE. BRFAFHHORT L, MEEEIEORTLA, TS50 FEBRVRTL, BEEHEBE) ICERASNDIELEZERLTELT. Thd
DARIZHERATAZEFBEELTOVERA, X, SHABELTVVARVARICUHBESREZFEALLZCEICKYVEEAELTH, SHE—1ZFD
BEEFEVFER A,
HoHFEERERE, SBHENSDRLME 100%BRIESNTVEIDITTEHY FEA. BHN—FIzT7/ VI Iz 7HRIZIFEF2Y
T4 RAENMEAAFNATNDEDEHYETA, ThITE- T, S#E. EF2 YT HEBUHFEFLFRE (MRS FLESHBESAERSATH
ZVRTLIZHTBARET VR - FEFRAZEAFITN. CNICRYFEA, ) ho4ELSBEEZASLOTEHY TR A, S, SHEUFE
FIFLHESNERSINEZHOPZ VAT LN, FELGHE. BB, VMR, FH. Nvx2J T2 0OWEFLEBETOMOFELRRALT
B (THESBMERE] EVWET, ) L TEEEZTLRVILFRIALFRA, BitE. HBBERMBICERLELEIAICEELTELEEBEIC
DT, —YIHERZEVERA, T, ZRITEVTEOOLNDIBYIZENT, AEHBLULSHN—FYII 7/ VI rIzFHIIZDONT, BEH
HELUHETEMENERICHT 2RALELVICE=ZZDOEFNERE LBV LORIEEED. BRFLEFIRTOVHEIRILITVEE A,
LHBBECHEAOEE., BEFORSER (T—42>— b, 2—H—X7zZa7I, 7FUs5—av/—k, EEENY Ty IIZEEHD T8
ETNAADERLEO—BHIESRIE] %) #CRAOL. SN EET IRAER. BEERETHE. MEBHE. REZFGHZOMIBEESEGD
HEHEANTIHEACESL, EEEHOHEEEZBI TLUHERECHERASALSEOME, RBEOTESSIUERICOETEL TIL, Sk, —4)
ZTOEFZEAVFERA,
LlE, BHERORBESLVCEBREORLICEOTVETA, FERUREHIBRTHENRKEL-Y ., FAFHICE>TITREELZYTS
HBENBYET, T, BHERE., T—2P— FHFITBLWTEHIEEMN. Harsh envionment MITR R EFERLTWSEDERE. MREHREEE
ToTHBYFEEA, RICHHEROBMEFIIBHENELESETH o TH. AFER. AKERTOMUHSMBEETEZELIELEVELS. BF
HROBEICHE T, TRES. ERXRSE. RBEHLEHFORERHB LIV I DU NEE, BEHROBE - SXTLELTOHRRIEE
ToTLESL, BT, Y422V T bz 7I(E, BRTORIETREL -0, BEEOWEEE - DXTLELTORERIIEHEHROEETITOT
&Ly,
LHUTORBEESHSOFMOFTFL L., RRERN L TURELROETHHEE LSV, CHEAICELTE. BEOHEDES - £A
ZHRHF 5 RoHS 55%. BRAINIBEEELISZ2THHAENS X, M IEFITHEET L5 SHEACES L, MEEFEETFTLAENI LI
FYELEBEICELT, Sk, —UZ0ETZEVERA,
LHUSSIUEMEZENNOZESE LRI YRE - A - REZELESNTUVIEE - DXATLAICERT S LETEERA, BHESS
FUBMT . REF-EIBEFTHHE8E. MEABRVUNEESE] TOMBAESSICERSNINEORHEEEEEIRZETL. £
NOEDEDHDZEAITRVBELAFHREET>TLLESL,
BEHNLHAUSEZE=FICETEINIBAICE. BANCUZE=FIIHL T, ATIEEZTHOEEHEBNITIEEEES LD EVELE
ED
AEHOEMEE—BELHOXEICLIFHOREL/ICLUEHELIERT I LEELET,
AEHCRESNATVIRNBTEFLEHHBERICOVWTSFHEGENTSNE LD, HHOELBLEFTHHEEL LI,

FEL AERCBEVTEASIATNS NSt &E LRYR ILY FAZIZRBARBE L VILRYR TLY FO=) XS EEM, MEH

ICXBT HRHEVNET,

T2, AEMCBVTHERASATNS ME#HRA] LEF FTICBVTERSA-SHOMRE,. REHKZEVLWVET,
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