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FWU_Client # 2819 5 &, T/3 AOBRREFARTSINET,
B © 3 (u M o2xmm241PM

FWU Client N sTop

Available Devices

FWU-DEV

DF:3C:31:5D:08:D9

211 T/N\A RABREREE
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OTA Server(T/3 1 A% : FWU-DEV)Z4 v J L TER L ET, EHELEZ. 7T/N1 RAERE@EICERL
f-OTAServer D7 7—LD T TREBRARTINET, BE FBICEFARBE—FENA—D 3 URRTE
SIhET,

FZAX— I UDNREELTLAHIERE OTA Server DBAEL > TR EEHRETELLEEAHY E
To BEIZKBT IEEIE. AXN—F I+ U TNARIZEFEEIN TS OTA Server DRIEHRZHIBR L T
PYELTLEEL,

% Cq [ 93% MM} 2:35 PM

FWU Client DISCONNECT

INFO

Swipe down to fetch version information

Device name FWU-DEV

Device address DF:3C:31:5D:08:D9
Connection state Connected
Application version 1.10

Downloader version 1.10
Relocator version 1.00

BLE protocol stack 2.20
version

FWU Client version 1.1.4

Updates
Application version 1.11 available

212  TFTINA RIEREE

R0O1AN5910JJ0111 Rev.1.11 Page 15 of 104



RX23W Z')L—7 OTAZ77—LDx7EH Yo7 )ILTOFI A

BEEZERITATL, 7TV —La VBHERICHBELET, BHEE CIX, EHE LTI OTA Server & E
FRI727—LI9T7DN—2 3 VIEBRARREINWET, 77U —2 3 VESHNEH ARG S IL.
APPLICATION UPDATE R 3 UM BB TRRSNFE T, Bluetooth LE BIEE 7 D EHAEF(L. PROTOCOL
STACK 2 JZ&BREET,

m o % (g [ 100% M 3:23 PM

FWU Client DISCONNECT

APPLICATION  PRO

Swipe down to fetch version information

Current version 1.10

Available version T:11

APPLICATION UPDATE

213 7Y —Ta EHERE

R0O1AN5910JJ0111 Rev.1.11 Page 16 of 104
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APPLICATION UPDATE R > &2 v LTI 7—LIzT7DEHZHRIBLET ., EHOEB IR ZNTO
JULAN—IZRFEESNET, EFOHFEMIELOGS 2 JIZRFSNET,

BHEREIE. BEKRICLEIYFEIN, 7IVr—2 a3 VOEFHICIF 2~5 FBETT,

m R G [ 93% M) 2:36 PM

FWU Client

APPLICATION

Swipe down to fetch version information

Current version 1.10

Available version oy |

Transferring firmware:

X 214 7FyvIT— FETHER

R0O1AN5910JJ0111 Rev.1.11 Page 17 of 104
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BN 5 & OTA Server (FBREELFET, FWU_Client IET/N/ ABRFEBE@EICRY £9, BEHHPIC
MEARE LIIBEEE. RRANLKRY T7 v TRESN, FWU_Client [ET7/\4 RREREAICEY £9,
3 Cq [ 92% M} 2:37 PM

Device Rebooting!

\ Reconnect in 9 seconds to
check FW upgrade status.

215 E#HETEE
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OTA7—LDI7EH HoIL7O535 A

2332 7y IT—bOWERAE
TINA RBRZREEN 5 EH 5 —FE OTA Server [T L. T/34 R IEREE T OTAServer DT 7—LD T

DN—D 3 VIEREHERELET,

..
FWU Client

INFO

% (g [ 92% M} 2:38 PM

DISCONNECT

Swipe down to fetch version information

Device name

Device address

Connection state

FWU-DEV

DF:3C:31:5D:08:D9

Connected

Application version

Downloader version
Relocator version

BLE protocol stack
version

FWU Client version

216 7y IT—FRTOHESE

RO1AN5910JJ0111 Rev.1.11
2022.04.12
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Ff=. GATTBrowser H 5 #%#i L Battery Service ZHRLE T,

L] ® (g [ 92% B} 2:38 PM
< Services DISCONNECT
FWU-DEV
DF:3C:31:5D:08:D9 Yaul
Status: CONNECTED -39
BONDED

Service Changed
Properties: Indicate

feacbb7a-db63-4ca1-8ae2-f611c8269f65
7753002f-34e9-4a65-904e-5636fbfcec23
Properties: Write

1b7eea33-19bf-44e0-ba37-3fa621bbb0d7
Properties: Read

aaa509c9-7a50-458c-99dd-dc33e2¢2d90c
Properties: Read

58831926-5f05-4267-ab01-b4968e8efcel
58837f57-5f05-4267-ab01-b4968e8efcel
Properties: Notify

5883c32f-5f05-4267-ab01-b4968e8efcel
Properties: Read Write

Battery Service

Battery Level
Properties: Read Notify

RENESANS

2.17 iBilEhi= Battery Information Service DR

2.3.4 ENMEWEREBEHT/INA R
B{EFESRFEA D Android T/31 RIZLLTD&EY T9,

& 2-3 BEHERET/NAR

Device name Android Version
ASUS ZenFoneb 8.0.0
ASUS ZenFone4 8.0.0
SHARP SH-MO05 8.0.0
RO1AN5910JJ0111 Rev.1.11 Page 20 of 104
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2.4 iOS kR FWU_Client [ & 2 5H T

FWU_Client @41 > X k—)LIZI&. Apple Developer Program ~DEFNNHETT ., Apple DAXHY A +

(https://developer.apple.com)Z ZE L =& Ly,

241 F7IVH5— 3 DA R =)L

Xcode T FWU_Client 7B < =4 F(FWU_Client.xcodeproj) ZBE £,

BT x4 kO Signing & capabilities # 7h 5 Team & Bundle identifier ZREBICEHETHRELET,
i0OS TNA REEHEL IO Y FRF—LH 5 I0S Device #BIRLET, Buld K2 Z|LTT TV

F—rarvERLES.

# Xcode File FEdit View Find Navigate Editor Product Debug Source Contral  Window  Help

ELFRE Y

TentRelease.ente

8 PROJECT + Capability | All Release
> bluetooth

» ScanViewController.swift
Main.storyboard
{51 Assets.xcassets
LaunchScreen.staryboard
= Info.plist
= BLEDevice.swift
> Products
> T Frameworks

+ (&) Filer o

I80® = (¥
2.18 Xcode M E&EEE
242 TJ7—LYITI77AILDERE

IOS TNA RICEHFR I 7—L Iz 7 %EETHHEEIUTD 2 DOTY,

® Finder £71=1& iTunes H & #5i%
® Cloud M & &gi%

General  Signing & Capabilities  Resource Tags  Info  Build Settings

B .
>~ data & FWU_Client signing
> profile TARGETS Automatically manage signing
> T utils FWU_Client
> = constant
> — model Team  Renesas Electronics Corporation
>~ BluetoothDeviceControl Bundle Identifier  com.renesas FWU-Client

= AppDelegate.swift Provisioning Profile Xcode Managed Profile @

(5]
Ove B@- - @O0 A0

FWU_Client 2SN T WD T 7—LDzT7IE,. iOSD 177/ )L] FTUNCHERTEET,

R0O1AN5910JJ0111 Rev.1.11
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OTAZ77—LDx7EH Yo7 )ILTOFI A

SIMAE L 1:34 (2]
<{ FWU_Client  FWU Client S)
Q #%=

ota_sample_V ota_sample_V ota_sample_V

ersion1.10 ersion1.11 ersion1.12
2IEF 28

2:8

3MAE. 53.03GBEE

mifiE S AR T59X

219 T27A4)] FTVIZLBEHI 74 ILDFESR

2.4.2.1 Finder =% iTunes H 5 B5i%

PC £ i0S T/N\A REF#RTHER L E T, Finder £7=I& iTunes D Files 2 M FWU_Client 7 7'\J fB3gIZ
FWUClient 74 ILA % FZ5v5&FOyTLTEELET., FWUClient 74 LA ICIETEHFRAI7—LD T
7 T&H 5 firmware.bin & firmware_information.json A& FEN 25 T A LT EEMLET,

e rone

@ Finder File Edit View Go Window Help

iPhone 8 - 57.33 GB (54.39 GB Available) - 73% @D+

Recents ==

Manage Storage...

Applications General Music Movies TVShows Podcasts Audiobooks Books Photos [Files| Info
Desktoj

© Name size Date Madified
Documents

Downloads = Fwi
LogFils
3y > @ nRF Conne SU—
iCloud Drive
BLEEFER:--
JLA
T—

=7

Zero KB
158 KB

@ AirDrop
@ Recents
A Applications
= Desktop
[ Documents
® Downloads

iCloud
@ iCloud Drive

Locations
O BLEEHER-- =

Tags
® 7Lt

Today 11:31

Sep 13, 2021 17:21 |

BackfForward Firmware

-

FWU Client

B0 =RNOveg B8 "0BOH 20D
220 Finder #F|ALI-BHHE I 7—L I T 7DERE

RO1AN5910JJ0111 Rev.1.11
2022.04.12
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2.4.2.2 iCloud m o

LIy

iI0S T/3Af RIZ&EER S f= Apple ID @ iCloud IZ7 YA LET, iCloud EOEEDT 4 LY LI,
FWU Client 74+ L3 %7y 70— FLZET,

@ AirDrop
@ Recents
A Applications
= Desktop
(3 Documents
@ Downloads

@ Finder File Edit View Go Window Help

a

Shortcuts

L]

FWU Client

iCloud
& iCloud Drive

@ Network

Tags
® JL1

% Applications
Desktop
Documents
Downloads
iCloud Drive

Network

JL1

B0 =0 e @8- "c@OBAC

2.21iCloud ~MD 7 7 1 L DERE

Back/Forwar d iCloud Drive View Group By Share Edit Tags Action

IOSTNARAD TT7AIL] ZFTUhL, iCloud ICFHUVERALEHAD I 7AILEHRLET, TV
O—FRAVER2yTL, TNARIZEFELET,

SIMEL = 13:44 -

{R3 ota_sample_Versiom. @
Q %
firmware.bin
= firmware_information.json
= 1027-1k8B

2I[E. iCloudD%%4.89 GB

0 &=
=
miiE > AR

TI59X

2.22iCloud MO TN AANT 7L ILDAHA—K

RO1AN5910JJ0111
2022.04.12

Rev.1.11
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FWU _Client ##81LZ*J, +R%2 N5 iCloud Update 42 v L., B5E LE-BEHFAI7—LITT
THIVFERIRLET,

FWUClient -, Scan D
Frrtil 5T
Unknown De\  Filter
4D27E17F-E8ED-t 77 AEHCloud Drive

Version Information M*ota_sample_Version.11"icft 5 nNE S,
Unknown De\

2F3B682B-B954- Set‘[ings ‘ iCloud Drive

Unknown Dey .

8A7056F5-£808-§ Cloud Update FWU Client

Unknown Device ota_sample_Version1.10

7A75ABF4-9CC9-150A-E683-6EAFAA4AA3SF

Unknown Device ota_sample_Version1.11

869BEF2C-0EAE-1CF0-71F5-79BE0662EFF4 i
ota_sample_Version1.12

Unknown Device
4544DC2C-90B5-A999-9897-16E208C82008 @ Shortcuts

Unknown Device D = MiPhonef
6C523B3B-E7E7-B654-DDA3-AFC6C34A3ETS

Unknown Device
727730DB-C4C8-3D8F-6B5F-9FCI5F746B1E

Unknown Device
01A74D9C-D627-4975-6A15-DB2EDF94BD16

Unknown Device
1AB2E957-A766-292E-0D3A-F5E92DDIF6A7

LInknown Nevice

2.23 iCloud 5 FWU_Client DB~ DI E—

BIRLET7—LI9T 7 I74IULEN, FWU Client D7 FYEEICaE—ShFzd, ZOBREFEGRERET
NA RFREENSTAET .

243 J7—LOITDEHFIR

BHOEITAHZEIZTDOWTIL, Android fREBIHRTT, 238 ZZEZELY, iIOS ki FWU_Client [T& 57
T r—a U OEFEREIE, 30 WEEETY,

A/N—2 32D OTA Server [&, iIOS D GATT T—ER—ZADF v v a1 ZHIRT H=HIZ, HERKRIC
Service Changed Characteristic @ Indication Z{TLVE 9, i0S ik GATTBrowser (&, Service Changed
Characteristic @ Indication #5214 L VI 57-. BEHFHDOHERIZ(E Android kit GATTBrowser & & #1)<
fZ& LY,

244 BMEHERZFHTINAR
xR 2-4 BEHERTNAR

Device name iOS Version
iPhone 8 14.7.1
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2.5 Python ik FWU_Client IZ& 2 E#

Python kik FWU_Client [&. PC & Target Board for RX23W Z A L T OTAServer D7 7 — LI T 7Y
TT—rERBLET . AHTE. XY TRy r—DREBED

® Python Application 7R % 5 L (Python Application)
® OTAClient 704 S L(ble_sample_tbrx23w_ota_client)
ZFEALET,

Python Application
(Windows PC)

Command Line Interface Python Application
(UART) PythonApplication.exe

Bluetooth Low Energy
OTA Server OTA Client

(ble_sample_tbrx23w_ota_server) <‘r:'1> (ble_sample_tbrx23w_ota_client)

Target Board for RX23W Target Board for RX23W

2.24 Python ik FWU_Client @ & R 7 Lt R

251 XMEORX23WDEY ~k7v T
22HDFIEESHE L. OTA Client ® 77—/, = 7"ble_sample_tbrx23w_ota_client.mot"% OTA Server
& (XB10 Target Board for RX23W [CEZEAHEITLET,

OTA Client [£. PC TE{E9 % Python Application Mo BHRA 77 —L Dz 72 (TWMY EFF, USB 7 —
7L T OTA Client NZ Z3AF h 1= Target Board for RX23W @ CN5 % PC [Z#fE L E T,

2.5.2 Python Application Dy k7 v 7
Python Application ®=E{TIZI& PySerial EP 2 —ILABETT, pip BEEFAVWTA VA —=ILLET,

Python Application 7 # JL Z M port.json” Z#wE& L OTA Client @ serial port EE#HELEFT, OTA
Client @ baud rate [ 115200 [ZFRESNTLET,

7| portjson - ATEE - o X
JrF E\EE SO =RV ALTH)

{

“oort”: "N,
"baudrate : 115200

2iT. 135

2.25 port.json 0 port HEHKTE

R0O1AN5910JJ0111 Rev.1.11 Page 25 of 104
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253 77—LUzT7DEHFIE
avr R7a T M5 mainpy ZRTLET,

FRTRLEaOTY REIEIZEFTLET, conn A< FOFH AR3c:31:5d:08:d9 1"DER4> (& OTA Server
NDBD7 RFLRZAHALET, A¥+ %D BD ADDRESS KU BD Address Type [CRRENFET,

Fom Ma i ey

d,44,45,56

'd, 44, 45,56

ion Activate

e leF i rmware¥Fil Client¥o

2.26 Python Application M E{TEE

R0O1AN5910JJ0111 Rev.1.11 Page 26 of 104
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2531 7y IT—brRETOERAZE

conn I RFZEBERITL. OTA Server [Z#EfE L £9 . Application Version WEFH N TSI &%
HRBLFET, HEEE, disconn a7 2 K& exit a7 > K£EEFT L Python Application ## T LE 3,

Fral tort Closing. ..

2271 79V T T— FRT DR

R0O1AN5910JJ0111 Rev.1.11 Page 27 of 104
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F71-. GATTBrowser H 1% L Battery Service D BMZEHRELET .

] % G [T 92% M} 2:38 PM
< Services DISCONNECT
FWU-DEV

DF:3C:31:5D:08:D9 Yaul
Status: CONNECTED -39
BONDED

Service Changed
Properties: Indicate

feachb7a-db63-4ca1-8ae2-f611c8269f65
7753002f-34€9-4a65-904e-5636fbfcec23
Properties: Write

1b7eea33-19bf-44e0-ba37-3fa621bbb0d7
Properties: Read

aaa509c¢9-7a50-458c-99dd-dc33e2¢2d90c
Properties: Read

58831926-5f05-4267-ab01-b4968e8efce0
58837f57-5f05-4267-ab01-b4968e8efcel
Properties: Notify

5883c32f-5f05-4267-ab01-b4968e8efcel
Properties: Read Write

Battery Service

Battery Level
Properties: Read Notify

RENESAS

2.28 Ef0L 7= Battery Information Service MR
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3. OTAServer D OTAIZK BT 7—L™ = 7 EBHHAE

AEFHOTINTOTSLTIEHRT S OTAServer D OTA 77— L T TEFEEEDHEMIZDOLTTRL
F9. AYUTILIE, OTAICKZ 77—LDz7EHZE. MIAL-3D20TAISLET—FA—5%H
WTEBLET, BLETO FaLREY YK, A—FTF7TU5r—2a3 ¢ 7—LDz7RZERTOTS LA
(Fooo—ATHBELET,

(BLE Protocol Stack)
N 4

_

'

7 Ao>o-—4\ uoy—4

77”7 \FoU5s/ \FOUSL

J—rO—%

K 3.10TA 727—LDxT7EHMEY I Loz 7OMER

e A—H¥TF7IYHF—Tay
A—H7T)r—2 3 VIEEEERB® Bluetooth LE 7 U4 —2 30T,
e Horn—4%4

Ao O0—4[EBLE 7O IR E vy ZFBALTCllent Z"oBHHAI7—LIDIT7EZELE
T, Aoo0—4HEa—FI5y ali2ELETI77—LO9 I T7EREELET,

. yny—%
Yny—48d, FYYO—SRBELET 7 —AY T T EETT HHHOE LOGERICESAH
%7,

e J—tO—4

TJ— b= ET—275 v alcEEERAFTN-REETITOITSLO IS TERICEABEL, 7AY
SLEEFTLET.

R0O1AN5910JJ0111 Rev.1.11 Page 29 of 104



RX23W Z')L—7 OTA7—L9DI7EHF Yo7 )INTOFI A

AU TIWNDIT7— LT 7EFMEEIT TV 5—2 3 o DHDEE & Bluetooth LE BIEERET T 5 —
CAVDEHFD 2 DNEHFE— KA HYET, OTAIZEEZ T 7— LI T7OEHFOERRKERLET .

Code Flash
.. 0
FrUs—23x 7j.iLi:/5>
Bluetooth LEE(ERS| /. Bluetooth LEE{ESI5
Jr—noTFaY | |\ ZrpoTEEY
O— i BELTEZER ~O— s

AEU CE%&/:L AEU CE%&/:L
J—hO-4 J-to-#

32 7TV =23 VB OHDES

Code Flash
FLL
Bluetooth LEIEEE05
E & UL
FIVr—z=z TP — LI I | ruEr—=a>
~O— FHsgs )
DIF—LITT
Blustooth LEEEDS| /) Bluetooth LEBIES4 - oﬁ?%é’ijﬁ{zaﬁﬁj Bluetooth LEBIEEI5
vy t .'. e
TF—LIITFID | TF—IWIITTHD TF—hITFED
R AR I7—LIIFEFI| mes| r==83 Pt
SORHE | gp mans | YD NEE . ChTEZEI| meucEEsa | DO rEE
AEU Q‘E%ﬁi AEU Q&% =BA AEU C);% =BA AEU @E%ﬁi
J-rO—4 J—-rO—4 J—-rO—4 J-rO—4

3.3 Bluetooth LE B{EEH ET TV r— a3 VDESH

TN r—oa VB ERHATI 7 — LV T 7ORGEEEZHELT H5FICKY . NE Flash DH# T,
Bluetooth Low Energy @{EE8 57 = BH A AIRET T,
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RIZ, OTAIZE B 77 —L9I7DEHEZTIENDID>OTOTSLOERREZRLET, 1—F7 7
IJir—< 3 I, GATT M Renesas OTA Reset Service ZF|FAL T, A—YhSEHRAKINET, ¥
v A—4 (%, Renesas OTA Service #FALTYISAT Y "D O BEFAD I 7—LD I TEZITRYET,
Aoon—FFynsy—42%88L, 7J7—LDzT7E%3—FIS5 Yy aDELWVEEBICEEELES, 7
TVr—2a v DHDEHFOBERFZLI—HFT T r—2 3 &S LET . Bluetooth LE BIEHD £ EHT
BIGEICIE. £E3—EFAO U 0—4FERBELT7TTIUSr—a iR EZITRYET,

ES@ATT
(Bluetooth LE iB{EEF3DEFN)

U ]

Fon—3) yOr—5
\JOIS4L) JOU5 A

Ebiesre T D7 —ATIFO

ZEET ”

ESRART(FIVT 3> DHOEF)

34 77—LIITEHFFOTOT S LDER
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3.1 JRTLER
OTA 7 7—LY9HT7EFHL TN TOTSLOURTFLERETRLET,

Usar Application

Application Loader ‘ Diowrnloader Relocator

oTA

Eaaotloadar ‘ Utility Module ‘

BSP ELE Flash
FIT Module FIT Module FIT Module

K 35 OTAZ77—L9I7EHYUITINTOTS LDV AT LER

OTA 77— LT 7EFHEENMERT A FIT ESa—IILOHEMRMIZOVWTIEITRESEBLTLE S,

e RXZ7731 R—FHKR—rNysr—IBSP)FITED2—IL

https://www.renesas.com/document/apn/rx-family-board-support-package-module-using-firmware-
integration-technology

e RX23W 4 JL—T BLEFITEYa2—IL

https://www.renesas.com/document/apn/rx23w-group-ble-module-firmware-integration-technology-
application-note

e RX23W 4 JL—7 FlashFITE a—)L

https://www.renesas.com/document/apn/rx-family-flash-module-using-firmware-integration-technology

x 31 ERAYSEDHEE

D #aE ‘ EE A&
Bluetooth Low Energy - OTAZ7—LIIT7EHV—TVADEST
Data Flash Jowvy 1 ETTOTSLDISTRE
CMT FryRILO S;A T7—LVITEH—TVARDRA LTI+
)
Aoo0—47005 LERTICERLES, 21—
TTUr—a v TOFERZEHIBLEE A,
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RX23W &' )L— T

OTAZ77—LDzT7EH HoINTOF35 A

32 93l A4T7ok

OTA D 7— LI F7EHYLTIILTOYSLOROMRAM €9 L3 U#ERER 36 IZRLET, EILD
TO45S5 3 U EREICRIET A, TS5 ALFXI—FIS Yy A tTHREIESREES V3 VICERES
nEI, RAM (ZEY a3 vt —nN—L A #EEZEHA L. 0x00001404~0x0000BA00 DFEEIZ& T OS5 A

THELZFEY,

O0xFFF8 0000
0xFFF8 0800

0xFFFB 2000

O0xFFFE 3800
OxFFFE 4000

OxFFFF 8000
OxFFFF 8800

OxFFFF C000

OXFFFF FFFF

ROM 512KB
(1 Block =2KB)

C$VECT

APP_HEADER

Application
(C*,D*W*,L,P)

FWDL_HEADER

BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

} 2KB

- 198KB

- 198KB

2KB

80KB

2KB

14KB

16KB

Variable Vector Table
Section

Application Section

Downloador Section

Variable Vector Table
Temporary Section

Standard Library
Section

BLE Specific Data
Section

Data Flash Backup
Section

Relocator Section

0x0000 0000
0x0000 0004

0x0000 1404

0x0000 8A00

0x0000 E000

0x0000 E400

0x0001 0000

RAM 64KB

Call Stack
(SU,Sl)

Application
(B_X,R_X,B,R)

BLE Protocol Stack
(BLE_X)

Standard Library
(SL_X)

Bootloader(BL_X)
Flash FIT(RPFRAM)

} 5KB

29KB
-

- 21KB

1KB

7KB

36 OTADD7—ALY9TF7EHYLTINTOSTSLOROMRAM Y32 LATI

RO1AN5910JJ0111 Rev.1.11

2022.04.12

RENESAS

Page 33 of 104




RX23W &' )L— T

33 TJ7—LIT7EHEME
OTA 77— L7z 7EHHREIZ. TLEOVWTIIODOHEE—FTEHF IS EATEEY,
o FIVH—LarvBHE—F . A—HYT7TUHFr—320H
e BLE Protocol Stack B#FiE— F : 2—H7 J 1) —3 3 > & Bluetooth LE BIEE DA

OTAZ77—LDzT7EH HoINTOF35 A

331 7FUHF— a3 EHE—F

FIVr—avEBHE—RFOBES—42VRERLET, KE—FTIEK, 7FVr—avesay
EAERIAT—TNEIavEEHLET, Fo00—45F, BFI7—LIzT7DT7 T IUr—3Y
O A VR ET IV =3 oL avICEEFAH, AIEARNY L T—T)L%E CSVECT_BACK_UP t
D aUIZEEZTAHET, YOS —SFILCSVECT BACK UP 4 3 omis CVECT 4 L a VICHEERE
LET, Z0®IAT—R2EF7TIr—a TS LERBHLET,

C$VECT C$VECT CSVECT «—
APP_HEADER APP_HEADER APP_HEADER
New Application New Application New Application
(C*,D*\W*,L,P) (C*,D*,W*,L,P) (C*,D*,W*,L,P)

FWDL_HEADER

BLE Protocol Stack
(BLE_XXX)

FWDL_HEADER

Downloader
(FWDL_XXX)

BLE Protocol Stack
(BLE_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

_DF_BACKUP

BLE_SPECIFIC_DATA

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

FWDL_HEADER

BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

L J [N J
Y

Ayon—4E—K yob—4EFE— R

Ao n—SERELEAERY 27— T ILEHRERAMIC 1) 04 —% [ZC$VECT_BACKUP®
RELET, ‘ X NBECSVECTABERAHET .
FIVG—2a VTR 77—LDIF7IAYIHAXTE

IZApplicaitiont 4 & 3 U~NEZRAHET,

FIVG—2a v T—AEERAHFRTERAERYV 2 T—T )L

T—#5 %C$VECT_BACKUPt Y ¥ 3 UAEEFRAHFET,

37 OTAZ27—L9I9I7EHFOROM I L avigE (A—H7TV 45— a3 DHEH)
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3.3.2 BLE Protocol Stack EHrE— F

BLE Protocol Stack B E— FDEMES—47 VR ERLET, ¥ >O—4(L. Application 22 3 >IZ
BLE 7R FaIRAE Y EFI U A—F %, CSVECT BACKUP £ L a VICHAIERI A T—TJILEEEA
. VAT —anEFNnFN, Downloader to 3>, CSVECT Y L avVICBEELET., TD%k. BEH

EhfFoon—288L. 7TUSr—2avERE—REETLET,

[ C$VECT
FWDL_HEADER

|

C$VECT

FWDL_HEADER

C$VECT «—

New
BLE Protocol Stack
(BLE_XXX)

New
BLE Protocol Stack
(BLE_XXX)

New Downloader
(FWDL_XXX)

FWDL_HEADER

New Downloader
(FWDL_XXX)

FWDL_HEADER

BLE Protocol Stack

BLE Protocol Stack

C$VECT_BACKUP

Standard Library
(SL_XXX)

(BLE_XXX) (BLE_XXX)
Downloader Downloader
(FWDL_XXX) (FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

BLE_SPECIFIC_DATA

_DF_BACKUP

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

FWDL_HEADER

New
BLE Protocol Stack [—
(BLE_XXX)

New Downloader
(FWDL_XXX)

FWDL_HEADER

New
BLE Protocol Stack
(BLE_XXX)

New Downloader
(FWDL_XXX)

C$VECT_BACKUP }—

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

CSVECT

APP_HEADER

New Application
(C*,D*,W*.L,P)

FWDL_HEADER

New
BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

C$VECT

APP_HEADER

New Application
(C*,D*W*LP)

FWDL_HEADER

New
BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

_DF_BACKUP

BLE_SPECIFIC_DATA

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

C$VECT
APP_HEADER

New Application
(C*,D*,\W*.L,P)

FWDL_HEADER

New
BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

L J
e
Aorn—4E—F

L J . J
g

yar—2E—F Ayoo—5E—F

S

yasr—42%€—F

Ao 0—FIERIELEALERY 87— T ILEHRERAMIZ Y 0% —4% [£C$VECT_BACKUP®
RELET. WA ZCSVECTAEERAHET .
BLEZ B Fa)LR & v LS 0—4OF—~4IZApplicaiton F1-Applicaitont ¥ & a v OREE FIVr—2avTF—RIET7—LOIT7IAVIHAXTE
T VICBERAETVET, Downloadert ¥ & 3 UANEERAAET,  [CApplicaiionty &3 U~NBERAET,

Applicaitont ¥ & 3 VICEERAARTHATERI 2 T—T L FIVr—2a v T— A BERARTHAERIAT—T )L
T—% %CSVECT_BACKUP Y ¥ a U~NBEERAHFET . T—% %#C$VECT_BACKUPt Y ¥ 3 UNEERAHET .

S O—HIFBIE LEAEAY 87— T ILFHRERAMIC ) 04— 4 [£CSVECT BACKUP®
BELET.

NEECSVECTAEERAHAET

38 OTAZ77—L9IIT7EHDROMEY 38 (BLE Protocol Stack BEFE— K)

3.4 FAa77A L

OTAZ77—L9T7EHTIH. UTOZD2OGATT H—ERXREZFALTHEEZITVET ., BEHEEEHE
Di=H. MTU 54 X(& 247 ZaEE LTLET,

® Renesas OTA Reset Service
® Renesas OTA Service

Renesas OTA Reset Service [, 2A—H7 T —S 3 VA RAATERLET, 727—L9 2 T70D/\—
TavERETOD Y MMEHRE OTAClent ITIRELET, OTAICK D FHoO—4F~DUYB A #EE%E
RHELET,

Renesas OTA Service (£, #OvAO—4THERAINET, 727—L7z7HEBROERE. BEFHFHAI7—L4
HITFOAYUO—RAEEEEELET,
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3.4.1 Renesas OTA Reset Service

R 3I2YU—ERDBE

Renesas OTA Reset Primary Service | feacbb7a-db63-4cal-8ae2-f611c8269f65
Service

TSR JRIINT 4

Virtual Reset Write Only | Encryption | 18byte, Reset Code (18-byte strings) 7753002f-
Button 34e9-4a65-
Characteristic 904e-
5636fbfcec23
Project Read Only | Encryption | variable length Project Name 1b7eea33-
Information (20byte strings) 19bf-44e0-
Characteristic y 9 ba37-
3fa621bbb0d7
Version Read Only | Encryption | Version information (8byte) aaa509c9-
Information 7a50-458c-
Characteristic 99dd-
dc33e2c¢2d90c

3.4.2 Renesas OTA Service

® 33 H—ERADHE

Renesas OTA Service Primary Service 9d5998f8-105b-4691-92be-4b1b4d3ee8bb
F¥3945Y
ATAYYT
Data Control Write, Encryption | 2ET 507 —LIz 7D I 7—LoTT7IE | 629c8ef7-
Characteristic | Indication MOEZEDEA I VI EHETADIER | aad2-4fle-
LET. 8330-
fe832961b926

Obyte A< > K
1-19 byte ¥—4

Data Transfer | Write Encryption | 27 —L9 7D/ F ) T—2DZ{EIZ{F | 13561280-
Characteristic | Without BALZET, ecb3-4691-
Response . 9ab0-
0-MTU-3byte 77 —LDT7T—%4 33649c7e03db
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343 T—AR74—< vk

Renesas OTA Reset Service & 1* Renesas OTA Service CERTAIS5—a—K%#&k 34I2RLET,
Data Control Characteristic TE{T9 5 OTAAY Y FH X 35127 RLET, BHE(LL T Little Endian T

BELEY,

& 3-4 Renesas OTA Service &1 Renesas OTA Reset Service TEREIT 2T S5—a—FK

OTA ERROR INVALID ADDRESS
(Ox81)

Firmware Download Start 3 v > KE{TEIZ, OTA
Server & Client DEZET 5V avOFB7 FLR
N—BLEN B BICEESNET,

OTA ERROR INVALID LENGTH
(0x82)

O3 DEHFIATY FERTHIC, BELEYA N
O avEBATLAN, BHFABRICEE LY A
XERGZGHRICEESNET,

OTA ERROR CHECK SUM
(0x83)

Firmware Download End, % (% Update End < > K&
1TEFIZ, Client MEEL=F v oY L& OTA Server
DEHELEFz VIS LARERBBGEITEEShET,

OTA ERROR RESET CODE
(Ox84)

Virtual Reset Button Characteristic [Z& &35AEh 1= Reset
Code AN OTA Server DEHD E—FH L WMEERIZEESH
i?—o

OTA ERROR PROJECT INFORMATION
(0x85)

Variable Vector Update Start 1< > F3E{TEIZ. Project
Information Request TEfESnfzT 0Py B ELLLE
LET. COF, 7OPzY FEN—HLABWMGEEITE
BEEhFEJ,

OTA ERROR INVALID SECTION
(0x86)

% Update Start # L < [£ Update End A< > KT, &%
IaVORBT FLAMNOTAServer DL D E—B L%
WBEISEESNET,

OTA ERROR INVALID VERSION
(0x87)

Application Update Start & Uf BLE Downloader Start O
T RETHIC. N—2 3 VEROBERETVET,
Version Information Request TIEE S Nf=/N\—2 3 U1F
BOAEFABETHRWESISEESAET,

OTA ERROR INVALID CMD
(0x90)

OTA Server i, EfF&ht=a< > FEZ(HFIFEREE
IZHBEEITEESIET,
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% 3-5DataControl ¥v S22 YXTFT4 vy DaIFk

VariableVectorTableUpdateStart
(0x01)

0-3byte AIEANI A T—TILEI 3 VOBBT FLR

4-Tbyte AIERY A T—TILEI 32 DY A4 X

AENYET—TLDI7— LI T T—ED
EIEERKBLET.

VariableVectorTableUpdateEnd
(0x02)

0-3byte AIEAI A T—TILEI 3 VOBBT FLR
4-Tbyte AIERY A T—TILEI 32 DY A4 X
8-1lbyte BHEEIHT H2F T v V¥ L4

AENIET—TLDI7— LI T T—ED
REEMRT LIEEEEAFES, 77—LV7
DEYMEHERD=H, EELIT77—L01T
T—RDFT v I LEEXELET.

ApplicationUpdateStart
(0x03)

0-3byte 7 T r—>avts 3 vORA7 KL
4-7byte 7TV r—avts a0 4(4 R

TIVr—vavtesvarntsasER
DHERET7— LI T T—2OEEERHBL
FY, 77—LH 7 T4, Firmware
Download Start A< > R&ISEESNET,

ApplicationUpdateEnd
(0x04)

0-3byte 77U r—> a3t avORBA7 FLR
4-Tbyte 7 IV 5= avtesvarvny4 X
8-11byte BHFEHIHTHF = v I L

FIVr—aves avmIr—LILT
T—HOEENRT LEBEERAET, 77—
L7 ORLMERDD, FELT7—
L7 T—3DF v I Y LEZEELET,

BLEDownloaderUpdateStart
(0x05)

0-3byte A7 >A—4E9 3 DRBT KLR
4-Tbyte Ao O—FE930DYA X

Aorn—4€93vnty s a UEROR
RET7—LzTT—2DREEMBLE
¥, 77—L T T4, Firmware
Download Start 2<% > F&ISEEShET,

BLEDownloaderUpdateEnd
(0x06)

0-3byte ¥ o>O—4€7 3 OMBT FLR
4-Toyte Ao A—F€9 3 DA X
8-11byte BHFEHIHTHF T v I L

AyoA—45€033 DI 7—LITT7T—
BOREENIRT LIEEEEAES, 77—4
VT ORLMHEROIH, EELETT—L
VIFT—ADFIvIYLEEELET,

FirmwareDownloadStart

(0x07)

0-3byte ¥ o0— FREEI a3 VORBT FLR
4-7byte ¥ oV BA—FEEI L avDOPA4 X

& Update Start A< > RTHELE=ES Va3
NI7—LITF7T—8%. XA FLTHE
ELIYAR(T7—Loz7 IOV )EIZR
Yo TEEETVEY,

FirmwareDownloadEnd

(0x08)

0-3byte ¥ o>O— KFAREY L3 VOFE7 LR
4-7Tbyte A oA—KFRHFEEI 3 DY A X
8-11byte BHFBEICHT HF v o H L

Firmware Download Start A< > KTIEE L 1=
T7—LIIF7T—EDEENTET LI L%
BHILET,

ProjectinformationRequest

(0x09)

1-18byte BHITHTATC Y +E

Clent "E#HT 577 —Loz7OTATY
F2EZEELET, OTAServer [, AaT UK
Z{E#I1Z Project Information Response A< > K

EEELFT,

ProjectinformationResponse

(OX0A)

1-18byte OTAServer 7O Y b4

OTA Server [ZEZEAFEFNTWVWE T 7—LI LT
NTaTzy bEEEELET,

VersionIinformationRequest

(0x0B)

O-lbyte 77— avtesoarhnN—2ay
2-3byte FovO—4EoarnnR—T3y
4-5byte YA —F LY 3 D=3y
6-7byte BLE ProtocolStack ®/3\—2 3 &

Client "E#H T 277 —LozT7D/NR—D3 Y
1EHEXIELET, OTAServer [, AaT UK
Z{S#IZ Project Information Response I< > K

EEELFT.

VersionIinformationResponse

(0x0C)

0-lbyte 7 FUHr—> 3o avmn—oay
2-3byte AooA—FEy 3 DN—2aY
4-5byte YA —AEH 3 DIN— 3D
6-7byte BLE ProtocolStack ®/\—2 3 >

OTA Server [CEZAFEFNTWNWE T 7—LITT
D=2 3 VEREEELET .
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35 OTAMBEV—/7VAR

OTA Server [FUTDL—45 VRIS TI7—L Iz 7EZELEHEITLET, OTAClient RUR
I— b+, 27 FY(FWU Client) DY —47 Vv REEFTLET,

e 1—HFITYsr— 3y

A—HYT7T) =230 TR A—=2aVERETAD Y FMEROBERLE Ao O—4TOT 5 L~
DYYBZZTVWEY . UTICBES— 7 XERLET,

Reset CodeO)ﬁEE.’c’\<

OTA Server
(user Application)

Client Device

7 kg4 X

>
< HETER
BIISE N

Ll
P Service Discovery & Paring
)

Project Information Characteristic
P Read Request

<

Project Information Characteristic
Read Response

3

>

Version Information Characteristic
Read Request

<&

<

Version Information Characteristic
Read Response

A 4

Vertual Reset ButtonCharacteristic
Write Request

77 —LD  TIHEROER

—

A

alt

[Reset Codeht—E]

Aoon—4 ~glYEz

[Reset CodeAs R—E]

Write Response

>
Disconnect
>
Error Response
(Reset Code Error (0x84)) -
Disconnect

A

39 A—HF7TYHr— 3 TOH OTA Reset Service ZFAL=-7TA5SLYYEBEZL—4H R
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e ASAoro—4
Ao n—4FETHREFE, FIVS—23 080 a3 0EHRELLLFEY O0—-F€I 3V DEH
DEHDIT7—LDzTEZELET, ELELDFHICOWTEH, AIERIAT—TILERIZTDY
O—FL. ZORICEBESNI-EI > aVDREETVET, UTICEEI 7V RERLET,

OTA Server . .
(Downloader Mode) Client Device
LAV RS R
_ HERER
<
RIS R
>
__ Service Discovery & Paring({Z 7 5 ()
<
Write Data Control Characteristic
P Project Information Request

Write Response

>
>

Indication
Project Information Response N
>
Confirmation

<

<

Write Data Control Characteristic
Version Information Request

<&
<

Write Response

>
>

Indication
Version Information Response N
>
Confirmation

<
<

Write Data Control Characteristic
Variable Vector Table Update Start

A

JOovzy FEOHER

Write Response R
>

Write Data Control Characteristic
Firmware Download Start

<
Write Response

N
loop [1KB #{EE T £ T] Write Without Response
Data Transfer Characteristic
P Firmware Binary Data

<
= Write Data Control Characteristic

W =3

Ty Iy LORR P Firmware Download End

Write Response

3
>

Write Data Control Characteristic
Variable Vector Table Update End

A

FIv Y LORER

Write Response

Y

| FIUr—vavts L a v OFH
# L < I&Downloadert ¥ & 3 VOEHFAEL

B 3.10 AIERYVET—TILDZEE
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OTA Server

(Downloader Mode) Client Device

[TERS8T—TLOEHND |

Write Data Control Characteristic
Application Update Start|

A

N—=2 3 VIEROHER
€723 ORET FLADHR
27 ary A X0wR

\Write Response

\ 4

loop

Application Update StartT
7IUh—varvesvay i b antc
ELTRETHET =

Write Data Control Characteristic &
Firmware Download Start| JH Y744 X%&EE

A

Ay 0— KRBT KL ADHR
Ny T 7oA AORER

\Write Response

\ 4

1
loop Write Without Response Firmware Download Start©
Firmware Download Start Data Transfer Characteristic BELET FLAAD
CEELESARE - Firmware Binary Data EI:MTU%byteﬁT’)
RERTTEET - BERH
2= - o £
%E; T,:E; ég;%“g Write Data Control Characteristic
;—_Iu vh H'.L\(DE&;%} » Firmware Download End

\Write Response

\ 4

Disconnect

CodeFIash/\(D%%iAi%<

White List Advertise

Y
P

Connect & Service Discovery &Encryption
D EEMIBT FLR
70y 94 X5
AV ) A0

Write Data Control Characteristic
Application Update End

A

73 ORET FLADOHER
Y3 H A XOHR
CodeFlashlzxd 2 F = v o4 LDFEDR

\Write Response

Disconnect

\ 4

RELELAEANIET—TILE
CodeFlash~DE &A%

TIUr—Ya VEHE—RT
yas—g~
My

311 7IFUHr—artws o avDRE

R0O1AN5910JJ0111 Rev.1.11 Page 41 of 104



RX23W Z')L—7 OTA7—L9DI7EHF Yo7 )INTOFI A

OTA Server

(Downloader Mode) Client Device

[TZRY 87— TLOEHH S

Write Data Control Characteristic

N—T 3 VIEBRORES BLE Downloader Update Start

a3 ORMBT FLADOHER

A

Ty avyA XDRER
\Write Response R
loop
BLE D loader Update StartT
Downloadertz4 <3 > prives l,?"7n Eab(;r pdate StartT
EETHETHET -

Write Data Control Characteristic & ‘
Firmware Download Start| Z B v 744 X%48%E

A

Ao 0— FEIR7 FLADOHR

1Ny T 7Y A ADOFER
\Write Response R
>
loop Write Without Res| i l
ponse Firmware Download StartT
Firmware Download Start Data Trgnsfer Characterlstlc EELET KLAAD
THEELEYA X% P Firmware Binary Data JEIZMTU-3bytes> 9D
EERTTSHET B %%ﬁﬁ
2= Lt £
%;ﬁ; Tl:»ﬁ; ggéﬁf"“ Write Data Control Characteristic
;—_; 9 HF LORESR . Firmware Download End
it <
Write Response R
Disconnect
>

CodeFIash*\O%é‘:‘A}}<

White List Advertise

>
>

Connect & Service Discovery &Encryption

X RIEMBT FLR
£T0y 91 ZHEH

AV AT
Write Data Control Characteristic
2553 VOBET ELRDES P BLE Downloader Update End
o3 DR
CodeFlashlZxd 9 5 F = v ¥ LDHER
Write Response R
Disconnect N
ZELLAERV2T—TL%E
CodeFlash~D&E EiAH
BLE Protocol Stack E#E— F T
Yyoir—5~
mMyEZ
312 Horvn—5€9 a3 nRE
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Data Control Characteristic IZREEENE ZAENT=FS. OTA Server [& Error Response %R L &
9, Client Device A%, Firmware Download End 3% > KIZxt9 % Check sum Error 22T - =184
5 —[E Firmware Download Start A Y > FABLPYET I ENTEET, TS D Error Response % 5%
[+ER > 1=15&. Client Device (& OTA Server &Y LEHEZHRTLET,

36 EHITOTILOYYEZ

BHITOYSLEYYEZ L, Data Flash & Code Flash O ZMETD4EIHIZET TOT S LD TS HIER
FEZFAH,. MCUY LY FEITVWET, BT LEZAFROEEICTI S VIEREZESATCE T, EREMIC
KAEEELENLCBRELET, UTICERE OIS LOYYEZ S —4 U RERLET,

L

Code Flash
(_DF_BACKUPt% +3>)
~DEERAH

EBERAHITRIN

2221
MCU Ut

313 BETNY S LOEIY B X EE

RTIOTSLD IS TERIIUTOEY TY,
& 3-6 BB TOITSLDTSVIER
B2l

activate_mode A\ 5. unique_code MEKEF
TOMEBICH LT CRCHEXTH-#ER%E
RELET,

I3V ERDEZLUMHRICERSNES,

‘@

uintl6_t

activate_mode e _ble ota_activate_mode_t

BB TOTSLERELET.

status_info st_ble_ota_dataflash_status_t
source - e_ble_ota_activate_mode _t
code - e_ble_ota_ status t

BEIOJSLICETERNZA—2TT,
source: T &N TWW=7045 5 LIEHK
code:E2EN TR S5 LIZETER

unique_code[12] uint8_t

CRCHEMRICT—RIZARMEZHE-E5
DICEZSINFET,
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3.7 J—FrO—4
J— rO—4I&. DataFlash [ZEEFLTWAETIOSTSLO IS TIEHRZE D L 12, OTA Server DFEH)
TEH5TOFSLEBIRLET, T— FO—FIEUTOZDD¥EEEEEHLET,

ETTOTILDTZTEROFAHH L & RLMHRER
ISTBRICEDNETOTS LDOEST
UFIZCT—rA—4FDO70—Fv—r&RLET,
o

Data Flash®
75U EROFA L
CRCOFH L HERR

CRCH—ET 3

Code Flash
_DF_BACKUPtZ > 3>®
At L

CRCOFH LR

CRCA'—E¥ %
Yes

Data Flash|=_DF_BACKUP
€Yo avEBERH

R_BLE_OTA_TrapError
DETIZKBFL
A—¥F7 IV r—vay
75 YRR

A
APP_HEADERt V7 3 v

DmainBi¥ 7 KL X
BmHHL

A
RL_HEADERtY ¥ 3 > ®

mainBi¥ 7 KL X
BAHHL

FWDL_HEADERt Y ¥ 3 >
mainBi¥ 7 KL X
FHHL

Data Flash~® No

EERAHITHY

Yes
MCUD )t v +

314 J—rO—5OHEIO—Fv—F

mainBi ¥ D E1T

EITTATSLOI7STERIE. EEAATOERERICE > THA TLELALK 512, DataFlash &
Code Flash ®_DF_BACKUP €49 L 3 VD ZHhRICEERAEFNFET,

DataFlash D 75 71§ &&AHE L CRCEZHEL 7SV ERE BT 5 HEELET, CRCH—HL%
LWMEAIZIX. _DF BACKUP 9 L3 v #HEAH L CRCICK D HUMHBEITINET, DF_BACKUP &
923320 CRCHN—HT BBEICIL. DF BACKUP £4 3 >D 75515 % DataFlash [CZ2EE L
Reset L¥9, DF BACKUP 4> 3>®M CRCHA—HELALEMEEIZIX, EITFEEEERY.,
R_BLE_OTA TrapError ##MUH L. 7OV 5 LZEFLELET,

Data Flash ® 7 5 VB3RO Z L4 ER%. BEFEHREHEALEL, 2223 VO HEADER £ 2 a viC
RESNTWERETOT LD main BHEEFTLET, 22— 7T Ur—2a VI,
r_ble_ota_app_loader.c 7 7 4 JLIR® application_loader BA# =&ML THEUVHEIAET,
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3.8 yasy—A&

381 7AJSLOEE

as—4aFk, F9o0—43N"ZELT77— LI T2 7— Loz 7—BREEEIIVMALSERD
o avIcdadSLZBERELET., 90— 44N T 7—LzT7—BREEI VaVIZEEZAALE
J7—LY T 7DIEHEE, DataFlash [CEZEAFEN-TSHIERICEENET,

UTFIC)ar—3208Eo0—Fry—bE2RLET,

l

Data Flash®
TS5 JEBROFEHE L

BLE Protocol StackE#E— K

FTIVr—2a vEHE-F

Y
4 N

{ﬂ&""‘"? 5 5——7‘»0)5&3] AERY L T—TILOBERE

- J

Y
4 N

Downloadertz% > 3 >
DHEERE

No

CodeFlashDE =iz \(
(=R T ’L R_BLE_OTA_TrapError

Y

A
No
CodeFlashd& &2z

ETIRYSLE EITTATSLE
A—47IYr—vay Ayoo—4
ITHYEZ ITPIVEX

® 315 Yas—4QBETIO—F r—k

FIVr—2a0wo a3 BHDIGEIZIE. 727—Loz7—BREEI Y a ETTVr—3 Y
O AT HH. AERIAT—TIILOBEREDAZITVET, Fo0—4FE/ 3 0FEH
DHBEICIE, AAERYAT—TILRV, 77—LzT7—BREEELI a3V EFHIO—4FEH/ a0 ~B
BEELET,

J77—LOzT7TOREE®R. 77UTr—2 3 0BHOBEICIE. RIZETIT SIS LE521—H5T7T
Dhr—oavis, Foo0—4FE0 3 0BHOBEICIE. RIZETTHIOTSLEFHY o A—F2EK
ELET,
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3.8.2 FEiREREFOEE

JAasy—AE, AIERIETF—TILRY, £90o0—45€4S3>o0T7a5S5LOBREBEEZTVET,
OF—A1k, EFBIFOEILaIVEEBRELEFA, T0EH., BEEFICEREMMNARE L-HEIC
. 315D —H U ANRINNLERITINET,
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39 AHrno—4

Ao —4Tlk, OTAServer [EClient WS BHRA I 7—LDz 72 TRYET, Foo0—4
. "33 D7 — Lz 7EHEEE3S50TANBEEL— U R"ZSHBLTLEELY,

A—HF7T) 5= a3 ohbSforva—48AfiYEbd L, BRARTTSIETCA—H7TUS5r—ay
FEITEFEEA,

3.9.1 Bluetooth LE DEn{E

Ay O—4 L GAP @ Peripheral & L TE)YE L. Renesas OTA Service ® UUID =& Advertise &
30msec AR TITWLWET, Fo>O—4I&,

Ay 0—4% D Advertise MERTE (L r_ble_ota_ble interface.c 7 7 A JLIZEE I TWET,

Ao oO0—FEERIE. UTOR2AI2FTMCU Uty FEITVET,

® Advertise MBAEH 5 10 FHEIH

® Central i 5 D%, Data Control Characteristic ~DZEEAHA 10 BELZ LSS

® Client hbHliahizi5E

392 RoT4UIEREE

Foon—FlE, R7YVITEREFEXBEEHICREBELERA, app_libDtEFXFa2 T34 TS5 UMNE
EAOTREREEICH IR T VT EREZFALET,

Aoon—4FlE, FEREEICHLIRT) UJEHREH L2 Resolving  List [(CEEFRLEITMN, R7UY
JEZIE, ®AT/NA ADIRK &7 KL A% Resolving List IZ&8LEEA. RPAT/INA RZFEHT 515
BICE, A—HF7TV5—2 a3 vDOETHIZRUT AT T DHEIITLTLIESLY,

3.9.3 Code Flash ~DEEAH
Aovn—%lE, 727—LzT770v 9 A XEICZITE 127 7—L™ =7 % Code Flash [ZE&3A
HET, AERIEZTF—ITILEAERG A TF—TILNNv s F7y TR avic, PTFUyr—avtwsa
DRUA A=A a DI 7LV TR T 7L T—HREEI DI VICEZFAENET,
Code Flash & &iAHAH (. Code Flash MFEHAH LN TE 4V =8, Bluetooth LE 8L, =
AHEITVET,

3.9.4 TIREMBOEE
Ay O—AETHICEEBERMNARKLE LI-BE. OTAServer [F15—EALAY O—42EFLET,
T77—LIT7DAIA—FEFTHH>TH. B 310 DRINSEH—T o REBHRALET.
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310 A—HYF7TUsr— 3>

A—HYF7TYHr—avid, OTAServer BERIBT 37 TV 5—2 3 VEHTT ., OTAIZKBEHEICE
BEhxd,

3.10.1 FooO—4~0YYEZE
A—HF7T)r—3uh b OTAICKD 72 7—L 77y IT— bERIBT BI12IE. £735705
SLESSUO—FIZHYYEZET,

OTAIZ&BE Y O—FANDY Y& Z (L. Renesas OTA Reset Service ZFIHLEY, 2a—HFF7 T
=23 oo oa0—4~DOUYBAL—4TVREUTIZRLES,

. Virtual Reset Button Characteristic ~@
Write Request

[ Reset Code () —HTEE J

Error Response®i%{s
OTA Error Reset Code(0x84)

~,

GATTS 3 — )L/ T 2 8D
85

.y

h 4

Write Reseponse®iE{8

h

Client & D1
. y
¥
Ao O0—5E—F
~OYYEL &
MCUY £ w -

3.16 OTA Reset Service IZ&K BAETTOT S LDYYE R

3.102 Yo7 ay S LDA—HYTFT T )r— a3y
ANy r—TIZEMO OTA Server [EaA—H7 T —3 3 V&2, "RX23W 4 )L— 7 Bluetooth Low
Energy 7 75— 3 VEIFEEH A4 F(RO1AN5504)"IZREHRD Peripheral > FILERELTWVET,
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4. OTAEHFXEHETAS Y FOERK

AEF. BEOTOD I MO 7—LDc 7TEFHREZEMT 5H5EERLET, BH. AP UTILT
[&. BLE Protocol Stack ®"Balance Library’"D&# %&HR— b LET, BEFETOP Y bIlE. BLEFIT £
Ta—ihEMENTVWSIEELET,

4.1 Y—X3— F(r_ble_ota)M3i&M

AH 2 TILD OTA Server FAT Y FTH S ble_sample_tbrx23w_ota_server M5 r_ble_ota 74 LA
#PRFEOIOD Y rAOE—LET,

e Includes
s 3 s

v = r_ble_ota
w = apploader
@ r_ble_ota_app_loader.c
v % bootloader
@ r_ble_ota_bootloader.c
v 2% downloader
v [= r_ota_ble_app_lib
@ r_ble_ota_ble_interface.c
[B] r_ble_ota_ble_interface.h
@ r_ble_ota_ble_security.c
[B] r_ble_ota_ble_security.h
@ r_ble_ota_gatt_db.c
[1] r_ble_ota_gatt_db.h
@ r_ble_ota_buffer_manager.c
@ r_ble_ota_buffer_manager.h
@ r_ble_ota_d|_cmit_driver.c
@ r_ble_ota_dl_cmi_driver.h
[ r_ble_ota_downloader.c
v 22 relocator
[ r_ble_ota_relocator.c
v 25 utility
[ r_ble_ota_check_param.c
@ r_ble_ota_check_param.h
[ r_ble_ota_cre.c
@ r_ble_ota_crc.h
@ r_ble_ota_firmware_information.c
[ r_ble_ota_flash_driver.c
@ r_ble_ota_flash_driver.h
[ r_ble_ota_reset.c
@ r_ble_ota_reset.h
[ r_ble_ota_stdlib_table.c
|=| CreatelsonFile.py
r_ble_ota_bin_genelator.bat
@ r_ble_ota_config.h
@ r_ble_ota_header.h

[= smc_gen

41 r ble ota 74 IILE

RO1AN5910JJ0111 Rev.1.11

2022.04.12

RENESAS

Page 49 of 104



RX23W Z')L—7 OTA7—L9DI7EHF Yo7 )INTOFI A

QE—LE7+LNLEDONRREBRHETOD Y MZEBERLET,
EIL F7-EE"-Y—ILEEE -“Compiler’-“ —R"-“4 J JL— K
TEIAILFTEEMLTLESLY,

"${workspace_loc:/${ProjName}/src/r_ble_ota}"

ooz rEEY )Y LT, "CICH++
s DF7AINERERT DT AIHF (-include)l=

"${workspace_loc:/${ProjName}/src/r_ble_ota/downloader}"

T0/(F4: ble_sample_tbr«23w_ota_server

JiE AR
-2
v C/C++ ELE
Tool chain IF44~
AF IR
Bl FEs
o¥
BE
HE
C/C++ —3
MCu
Renesas QF
Task Tags
Validation
e~
JouIsrEE

ETTIVIEE

=E

gk HardwareDebug [F7747]

B Y-IlBE Toolchain Device

~ B Commen
@& oy
(2 PIC/PID
& z0f

v B Compiler

A PILE- A7 T 2L HAFY-1-4- @ I--/f-4-

A2~ F-Ir4 L EERS 3744 (-include)

v | EROER.

v By-a
[i=R i3
& AJvror
& VA
v (B Bl
iR 3
8w
(2 MISRA-C )l -1
& T0fe

"${workspace_loc:/${ProjMame}/src/smc_gen/r_sci_re}"
"${workspace_loc:/${ProjMame}/src/smc_gen/r_sci_re/src}”
"${workspace_loc:/${ProjMame}/src/smc_gen/r_bsp}"
"${workspace_loc:/${ProjName}/src/smc_gen/r_irg_nc}"
"${workspace_loc:/${ProjMName}/src/smc_gen/r_irq_rx/src}"
"${workspace_loc:/${ProjMame}/src/smc_gen/r_gpic_rd"

v pace_! ) it -9 _gpio_r
"${workspace_loc:/$(ProjName}/src/smc_gen/r_gpio_rx/src}"

{ | ) _ _gpic_! 1
"${workspace_loc:/${ProjMame}/src/smc_gen/r Ipc_nd"

"ticmrbenare lne /EiDeniMamal fers feme o

amfe lms rleesl"

I NERLDFEBEIA Y 2 ~FF3T74 ) (-preinclude)

=

& 1-7-
v BB Assembler
®v-2
& AFuor
&V
& Bk
= 0ft
& 11—
v B Linker
~v (& AT
& BE
v B
= mE

FUT0tyH-IIONEE (-define) &
r 1

Apply and Close

]

@ Foutll

42 A2 )IL— F/RAMDEM

42 €O aVHEIDERTE
TOUSLEOTA 77— LT 7EHFMEEICHE LY a3 VIZHEILET, e?studio TRD 2 DD
BEEZRELET,

1. Create section (-start)

"C/C++ EJL R"-“8RE"-“Y—ILERE -“‘Linker’-“t£9 > a9 L3 U(-startyDREEZLEELFE T,

ABITRT LS aviEEZREILET, ANV F—JICEBEA TS
ProjectSetting¥section.esi 771 L&A ViR— k352 LT, OTAServer DY TILTAT S LER
BROEI a3V LA T I NEERTEET,

FIVr—avty L3 ERT 5184I121&. FWDL_HEADER DBIE7 FLRZEEL.,
r_ble_ota_header.h @

BLE_OTA_APPLICATION_SECTION_SIZE
BLE_OTA_TEMPORALY_SECTION_SIZE
BLE_OTA_DOWNLOADER_SECTION_SIZE
FEYGECERELET,

Ayon—4A77055L8)05—4705 S5 LNMERT S RAMIE, A—HF7 TS5 —2 3 Uh@E
AY 5 RAMEEIZEY Y avt—nN—LA4EhTWET,
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B33y -Fa-7—

TRLA

Orverlay1 Overlay2

| 0200000004

000001404

0x000084A00

0x0000E00D

0x0000E400

0xFFF80000
O« FFF80800

0xFFFB2000

0xFFFE3800
O« FFFE4000

OxFFFFB000
OxFFFFBE0D
OxFFFFCO00

0xFFFFFFE0
0xFFFFFFFC

B FWDL_B* RLE*
R FWDL_R™ RLR"

BLE_B*
BLER*

sLB"

SLR*

BL_B*

BL_R*
RPFRAM
CHVECT
APP_HEADER
1

C2

FWDL_HEADER
BLE C*

BLE D"
BLE_W*
BLEL*
BLEP*
FWDL_C*
FWDL_D*
FWDL W*
FWDL_L*
FWDL_P*
_CSVECT_BACKUP
SL_TABLE
sLCr

sLD*
LW+

sLL*

sLp*
BLE_SPECIFIC_DAT..
_DF_BACKUP
RL_HEADER
C4DSEC
C4BSEC
BLC*

BLD*
BLW"
BLL*

BL P*

RL.C*

RLD*
RL_W*
RLL*

RL_P*
PFRAM
EXCEPTVECT
RESETVECT

Ouuh-25UF m £

A= | | IHRM-b... | | EEA

X

EovavmEm
vy A-K-LA D&
w73 0kRE
Enes
TAES

oK | | Fvull

X 43 €92 arnnE

B

==

N
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/* OTA Configuration */

/* Application Main Function */
#define MAIN_FUNCTION app_main
/* Project Information */

/* BLE_OTA PROJECT NAME length < 18*/
#define BLE_OTA_PROJECT_NAME "ota_sample"

/* BLE_OTA_PROJECT NAME length = 18%/
#define BLE_OTA_RESET_CODE "inge9ubled9hy4tlin®

/* Downloader Mode Device Name */
#define BLE_OTA_DOWNLOADER_DEVICE_NAME "FWU-DEV"

/* Version Information */
#define BLE_OTA APPLICATION MAJOR VERSION ({
#define BLE OTA APPLICATION MINOR VERSION (
#define BLE OTA DOWNLOADER MAJOR_VERSION (@xe1
#tdefine BLE OTA DOWNLOADER MINOR VERSION (axmﬂ
(
(

#define BLE_OTA RELOCATER _MAJOR_VERSION 8@ )
46 #define BLE_OTA RELOCATER MINOR_VERSION Bx88)
47
A8 * section Tofocmation *J
49
5@ #define BLE OTA TEMPORALY SECTION SIZE (@xepa31508)
51 i
52 #define BLE_OTA RELOCATER SECTION SIZE { @xPEERIBER)
53 #define BLE_OTA STDLIB_SECTION SIZE { @xBEB14088)
54
55 /* Downloader Firmware Block Size */
56 #define BLE_OTA DL_FW BUFFER_SIZE {@xa000)
57 #define BLE_OTA_DL_CVECT BUFFER_SIZE (1824)
58
59 = /* Memory Configuration */
68 /* Data Flash*/
&1 #define BLE_OTA_DATAFLASH_BLOCK_LENGTH (1824)
62 #define BLE_OTA USE_DATAFLASH START ADDRESS (@x@@188488)
63

4.4 r_ble_ota config.h DZEE
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2. ROMMSRAMATYELST T B3 DRE

"CIC++ EJL K-“8RTE"-“Y—ILRE-“Linker-“t£2 > 3 2"-“S VRl « 774 I)L"-“ROM M5 RAM AT v
T35E032 (romyDHREELEELFEFT, M 4508EY. £705 5 L0 ROM M5 RAMADT Y
EVJEEMLET,

D=R 8 70/(54: ble_sample_tbr23w_ota_server o x
D 1=R 1 = T
D_2= R_2 Configuration:  HardwareDebug [F7717] v BEROTE.
BLE D=BLE R
BLE:D_1=BEE_R_1 E'E;” ain Device & ENE-27y7 D ENFRBH W KFY--K-$- O I5--f-9-
3 ABERVUTNET?AIVZENT 38753 (-fsymbol) <
BLE_D 2=BLE_R 2 et
BL_D=BL_R -
BL_D 1=BL R_1 s
BL_D 2=BL_R_2 S
RL_D=RL_R 255
RL_D 1=RL_R 1 . -IE
RL_D_2=RL_R_2 .
FWDL_D=FWDL_R S oo
FWD L_D_1= FWD L_R_l %i:é{t IY3IOPF XY MEI6IA MIF 217537 (-aligned_section) &
FWDL_D_2=FWDL_R_2 Dos
SL_D=SL_R
SL D _1=SL_R_1
SL_ D _2=SL_R_2
PFRAM=RPFRAM & RN
SER
= = - LEE R &
e —
D:;:{{z‘
S " D_2-BLER 2
@& AFHTA-Rvb
(B CRCEE DoRL S
@B Tok RL_D_IfEt:s:;
o RES e
PWDL_D_2=FWDL R 2
S
FIAILOER)
@ |ELTALD el

45 ROMME RAMIZT w7935 3>
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4.3

BESATFDHRE

ZESA TSV OTAICKBAEHFAFGMILGYET, FRTESMTSVREFHI7—LIITITEE

RAHFEYS,

“CIC++ EJL R"-“8&%E"-“Y—JLEXTE"-"Library Generator’-“#&mK"CTHEAT 554 TS5 ) ZEIRLET,

E J0IF 4 sre
NFAH
Uy-2
v C/Cs+ ELE
Tool chain IF19—

FE

&5 |HardwareDebug [F7747]

mfasIDESe:2

® v-IEE

~ & Common
& cpu
= PIC/PID
= 20
~ By Compiler
v & Y-2
& WE
& ATvIor
@8 vk
v & BEt
& WE
& wn
22 MISRA-C -2 E
2 20t
-1
v B Assembler
& V-2
& AFvIor
= U+
= BEL
= 20t
& 1--
~ B Library Generator
& ¥
(B Bt
& AFvIor
v (& BEt
B EE
= 20t
& 1--

runtime : 53/

[Imath.h (Cag/cog)

stdic.h (C89/Cog)

[ios (EC++)

[Jcomplex.h (Cas)

CEFEESMTSUEH0ES (lang) |CBYRIES LU CosREER v
*Jo=F (-head=runtime)

[Cetypeh (Cag/Can) : TFEEEFA TS (-head=ctype)

[Imathih (Cag/Cog) : $HEHERFI T (floatZEE2) (-head=mathf)
[stdarg.h (CB9/Con) : RIEEDES M TTEARFIT3Y (-head=stdarg)

[ stdlibh (Cag/Can) @ EELERS T35 (-head=stdlib)
[ string.h (C83/Co9) @ LEFURIERETC T3 (-head=string)
\E AL IS5R-54 T35 (-head=ios)
Fnew (EC++) 1 ATURIEEFT5Y (-head=new)
[Jecomplex.h (EC++)
[string (EC++) : XFFEERSATFY (-head=cppstring)
CEERHEHEST
Cfenwh (Co9) : EEESHEEST (-head=fenv)
inttypesh (Cog) :
[wcharh (Co9) : 74 FXXT A 054735 (-head=wchar)
Owetypeh (Co9) @ 74 KX FEESATSY (-head=wetype)

* HES

F54 731 (-head=math)

1 A EFIEST TS5 (-head=stdio)

i

S ERI5A-3175Y (-head=complex)

U (-head=C99_complex)

EHTSFTE (-head=inttypes)

FATEH

TIANDETLMD

Apply and Close

ERL

Frotll

Bl

4.6
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OTAServer 7RSS LTIE, BESA TSV EBRETI-HDEADEI 3 v E#EFELET, Library
JFRET, BV PavERDESICEHELET,

Generator DA 7o

T0JF A src

Y-
v Q= ELE
Tool chain IF45-
HiE
s+ —7

=137t

FiE

56 |HardwareDebug [F9717]

CENEA a0y -AERH

B y-IEE

~ 8 Common
& Py
@ PI/PID
2 20t
~ 8 Compiler
~ & Y-2
= HE
& AUk
38 YAk
~ & BEk
= HE
B wh
8 MISRA-C /L I2E
& 2ot
@ a-v-
~ 3 Assembler
& V-2
& AUk
38 YAk
& BiElt
& z0ft
& 1-v-
~ 8 Library Generator
@£
= B
& A7vIk
v & BiEflt
B 8E
3 2Ot
1--

(il

@

O X
- - -
v | | EROER..
${workspace_loc:/${ProjName}/${ConfigName}
BEERERD ) EABEHFE AT D (-nofloat/-simple_stdio) (ATAY-S ~
OUTsr52 b5 T5UE SR 3 (-reent)
AT ERFERETINFIUTREFEHTS (heap chk RHIEROEEHEE) (-secure mallog)

TOT5LEEDY 7 3Y4E (-section=P) SLP
EHEEOETY3VE (-section=0) [sLc
MELEHT-FERAOTTY3VE (-section=D) [sLD
FMELT-FEROETY3VE (-section=B) [sLe
UFSIAERO T 3UE (-section=L) [sLL
switch$ET-FIER0ET V3% (-section=W) [sLw
[ Ve V2 LN o/ b = RN TS T ]
O msEsYZSETS AL M40t 7 23 (B ES 2 (-nostuff=D)
CeonstEHELETM AV FEH DT 3VIZEET S (-nostuff=0)
O switchZXHET-TNETF4 AV M40 T 723V ITBRET S (-nostuff=W)
HIEFDESETATESETI (-noinstalign/-instalign4/-instaligng) | LMAE -
I DIV, DIVU. FDIVE<0 % BEH LT 3 (-nouse_div_inst)

FIANHHETT(D EAL)

X 4.7

BESATSUDEI L aVERTE

OTA Server 7AY S LTIE, TAVSLDERL>TIEES A ITS)DA—FK ISy a~DEENE

BENBWESIT, BESA TS TERSNDI TN TOREBERIIHEMLTLET,

r_ble_ota/utility/ r_ble_ota_stdlib_table.c T. AT XS4 IS VICHE LYV OEREENICLE

j-()

2
19
20
21
22
23
24
25

WO oW W oW W W W
0N @ N R WM

[ r ble_ota stdlib_table.c 1

®* DISCLAIMER[]

#define BLE_OTA_SL_STRING_ENABLE
#define BLE_OTA_SL_STDIO_ENABLE
#define BLE_OTA_SL_STDLIB_ENABLE

© //#define BLE_OTA_SL CTYPE_ENABLE
//#define BLE_OTA_SL_MATH_ENABLE
//#define BLE_OTA_SL_MATHF_ENABLE
//#define BLE_OTA SL_CTYPE_ENABLE
//#define BLE_OTA SL_SETIMP_ENABLE
//#define BLE_OTA SL_COMPLEX_ENABLE
//#define BLE_OTA_SL_FENV_ENABLE
//#define BLE_OTA_SL_INTTYPES_ENABLE
//#define BLE_OTA_SL_WCHAR_ENABLE

#pragma section D SL_TABLE

“#ifdef BLE_OTA_SL_CTYPE_ENABLE
#include <ctype.h>
volatile const void *ctype_table[] =

48 HRATIRESA TS DEMEL
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4.4 BRI 7—LOTT7OHAEE
AU TINTOFSLATHERATIAEFAI7—LII7IF. 723 VERED 77— L™ = 7IEHRHAE
MENTzjson Z7AIWRU, T7—LITTDNAFT ) IT7AII(binN)DZDO20BHEYFEFT,

"r_ble_ota_bin_genelator.bat"|Z& 2T, CCRX aA/SM ShbERESN-0—KED2—ILT 7SIl
(abs)Z 7 A L i5/NA F1) T 7 A JL(firmware.bin)Z £ LET,

F1=. "r_ble_ota_bin_genelator.bat'l&. £ ENF=ET/NAF 1) T 74 )L(bin&, Vo7r—DY R+
Z7A40(map)h . BFICKHEL T 7— L 7IFHRZHE L. "firmware_information.json” 2 7 4 JL & {E
BLET, /Ny FIT 7LD python NETEINFET DT, python DEIT/ARZFBLTL S,

HAREILRET
(r_ble_ota_bin_genelator.bat)

[::::::::] e e SrEm

EILFET LI

e2stduio wocabs T7 Al (CCRXT 1) ‘r‘I firmwane_bin
| — -

¥

JsanF 7 Al
{ERLAL T
(CreateJsonFile_py)

firmware_ |
information.json i

¥

wotmap J 71l

| —

| | FWESICABRI AL

49 EHAI7—LoIT7DHEA

EILRFRICNYFIF7AINEETTEELIICTELFEDRTY T BREZZEELET,

.. ¥src¥r_ble_ota¥utility¥r_ble_ota_bin_genelator.bat

T0/{54: ble_sample_tbre23w_ota_server u] X
710527 =E T
Yy
v CC++ ELE
Tool chain IF15— #5k:  HardwareDebug [77747] v | | ERDER..
ATy 78w
eIz
o¥u7 B Y-LEBE Toolhain Device & FILE-ZFy7 EILERER RAFU=-Ji—H— @ IS5 Ji—H-
BiE
mw EN FRImAT YT
C/C++ — 1% vyt
Mcu ‘ Hsrc¥sme_gen¥r_ble_m23w¥lib¥ble fit_lib_selectorbat ~ |
Renesas QF =
Task Tags -
Validation v
ENL5- —=
TOsTIREE EILFEDATYT
=T/ IEE T
. ¥src¥r_ble_ota¥utility¥r_ble_ota_bin_genelatorbat ~]
=8

74 -DETTD EAL

(‘_7) Apply and Close Fro il

410 NYFI7AILDEER
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Frz. VT —SUR I 7AII(map)ic, #2729 bOTy TEBREEEHT &SI, VoH—DF%

EEEELFT,

T0J(F4: ble_sample tbr23w_ota_server *®
o -
Uy-2 R
v C/C++ ELE
Tool chain IF45— igA: | HardwareDebug [79717] V| | ERDER..
AFuIRT
FILFES
o¥»g ® Y-JEBE Toolchain Device g FILE. 227 S L M S T S < e o
=g
£E ~ @ Common YRR TP LEHAITS (-list)
o — & cou YAR-ITALOAR (-show) FATEETD
Mcu 2 PIC/PID N I
Renesas QF @ Mt hov bol)
Task Tags w &3 Compiler
Validation v @& Y-3
BNy~ E R
JovIsrEE & 2duor
EFFIVIEE & VA
v B E2Ek
@2 eE
& mAa
(2 MISRA-C l-IL&E
2 20fE
& 1-7-
~ 83 Assembler
&Y-3
& ATIIH
& Uz
& 88k
2 z0ft
B3-v- .

Apply and Close

bzl

411 ) i —

YR KRIT7AIL(map)ERDEKTE

EREN=ZDOD 77 A4 ILIE,. EIL FETHIZEIL R4 (Hl:HardwareDebug)® 7 + JL & AIZ"FWU
Client’ 7 # JLA & . F®H(Z[Projectname]_Version[Application Version] 7 # L A WNER SN ET,

15 Project Explorer &3

= ble_sample_tbrx23w_ota_client
v =% ble_sam ple_tbrx23w_ota_server [HardwareDebug]

q{f Binaries
[ Includes
[EcEie

v (7= HardwareDebug
v = FWU Client
v [= ota_sample_Version1.00
firmware_information.json

firmware.bin

= src
o

412 OTAEHRWE I 7—L T 7DERK
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441 T77—LIzT7IERISON 774 )LD TONT 4

OTA 7 7—LITF7EHYLTILTOFTSLIERX2IW BIIFIZERSN=-T7—LoTT/IN/4F1)
T7ANIZMA, 27—Lox7D7TADY b, N—D 3 VEHR, €02 3 VIEHREEL ISON
DI 7—L oz TEHRBERI 7AILEFERALET,

JSON 77 A IVIZEENDERER 4-1ITRLET

OTA Server 7AY S5 LD/IN—2 3 VigHRE LY ¥ 3 VIE#RIE"r_ble_ota_firmware_information.c"(Z
B ENTWET, JSON Z7 A ILDFEENY—RaA—RFORBE—BL TR EF#ERLTLE
AN

K41 J7—LOIT7EHFBEHRI7AMILOAR

JaNT 1 HHE

ProjectName ota_sample JaPxY FETY, OTAClentld, THTE/IF 112
EIJUT OTA Server #5i8I LET,

ResetCode ingeQubled9hy4tljn OTA Reset Service 0 Virtual Reset Button [ZZ &AL
T9,

MajorApplicationVersion 0x01 FIIVr—23 DA y—IN—2 30 TY,

MinorApplicationVersion 0x00 FIVr—3 04+ —1"\—23TY,

MajorDownloaderVersion 0x01 Ao oA—FDATY—IN\—D 32T,

MinorDownloaderVersion 0x00,0x01 A A—3DIAF—IN—2 3T,

MajorRelocatorVersion 0x01 YAy —BDAT¥—N—=23 0T,

MinorRelocatorVersion 0x00 Yay—3DIAF—NnN—=230TY,

MajorBLEProtocolStackVersion 0x02 BLE ProtocolStack D * ¥ —/A\—2 3 VT,

MinorBLEProtocolStackVersion 0x00 BLE ProtocolStack DI A +—/A\—2 3 TY,

Sectionlnformation BIOTSLDAE)DEYVaVvEBERRLET,

top I&. £V aVORBT LA,

Size 7ONT 4 IE. TOYTSLNERRIZEAL TS L
V2V V8

max FEANRT & €34 X/ OTHEELE
YA XDEESNFET,

VariableVectorTableSection top-0xFFF80000 AERYAT—TILEI L aVBRBRRTT.
size-0x00000400
max-0x00000400
ApplicationSection top-0xFFF80800 FrIr—2avtey 3 vEBEBREHRTY.
size-0x00020000
max-0x00031800
DownloderAndProtocolStackSection top-0xFFFB2000 AooA—4+9 a3 VERERBKRTT .
size-0x00026800
max-0x00031800

VariableVectorTableBackupSection top-OxFFFE3800 AEAIAT—TILO—BEELAHEY a3 VOEREFER
size-0x00000800 <Y,
max-0x00000800

StandardLibrarySection top-OxFFFE4000 BESAITS)DEY L3 VBRERERTT,

size- 0x00007800
max- 0x00014000
SwapTemporarySection top-OxFFFF8000 KRIEAEHEOEY L a3 VEBERERTT .
size-0x00004000
max-0x00004000
SwapSection top-OxFFFFC000 YRasy—42t9L a3 OREERTT,
size-0x00004000
max-0x00004000
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45 FlashFIT ELa1—JLDHTE

A— RISy L aEZRZAI—RISYIAADTIERAPEILEINTWNSH, O— KI5y
DANDETFAAITRAM [CEHFI—FEEBEELTETLET,

OTAServer 7AY S AIEA—FI5y L aDESHZIZFlashFITEDa—I)LEFRALET, Flash
FITESa2a—IILDTFREEEZZLTEL, FlashFITES 2—)LDO RAMETZERIZLET,

® Enable code flash programming: Includes code to program ROM area.
BEOO—FERRE VERLTREERBLET,

{5} ble_sample tbne23w _ota serverscfg I3
VIRMITT IR R N
BT =
Ik=RVb - F - RE

=
W oK1 &

JaNE AT w @@ Configurations

» ™
v = Sta"t':'P # Enable code flash programming Includes code to program ROM area I
v = yTRUyD "

. T T T LTI T E LT T Ee T T TUTTC IO T et comple
@ rbsp # Enable BGO/Non-blocking code flash operation: Forces ROM API function to block until completed.
v (& Drivers # Enable code flash self-programming Programming cade flash while executing in RAM.
v & ElYAa
$' rirg_re
v = AHAF-+
$' r_gpic_m
v (= BEE
@ rlpcmx
v = AEY
9 1 flash_rx
v = BfE
% r_sci_m
v = 549
ﬁ: rcmt_rx
v [ Middleware
v = vmRlyy

413 FlashFITES a2 —I)LDETE
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4.6 Renesas OTA Reset Service DB
A—HYF7 TIN5 —2 a3 FETHIZ, J7—LI9TT70ON—2 3 VIFROERDO, ¥Hoo0—45~0PYE

AZHEFRETHE=HIZ. GATT 7—

42 R—Z|Z Renesas OTA Reset H—E X ZEMLET .

QE for BLE M5 GATT T—AR—XADH—ERZEZZZLET, Import /R2 %51 v L. RIED
JSON 7 7 4 JL(Renesas_OTA_Reset_Service_Server.json)Z$5E L TEML E T,

=E

BLERAZ LTOT7 )l

LA ¢ IOAR-| A -t

w [P Profile
& [ServerClient] GAP Service
5 [Server] GATT Service

F—)- Q9314 Fsk

E=4-18 | Renesas OTA Reset Service |

€ Virtual Reset Button
C Project Information

€ \Version Infermation

w5 [Server] Renesas OTA Reset Service

ULID: |feacbb?a-db63-4ca‘l-33&2-1‘611:32691‘65 128 bits
BEFT: |c>ta_reset |
£RER: | |

5 [server] LED Switch Service

Encryption
I:‘ Authorization

Aux Properties: o
Unauthentication

[ GAP Service
[ GATT Service
[ LED Switch Service

Included:

o || &

MName Code

Error Codes:

4.14 OTA Reset Service 0 3E N &

Y—ERZEME, a— FERERITLET,

E
BLENZS LFOTP1 )L
g v A7i-+

Profile  Peripheral Central

=

0 =
J-FO&RL |- O£

v P Profile
5 [Server,Client] GAP Service
5 [Server] GATT Service
5/ [Server] Renesas OTA Reset Service
5 [Server] LED Switch Service

[@F I I CRUpslk
BELTLWSEETOT7 s
{ LED Switch Profile

415 O— FEROET
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smc_gen¥Config_ BLE_PROFILE 74+ LZAD 77 A ILHALEZTINFET, LEZHID T 71 J)LIE, trash
THLFIZREINTOET, TOY—RXRI— FHARBELZIFE(EL, gatt_db.c/gatt db.h INAD T 71 IL%F
| to_ L/—CTEJTE L/i—g_o

B 70UTON-I9270-5- %

W T_.é ble_sample_tbrx23w_ota_server [HardwareDebug]
> 3 A FY-
> [ Includes
v 2 src
¥ = r_ble_ota
W Ji=b SIMC_gEn
@ Config_BLE_PROFILE |
» =% general
¥ = r_ble
» 2= r_ble_rx
s 22 rbsp
> (&= r_byteg
¥ = r_cmt_rx
» = r_config
% [&‘p r_flash_rx
» = r_gpio_mn
¥ (= r_irg_r«
» = rlpo_rx
» = r_pincfg
¥ = r_sci_mx
3 ET ble_sample_rn2
» == HardwareDebug
w = trash
w5 2022-03-25-13-50
w [ srC
v = smc_gen
» [= Config_BLI FILE
[¢] app_main.c
[ gatt_db.c
[£ gatt_db.h
[ r_ble_gaps.c
[ r_ble_gaps.h
[ r_ble_gats.c
[£] r_ble gats.h
[ r_ble_lss.c
@ r_ble_lss.h
» [= general
5 = r_ble_m23w
% = r_bsp
w 2= v harben

4.16trash A SBFETOY S LEIE—

SEMVERC
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47 Y—RA—FKDE&EEI a3 ~ADEYHT

BITOTSLEA2ETHRELEEI DI VABIYHTET, e?studio [EV—RaA—FD T+ LT EIZ,
TS LERET SV avERETEET, APV FIVRTO—S—0oTHLETEEI )Y
L. TANTAE#ERLTAZ2a—BE@EEME. "C/IC++ EJL R"-“ERE"-“Y—ILETE"-“Compiler-“# 7
CIHMTETIOTSLDEY SV avEERELET .

RDIANEELVT7ANFT—bO—FEH >3 BLYHERELET,
r_ble_ota/bootloader
r_ble_ota/utility
smc_gen/general
smc_gen/r_flash_rx
smc_gen/r_bsp
<ProjectName>.c (BSP €2 a— /L LMEUH S d main B % BL_*ICEET B)

F0/{F: bootloader m} X
ERICEN] L - v -
V-2
v C/C++ PILE
Tool chain IF 45— #Ent: | HardwareDebug [F97-71 v | | ER0EE..
BE
OB FhaUy-REmsst

B v-NSBE

~ i Common ${workspace_loc:/${ProjName}/${ConfigName}}
%2 PC\p[L;I'P\D p‘j"’;‘('}’ﬂf%ﬁ:‘ﬁﬁ'é (-d;buua’-nodsbuu'l —
§ o TOUSLEEDET 34 (-section=P) BLP
~ i Compiler FHEEOT I3V E (-section=C) |EL_[ |
v (-2 e .
= e MEHLFHTF-FBRO ISV (-section=D) [eLD |
(B HE
& A7V FMELT-FEEOTTY3VE (-section=B) |EL,E |

UFSIERDEI VI E (-section=L) [eLL
B e switch#E7-TLBRD TS 34 (-section=W) [aL_w
& w7 LIS LERE P51 A M an e 73| BE T 3 (-nostuff=B)
% MISRA-CIL-IMBE | () i s Y 8754 Ay MHfant 723y B E T3 (-nostuff=D)
Wy Z
4 f;’{ [ constSSFELETFA AV HEAUD LT3V ITRETS (-nostuff=0)
.® ﬁsemb‘a O switch T4 EF-TNETF AV MEHIO 1T 3VIZRETS (-nostuff=W)
& y-2 SRS SETRIESET] (~noinstalign/-instaligna/-instaligng] | LIV v
%2 U?I;EITF []DIv. DIV, FDIVESME R FIET S (-nouse_div_inst)
g B HAFIZLFI-F (-outcode) UTF-80-F w
2 20
& 1-4-
~ 83 Library Generator
@ -
= s
& 17yIor
v (& BEl
& miE
& z0fe
&1

FIANDIETD AL

@ ooy iG] et

K 417 7—rO—45t5S 3 DIEE
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ROTANFEFYoO0—F 1923 (FWDL MICERELET,

r_ble_ota/downloader

B 70/(F1: downloader

Yu-2
v C/C++ EILE
Tool chain IF45—
HiE

@

=n.:
o

E

gk HardwareDebug [F7747]

O ENEASU-RER A

B w-IEE

v

<

& Commen
& cpu
& pIC/PID
i 201t
5 Compiler
~ 2 y-2
B mE
(& AT
& VAL
~ 2 2Elt
B mE
(B 77
(= MISRA-C |-l i8E
2 zof
& 1-v-
B3 Assembler
& V-2
@& A7y
@& UAr
& SEit
& 20tk
&1
&3 Library Generator
B E-F
& B
& ATV
v & SElt
R
0t
1-7-

@
-b";

@

${workspace_loci/${ProjName)/$(ConfigName
B

_debug/ podebug)

FOY5 BRI O Y34 (-section=P) [FwoL_p

EREEOEIVIIE [-section=0) [FwpLc

ML EHT-FEH0EI Y3 UE (-section=D) [FwoL_D

EMEHLF-FEROTIY3/% (section=B) [FwoL 8

UF5 48R0 T34 (-section=L1) [FwoL_L

switch 87~ L DR 7530% (-section=W) [FwoL W

Sl T R

[ SBESYERE T AV A A0 E 723V (CRET 3 (-nostuff=D)

[ constiSHEHETSM AU PN DT T3V B ET D (-nostufi=C)

O switchirgiET-FNEFSAAY a7 30IBET S (-nostuff=W)
HIEEDSESETRIEEETS (-noinstalign/-instalignd/-instaligng) | LWWE
[JDIV. DVU. FDIVE £ 0EEEMIES S (-nouse_div_inst)

£77F 3T I-F (-outcode) UTF-81-F

F I HDETTD

Apply and Close

ERIL

Frvll

418 Ao O—45+tH a3 DERE
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ROT7ANLFF)Ar—42129 3 RLMNICEELET,

r_ble_ota/relocator

B 7074 relocator

v G+ EILE

s

@

Tool chain IF459~

HE

gt | HardwareDebug [F7747]

O ENEREUY-AERS-

B u-LBEE

& Py L= s b o nadaig)

v 1% Common ${workspace loc:/$(ProjNamel/${ConfigNamel}

] X
v | | ERoEE..

i PIC/PID
g 0k TO75 LD 7T 3YE (-section=P) [rRLP

&) Compiler EHESROETYIVE [-section=C) [rLc

v @By
& Y2 LS TSR0 93F (section=D) [RLD

(B maE

{8 A9k LT - ERO ) 3% (section=B) [Rie

@Y RSB OETEVE (section=1) [RLL

v & EEl
& switchi EF - T EEDE T Y3V A (-section=W) [RLw

&N e T
%: MSRA-CA-IE ] sy R RS A a0t 3 RS B nostufi=D)
& =0t [ constfSgAE &% 754 Ay A0 7 23(CBEF 3 (-nostuff=C)

& 19~ 7 TS £, P
v i Assembler O switch3rsie T - TN ETF1 A a0 9 Y3y (CEE T 3 (-nostuff=W)

& -2 SEEDSEETATESETI (-noinstalign/-instalignd/-instaligng) | LINE

%: E:’lw‘ [J IV, DIVU, FOIVE$DESER LT S (-nouse_div_inst)
&

&z
& 17—

w 83 Library Generator
@K
2en
& AFvIob

v & B#ft
(& WmE

2 0t

& 17—

B BER HHFIXFTI-F (-outcode) UTF-81-F

FIANDETD ERL

ot

%]

419 Ynsr—4a4+vHSavDRE
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4.8 dbsct.c DIFE

RX23W Z&L RX 77 2 TlX, ¥4 2 VESHIZ_ INITSCT B#I& > TRAM AL EhET,
__INITSCT B%k(%. DTBLF—JI KU, BTBLZSHBLTRAM Z¥HELFET, COT—TILEZER
L. BHFBICIT—rO—4FEEZESATSYDRAM ZHHELFET,

CNODEHMIEBSPFITELAa—ILOTRI7FAILTEEINETS,

src¥smc_gen¥r_bsp¥mcu¥all¥dbsct.c

iy 70930k 19370-5- 2 2R Y= 0 dbsct.c 53
v 2= ble_sample_tbrx23w_ota_server [HardwareDebug] ~ 78
&) Includes 71 /* Section start */
v &8 st #pragma section C C3DSEC
Ez r_ble_ota extern st_dtbl t const DTBL[] = {
V2 sme_gen - gifdef BSP_MCU_DOUBLE_PRECISION_FLOATING_POINT
= Config_BLE_PROFILE { __sectop("sL_D 8"), _ secend("SL_D 8"), _ sectop("SL R_8") },
2 general { _ sectop("BL_D_8"), _ secend("BL_D 8"), _ sectop("BL R 8") },
= r_ble_r23w L=
I { __sectop("BL_D"), _ secend("BL_D"), _ sectop("BL_R") },
v & rhsp { __sectop("BL_D_2"), _ secend("BL_D_2"), _ sectop("BL_R_2") },
(= board { __sectop("BL_D_1"), _ secend("BL_D 1"), _ sectop("BL_R_1") },
= doc { __sectop("sL_D"), _ secend("SL_0"), _ sectop("SL_R") },
v = mcu { __sectop("SL D _2"), _ secend("SL_D 2"), _ sectop("SL_R 2") },
v = all 34 { __sectop("sL_D 1"), _ secend("SL_D_1"), _ sectop("SL_R_1") }
85 -~ #if (BSP_CFG_RTOS_USED == 4) &R (BSP_CFG_RENESAS_RTOS_USED == RENESAS_RIB@BPX)
[¢] dbsct.c 86 ,{ _ sectop("DRI_ROM"), _ secend("DRI_ROM"), _ sectop("RRI_RAM") }
[ towlvl.c 87 #endif /* Renesas RIGEEPX */
[B] towlvL.h 8 e
lowsre.c ae
% lowsre.h 9 /* Section start */
X 9 #pragma section € C$BSEC

[g meu_locks.c

[4] r_bsp_commen.c
@ r_bsp_commen.h
[4] r bsp_cpu.c

|| r bsp_interrupts.c
[R] r_bsp_interrupts.h
[2] r_bsp_lecking.c

extern st_btbl t const _BTBL[] = {
= #ifdef BSP_MCU_DOUBLE_PRECISION_FLOATING_POINT
{ __sectop("BL_B_8"), _ secend("BL_B_8") },
{ __sectop("SL B_8"), _ secend("SL_B_8") },
#endif
{ __sectop("BL_B"), _ secend("BL_B") }.
__sectop("BL_B_2"), _ secend("BL_B_2") },
[ r_bsp_mcu_startup.c __sectop("BL_B_1"), _ secend("BL_B_1") }
@ r_bsp_mcu_startup.h )
@ r_bsp_software_interrupt.c i
[H] r_bsp_software_interrupt.h
[A] rrtosh
m r_r_compilerh
@ r_r_intrinsic_functions.c
@ r_n_intrinsic_functions.h
[h] r_typedefs.h

1
{ s
{ __sectop("SL_B"), _ secend("SL_B") },
{ __sectop("sL B 2" _ secend("SL_B_2") },
{ __sectop("sL B 1" _ secend("SL_B_1") }
= #if (BSP_CFG_RTOS_USED == 4) &R (BSP_CFG_REMESAS_RTOS_USED == RENESAS_RIGfBV4)
21 __sectop("BRI_RAM"), _ secend("BRI_RAM") }
#endif /* Renesas RIGBEV4 */
iH

")y
)y

/* Section start */
#pragma section

[2] resetprg.c
[g sbrkc - #if (BSP_CFG_RTOS_USED == 4) 8& (BSP_CFG_RENESAS_RTOS_USED == RENESAS_RIG@8PX)
[ sbrih #pragma section C (S
= dbsct.c.bak #endif /* Renesas RIGBOPX */
&= 23w ~#if o
[H] platform.h = /* CTBL prevents excessive output of L1188 messages when linking.
=] readme.txt Even if CTBL is deleted, the operation of the program does not change. */
(&= r_byteg uint8_t * const _CTBL[] = {
& rembx __sectop("C_1"), _ sectop("C_2"), _ sectop("C"),
- - #ifdef BSP_MCU_DOUBLE_PRECISION FLOATING POTNT
(&= r_config _ sectop("C_38"),
5 1 flash_m #endif
= r_gpio_rx __sectop("W_1"), __sectop("W_2"), __sectop("W")
Con Mowe
-7 /* Preprocessor directive */
& r_pincfg #pragma packoption

4.20 dbsct.c Z27M4ILDEIE

RIZCTBT #EHELLY BT —B LV a v DERERELFET., COT—TLZHRLIE-FICEEDE
TI7ANL~DEEEIHY FEA,

[ dbsctc 22 =
112 -~ #if (BSP_CFG_RTOS USED == 4) 8& (BSP_CFG_RENESAS RTOS USED == RENESAS RIG@E
113 #pragma section C CS
114 #endif /* Renesas RIEGBOPX */

115

116 “#if @

117 = /* CIBL prevents excessive output of L118@ messages when linking.
118 Even if CTBL is deleted, the operation of the program does not change. *
119 uint8_ t * const _CTBL[] = {

120 __sectop("C_1"), _ sectop("C_2"), _ sectop(“"C"),

121 ~#ifdef BSP_MCU_DOUBLE_PRECISION_FLOATING_POINT

122 __sectop("C_8"),

123 #endif

124 __sectop("W_1"), _ sectop("W_2"), _ sectop("W")

125 1;

126 #gndisl

127 /* Preprocessor directive */

128 #pragma packoption

190

4.21 CBTL OE%hik
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49 rbleotaarIa«FL— 3 RE

OTA Server DENME. £ 3 VigfRE/N—2 3 U1EHRIE. r_ble_ota_config.h TERELET., [HEIT HE
B%X 4212RLET,

£ 42 rbleotaarIq«dL—arvirrray

TI4IL ME

BLE_OTA_DEBUG_PUTS <A AYUO—SRTHOEHFAAY MEROOTH A
EEBBEERELET. ZY/0ODGE. OJEAH
FThhEEA,

MAIN_FUNCTION app_main A—HF7TYr—3 0D A VEARERELE
T BIBERYIEDE L void Bz Y ET,

BLE_OTA_PROJECT_NAME “ota_sample” TJ7—LYz70IOVY MEBRERELET,
RRKTI8XFTY, 77—LDz7&#RANT 5
HIZEAIIET,

[(X] coavr45FFTns sy MEBRIZRE
LTLEEW, Z7—ALIxF7DEFTIIEELL
WTLEEL,

BLE_OTA_RESET_CODE "inge9ubled9hy4tlin" | OTA Reset Service 0 Virtual Reset Button [ZZ %54
LETT, 1I8XFTHELTLESWL, FAYY
FMERBEICEREL. 77 —LVITOEHFEFRALT

EBELEVESITLTLESLY,

[X] Coar2473700 9 MERBFICERTE
LTLEEW, Z7—LITPOEHFTRERELY
WTLEELY,

BLE_OTA_DOWNLOADER_DEVICE_NAME “FWU-DEV” By O—SEFHOTNA RZERELET, &
Y9 OTEHRE LIfEL. GAP Service ®
DeviceName Characteristic & 7 /34 4 XEED R
Fv U LRRURT—42 D Complete Name & LT
FERIhET,

FIVr—a v EARDERERELET.

BLE_OTA_APPLICATION_MAJOR_VERSION 0x01 FIVT—230DATr—N—Ca v ERELE
E

BLE_OTA_APPLICATION_MINOR_VERSION Ox0A TIVr—23vDIAF—N"—DavERELE
j_o

BLE_OTA_DOWNLOADER_MAJOR_VERSION 0x01 A0 —SANASYy—N—T 30 FRELET,
BLE Protocol Stack DZEBECA Yo O—4%EHR
L. ¥9vn0—4+9L 3 LB L-EEICER
LTS
BLE_OTA_DOWNLOADER_MINOR_VERSION Ox0A Ao —S8NIAF—nN— 30 FRELET,

BLE Protocol Stack DZEECA YV A—4 %R
L. ¥9vn0—4+9L 3 LB L-EEICER

LTESsW
BLE_OTA RELOCATER_MAJOR_VERSION 0x01 JOT—BDASy—N—aVERELES, U
Oy —4FLIFT—brO—FEERBLIEEICE
BLTLESLY,
BLE_OTA_RELOCATER_MINOR_VERSION 0x00 JAg—EDILF—N—C3 VERELET, Y
Oy—4FLLIFT—brO—4FEERBLIGEEICE
BLTLESL,
BLE_OTA_APPLICATION_SECTION_SIZE 0x31800 TIVr—2aves a g4 XERELE
(198KB) ¥
BLE_OTA_TEMPORALY_SECTION_SIZE 0x31800 OTA Server BNZ{ELT- 77— L =7 E—HMIC
(198KB) HREFTSH5ROM YA XEEBELET,
BLE_OTA_APPLICATION_SECTION_SIZE &Rl—
DEFFZEL TS,
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E&AE T4 ME L]
BLE_OTA_DOWNLOADER_SECTION_SIZE 0x31800 Ay o0—4€92avDvA4 XEEELET,
(198KB)
BLE_OTA_RELOCATER_SECTION_SIZE 0x4000 DAT—2E92 3 DA XER/ELET,
(16KB)
BLE_OTA_STDLIB_SECTION_SIZE 0x14000 ZESAITSYDEI P avtA XEEELET,
(80KB)
BLE_OTA_DL_FW_BUFFER_SIZE 0x4000 Ay oa—4NZETEHTI7—LozTIAYIY
A XADRKREZHFELET,
BLE_OTA_DL_CVECT_BUFFER_SIZE 0x0400 AERGAT—TINERETIEDNY T 7HA4X
EHRELES, EERFTETY,
BLE_OTA_DATAFLASH_BLOCK_LENGTH 0x0400 F=275v20TAvIYA XEHRELET,
EERFFETY,
BLE_OTA_USE_DATAFLASH_START_ADDRESS | 0x00100400 TS LDOYUYBRISTREDEZOHIZERT S
T—AI75v22070v I DRET FLRAZEIEE
LFET,
BLE_OTA_CODEFLASH_BLOCK_LENGTH 0x0800 FATIZIMA2NDIA—KISY S 1NREEZEH
AYAREEBELET,
BLE_OTA_CODEFLASH_START_ADDRESS 0xFFF80000 FRTHIAIVDOFET7 FLREFEELET,
BLE_OTA_CODEFLASH_SIZE 0x00080000 FRTEZIAa0NDI—FKITIS5SvadY A X%
(512KB) ELET,
BLE_OTA_RAM_START_ADDRESS 0x00000000 HFRATEHIAAVDRAMDAA— 7 FLRAEH
ELET,
BLE_OTA_RAM_SIZE 0x00010000 FEATHZIAIAVDRAM YA XE/ELET,
BLE_OTA_TRAPERROR_LED_ENABLE <A BIRTAREA TS —HHE LT-I5EIC, LED SiR%E

ARSI ESIHEEELET . RERDEHS
[T, T5—R4D LED H#ENEHIZLRYES,
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410 A—HYF7T)5r— 3V DETE

AETIE, 7—brO—HFI22a—HFF7T)5r—>a3 DA VBEBESRELET, £, 2—HF7 T 45—
LavOEIHIZTEILT I RAMDEI a3V EERELET,
4.10.1 A A EAHNDERTE

OTAServer 7RV S AKX, TAVSLDYYEBEZD=OHIZT—rA—FZRELTVWET, 2—HF7 T
Jr—30m A4 BEABETHIZ. bootloader main B EEUHLET,

@ ble_sample_m23w_ota_serverc 3

@* FILE : ble_sample rx23w_ota_server.c|]
#include "r_smc_entry.h”

12 void main{void);
13 extern void bootloader main(void);
:: void main(void)
16 {
17 bootloader_main();
}
4.22 main BA¥IDERE
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4102 A—H7T) 45— 300 main BROBHFENHREEY S 3 VDHRE
A—HF7 T 45— 3 >0 main E%IE. application_loader B ZRHA L TETINFET,
r_ble_config.h @ MAIN_FUNCTION XY BIZA—HF7 T Zr— 320 main BEERTEL TS,

r_ble_ota_config.h &3
@ * DISCLAIMER[]

#ifndef R_BLE_OTA_CONFIG H
#define R_BLE_OTA_CONFIG_H

[SYRN ST T N

#define BLE_OTA_DEBUG_PUTS

4

'* OTA Configuraticn */

L Application Main Function */
| #define MAIN_FUNCTION app_main ||
G0y [T o e -

/* BLE_OTA_PROJECT_NAME length < 18%/
#define BLE_OTA_PROJECT_NAME "ota_sample”

Wk ® W00 s W

B

/* BLE_OTA_PROJECT_NAME length = 18%/
#define BLE_OTA_RESET_CODE "ingedubledhy4tlin”

WL L R R PRI R PR R R PRI R R

oo

423 A A UBEBOKRE

A—H¥F7 T 45— 3 v, r_ble ota_app_loader.c 7 7 4 JL® application_loader BA#M SIFEUH &h
EX B

application_loader B#(&. RAM QML EETLET, 21— 7 TUTr—2 3BT I+ FUSNDE
93 VEMRBT BGAIZIE, initialized ram A% ZZEBE L T E LY,

[€] r_ble_ota_app_loaderc &1 =
2 @®* DISCLAIMER[]
19
20 #include <string.h>
21 #include "r_ble ota_header.h”
22 extern void MAIN_FUNCTION(veid);
23
24 static void initialized_ram(void)
25 {
26 memcpy(__sectop("R_1"), sectop("D_1"), secsize("R_1")};
27 memcpy(__sectop("R_2"),__sectop("D_2"),_ secsize("R_2"))};
28 memcpy(__sectop("R"),__sectop("D"),__secsize("R"));
30 memset(__sectop("B"), 0x08, _ secsize("B"));
31 memset(__ sectop("B_1"), ©x00, _ secsize("B_1"));
32 memset(__ sectop("B_2"), Ox00, _ secsize("B_2"));
33
34 #ifdef BSP_MCU_DOUBLE_PRECISION_FLOATING_POINT
35 memcpy(__sectop("R_8"), _ sectop("R_8") , secsize("R_8"));
36 memset(_ sectop("B_8"), _ sectop("B_8") , secsize("B_8"));
37 #endif
38 1
39
e void application_loader(void)
1 il
2 initialized ram();
3 MAIN_FUNCTION();
: i
4.24 r_Dble_ota_app_loader.c
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411 A—HF7 T r— 3 U OHEEB

FWU ClientI2& b OTA 727 —LD 77 TT—hrETS5HIZ, A—HFT7 TV 5= 3 VIZUTD
MBEEZELFET,

1. Renesas OTA Reset Service E4 DV O—4~DY Y & Z JLIE
2. ROTA4VITDER
3.  GATT Service @ Service Changed Characteristic @ Indication L2 (i0S ZF|RAIT 2HEDH)

4.11.1 Renesas OTA Reset Service E 5 O—5~ANY Y & Z0IE

Renesas OTA Reset Service [, FWU_Client A, 2 7—ALDz7ND7TAOT Y FE0ON—T 3 ViEHRE
GiAHL, TOYSLESYD O—FIZ, YIYBZSEOICFERSINET,

A—HF7TYr—3 0, UTOHEZEMLET,
® Renesas OTA Reset Service DEX ¥ ST F VAT 4 v INDEDETE
® ResetCode EFAABO—HEREAHIO—FADYYEZNE

hoDHEEFE T, Nyyr—2ICRMEINTULVS r_ble_ota_resets.c 77 ILIZREShTWES, 7
Az FADKI7AIILERBN YT —CDEDICEEHRZ 2ETHEEZEBNTEET,

BEESMAMRI 7ML

® ${ProjectName}¥smc_gen¥Config BLE_PROFILE¥r_ble_ota_resets.c

® 3${ProjectName}¥smc_gen¥Config_BLE_PROFILE¥r_ble_ota_resets.h

Ny Tr—CEBOHZIT 7ML

® 01an5910xx0111-rx23w-otafwup¥ProjectSetting¥service¥service api¥r_ble_ota_resets.c

® 01an5910xx0111-rx23w-otafwup¥ProjectSetting¥service¥service api¥r_ble_ota_resets.h

AHEREZADICT =812, app_main.c ® R_BLE_Execute MEITHTIZ. ZED ota_resets_cb Bk ZER%
L. R_BLE_OTA_RESETS Init BE#ZETL TS, F#FLLWEEFRZICOVTIE. A2 T
(ble_sample_tbrx23w_ota_server)® app_main.c 7 71 JLZ ZSBL &L,

#tinclude "r_ble_ota_resets.h"

void ota_resets_cb(uintl6_t type, ble_status_t result, st_ble_servs_evt_data_t *p_data)
{
}

/* Initialize Renesas OTA Reset Service server API */
R_BLE_OTA_RESETS Init(ota_resets_cb);

4.25 app_main.c ~® Renesas OTA Reset Service 03BNl

r_ble_ota_resets.c I&. Project Information Characteristic & Version Information Characteristic IZ Read
Request ASE1=BZ. FhFh. g_ble_ota project_info £#., & HEADER £ >3 > D/NN—2 3 VIEHR%E
GATT T—AR—RITHRELTLEYT, CORERF, TAETAUTOBKIZRESNTVET,

static void ble_ota_resets_Project_info_read_req_cb(const void *p_attr, uintl6_t conn_hdl)

static void ble_ota_resets_version_info_read_req_cb(const void *p_attr, uintl6_t conn_hdl)

CNoDERIE, EX VY SVFVRATA VI ERERICERSIATHES,
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/* Project Information characteristic definition */
static const st_ble_servs_char_info_t gs_project_info_char = {
.start_hdl = BLE _OTA_RESETS_PROJECT_INFO _DECL_HDL,

.end_hdl = BLE_OTA _RESETS_PROJECT_INFO_VAL_HDL,
.char_idx = BLE_OTA_RESETS_PROJECT_INFO_IDX,

.app_size = sizeof(st_ble_seq_data_t),

.db_size = BLE_OTA_RESETS_PROJECT_INFO_LEN,

.decode = (ble_servs_attr_decode_t)decode_st_ble_seq_data_t,
.encode = (ble_servs_attr_encode_t)encode_st ble seq data_t,
.read_req_cb = ble_ota_resets_Project_info_read_req_cb,

1

/* Version Information characteristic definition */
static const st _ble_servs_char_info_t gs_version_info_char = {
.start_hdl = BLE_OTA_RESETS_VERSION_INFO DECL_HDL,

.end_hdl = BLE_OTA_RESETS_VERSION_INFO VAL _HDL,
.char_idx = BLE_OTA_RESETS_VERSION_INFO_IDX,

.app_size = sizeof(st_ble ota resets_version_info t),

.db_size = BLE_OTA_RESETS_VERSION_INFO_LEN,

.decode = (ble_servs_attr_decode_t)decode_st_ble ota_resets_version_info_t,
.encode = (ble_servs_attr_encode_t)encode_st_ble ota_resets_version_info_t,

.read_req_cb ble_ota_resets_version_info_read_req_cb,

3

4.26 r_ble_ota_resets.c M Read Request M@ a—)L/\v 7 BE# D F &

r_ble_ota_resets.c Tl&, Virtual Reset Button Characteristic ~®., Write Request 1 N > k T Reset Code
D—HZEHEELET, Reset Code M—ELT-& FIZ(E, Write Comp 41 R FTHRHIAT /NS AD L EIHTLF
¥, TDH, FovA—F~Dty FMLEBETOET,

AooO—8~AnYYEZNE(F r ble ota/utility/r_ble_ota_reset.c [CEE X h -
R_BLE_OTA_SwitchModeReset B#i# A L %9, LLTIZ R_BLE_OTA_ SwitchModeReset B# D ER KA
Z‘Z#H#RLET, DataFlash HhSIREDERE #&HiAH L. activate_mode 2o O—FEHEBELET,
R_BLE_OTA_SwitchModeReset B$(ZHEEN T OV 5 LTS5 J1EHRE. FERBEHICEEZHL MCU Yt Y

FEITWET,

st_ble_ota_dataflash_info_t data_flash_info;

R_BLE_OTA_FLASH_DRIVER Open();
R_BLE_OTA_FLASH_DRIVER ReadDataFlash(&data_flash_info);
R_BLE_OTA_FLASH_DRIVER_Close();

data_flash_info.activate_mode = BLE_OTA_ACTIVATE_MODE_DOWNLOADER;
data_flash_info.status_info.code = BLE _OTA STATUS_SUCCESS;
data_flash_info.status_info.source = BLE OTA ACTIVATE MODE _APPLICATION;

R_BLE_OTA_SwitchModeReset(&data_flash_info);

4.27 R_BLE_OTA_SwitchModeReset M {3 A
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R_BLE_OTA_SwitchModeReset BN ETHIE, I—FIZ 92 a~DT7 I AN ELEIhFET, BV
RAHADPRETHERIAT—TLERALTIA—FRISYIaDTIERADBEELET, AMS5HDEIYIA
HDEENEEINDHZEIZIL, r_ble_resets.c ND r_ble_ota_resets_gatts cb TEIYRAHZILFH/RELT
LY,

st_ble_ota_dataflash_info_t data_flash_info;
R_BLE_OTA_FLASH_DRIVER_ Open();
R_BLE_OTA_FLASH DRIVER ReadDataFlash(&data flash_info);
R_BLE_OTA_FLASH_DRIVER Close();

data_flash_info.activate_mode = BLE _OTA_ACTIVATE_MODE_DOWNLOADER;
data_flash_info.status_info.code = BLE OTA STATUS_ SUCCESS;
data_flash_info.status_info.source = BLE OTA ACTIVATE MODE APPLICATION;
R_BSP_InterruptsDisable();

R_BLE_OTA_SwitchModeReset(&data_flash_info);

4.28 &Y AHEE 1L DR TE B

r_ble_ota_resets.c [&. R_BLE_API M/RA X% v 72 GATT Server @ a—)L/\y VBB E—D&FHFL
F9, GATTS A— LN\ Y EBOERHE. 12— 7TV 5—>avOERAR+LLUEICREL TS
LV, QE for BLE TH R & 1= app_main.c TlX. &K{E®D BLE_GATTS_MAX_CB (15)IZFRE SN TLVE
ER

/* GATT server initialization parameters */
static st_ble_abs_gatts_init_param_t gs_abs_gatts_init_param =

{
.p_cb_param = gs_abs_gatts_cb_param,
.cb_num = BLE_GATTS_MAX_CB,
¥
4.29 a— )L\ 7 BB DEEHRDEKE

4112 R T 1 VT DER

Ay O—4E{THRIE, OTA Server BLE Protocol Stack @ app b DtF 21T 454 TS5 UMNEET S
Data Flash Mo R7 1) UV EREZHZAE L THERALETH. R7Y VT BROFERBEBOESHRZ F1TH
WEBA, TDEH, A—FT7T)5—2a v T, RUTA VI ET5FHELET,

BLE Protocol Stack @ app_lib DEF21 T4 54 TZVEFALTCA—HF 7T S5r—2 3 DEFTHIIR
7' o7& % Data Flash ICREFTH K SITLTLZELY,

X1 F 45475 OFERAAEIL. "Bluetooth Low Energy TR FaLRE vY R Syr—
A—H—=ZT =27l (ROIUW0205)’D 52 F ¥l T4 T—3EREHZS . &
f=. "Bluetooth Low Energy 7 74— 3 VBIHEH A F (ROLANSS04)D 9 E X ) T4 " &L
AN

4.11.3 GATT Service M Service Changed Characteristic @ Indication A8

i0S /34 RI&. Bluetooth T/34 RIZEAT BN DO DIEHREZBD 7 FLRIZHDFTHFy v alT
WET, FrvPaIndBRICIEGATT T—EAR—XDOBEELEFENFET,

OTA Server [EEFHDHA VU A—FRTREL T T 7—2 3 DRTKRETHIO GATT T—42R—X %
BOf=6H. EFHEELT S OICF v v Y aBHROHEIBRABLETT,
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GATT T—2R—XDF v v aHIBRICIX. GATT Service M Service Changed Characteristic @
Indication #%{E LF£ 9, i0S hk FWU-Client Z#H Y 5158 IZ1&. #E#EEIC Service Changed
Characteristic % Indication N TE 5 &K SICREZHELLET,

uintl6_t cccd = 0;
R_BLE_GATS_GetServChangedCliCnfg(p_data->conn_hdl, &cccd);
if((cccd & BLE_GATTS_CLI_CNFG_INDICATION) == BLE_GATTS_CLI_CNFG_INDICATION)
{
st_ble_gats_serv_changed_t serv_changed;
serv_changed.start_hdl = 0x0000;
serv_changed.end_hdl = oxffff;
R_BLE_GATS_IndicateServChanged(p_data->conn_hdl, &serv_changed);

4.30 Service Changed Characteristic @ Indication

AH > FI)LTIL, Service Changed Characteristic @ Client Characteristic Configuration Descriptor
(CCCD)T Indication M EFA] S 7= E#IC Indication Z#EL TLVET,
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5. BHAI7—LO T T7DHER

Y—ROA—FRZEZEFEL, 77—LDITHEBEINBIGEICIE, ZETH LI a>DNN—0 3 ViERE
BELTLESW, FFVH5—2300NN—2aviE, 27—LI91TFHNERSNSE-UIZA20 1) A2k
TEHIEEHEOHLET,

AOTAH LT )ILTAST S AKX, r_ble_ota_config.h D XXX_VERSION XY AIZ&>TI7—LTTT7D
BHAIBZHEHLTVWET, N—CaVEBRAFELTVWSEEHRRICELLBELEE A,

BHAI7—LO I T7OEHFAIEEHIMT 52X 1) 7 (CompareFirmware.py) #i2#: L TWVET, CDR
JVTREMALT, 727 —LVITOENEHERBHEKRF T, ETHSIRIC. 77—LVz7HEBENEEN
B27HNEDTALY F)DNRERELET,

E17H4 -

$> python CompareFirmware.py “ota_sample_Version1.10” “ota_sample_Version1.11”
ETR. LI aVDEFTOHELEBRERENRTEINET,

WIER 110~ r= Tty sarel i rmw, P 01

5.1 CompareFirmware.py E{TEE

HROBKIILUTORYTY,
% 5-1 CompareFile.py D LbL##ER

result =13

APPLICATION_UPDATE_MODE FIUr—2308w9 53 ORZT7—LO9TTDE
PNBEELET, 7IIVS—La VvEHE—FTEHRT
CEER

DOWNLOADER_UPDATE_MODE FIUr—avtwsoave, Fooo—4+v5S3

VT 7—LOTTDERDFEELET . BLE Protocol
Stack BEHIE— F T 7—LDIF7ZEHHTEET,

FIRMWARE_ERROR BESATSYEIVay, BELLFUar—42+€%
DaAVIZESNHFEELFET ., OTAICKDEHETEFE
Ao

FIRMWARE_INFORMATION_ERROR json 27 A ILDEY L3 VEBRA—BLEREA,

NO_REQUIRED_UPDATE json 77 A LTREN:=EEI A VOERMDPFELE

‘E-Alo E%ﬁ?éﬂ‘%liﬁ [') 35‘&/\./0
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6. Android hfx FWU_Client

AfilX, R¥— bt T+ 2771 FWU_Client % Android Studio TEJL K, T/N\v 5§ B2 HEEFREEIC
ZRBA L E£ 9, Android Studio M F¥#lilE Android Developer 4 b (https:/developer.android.com/) & S &

LTLESLY,
6.1 EJFFIE

FWU_Client I& Android Studio Version 4.1 THFE S F L 1=, Android Studio M * =1 —H 5 Open #:#
WUy T—TRO FWU_Client 74 UFERBIRLTAD ) FEREFT, A =a1—/3—0 Build i 5
Make Project #Z#IR L EJL KZEITLET,

File Edit View MNavigate Code Analyze Befactw Run Tools WCS Window Help

FWU_Client app

B = Androidv &) T & —
g
< app
=
m  # Gradle Scripts
o
o
2
5
=
g
3
e
5
=
)
=
a
-
o
E
3
=
T
2
iIZT0DO B Terminal = Database Inspector

IZ) Gradle build finished in 26 5 381 ms (7 minutes ago)

6.2 T/INVHE|F

Make Project
Make Madule 'FWUClient.app'

Run Generate Sources Gradle Tasks

e ungsovze v B

Select Build Variant...

Build Bundle{s) / APK(s) 1>
Generate Signed Bundle / APK...
Analyze APK...

Deploy Module to App Engine...

Edit Build Types...

Edit Flavors... +N

Jouble Shift

Edit Libraries and Dependencies...
Clean Praject
Rebuild Project {ome

Drop files here to open

7 Profiler S\ Build = & Logcat

6.1 EINKAZa—

& [+ L

Q) Event Log

PRI R

J2uc|dx3 AW 2Maa O

Jojeinul o

=, Layout Inspector

Android T/3f RDBFEEA T a3 TUSB TNV XU I EFHICLET, USBTNNYX I EHE
L7= Android T/ R%& PCIZHEET B E . THNYTFNAARAYRMIKREEINET, A=a—/N\—
D"Run’M 5"Debug ‘app” E#EIRL T/Nv T ZFHBLET,

FWU_Client app
4 Androidv € T & —
3
= aPpp
: ¥ Gradle Scripts
&
2
=
=
&
e
£
=
B
3
@
I
&
"
ol
=7000 B Terminal = Database Inspector
I Debug selected configuration

Eile Edit View MNavigate Code Analyze Refactor Eu\ldmloo\s VCS Window Help

P Run ‘app’'

@ Profile 'app’
P Run...
# Debug...
7 Profile..
" Record Espresso Test
2% Attach to Process...
Edit Configurations...

Select Device...

Debugging Actions
Teggle Breakpoint

@ View Breakpoints...

1% Import Tests from File...
Show Code Caverage Data

71 Profiler #5 Attach Debugger to Android Process

o
udio

Shift+F10 »

Debug ‘app' Shift+F9

Alt+Shift+F10
Alt+5hift+Fa
Ctrl+Alt+F5

Alt+Shift+F11

»
>

Ctrl+Shift+F8

Ctrl+Alt+F6

Q) Event Log

ajpeig

J2101heg 314 13 O

Jojenug o

%, Layout Inspector

X 6.2 TINYHTAZa1—
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6.3 Android 10.0 M APl H#ZEEAD XTI

Android kg FWU_Client Tl&, 7 7 4 JLDFHEHAAHIZ Android10.0 THEHREE I M= API BNMER ST
FT, UTOAPITRELEZTA LY FUDRRIZHLTIZALNT I CANZILEEINELSICHYFEL
fzo ACTION_OPEN_DOCUMENT_TREE A > T hrEEZFERALTI7—LDI T I+ NLFI~DT I RiE
FA—YHLBMBTEHLIICLTLIZEL,

(utils/FlleUtils.java 39 4T B ) Environment.getExternalStorageDirectory()

F7-. Bluetooth LE D R ¥ v VETICHELGERNBRIESATHET, /A—ZvarFzylIZDL
T. UTOBEEZESBEWLELET,

(bluetooth_device_scan/BluetoothDeviceScanActivity.java 480,482 1TH)
ACCESS_COARSE_LOCATION — ACCESS_FINE_LOCATION

R0O1AN5910JJ0111 Rev.1.11 Page 76 of 104



RX23W Z')L—7 OTA7—L9DI7EHF Yo7 )INTOFI A

7. i0S kR FWU_Client
AEITIL, IOSHITRAY—k T+ 27 7 FWU_Client DBIFIREZHBALET,

7.1 ENERERRIRIR
BERRREERLET,
& 7-1i0S kit FWU_Client D EN{EFERIREE
FCE3td Xcode 12.5.1
BET/NA R iPhone 8 i0S 14.7.1

BET/ N4 X MacBook Air (M1,2020)
macOS Big Sur version 11.2.3

7.2 FINV S F|E
241 HiEZELIEELY,

7.3 OSSO GATT T—ER—ZADF v v 1ee

i0S T/34 R &, Bluetooth T/3A4 RIZEFT BN OO DEHREBD 7 KL RIZHIFTHFy v a LT
WET, FruPaIndBERICIEGATT T—2R—XDBELEENE T, i0S ik FWU_Client [,
OTA Server D GATT T—AR—XZHEIZHRHET 57-0HIZ. R Service Changed Characteristic @
Indication = L £ 9,
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FWU-Client i0S OTAServer
connect
Connection Request
P Connection Request
)
P didConnect
Write Request
Service Changed Characteristic
cced 0x02
P Write Response
)
Indication
__Sernvice Changecd Characteristic
)
P didModifyServices
discoverServices
Service Discovery N
L
< Service Discovery|
P didDiscoverServices

Read and Display OTAServer Information

E 7.1i0S kit FWU_Clinet DD > —7 VA F v — b
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8. Python iz FWU_Client

8.1 YATLHEK

Python ik FWU_Client £, RX23W i 7B 4 5 L OTA Client &, OTA Client % |13 % Python
Application 5% Y £3, OTA Client [%. Bluetooth LE ZFIFAL T OTAServer D7 7 —LI9 T 7EHZL
%9, Python Application (&, OTAClient WE&T 57 TV r—2avnNry FERVWTEHA I 7— LA
DITFEEELET, 77 L9 TEERKIZIELBLE FIT Module A2t 3 % app_libdav >y K54 >
A2 T —XCL)EFRALTEELET,

Python Application [&, &< > REZITBR>TI7—LVI7TOEHEETLET,

Python Application
(Windows PC)

Command Line Interface Python Application
(UART) PythonApplication.exe

Bluetooth Low Energy

OTA Server
(ble_sample_tbrx23w_ota_server) <::">
P

OTA Client
(ble_sample_tbrx23w_ota_client)

Target Board for RX23'

8.1 VAT LEHH

et Board for RX2:

8.2 WHlEa<> K

Python kit FWU_Client @ Python Application (& 8-1 A< > K& I(TH > T OTA Server D 7 7 — L
D77V IT— b EEFTLET,
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= 8-1 Python Applicaton ®a< > F—&

scan timeout (s) | OTA Client A' timeout B¥FEIDEIR ¥ ¥ & EFLET, |
scan_mode scan_mode
filter_type 0: IRTHDT/INARA
filter_data 1. A—H4E%E filter_type & filter_data
2: Renesas OTA Reset Service UUID
3: Renesas OTA Service UUID
451):
scan50
scan 51 9 FWU-DEV
conn timeout (s) OTA Client M8 L1z 7/314 RIZEHKER EZEITL OTA
bd_address Server D77 — Lz FIEREFAHLET,
addr_type [public:0,random:1] | I
conn 5 74:90:50:FF:FF:FF O
conn 5 DF:3C:31:5D:08:D9 1
update Update_mode [app,ble] conn ATy RTEHRLETNSRIZHLTOTAIZES
Firmware_directory path TYIT—hERELETS,
£il:
update app C:¥FWU Client¥ota_sample_Versionl.11
update ble C:¥FWU Client¥ota_sample_Version1.12
disconn 1L conn ARy RTERMLET NS REDERZYHRLE
ED
exit L Python Application ##£T7 LE 3,
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83 HIATUFDEMEL— R

Python kit FWU_Client D& < > FERTEFEOBES —7 VX &R LET, OTA Client & Python
Application D /45y FDEMICDOWNTIE 842 Z B E &L,

8.3.1 scanavw> K

scan A< > Ki&. BB D Bluetooth LE 7/8f X% Scan L7 FN2 A X7y bDT—2ERELE
¥, R DOFRILF(L OTA Client & Python Application D /84y ERLET,

User Python Application OTA Client OTA Server

scan command

TINA AR /Ny +

N7y MERRISE /N7 b

A

Scan Start

>

Advertise Packet

VA AT X 7.9 ol WA S S

A

Advertise Datad &~ Advertise Packet

A

VA AT X 402 el WA Y

A

Advertise Data® & 7% )
< Timeout

<l

AFw T LR— b

A

§canﬁ‘-§?0)§7§

82scan AV Y FOEFTV—H R

8.3.2 conn aAv UK

conn <Y K&, OTA Server AR E T 7— LY T 7IEROFZAHE LERTEITVET, EOTA
Server [ SN =B EBIZIIYIENET, OTA Client DiFDHIEHR OTA Server L B4 51548, OTA
Client DE#IEHR%HIBR LYK LFE T, HbhDFKRXF(L OTA Client & Python Application D /84y k&R L
ESCIR
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User

Control Device
(Python Application)

OTAClient

conn command

TNA RN Y

N7y NRERISE /Ny b

OTAServer

Connection Request

Connection Established|

<

<€

MTU Change Request

N

1q

MTU Change Response

<
<

Service Discovery

N
1q

Service Discovery|

alt

OTASenerMD1ERE R~

[Discovered OTAReset Service]

Read Project Information

Insufficient Encryption or
Insufficient Authentication

<

Start Encryption or
Start Paring N

Encryption Changed

<

Read Project Information Char

Read Response

Read \ersion Information Char

Read Response

KR LR— by b

[Discovered Renesas OTASenvice]

ProjectinformationRequest

Insufficient Encryption or
Insufficient Authentication

Start Encryption or

Start Paring

Encryption Changed

<

ProjectinformationRequest

ProjectinfomationResponse

<

VersionInformationRequest

\ersionInformationResponse

BERR LR— Ry b

OTASenerD 1% R T

EERIRGR LAR— by b

Disconnect

X 83connavT FOEITY
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8.3.3 disconna<v > K

disconn A< 2 KI&, OTA Server L D#ERZVIFILET . RPDFKRXF(E OTA Client & Python
Application D /X4y FERLET,

User

disconn command

Control Device
(Python Application)

TINA RGN Y b

OTAClient

OTAServer

Disconnect

alt [OTAServer & #Eeh]
< Ny MERRIGE /N T b
| BBRELA— ST b
S DERT
............................... FEPTTITREMITRITILE
< Ky RSB Y b
I —RRART—ERIF)

8.4 disconn AT FOEFTI—4H 2R
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8.3.4 update av 2 K
update A< > Ki&, 3.5 HIZ/RL 1= OTA Server D OTA BHO—4 7V RERITLET, 77—L9Ix7

70wy Y EiEET BV Python Application W5 7 7—Lz7ZWELET ., HPDFXFIL OTA

Client & Python Application D /84 b ZERLET,

Control Device .
User (Python Application) OTAClient OTAServer
update command
B AT Y b
alt (e ]
P Ny bERISE /N7y b
IS5—RRAT—EAIF—) A
.................................. [OTAServer&?%‘fﬁqﬂ]
P N7y NERRISE /Ty b
loop loop [D7—Lmz7I0vY] J OTAEH Y —7 VR
T7—LDTTERITY b N
27—LIzTFIRENTY b N
Write Response for
{FirmwareDownloadEndCommand
P BHEW LR— b7y b
_BEHOEHERT
)
Write Response for
|, UpdateEndCommand
P BEHES LR— by b
_BEHETORT

8.5update AT Y FOEMES—4 VR
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835 exitavwr K
exit 1< > K& Python Application ## 79 4a< > FTY,

Control Device

User (Python Application) OTAClient OTAServer
exit command
>Close Serial Port
and
Teminate
86exitavY FOEEL—4 2R
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8.4 OTA Client

OTAClient X, OTAServer D7 7—L DT 7EFHEEEEFHBET, OTAClient [, 842 FHIZTEERIND
TFUS—o 3Ry Mok > TEHFBEZRELET., 7TV —2 3 20/85 v FIZE 5T OTA Client
FRETBATNAREIY FO—ILTFNRA REFEVET,

AH > FILTIE, Python Application Z OTAClient ®a > hO—)LT/NA RELTERELTWWET,

841 JAovw4sK
OTAClent (X3 DDED2—ILEFTNEFRTEAANVED 2 —ILHLRY ET,

871270y BRERLETS,

AL ED2—)

(client_main)
A I I
J y L
e PR v hka—)LTFN v hkO—)LTFN
timer Blue}l’? ?)ﬂ;?i‘f}:lnla - (%ﬁa%t:rs:&eifelr;ét) ) ?EE:E /)I/:LT—/)I:r X(—) : /iﬁl;%:E ;I/:LT—/}J 8
(ble_conn) P —Seq (ctrl_dev_comm) (ctrl_dev_comm_packet)
O !
A 4
r_ble_ota_resetc 32 rA—LTINA R
r_ble_otac BIEEY1—IL
A (ctrl_dev_driver)

!

Command Line
Interface

Profile Common

A
L 4 \4

BLE Protocol Stack

X 8.7 OTAClient® 7 A v o X
BEDaA-IILOKREEZHALES,
1. Bluetooth #E#HEEEE T 1 —/L (ble_conn)
ble_conn [&. OTA Server T/3A4 XM Scan &, AP Y MERDFZEAE LETLET,
2. HEHEITEY 1—/L(update_sequencer)
update_sequencer (&, &L TS OTAServer D 77— LI T 7EHZITVET,
3. A2 hO—ILTNA RBEEY 2—)b(ctrl_dev_comm, ctrl_dev_comm_packet,ctrl_dev_driver)

ctrl_dev_comm [, 842 I CERINDIT TV r—3vn\ry bEZITRY AL VED2—)LIC
BRHILET,

ctrl_dev_comm_packet [&. 842 HiTEREIND T TN r—2a n\ry rOT—2BEELEDITS
A X@H. TOVTSARXBAHERLELTVET,

ctrl_dev_driver [, EEDBERBIOZELE7TIyr— a3 v\ y b T—4 % ctrl_dev_comm
[CEHMLFET, AY > FILTIL, BLE FIT Module @ app_lib DX RS54 24 24 7 = —AHEE
ZHALT7Z7 V=23 0\ y FEZITER>TWETD,

4. A A 2FETa—)l(client_main)

client_main (X, LEE=2DEDa—)LEFALTOTASenver DI 7—LDxF7T7v T T—F42EH
LET. EED21—ILOHEE, BENFTA—FDRELTVET,
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842 FITUH—L 3Ny k
OTAClient [, BBT/INA ADEER. BHT/NA RAANDEE., BHETNNAADIT7—LYI9I 7TV IT—
Fo—HUZROERTICEALT, 7V 5—2avnyy h2E&ELET, a2 A—)LTF/INA R & OTA

Client IUTIZEERT 537y MK Y T—2BEEZITVET,

OTAClient @E/NTw b, UTOT—2#E&E#HEHET, NITEERKIKELET, NIE70~255
N FTT, FzvIHLTA—ILKRIE, 7y FERO—FEMS, NTy b T—42% 1 /N1 T DOME

Lf=fETY,
Ny REERI | Ty T —4 FzyvIYL
a—FK
1byte N byte 1byte
BNy TR LEMEIELLTOEY TY,
Ny B4 TINA RRR INF sy REER 0x01
a—F
EEE arhbO—ILTNAR
Client D E4E OTAClient (FEEESN=T—R2TT KNEAAL XNy bET4NE YT
LE%x9, OTAClient (FIEESNI-BREARAFXF ¥y o #ETLET,
TINA ADBRERERIZ. FENEZAXLR— /Yy FTRHESNET,
Ny b T—4
Ny RRER | AR VBRI | D42 T— | TaILA— T4ILR— FyvoHYLA
a—R " 25847 F—4E F—4
()
1lbyte 1lbyte 1lbyte 1lbyte N byte 1lbyte
Ny L4 TINA RS Ny RFERI | 0x02
a—F
EEE Ay ka—ILTINA R
Client DEifE | OTA Client I&. 36E &411= Bluetooth LE T/34 RIZxf L CTHEHELET,
BEHEOBRIE., EHRKELEAR— Ty bTEHMEINET,
N7y b T—4
Ny REERl | BALTFOF |[BD7RLR FRLREAT | Fxv
A—F el (F)) 74:50:90:ff:00:ff S5 A L 0x01 79 L
- NITYwsy
0x74,0x50,0x90,0xff,0x00,0xff | 0x00
lbyte lbyte 6byte 1lbyte lbyte
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Ny b4 TINA R YR /N7y RFERI | 0x03
a—Fk
EEE a2 rFO—ILTNAR
Client DE)E | OTA Client [&. EHEFDT/NA AMSLIETLET,
VIR FESEIRRLAR— Y FTERHESNET,
Nry b T—4
Ny RER | FzuoH
a—FkK N
lbyte lbyte
Ny & | BB Ny RFER| | 0x04
a—FK
EESE Ay kA—ILTINA R
Client &) | OTAClient [&, EHHPTDT NS RIZH LTI 7—LI I T7TEH V- R %
15 EITLET, BEFHE—KRTF7 TS — 3 VEHD BLE Protocol Stack EFH
MNEERLET,
BHFHDICIE, BFES /NNy bETF—LD T TER/N Y LH OTA Client
MhoEEINET,
Ny b T—4
Ny bE | BERE—F AERY AR | AIERY 7IVr— | 7T
AMa—Fk 0x00: F—ILt | 4T7—7 avty r— 3
' . g230m | LDYA vavoRr | vty
T7IVr—=2aVEH | @7 KL | X(byte) 47 KLR |3l
0x01: A R N
(byte)
BLE Protocol Stack BE#t
lbyte lbyte 4dbyte 4dbyte 4dbyte 4dbyte
Downloader | Downloader 4 < 3> | /83— | 70O ey | 77— | Fxv
tovary |oevsvaHaX o3 | x4 ka— | LT | 9H L4
DEFET K | (byte) g k4 N 77
LA R ayy
H4 X
(KB)
4dbyte 4byte 6byte | 18byte 18byte | lbyte 1lbyte
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Ny R4 T27—Loz7T—8I6% /N7y RFERI | 0x05
a—Fk
EEE a2 rFO—ILTNAR
Client ®B4E OTAClient M SBH SN 7—LD T 7ERN\T Y MIEET B/ Y
FCT o Z27—LDITERNTY FTHEESINT FLRESAL XD
I27—Lz7HEEELET,
Nry b T—4
Ny NFER J7—L9x | T7v— | I7—LO9TF7T—4 FryviYy
a—F TERNNTy | LT
&S FT—
2K
lbyte lbyte lbyte N byte
Ny b4 Ny NRERRISE Ny NEERI | 006
a—F
EESE Ay kA—ILTINA R
Client D Ei{E OTA Client Z @S NT=/8Ty FDF = v I H LA —B LI > =B
EBINT Y b
Ny b T—4
Ny hERI | BENTY | IS5—a— | FIviY
a—FK k&R N Ly
1lbyte lbyte 1lbyte 1lbyte
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Ny b4 7 KnNa 4 X LR— bk Ny REERI| | 0x81
a—Fk

EEE OTA Client

Client ®B4E TINA ZABRFINT Y MR T BIEETT, AEXAYUICK2>TERRSWET
NARZAY FA—)LTNA RIZEHMLET,

N7y bT—4

Ny FERl |BDZ7RKLR |BDZ7KRLREAT FENE | 7FENE | Fzvoy
a—Fk _ N A RT— |41 RXT— | A

0x01: s Ls

X SR AE 4

0x00: /8T whH
lbyte 6byte lbyte 1lbyte N byte 1 byte
Ny b4 A& v T LR— Ny RFERI | 0x82

a—FK

EIEE OTA Client

Client D Ej{E AExvUNBRTLECEZaY FO—IILTNASL RIZEHLET,
N7y b T—4

Ny BRI | F ooy

a—F Ly

lbyte lbyte

Ny b4 EiiKR LAR— b /Ny REERI | 0x83

a—Fk
EEE OTA Client

Client DE)E | ##5 D Bluetooth LE F/3f ADIEREBHMLET .

Nry bT—4

Ny RRER | EERRIRR BDO7F | 7B | /A—P3U1E | OTA Server DEAT

a—F 0x00: HEAERETH LR :;’] # fo7no 7‘?A
0X01: M 000 1TTe
0x02: Fti ki OXOL: 49> O—
0x03: timeout s
0x04: UUID i
OxO5: Ul S f=

lbyte lbyte 6byte 18byte | 8byte lbyte

FvI9L

lbyte
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N7y N BEES LAR— F N7y REERI | 0x84
a—F
=EEH OTA Client
Client D& | OTAServer D7 7 —LD 77 v IT—rDEHZEZaY FO—ILT/INA R
[CBELFET,
B O—7RETHICOY FA—LTNA RITEHMITEESINFET,
N7y bT—4
Ny BRI | EETIREE BHAKR | EFHHROT7 | ZFET |(#TJOy | Fvy
a—F OX00: E 45 ik i FLX gvb I8
8%
Ox01:E#
Ox02: E# %k
B
1lbyte lbyte 1lbyte 4byte 1lbyte 1lbyte
N7y b4 T7—LzT7T—3EKR N7y RiERI | 0x85
a—F
EIEA OTA Client
Clent DEIE | BHICWEL I 7—LDz7Z3 2 bA—LTNA RIZERLET,
Ny b T—4
Ny hERl | 77—Lox |FHABT7 LR Y4 X Fvy
a—F TERINT Y
FES
1lbyte 1lbyte 4byte 1lbyte
N7y b4 N7y NRERRIGE Iy R38R | 0x86
a—Fk
FEEE OTA Client
Client DE)ME | T/34 RERFK. T/ AL, T/31 R, BEHFIB/A7 Y M/ LT
HEEZRLET,
Nry b T—%4
Ny R | BN Ty b | Ny b FIvIYL
a—F BAla—F IS—g—F
lbyte lbyte lbyte lbyte
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# 82 /N7y brI5—a—F-K

IS5—a—FK IS>—a—F4 I>—#H

0x00 R Th 8%

0x01 INTGA—RITF5— 51 ¥ AN &R 4t

0x02 RF—HRALS— OTA Client 2. /84w k%
R RVRETH S,

0x03 FIVvIHLIS— FIvIHLIES

0x04 FothNITS— ZOMD IS —

843 AXYVKIA A AT —RATHDEIE
A4 > TILD OTA Client [, BLE FIT Module ® CLI ZAAWTaY FA—ILTNAA RAEBIELET, OV
FAO—ILTINA AL T—REZEIL, otacrtl A< FZFERALET,

AV FA—ILTFNARIEL L bT—2%F2 N/ FOXFEFIELTATYRIZAALET, FIZIE, B
BEROTY FETEHOOTY FBEXLTOREY TY,
ota ctrl 02745090ff00ff0054

a2 bA—=ILTINA AAD/Nry bEfEIE. CLIM R_BLE_CLI_Printf B3k Z# AL TWLWET, 1/84 +D
T—AE2XFOXFHE LTHEEEIZ” app.” 27 TRELET,

Bl Z £, OTAClient A5, 7 7—L2 = 7 0xfff80000 7 KL AM 5 OxfObyte D7 7 — L™ T 7 EERT
BEBEDIT7—LIIT7T—2ERI Ty FMIUTOLSIZHAEhET,

app:84010000f8ff0fsB

TFIUr—2 3Ry y FEEZIET HBIERKIL r_ble ota_cl_ctrl_dev_driver.c IZEEEhTWET, =
DEEZEFITLETHEDRBERKRTT IUr—>a vy FEDYRYTEET,
r_ble_ota_cl_ctrl_dev_driver.h ICEESNTWSEHZEELET ., -, BEEBMIOREL=/\ 7y b
D/ F')FT—4% %, R_BLE_OTA_CL_CTRL_DEV_DRIVER_Init #TiEShda—)L/\y & BHIE
LET,

R0O1AN5910JJ0111 Rev.1.11 Page 92 of 104



RX23W Z')L—7 OTA7—L9DI7EHF Yo7 )INTOFI A

8.4.4 app_lib DIEIEEFT
OTA Client [X. OTA Server ® GATT T—2R—XDEERIGE CLI CHBED@EEZITS F=HIZ BLEFIT
Module @ app_lib D—FE#EELTWET, BEEFRFEBEERIIUTOREY TI,

& 8-3 app_lib DIEIE

EEEFT EIEEH g~y 0o
src/r_ble_rx23w/ap | CLID 7 >S54 > DYiik BLE_OTA_CLI_CONFIG

p_lib/cli/r_ble_cli.c somgm . -

CLIaZY REMBHOII—N\YIDEL
src/r_ble_rx23w/ap
p_lib/cli/r_ble_cli.h

src/r_ble_rx23w/ap | GATT TF—4 RX— X #EA{LH&EED BN BLE_OTA_SERVC_CONFIG
p_lib/profile_cmn
Ir_ble_servc_if.h

845 EERBEYUINTOVSLOER
OTA Client [X, OTA Server A7 7 —ALD T 7DEREIC, EFEEY L TILTOH S L0OT7O—Hl
APIZ2FRHALTWWEYT, S FEBEY TN TAOFTSLIZDONTIE. UMTORFa1 AV FETSEIEIL,

® RX23W ¥\ —7 ERBEERY>TILTOS S L (ROIANS43T7)

8.4.6 XEHIF
® 1 _ble_ota_cl client_main.c DR ¥ v /35 A —4 D Slow_period [FEOFIREL TS,

® OTAClient [&, E#EEHGEEZYR—FLTWEE A,
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8.5 Python Application

Python Application (., #|fla~< > K% % &£1Z OTA Client %I L £3, Python Application [& OTA
Client®a > FA—)LT/AA RELTEELF T, Python Application D#REIL. OTA Client 7 1) &r—
vaviyry FrOFIEEFIEAIT Y RO V2 71 —RADRETY,

851 JOvwiyK
Python Application (£ 7 DDEZ a—ILAhLBYET, B 88ICREDa—IILOTAVIEERLET,

main SerialCommunication

Y ¢

Userlinterface CommandExecuter

BinaryFileReader,
FirmwarelnfoReader

A

Y

ClientDevice
Communication

8.8 Python Application ® 7 Ay %

BFED2A—IILOEEIIUTORAY TY,
® main.py
Serial R— FD{/FEEA NSz FEEHR. EETLET.
® SerialCommunication.py
PySerial E2 2 —JLZFAL T OTAClient ED/7ry FT—2DEZEFITVET,
® Userlnterface.py
BEALADS v/IR—ETT,
® CommandExecuter.py
ADNESNFEFHEIARY RIS A—EhT T) 5= 307y FEERL, 83EITRLIZY—
TUORERITLEY,
® ClientDeviceCommunication.py
BA2EMT TV r—2avnNry bOT—ABELV YT 54 AERERELTLET,
® BinaryFileReader.py, FirmwarelnfoReader.py

FhEn, BHRAT77—L 70 firmware.bin 7 7 A JL & firmwareinfo.json 7 7 4 L ZHAH L F
E

852 LY HA
Python Application (&, 1—H A V2 T —RDRFARET TV r—2avn\ry FOBEBEEEZTX
ARTF7ANITHALET,
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& 8-4 Python Application HE AT 504

T74IL4%A Oy NDRE

AllSerialLog.txt FIVr—avnRry FOBIERE
UserlnterfacelLog.log A—HA A TJz—ROavr ks
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9. Versionl.00 "SDEFE S

9.1 a1—¥7 )4 — 3 I Service Changed Characteristic =% LF L 1=,

AH > FILTIL. Service Changed Characteristic ¢ CCCD D& &iAHA#%I1Z Service Changed
Characteristic @ Indication 21T > TWEY,

9.2 FITON—T 3V FEH
BLE FIT Module D/N\—2 3 0% 211 M5 220 [TEELE L=,

F1=. OTAClient, OTA Server D 7R =49 hZ&FEN S General Purpose Input/Output Driver (GPIO)
DFTED2—LDN—U32%3700 5390 CEELELT,

9.3 OTAServerDa— KZH
Version1.10 Tl OTA Server O—E DO a1— FZEHF L TLVET,

r_ble_ota/downloader/r_ble_ota_ble_app_lib/r_ble_ota ble_interface.c

® R BLE OTA GATTS_ IndicateDataControl [Z DU\ TREI#N T R_BLE_GATTS_Indication ZFER & 5
':QE L/ i L 1—: o

® Advertise Packet [Z r_ble_ota_config.h TEZ St % BLE_OTA_DOWNLOADER_DEVICE_NAME #
<<complete device name>>& L TR ¥ ¥ Y LRARURTFT—AZEBMLE LT,

® Downloader M GATT T—4 A—X M GAP Service @ Device Name ¥ ¥ 5392 ) AT 4 v oI,
BLE_OTA DOWNLOADER_DEVICE_NAME #3% 95K SIZEELFE LT,

® GATT Service @ Service Changed Characteristic 0 CCCD &£ ZAAK(Z, Service Changed
Characteristic @ Indication Z{T5LEZEML Z L 1=,
r_ble_ota/downloader/r_ble_ota_downloader.c

® r _ble ota dl_data_control_cmd_handler B3R D
BLE_OTA_DL_CMD_PROJECT_INFORMATION_REQUEST.
BLE_OTA_DL_CMD_VERSION_INFORMATION_REQUEST 4 A k TEFTL Tl =
R_BLE_OTA_GATTS IndicateDataControl B4k % r_ble_ota_dl_event_handler B84k
BLE_OTA_DL_EVENT_DATA_CONTROL_WRITE_COMP 4 Ry hTEFTT B LSICEELEL
T=o

r_ble_ota/r_ble_ota_config.h
® Device Name SRERA~Y Y/ O ZEMLE L=,
smc_gen/app_main.c

® GATT Service @ Service Changed Characteristic ® CCCD & £iAA ¥, Service Changed
Characteristic @ Indication 4T 5B ZEML E L1z,

smc_gen/r_ble_gats.h

® GATT Service M Service Changed Characteristic ® CCCD IZBI3 %24 XY FHIZEEEEBMLEL
T=5
smc_gen/r_ble_ota_resets.c

® R BLE OTA FLASH_DRIVER_ReadDataFlash MFEUMH LET#(Z. R_BLE_OTA FLASH_DRIVER
@ Open/Close EZEEMLFE L 1=,
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10. FIRFEEEFE
OTA 7 7—LDz7EHYLINTOTSLIZIEUTOHRBREES S EEFELAHY FT.

BSP B XU FLASHD FIT ED 2 —ILIEZEHREND LI L a3 VICERET H1=6H. OTA 77—L4
HITEHIFITAEEA. TOEH. 77— LY T T7TEHIIETBSP BL U FLASH DBFLER
LEWWTLESLY,

BLE 7O PR E VI ELUVA I O—F%EET 5 Downloader 24 & 3 > DEAY A XL,
Application 2 2 3 > DY A XUT(T 74V b 198KB) &Y £,

OTA 2 7—LDIF7EHFYINTATS LI, 2—5TF7 T 45— 3 Uh Peripheral THBZ &
ERMHRELFET,

BLEFITESa—IIOaAY I« 5% ER LEESICIEBLE 7O Fa LR E v oAy oa—417 T
T— a3 EBHTHABENHYET

r_ble_rx23w_config.h ® BLE_CFG_EN_SEC DATA THELET—4273van Ay
E—FTNNALRAD IRK FEHRHAHL, MOV E—F TS AN RPAZFERAL TGS, UE—+T
NARDRPADREDDTLESI ET7—LIITEFIRGTELRLARYET, RT7Y LIRS
A—HATYE—FDIRKERZHYICL, A—HFT7TVS—3 VTRV VT EERRTHLSIZL
TLEEEL,

RIPOTOTSLEFYV O—FI~NYBZDE. TTIVT—2a v OBHFNET T HETL—H
TIVr—2a v OREFEFTEER A,

AYUTLTEAIO—FETHO MCUEBNE— FIERYR—FTT,
AYUTILTIEBLEDS A TS5 ) DFRE(E Balance 214 TDAYR— b RFREHYET,
Flash FIT &< 2 —JL® BGO(background operation/interrupts) Mode [XERTEEF A,
CCRXAUIRATDN—=U I3 VIFEETEFEE A,

Android iR FWU_Client [£, MTU H4 X% 247 IZBRELF T,

Android kit FWU_Client Tl&. 7 7 4 JLDFEAAAIZ Android10.0 THIREE S f- APl BMERE
NTULET, Android10.0 IEEFERT HEEIL6.3EEZSEICO—FEZEREL TS,
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11. BHFICKNT S5 DHEEER

11.1 Error Response hiR %154
1. BLE_OTA ERROR_CODE_RESET CODE_ERROR (0x84) D&

AIS—I%. ResetCode A%, FWU_Client & OTA Server DEITELBIGEICHELET, KIS —HH
A LEBAICIE. BHAT 7—L4™ 2 7O firmware_infomation.json 7 7 4 LZHERBLET, K774
JLIIMD"ResetCode’D{EAY, OTAServer DL D E—HHTHZ L EHEELET,

2. BLE_OTA_ERROR_CODE_INVALID_ADDRESS (0x81).
BLE_OTA_ERROR_CODE_INVALID_CMD (0x90) Dig&

AKIZ—I&. FWU_Client & OTA Server DRI TEH O —47 D ADEBEEUHINBRN G MESICRELET,
OTA Server [FEHFHL—4 U AdZHiEhb LY FEITVWET, BERBEOREICKY IS —HH
LB BLA8ENAHY F£T,

Ff=. OTASenver D7 TV r—2a oo+ v F Ry I 2A4TEFRALTVAIGAEIZIE. WDTIZKD
ey hNEAH U O—FETHICRET HAEELAHY EFT, 21— 7TV Sr—avhbsdoro—4
ANF VIR TIEY FENLTUYBZONETA, RX23W ) —XTEY I b7ty b
I2&>T. WDT [ZfElEEShFERBA, FO0O0—5FDAMIL—TT WDTOHD &) F7LTLKE
=Ly,

11.2 EFHMABERZRICFELELTLESHES

BHO—T UADRBRERICELT 2HEICE. 22— 7TV r—2avhodoo0—4~00YEZ
BROBEKICKBLTLLAEELHY FT,

firmware_information.json 7 7 4 JLAM“ResetCode” D {EAHY“000000000000000000"DIHFE L. 7 T 4 —
aVPIYBEZNENAEEINATOEVATEENSIVTT, 4.11.1 5 Renesas OTA Reset Service &4
DUA—S~ADYYFEZIIE | [2H 5T OTA Reset Service DY —EXAPI 77/ LEBEHMZ T IES
LY,

EFTOTSLDOY BIBICERAANREET S E, O—FI7SyPaEERAbOaI—FKISydan
DARERFEAE LHARE LEMEELT 208N HY £9, BIVAALNRET IHEICIE. T4.111E
Renesas OTA Reset Service 4V A—SAADYIYBZNIE | #SRBICEAAZIEEHRELTLESLY,
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11.3 Smart Configurator D 3 — KAE 2 EHT 5154

Smart Configurator ® 21— FAERMEEZERAT 5156, BEMOBRTELERENBEIZGZYFET, B 11.1
O— FERBREDHIICI— FEBRBEDHIZRLET . AREZFERALCO— RERETHEET—
A—FRTPICT TV T—230€ 0 a3 v~ ~OBEBFVH LARELET, TOH. T77—LITD
BHEICERCEMELGBVATERENAHY 9,

& or-xvroEm O x
VI PR — > OoER

BRSSO — B ERLTOED tlj
AFdy (2T ~
BE |2 ~
7105 |

I-FU b Short Name 547 - K=

HBePubsqv I-F&ER 1.8.0

B crCEEE I-F&R& 1.10.0

B /A dun-4 J-F&gt 1100

8 pMaA IYHO-5 I-FE 1.7.0

B8 12¢ AL-TE-F J-Fe& 1100

# 12 v29E-F J-Fe&nt 1110

BB PWME-F447 J-F&n 1110

# sa(sar) 7oy EERE-F I-FeEm 1110

8 sOsOn B REAE-F J-FEg 111.0

8 sPooy ORI T J-F&s 111.0

B SPIBNFE-FaE=) JI-F&a 1.8.0

#AAYNyIIY0-5 JI-F&a 1.8.0

B oAy FRd547 J-F&gt 1100

B ooy REgE s TEE J-F&a 1100

#7725 vvE-FS124D I-FEs 1110

# 3uiL-4 J-Fe&nt 1.8.1

B ARTFIIFIAN I-FEm 220w

—————

SRS EVINEE

M EiETaRs0 IUn-FU SR

ELs

EMCU 3. 8 Ey DAY YFER-AICLiz2 FrHILDs Eyb4Y (TMR) Z21Zyk (IZwho, IZ9b1) o
A4 FrrIlAELTNET.

TESA N SR PESdown-F43
@ E36) FNAN) > =T oyl
11.1 O— FEREEEDHI
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AETIE, CORBREFERALESEOMEAEEHALET, A6/ FTIE. 8EY M2 4T EHIIZERHA

Lid—o

- 7090k 192705 X ==

v == ble_sample_tbrx23w_ota_server
W1 F-
[t Includes
w [ src
= r_ble ota

= SMC_gen
Config BILE DEOEE

v [= Config_TMRO
[€] Config_TMRO userc
[€ Cenfig_TMRO.c
[ Config_TMRO.h

¥ = general
[€ r_cg_hardware_setup.c

[H r_cg_macrodriverh
[h r_cg_tmrh

[h r_cg_userdefine.h

[€] r_smc_cge_userc

[€] rsmc_cge.c

[h] rsmc_cgeh

[h r_smc_entryh

[ r_smc_interrupt.c

[H r_smc_interrupt.h

7

.
g

—

8

11.2 O— FERMBREIC K DERM T+ IIL T B
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FFHRDIZ, T—rA—FEZTHOT7 TV —2a3 00 a v HAOBHEEVE LEEMZLET,
general¥r_cg_hardware_setup.c 7 7 4 JLIA® R_Systeminit A ICE R S -0 — FERERER SO 7O
To3LEENLET, EBANASA4 MR ZEMLET,

void R_Systeminit(void)

{

/* Enable writing to registers related to operating modes, LPC, CGC, software
reset and LVD */

SYSTEM.PRCR.WORD = ©xA50FU;

/* Enable writing to MPC pin function control registers */
MPC.PWPR.BIT.BOWI = @QU;
MPC.PWPR.BIT.PFSWE = 1U;

/* Write © to the target bits in the POECR2 registers */
POE.POECR2.BYTE = 0x00U;

/* Initialize clocks settings */
R_CGC_Create();

#if 0
/* Set peripheral settings */
R_Config TMR@_Create();
#tendif

/* Register undefined interrupt */

R_BSP_InterruptWrite(BSP_INT_SRC UNDEFINED INTERRUPT,(bsp_int_cb_t)r_undefined_exc
eption);

/* Disable writing to MPC pin function control registers */
MPC.PWPR.BIT.PFSWE = 0OU;
MPC.PWPR.BIT.BOWI = 1U;

/* Enable protection */
SYSTEM.PRCR.WORD = OxA500U;

X 11.3 a— FEBBEEED EDILE

Rz, A—HF7 T 45— 3 VAIZ R_Systeminit B3t & RIBEDEEEEIHF DL S AR TERABEKE
app_main.c [CRELFF., ZZTIE. BE%%4% % R_Systeminit App & LFEFF, 2 TlX. app_mainc 77
AIVIZERELFET, BT HLBEIUTOZDOTY,

@ IVIAFaAL—2IaAYETTFAINDAIIIL—F
® R_Systeminit_App BA#IMD ELE(R_CGC_Create B#t. R_BSP_InterruptWrite BAEIDOMFEUH LIEFE)
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#include "Config TMRO.h"

void R_Systeminit_App(void)
{

/* Enable writing to registers related to operating modes, LPC, CGC, software
reset and LVD */

SYSTEM.PRCR.WORD = ©OxA50FU;

/* Enable writing to MPC pin function control registers */
MPC.PWPR.BIT.BOWI = 0QU;
MPC.PWPR.BIT.PFSWE = 1U;

/* Write @ to the target bits in the POECR2 registers */
POE.POECR2.BYTE = 0x00U;

/* Set peripheral settings */
R_Config TMR@_Create();

/* Disable writing to MPC pin function control registers */
MPC.PWPR.BIT.PFSWE = 0QU;
MPC.PWPR.BIT.BOWI = 1U;

/* Enable protection */
SYSTEM.PRCR.WORD = OxA500U;

X 11.4 Ny &®DA 4 )L— K& R_Systeminit_App A% n

B2 app_main B% KD R_BLE_Open B DOMEUH LE#IZ. R_Systeminit_ App IS ZEUNH LE
T, IT—bO—FRTFOT7 TV T—23080 230~ DT I ADELBY ET,

void app_main(void)

{
/* Initialize BLE */
R_BLE_Open();

/* Hint: Input process that should be done before main loop such as calling
initial function or variable definitions */
/* Start user code for process before main loop. Do not edit comment generated
here */

/* Add System Init */

R_SystemInit_App();

/* Configure CommandLine */
R_BLE_CLI_Init();

11.5 app_main T® R_Systeminit_App OFFUH LI
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12. Appendix

12.1 OTA 77— L™ T 7EHEHR (BE(HE)
LYY T T 7— LY T POEHEBMERLET,

BHYAX ; iPhone 8 = ZenFone 4
(Android)
| Version1.10 —Version | 64KB [ 20% |[29% 160
11 FIUr—Lavts L as : 64KB
Versionl.10—Version | 218KB 70 ¥ 97 ¥ 450
112 FIUr—Lavth a3 64KB
Aovn—45+yvay : 154KB
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OTAZ77—LDzT7EH HoINTOF35 A

RET EE %
EHIZES
Rev. #1TH R= A2k
1.00 2021.06.30 - HIRFIT
1.10 2021.09.30 5 1L1EIZIOSICKAEHFZEMLE L,
21 2.4 Z iOS lk FWU_Client Z:B8MLE L 1=,
72 4.11.3 #ilZ Service Changed Characteristic @ Indication % i&
mLELE,
77 7 Z i0S ik FWU_Client &L E L 1=
79 8 ZE Python kit FWU_Client &ML E£ L 1=,
96 9 E Version1.00 Mo DEEFERZEBMLELT,
97 10 EICHIRFEZEMLE L=,
103 121 E OTA 77— Lz 7DEHEFMEIC IOS fRDEHEZE
mLFEL,
1.11 2022.04.12 39 3.5 EIZ Error Response # R IHEDEMEZEBFELF LT,
45 3BEICY A—2DEREMBFOEMEZEMLE L,
47 B9EICAYVO—FDEREMFOEELEMLE LT,
53 ROM M5 RAMAI YEL T 503 DREIC. BE
SA4TS)EI a3V SLYDEARNEFEELEL,
68 410EF#2—HYT7 TV r— 3 DHRELE 411 E 1—H7F
T r—2a OMEEBMICES T LELT,
70 r_ble_ota_resets.c 7 71 JLDEEICEAT HEiHZEBRELEL
1=,
98 115 BHICKBT H5E50HBIEBEZEMLE L,

BMEREOEBIE

RO1AN5910JJ0111 Rev.1.11

2022.04.12

Page 104 of 104
RENESAS




HEIERALDFESEIE
CCTIE, YA aVERLKRISERT S MERALOFESE] ITOVWTHALFET, BHNOEALOFESECOVTE, ARFa1 AV FBLUTY

ZALTYITT—FEBRBLTIESL,

1. #HESAEK
CMOS HEDE Y RV DBEFFHERLEEZ DN T T LEL, CMOS HREFEVHERICL > T/ — MEBWIRZE LD EAHYFET, EROR
FORICIE., SHABEFREDICERALTVIEEMED FL—OIHPUr—R BEEHOBREM. 2By —X LG EEMAL. HAITIRICET—
REBLTLESD, F5RAFvIREICKHBLEZY., HFEM-Y LBEVTLLEEL, Fz. CMOS #@ERE LzR— FIZOLWTHRABKDIER
WELTLESLY,

2. BREBEAROLE
BREAR, HROKEEITETT, EREARICE, LSIORHBEBROKREEITEETHY. LORIDEECEHTFOREEITETT, S5
Yty MEFTYEY T HREOGE, BREALS Yty FABEMICHELIETOHME. HFOREBIRIETEERA, RIS, RB/NAT—F >
Uty MEEEZERALTY Y FTHRGDEBE. EREANSY Y FOMDS—EEEICET HFETOHM. HFOKREBIFRIAETEELA,

3. BRAIBIZEITEANES
LEEROBERNSA TREDLEFIZ, ANEBPCARATLT vy TEREANLGVTLES WD, AHNESPARATLT v TERISOEFEAIZ
&Y, BIEESIESRECLEZY., ERERNSRNABRFELESELVTIEENHY T, ERPIC TERAF IRICEFHANES] 12201 T
DEBOHDIHRE. TORABTEFOTLIEEL,

4, RERHFOOE
REAHFIE. TREABFOLE] [TH>TRELTZEL, CMOS #REDAAHFDA VE—F U RIE, —fIC. NM(AVE—FVREHS
TWET, REARTEFABRETEHESE D L. FERRICLY. LSIATO/ 4 XHHMMEHh, LSINSBTEBERNRANY . ANESLRHE
SNTREEEZERITRANHYET,

5. 289712201\ T
Yty b, 7Ry IR RELEE. Uty FEBERLTCESY, FO9SLETRO/ Ay /HYEBZRE. YIYBZE IOV INRELT:
BRICUYBZTLESL, Yty b, HERIRT (FREASERER) 2RV 0y THBEZEBRT S VATLTIE, 70V IN+RRE
Lz, Uty FEBBRLTLESY, £z, OV S L0ORDPTHBREIRT (FFNBRIRER) AV 0y ICOYEZ LI5S, Y1Y
BZAKOIByINTRRELTHASUYEZ TS,

6. ANIHTFOENIKR
AN/ A ZORERIZE DEBEATEBHEORRCHYETDOTEEL TS, CMOS #RDAAMN/ 4 XE EITEAL T, Vi (Max.) H
5 Vih (Min.) ETOMEEICEEEDLSHIHEEE. REELSISEIIBIDNHYET . ANLALPEEDNEEEEESA. Vi (Max.) M5 Vin
(Min.) EFTOHEEZBBT HBBHEPICF v 2 YT/ ARXGENRASHNESITERALTIEZEL,

7. UY—=TF7FLR (FHMEE) OT7IRELE
YH—TF7 LR (FHEE) OF7 7 EREZILLFET., 7 FLRBEICE. FEROMREERICEIYFMFTOATVS VHF—T7 LR (FH%E
) "hYET, D7 FLRZETZIVEALEZEZDEMEICONTIE, RIETEFHADNDT, 7VEALBEWVWESIZLTLESL,

8. HAEOMEIZONT
BEZORLGDIHEMKEETLHESF, BRBEZILICVRTLFHEAREEEL TSV, ALTL—TDIA IV THRENES L, T5Y
DAAEY, LATIMRE—UOBBLREICEY, BERUBHMEOHEE T, HEE. BEY—D0, /A XME, /(A ARHELENRLDHEEN
HYET, RENESHRITERT H5E81E, BRORBITLICORTLFFERREEEL TS,
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13.
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AERCREBESINERE, VI FIVI7ELIVINSICEET 2FRIE. FERVLI[OEEG. ISAGIZHATIEOTT, B, VI LD 7H
FUCNSICEHET IEREFEAT HBE. BEROBEICENT. BEROBE - SATLEEHCESL, ChoDFERICERLTELEE
(BEHRFREEZFVWTNICEL-EBELEAFT, UTRILTY, ) ICEAL. ZiE. —UZ0EEZZEVEEA,
LHMBFLEARAEHICRHSNEEET 4. K. £, 70554 ZLTUVX A, iCARABRAZOEROERICEREL THRE LEE=EDOEN
., ERETOMOMNMEEICHT I2EBEELEINASICET ZMNEICONT, LSiE, ASORIEEFTILNTELEL., FTLEEEZESLOT
IEHYEEA.

LE, AERCEISLUELEIEZFEOHIIE. SEETOMOHNMMEELMSHETILOTEHY ERA,
LHBEREHARAALEROBBEA, Wi R5E. FIA. BAZOMDTAZITSIICHEY., E=FREOEMOMNAICHTISA LU IANBEL
BRBE. AETM U ARBOHFS L URBEREHROBECENTIT>TLEEL,

LHBEE, ERELFE—BEEHLT. g, HE. FH8. UN—RIUPZT7YVY, FoM. FEYICERALAVTLCESWL, AhdE5E. &
T, EE, UN—RIVOZFYUTHICEYECHEESICEHL, HiE. —VZT0EFEZEVERA,

LE, SHBUSKOREKEE MEEKE) LU [EREKE] CHELTEY., EREKEX, UTISRTARCEGAERINDGCLZER
LTBYET,

ZHEOKEE . arEa—4 . OAMEER. BIEMER. FHEIMEEE. AVIEEE. RE. THEMEH. —V LB, EERAo0Ry %
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LB ECHERAORE. BFORMSER (F—42>— b 1—Y—XTZaTFIL, FIV5—av/—b, EEUENYRTvYICRED M8
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FUHEMEE#EL, REF-IBEETHHEE. MEABRUNEZESE] TOMBAESSJVCERASNINEOHEEEEERREETL. £
NOEDEDBECAITHRVNBELRFHREET>TLLEELY,

BEHANLUHB R EESHICESREINZBEICE,. FMICSFZESHBIIHLT, ACIEESTHOELHEZRMTIEELZESILOEV-LE
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